


Terms of Reference for GSMA Operator Platform APIs Group (OPAG) including collaboration with Linux Foundation CAMARA project (“ToR”)

Introduction

1. The GSMA Operator Platform API Group (“OPAG”) is an AA.35[footnoteRef:1] “Subgroup” of the Operator Platform Group (OPG) focussing on delivering the APIs required to create the interfaces of the Operator Platform ("OP") in a way that is compliant with the requirements for an OP defined in GSMA Permanent Reference Document OPG.02 ("OP Requirements"). In accordance with AA.35[footnoteRef:2], the OPG is the ISIG and responsible for the approval and amendments of this ToR. [1:  https://www.gsma.com/aboutus/wp-content/uploads/2022/04/AA.35-Procedures-for-Industry-Specifications.pdf]  [2:  Ibid.] 

2. OPAG identifies network capabilities that can be potentially exposed and valuable for customers. It assesses the maturity of technical standards and commercial implementations of those capabilities to evaluate their readiness for potential commercial service. It eventually defines enhancements on existing or new capability exposure interfaces and communicates them to the corresponding standardization bodies.
3. The OPAG intends to adopt and align with APIs defined by several industry organizations (e.g., 3GPP, ETSI) where suitable specifications exist. 
4. Where such specifications are not available, the OPAG is tasked with creating proposals for APIs, provided that such proposals will be in accordance with the general requirements agreed by the OPG and where possible will be based on APIs that have been proven in GSMA Foundry Projects or CAMARA. 
5. OPAG identifies the potential new Service APIs and based on technical maturity and potential business demand, prioritizes the list and communicates it to CAMARA as advice, but this advice, unless sent by members of the Sandbox, is not a Contribution to CAMARA that can bind any members of GSMA.
6. OPAG is tasked to define for itself and GSMA, the logic to map Service APIs calls (northbound, customer-facing) into calls to the corresponding Network and System capabilities (southbound, resource-facing), to support less skilled operators and partners and foster a global reach.
7. Contributions regarding specification of Open Application Programmable Interface (Open API) of the OP or any other contribution by the OPAG will be contributed to the Linux Foundation's CAMARA Project ("CAMARA", i.e. details set out below) via a “Sandbox” (details set out below). CAMARA in turn may create Open APIs based on these contributions. The provisions for contributions to CAMARA are set out below.
8. CAMARA is a global partnership seeking to address the challenges in scaling API services across heterogenous operator architectures. The development of open, global, and interoperable Open API solutions could benefit customers and developer ecosystems by giving access to operator capabilities in whatever network customers are in and therefore allow applications to run consistently between telco networks in the same or different  countries. A new form of collaboration between various players (telcos, ISVs, device manufacturers, hyperscalers, etc.) could address much of the challenges in scaling API services across heterogenous operator architectures as well as advance the connectivity industry towards a more robust and faster core networking, encourage the faster adoption of capabilities and as a result create value for the entire tech industry. CAMARA Charter is available on the project's GitHub site (https://github.com/camaraproject/Governance/blob/main/ProjectCharter.md). 
9. Where those Open APIs fulfil OP requirements, the OPAG can reference the APIs that CAMARA publishes under Apache 2.0 in its API repository.

Objective

1. The OPAG will align technical API contributions provided by different OPAG participants, which meet GSMA Operator Platform Group (OPG) requirements, functional block descriptions and interface characteristics for interoperable, or federated, OP implementations.
2. In relation to Open API contributions, the CAMARA Project will create Open API based on these contributions in a collaborative environment with the aim to create open, global, and interoperable API solutions which could benefit customers and developer ecosystems. These API solutions are intended to enable access to exposed telco operator capabilities independent of the network customers are in and allow applications to run consistently between telco networks and in different regions of the world. 
3. To ensure that the output of the CAMARA Project is aligned with the architecture and objective of the OP, the agreed OPAG contributions regarding specification of the Open API of the OP will be contributed to the CAMARA Project for market adoption as part of a reference set of Telco APIs. 

Inputs to the OPG and the CAMARA Project

1. Input to the OPG
The OPAG will provide inputs to the OPG including requests/proposals to clarify or improve requirements if, during its alignment activities or subsequent work in CAMARA, issues are discovered with the requirements.

Note:	CAMARA will host and maintain an API repository and associated documentation.

2. Input to CAMARA
All contribution by The OPAG and intended to be contributed to the CAMARA Project are contributed via a “Sandbox”. The procedure for Contributions from the OPAG via a Sandbox to the CAMARA Project is set out below.
The expected input to CAMARA from the OPAG is as follows: 
(i) Service API level (OP NBI), which means an abstraction/aggregation of APIs to hide telco complexity, keep control at the operator side and fulfil regulatory/data privacy constraints. The expected input for CAMARA is a (prioritised) list of API families, for the Open APIs of the OP, the OPAG members see as useful for their customers, functional descriptions of the APIs (attributes, function, result), and also non-functional requirements for the APIs (response time, scalability, performance, etc.) in addition to actual API contributions; and 
(ii) Other Open API contributions deemed relevant for OP implementation.

OPAG Governance

1. Any GSMA Member can join the OPAG. OPAG members are actively encouraged to contribute to the alignment of OP APIs and supporting contributions to CAMARA. GSMA non-members can also participate in the OPAG if they join the OPG as a GSMA “Activity Contributor” subject to the relevant provisions in AA.35[footnoteRef:3]. [3:  Ibid.] 

2. All OPAG participants acknowledge and agree and are subject to terms and conditions of this ToR.
3. OPAG members can contribute to the CAMARA Project either:
(i) (i) directly; or
(ii) (i) via a the "Sandbox” subject to executing the written undertaking as set out below. It is recommended that OPAG members actively work in CAMARA together with CAMARA developers to ensure progress and fulfilment of the OP requirements.
4. The OPAG is governed by the regulations in line with GSMA Procedures for Industry Specifications - AA.35. The GSMA Antitrust Policy applies to all OPAG activities.
5. A separate email list or a Infocentre group shall be maintained for Sandbox participants within the OPAG.

Process regarding Contribution by OPAG to CAMARA 

1. Creation and Operation of a “Sandbox”
To keep all activities associated with contributions to CAMARA separate from the other activities associated with the OPAG, the GSMA has set up an isolated activity environment that enables its participants to coordinate and make contributions to CAMARA subject to the requirements set by CAMARA, without affecting the general operations of the other OPAG activities subject to AA.35[footnoteRef:4] (“Sandbox”). [4:  Ibid.] 

The Sandbox is aimed at allowing Sandbox participants within the OPAG to coordinate, compare, amalgamate, and prioritise their individual contributions to CAMARA. 
Any input from CAMARA for consideration by the OPAG shall also only be handled within the Sandbox. Any other group or activity within the OPAG are barred from making any contributions to CAMARA, including specifications, reference, software and associated requirements. 
All participants of the OPAG have visibility of submissions into and out of the Sandbox, however:
(i) any contributions into the sandbox are predicated on the below written undertaking (see 2 Participation in the Sandbox); and 
(ii) any input from CAMARA for consideration by the OPAG shall also only be handled within the Sandbox.
The “Sandbox” is governed by the GSMA Regulations and the GSMA Antitrust Policies apply to all “Sandbox” activities. The GSMA will facilitate and attend the meetings but will abstain from any discussion associated with the actual subject matter, i.e. compare, amalgamate and prioritise their individual contributions to CAMARA. 
The members who execute the undertaking to participate in the Sandbox will elect a Chair and Deputy Chair, elected in accordance with AA.35[footnoteRef:5]. [5:  https://www.gsma.com/aboutus/wp-content/uploads/2022/04/AA.35-Procedures-for-Industry-Specifications.pdf] 

The Sandbox Chair, Deputy Chair and CAMARA chairs (or nominated representative) will participate in monthly chair alignment calls which may include other relevant parties (e.g. 3GPP, ETSI) and serve as a general update on each respective organisations activities. The output of the meeting will be fed back to the respective groups. To ensure alignment additional observers may be established to report progress to respective groups.

2. [bookmark: _Ref109214401]Participation in the Sandbox
Participation in the Sandbox is strictly limited to parties that have given a written undertaking set out below (a form agreement in Appendix A) the terms of which require that all their contributions to the Open APIs of the OP software and its associated software related documentation are by an individual company subject to:	Comment by Qualcomm: When will the written undertaking be available for review?
(i) this ToR;
(ii) CAMARA Charter[footnoteRef:6]; and  [6:  https://github.com/camaraproject/Governance/blob/main/ProjectCharter.md] 

(iii) The Apache License Version 2.0[footnoteRef:7]; [7:  https://www.apache.org/licenses/LICENSE-2.0 ] 

All other Members, groups or activities within the OPAG are barred from making any contributions to the specification of the Open APIs of the OP software and its associated software related documentation within the OPAG, but may discuss within the OPAG their opinions on these artifacts.

3. Contributions to “Sandbox”
Contributions via the Sandbox to CAMARA shall include any:
(i) API Software; 
(ii) “API Specifications” (see. OAS3 (https://spec.openapis.org/oas/v3.0.3) and subsequent revisions), “API Requirements (i.e. functional, non-functional requirements (including performance and service levels) and implements requirements), 
(iii) API Documentation (see https://github.com/camaraproject/WorkingGroups/blob/main/Commonalities/documentation/Deliverables/API-DocumentationTemplate.md), “API User Stories” (capturing business requirements with defined acceptance criteria and expected outcomes);
(iv) “API Test Cases” ( i.e. sample cases of applications of APIs ); and 
(v) “API Security Reviews” (such as review for identifying security vulnerabilities in the APIs); 
together “Sandbox Contributions”.
All Sandbox Contributions shall only be made to the Sandbox and shall be kept completely separate from any other contributions made to any other activity or any other activity in the OPAG.
Sandbox Contributions are not subject to the GSMA Intellectual Property Rights Regulations V.4.0[footnoteRef:8]  [8:  https://www.gsma.com/newsroom/resources/aa-32-intellectual-property-rights-regulations-v4/attachment/aa-32-v4-0/] 


Save in the case of any “Joint Sandbox Contributions” set out below, Sandbox Contributions to and from the Sandbox are not made into or by the GSMA but are made to CAMARA and are individual “Contributions submitted by a Contributor” under the Apache 2.0 License[footnoteRef:9]. https://www.apache.org/licenses/LICENSE-2.0.  [9:  Ibid.] 

In case of any Sandbox Contributions made jointly or created by more than one participant jointly or collaboratively with other participants in the Sandbox, such Sandbox Contributions shall be subject to a joint licensing undertaking under the same Apache 2.0 licence by all Sandbox participants that were involved or present in the Sandbox at the time (“Joint Sandbox Contributions”)
Any OPAG participant making any contributions to the Sandbox will need to mark its contributions with the following proviso:
“OPAG Sandbox document for contribution in accordance with CAMARA Charter[footnoteRef:10] and subject to Apache License, Version 2.0[footnoteRef:11]’. [10:  https://github.com/camaraproject/Governance/blob/main/ProjectCharter.md ]  [11:  Apache License, Version 2.0, available at https://www.apache.org/licenses/LICENSE-2.0 ] 

Where appropriate contributions into the Sandbox must also be accompanied by a Developer Certificate of Origin (http://developercertificate.org).
Unless contributing directly to CAMARA, aA participant of the Sandbox shall use its reasonable endeavours to make only contributions to CAMARA that align with the activities of the OPAG and the OPG. 	Comment by Qualcomm: We would recommend adding this to avoid any potential for complaints of dominance of the CAMARA project by the pool of OPAG/GSMA members contributing to the Sandbox. 


4. Visibility of Sandbox Activities Available to Non-Sandbox  Members
All participants of the OPAG have visibility of submissions into and out of the Sandbox, however any participation in and contributions into the Sandbox are predicated on the above written undertakings stated in Section 2 Participation in the Sandbox.  

The OPAG shall establish a repository for all submissions into and out of the Sandbox.  All submissions into and out of the Sandbox, including source of such submissions, shall be made into the repository and shall be made immediately available to all OPAG members in real time, regardless of whether or not such members have given a written undertaking in Section 2 Participation in the Sandbox. 


GSMA OPAG and CAMARA collaboration

1. CAMARA provides a repository for its APIs in relation to the Open APIs of the OP.         
2. CAMARA is expected to:
(i) set its own roadmap and accept API contributions to the Open API of the OP from the OPAG and other sources; and
(ii) create, adapt and validate those APIs until they are found fit for purpose (testing schema to be determined) through testing activities between developers, operators and service providers.
3. GSMA gathers input to contribute APIs to the Open API of the OP in the CAMARA Project aligned with its wider specifications, e.g., OP, IoT, etc.
4. OPAG members are invited to join the CAMARA Project.
5. GSMA will promote the adoption of the output of CAMARA where it aligns with GSMA specifications and OP requirements.
6. Through observers, the OPAG will monitor CAMARA activities to identify areas already covered or to potentially cover by GSMA OP specifications and will endeavour to avoid duplication of efforts for API definitions and fragmentation of APIs.
7. CAMARA activities resulting in deviations with respect to OP Requirements will be subject to OPAG member discussions and may lead to approval of updated requirements and contributions to CAMARA by Sandbox participants.
8. The OPAG and CAMARA intend to work with appropriate industry organisations (e.g. 3GPP and ETSI) to ensure that any changes or enhancements required in existing technical specifications are appropriately highlighted, for example, via liaison statements.

OPAG Document storage and Dissemination 
1. Any non-public documents or presentations must be approved by GSMA staff before being shared with other OPAG participants.
2. Any documents produced by the group shall be stored and shared via the GSMA InfoCentre or any other tools agreed to be used by the OPAG and GSMA staff.
3. OPAG participants will be added to the designated GSMA InfoCentre group and, for the Sandbox, read-only access will be all that is available to non-participants.
