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[bookmark: _Toc466559290][bookmark: _Toc88214688][bookmark: _Toc109980868][bookmark: _Toc121157739]Introduction
[bookmark: _Toc466559291][bookmark: _Toc88214689][bookmark: _Toc109980869][bookmark: _Toc121157740]Overview
UE network slicing using UE Route Selection Policy (URSP) has been introduced in 3GPP specifications as an important key feature in 5G. Network slicing provides end-to-end logical networks to different industries/users allowing customization, dedication and isolation of network resources. A URSP rule can have among others, DNN, APP ID, FQDN, IP, and Connection Capabilities traffic descriptors (TDs). The UE compares application TD(s) with TD(s) in the available URSP rules to find a matching URSP rule. The UE then routes the application traffic to a network slice per the route selection descriptor (RSD) in the matching rule. This process is specified in 3GPP specifications [2] and [4]. 
However, there are some key issues that need to be addressed and standardized when deploying network slicing using URSP. These issues include requirements for transferring TDs from application to the URSP rule matching logic within the UE, requirements on the security of URSP traffic descriptor and the requirements on protecting data privacy and security pertaining to URSP traffic descriptor.
This specification enables the mobile industry to design and develop network slicing using URSP in 5G UE.  
This specification defines the normative baseline for UE requirements related to network slicing using URSP covering the requirements for transferring TDs from application to the URSP rule matching logic within the UE, whilst also taking into account the requirements on the security of URSP traffic descriptor and the requirements on protecting data privacy and security pertaining to URSP traffic descriptor.
This specification contains normative and informative sections. Unless otherwise specified, all sections are normative.
[bookmark: _Toc466559292][bookmark: _Toc88214690][bookmark: _Toc109980870][bookmark: _Toc121157741]Scope
The scope of this specification is to define UE requirements related to network slicing using URSP. The specification also covers the applicability of these requirements to different types of UEs.
[bookmark: _Toc109980871][bookmark: _Toc121157742][bookmark: _Toc466559295]Definitions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all capitals, as shown here.

	Term
	Description

	URSP rule matching logic
	Logic that determines which URSP rule(s), if any, match an application (applicable for an application), as specified in 3GPP TS 24.526[4]



1.  Definitions
[bookmark: _Toc88214692][bookmark: _Toc109980872][bookmark: _Toc121157743]Abbreviations
	Term 
	Description

	APP ID
	Application Identifier

	DNN
	Data Network Name

	FQDN
	Fully Qualified Domain Name

	IP
	Internet Protocol

	TD
	Traffic Descriptor

	UE
	User Equipment

	URSP
	UE Route Selection Policy

	MCU
	Micro controller Unit

	
	


1.  Abbreviations
[bookmark: _Toc466559296][bookmark: _Toc88214693][bookmark: _Toc109980873][bookmark: _Toc121157744]References
Requirements shall be based on the exact versions as indicated below. However if the manufacturers use a later release and/or version this should be indicated. The GSMA will take efforts to continually align with other SDOs for timely information about release plans.

	Ref
	Doc Number
	Title

	1. [bookmark: _Ref465150107]
	3GPP TS 23.501
	System architecture for the 5G System (5GS);Stage 2

	1. [bookmark: _Ref465150124]
	3GPP TS 23.503
	Policy and Charging Control Framework for the 5G System

	1. 
	3GPP TS 24.501
	Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3

	1. 
	3GPP TS 24.526
	User Equipment (UE) policies for 5G System (5GS)

	1. 
	RFC 2119
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997. Available at http://www.ietf.org/rfc/rfc2119.txt

	1. 
	RFC8174
	Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words
https://www.rfc-editor.org/info/rfc8174


1. [bookmark: _Toc88214694][bookmark: _Toc16506725][bookmark: _Toc11071584][bookmark: _Toc466559298] References
[bookmark: _Toc109980874][bookmark: _Toc121157745]UE network slicing based on URSP architecture (informative)
[bookmark: _Toc88214695][bookmark: _Toc109980875][bookmark: _Toc121157746][bookmark: _Toc88214697]Architecture
For comprehensive information on URSP definition and its usage, refer to 3GPP specifications [1], [2] and [4].
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]There can be different architectures employed by different UEs. For example, a smartphone is likely to have an architecture where applications are hosted by an operating system, which then communicates with the modem for network connectivity. On the other hand, for example, an IoT device may only have a modem for network connectivity. There can also be a device which has an operating system and a modem but the operating system does not host any applications. Figure 1 illustrates these UE architectures.IoT

Type 3 UE
(e.g., IoT device)
Modem
Type 1 UE
(e.g., Smartphone, FWA device)
Application
Operating System
(OS hosts applications)
Modem
Type 2 UE
(e.g., FWA device having modem and router, with router having an OS that does not host applications)
Operating System
(OS does not host applications)
Modem

Figure 1: Different types of UE architectures
These UE types (UE architectures) are further categorized by where the URSP rule matching logic resides. If the URSP rule matching logic resides in the modem, the UE is referred to as “Modem-Centric” UE (for example, “Modem-Centric Type 1 UE”). On the other hand, if the URSP rule matching logic resides in the operating system, the UE is referred to as “OS-Centric” UE (for example, “OS-Centric Type 1 UE”). Note that Type 3 UE can only be a Modem-Centric UE.

[bookmark: _Toc109980876][bookmark: _Toc121157747]Requirements related to network slicing using URSP
The UE requirements defined in this section apply to the types of UEs (i.e., UE architectures) defined in section 2.1. This includes UEs with Modem-Centric and OS-Centric architectures.
Each UE requirement has a “Minimum Applicability” to specify the types of UEs, as defined in section 2.1, to which it primarily applies. Not implementing a requirement in a UE that is specified under “Minimum Applicability” of that requirement can / will result in a non-functioning UE. 
In addition, if a requirement is implemented in a UE that is not specified under “Minimum Applicability” of that requirement, it could cause ambiguities or conflicts with other requirements that the UE implements. The UE would then have to handle such ambiguities and conflicts appropriately.

An assumption about the support of traffic descriptors: it is assumed that all types of UEs support all traffic descriptors defined in Release 16 of [2], [3], [4].
An assumption about the the URSP rule matching logic: it is assumed that the UE supports either the Modem-centric architecture or the OS-centric architecture as defined in section 2.1.
1.1 [bookmark: _Toc121157748][bookmark: _Toc109980877]Requirements for UE
These requirements in this section are applicable to UEs that can realize UE network slicing without specific requirements for OS and modem.	Comment by Shuzhen Chen: This text from approved CR 1018 v6 in TSGNS#19
[bookmark: _Toc121157749]5G Application requirements
	TS62_3.1.1_REQ_001
	An application SHOULD indicate its preferred traffic descriptor value(s) as specified in [4] in network connection requests.	Comment by Shuzhen Chen: This approved REQ in TSGNS#11



1.1.1 [bookmark: _Toc121157750]5G UE requirements
	TS62_3.1.2_REQ_001
	The UE SHALL be able to receive URSP rules from the network as per the 3GPP specifications [3]-[4].	Comment by Shuzhen Chen: From approved CR 1015 v3 at TSGNS#10 meeting

	TS62_3.1.2_REQ_002
	The UE SHALL implement the URSP rule matching logic.

	TS62_3.1.2_REQ_003
	In the API for requesting network connection, the UE/OS SHALL allow applications to request access to any of the traffic categories supported by the UE/OS and defined in [x] GSMA PRD NG.135.	Comment by Shuzhen Chen: From approved CR 1023 v4 at TSGNS#18 meeting

	TS62_3.1.2_REQ_004
	When evaluating a URSP rule to determine whether it matches an application, the OS SHALL infer, whenever possible, the application information corresponding to the Traffic Descriptor components of the URSP rule based on the connection request, if not provided by the application.	Comment by CT-Shuzhen: The approved REQ from CR 1022 v5 updated during TSGNS#22 meeting, and had 7 email approved.


[bookmark: _Toc121157751]Editors note: This requirement（TS62_3.1.2_REQ_003） may need updating when 3GPP have completed their work related to traffic categories
Editors note: Traffic category information is expected to be conveyed by the Connection capabilities Traffic Descriptor component type.
1.1.2 Requirements on security
	TS62_3.1.3_REQ_001
	The OS/UE SHALL ensure that an application requesting access to a traffic category other than the default Internet traffic category is qualified to access it.	Comment by Shuzhen Chen: From approved CR 1013 v9 at TSGNS#15 meeting

Note: The qualification rule and process is OS-specific and is outside the scope of this document.

	TS62_3.1.3_REQ_002
	The OS/UE SHOULD provide a means for the user to allow and disallow access, per application, to traffic categories other than the default Internet traffic category.	Comment by Shuzhen Chen: From approved CR 1013 v9 at TSGNS#15 meeting

Note: The means by which the OS surfaces the choice to the user is OS-specific.

	TS62_3.1.3_REQ_003
	When a URSP rule with "Application descriptors" TD component as defined in [2] is being evaluated for applicability, the OS SHALL ensure that the application information being matched against that TD component is associated with the application that requested the network connection.	Comment by Shuzhen Chen: From approved CR 1018 v6 at TSGNS#19 meeting



[bookmark: _Toc121157752]Requirements for Modem-Centric UE
[bookmark: _Toc109980878][bookmark: _Toc121157753]5G Application requirements

	TS62_3.2.1_REQ_001
	An application SHOULD indicate its preferred traffic descriptor value(s) as specified in [4] in network connection requests.	Comment by CT-Shuzhen: From approved CR1026 v2 at TSGNS#22 Meeting
Minimum Applicability: Modem-Centric Type 1 UE



[bookmark: _Toc109980879][bookmark: _Toc121157754]5G OS requirements

	TS62_3.2.2_REQ_001
	In the API for requesting network connection, the UE/OS SHALL allow applications to request access to any of the traffic categories supported by the UE/OS and defined in [x] GSMA PRD NG.135.	Comment by Shuzhen Chen: From approved CR 1023 v4 at TSGNS#18 meeting
Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.2_REQ_002
	When evaluating a URSP rule to determine whether it matches an application, the OS SHALL infer, whenever possible, the application information corresponding to the Traffic Descriptor components of the URSP rule based on the connection request, if not provided by the application.	Comment by CT-Shuzhen: This approved REQ from CR 1022 v5 3.2.2 REQ005 updated during TSGNS#22 meeting, and 3.had 7 email approved.
Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.2_REQ_003
	When an application requests a network connection, the OS SHALL pass the available application information corresponding to traffic descriptor components to the modem.
Minimum Applicability: Modem-Centric Type 1 UE



Editors note: This requirement（TS62_3.2.2_REQ_001） may need updating when 3GPP have completed their work related to traffic categories
Editors note: Traffic category information is expected to be conveyed by the Connection capabilities Traffic Descriptor component type.

[bookmark: _Toc109980880][bookmark: _Toc121157755]5G Modem requirements

	TS62_3.2.3_REQ_001
	The Modem SHALL implement the URSP rule matching logic.
Minimum Applicability: Modem-Centric Type 1 UE, Modem-Centric Type 2 UE, Modem-Centric Type 3 UE.	Comment by CT-Shuzhen: From approved CR 1021 v4 at TSGNS#21 meeting

	TS62_3.2.3_REQ_002
	The Modem SHALL be able to receive URSP rules from the network as per the 3GPP specifications [3] - [4].	Comment by CT-Shuzhen: From approved TS62_3.2.3_REQ_001 in CR1026 v2 at TSGNS#22 Meeting, here update the REQ number as REQ_002.
Minimum Applicability: Modem-Centric Type 1 UE, Type 2 UE, Type 3UE

	TS62_3.2.3_REQ_003
	The modem SHALL be able to receive information corresponding to traffic descriptor components from the OS / MCU.
Minimum Applicability: Modem-Centric Type 1, Modem-Centric Type 2 and  Modem-Centric Type 3 UE



[bookmark: _Toc88214703][bookmark: _Toc109980881][bookmark: _Toc121157756] Requirements on security

	TS62_3.2.4_REQ_001
	The OS SHALL ensure that an application requesting access to a traffic category other than the default Internet traffic category is qualified to access it.	Comment by CT-Shuzhen: From approved CR1026 v2 at TSGNS#22 Meeting, here update the REQ number as REQ_002.


Note: The qualification rule and process is OS-specific and is outside the scope of this document.
Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.4_REQ_002
	The OS SHOULD provide a means for the user to allow and disallow access, per application, to traffic categories other than the default Internet traffic category.

Note: The means by which the OS surfaces the choice to the user is OS-specific.
Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.4_REQ_003
	When a URSP rule with "Application descriptors" TD component as defined in [2] is being evaluated for applicability, the OS SHALL ensure that the application information being matched against that TD component is associated with the application that requested the network connection.
Minimum Applicability: Modem-Centric Type 1 UE



[bookmark: _Toc88214704][bookmark: _Toc109980882][bookmark: _Toc121157757]Requirements on data privacy

	TS62_3.2.5_REQ_001
	


[bookmark: _Toc109980883][bookmark: _Toc121157758][bookmark: _Toc466559343]Requirements for Os-Centric UE
[bookmark: _Toc109980884][bookmark: _Toc121157759]5G application requirements
	TS62_3.3.1_REQ_001
	An application SHOULD indicate its preferred traffic descriptor value(s) as specified in [4] in network connection requests.	Comment by CT-Shuzhen: From approved CR1027 v3 at TSGNS#22 Meeting
Minimum Applicability: OS-Centric Type 1 UE



[bookmark: _Toc109980885][bookmark: _Toc121157760]5G OS requirements
	TS62_3.3.2_REQ_001
	In the API for requesting network connection, the UE/OS SHALL allow applications to request access to any of the traffic categories supported by the UE/OS and defined in [x] GSMA PRD NG.135.	Comment by Shuzhen Chen: From approved CR 1023 v4 at TSGNS#18 meeting
Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.2_REQ_002
	The OS SHALL implement the URSP rule matching logic.
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE.	Comment by CT-Shuzhen: From approved CR 1021 v4 at TSGNS#21 meeting

	TS62_3.3.2_REQ_003
	When evaluating a URSP rule to determine whether it matches an application, the OS SHALL infer, whenever possible, the application information corresponding to the Traffic Descriptor components of the URSP rule based on the connection request, if not provided by the application.	Comment by CT-Shuzhen: This approved REQ from CR 1022 v5 3.3.2 REQ007 updated during TSGNS#22 meeting, and 3.had 7 email approved.
Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.2_REQ_004
	The URSP rule matching logic in the OS SHALL be able to receive URSP rules from the Modem.
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE


Editors note: This requirement（TS62_3.3.2_REQ_001） may need updating when 3GPP have completed their work related to traffic categories
Editors note: Traffic category information is expected to be conveyed by the Connection capabilities Traffic Descriptor component type.

[bookmark: _Toc109980886][bookmark: _Toc121157761]5G Modem requirements
	TS62_3.3.3_REQ_001
	The Modem SHALL be able to receive URSP rules from the network as per the 3GPP specifications [3]-[4].	Comment by CT-Shuzhen: From approved CR1027 v3 at TSGNS#22 Meeting

	TS62_3.3.3_REQ_002
	The Modem SHALL pass URSP rules received from the network to the OS.
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE



[bookmark: _Toc109980887][bookmark: _Toc121157762]Requirements on security 
	TS62_3.3.4_REQ_001
	The OS SHALL ensure that an application requesting access to a traffic category other than the default Internet traffic category is qualified to access it.	Comment by CT-Shuzhen: From approved CR1027 v3 at TSGNS#22 Meeting

Note: The qualification rule and process is OS-specific and is outside the scope of this document.
Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.4_REQ_002
	The OS SHOULD provide a means for the user to allow and disallow access, per application, to traffic categories other than the default Internet traffic category.

Note: The means by which the OS surfaces the choice to the user is OS-specific.
Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.4_REQ_003
	When a URSP rule with "Application descriptors" TD component as defined in [2] is being evaluated for applicability, the OS SHALL ensure that the application information being matched against that TD component is associated with the application that requested the network connection.
Minimum Applicability: OS-Centric Type 1 UE



[bookmark: _Toc109980888][bookmark: _Toc121157763]Requirements on data privacy
	TS62_3.3.5_REQ_001
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