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1 [bookmark: _Toc115710412][bookmark: _Ref124941672]
2 
2.1 
2.2 
High-Level Security Requirements
The OP architecture shall comply with the following security requirements:
1. [bookmark: _Ref128581241]The An OP shall expose network capabilities and resources data (e.g., compute and storage) to Application Providers and federated Partner OPs following the 'need-to-know' principle and only for the legitimate scenarios expected in the PRD.	Comment by Tom Van Pelt: There is not a single OP as every operator could have their own	Comment by Tom Van Pelt-R1: Action to editor: apply change throughout the document	Comment by Tom Van Pelt: Clarify which parties to expose to
The An OP shall not expose its configuration data and internal topology (referred to as topology hiding) to Application Providers and federated Partner OPs . 
The An OP shall apply data protection mechanisms to assure data availability, confidentiality, authenticity, and integrity. Data shall be protected both during storage and processing and transported in a secure way. This means: 
protecting the data in transit, via encrypted and integrity protected channels, to prevent data interception and manipulation, as well as to prevent intervening attacks, while also assuring user privacy protection;
in storage and execution, via technological means, e.g., log file or database access controls, trusted enclaves.
The permitted data (i.e., data that may be shared on the need-to-know principle as in requirement 1) shall be exposed only to authorised and authenticated entities in a secure way. This means:  and
protecting the data in transit, via encrypted and integrity protected channels, to prevent data interception and manipulation, as well as to prevent intervening attacks, while also assuring user privacy protection;
in storage and execution, via technological means, e.g., log file or database access controls, trusted enclaves.
The An OP shall implement role-based access control for configuring users, with policies defined and enforced, ensuring a secure binding between services and authorised entities.
The An OP shall adopt an integrity protection mechanism for the various identifiers in use (such as resource IDs, user/subscriber IDs, session IDs, application IDs) to prevent user and resource usage tracking, ensuring privacy protection.
The OP shall require operational procedures to carry out security hardening. This hardening includes, e.g., auditing to ensure that software patches are up to date, publishing regular security audits.	Comment by Tom Van Pelt: Seems a recommendation for OP implementation rath than something that impacts the OP architecture or interface definitions. Should maybe be moved to separate section or potentially a dedicated annex
The OP shall adopt certificate-based authentication and security protocols with a federation certificate authority, as described in 3GPP TS 33.310 [24].	Comment by Tom Van Pelt: Seems better to cover by interface as authentication requirements for UNI, SBI, NBI and E/WBI will be quite different.
The OP shall apply protection mechanisms to ensure service availability to prevent attacks targeting the availability of exposed applications/services, e.g., denial of service attacks and brute force attacks.	Comment by Tom Van Pelt: Same remark as for requirement 7 
Telemetry for intrusion detection should be supported.	Comment by Tom Van Pelt: Assuming that this relates to the telemetry of the OP interfaces/OP access rather than telemetry on resource usage, also this seems implementation related
The OP shall adopt best practices of 3GPP SA3 on the selection of security protocols, certificate authorities, as described in 3GPP TS 33.310 [24] and elsewhere, as provided in the References list in Annex E.
Services, processes, and tenants running in containers and virtual machines, and their data, shall be protected. Approaches to protecting them include process isolation via name-spacing or hypervisor controls and trusted enclaves.	Comment by Tom Van Pelt: Is more a requirement on the Cloudlet infrastructure than on the OP. Potentially also this should be moved.
Best practices for DevSecOps (i.e., the practice of introducing security practices into DevOps), as described in GSMA FS.31 [14], should be followed.	Comment by Tom Van Pelt: Seems again an implementation requirement like #7 
Security Controls related to Edge computing, as described in GSMA FS.31 [14], should be followed.	Comment by Tom Van Pelt: FS.31 doesn't seem to refer to Edge Computing	Comment by Tom Van Pelt-R1: OPG#127: To be checked with FSAG whether a more appropriate reference is available, but delete for now
The OP shall employ telemetry and analytics to detect and report application security policy violations at runtime to localise and isolate malicious application behaviour.	Comment by Tom Van Pelt: Seems again an implementation requirement
The OP shall employ telemetry and analytics to detect Distributed Denial of Service (DDoS) attacks against the network and enable rate-limiting and traffic isolation in network segments and endpoints.	Comment by Tom Van Pelt: Again for implementation
The OP should support hardware-root-of-trust (e.g. TPM) based security keys for platform integrity checks, mutual authentication, and the establishment of secure tunnels with tenants/application service providers. 	Comment by Tom Van Pelt: Seems a recommendation for an OP implementation rather than something influencing the architecture
Note: 	A future phase of this work will investigate defining security levels between operators.	Comment by Tom Van Pelt: Would need a backlog item which currently doesn't exist. May have to be checked in the context of Open Gateway already.	Comment by Tom Van Pelt-R1: Topic AA in CR0002
The OP should support a secure DNS service to avoid attacks that exploit DNS, such as impersonation attacks. 	Comment by Tom Van Pelt: Seems an implementation requirement/recommendation
Note:	A future phase of this work will investigate secure DNS options and options for including a DNS service in an Edge architecture.	Comment by Tom Van Pelt: Needs a backlog item	Comment by Tom Van Pelt-R1: Topic AB in CR0002
The OP should support TCP proxies to avoid server IP address guessing and TCP connection hijacking. 	Comment by Tom Van Pelt: Would this affect the interface definition, i.e. limit choice on what solutions could be defined for those? If not, also this is purely implementation related and could be moved to a separate section.
The OP should support flow-control on invoking application services control plane APIs to protect federated services from abuse of these APIs.	Comment by Tom Van Pelt: This is clearly implementation related, but given the impact on federated services it also puts requirements on the CER and/or federation manager which might need to be reflected there	Comment by Tom Van Pelt-R1: OPG#127: Leave here
The OP should support different role-based privileges for such roles as OP tenants and network/infrastructure operators to control unauthorised access to network slice management of shared/virtualised resources.	Comment by Tom Van Pelt: Seems an implementation requirement as well assuming that those parties are properly identified on the respective interfaces	Comment by Tom Van Pelt-R1: OPG#127: Leave here
Security mechanisms (e.g., certificate authorities) used to protect tracking and logging, of information on the OP's different interfaces should be independent of each other.	Comment by Tom Van Pelt: May be more a generic requirement for section 2.3 that security mechanisms on the different interfaces of the OP should be independent.
The OP should enable network/slice resource management through allocation, telemetry, analytics, and quota enforcement to meet network slice/shared network resource SLA requirements. 	Comment by Tom Van Pelt: Not entirely clear if this is really a security requirement or more a functional requirement for the UNI. It's a clear high-level requirement though as such things need to be offered by the architecture.	Comment by Tom Van Pelt-R1: OPG#127: Move to NSaaS section
The OP should enable resource isolation, sharing authorisation, and residual data clean-up to protect shared network resources/slices from tampering and data theft.	Comment by Tom Van Pelt: All seem implementation requirements that could be moved to a separate section
The OP should employ message filtering of HTTP control plane signalling and firewall configurations to protect network resources from spoofing attacks from roaming interconnections. 
The OP should enable security audits on the access privilege management to avoid identity theft or fraud.
The OP should employ secure storage of account credentials to avoid identity theft or fraud.
The OP shall employ secure initialisation and secure configuration data storage to avoid the exploitation of network configuration data weaknesses.
The OP should provide hardware root-of-trust based tools to guard network configuration status.
The OP should support centralised and unified log management to protect from any tampering, whether malicious or inadvertent, 
The OP should support the automation of security operations.
2.3 
[bookmark: _Toc130993297]Network Slice as a Service (NSaaS) Enabling Requirements
1. The OP architecture shall allow the Operator to expose network slice resources. 
2. The OP architecture should be able to expose the existence of a network slice to the Application Provider.
Note:	In the NSaaS case, the Application Provider always knows of the existence of a network slice.
3. The OP architecture should be able to access network slice lifecycle management capabilities exposed by the Operator and expose them to the Application Provider.
Note: 	This capability is dependent on the agreement between the Operator and the Application Provider.
4. The OP should be able to expose KPIs to the Application Provider. Network performance attributes such as throughput, latency and reliability could be used to assure that the Application Provider’s requirements are met.
5. The OP shall allow an Application Provider to request authorisation for the end user to access the network slice and its services.
6. The OP architecture shall allow the Application Provider to manage the end user’s profile data related to the network slice and its services.
The OP should enable network/slice resource management through allocation, telemetry, analytics, and quota enforcement to meet network slice/shared network resource SLA requirements. 	Comment by Tom Van Pelt: Not entirely clear if this is really a security requirement or more a functional requirement for the UNI. It's a clear high-level requirement though as such things need to be offered by the architecture.	Comment by Tom Van Pelt-R1: OPG#127: Move to NSaaS section
Note:	This applies to the end users managed by the given Application Provider.
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5.1 
5.1.1 
5.1.1.1 
5.1.1.2 
5.1.1.3 
5.1.1.4 
Security Requirements	Comment by Tom Van Pelt: NBI
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The NBI shall provide an authentication mechanism to enable access only to authenticated and authorized entities. 
All interactions over the NBI interface shall use an application layer security protocol that runs over a reliable transport and guarantees mutual authentication between the OP (the Capabilities Exposure Role) and the Application Provider. 	Comment by Tom Van Pelt: Separate requirements rather than all part of requirement 1.
This authentication shall rely on commonly used API authentication mechanisms (e.g. OpenID Connect, Oauth, etc.)public-key based digital signatures backed by certificates issued by a commonly trusted certification authority.	Comment by Tom Van Pelt: Is this realistic on the UNI? CAMARA's document on Authentication (and Authorisation) refers to Open ID Connect and OAuth: https://github.com/camaraproject/WorkingGroups/blob/main/Commonalities/documentation/CAMARA-AuthN-AuthZ-Concept.md	Comment by Tom Van Pelt-R1: OPG#127: write in a more realistic way
The NBI shall provide an authorization mechanism to grant access to only the necessary authorised services and data. The NBI shall provide a fine-grained authorization mechanism to grant authenticated entities selective access to the NBI exposed services and functionalities. NBI shall use profile-based access control to provide appropriate restrictions on the amount of functionality that the NBI offers to a particular Application Provider, according to their operational profile and the type of access requested. When defining and assigning the authorisation profiles, the principle of least privilege shall be applied, ensuring that any entity should have only the minimum profile roles necessary to perform its function.	Comment by Tom Van Pelt: Authorisation is a responsibility of the end points of the interface, i.e. the CER for the NBI on the OP's end. This requirement may be put in a new security requirements section for the CER and split up in 4 different requirements. Further requirements in this section could be added there as well.	Comment by Tom Van Pelt-R1: OPG#127 move to CER section
The NBI shall provide security mechanisms to guarantee the confidentiality, integrity and authenticity of the exchanged data. 
The security protocol used over the NBI shall also guarantee security properties such as perfect forward secrecy and mechanisms to prevent intervening attacks, such as replay, relay, and man-in-the-middle attacks. 	Comment by Tom Van Pelt: Again a separate requirement
Given the external exposure of this interface, the NBI shall provide security mechanisms to counteract/prevent attacks aimed to undermine the availability of the interface, such as DoS and DDoS attacks, reconnaissance attacks (attempts to identify service or API vulnerabilities) and brute force attacks. 	Comment by Tom Van Pelt: Seem to be security requirements on the CER, i.e. the end point of the NBI on the OP side.	Comment by Tom Van Pelt-R1: OPG#127: Move to CER
The NBI should provide isolation between resources of different Application Providers (e.g. when providing telemetry data or when accessing and managing Edge Applications configuration data).
The NBI should provide security mechanisms to protect accounting and guarantee safe logging (e.g. integrity, non-repudiation, etc.).

[bookmark: _Toc54104670][bookmark: _Toc54267782][bookmark: _Toc115710484]East-Westbound Interface
High-level requirements
1. The E/WBI is universal, meaning that all Operators and Operator Platforms provide Edge Cloud to each other through the same E/WBI. 
An OP shall be able to identify the UCs among OP instances.	Comment by Tom Van Pelt: Could maybe move to the high-level requirements as those are not really security specific and be reworded a bit as it is not clear what "the UCs" or "the Application Providers" would be.	Comment by Tom Van Pelt-R1: OPG#127: Move
An OP shall be able to identify the Application Providers among OP instances.
An OP shall be able to identify the applications among OP instances.

Security Requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered.
OPs instances can belong to different operators/players, so special requirements shall be considered for managing the relations and the resources/information sharing.	Comment by Tom Van Pelt: Not a defined term and we already have things like "Partner OP", "Leading OP", "Home OP", "Visited OP". So a bit hesistant to add further. Potentially can be just "OPs"
1. The E/WBI shall maintain the topology hiding policy between operators/players.
a) Edge Resources shall be published as “edge resources” entities, referred to a specific Availability Zone served by one or more edge servers/nodes.	Comment by Tom Van Pelt: Seems to be purely about edge. Is there anything NaaS/NSaaS-related that should be covered from a topology hiding perspective?	Comment by Tom Van Pelt-R1: OPG#127: NS should be covered here as well as also topology hiding applies there.	Comment by Tom Van Pelt-R1: Federation is not in scope yet for NSaaS
b) Specific edge node information shall not be shared.
1. An OP shall only expose the resources to its Partner OPs previously agreed with each specific federated instancePartner.	Comment by Tom Van Pelt: Agreements are likely made between parties rather than between technical instances
1. An OP shall be able to identify the UCs among OP instances.	Comment by Tom Van Pelt: Could maybe move to the high-level requirements as those are not really security specific and be reworded a bit as it is not clear what "the UCs" or "the Application Providers" would be.
1. An OP shall be able to identify the Application Providers among OP instances.
1. An OP shall be able to identify the applications among OP instances.
1. An OP shall be able to act as a proxy for any interaction between operators’ networks, hiding any detail on the network architecture of the federated networks.	Comment by Tom Van Pelt: This is too broad and needs to be more specific. The OP is definitely not involved in the interactions between networks to setup a voice call between them for example. It also somewhat duplicates requirement #1 which already calls for topology hiding and can thus probably be remeoved.	Comment by Tom Van Pelt-R1: OPG#127: delete
1. The E/WBI shall provide an authentication mechanism to enable access only to authenticated and authorized entities. Therefore, mutual authentication shall be provided between the instances of the OP.
1. The E/WBI shall provide an authorization mechanism to grant access only to the necessary authorised services and data. 	Comment by Tom Van Pelt: Is more a function of the Federation Manager	Comment by Tom Van Pelt-R1: OPG#127: move to federation manager
1. The E/WBI shall provide a security mechanism to safeguard the confidentiality, integrity and authenticity of the exchanged data 
1. The E/WBI shall provide security mechanisms to counteract attacks aimed to prevent the availability of the interface, such as Denial of Service (DoS) attacks 	Comment by Tom Van Pelt: More a function of the federation manager.	Comment by Tom Van Pelt-R1: OPG#127: move to federation manager
1. The E/WBI shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as replay, relay, and man-in-the-middle attacks.
1. The extended trust model of 3GPP TS 33.310 [24], calling for direct cross-certification of entities across different trust domains, should be followed across E/WBI.	Comment by Tom Van Pelt: The referred extended trust model is described only twice in 3GPP TS 33.310 and only in an informative annex. We may have to check with the FSAG for a better reference. 	Comment by Tom Van Pelt-R1: OPG#127: check if extended trust model is covered in the Annex. It is better covered there as the 3GPP Annex is non-normative	Comment by Tom Van Pelt-R1: The extended trust model is not coverd in the annex, but doesn't have a good home there because it's a security analysis discussing threat vectors, etc., but not the mitigation. May be moved to the section on implementation guidance discussed as part 	Comment by Tom Van Pelt-R3: OPG#129: delete
1. The E/WBI should provide security mechanisms to protect accounting and guarantee safe logging (e.g., integrity, non-repudiation, etc.)	Comment by Tom Van Pelt: More a function of the federation manager	Comment by Tom Van Pelt-R1: OPG#127: move to federation manager

5.1.2 
5.1.2.1 
Security Requirements	Comment by Tom Van Pelt: SBI-CR
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The SBI-CR shall provide an authentication mechanism to enable access only to authenticated and authorized entities. Therefore, mutual authentication shall be provided between the OP (Service Resource Manager Role) and the CR.	Comment by Tom Van Pelt: Assume that this is needed to support zero-trust requirements between security domains.
1. The SBI-CR shall provide support the use of an authorization mechanisms by its endpoints that to grant access to only the necessary authorised services and data.	Comment by Tom Van Pelt: Authorisation is a responsibility of the endpoints managing those services and data rather than of the interface. In this case, there is very little services and data that the OP offers to the CR and the authorisation may thus be a responsibility only of the CR. Potentially this could be reworded as "The SBI-CR shall support the use of authorisation mechanisms by its endpoint(s) that grant access only to the necessary authorised services and data."
1. The SBI-CR shall provide a security mechanism to safeguard the confidentiality, integrity and authenticity of the exchanged data.
1. The SBI-CR shall provide security mechanisms to counteract attacks aiming to prevent data availability, such as DoS attacks.	Comment by Tom Van Pelt: Again a responsibility of the CR and the SRM, but a DoS attack on the OP from the CR (management) or the orchestration function seems very unlikely
1. The SBI-CR shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as replay, relay, and man-in-the-middle attacks.
1. The SBI-CR shall provide support the security mechanisms that the cloud resources and their interconnection should provide to protect the live migration of Edge Application services between edge nodes.	Comment by Tom Van Pelt: Not very clear what services that could be migrated this refers to.	Comment by Tom Van Pelt-R3: Attempt at an update based on the discussion in OPG#129
1. The SBI-CR shall provide security mechanisms to prevent attacks from containers or VMs, of which Docker or VM Escape attacks are examples.  	Comment by Tom Van Pelt: Seems a requirement on the cloud infrastructure rather than on the SBI-CR
1. The SBI-CR shall provide security mechanisms for the SDN control plane.	Comment by Tom Van Pelt: Isn't this the SBI-EIN? Likely the SBI-CR doesn't interact with the SDN.	Comment by Tom Van Pelt-R2: Moved to new security section for the SBI-EIN
1. The SBI-CR shall safeguard the protection and integrity of traffic steering parameters and controls for steering user traffic to the application instances.	Comment by Tom Van Pelt: Unclear what traffic this refers to	Comment by Tom Van Pelt-R3: Updated as per OPG#129.

5.1.3 
5.1.3.1 
5.1.3.2 
Security Requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The SBI-NR shall provide an authentication mechanism to enable access only to authenticated and authorized entities. Therefore, mutual authentication shall be provided between the OP (Service Resource Manager Role) and the NR.
32. The SBI-NR shall provide support the use ofan authorization mechanisms by its endpoints that to grant access to only the necessary authorised services and data.	Comment by Tom Van Pelt: Again likely more a function of the NEF than of the OP and definitely not of the SBI-NR itself. Likely it can be reworded in a similar way.
33. The SBI-NR shall provide security mechanisms to safeguard the confidentiality, integrity and authenticity of the exchanged data.
34. The SBI-NR shall provide security mechanisms to counteract attacks aimed to prevent the availability of the interface, such as DoS attacks. 	Comment by Tom Van Pelt: Again more a function of its endpoints, but an attack from the NEF on the OP is equally unlikely.	Comment by Tom Van Pelt-R2: Covered in section 5.2.2.8 for the OP endpoint of the SBI-NR now. Assumed is that 3GPP will have defined similar requirements for the NEF/SCEF
35. The SBI-NR shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as replay, relay and man-in-the-middle attacks.
36. The SBI-NR shall support security mechanisms to protect the network functions discovery procedure of the NEF/SCEF by the OP.	Comment by Tom Van Pelt: Probably needs a reference to what the "network functions discovery procedure" would be. I assume discovery of the NEF by the OP.	Comment by Tom Van Pelt-R3: OPG#129: the only option seems to be the NEF/SCEF indeed, but that might be configured statically rather than being discovered.
37. The SBI-NR shall safeguard the protection and integrity of traffic steering parameters.

5.1.4 [bookmark: _Ref97049559]
5.1.4.1 
Charging information
As a general approach, the charging requests sent by the OP shall include any information usable by the Operator’s CCS to address the rating and charging of the services and enable the final billing process in the Operator. 
The OP creating or sharing charging data shall guarantee the integrity, availability, and non-repudiation of charging data.	Comment by Tom Van Pelt: Seems a functional requirement on the OP to be covered in section 5.1.5.1, as other interfaces should already guarantee the security and integrity while in transit.
Charging information to be provided by the OP in the charging requests shall include:
The identification of the different parties that are involved in the transaction, from the Application Provider to the UC. These identifiers could be used for different purposes by the Operator’s CCS (e.g. to determine the chargeable parties, to have end-to-end traceability of the transaction, etc.), 
Specific information that will depend on the service to be charged. The OP shall collect and report in the charging requests the service specific charging information that is described next.
Edge computing services charging information:
Note:	in the context of this service, the following terms are used to capture consumption: 
Effective Usage: the effective usage of workloads. For example, Network I/O over a time period
Subscribed Capacity: The requested capacity of workload. For example, 2vCPU, 2 GB of memory. That capacity is subscribed independently from the Effective Usage.
1. The OP shall report the subscribed compute capacity
a) vCPU
b) Memory
c) Network Resource Location 
d) Availability zone
39. The OP shall report the effective compute usage
a) vCPU
b) Memory
c) Network Resource Location 
d) Availability zone
40. The OP shall report the subscribed storage capacity 
a) Storage
b) Type
c) Network Resource Location 
d) Availability zone
41. The OP shall report the effective storage usage
a) Storage
b) Type
c) Network Resource Location 
d) Availability zone
42. The OP shall report the subscribed Network capacity 
a) Input
b) Output
c) Label (Internet traffic, Intra-cluster traffic, Inter-Edge Cloud traffic, etc.)
43. The OP shall report the effective Network usage 
a) Input
b) Output
c) Label (Internet traffic, Intra-cluster traffic, Inter-Edge Cloud traffic, etc.)
44. The OP shall report the subscribed accelerators capacity
a) Accelerator name (Example: GPU)
b) Type
c) Network Resource Location 
d) Availability zone
45. The OP shall report the effective accelerators usage 
a) Accelerator name (Example: GPU)
b) Type
c) Network Resource Location 
d) Availability zone
46. The OP shall report the API Usage 
a) API Name (Example API: Verify Location)
b) Number of requests
c) Request type (Example: GET, POST, PUT, DELETE)
47. The OP shall identify the parties involved in each charging transaction: (Metadata)
a) (mandatory) OP ID
b) (mandatory) Application provider ID
c) (when available) Edge application name (including Application provider namespace). 
d) (when available) Edge application ID
e) (when available) Operator ID
f) (when available) Availability Zone
Note: 	It is for further study to include the subscriber's perspective next to the application providers'.
NaaS charging information:
1. The OP shall report the used Network Capabilities 
a) Capability Type
b) Capability Metrics (e.g. time used, number of calls/events)
c) Traffic Flows
d) Connectivity options requested and delivered (see section 5.1.1.2.2).
Note:	This requires further study and alignment with charging principles for exposing network capabilities to specify in detail metrics to be reported by the OP.
49. The OP shall report the used Network Analytics 
a) Type
b) Metrics (e.g. time used, number of calls/events, granularity)
c) SLA
NSaaS charging information:
1. The OP shall report the operation type invoked by the Application Provider to manage the Network Slice Instance lifecycle (creation/update/deletion)
51. The OP shall identify all the Network Slice Instance identifiers involved in the charging transaction.
52. The OP shall expose in the charging request the most relevant parameters associated to the Network Slice Instance profile (e.g. Network Slice Type, Network Slice differentiator, Latency, Jitter, Reliability, coverage area, etc.)
The concrete list of mandatory/optional parameters is FFS but as a general approach any of the parameters included in the GST could be included by the OP.
Note: 	Network Slice performance/SLA based charging requirements in the context of the Operator Platform are FFS.
Security Requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The SBI-CHF shall provide an authentication mechanism to enable access only by authenticated and authorized entities. Therefore, mutual authentication shall be provided between the OP (Service Resource Manager Role) and the Charging Engine element.
54. The SBI-CHF shall provide support the use ofan authorization mechanisms by its endpoints that to grant access to only the necessary services to which previous authorisation has been granted.	Comment by Tom Van Pelt: Again a function of the endpoints and most likely only of the CHF in this case.
55. The SBI-CHF shall provide security mechanisms to safeguard the exchanged data's confidentiality, integrity, and authenticity. 
56. The SBI-CHF shall provide security mechanisms to counteract attacks aiming to prevent data availability, such as DoS attacks.	Comment by Tom Van Pelt: Even more unlikely to be needed here as a requirement on the OP as the CHF shouldn't initiate such DoS attacks	Comment by Tom Van Pelt-R2: Covered in section 5.2.2.8 for the SRM. Assumed is that 3GPP will have defined requirements for the CHF if they consider such attacks likely
57. The SBI-CHF shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as replay, relay, and man-in-the-middle attacks.
58. All OPs creating or sharing charging data shall guarantee the security, integrity, availability, and non-repudiation of charging data.	Comment by Tom Van Pelt: Seems a functional requirement on the OP to be covered in section 5.1.5.1, as other interfaces should already guarantee the security and integrity while in transit.	Comment by Tom Van Pelt-R2: Moved to section 5.1.5.2
59. The OP shall provide security mechanisms to guarantee a robust subscriber ID assignment and tracing (e.g., to prevent guessable IDs).	Comment by Tom Van Pelt: Does the OP assign subscriber IDs? Mostly those are expected to come from somewhere else, e.g. GPSI, MSISDN, Public IP address, etc. and towards the Charging Function probably one of those well known IDs should be used. There the requirement for them to be non-guessable seems odd even.	Comment by Tom Van Pelt-R2: Simply delete or should this be a requirement on the CER when assigning IDs to Application Providers?	Comment by Tom Van Pelt-R4: OPG#130: Delete
60. Personally identifiable information (PII) of subscribers shall be protected while in transit or storage.	Comment by Tom Van Pelt: Unclear to which entity this requirement applies. Storage would be on the OP and CHF implementation and protection while in transit should be covered by requirement 3.	Comment by Tom Van Pelt-R2: Covered for the SRM in section 5.2.2.8
61. Role-based access control (RBAC) policies shall be in effect to regulate access to charging information.	Comment by Tom Van Pelt: Unclear how this applies as it's the OP providing the charging information to the CHF and for anyone wanting to consult that, the SBI-CHF probably isn't involved. It may be to retrieve billing information that an OP may offer Northbound to Application Providers; but probably that wouldn't come from the CHF though. 	Comment by Tom Van Pelt-R2: Simply delete?	Comment by Tom Van Pelt-R4: OPG#130: Delete
62. The OP shall maintain security and data/topology privacy requirements when reporting federated consumption.	Comment by Tom Van Pelt: Security should be covered by requirement #3. Topology hiding and general privacy requirements would be relevant though as the Charging Information shouldn't provide a backdoor to expose that.	Comment by Tom Van Pelt-R2: Propose to cover as part of Enhanced Charging topic.	Comment by Tom Van Pelt-R4: OPG#130: Inform Mario
63. The OP shall provide secure tracing and logging of charging and billing data requests.

[bookmark: _Toc115710488]Southbound Interface to Edge Interconnection Network	Comment by Tom Van Pelt: Doesn't have a security requirements section. It should be added, but should likely base on the requirements for the other SBI interfaces likely taking in a few of the SDN requirements from the SBI-CR. It's thus best done once a way forward for those has been agreed.
High-Level Requirements
1. The OP shall provide the interface for control/management of the EIN between two ECs.
65. The OP will help enable the EIN, but not keep track of the interface management further.
66. The OP shall help establish the EIN between two ECs, and optionally provide security guidelines. 
Note: 	EIN connection setup and management among different operators is out of scope for this version.
Security requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The SBI-EIN shall provide an authentication mechanism to enable access only to authenticated and authorized entities. Therefore, mutual authentication shall be provided between the OP (Service Resource Manager Role) and the EIN management.
68. The SBI-EIN shall support the use of authorization mechanisms by its endpoints that grant access to only the necessary authorised services and data.
69. The SBI-EIN shall provide security mechanisms to safeguard the confidentiality, integrity and authenticity of the exchanged data.
The SBI-EIN shall support security mechanisms for the SDN control plane.

5.1.5 
5.1.5.1 
5.1.5.2 
5.1.5.2.1 
5.1.5.2.2 
5.1.5.2.3 
UE Authentication and Authorisation
The OP shall authenticate the UC and authorise the application request received through the UNI:
1. If the UE is attached to the 4/5G network, the OP may rely on user authentication by the operator. 	Comment by Tom Van Pelt: Seems somewhat in contradiction with requirement 1 of section 5.1.7.3 as this wouldn't provide authentication of the OP to the UE (and comes with several other issues e.g. when using tethering or roaming with LBO). Question is how important fully reliable authentication of the UE would be for the UNI though as it is mostly about discovery.	Comment by Tom Van Pelt-R2: OP to UE authentication assumed to be covered by Requirement 1 in section 5.1.7.3. Updated the section title to reflect that
1. Otherwise, the OP shall interact with the network authentication elements, for instance, Authentication, Authorisation and Accounting (AAA) or Application Authorisation Framework (AAF), to authenticate a UE-based UC.	Comment by Tom Van Pelt: Again doesn't cover OP to UE)	Comment by Tom Van Pelt-R2: Also covered by the section title update
1. For Non-SIM UEs, an OP shall authenticate using ID and other security parameters exchanged at the first-time registration of the Non-SIM UE (see section 5.1.7.2.3).
73. [bookmark: _GoBack]An OP shall authorise the usage of the application by the UC, for example, by checking that the particular application is part of the user’s ‘package’. 
74. In addition, the OP shall provide a mechanism, such as a token, to allow efficient authorisation of the UE for subsequent interactions.	Comment by Tom Van Pelt: Made a separate requirement.

Security Requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The UNI shall provide an authentication mechanism to enable access only by authenticated and authorized entitiesUCs and OPs. Therefore, mutual authentication shall be provided between the UC and the OP.	Comment by Tom Van Pelt: Should this be more clear: the OP side is, but on the client side there's the user, the device and the UC that may need authentication. The latter could even be verified at software level to protect against impersonation, but that's likely more for the Application Provider to consider.
76. The UNI shall provide an authorization mechanism to grant access to only the previously authorised services. The authorization mechanism shall ensure that the EC is authorized to access the provisioned services and that the UE can access the edge data network.	Comment by Tom Van Pelt: A requirement on the SRM rather than on the UNI.	Comment by Tom Van Pelt-R2: Moved to section 5.2.2.8
77. The UNI shall provide secure communication between the UC and the OP, assuring integrity protection, replay protection and confidentiality protection.
78. Given the external exposure of this interface, the UNI shall provide security mechanisms to counteract attacks aimed to prevent the availability of the interface, such as DoS or DDoS attacks. 	Comment by Tom Van Pelt: Again more of a requirement on the UNI endpoint at the SRM. Such protection is definitely needed though	Comment by Tom Van Pelt-R2: Moved to section 5.2.2.8
79. The UNI shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as relay, replay and man-in-the-middle attacks.
80. Privacy and tracking protection: Information originating in the UE should be protected for integrity, privacy, confidentiality, nonrepudiation. 	Comment by Tom Van Pelt: Would this be more on the SRM on how to handle information received over the UNI and potentially on the other interfaces to not require more information than required to fulfil the service	Comment by Tom Van Pelt-R2: Move to section 5.2.2.8?	Comment by Tom Van Pelt-R4: OPG#130: Move
81. Security mechanisms (e.g., certificate authorities) used to protect tracking, logging, and charging information should be independent of those used to protect UE access to the OP via UNI.	Comment by Tom Van Pelt: May be more a generic requirement for section 2.3 that security mechanisms on the different interfaces of the OP should be independent.	Comment by Tom Van Pelt-R2: Moved to section 2.3

5.1.6 
5.1.6.1 
5.1.6.2 
Security requirements
The following security requirements shall be considered:
1. The SBI-OAM shall provide an authentication mechanism to enable access only to authenticated and authorized entities. Therefore, mutual authentication shall be provided between the OP (Service Resource Manager Role) and the NR.
83. The SBI-OAM shall provide support the use of an authorization mechanisms by its endpoints that to grant access to only the necessary authorised services and data.	Comment by Tom Van Pelt: Same remark as for other SBI interfaces that it is not clear to which party is having to grant access to which other party and that this is more a function of the endpoints where also in this case that would mostly be the OAM system.
84. The SBI-OAM shall provide security mechanisms to safeguard the confidentiality, integrity and authenticity of the exchanged data.
85. The SBI-OAM shall provide security mechanisms to counteract attacks aimed to prevent the availability of the interface, such as DoS attacks. 	Comment by Tom Van Pelt: Also here it is odd to consider the need for this on an internal interface and again mostly a function of the endpoints.	Comment by Tom Van Pelt-R2: Covered in section 5.2.2.8 for the SRM. Assumed is that TM Forum or 3GPP will have requirements for the other endpoint of the SBI-OAM.
86. The SBI-OAM shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as replay, relay and man-in-the-middle attacks.
5.2 [bookmark: _Toc54104675][bookmark: _Toc54267787][bookmark: _Ref73460724][bookmark: _Toc130993376]
Capabilities Exposure Role
High-level requirements
The Capabilities Exposure Role (CER) serves as an intermediary between the Application Provider and the Leading OP and transitively to those OPs federated with the Leading OP. To carry out this function, it shall satisfy the requirements listed below.
NOTE:	In some cases, a requirement associated with the CER specifically applies to its endpoint to the Application Provider, i.e. the NBI. In those cases, the requirement will be specified for the NBI. 
1. The CER shall present a data model to the Application Provider that is consistent with the Common Data Model of Figure 4.
88. The CER shall support an Application Manifest model consistent with the Edge Application Data Model of Table 3.
89. The CER shall present a QoS Profile model to the Application Provider that is consistent with Table 6.
90. The CER shall present a Cloudlet data model to the Application Provider consistent with Table 7 for scenarios in which Cloud Resource information is collected and inventoried.
91. The CER shall present an Availability Zone data model to the Application Provider consistent with Table 10.
92. The CER shall present a set of Availability Zones to the Application Provider that is representationally consistent with the Availability zones of the OPs that the Application Provider can reach and internally consistent. This means that the Application Provider does not need to re-build or re-link applications because of inconsistencies in the specification of Availability Zones. Differences in Availability Zone representations that can be accommodated in an Application Manifest/Metadata or similar means is acceptable.
93. The CER shall present a data model, as shown in Table 13, consistent among Lead and Partner OPs.
94. The CER shall present an information model to the Application Provider that is consistent among the Leading OP and the Partner OPs federated with it.
95. The CER shall allow the Application Provider to present a workload profile with a common specification to the OP and enable the common specification to apply to the Lead and federated Partner OPs. The common workload specification shall be consistent with the QoS information profile of Table 6.
96. The CER shall support Application Life Cycle scenarios consistent with Table 1.
97. The CER shall support a secure means of authentication and authorization, operating over the NBI.
98. The CER shall support a common model for telemetry data (i.e., data arising from resource monitoring) and a means of configuring telemetry data collection, as described in section 3.3.7.
99. The telemetry system should be consistent with the SBI-CHF interface of section 3.5.2.3.
100. The CER should support default values for all configurable parameters in manifests, profiles, and other data structures to allow for an “easy” default deployment of an application.
101. An Application Provider may request deployment of an application by specifying parameters in an Application Manifest. The Leading OP shall try to satisfy the manifest, potentially in a Partner OP, but need not guarantee that it will be satisfied. The response of the CER to the Application Provider, both for a successful or an unsuccessful request, shall be consistent.
102. The CER shall present NSaaS data models that are consistent with the NSaaS Data Model in Table 20, Table 21 and Table 22 in Section 3.4
Security Requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The CER shall provide an authorization mechanism to grant access to only the necessary authorised services and data. 	Comment by Tom Van Pelt: Authorisation is a responsibility of the end points of the interface, i.e. the CER for the NBI on the OP's end. This requirement may be put in a new security requirements section for the CER and split up in 4 different requirements. Further requirements in this section could be added there as well.
The CER shall provide a fine-grained authorization mechanism to grant authenticated entities selective access to the NBI exposed services and functionalities. 
The CER shall use profile-based access control to provide appropriate restrictions on the amount of functionality that the OP offers to a particular Application Provider, according to their operational profile and the type of access requested. 
When defining and assigning the authorisation profiles, the CER shall apply the principle of least privilege, ensuring that any entity should have only the minimum profile roles necessary to perform its function.
Given the external exposure of the NBI, the CER shall provide security mechanisms to counteract/prevent attacks aimed to undermine the availability of the NBI, such as DoS and DDoS attacks, reconnaissance attacks (attempts to identify service or API vulnerabilities) and brute force attacks. 	Comment by Tom Van Pelt: Seem to be security requirements on the CER, i.e. the end point of the NBI on the OP side.	Comment by Tom Van Pelt-R1: OPG#127: Move to CER	Comment by Tom Van Pelt-R1: Moved as discussed, but they might also go to the new section on operational guidance
104. The CER should provide isolation between resources of different Application Providers (e.g. when providing telemetry data or when accessing and managing Edge Applications configuration data).
The CER should provide security mechanisms to protect accounting and guarantee safe logging (e.g. integrity, non-repudiation, etc.) of the activity over the NBI.


[bookmark: _Toc54104676][bookmark: _Toc54267788][bookmark: _Toc130993377]Service Resource Manager Role
Network/Operator Criteria
…
[bookmark: _Ref71104793]Instantiation Strategy
…
[bookmark: _Ref66812875]Mobility Management
…
[bookmark: _Ref66813058]Service Availability on Visited Networks
…
Application Operation and Management
…
Seamless Application Service and Session Continuity
…
Network slice provisioning for an end user
The OP shall offer a centralised management plane for the Operator to manage end user’s profile data and to map it to the corresponding AP ID and (Edge) Application ID.
Note: 	S-NSSAI, DNN list and NSI are network slice related information associated with the end user managed by the OP.
Security Requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The SRM shall provide security mechanisms to counteract attacks on the OP's Southbound Interfaces (i.e. the SBI-CR, the SBI-NR, the SBI-CHF, the SBI-EIN and the SBI-OAM) aiming to prevent data availability, such as DoS attacks.
The SRM shall protect Personally Identifiable Information (PII) of subscribers while in storage.
Privacy and tracking protection: Information originating in the UE should be protected for integrity, privacy, confidentiality, nonrepudiation. 	Comment by Tom Van Pelt: Would this be more on the SRM on how to handle information received over the UNI and potentially on the other interfaces to not require more information than required to fulfil the service	Comment by Tom Van Pelt-R2: Move to section 5.2.2.8?	Comment by Tom Van Pelt-R4: OPG#130: Move
The SRM shall provide an authorization mechanism for the UNI requests to grant access to only the previously authorised services. The authorization mechanism shall ensure that the EC is authorized to access the provisioned services and that the UE can access the edge data network.	Comment by Tom Van Pelt: A requirement on the SRM rather than on the UNI.
Given the external exposure of the UNI, the SRM shall provide security mechanisms to counteract attacks on the OP's UNI aimed to prevent the availability of the interface, such as DoS or DDoS attacks. 	Comment by Tom Van Pelt: Again more of a requirement on the UNI endpoint at the SRM. Such protection is definitely needed though
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Federation and Platform Interconnection
General
One of the Operator Platform’s primary purposes is offering Application Providers an extended operator footprint and capabilities through interconnecting with other operators’ resources and subscribers. This capability is achieved by the federation E/WBI interface; to interconnect OPs belonging to different operators, enterprises or others.
The communication between federated entities shall support a distributed tracking mechanism that allows end-to-end tracking across these federated entities. For example, requests may contain identifiers that are propagated and used in every communication.
[bookmark: _Ref66812898]Authentication/authorisation
Federating OPs are likely to belong to different entities in different security domains. Therefore, the capability to exchange authentication and authorisation between federated OPs is required:
1. There shall be a mechanism to register and authenticate different OP instances.
107. An OP shall be able to identify unequivocally any federated OP instance.
108. An OP shall be able to authorise a registration request from another OP instance.
109. An OP shall exchange a token or “federation key” on the association handshake, identifying each federation integration.
110. User authentication/authorisation shall remain independent from the OP to OP authentication/authorisation.
Settlement
Federation interfaces shall expose management and settlement data. This data allows the charging systems of each operator to account for the services consumed.
1. An OP shall share usage statistics through the E/WBI for the services requested by the federated connection.
112. An OP shall provide any needed information that is useful for billing/settlement among operators, e.g.:
a) Type of resources used;
b) Quantity of resources employed on the service.
c) The number of application instances used.
d) The number of user sessions served.
e) Usage time of the resources.
f) Additional services employed, e.g. network location query.
Resources management via interconnection
One of the essential points to be solved through the federation interfaces is sharing the Resource Catalogue between instances.
1. An OP shall be able to share (publish) the Availability Zones available on its footprint/resources:
a) Zone covered;
b) Specific resources, e.g. GPU, any FaaS, etc.
114. An OP shall allow the operators/resource owners to select the resources to be shared via federation.
115. An OP shall be able to push an Availability Zones catalogue update based on:
a) Resources specification change, e.g. adding GPU support on a zone;
b) Resources are no longer available;
c) New resources/zone availability.
116. An OP shall allow operators to request the provision of virtualised resources on a federated OP.
117. An OP shall be able to share the exposed network capabilities.
Security Requirements
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The Federation Manager shall provide an authorization mechanism to grant access only to the necessary authorised services and data for a Partner OP. 	Comment by Tom Van Pelt: Is more a function of the Federation Manager	Comment by Tom Van Pelt-R1: OPG#127: move to federation manager
1. The Federation Manager shall provide security mechanisms to counteract attacks aimed to prevent the availability of the E/WBI, such as Denial of Service (DoS) attacks 	Comment by Tom Van Pelt: More a function of the federation manager.	Comment by Tom Van Pelt-R1: OPG#127: move to federation manager
1. The Federation Manager should provide security mechanisms to protect accounting and guarantee safe logging (e.g., integrity, non-repudiation, etc.) of the activity over the E/WBI.	Comment by Tom Van Pelt: More a function of the federation manager	Comment by Tom Van Pelt-R1: OPG#127: move to federation manager
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[bookmark: _Toc130993421]Introduction
This Annexe aims to use prior art in security technology to derive applicable security requirements for OP.
This Annex contains informative text that supplements and supports the security requirements appearing in several sections of the PRD. Its purpose is to ensure that those requirements provide adequate coverage for security issues that may arise in the Operator Platform architecture by surveying a suitable corpus of prior art and mapping security concerns and solutions onto the OP architecture. As not all threats can be mitigated through the OP's architecture and interface definitions, section E.5 of this Annex provides guidance for the implementation, deployment and operation of the OP and the edge resources that it exposes.
The security analysis reported in the present Annex is to be considered work in progress. In particular, Section E.3 is an initial mapping of the threat vectors affecting the Operator Platform architecture and the countermeasures available to address the threat vectors. The threat vectors and countermeasures are derived from the available prior art, as described in the Annex. In turn, they were used to derive the current version of the security requirements provided to the PRD. This work will be refined in future releases of the PRD.
Prior art relevant to the OP architecture is based on attack surface characterization. The attack surface of a software system consists of
“…the points on the boundary of a system, a system element, or an environment, where an attacker can try to enter, cause an effect on, or extract data from, that system, system element, or environment.” [23].
Methods for compromising the attack surface are called threat vectors, and attack surface characterization consists of forming a comprehensive list of threat vectors and points on the attack surface where they apply. For the OP architecture, threat vectors may be identified in functional elements and at interfaces between functional elements.
The next step after characterization is to identify countermeasures corresponding to the threat vectors. Countermeasures vary in nature, including hardware, software, protocol design, and best practices carried out by engineering and operations personnel. For the OP architecture, countermeasures are expressed as security requirements applying to functional elements and interfaces.
In Section E.2, the primary sources (listed in E.1.1) are surveyed to produce lists of threat vectors. Subsections of E.2 deal with each of the primary sources. The threat vectors in the list are paraphrases of the threat vectors from the sources.
In Section E.3, the threat vectors are mapped to the OP architecture. The mapping is shown in Figure 27, labelled by the identifiers provided for the threat vectors of section E.2.
The threat vectors are in various categories, and each category is covered in a separate subsection of E.3. In these subsections, countermeasures for each category are provided in tables. These countermeasures are used as a guide to create the Security Requirements in the main body of the PRD. 
The countermeasures of E.3 do not directly appear as security requirements, as they must be “translated” from the original text in the sources to meaningful requirements in the context of the PRD. However, the reader should see a relationship between the countermeasures mapped to a particular interface or functional element of OP and the requirements that appear in the corresponding section of the PRD.
The threat vectors and countermeasures identified in this analysis, even though they arise from the related fields of edge computing, cloud computing, mobile networks, and network functions virtualization, require a bit of interpretation before applying directly to the OP architecture. 
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[bookmark: _Toc130993436]Abbreviations and Acronyms Used in Annex E
	Abbreviation/Acronym
	Definition

	3GPP
	Third Generation Partnership Project

	AF
	Application Function

	BS
	Base Station

	BTS
	Base Transceiver Station (equivalent to BS)

	CAPIF
	Common API Framework

	CFSP
	Customer Facing Service Portal

	D2D
	Device two Device

	DDOS
	Distributed Denial of Service

	DOS
	Denial of Service

	EAS
	Edge Application Server

	ECC
	Edge Configuration Client

	ECS
	Edge Configuration Server

	EEC
	Edge Enabler Client

	EES
	Edge Enabler Server

	eNB
	E-UTRAN Node B, Evolved Node B (LTE base station)

	FSAG
	(GSMA) Fraud and Security Architecture Group

	gNB
	Next Generation Node B

	HIDS
	Host-based Intrusion Detection System

	IDS
	Intrusion Detection System

	IoT
	Internet of Things

	LADN
	Local Area Data Network

	LCM
	Life Cycle Management

	ME App
	Mobile Edge Application

	MEH
	Mobile Edge Host

	MEO
	Mobile Edge Orchestrator

	MEP
	Mobile Edge

	NEF
	Network Exposure Function

	NFV
	Network Functions Virtualisation

	NRT
	Near Real Time, or Non-Real Time

	NS
	Network Slicing, or Network Services

	OSS
	Operation Support System

	PCF
	Policy Control Function

	PLS
	Private LAN Service

	PMIPv6
	Proxy Mobile IPv6 (protocol)

	RAN
	Radio Access Network

	RBAC
	Role-Based Access Control

	RI
	Roaming and Interconnect (controls)

	RN
	Radio Network (operational controls)

	RT
	Real Time

	SA3
	Study Area 3 (within 3GPP)

	SCEF
	Session Control Exposure Function

	SDN
	Software Defined Network

	SFC
	Service Function Chain

	SH-IoT
	Smart Home Internet of Things

	SPE
	Security and Privacy Enhanced (framework for UEs)

	TPM
	Trusted Platform Module

	TV
	Threat Vector

	UALCMP
	User Application Life Cycle Management Proxy

	UAV
	Unmanned Aerial Vehicle

	UE
	User Equipment

	UE App
	UE application

	UPF
	User Plane Function

	VI
	Virtualization Infrastructure

	VIM
	Virtualization Infrastructure Manager

	VM
	Virtual Machine


Guidance for the implementation, deployment and operation	Comment by Tom Van Pelt-R3: OPG#130: reword to avoid the use of shall/should in the annex
Some threats identified in this Annex cannot be mitigated through the OP's architecture and interface definitions. Therefore this section provides guidance for the implementation, deployment and operation of the OP and the edge resources that it exposes. Following guidance is to be taken into account at a high-level:
1. The implementation and deployment of an OP needs to use operational procedures to carry out security hardening. This hardening includes, e.g., auditing to ensure that software patches are up to date, publishing regular security audits.	Comment by Tom Van Pelt: Seems a recommendation for OP implementation rath than something that impacts the OP architecture or interface definitions. Should maybe be moved to separate section or potentially a dedicated annex
1. An OP implementation needs to apply protection mechanisms to ensure service availability to prevent attacks targeting the availability of exposed applications/services, e.g., denial of service attacks and brute force attacks.	Comment by Tom Van Pelt: Same remark as for requirement 7 
1. An OP implementation is recommended to support telemetry for intrusion detection.	Comment by Tom Van Pelt: Assuming that this relates to the telemetry of the OP interfaces/OP access rather than telemetry on resource usage, also this seems implementation related
1. An OP deployment and its operation are recommended to follow best practices for DevSecOps (i.e., the practice of introducing security practices into DevOps), as described in GSMA FS.31 [14].	Comment by Tom Van Pelt: Seems again an implementation requirement like #7 
1. An OP implementation needs to  employ telemetry and analytics to detect and report application security policy violations at runtime to localise and isolate malicious application behaviour.	Comment by Tom Van Pelt: Seems again an implementation requirement
1. An OP implementation needs to employ telemetry and analytics to detect Distributed Denial of Service (DDoS) attacks against the network and enable rate-limiting and traffic isolation in network segments and endpoints.	Comment by Tom Van Pelt: Again for implementation
1. An OP implementation is recommended to support hardware-root-of-trust (e.g. TPM) based security keys for platform integrity checks, mutual authentication, and the establishment of secure tunnels with tenants/application service providers. 	Comment by Tom Van Pelt: Seems a recommendation for an OP implementation rather than something influencing the architecture
Note: 	A future phase of this work will investigate defining security levels between operators.	Comment by Tom Van Pelt: Would need a backlog item which currently doesn't exist. May have to be checked in the context of Open Gateway already.	Comment by Tom Van Pelt-R1: Topic AA in CR0002
1. An OP implementation is recommended to support a secure DNS service to avoid attacks that exploit DNS, such as impersonation attacks. 	Comment by Tom Van Pelt: Seems an implementation requirement/recommendation
Note:	A future phase of this work will investigate secure DNS options and options for including a DNS service in an Edge architecture.	Comment by Tom Van Pelt: Needs a backlog item	Comment by Tom Van Pelt-R1: Topic AB in CR0002
An OP implementation is recommended to enable resource isolation, sharing authorisation, and residual data clean-up to protect shared network resources/slices from tampering and data theft.	Comment by Tom Van Pelt: All seem implementation requirements that could be moved to a separate section
An OP implementation is recommended to employ message filtering of HTTP control plane signalling and firewall configurations to protect network resources from spoofing attacks from roaming interconnections. 
An OP deployment is recommended to enable security audits on the access privilege management to avoid identity theft or fraud.
An OP implementation is recommended to employ secure storage of account credentials to avoid identity theft or fraud.
An OP implementation needs to employ secure initialisation and secure configuration data storage to avoid the exploitation of network configuration data weaknesses.
An OP deployment is recommended to provide hardware root-of-trust based tools to guard network configuration status.
An OP deployment is recommended to support centralised and unified log management to protect from any tampering, whether malicious or inadvertent, 
An OP implementation is recommended to support the automation of security operations.
An OP implementation needs to provide secure tracing and logging of charging and billing data requests.
Following guidance is to be considered for the edge resources:
1. Services, processes, and tenants running in containers and virtual machines, and their data, need to be protected. 	Comment by Tom Van Pelt: Is more a requirement on the Cloudlet infrastructure than on the OP. Potentially also this should be moved.
Note:	Approaches to protecting them include process isolation via name-spacing or hypervisor controls and trusted enclaves.	Comment by Tom Van Pelt: Should maybe be a note
1. The Cloud Resources need to provide security mechanisms to prevent attacks from containers or VMs, of which Docker or VM Escape attacks are examples.  	Comment by Tom Van Pelt: Seems a requirement on the cloud infrastructure rather than on the SBI-CR
1. The Cloud Resources need to provide security mechanisms to counteract attacks on the SBI-CR aiming to prevent data availability, such as DoS attacks. 
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