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Operator 
The key properties of the Operator are listed in the Common Data Model in the Table 22. 
	Data type
	Description
	Interface Applicability
	Optionality

	Operator ID
	The identifier of the Operator. Usually it is a MCC+MNC.
	SBI-NR
	Mandatory

	OP
	The OP that belongs to the Operator. As defined in Table 13.
	EWBI, UNI, NBI
	Mandatory

	NEF/SCEF 
	Identifies the NEF or SCEF, as defined in Table 11.
	SBI-NR
	Optional

	Resources
	Identifies the resources, as defined in Table 6.
	SBI-NR, EWBI, NBI, SBI-CR, SBI-CHF
	Optional

	Network Capabilities
	All the Network Capabilities supported by the Operator, as defined in Table 12.
	SBI-NR, EWBI, NBI
	Optional

	Cloudlet Capabilities
	All the Cloudlet Capabilities supported by the Operator.
	SBI-CR, EWBI, NBI
	Optional

	OSS/BSS
	Identifies the OSS/BSS, as defined in Table 23.
	SBI-OAM
	Optional

	Cloudlet
	Identifies the Cloudlet, as defined in Table 4.
	SBI-CR
	Optional

	Availability Zone
	Zone covered by the Operator, as defined in Table 7
	NBI, EWBI
	Optional

	CCS
	Identifies the Operator’s Charging Engine, as defined in Table 24
	SBI-CHF
	Optional
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OSS/BSS
CCS
The key properties of CCS Common Data Model are listed in the table below. 
	Data type
	Description
	Interface Applicability
	Optionality

	CCS ID
	The CCS ID
	SBI-CHF
	Mandatory

	CCS IP address
	The IP address of the CCS.
	SBI-CHF
	Mandatory


1. [bookmark: _Ref133502954]: Common Data Model – CCS
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The operator that runs the OP decides on its commercial model and how it charges for OP services. There are many potential choices. Two simple examples are subscription-based and pay per use, whilst a more complex example is demand-based pricing. The OP architecture, therefore, defines various information to support a variety of commercial models. However, a particular commercial model may only require a subset of the information, while another may require additional details. When a service uses federated resources, the two operators need to agree in advance on what charging information to reportexchange. Note that this is independent of the commercial model between the application provider and its OP.	Comment by Elisabeth Andersson: Exchange?
Finally, OP shall expose all of that information to an external charging engine through an SBI for charging (SBI-CHF) under Operator or resource owner control so that each stakeholder can define its commercial strategy, models and offers. This interface shall be exposed from the Service Resources Manager role, as it is the cloud and network resources manager.
SBI-EIN
SBI-OAM
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This section describes how the Operator Platform could interact with network elements, UEs and other parties to realise various service use cases that it enables and supports.
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Charging  Concepts
The following flows describes how charging factors can be used for different services in non-federated scenarios. Please see section 5.1.5 for the requirements related to SBI-CHF and Appendix I.5 for the charging factors and the service categories underpinning the scenarios.	Comment by Elisabeth Andersson: To be cross-referenced
Charging for Service API Invocation 
This flow describes concepts of charging for different type of Service API invocations based on  API type and payload. Depending on the API type, a subset of the parameters included in the payload will be of interest to enable rating and charging. This model also supports rating and charging based on the API plus the operation used without payload analysis. 
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 Charging for Service API Invocation	Comment by Elisabeth Andersson: Added as part of feedback	Comment by Elisabeth Andersson: Also modified diagrams to incorporate the different arrow styles for readability.
1. App Provider invokes API. Information included:
· Party identifiers: App ID, Application Provider ID, Customer device ID
· API Payload
· Correlation ID 
2. Operator Platform invokes API using SBI-NR.
3. Service request is processed in the Operator’s Network and service is delivered. ACK is sent back to the Operator Platform. Network response can include relevant parameters for rating and charging.
4. Operator Platform sends back response (ACK) to the App Provider using NBI
5. Operator Platform sends charging request to the Operator’s Charging Engine using SBI-CHF. Charging request includes at least:	Comment by Tom van Pelt: Should result of request be included as well? Potentially for some APIs certain failures do not exclude that the request is charged for.
· Party Identifiers: OP ID, App ID, App Provider ID, Customer device ID
· API type + selected API payload (not mandatory to include and dependent on the service)
· Correlation Information
· Selected Network parameters coming from SBI NR response (not mandatory to include and dependent on the service)
6. Operator’s Charging Engine processes charging request (rating and charging is done based on provided information in the charging request) and sends response back to the Operator Platform using SBI-CHF.
Charging for Data Traffic Usage in Operator Network
This flow describes how the charging concept for data traffic usage will be performed as a result of Service API invocation. 
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 Charging for Data Traffic Usage in Operator Network – Part 1 of 2	Comment by Elisabeth Andersson: Added as per feedback.
1. There is an ongoing data session for a customer. A regular dialogue (session-based charging)  is performed between the Operator’s data packet core and the Operator’s Charging Engine. Online or offline charging could be used depending on Operator’s decision (online mode shown here as an example) and is out of the scope of this document.
2. App Provider invokes API that influences data traffic usage of a device. Information included:
· Party identifiers: App ID, Application Provider ID, Customer device ID.
· API Payload
· Correlation ID 
· Data Service flow ID
3. Operator Platform invokes API using SBI-NR. Operator Platform provides required parameters to enable correlation, Correlation IDInformation, between API invocation and data navigation in Operator’s Charging Engine.
4. Service request is processed in the Operator’s Network and service start to be delivered. ACK is sent back to the Operator Platform optionally including some additional information which may be relevant for charging.
5. Operator Platform sends back response (ACK) to the App Provider using NBI

[image: ]
 Charging for Data Traffic Usage in Operator Network – Part 2 of 2	Comment by Elisabeth Andersson: Figure updated including figure title
6. Operator Platform sends charging request to the Operator’s Charging Engine using SBI-CHF to ask for API invocation charging. Charging request includes:
· Party Identifiers: Leading OP ID, App ID, App Provider ID,Customer device ID
· API type + selected API payload (optional)
· Correlation Info
· DataSessionID
· Time/duration (optional)
· Network parameters (optional)
7. Operator’s Charging Engine processes charging request (rating and charging is done based on provided information in the charging request) and sends response back to the Operator Platform. 
During service delivery (time/volume where the data traffic is impacted by the API call) the charging dialogue between the Operator’s data packet core and the Operator’s Charging Engine will continue. 
Note: Besides the regular information exchanged for the ongoing charging of the data session, The Packet core will include the Correlation Information requireds by the Charging Engine to be able to identify the data traffic volume impacted by the Service API Invocation. The contents of this correlation information are FFS.
Charging for Edge Enabling Infrastructure Resource Usage
This flow describes charging for Edge enabling infrastructure resource usage. 
[image: ][image: ]	Comment by Tom van Pelt: NBI and SBI-CR do not seem to be used in the flow.
 Charging for Edge Enabling Infrastructure Resource Usage
1. App Provider invokes API for Edge enabling infrastructure resources usage
2. 
3. 
4. 
5. Operator Platform monitors the usage of Edge infrastructure resources and sends charging request to the Operator’s Charging Engine using SBI-CHF. This can be done periodically based on a configurable timer or one request for the whole period. Charging request includes
· Party Identifiers: Federation ID, Lead OP ID, Partner OP ID,  App ID, App Provider ID, Pool ID
· API type + selected API payload (vCPUs, memory, storage, incoming/outgoing data volume, time period)
· Correlation Info
6. Operator’s Charging Engine processes charging request (rating and charging is done based on provided information in the charging request) and sends response back to the Operator Platform. 
7. 
· 
· 
· 
8. 
Charging Concepts in Federated Scenarios
The following flows describe charging concepts for Edge computing services in federated scenarios. Further analysis of other federation services will be included in future versions of this document. 	Comment by TELEFONICA: Include one clarification saying that analysis for other federation services are for further study and will be included in next versions of this document?	Comment by Elisabeth Andersson: Updated	Comment by Tom van Pelt: Should likely be a note
The E/WBI will be used in communication between the Operators and a pre-requisite is that there is an existing federation agreement in place. In federation scenarios the focus of charging is to ensure that both Leading and Partner Operators have records of the service use as part of their record keeping. This will later be the input to settlement and reconciliation between the two Operators as well as for any wholesale charging between the Lead Operator and the Application Provider. 
Please see section 5.1.5 for the requirements related to SBI-CHF and Appendix I.5 for the charging factors and the service categories underpinning the scenarios.
Federated Service API Invocation
This flow describe charging for different type of Service API invocations based on  payload in a federated scenario for Edge Computing.
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 Federated Service API Invocation Part 1 of 2
1. App Provider invokes Service API
2. Leading Operator Platform redirects to the API using E/WBI towards Partner Operator Platform
3. Partner Operator platform invokes API using SBI-CR
4. Service request is processed in the Partner Operator’s Cloud Resources and service is delivered. ACK is sent back to the Partner Operator Platform
5. Partner Operator Platform sends ACK back to Lead Operator Platform including actual reservation
6. Lead Operator Platform sends back response (ACK) to the App Provider using NBI
[image: ]
 Federated Service API Invocation – Part 2 of 2
7. Partner Operator Platform sends charging request to the Partner Operator’s Charging Engine using SBI-CHF. This can be done periodically based on a configurable timer or one request for the whole period. Charging request includes:
· Party Identifiers: Federation ID, Lead OP ID, Partner OP ID,  App ID, App Provider ID, Pool ID
· API type type (service + operation invoked: instantiation/upgrade/termination)+ selected API payload )
· Correlation Information
8. Partner Operator’s Charging Engine processes charging request (rating and charging is done based on provided information in the charging request) and sends response back to the Operator Platform. The result of the charging is stored with in the Partner OP as CDRs used for settlement and reconciliation.
9. Lead Operator Platform sends charging request to the Lead Operator’s Charging Engine using SBI-CHF. This is based on the actual reservation received from the Partner OP. Charging request includes:
· Party Identifiers: Federation ID, Lead OP ID, Partner OP ID,  App ID, App Provider ID, Pool ID
· API type type (service + operation invoked: instantiation/upgrade/termination)+ selected API payload )
· Correlation Information
10. Lead Operator’s Charging Engine processes charging request (rating and charging is done based on provided information in the charging request) and sends response back to the Operator Platform. The result of the charging is stored with in the Lead OP as CDRs used for settlement and reconciliation.
The CDRs generated by the Lead and Partner Ops Charging Engine are input to settlement and reconciliation processes outside of charging and hence not in scope.	Comment by Tom van Pelt: Wording will depend on earlier comments, but should likely be a note and may in future be updated with a reference to WAS or IDS specifications.
Federated Edge Enabling Infrastructure Resource Usage
For federated scenarios, it will be possible to periodically exchange information around the effective Edge resource usage over the E/WBI. Consideration needs to be taken to ensure that the resource consumption used for charging on the Partner and Lead Operators are synchronized to reduce risk of reconciliation issues.
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 Federated Edge Enabling Infrastructure Resource Usage 
7. 
8. 
9. 
10. 
11. 
12. 
13. 
14. 
15. 
16. 
17. 
18. 
19. 
20. 
21. 
22. 
23. 
1. Partner Operator Platform monitors the usage of Edge infrastructure resources and sends charging request to the Partner Operator’s Charging Engine using SBI-CHF. This can be done periodically based on a configurable timer or one request for the whole period. Charging request includes
· Party Identifiers: Federation ID, Lead OP ID, Partner OP ID,  App ID, App Provider ID, Pool ID
· API type + selected API payload (vCPUs, memory, storage, incoming/outgoing data volume, time period)
· Correlation Information
2. Partner Operator’s Charging Engine processes charging request (rating and charging is done based on provided information in the charging request) and sends response back to the Operator Platform. The result of the charging is stored with in the Partner OP as CDRs used for settlement and reconciliation.
3. Partner Operator Platform invokes API to exchange the actual resource usage using E/WBI towards the Lead Operator Platform 
4. Lead Operator Platform sends charging request to the Lead Operator’s Charging Engine using SBI-CHF. This is based on the actual reservation received from the Partner OP. Charging request includes:
· Party Identifiers: Federation ID, Lead OP ID, Partner OP ID, App ID, App Provider ID, Pool ID
· API type + selected API payload (vCPUs, memory, storage, incoming/outgoing data volume, time period)
· Correlation Information
5. Lead Operator’s Charging Engine processes charging request (rating and charging is done based on provided information in the charging request) and sends response back to the Operator Platform. The result of the charging is stored with in the Lead OP as CDRs used for settlement and reconciliation.
The CDRs generated by the Lead and Partner Ops Charging Engine are input to settlement and reconciliation processes outside of charging and hence not in scope.
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The OP shall provide a set of capabilities that will enable charging and billing for the usage of the Operator’s services and capabilities exposed to third party providers. Although these services and capabilities are quite heterogeneous and in constant evolution, they can be classified into a set of categories that share common characteristics from a charging perspective and that are described in Annex I of this document.
General Charging Integration Requirements	Comment by Elisabeth Andersson: Change to Integration
The OP shall provide a set of capabilities that will enable the charging for the usage of the Operator’s services exposed to third party providers. This includes - but is not limited to - the following services exposed by the Operator:
Charging for Edge computing services.
Charging for Network Slice as a Service capabilities. 
Etc.
To enable this charging:
1. The OP shall be able to integrate with the CCS (Converged Charging System), that is deployed in the Operator’s network through the SBI-CHF interface. This integration will allow doing the rating and charging for the usage of the services and capabilities exposed by the OP.
Considering that there could be different CCS instances deployed in the Operator’s network (e.g. dedicated instances for a particular service/customer segment, geo-redundant deployment, etc.) the OP will be able to select the CCS instance that will be used to do the rating and charging of the service.
NOTE: 	The criteria used for this CCS instance selection (e.g. CCS discovery mechanism, OP local configuration, etc.) are for further study but as a general approach the OP will provide mechanisms to configure the target CCS instance depending on a combination of different parameters (e.g. type of service used, application provider identifier, etc.)
The OP shall support different charging integration models with the CCS. The Ccharging integration models to be supported will be the ones standardized by 3GPP and defined in 3GPP TS 32.240 [35]. As a reference, the following charging models shall be supported:
Event Based Charging:
This charging model is based on a request/response pattern, where the OP would trigger a charging request when an event occurs (e.g. an API invocation) including all the information relevant for rating and charging for the CCS.
The CCS would use the information provided in the charging request to do the rating and charging for that event and will send the response to the OP with the result of that charging request. 
Two potential approaches shall be consideredThe following charging model, defined by 3GPP, will be supported by the OP:
IEC (Immediate Event Charging): a charging request is sent before the service that is associated to the event is delivered (e.g. the OP receives an API invocation that needs to do several API calls through the SBI to deliver the service and a Charging request is sent before the OP makes those API calls through the SBI) 
PEC (Post Event Charging): a charging request is sent after the service is delivered. (e.g.. the OP receives an API call, makes several API calls through the SBI to deliver the service and a Charging request is sent after the OP makes these API calls through the SBI)

	NOTE: 	Although 3GPP also defines IEC (Immediate Event Charging) charging model, where a charging request Is sent before the service that is associated to the event is delivered, the support for this charging model in the OP is not mandatory and is left for further analysis as it has dependencies on the evolution of 3GPP standards in the context of 5G SA charging. 
Session Based Charging: 
NOTE: 	the usage of this charging model in the context of the OP requirements is for further study. The description of this charging model will be expanded in next releases of this document).
The charging model to be used by the OP in the integration with the CCS will depend on the particular service to be charged.
The OP will provide mechanisms that will allow doing the charging for the services in the case of unavailability of the connection with a CCS through the SBI-CHF interface. These mechanisms are for further study but as a reference the following approaches could be used:
Usage of a primary/secondary/pool of CCS instances as the result of the CCS instance selection procedure, so that in case the primary instance is not available a secondary one could be used.
Ability to log/store charging requests when no CCS instances are available so that this information could be used to do the rating and charging when communication is re-established.
The OP resource manager and OP federation broker, as roles in charge of resources management, shall expose the charging information, parameters and events related to the services usage.
In the case of edge computing services: 
1. The OP shall log all the service resource consumption events and data involved in any transaction required for the operator to do the rating and charging and bill for the service.
The OP shall expose consumptions and event data required for charging purposes through an interface (SBI-CHF) to the CCS that is deployed in the Operator’s network based on the agreed data collection interval. Charging models defined by 3GPP in 3GPP TS 32.257 [39] will be supported for this purpose.
The OP shall maintain security and data/topology privacy requirements when reporting federated consumption.
The OP shall include consumption of Statistical Data and Analytical Information services for charging purposes.
In the case of Network Slice as a Service capabilities:
1. The OP shall collect the information about the operations invoked by third party providers through the Northbound Interface to manage the NSI (see additional details about the supported operations in section H.5 of this document).
This information will include all the relevant data that could be used by the operator to do the rating and charging and bill for the service.
NOTE:	The exact parameters used to do the rating and charging in the CCS are out of the scope of this document.
The OP shall be able to collect the information about a NSI performance (e.g. Network Slice instance load) using the analytics information provided by the Operator through the SBI-NR interface. This information – that would allow an SLA based charging – is for further study.
The OP shall be able expose the collected information through the SBI-CHF interface to an external converged charging system. 
The OP shall support the charging models defined in 3GPP TS 28.202 [37] to enable the charging for these services.
[bookmark: _Ref97049559]Services and capabilities exposure charging requirements
1. The OP shall support rating and charging for the following service categories described in Annex I of this document:	Comment by Tom van Pelt: Should this be "will" or "shall" as it seems a requirement?	Comment by MARIO GONZALEZ DEL CAMPO MUÑOZ: I replace will by shall, as it is a requirement.
a. Category 1: Network capabilities exposure services with no impact on the device’s data usage.
b. Category 2: Network capabilities exposure services with impact on the device’s data usage.
c. Category 3: Network provisioning services.
d. Category 4: Edge application management services.
2. The OP will support the following charging factors/events for triggering charging for the services included in Category 1:
a. Service activation charging.
b. Charging per service API invocation (and related notifications):
[bookmark: _Hlk135820522]The OP will be able to send a charging request to the Operator’s CCS through the SBI-CHF following PEC charging model defined by 3GPP. This charging request will be sent once the service is delivered upon confirmation from the Network.
NOTE: 	As a reference, the integration between the OP and the Operator’s CCS for this charging factor is shown in section 4.9.1 of this document.	Comment by Tom van Pelt: Seems a note, also for further occurences.	Comment by MARIO GONZALEZ DEL CAMPO MUÑOZ: Agreed and modified
3. The OP will support the following charging factors/events for triggering charging for the services included in Category 2:
a. Service activation
b. Charging per service API invocation (and related notifications):
[bookmark: _Hlk135818688]Same requirements as in requirement 2.b (charging per service API invocation for category 1 services) of this section are applicable for this case.
c. Charging based on data traffic consumption in the Operator’s Network as a result of a previous service API invocation.
[bookmark: _Hlk135821022]The OP will be responsible for providing the Operator’s Network (through the SBI-NR) with the information that allows the correlation between a service API invocation and a data traffic flow from a device in the Operator’s Network.
NOTE: 	Charging dialogue will take place between the Operator’ Network and the Operator’s Charging engine following the regular procedure used in the Operator to do the data sessions charging (out of the scope of this document). The Operator’s Network will include the correlation information provided by the OP in the charging requests sent to the CCS to indicate the API Invocation’s impact on charging.
NOTE: 	As a reference, the integration between the OP, the Operator’s Network and the Operator’s CCS for this charging factor is shown in section 4.9.2 of this document.
4. The OP will support the following charging factors/events for triggering charging for the services included in Category 3:
a. Service activation
b. Charging per service API invocation (and related notifications):
[bookmark: _Hlk135818715]The same requirements as in 3.b above (charging per service API invocation for category 2 services) are applicable for this case. 
c. Charging per service API invocation (service lifecycle modification charging):
The OP will be able to send a charging request to the Operator’s CCS through the SBI-CHF following PEC charging model defined by 3GPP after a Service lifecycle modification API request is received from the NBI and the service is delivered.
For the specific case of Network Slice Instance management services, the charging models defined in 3GPP TS 28.202 [37] will be supported.
Reference to diagram flow in section 4.9.1 of this document -differently named but following same integration pattern- is provided for clarifications. 	Comment by Tom van Pelt: This is not very clear as a statement. It seems similar to the one for other categories, but reworded to clarify that the exact case is not covered in the referenced flow, but seems to imply now that there is a reference to a flow that is to be provided somewhere to add some clarifications.	Comment by MARIO GONZALEZ DEL CAMPO MUÑOZ: Agreed. I suggest to remove this clarification as it might be confusing.
d. Charging based on data traffic consumption in the Operator’s Network as a result of a previous service API invocation:
The same requirements as in 3.c above (charging based on data traffic consumption for category 2 services) are applicable for this case. 
5. The OP will support the following charging factors/events for triggering charging for the services included in Category 4:
a. Service activation
b. Charging per service API invocation (application lifecycle management operations):
[bookmark: _Hlk135820770]The OP will be able to send a charging request to the Operator’s CCS through the SBI-CHF following PEC charging model defined by 3GPP after an Application lifecycle management API request is received from the NBI or from the EWBI (for the case of federated scenarios) and the service is delivered. 
NOTE: 	As a reference, the integration between the OP and the Operator’s CCS for this charging factor is shown in sections 4.9.1 and 4.10.1 (for federated scenarios) of this document.
c. Charging per service API invocation (charging for edge enabling infrastructure resources usage based on subscribed capacity in API request):
The OP will be able to send a charging request to the Operator’s CCS through the SBI-CHF following PEC charging model defined by 3GPP after an API request is received from the NBI or from the EWBI (for the case of federated scenarios) requesting for capacity reservation in the Operator’s Cloud Resources and the API request is processed in the Operator’s CR. 
NOTE: 	As a reference, the integration between the OP and the Operator’s CCS for this charging factor is shown in sections 4.9.1 and 4.10.1 (for federated scenarios) of this document.
d. Charging based on edge enabling infrastructure resources usage:
The OP will be able to send a charging request to the Operator’s CCS through the SBI-CHF including the information about the effective resources usage in the Operator’s CR over a period of time.
Charging models defined by 3GPP in 3GPP TS 32.257 [39] will be supported for this purpose.
The OP shall maintain security and data/topology privacy requirements when reporting federated consumption. 	Comment by Tom van Pelt: From earlier discussions, there were cases where the OP had to report information disclosing privacy sensitive data/topology to the CCS/CHF to allow doing the correlation. It may thus be up to the CHF to not include such information in the CDRs. Note that this may also apply to other categories where correlation is relevant.	Comment by MARIO GONZALEZ DEL CAMPO MUÑOZ: I suggest to remove this sentence here and to create an independent requirement (7) that is applicable to all scenarios.
NOTE: 	The OP will periodically retrieve the actual resource usage information from the Operator’s CR based on the agreed data collection interval from the SBI-CR or from the EWBI in the case of federated scenarios. This information will be the one included in the charging request sent to the Operator’s CCS through the SBI-CHF. The definition of this mechanism is out of the scope of this section. 
Reference to diagram flow in section 4.9.3 and in section 4.10.2 (for federated scenarios) of this document is provided for clarifications.
e. Charging based on data traffic consumption in the Operator’s Network as a result of a previous service API invocation (in non-federated scenarios):
The OP will be responsible for providing the Operator’s Network (through the SBI-NR) with the information that allows to do the correlation between a service API invocation and a data traffic flow from a device in the Operator’s Network that is accessing an application.
Note: Charging dialogue will take place between the Operator’ Network and the Operator’s Charging engine following the regular procedure used in the Operator to do the data sessions charging (out of the scope of this document). The Operator’s Network will include the correlation information provided by the OP in the charging requests sent to the CCS.
Reference to diagram flow in section 4.9.2 of this document is provided for clarifications.
6. The OP will allow the configuration of charging factor/factors to be used for the services applicable to each category on a per service basis. It will also be possible to configure different charging factor/factors per service depending on the scenario: federated / non-federated.
In the case of federated scenarios, this configurability is applicable both to the Leading and Partner Ops.
NOTE: 		It is an Operator’s decision to decide which charging factors - from the ones that are applicable to a category – will be configured/used to do the charging and billing for the usage of a service/capability.
		This decision will be dependent on the commercial model chosen by the Operator for the commercialization of that service (and out of the scope of this document).
		The configuration in the OP will need to be aligned with this decision.
7. The OP shall maintain security and data/topology privacy requirements when reporting consumptions to the Operator’s Charging Engine (both in federated and non federated scenarios.
In case that - for technical reasons - the OP needs to report information disclosing privacy sensitive data/topology to the Operator’s Charging Engine (e.g. to allow correlation in scenarios where data traffic consumption in the Operator’s Network needs to be correlated with a service API invocation) the responsibility to guarantee these security/privacy requirements will be on the Operator’s Charging engine side.
Note: the specific information to be provided for correlation and the mechanisms used in the Operator’s Charging Engine are out of the scope of this specification.
Charging information
3. 
1. As a general approach, The charging requests sent by the OP to the Operator’s Charging Engine through the SBI-CHF shall include any information usable by the Operator’s CCS to address the rating and charging of the services and enable the final billing process in the Operator. The OP creating or sharing charging data shall guarantee the integrity, availability, and non-repudiation of charging data.
5.  
6. Charging information to be provided by the OP in the charging requests shall include :
7. Tthe identification of the different parties that are involved in the transaction, from the Application Provider to the UC. These identifiers could be used for different purposes by the Operator’s CCS (e.g. to determine the chargeable parties, to have end-to-end traceability of the transaction, etc.).,
8. The OP will at least include the following identifiers in the charging requests sent to the Operator’s CCS through the SBI-CHF interface:
a) Party identifiers involved in the transaction: Application ID, Application Provider ID, Customer Device ID.
b) Operator Platform ID
c) Partner Operator Platform ID (only applicable in the case of federated scenarios)
The OP will include a correlation identifier of the NBI service API invocation in the charging requests sent to the Operator’s CCS. This correlation identifier is generated by the Application Provider as a unique identifier for that particular transaction. This ID will allow end-to-end traceability and will assist in the correlation required to enable charging factors where data traffic charging in the Operator’s Network needs to be correlated with the service API invocation by the Operator’s CCS.	Comment by Tom van Pelt: Would need a requirement on the NBI to provide such an identifier. Currently I don't see those in the APIs provided by CAMARA and it seems a bit odd to have this generated by the Application Provider as they may provide duplicates or create other types of conflicts.	Comment by MARIO GONZALEZ DEL CAMPO MUÑOZ: I remove the dependency from the AP to generate this identifier and just include a note clarifying that the mechanism to generate it is FFS
NOTE: 		The mechanism used to generate this correlation identifier is out of the scope of this section and for further study.
The OP will include specific information that will depend on the service to be charged category and the charging factor in use in the charging requests sent to the Operator’s CCS.
NOTE: 		The information to be OP shall collected and report in the charging requests the service specific charging information that is described in the next requirements.	 	Comment by Tom van Pelt: seems a note	Comment by MARIO GONZALEZ DEL CAMPO MUÑOZ: Included as a note and merged with the existing one
		A summary table showing the list of potential charging factors per service category is shown in Annex I of this document.

For the services included in categories 1, 2, 3 and in case the charging factor chosen by the Operator is the one based on API invocations or on service lifecycle modification operations received, the OP will be able to include the following information in the charging requests:

a. Mandatory information:
i. API type (identification of the service API that was invoked through the NBI: e.g. device location)
b. Optional information:
i. A subset of the parameters included in the service API invocation. The list of parameters to be included (if any) will be configurable per service.  
ii. A subset of parameters retrieved from the Network (e.g. device ID in the Operator’s Network) after the service is delivered. The list of parameters to be included (if any) will be configurable per service.
8. In the case of services included in category 3, this charging factor will be the one used to charge for the service lifecycle modification operations received. In this context, specific case of charging for the Network Slice management operations described in section H.5 of this document the charging models and charging information defined in 3GPP TS 28.202 [37] will be used.

The OP shall expose the most relevant parameters associated to the Network Slice Instance profile (e.g. Network Slice Type, Network Slice differentiator, Latency, Jitter, Reliability, coverage area, etc.) in the charging request as part of the optional information.
The concrete list of mandatory/optional parameters is for further specification but as a general approach any of the parameters included in the GST (Generic Network Slice Template) could be included by the OP based on configuration.
In the case of service categories 2 and 3, and if the charging factor chosen by the Operator is based on API invocations to enable simple time-based charging models (charging per unit of time the service is delivered where this time is not measured in the Operator’s Network), the OP will be able to include the time parameter in the charging requests to be used for charging purposes. 
The procedure used in OP to measure this service delivery time is out of the scope of this section.
In the case of service categories 2 and 3, and if the charging factor chosen by the Operator is based on data traffic consumption in the Operator’s Network, the OP will need to include the following information in the charging requests sent through the SBI-CHF:
a. Mandatory information:
i. API type (identification of the service API that was invoked through the NBI: e.g. QoS influence)
ii. Correlation information: this information will allow the CCS to correlate the charging requests associated to the devices data traffic consumption received from the Operator’s Network with the service API invocation (to distinguish this traffic from the regular data traffic navigation of a customer).
The OP will also be responsible for providing this correlation information to the Operator’s Network through the SBI-NR. The Operator should have in place the mechanisms to guarantee that this correlation information is provided to the CCS in the charging requests sent from the Operator’s Network. This mechanism is out of the scope of this document.
The list of parameters to be included (if any) will be configurable per service and is left for further specification.

b. Optional information:
i. A subset of the parameters included in the service API invocation. The list of parameters to be included (if any) will be configurable per service.  
ii. A subset of parameters retrieved from the Network (e.g., service flow id in the Operator’s Network) after the service is delivered. The list of parameters to be included (if any) will be configurable per service.

In the case of services in categories 3 and 4 and if the charging per service API invocation is chosen by the Operator to enable lifecycle management API requests charging, the OP will need to include the following information in the charging requests sent through the SBI-CHF:
a. Mandatory information:
i. API type and operation (identification of the service API that was invoked through the NBI: e.g., application instantiation)
b. Optional information:
i. A subset of the parameters included in the service API invocation. The list of parameters to be included (if any) will be configurable per service.  
In the case of services in category 4 and if the charging factor chosen by the Operator is for edge enabling infrastructure resources usage based on subscribed capacity in API request, the OP will need to include the following information in the charging requests sent through the SBI-CHF:
a. Mandatory information:
i. API type and operation 
b. Optional information:
i. A subset of the parameters included in the service API invocation that include the detailed information about the resources to be reserved (independent from the effective usage):
1. Subscribed compute capacity:
a. vCPU
b. Memory
c. Network Resource Location
d. Availability zone 
2. Subscribed storage capacity:
a. Storage
b. Type
c. Network Resource Location
d. Availability zone
3. Subscribed Network capacity:
a. Input
b. Output
c. Label (internet traffic, intra-cluster, inter edge cloud traffic …)
4. Subscribed accelerators capacity:
a. Accelerator name (Example: GPU)
b. Type
c. Network Resource Location
d. Availability zone

ii. A reservation time period
In the case of services in category 4 and if the charging factor chosen by the Operator is for edge enabling infrastructure resources usage (information about effective consumption), the OP will need to include the following information in the charging requests sent through the SBI-CHF:
a. Mandatory information:
i. API type and operation 
b. Optional information:
i. A subset of the parameters included in the service API invocation that include the detailed information about the resources to be reserved (independent from the effective usage):
1. Effective compute usage:
e. vCPU
f. Memory
g. Network Resource Location
h. Availability zone 
2. Effective storage usage:
i. Storage
j. Type
k. Network Resource Location
l. Availability zone
3. Effective Network usage:
m. Input
n. Output
o. Label (internet traffic, intra-cluster, inter edge cloud traffic …)
4. Effective accelerators usage:
p. Accelerator name (Example: GPU)
q. Type
r. Network Resource Location
s. Availability zone

ii. Covered usage time period.





Edge computing services charging information:
Note:	in the context of this service, the following terms are used to capture consumption: 
Effective Usage: the effective usage of workloads. For example, Network I/O over a time period
Subscribed Capacity: The requested capacity of workload. For example, 2vCPU, 2 GB of memory. That capacity is subscribed independently from the Effective Usage.
1. The OP shall report the subscribed compute capacity
vCPU
Memory
Network Resource Location 
Availability zone
The OP shall report the effective compute usage
vCPU
Memory
Network Resource Location 
Availability zone
The OP shall report the subscribed storage capacity 
Storage
Type
Network Resource Location 
Availability zone
The OP shall report the effective storage usage
Storage
Type
Network Resource Location 
Availability zone
The OP shall report the subscribed Network capacity 
Input
Output
Label (Internet traffic, Intra-cluster traffic, Inter-Edge Cloud traffic, etc.)
The OP shall report the effective Network usage 
Input
Output
Label (Internet traffic, Intra-cluster traffic, Inter-Edge Cloud traffic, etc.)
The OP shall report the subscribed accelerators capacity
Accelerator name (Example: GPU)
Type
Network Resource Location 
Availability zone
The OP shall report the effective accelerators usage 
Accelerator name (Example: GPU)
Type
Network Resource Location 
Availability zone
The OP shall report the API Usage 
API Name (Example API: Verify Location)
Number of requests
Request type (Example: GET, POST, PUT, DELETE)
The OP shall identify the parties involved in each charging transaction: (Metadata)
(mandatory) OP ID
(mandatory) Application provider ID
(when available) Edge application name (including Application provider namespace). 
(when available) Edge application ID
(when available) Operator ID
(when available) Availability Zone
Note: 	It is for further study to include the subscriber's perspective next to the application providers'.
NaaS charging information:
The OP shall report the used Network Capabilities 
Capability Type
Capability Metrics (e.g. time used, number of calls/events)
Traffic Flows
Connectivity options requested and delivered (see section 5.1.1.2.2).
Note:	This requires further study and alignment with charging principles for exposing network capabilities to specify in detail metrics to be reported by the OP.
The OP shall report the used Network Analytics 
Type
Metrics (e.g. time used, number of calls/events, granularity)
SLA
NSaaS charging information:
The OP shall report the operation type invoked by the Application Provider to manage the Network Slice Instance lifecycle (creation/update/deletion)
The OP shall identify all the Network Slice Instance identifiers involved in the charging transaction.
The OP shall expose in the charging request the most relevant parameters associated to the Network Slice Instance profile (e.g. Network Slice Type, Network Slice differentiator, Latency, Jitter, Reliability, coverage area, etc.)
The concrete list of mandatory/optional parameters is FFS but as a general approach any of the parameters included in the GST could be included by the OP.
Note: 	Network Slice performance/SLA based charging requirements in the context of the Operator Platform are FFS.
Security Requirements	Comment by Elisabeth Andersson: From Mario: Covered in CR0001 security topic	Comment by TELEFONICA: No modifications included in this section compared to CR0001. Contents for this sub section should be based on CR0001 information.
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The SBI-CHF shall provide an authentication mechanism to enable access only by authenticated and authorized entities. Therefore, mutual authentication shall be provided between the OP (Service Resource Manager Role) and the Charging Engine element.
11. The SBI-CHF shall support the use of authorization mechanisms by its endpoints that grant access to only the necessary services to which previous authorisation has been granted.
12. The SBI-CHF shall provide security mechanisms to safeguard the exchanged data's confidentiality, integrity, and authenticity. 
13. The SBI-CHF shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as replay, relay, and man-in-the-middle attacks.
14. The OP shall maintain security and data/topology privacy requirements when reporting federated consumption.
Based on the attack surface analysis provided in Annex E, the following security requirements shall be considered:
1. The SBI-CHF shall provide an authentication mechanism to enable access only by authenticated and authorized entities. Therefore, mutual authentication shall be provided between the OP (Service Resource Manager Role) and the Charging Engine element.
1. 
The SBI-CHF shall provide an authorization mechanism to grant access to only the necessary services to which previous authorisation has been granted.
The SBI-CHF shall provide security mechanisms to safeguard the exchanged data's confidentiality, integrity, and authenticity. 
The SBI-CHF shall provide security mechanisms to counteract attacks aiming to prevent data availability, such as DoS attacks.
The SBI-CHF shall support the adoption of strong security algorithms that guarantee forward secrecy and prevent intervening attacks such as replay, relay, and man-in-the-middle attacks.
All OPs creating or sharing charging data shall guarantee the security, integrity, availability, and non-repudiation of charging data.
The OP shall provide security mechanisms to guarantee a robust subscriber ID assignment and tracing (e.g., to prevent guessable IDs).
Personally identifiable information (PII) of subscribers shall be protected while in transit or storage.
Role-based access control (RBAC) policies shall be in effect to regulate access to charging information.
The OP shall maintain security and data/topology privacy requirements when reporting federated consumption.
The OP shall provide secure tracing and logging of charging and billing data requests.
[bookmark: _Toc133916385]Southbound Interface to Edge Interconnection Network
[bookmark: _Toc54104673][bookmark: _Toc54267785][bookmark: _Toc133916386]User to Network Interface
[bookmark: _Toc133916387]Southbound Interface to OAM 
[bookmark: _Toc54104674][bookmark: _Toc54267786][bookmark: _Toc133916388]Functional Elements
[bookmark: _Toc54104675][bookmark: _Toc54267787][bookmark: _Ref73460724][bookmark: _Toc133916389]Capabilities Exposure Role
[bookmark: _Toc54104676][bookmark: _Toc54267788][bookmark: _Toc133916390]Resource Manager Role
[bookmark: _Toc54104677][bookmark: _Toc54267789][bookmark: _Toc133916391]Federation Manager Role
Federation and Platform Interconnection
Settlement
Federation interfaces shall expose management and settlement data. This data allows the charging systems of each operator to account for the services consumed.
1. An OP shall share usage statistics through the E/WBI for the services requested by the federated connection.
An OP shall provide any needed information that is useful for billing/settlement among operators, e.g.:
Type of resources used;
Quantity of resources employed on the service.
The number of application instances used.
The number of user sessions served.
Usage time of the resources.
Additional services employed, e.g. network location query.
These services will be provided over the SBI-CHF where the CDRs generated by the Lead and Partner Ops Charging Engine are input to settlement and reconciliation processes outside of charging and hence not in scope. Reference to diagram flows in section 4.10 of this document are provided for clarifications.
Resources management via interconnection
[bookmark: _Toc54104678][bookmark: _Toc54267790][bookmark: _Ref73460741][bookmark: _Toc133916392]User Client
[bookmark: _Ref73431879][bookmark: _Toc133916393]External fora conclusions and collaboration model

Annex A [bookmark: _Toc54104679][bookmark: _Toc54267791][bookmark: _Toc133916394]Mapping of Requirements to External Fora
Annex B [bookmark: _Ref73462055][bookmark: _Toc133916395]Use Cases
Annex C [bookmark: _Toc133916396]Deployment Scenario 
Annex D [bookmark: _Toc133916397]OP Marketplace
Annex E [bookmark: _Ref73447275][bookmark: _Toc133916398]Analysis of Operator Platform Security
Annex F [bookmark: _Toc133916399]5G Core Network Application Session Continuity Enabler Services 
Annex G [bookmark: _Toc133916400]Client-side mechanisms to control QoS
Annex H [bookmark: _Ref126163693][bookmark: _Toc133916401]Network Slice as a Service
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