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[bookmark: _Toc466559290][bookmark: _Toc88214688][bookmark: _Toc109980868][bookmark: _Toc136608136][bookmark: _Toc227834918]Introduction
[bookmark: _Toc466559291][bookmark: _Toc88214689][bookmark: _Toc109980869][bookmark: _Toc136608137][bookmark: _Toc227834919]Overview
The 3GPP specifications introduced UE Route Selection Policy (URSP) to support the establishment and use of an appropriate PDU Session associated with an appropriate network slice when an entity within the UE (e.g., application, operating system, modem, etc.) requests a network connection. Network slices provide end-to-end logical networks to different industries/users allowing customization, dedication, and isolation of network resources. A URSP rule can be characterized by a set of match criteria such as Data Network Name (DNN), application identifier, Fully Qualified Domain Name (FQDN), IP address/prefix, and Connection Capabilities component types of a Traffic Descriptor as defined in references [1] to [4]. The UE evaluates URSP rules to find a matching URSP rule when a network connection is requested. If a match is found, the UE then forwards the associated traffic via a network slice per the Route Selection Descriptor (RSD) in the matching URSP rule. This process is specified in 3GPP specifications [2] and [4]. 
However, there are some issues that need to be better addressed and relevant procedures standardized to ease the deployment of network slices using URSP. These issues include requirements for transferring application information corresponding to Traffic Descriptor components to the URSP rule matching logic within a UE, requirements on the security of URSP traffic descriptors, and the requirements on protecting data privacy and security pertaining to URSP traffic descriptors.
This specification is meant to help the mobile industry to design, develop, and implement network slicing using URSP in 5G UE.  
This specification defines the normative baseline for UE requirements to address the issues mentioned above.
This specification contains normative and informative sections. Unless otherwise specified, all sections are normative.
[bookmark: _Toc466559292][bookmark: _Toc88214690][bookmark: _Toc109980870][bookmark: _Toc136608138][bookmark: _Toc227834920]Scope
The scope of this specification is to define UE requirements related to network slicing using URSP. The specification also covers the applicability of these requirements to different UE types.
[bookmark: _Toc109980871][bookmark: _Toc136608139][bookmark: _Toc466559295][bookmark: _Toc227834921]Definitions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14 [5] [6] when, and only when, they appear in all capitals, as shown here.

	Term
	Description

	URSP rule matching logic
	Logic that determines which URSP rule(s), if any, match an application (applicable for an application), as specified in 3GPP TS 24.526 [4]


1.  Definitions
[bookmark: _Toc88214692][bookmark: _Toc109980872][bookmark: _Toc136608140][bookmark: _Toc227834922]Abbreviations.
	Term 
	Description

	DNN
	Data Network Name

	FQDN
	Fully Qualified Domain Name

	IP
	Internet Protocol

	MCU
	Micro Controller Unit

	TD
	Traffic Descriptor

	UE
	User Equipment

	URSP
	UE Route Selection Policy


1.  Abbreviations
[bookmark: _Toc466559296][bookmark: _Toc88214693][bookmark: _Toc109980873][bookmark: _Toc136608141][bookmark: _Toc227834923]References
Requirements shall be based on the exact versions as indicated below. However, if the manufacturers use a later release and/or version this should be indicated. The GSMA will take efforts to continually align with other SDOs for timely information about release plans.

	Ref
	Doc Number
	Title

	1. [bookmark: _Ref465150107]
	3GPP TS 23.501
	System architecture for the 5G System (5GS); Stage 2

	1. [bookmark: _Ref465150124]
	3GPP TS 23.503
	Policy and Charging Control Framework for the 5G System; Stage 2

	1. 
	3GPP TS 24.501
	Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3

	1. 
	3GPP TS 24.526
	User Equipment (UE) policies for 5G System (5GS); Stage 3

	1. 
	RFC 2119
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997. Available at http://www.ietf.org/rfc/rfc2119.txt

	1. 
	RFC 8174
	“Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words”, B. Leiba, May 2017. Available at
https://www.rfc-editor.org/info/rfc8174

	1. [bookmark: _Toc88214694][bookmark: _Toc16506725][bookmark: _Toc11071584][bookmark: _Toc466559298]
	GSMA PRD NG.141
	​​Guidelines for URSP

	1. 
	GSMA TS.43
	Service Entitlement Configuration, version 12 or later.


1.  References
[bookmark: _Toc109980874][bookmark: _Toc136608142][bookmark: _Toc227834924]UE architectures (informative)
[bookmark: _Toc88214697]For comprehensive information on URSP definition and its usage, the reader should refer to 3GPP specifications [1], [2], and [4].
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]There can be different architectures employed by different UEs for hosting application and managing connectivity. For example, a smartphone is likely to have an architecture where applications are hosted by an operating system (OS), which then communicates with the modem for network connectivity. On the other hand, for example, an IoT device may only have a modem for network connectivity. There can also be a device which has an OS and a modem but the OS does not host any applications. Figure 1 illustrates these UE architectures.
Operating System
(OS hosts applications)
Application
Modem
Modem
Type 3 UE
(e.g., IoT device)
Type 2 UE
(e.g., FWA device having Modem and Router, with Router having an OS that does not host applications)
Type 1 UE
(e.g., Smartphone, FWA device)
Operating System
(OS does not host applications)
Modem

Figure 1: Different types of UE architectures
These UE types (UE architectures) are further categorized by where the URSP rule matching logic resides. If the URSP rule matching logic resides in the modem, the UE is referred to as “Modem-Centric” UE (for example, “Modem-Centric Type 1 UE”). On the other hand, if the URSP rule matching logic resides in the OS, the UE is referred to as “OS-Centric” UE (for example, “OS-Centric Type 1 UE”). Note that Type 3 UE can only be a Modem-Centric UE.


[bookmark: _Toc109980876][bookmark: _Toc136608144][bookmark: _Toc227834925]Requirements related to network slicing using URSP.
The UE requirements defined in this section apply to the types of UEs defined in Section 2. This includes UEs with Modem-Centric and OS-Centric architectures.
Each UE requirement has a “Minimum Applicability” to specify the UE types, as defined in Section 2, to which it primarily applies. Not implementing a requirement in a UE that is specified under “Minimum Applicability” of that requirement can result in an incomplete network slicing support. 
In addition, if a requirement is implemented in a UE that is not specified under “Minimum Applicability” of that requirement, it could cause ambiguities or conflicts with other requirements that the UE implements. The UE would then have to handle such ambiguities and conflicts appropriately.
An assumption about the URSP rule matching logic: it is assumed that the UE supports either the Modem-Centric architecture or the OS-Centric architecture as defined in Section 2.
1.1 [bookmark: _Toc136608145][bookmark: _Toc109980877][bookmark: _Toc227834926]UE requirements
The requirements listed in this section are applicable to UEs that can realize network slicing without specific requirements for OS and modem.
1.1.1 [bookmark: _Toc227834927]5G UE requirements
	TS62_3.1.1_REQ_001
	The UE SHALL be able to receive URSP rules from the network as per the 3GPP specifications [3] and [4].

	TS62_3.1.1_REQ_002
	The UE SHALL implement the URSP rule matching logic.

	TS62_3.1.1_REQ_003
	In the API for requesting network connection, the UE/OS SHALL allow applications to request access to any of the traffic categories supported by the UE/OS and defined in GSMA PRD NG.141 [7].

	TS62_3.1.1_REQ_004
	When evaluating a URSP rule to determine whether it matches an application, the UE/OS SHALL infer, whenever possible, the application information corresponding to the Traffic Descriptor components of the URSP rule based on the connection request, if not provided by the application.

	TS62_3.1.1_REQ_005
	In the API for requesting network connection, the UE/OS SHALL allow the application to optionally provide information corresponding to DNN, Connection Capabilities, Destination FQDN or non-IP Traffic Descriptor component types specified in [4].
Note: Details of how the application provides this information is up to the UE/OS.



If the UE/OS implements the App Token use case described in TS.43 [8] for URSP rule mapping purpose, then the following requirements apply:

	TS62_3.1.1_REQ_006
	The UE/OS SHALL implement an API to allow an application to provide an App token.

Note: Details of how an application provides this information is up to the UE/OS.

	TS62_3.1.1_REQ_007
	If an application provides an App token to the UE/OS, then the UE/OS SHALL obtain the application information managed by the operator for that App token as per [8]. 

	TS62_3.1.1_REQ_007.1
	As per [8], from the ECS point of view an App token can be used at most once, so the UE/OS SHOULD NOT submit the same App token more than once to the ECS.

	TS62_3.1.1_REQ_008
	When the UE/OS obtains the application information managed by the operator for that App token as per TS62_3.1.1_REQ_007, it SHALL store the mapping of this information to the application.

Note: Stored information is not to be exposed to the applications.

	TS62_3.1.1_REQ_008.1
	The UE/OS SHALL store the mappings as per TS62_3.1.1_REQ_008 for at least the two latest App tokens (which are different) provided by the application.

	TS62_3.1.1_REQ_008.2
	The mapping of the information described in TS62_3.1.1_REQ_008 SHALL be maintained by the UE/OS across normal power cycles.

Note: There could be other exceptional cases like factory reset processes or unexpected power loss events where this requirement may not be fulfilled.

	TS62_3.1.1_REQ_009
	If an application has provided one or more App tokens to the UE/OS, then the UE/OS SHALL only allow this application to optionally use any one of those App tokens for any new network connection request.

	TS62_3.1.1_REQ_010
	If an application has used an App token for a new network connection request, then for the connection request, the application information that the UE/OS matches against the “Application descriptor” TD component of any URSP rule SHALL be the application information managed by the operator stored as per TS62_3.1.1_REQ_008 for the App token and the application.


1.1.2 [bookmark: _Toc227834928]Security requirements
	TS62_3.1.2_REQ_001
	The UE/OS SHALL ensure that an application requesting access to a traffic category is qualified to access it.

Note: The qualification rule and process are UE/OS-specific and are outside the scope of this document.

	TS62_3.1.2_REQ_002
	The UE/OS SHOULD provide a means for the user to allow and disallow access, per application, to traffic categories other than the Internet and IMS traffic categories.

Note 1: The means by which the UE/OS provides the choice to the user is UE/OS-specific.
Note 2: The user control, if provided, shall not affect the availability of IMS based services and emergency calls.

	TS62_3.1.2_REQ_003
	[bookmark: _Hlk138151318]When a URSP rule with "Application descriptors" TD component, as defined in [2], is being evaluated for applicability, the UE/OS SHALL ensure that the application information being matched against that TD component is associated with the application that requested the network connection.


[bookmark: _Toc136608149][bookmark: _Toc227834929]Requirements for Modem-Centric UE
The requirements listed in this section are applicable to Modem-Centric UEs that need specific requirements for OS and modem to realize network slicing.
[bookmark: _Toc109980879][bookmark: _Toc136608151][bookmark: _Toc227834930]5G OS requirements
	TS62_3.2.1_REQ_001
	In the API for requesting network connection, the OS SHALL allow applications to request access to any of the traffic categories supported by the OS and defined in GSMA PRD NG.141 [7].
Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_002
	When evaluating a URSP rule to determine whether it matches an application, the OS SHALL infer, whenever possible, the application information corresponding to the Traffic Descriptor components of the URSP rule based on the connection request, if not provided by the application.
Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_003
	When an application requests a network connection, the OS SHALL pass the available application information corresponding to traffic descriptor components to the modem.
Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_004
	When the OS requests a network connection, it SHALL pass the available information corresponding to traffic descriptor components to the modem.
Minimum Applicability: Modem-Centric Type 2 UE

Note: How the OS determines the information corresponding to traffic descriptor components in Modem-Centric Type 2 UE is up to implementation.

	TS62_3.2.1_REQ_005
	In the API for requesting network connection, the OS SHALL allow the application to optionally provide information corresponding to DNN, Connection Capabilities, Destination FQDN or Non-IP Traffic Descriptor component types specified in [4].
Minimum Applicability: Modem-Centric Type 1 UE, Modem-Centric Type 2 UE

Note: Details of how the application provides this information is OS-specific.



If the OS implements the App Token use case described in TS.43 [8] for URSP rule mapping purpose, then the following requirements apply:
	TS62_3.2.1_REQ_006
	The OS SHALL implement an API to allow an application to provide an App token.

Minimum Applicability: Modem-Centric Type 1 UE

Note: Details of how an application provides this information is up to the UE/OS.

	TS62_3.2.1_REQ_007
	If an application provides an App token to the OS, then the OS SHALL obtain the application information managed by the operator for that App token as per [8]. 

Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_007.1
	As per [8], from the ECS point of view an App token can be used at most once, so the OS SHOULD NOT submit the same App token more than once to the ECS.

Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_008
	When the OS obtains the application information managed by the operator for that App token as per TS62_3.2.1_REQ_007, it SHALL store the mapping of this information to the application.

Minimum Applicability: Modem-Centric Type 1 UE

Note: Stored information is not to be exposed to the applications.

	TS62_3.2.1_REQ_008.1
	The OS SHALL store the mappings as per TS62_3.2.1_REQ_008 for at least the last two latest App tokens (which are different) provided by the application.

Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_008.2
	The mapping of the information described in TS62_3.2.1_REQ_008 SHALL be maintained by the OS across normal power cycles.

Note: There could be other exceptional cases like factory reset processes or unexpected power loss events where this requirement may not be fulfilled.

Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_009
	If an application has provided one or more App tokens to the OS, then the OS SHALL only allow this application to optionally use any one of those App tokens for any new network connection request.

Minimum Applicability: Modem-Centric Type 1 UE

	TS62_3.2.1_REQ_010
	If an application has used an App token for a new network connection request, then for the connection request, the OS SHALL pass the corresponding application information managed by the operator stored as per TS62_3.2.1_REQ_008 for the App token and the application to the modem as the application information corresponding to the “Application descriptor” TD component when requesting the modem for the new network connection.

Minimum Applicability: Modem-Centric Type 1 UE



[bookmark: _Toc109980880][bookmark: _Toc136608152][bookmark: _Toc227834931]5G modem requirements
	TS62_3.2.2_REQ_001
	The modem SHALL implement the URSP rule matching logic.
Minimum Applicability: Modem-Centric Type 1 UE, Modem-Centric Type 2 UE, Modem-Centric Type 3 UE.

	TS62_3.2.2_REQ_002
	The modem SHALL be able to receive URSP rules from the network as per the 3GPP specifications [3] and [4].
Minimum Applicability: Modem-Centric Type 1 UE, Modem-Centric Type 2 UE, Type 3UE

	TS62_3.2.2_REQ_003
	The modem SHALL be able to receive information corresponding to traffic descriptor components from the OS/MCU.
Minimum Applicability: Modem-Centric Type 1, Modem-Centric Type 2, Modem-Centric Type 3 UE


[bookmark: _Toc88214703][bookmark: _Toc109980881][bookmark: _Toc227834932] Security requirements
	TS62_3.2.3_REQ_001
	The OS SHALL ensure that an application requesting access to a traffic category is qualified to access it.
Minimum Applicability: Modem-Centric Type 1 UE

Note: The qualification rule and process are OS-specific and are outside the scope of this document.

	TS62_3.2.3_REQ_002
	The UE/OS SHOULD provide a means for the user to allow and disallow access, per application, to traffic categories other than the Internet and IMS traffic categories.
Minimum Applicability: Modem-Centric Type 1 UE

Note 1: The means by which the UE/OS provides the choice to the user is UE/OS-specific.
Note 2: The user control, if provided, shall not affect the availability of IMS based services and emergency calls.

	TS62_3.2.3_REQ_003
	When a URSP rule with "Application descriptors" TD component as defined in [2] is being evaluated for applicability, the OS SHALL ensure that the application information being matched against that TD component is associated with the application that requested the network connection.
Minimum Applicability: Modem-Centric Type 1 UE


[bookmark: _Toc109980883][bookmark: _Toc136608155][bookmark: _Toc466559343][bookmark: _Toc227834933]Requirements for OS-Centric UE
The requirements listed in this section are applicable to OS-Centric UEs that need specific requirements for OS and modem to realize network slicing.
[bookmark: _Toc109980885][bookmark: _Toc136608157][bookmark: _Toc227834934]5G OS requirements
	TS62_3.3.1_REQ_001
	In the API for requesting network connection, the OS SHALL allow applications to request access to any of the traffic categories supported by the OS and defined in GSMA PRD NG.141 [7].
Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.1_REQ_002
	The OS SHALL implement the URSP rule matching logic.
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE.

	TS62_3.3.1_REQ_003
	When evaluating a URSP rule to determine whether it matches an application, the OS SHALL infer, whenever possible, the application information corresponding to the Traffic Descriptor components of the URSP rule based on the connection request, if not provided by the application.
Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.1_REQ_004
	The URSP rule matching logic in the OS SHALL be able to receive URSP rules from the Modem.
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE

	TS62_3.3.1_REQ_005
	In the API for requesting network connection, the OS SHALL allow the application to optionally provide information corresponding to DNN, Connection Capabilities or Destination FQDN Traffic Descriptor component types specified in [4].
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE

Note: Details of how the application provides this information is OS-specific.


[bookmark: _Hlk220573249]
If the OS implements the App Token use case described in TS.43 [8] for URSP rule mapping purpose, then the following requirements apply:
	[bookmark: _Hlk220573317]TS62_3.3.1_REQ_006
	The OS SHALL implement an API to allow an application to provide an App token.

Minimum Applicability: OS-Centric Type 1 UE

Note: Details of how an application provides this information is up to the OS.

	TS62_3.3.1_REQ_007
	If an application provides an App token to the OS, then the OS SHALL obtain the application information managed by the operator for that App token as per [8].

Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.1_REQ_007.1
	As per [8], from the ECS point of view an App token can be used at most once, so the OS SHOULD NOT submit the same App token more than once to the ECS.

Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.1_REQ_008
	When the OS obtains the application information managed by the operator for that App token as per TS62_3.3.1_REQ_007, it SHALL store the mapping of this information to the application.

Minimum Applicability: OS-Centric Type 1 UE

Note: Stored information is not to be exposed to the applications.

	TS62_3.3.1_REQ_008.1
	The OS SHALL store the mappings per TS62_3.3.1_REQ_008 for at least the two latest App tokens (which are different) provided by the application.

Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.1_REQ_008.2
	The mapping of the information described in TS62_3.3.1_REQ_008 SHALL be maintained by the OS across normal power cycles.

Note: There could be other exceptional cases like factory reset processes or unexpected power loss events where this requirement may not be fulfilled.

Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.1_REQ_009
	If an application has provided one or more App tokens to the OS, then the OS SHALL only allow this application to optionally use any one of those App tokens for any new network connection request.

Minimum Applicability: OS-Centric Type 1 UE

	TS62_3.3.1_REQ_010
	If an application has used an App token for a new network connection request, then for the connection request, the application information that the OS matches against the “Application descriptor” TD component of any URSP rule SHALL be the application information managed by the operator stored as per TS62_3.3.1_REQ_008 for the App token and the application.

Minimum Applicability: OS-Centric Type 1 UE



[bookmark: _Toc109980886][bookmark: _Toc136608158][bookmark: _Toc227834935]5G modem requirements
	TS62_3.3.2_REQ_001
	The modem SHALL be able to receive URSP rules from the network as per the 3GPP specifications [3] and [4].
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE, Type 3 UE

	TS62_3.3.2_REQ_002
	The modem SHALL pass URSP rules received from the network to the OS.
Minimum Applicability: OS-Centric Type 1 UE, OS-Centric Type 2 UE



[bookmark: _Toc109980887][bookmark: _Toc136608159][bookmark: _Toc227834936]Security requirements
	TS62_3.3.3_REQ_001
	The OS SHALL ensure that an application requesting access to a traffic category is qualified to access it.
Minimum Applicability: OS-Centric Type 1 UE

Note: The qualification rule and process are OS-specific and is outside the scope of this document.

	TS62_3.3.3_REQ_002
	The UE/OS SHOULD provide a means for the user to allow and disallow access, per application, to traffic categories other than the Internet and IMS traffic categories.
Minimum Applicability: OS-Centric Type 1 UE

Note 1: The means by which the UE/OS provides the choice to the user is UE/OS-specific.
Note 2: The user control, if provided, shall not affect the availability of IMS based services and emergency calls.

	TS62_3.3.3_REQ_003
	When a URSP rule with "Application descriptors" TD component as defined in [2] is being evaluated for applicability, the OS SHALL ensure that the application information being matched against that TD component is associated with the application that requested the network connection.
Minimum Applicability: OS-Centric Type 1 UE


[bookmark: _Toc227834937]3.4	Requirements on data privacy and security
Entities involved in implementing or operating URSP should be aware that data items passed between systems can, in certain circumstances, qualify as personal data. Responsibility for the management of personal data and compliance with any necessary legislation lies with implementing and operating organisations, according to each organisation’s respective legal status with respect to the data processes. 
	TS62_3.4_REQ_001
	To the extent the processing of information in relation to configuring or operating URSP involves processing of personal data, such processing operations SHALL comply with applicable data protection laws or regulations.
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It is our intention to provide a quality product for your use. If you find any errors or omissions, please contact us with your comments. You may notify us at prd@gsma.com 
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