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1. [bookmark: _Toc235439779]Introduction
[bookmark: _Toc132909860][bookmark: _Toc235439780]Overview
The present document specifies W3C WebRTC1.0 [7] based IMS data channel Application Programming Interface (API) for DCMTSI client in terminal as defined in GSMA PRD NG.134 [3] with a specific binding to JavaScript implementation conforming to ECMAScript [13]. The API described in this document implements only the data channel connectivity layer.
It essentially adapts both RTCPeerConnection [7] and RTCDataChannel [7] for IMS use case and defines a new RTCPeerSignallingService interface to establish the signalling association with IMS network [22][3] for the data media session establishment. In adapting WebRTC1.0 to the IMS use case some IETF requirements that don't apply are relaxed and when possible, the document either provides the data dictionary values or the shim library definition that abstract out the aspects that are not relevant /needed by IMS or abstracts vendor differences.
The IMS data channel is an extension to IMS Multimedia Telephony Service (MMTel) defined in 3GPP TS 22.173 [19] and allows the transfer of arbitrary content between two data channel capable end points during ongoing and active session. In order to exchange content, it is sufficient that both end points comply to GSMA NG.134 [3] defined UNI and/or NNI protocol.
NOTE 1: 	Standalone IMS data channels, i.e. IMS data channels without accompanying audio/video media, are not supported by GSMA NG.134 [3] and the same applies to this document and API. This differs from W3C WebRTC [7] specification that supports the standalone data channels and in that case SDP description exchanged as part of initial Offer/Answer [33] will contain only the data media description but in IMS case SDP containing only the data media description in initial Offer/Answer is not allowed. This means that the createOffer method generating data media SDP offer blob should raise an exception unless GSMA IR.92 [4] or IR.94 [5] speech/video media had been established successfully prior to data media request. It also implies that new error /exception type will have to be handled. The same applies to the terminating end of IMS session. If the terminating side DCMTSI client in terminal receives Offer with the data media only then no Answer should be generated, and the session should be terminated. The invalid Offer should never be presented to the data channel application running on the terminating side. SIP 488 or 606 failure response might be used to reject the standalone data media offer by the terminating party DCMTSI client in terminal but 3GPP TS 26.114 [11] is void and does not describe how to handle this specification non-compliance scenario.
DCMTSI clients in terminal needs to conform to NG.134 [3] protocol specification and to this PRD, i.e.TS.66 API specification, to be called “DCMTSI native client”. All other devices should be referred as “data channel end points” and those might include entities that implement the protocol and their own proprietary API or no API at all as in case of IMS-AGW. 
In the remainer of this document the unqualified term “data channel” will denote IMS data channel specified by GSMA PRD NG.134 [3] unless qualification “WebRTC” or other will be applied to the term to denote the usage of another client and APN. 
The objective of this profile is to ensure the universal data channel application interoperability and portability across all mobile devices supporting the below described API.
[bookmark: _Toc132909861][bookmark: _Toc235439781]Scope
0.1.1 [bookmark: _Toc235439782]Features In Scope
This document provides data channel API specification and profiles W3C WebRTC [7] usage with GSMA PRD IR.92 [4], GSMA PRD IR.94 [5], GSMA PRD NG.114 [6], GSMA PRD NG.134 [3] media types and is limited to specify the minimal set of features for
1. Client-side API implementing IMS data channel connectivity layer for voice centric devices.
NOTE 1: 	Data centric UE, non-cellular devices, data channel end points and network side API are out of scope of this document.
2. Data channels over 3GPP access and using 3GPP QoS mechanisms. 
NOTE 2: 	Non-3GPP access including WiFi, fixed or CDMA is out of scope of this document. 
3. API compliant to User to Network Interface and Network to Network Interface specified in GSMA PRD NG.134 [3]
4. Data channel applications implemented in JavaScript [13] that might require to use UE functionalities implemented in other programming languages, e.g. Java [20] or WebAssembly [21]
5. WebRTC1.0 [7] API usage and its extensions to meet the IMS requirements specified in GSMA PRD NG.134 [3]
NOTE 3: 	GSMA PRD NG.134 [3] mandates the usage of DCMTSI client in terminal and this needs to be specified since WebRTC1.0 [7] leaves the signalling service undefined.
6. Interfaces to DCMTSI client in terminal or other UE components, e.g. dialler, as required for data channel application. Those procedures will be specified as ECMAScript [internal slots] and [internal procedures] 
NOTE 4: The treatment of interfaces to internal UE components will follow that of IETF RFC 8825 [18] local system support functions. Those are implementation specific and will not be specified. However, those internal interfaces need to meet API requirements as specified in this document.
7. Mandatory GSMA PRD NG.134 [3] specified SDP parameters that API needs to support and the method to create the final SDP when data channel API initiates the re-invite procedure.
8. Application data channel implemented with WebRTC1.0 [7] including the proper handling of stream IDs.
9. JavaScript security including consensus to execute JavaScript content in the context of Human Machine Interface (HMI), e.g. dialler.
The present version of this PRD is restricted to profiling related to NG-RAN option SA NR (i.e. option 2) as defined in 3GPP TS 23.501 [16] and LTE connected to EPC as defined in 3GPP TS 23.401 [17].
This profile is based on the open approved, and published 3GPP, GSMA, IETF and W3C specifications as listed in section 1.6. IMS features are based on 3GPP Release 16 unless stated otherwise. When GSMA documents are referenced, the 3GPP release reference is specified in those GSMA documents. API features are based on W3C WebRTC 1.0 [7] and IETF RFC 8829 [8].
In order to be fully compliant to IMS data channel Profile for data channel, the UEs SHALL be compliant with all normative statements in the main body of GSMA PRD NG.134 [3] and this PRD that is GSMA PRD TS.66.
0.1.2 [bookmark: _Toc235439783]Features Out of Scope.
The following features are out of scope of this PRD since 3GPP specifications do not specify those specific aspects or API does not apply in those cases.
· Bootstrap data channels system capability implemented by OEM’s and not accessible to data channel application code.
· Multiplexing of multiple applications on the same m=line since the functionality has not been specified by 3GPP.
· Consensus to send data to peer or to access UE capabilities since those are left to OEM discretion to implement.
[bookmark: _Toc130873211][bookmark: _Toc147271776][bookmark: _Toc235439784]WebRT W3C WebRTC 1.0 Compliance to 3GPP Requirements (Informative)
The following 3GPP requirements are not part of IETF JSEP [x4] baseline and might introduce compliance issues when implementations following W3C WebRTC API [7] recommendation are used on 3GPP compliant networks. 
· [bookmark: _Hlk164851341]3GPP Rel-19 Work Item FS_NG_RTC_Ph2 defines the multiplexing and demultiplexing requirements but does not specify the API surface level implementation, and it has not been resolved whether the mechanism would be mandatory or optional to implement. Therefore, the 3GPP Rel-19 requirement “Data channel API shall support UE multiplexing and demultiplexing” requires further analysis to determine whether IETF provisions for such multiplexing support once 3GPP Rel-19 completes its work.
· [bookmark: _Hlk164851581]3GPP Rel-19 Work Item FS_NG_RTC_Ph2 defines the multiplexing and demultiplexing requirements and requires establishing different SCTP associations between the peers. Each of those SCTP associations have different QoS characteristics. The 3GPP Rel-19 requirement “RTCPeerConnection shall be able to establish SCTP association with a specified QoS characteristics, between the peers” requires further analysis to determine whether IETF provisions for such per RTCPeerConnection SCTP association QoS support once 3GPP Rel-19 completes its work.
NOTE: 	It is assumed that each SCTP association which has different QoS characteristics would be created independently of others and would have its own dedicated RTCPeerConnection, as there are no requirements for single RTCPeerConnection to support multiple SCTP associations; each of those would have different QoS characteristics.
· Section 4.1 of GSMA PRD NG.134 [3] specifies that the b=AS SDP line is mandatory and IETF RFC 8829 [8] provides support for b=AS line. However, the data channel application will not know what value to set for b=AS line because the algorithm to calculate b=AS value is not specified by 3GPP. Neither does 3GPP specify the protocol to negotiate the b=AS value between the application and the network. Therefore, the requirement “Data channel application SHALL be able to set or negotiate the correct value of b=AS attribute” is not met. 
NOTE: 	It is possible to annotate the data channel application with the value of b=AS to be used but the mechanism to assign the value to the annotation is unknown.
· WebRTC1.0 [7] end points must implement functionalities described in IETF RFC 8829 [8] and that mandates the usage of full ICE [34] while ICE is optional for 3GPP Rel-16 TS 26.114 [6]. Therefore, to interwork 3GPP optional feature with the IETF mandatory feature, it is required that the network supports ICE Lite as provisioned in section 6.1.2 of GSMA PRD NG.134 [3]. The requirement “Data channel establishment shall not use ICE”, can not be met by WebRTC1.0 [7].
[bookmark: _Toc131423885][bookmark: _Toc235439785]Definitions
	Term 
	Description

	3GPP Media type
	The value of SDP IANA registered 3GPP protocol registry for <media> tag carried by SDP "m=" line defined in section 5.14 of IETF RFC 8866 [42].

	Attack Surface
	All possible ways, how a malicious actor can access a system resources, interrupt services and extract data

	Application Programming Interface
	Term defined in GSMA PRD NG.134 [3]

	Asynchronous data channel resources loading
	Non-blocking HTTP request/response cycle. The process allowing client to issue the request and proceed with its processing without waiting for the server response results.

	Bisimulation
	Formal relation between two systems in which every observable behaviour of one system can be matched by an equivalent observable behaviour in the other, preserving their external indistinguishability

	Browser-like container
	Component or environment that emulates the functionality of a web browser for rendering and interacting with web-based content within a non-browser context. This container enables the display of HTML, CSS, and JavaScript content, facilitating the presentation of web applications or resources while maintaining isolation from the surrounding environment. It encapsulates the rendering engine, layout, and scripting capabilities interaction with web-based elements in a self-contained manner within the host application. It might serve as the integration point between the native application code and web-based content.

	Call Screen
	Graphical user interface presented on a mobile device during an active phone call

	Certification Authority 
	X.509 defined term and designating an authority trusted by one or more entities to create and digitally sign public-key certificates

	DCMTSI native client
	UE conforming to GSMA PRD NG.134 and to GSMA PRD TS.66

	Data channel end point  
	Entity conforming to GSMA PRD NG.134 UNI or NNI specification but not to API specification

	Data channel run time
	Isolated, and portable software environment that encapsulates applications and their dependencies for consistent deployment and execution across different computing environments, i.e.  the set of components that allow the execution of data channel application

	Device Fingerprinting
	Information collected about remote peer for the purpose of its identification

	Denial of Service Attacks
	Flooding peers with packets, disrupting communication and overwhelming systems that impedes the legitimate data transmission and communications

	Dialler
	The mobile device human to machine interface function allowing users to enter telephone numbers in E.164 format, initiate call and initiates the data channel interactivity sequence

	DOMException
	Standardized way to represent and handle errors encountered during operations involving the DOM [x4] or WebRTC [x2] functionality. 

	DoS
	Denial of Service

	Event
	Standardized way to represent action or state change that occurs within the structure of an HTML document or context of WebRTC [x] real-time communication. The event can represent both the normal state change, e.g. opening data channels, as well as the abnormal state change, e.g. connectivity failure.

	Event Handler
	Properties on objects that represent function to be called when a specific event occurs. Only one function can be registered for a given event. Example: dataChannel.onmessage = (event) => {
 console.log('Message received:', event.data);};

	Event Listener
	Objects or interfaces that allow registering multiple event handlers for specific events on event targets with addEventListener() being commonly used to attach event listeners to event targets. Example: dataChannel.addEventListener('message', (event) => {
console.log('Message received:', event.data);});

	HTTP User Agent
	IETF RFC 2616 defined client which initiates HTTP request and in the context of this document it represents browsers.

	IANA media type
	Internet Assigned Numbers Authority (IANA) and specified in IETF's RFC 6838 [43] Multipurpose Internet Mail Extensions type indicating the nature and format of a document, file, or assortment of bytes.

	IMS Data Channel Interfaces
	Interfaces, other than the RTCPeerSignallingService Interface, required for implementing procedures defined in GSMA PRD NG.134 [3] and used by the data channel application to manage the associations and exchange the data with its peer. The interfaces are exposed as JavaScript objects generally specified in Web IDL (Interface Definition Language).

	IMS Data Channel Subprotocol
	Term defined in section 3 of IETF RFC 8864 [x4]

	IMS Signalling Services Interface
	Interface implementing procedures defined in GSMA PRD NG.134 [3] and used by the data channel application to establish a signalling association with its peer. The interface is accessed as JavaScript object specified in Web IDL (Interface Definition Language).

	IMS specific RTCDataChannel
	WebRTC1.0 [7] RTCDataChannel interface that is implemented in a manner that meets GSMA PRD NG.134 [3] requirements

	IMS specific RTCPeerConnection
	WebRTC1.0 [7] RTCPeerConnection interface that is implemented in a manner that meets GSMA PRD NG.134 [3] requirements

	IMS specific RTCSctpTransport
	WebRTC1.0 [7] RTCSctpTransport interface that is implemented in a manner that meets GSMA PRD NG.134 [3] requirements

	Interface
	When used in context of JavaScript it denotes WebIDL methods, constants, and attributes that a JavaScript objects are implementing as part of contract with its respective programming environment. 

	Internationalization
	Adaptation of data channel content to local, e.g. via ECMAScript Internationalisation, Unicode and BCP 47

	JavaScript injection
	Injecting malicious JavaScript/HTML into the application context.

	Macrotask
	Task as defined in section 8.1.7.1 of HTML [10] that is JavaScript code that yields control back to the event loop.

	Malware Facilitation
	Absence of proper security protocols when sharing files or other content between sender and receiver leading to malware dissemination, compromising the system security 

	Media components
	Stream of bytes generated and processed according to SDP media description and representing the end user experience. It is processed by DCTMSI client in terminal and might be added to the session as required. Multiple media components of the same media types might co-exist within a single session, e.g. multiple data channels

	Media extension
	Media component that uses application specific encoding and might go beyond 3GPP specified encoding, e.g. AV1 codec.

	Microtask
	JavaScript code run once all currently executing synchronous JavaScript has run to the completion without yielding control back to the event loop

	Markup language
	Language encoding that controls the document structure and formatting. GSMA PRD TS.66 only allows plain vanilla HTML as defined by Web Hypertext Application Technology Working Group (WHATWG).

	[bookmark: _Hlk169768350]MiniApp
	Mobile application format [23] for content distribution over Web. It is defined by a concrete file structure and the MiniApp package [24] is processed and executed by MiniApp user agents. It uses the ZIP-based packaging and distribution with HTTP Content-Type header in the request should set to ZIP MIME type i.e., application/zip.  

	Monitored Object
	Object whose properties are inspected by the application and exported through the Statistical Object, e.g. RTCPeerConnection. Each object defined in this PRD might be monitored object.

	Multi-Page Web Applications
	Web Application that requires page reloading for every single change of its markup or data. Web Server, i.e. network side performs most of the application logic for multi-page web applications.

	Native Application
	Application developed to operate directly within a specific computing environment, utilizing platform-specific programming languages, libraries, and APIs

	Personalization
	Adaptation of application content, functionality and interactions to the individual user’s profile, preference, behaviour or context to optimize relevance, usability and user experience

	Progressive Data Channel Application
	Data channel application that uses advanced JavaScript features and API that might include service workers, push notifications, and might have some degree of network independence through usage of cache, web storage and Indexed DB.

	Publisher
	Content provider, the company that serves HTML, CSS, and JavaScript

	Reflow
	The computational procedure performed by a browser to recalculate and reposition elements within the Document Object Model (DOM), e.g. resizing of browser window causing the layout to adapt to the new viewport width causes reflow. This ensures the proper spatial arrangement and maintains a coherent and visually accurate presentation of the web page.

	Repaint
	The rendering process in which a browser updates the visual presentation of elements on a web page without modifying their layout characteristics or structure, e.g. changing background colour of element. This involves applying changes to the appearance properties of elements, while retaining their original geometrical attribute

	Scripting language 
	Language used to implement the data channel application business logic including data transfer and the interactivity aspects. GSMA PRD TS.66 only allows plain vanilla JavaScript as defined in ECMAScript standard.

	Service Access Point
	Identifying label and address where one protocol stack layer can request a service from another protocol layer, e.g., where MAC layer accesses physical layer services. May be implemented as interfaces, function calls or message passing.

	Session Hijacking 
	Taking control of a user’s data channel or IMS session, e.g.  malicious actor modifies session descriptions and direct media elsewhere

	Session Termination
	Malicious actor request to stop a caller from communicating with someone else, e.g. insert CANCEL, send BYE

	Side Channel Security
	Inferring secret information by observing non-functional characteristics of a program, e.g. execution time or memory consumed

	Single-Page Web Applications
	Web Application that does not require page reloading during its use. It requests the markup and data independently of rendering, through asynchronous API. Web browser, i.e. client side performs most of the application logic for single -page web applications.

	Statistical Object
	Statistics presented to the application in the form of JavaScript object. Its values once populated stay unchanged.

	Statistical Report
	Result of statistical query, i.e. that is invocation of statistical interface on the Monitored Object

	Style language
	Language encoding the presentation style of HTML documents, e.g. colours, fonts. GSMA PRD TS.66 only allow plain vanilla CSS as defined by W3C.

	SuperApp
	Software platform that hosts and supports other applications (i.e., MiniApps), enabling their execution by using the platform’s resources. The runtime of a mini app is a WebView in the super app, not the underlying operating system. 

	Synchronous data channel resource loading
	Blocking HTTP request/response cycle. The process that requires the client issuing the request to wait for the server response prior to proceeding with any other processing.

	Trusted Computing Base
	Totality of protection mechanisms responsible for enforcing a security policy

	User Agent
	The client which initiates a request. It might be HTTP client or SIP client.

	Well-known APN
	An APN whose value has a defined specific string of characters


[bookmark: _Toc131423886]
[bookmark: _Toc235439786]Abbreviations
	Term 
	Description

	5G S-Module
	5G Superior Universal Module

	API
	Application Programming Interface

	APN
	Access Point Name

	AV1
	AOMedia Video 1 video coding format as specified in https://aomediacodec.github.io/av1-spec/av1-spec.pdf

	CSS
	Cascading Style Sheets

	DCMTSI-M
	DCMTSI Media Interface

	DCMTSI-S
	DCMTSI Signalling Interface

	DCS
	Data Channel Server

	ECMA
	European Computer Manufacturers Association

	HTML
	HyperText Markup Language

	HTTP
	Hypertext Transfer Protocol

	IMS
	IP Multimedia Subsystem

	IMS-AGW
	IMS Access Gateway

	MIME
	Multipurpose Internet Mail Extension

	MPA
	Multi-Page Web Applications

	NNI
	Network to Network Interface

	O/A
	Offer/Answer

	PRD
	Permanent Reference Document

	PWA
	Progressive Web Applications 

	QoS
	Quality of Service

	SAP
	Service Access Point

	SAP-M
	Service Access Point for Media Plane

	SAP-S
	Service Access Point for Signalling Plane

	SDP
	Session Description Protocol

	SPA
	Single-Page Web Applications 

	TCB
	Trusted Computing Base

	UE
	User Equipment

	UNI
	User to Network Interface represented by 3GPP defined Mb [15] and Gm [15] reference points

	V8
	Chromium JavaScript and WebAssembly Engine. Available through https://chromium.googlesource.com/v8/v8 

	WebAPI
	W3C defined collection of standardized programming interfaces, protocols, and tools that enable web applications to interact with various device features and services
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[bookmark: _Toc132909866][bookmark: _Toc235439788]Conventions
The key words “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, and “MAY in this document is to be interpreted as described in RFC 2119 [1] and clarified by RFC8174 [2], when, and only when, they appear in all capitals, as shown here.


[bookmark: _Toc235439789][bookmark: _Toc130873216]Data Channel Application Format and Design Specification
The data channel application and API resources, need to be named, packaged, and downloaded over the network using the HTTP [25] and HTML [10] based mechanisms, e.g. DCMTSI client in terminal should use HTTP Content-Type MIME value [28] for interpreting the content of a file.
	TS66_2_REQ_001
	The data channel application and its resources SHALL be named with extensions that correspond to the well-known MIME [28] [26] types. That is the files downloaded over the network should have extension “.html”, “.js” “.css”, “.png”, “.zip”, etc.

	TS66_2_REQ_002
	The entity serving data channel resources SHALL ensure that the Content-Type header [27] contains a proper MIME type [28]

	TS66_2_REQ_003
	The data channel API specified in this document SHALL be accessed and executed from files that were send by DCS with JavaScript MIME [28] type text/javascript or text/html.

	TS66_2_REQ_004
	When UE detects a mismatch between MIME type [28] and the extension then the strict MIME type checking error SHALL be raised as per HTML [10] processing model and in that case the data channel API execution SHALL not proceed.



NOTE 1: 	ECMAScript 6 introduced the support for modules and in case of modules are used then “.mjs” extension usage is encouraged as per V8 recommendation [12].
[bookmark: _Toc235439790]Single Page Data Channel Applications 
W3C WebRTC1.0 API specification supports different web application architectures, allowing to leverage data channel communication capabilities regardless of the chosen architectural approach e.g. Single-Page Web Applications (SPAs), Multi-Page Web Applications (MPAs), Progressive Web Applications (PWAs), and Mini-apps. That is possible because the browser provides the execution environment where the presentation layer, data processing, and network layers can be decoupled, e.g., fetch interface, if such decoupling is required and Document Object Model can be updated without the requirement for the full page reload.  The same objectives apply to data channel applications developed using API specified in GSMA PRD TS.66.
NOTE 1: 	While the data channel application architecture has no impact on the data channel API specified in this document, however the requirement to use IMS APN has an impact on the data channel application and the API capabilities it can use since the W3C WebAPI traffic might not reach IMS service as WebAPI’s are not aware of IMS APN. 
NOTE 2: 	JavaScript, client code executing on DCS, but served from remote web hosted IP address is not compatible with data channel applications since 3GPP TS 26.114 [11] does not support serving content from CDN (Content Delivery Networks) or 3rd parties’ external servers, e.g. jQuery library that can be included into application from jQuery.com; or from one of CDN networks. Therefore, 3rd party embedded widgets, e.g. Google Maps, analytics/metrics gathering scripts or Web Service API are not to be used until access to web hosted content is resolved by 3GPP.
	TS66_2.1_REQ_001
	The data channel application MAY use single-page web application architecture and use asynchronous data channel resources loading to update its content partially for a specific DOM tree node, e.g. data channel can carry XML/JSON partial content allowing JavaScript code to update HTML DOM structure and content.



NOTE 3: 	Neither the application architecture nor the usage of synchronous or asynchronous JavaScript techniques have any impact on UNI requirements.
[bookmark: _Toc235439791]Multi Page Data Channel Applications

	TS66_2.2_REQ_001
	The data channel application MAY use a multi page web application architecture and it’s synchronous data channel resources loading mechanism



[bookmark: _Toc235439792]Progressive Data Channel Applications

	TS66_2.3_REQ_001
	The UE SHOULD support access to functionalities required for the development of progressive data channel applications. 



NOTE: 	In the first revision of this document the WebWorkers are not allowed to access RTCPeerSignallingService Interface to generate signalling transactions. In general, the usage of background scripts needs to be further clarified from security and wider consensus perspective. It is to be resolved whether the background script without any user interactivity elements is an instance of data channel application.
[bookmark: _Toc235439793]MiniApp Data Channel Applications 
A MiniApp package is a compressed ZIP archive, containing data channel application resources (HTML page templates, CSS, JavaScript files, etc), which requires MiniApp user agent to decompress the archive and then pass the control to the SuperApp that uses its own run time component to render the content and execute JavaScript   including calls to data channel API.
NOTE 1: 	MiniApp user agent is outside the scope of this document. MiniApp interfaces, e.g., interface Global, are also outside the scope of this document.
NOTE 2:	GSMA NG.134 [3] defines the term root application and the root application might be delivered from DCS to DCMTSI client in terminal in any standard based format, e.g. ZIP or others. The initial application list packaged as MiniApp and downloaded from the DCS is the root application, the same way as the initial list packaged using different formats and delivered from the same DCS. The root application name is invariant to the format in which its content is delivered.
	TS66_2.4_REQ_001
	MiniApp format defined by W3C [24] SHOULD be used by DCS to send the bootstrap data channel content.

	TS66_2.4_REQ_002
	UE SHOULD accept the MiniApp packaging containing the root bootstrap application defined in GSMA NG.134 [3]. 

	TS66_2.4_REQ_003
	The subsequently selected data channel application SHOULD also use the MiniApp packaging.

	TS66_2.4_REQ_004
	When UE does not support MiniApp package the UE SHALL terminate the bootstrap data channel and release the data channel resources.


[bookmark: _Toc235439794]Data Channel Application Development Specification 
The data channel application accesses IMS data channel connectivity layer using the services of the Application Programming Interface specified in this document. 
	TS66_3_REQ_001
	The data channel application SHALL be developed in compliance to section 6.1.3 of NG.134 [3], that applies with respect to its markup, scripting, and style sheet language revision specifications.



NOTE: 	Although there is no 3GPP or GSMA imposed limit on the size of the data channel applications the network operator should consider the impact that the transfer of data channel applications might have on the ongoing mobile IMS session, on SCTP retransmissions and the data channel application availability. When the data channel application needs to wait for all resources to be loaded and available, e.g. using mechanism similar to load described in section 7.5.8 of HTML [10], then either the application size should be optimized for quick load, or the network should support the quick and reliable data channel resources transfer between Data Channel Server and DCMTSI client in terminal. 
[bookmark: _Toc130873229][bookmark: _Toc235439795]UE Architecture, Interfaces and Functional Requirements
[bookmark: _Toc130873230][bookmark: _Toc235439796]3GPP UE Architecture
Figure 5.1-1 of 3GPP TS 26.114 [11] defines the functional components of voice centric UE with the data channel capability, including a DCMTSI client in terminal using 3GPP access. 


Figure 4.1‑1: 3GPP TS 26.114 Functional components of a terminal including a DCMTSI client in terminal.

NOTE 1: 	The grey box marks the scope of 3GPP TS 26.114 [11] defined DCMTSI client in terminal.  The figure itself does not name any UE specific inter-functional interfaces. How the grey boxes and lines are realized is left unspecified and for OEM to decide. 3GPP functional UE definition is limited to UNI procedures and the protocol stack and while 3GPP TS 26.114 [11] supports ECMAScript [13] binding to JavaScript and constructs allowed thereof 3GPP text is limited to JavaScript engine, i.e., it does not specify JavaScript API providing access to the data channel connectivity layer. 3GPP Rel-16 defined DCMTSI client in terminal is essentially 3GPP compliant SIP User Agent with the additional support for IETF RFC 8831 [9] defined data channels. The user interface to DCMTSI, i.e. specification of component initiating or maintaining IMS session for a subscriber, is not part of 3GPP TS 26.114 [11] or any other 3GPP standards.  Neither is the operating system. GSMA PRD TS.66 only specifies architecture for 4G/5G eMBB devices. The tablets, mobile hotspot routers, outdoor and indoor CPE for 5G Fixed Wireless Access services or 5G S-Modules for industrial applications are out of scope of GSMA PRD TS.66.
The functionally complete data channel enhanced UE internal architecture is shown on Figure 4.1-2 with the grey boxes naming the data channel specific components and the lines between those boxes indicating the relevant inter-functional data channel interfaces.
[image: ]
Figure 4.1‑2: Application Data Channel UE internal architecture and interfaces
NOTE 2:	The bootstrap data channel is out of scope of GSMA PRD TS.66 since it is UE function implemented by OEM but not accessible to the developers. 
The data channel Application Programming Interface requires the services of two named UE internal interfaces: DCMTSI media plane (DCMTSI-M) interface and DCMTSI signalling plane (DCMTSI-S) interface. The former is used to send and receive the data media between peer data channel applications over Mb [15] interface and the latter is used by the data channel applications to establish the association with IMS network over Gm [15] interface to enable the data media transfer.
NOTE 3:	The DCMTSI-S and DCMTSI-M interfaces are UE internal interfaces following section 4.2.4 of GSMA PRD NG.134 [3] and the definition of those interfaces does not impact either UNI/NNI bits on the wire or API defined in this document. Neither DCMTSI-M nor DCMTSI-S require to be specified, it is left open for terminal suppliers how to implement those interfaces internally, as those represent local UE aspects described in section 9 of IETF RFC 8825 [18] and the exact algorithm does not require coordination. The only requirements that UE needs to satisfy with respects those interfaces is to have them authorized to access DCMTSI client in terminal in order to execute procedures defined in GSMA NG.134 [3]. The relevant Service Access Points (SAP-M, SAP-S) are subject to the UE internal implementation, e.g. Memory Mapped I/O, I/O ports, etc, and represent programmatic access to the 3GPP TS 26.114 [11] defined media plane and 3GPP TS 24.229 [22] signalling plane. This document defines new RTCPeerSignalingService interface that will use DCMTSI-S primitives, that is the atomic functionalities provided by DCMTSI client in terminal, to enable data channel signalling associations between the peers. DCMTSI-S will be only described to the extend required by the WebRTC1.0 API [7], i.e. SIP re-invite. The API for DCMTSI-M is W3C RTCDataChannel [7]. RTCDataChannel API might require using the services of both DCMTSI-M and DCMTSI-S, e.g. to close the data channel while RTCPeerSignalingService interface only uses DCMTSI-S interface. 
[bookmark: _Toc235439797]3GPP and GSMA Standard Compliance Requirement

	TS66_4.2_REQ_001
	DCMTSI client in terminal SHALL comply to GSMA PRD NG.134 [3]

	TS66_4.2_REQ_002
	The IMS Data Channel API SHOULD support media description attribute a=3gpp-qos-hint according to section 4.2.1 of NG.134 [3]

	TS66_4.2_REQ_003
	The IMS Data Channel API SHALL support"b=AS" attribute to describe the maximum bandwidth as specified in section 4.2.1 of GSMA PRD NG.134 [3].

	TS66_4.2_REQ_004
	DCMTSI client in terminal SHOULD support the application notification mechanism that the data media GBR bearer that was set up with SDP non-authoritative "a=3gpp-qos-hint" attribute was dropped by the network as described in section 4.2.5 of GSMA PRD NG.134 [3]. The IMS Data Channel API event MAY be raised allowing the data channel application to initiate RE-Invite with less demanding QoS values included in the 3gpp-qos-hint and/or bandwidth attributes or to terminate the application in case when the less demanding QoS does not meet the application requirements.

	TS66_4.2_REQ_005
	DCMTSI client in terminal MAY support the application notification mechanisms that the negotiated downlink QoS Maximum Bit Rate (MBR) value differs from the b=AS bandwidth modifier value in the sent SDP data media as described in section 4.3.3 of GSMA PRD NG.134 [3].

NOTE: It is still further analysed how the data channel application would use the related event and what action it could take.

	TS66_4.2_REQ_006
	The IMS Data Channel API SHALL support the generation and modification of all mandatory SDP parameters as specified in Table 4.2.1-1 of GSMA PRD NG.134 [3]



NOTE: 	3GPP does not specify data channel Application Programming Interface (API)
[bookmark: _Toc235439798][bookmark: _Toc130873231] Interface Requirements to Access MTSI/DCMSTI Client in Terminal 
The data channel applications rely on the services provided by DCMTSI client in terminal and accessed over DCMTSI-S and DCMTSI-M interfaces. The functionalities required by data channel applications are described in this section.
	TS66_4.3_REQ_001
	UE SHALL support DCMTSI-S internal interface, enabling SIP re-INVITE procedure as specified in section 6.2.10.2 of 3GPP TS 26.114 [11] i.e. signalling algorithm. The internal interface need not to be realized in any specific manner but only support the general functionalities described in this document. The data channel application initiates and controls the signalling and DCMTSI client in terminal executes the required procedures over the user to network interface.

	TS66_4.3_REQ_002
	UE SHALL support DCMTSI-M internal interface, enabling the data media transfer following section 6.5 of IETF RFC 8864 [29], i.e. the send/receive algorithm. Those internal interface need not to be realized in any specific manner but only support the general functionalities described in this document. The data channel application initiates the data transfer and DCMTSI client in terminal executes the required procedures over the user to network interface.

	TS66_4.3_REQ_003
	DCMTSI-S SHALL provide RTCPeerSignallingService interface with the capability to establish, maintain and terminate the associations between DCMTSI clients in terminal or between DCMTSI client in terminal and data channel capable end point following the procedures described in section 4.2.4 of GSMA PRD NG.134 [3]

	TS66_4.3_REQ_004
	DCMTSI-S SHALL provide RTCPeerSignalling interface with the capability to access and retrieve DCMTSI client in terminal supported SDP configurations for the data media session allowing the createOffer method to build SDP data media description with the attributes described in Table 4.2.1-1 of GSMA PRD NG.134 [3]. That is to create SDP blob as described in section 4.2.4 of WebRTC1.0 [7]

	TS66_4.3_REQ_005
	DCMTSI-S SHALL provide RTCPeerSignalling interface with [Internal Method] capability to transfer Offer/Answer SDP description created or set by the data channel application to its associated sending DCMTSI client in terminal, i.e. DCMTSI client in terminal collocated with the application on the same UE and initiating SDP transfer

	TS66_4.3_REQ_006
	DCMTSI-S SHALL support the mechanism allowing, upon the request of RTCPeerSignallingService interface, the transfer of GSMA PRD NG.134 [3] defined SDP data media over User to Network Interface (UNI) towards the peer DCMTSI client in terminal using the procedures described in TS 24.229 [22], i.e. requesting from DCMTSI client in terminal to send SDP to the other DCMTSI client in terminal.

	TS66_4.3_REQ_007
	DCMTSI-S SHALL support [Internal Method] allowing the transfer of Offer/Answer SDP data media description received over UNI from sending DCMTSI client in terminal to the receiving DCMTSI client in terminal associated data channel application. The Offer/Answer is received from DCMTSI client in terminal that sends data media SDP over UNI.  

	TS66_4.3_REQ_008
	RTCPeerSignallingService interface SHALL generate data channel specific signalling events using [Internal Method] and inform the application data channel about the asynchronous events that took place at DCMTSI client in terminal, e.g. new Offer/Answer, qos update, etc., The events generation is UE specific but might use DCMTSI-M interface.

	TS66_4.3_REQ_009
	DCMTSI-S SHALL enforce the QoS mechanisms allowing the transfer of data media with the specified QoS across UNI and DCMTSI-M interface including the support for optional SDP parameters including qos-hint. 
NOTE: That might require configuring DCMTSI client in terminal to support parameters specified in section 4.2.4 of GSMA PRD NG.134

	TS66_4.3_REQ_010
	DCMTSI-S or DCMTSI-M SHALL support opening and closing data channels following procedures described in IETF RFC 8864 [29] and upon invocation of RTCPeerSignallingService or RTCDataChannel interface primitives

	TS66_4.3_REQ_011
	DCMTSI-S SHOULD support providing access to the applicable DCMTSI signalling plane statistics, e.g. number of open data channels 

	TS66_4.3_REQ_012
	DCMTSI-M SHALL support RTCDataChannel interface, and the send method described in section 6.2.7 of WebRTC1.0 [7] and the send algorithm that allows the data media transfer between peer applications or between UE and data channel capable end point. 

	TS66_4.3_REQ_013
	DCMTSI-M SHALL support RTCDataChannel interface and generate the data channel specific media events informing the application data channel about the asynchronous media related events that took place at DCMTSI client in terminal, e.g. onmessage.

	TS66_4.3_REQ_014
	DCMTSI-M or DCMTSI-S SHALL provide access to DTLS/SCTP protocol stack machine state information, e.g. DTLS transport state / SCTP transport state, and generate the associated transition event to trigger onstatechange event handler logic. 

	TS66_4.3_REQ_015
	Data Channel capable UE SHALL provide the framework mechanisms to associate IMS data channel run time with DCMTSI client in terminal signalling and user planes.

	TS66_4.3_REQ_016
	Data Channel capable UE SHALL provide the framework mechanisms allowing to manage the interaction between the data channel application and GSMA PRD IR.92/IR.94 dialler component 

	TS66_4.3_REQ_017
	Data Channel capable UE SHALL support the reliable transport and routing mechanism allowing the data channel application transactions to be terminated on DCMTSI client in terminal with the required QoS performance

	TS66_4.3_REQ_018
	Data Channel capable UE SHALL secure the transport between the data channel application and DCMTSI client in terminal including encryption if required so no other applications can intercept or have access to data channel media or data media description.

	TS66_4.3_REQ_019
	Data Channel capable UE SHALL define the signalling access service point (SAP-S) and media access service point (SAP-M) for each of the interfaces that might terminate on the same or different functional component regardless of if those are software based or hardware based.

	TS66_4.3_REQ_020
	Data Channel capable UE SHALL run the required state machine that does not allow invocation of data channel services in a standalone mode. This requirement might be relaxed in the future.



NOTE:	The DCMTSI client in terminal might chose to provide access to entire SDP session description however the data channel application should not be allowed to modify speech or video media SDP descriptions. 

0.1.3 [bookmark: _Toc235439799]Thermal mitigation
The thermal mitigation, that is the behaviour of data channel applications, when the device overheats and the heat generated by computationally intensive tasks, e.g. AR rendering, sends UE into ‘Thermal Mitigation’ mode and interrupts the normal device functioning is an open issue. The use of high-frequency multi-core processors in the current devices causes several power and thermal issues and it is not known if data channel applications should receive events from UE Thermal Management software, e.g. Android Thermal HAL and register for callbacks to address the overheating issue. Addressing Thermal mitigation would require probably exposing additional interface. 
[bookmark: _Toc130873232][bookmark: _Toc235439800]Functional Component Support for Data Channel JavaScript API
The functional components of data channel capable UE described in Figure 5.1-2 rely on the specifications provided in this section.
	TS66_4.4_REQ_001
	Data Channel capable UE SHALL support JavaScript Application Programming Interface binding, e.g. RTCPeerConnection, RTCDataChannel, RTCSignallingService, to an IMS data channel connectivity layer compliant to GSMA PRD NG.134 [3] 

	TS66_4.4_REQ_002
	Data Channel capable UE SHALL support ECMAScript [13] complaint JavaScript Engine

	TS66_4.4_REQ_003
	Data Channel capable UE SHALL support HTML [10] specified event loop construct to handle the asynchronous events as defined in section 8.1.7 of HTML [10]  

	TS66_4.4_REQ_004
	Data Channel capable UE SHOULD support WebAPIs.

	TS66_4.4_REQ_005
	Data Channel capable UE SHOULD support GSMA PRD NG.134 [3] specified DCMTSI client in terminal 

	TS66_4.4_REQ_006
	Data Channel capable UE SHOULD support OS and UE specific libraries or interface adapter to access the services of DCMTSI client in terminal required to establish the application data channels according to procedures specified in section 4.2.4 of GSMA PRD NG.134 [3]. 

	TS66_4.4_REQ_007
	IMS data channel run time environment SHALL support a global variable namespace shared by all applications that execute in its context.



NOTE: 	OS specific interface adapter is realizing DCMTSI-S, DCMTSI-M internal interfaces and its implementation is UE specific following section 4.2.4 of GSMA PRD NG.134 [3] or following the definition of local aspects provided by IETF RFC 8825 [18].
[bookmark: _Toc130873233][bookmark: _Toc235439801]Data Channel Browser and “Dialler” Environments 
The World Wide Web Consortium (W3C) technical specifications and guidelines define the behaviour and the capabilities of web browsers referred for short the browser this document.
NOTE 1: 	The browser is a type of HTTP [25] user agents supporting HTML, CSS, JavaScript content rendering and classified according to criterions described in section 2.1.8 of HTML[10].The browser is responsible for visual interactive representation of multimedia documents including the repaint, e.g., requestAnimationFrame(), and reflow, e.g., appendChild(), computations that might be executed by the rendering engine and layout engine components. The User-Agent request header is a characteristic string defined in Section 10.1.5 of RFC 9110 [30] containing the information about the user agent originating the request. 
NOTE 2: 	The headless browser, or other non-browser entities capable of making HTTP requests, e.g. curl acting as HTTP user agent, except the browser-like container are out of scope of the current version of this document.
Outside the browser context, UE supports the functional component, defined in this document as the browser-like container that is bisimulationally equivalent with the browser and exhibits the same behaviour as observed from the perspective of an external observer. The browser-like container supports the rendering of HTML, CSS and JavaScript to the extent required by the UE, e.g. it might not support access of BOM objects. The native applications including the dialler might use the browser-like container to extend their functionalities to include the web content into its native logic, therefore creating hybrid application in the case of data channel integrating GSMA PRD IR.92 [4]/IR.94 [5] media with the data media and at the same time integrating their respective user interface constructs.
NOTE 3: 	The browser-like container is the component integrating the dialler user interface with the data channel user interface served from IMS network over well-known IMS APN/DNN as defined by GSMA PRD IR.88 [31]. 
NOTE 4: 	It is not known if the browser-like container acting as HTTP user agent should use well-known Internet APN/DNN or IMS APN/DNN or both.
	TS66_4.5_REQ_001
	UE SHALL support the hybrid IMS services that is the services that embed HTML/CSS/JavaScript content within SIP User Agent dialler component and execute the supported API’s.  The embedding needs to result in a coherent and cohesive user experience.

	TS66_4.5_REQ_002
	UE SHALL support simultaneous rendering of interactive JavaScript content and GSMA PRD IR.92 [4]/IR.94 [5] media types. That is concurrent streaming of RTP and data media to their assigned user interface components. e.g. GSMA PRD IR.92 [4] media to speaker and JavaScript content to the device screen.

	TS66_4.5_REQ_003
	UE SHALL support the browser-like container functionality supporting JavaScript and WebAPI’s, e.g. sensors API.

	TS66_4.5_REQ_004
	UE SHOULD support the dialler-initiated IMS session interactions with the data channel content, e.g. dialler-initiated IMS session termination need to invoke JavaScript API so the data channel application can initiate proper resources clean up, and the user interface repaint and reflow.

	TS66_4.5_REQ_005
	UE SHALL support during an active GSMA PRD IR.92 [4] /IR.94 [5] session the routing of data channel applications received over the bootstrap data channel to the browser-like container for rendering within the native dialler application. That is when the web content is delivered from IMS network to UE then it should be routed to the browser-like container associated with the dialler that initiated IMS session.



0.1.4 [bookmark: _Toc130873234][bookmark: _Toc132909887][bookmark: _Toc235439802]API and Objects Exposed Natively By Browser
The browser provides the run time environment for JavaScript code execution, e.g. variable scope, function stacks, and the host environment supporting WebAPI’s allowing access to browser specific features e.g. Document Object Model, Canvas, Web Audio, and access to external resources Geolocation, Fetch.
The browser also provides a browser specific, non-standardized, Browser Object Model (BOM) allowing JavaScript to access its objects and interacting with the browser.

NOTE:  	The browser-like container supports the JavaScript and WebAPI’s but might not support an access to BOM in the same manner as the browser.
	TS66_4.5.1_REQ_001
	The browser-like container SHOULD support the same WebAPI as the browser e.g. DOM, Web Storage, IndexedDB, Geolocation, Device Orientation, Web Animation, Web Workers. 

	TS66_4.5.1_REQ_002
	API used by the data channel applications SHALL use IMS APN and when IMS APN is not available then the fall back to Internet APN MAY be attempted.



0.1.5 [bookmark: _Toc130873236][bookmark: _Toc132909889][bookmark: _Toc235439803]API and Objects Exposed Natively by the Dialler
The dialler, that is the DCMTSI client in terminal human to machine user interface, is not standardized by 3GPP or any other organisation. It does not support the rendering of HTML, CSS, or JavaScript content in a fashion similar to the browser. 3GPP TS 26.114 [6] defined IMS Data Channel extends MTSI client in terminal with the browser-like container functionality providing the runtime environment for IMS Data Channel applications.

NOTE: 	There are no standard control and rendering elements from which the dialler user interface could be constructed or extended in a manner similar to HTML tree structure and DOM API. GSMA PRD IR.92 [4] /IR.94 [5] dialler is a monolithic component that supports only voice, video, and messaging interface constructs without any standardized API that would expose the dialler objects for manipulations.

	TS66_4.5.2_REQ_001
	The browser-like container SHOULD provide the reference to its global object that can be used to reference and interact with the data channel objects including the dialler when required, e.g. globalThis.
NOTE: An OS specific interface could be exposed to access such functionality but that is not recommended for compatibility reasons, e.g. WebRTC feature detection required to cast in order to detect OS type (navigator.webkitGetUserMedia || navigator.mozGetUserMedia).

	TS66_4.5.2_REQ_002
	UE or the browser-like container SHALL reject any attempt to render the data channel application when the dialler is not in active state and associated with an authenticated IMS session.


[bookmark: _Toc235439804]UE Functional Requirements
The first version of GSMA PRD TS.66 document applies to 4G and 5G eMBB smartphones equipped with the user interface capable of HTML/CSS/JavaScript content display.

	TS66_4.6_REQ_001
	UE SHALL be equipped with the large screen.  The screen is the primary user interface where the data channel content is displayed and where the client-side interactivity takes place often supported by the touch screen technology.

	TS66_4.6_REQ_002
	UE SHALL support HTML/CSS/JavaScript based interactive content execution and its presentation to the screen.



NOTE: 	Data channel applications that don't interact with the user are out of the scope of this document, e.g. running in the background without HTML/CSS/JavaScript.
[bookmark: _Toc130873237][bookmark: _Toc235439805]RTCPeerConnection Interface.
RTCPeerConnection [7] interface enables IMS data channel application to establish an association between peers, specifically to manage the data channel session. The RTCPeerConnection generated SDP [32] is send to the peer using RTCPeerSignallingService interface implementing 3GPP defined procedures [6][22] to execute Offer and Answer [33] protocol. 

[bookmark: _Toc130873238][bookmark: _Toc235439806][bookmark: _Toc327548005][bookmark: _Toc327548205]GSMA NG.134 Requirements

	TS66_5.1_REQ_001
	IMS data channel applications SHALL generate SDP [32] data channel media descriptions compliant to section 4.2.1 of GSMA PRD NG.134 [3].

	TS66_5.1_REQ_002
	Data media description SDP [32] fragment SHALL be modifiable to comply to GSMA PRD NG.134 [3] requirements. That is, it should be writable so the application can assign values to different SDP fields as required by GSMA NG.134 [3], e.g. stream ID 

	TS66_5.1_REQ_003
	UE supporting Full ICE [34] SHALL use host candidate address only as described in section 6.1.2 of GSMA PRD NG.134 [3].



NOTE: 	The re-invite sending is not part of RTCPeerConnection [7] requirements since while SDP is generated by RTCPeerConnection but the construction of SIP messages including SDP and its sending is part of signalling services primitives supported by RTCPeerSignallingService interface and implemented by DCMTSI client in terminal.
[bookmark: _Toc130873239][bookmark: _Toc235439807]RTCPeerConnection Configuration

	TS66_5.2_REQ_001
	IMS data channel applications SHALL not use RTCConfiguration [7] dictionary data type WebIDL [35] definition in section 6.2 of WebRTC1.0 [7]. That is the RTCPeerConnection is created without any configuration.



[bookmark: _Toc130873240][bookmark: _Toc235439808]RTCPeerConnection States

	TS66_5.3_REQ_001
	The state of data channel Offer and Answer [33] SHALL be represented by IMS specific RTCSignalingState data type implemented in compliance to RTCSignalingState [7] enum WebIDL [35] definition in section 4.3.1 of WebRTC1.0 [7].





[bookmark: _Toc130873241][bookmark: _Toc235439809]Session Description Model

	TS66_5.4_REQ_001
	RTCPeerConnection SHALL comply to requirement TS66_5.1_REQ_001

	TS66_5.4_REQ_002
	The SDP [32] JavaScript representation format SHALL be DOMString as defined in section 2.13.17 of WebIDL [35]

	TS66_5.4_REQ_003
	The type of Offer and Answer [33] SHALL be represented by IMS specific RTCSdpType data type implemented in compliance to RTCSdpType [7] enum WebIDL [35] definition in section 4.6.1 of WebRTC1.0 [7].



NOTE: 	While currently SDP [32] is presented to the data channel application as DOMString [35], in the future this requirement might be relaxed and JavaScript native format might be used, simplifying operations on data media descriptions. The new format would be only used on the interface between application and DCMTSI client in terminal.
[bookmark: _Toc235439810][bookmark: _Toc130873242]SDP Construction 
0.1.6 [bookmark: _Toc235439811]Data Media SDP Offer Construction

	TS66_5.5.1_REQ_001
	The RTCPeerConnection IMS specific createOffer()  method WebIDL [35] definition from section 4.4.2 of WebRTC1.0 [7] SHALL be used when creating data channel media description Offers [33]

	TS66_5.5.1_REQ_002
	IMS data channel application SHALL call createOffer() with no parameters passed as the input

	TS66_5.5.1_REQ_003
	The RTCPeerConnection IMS specific createOffer()  method SHALL generate initial or subsequent SDP Offer compliant to section 4.2.1 of GSMA PRD NG.134 [3] 

	TS66_5.5.1_REQ_004
	The RTCPeerConnection IMS specific createOffer()  method SHALL return SDP as RTCLocalSessionDescriptionInit data type compliant to RTCLocalSessionDescriptionInit specified in section 4.6.2 of WebRTC1.0 [7]

	TS66_5.5.1_REQ_005
	The RTCPeerConnection IMS specific createOffer()  method SHALL return data media SDP fragment Offer containing UE data channel capabilities. That is, if a specific data channel capability is supported by UE, e.g. qos-hint, then SDP Offer should contain the field reflecting this capability.



NOTE: 	The createOffer should not need to be changed if new capabilities are added and supported by UE, e.g. 3gpp-qos-hint.
0.1.7 [bookmark: _Toc235439812]Data Media SDP Answer Construction

	TS66_5.5.2_REQ_001
	The RTCPeerConnection IMS specific createAnswer()  method WebIDL [35] definition from section 4.4.2 of WebRTC1.0 [7] SHALL be used when creating data channel media descriptions Answer [33]

	TS66_5.5.2_REQ_002
	IMS data channel application SHALL call createAnswer() with no parameters as the input

	TS66_5.5.2_REQ_003
	The RTCPeerConnection IMS specific createAnswer()  method SHALL generate Answer [33] compliant to section 4.2.1 of GSMA PRD NG.134 [3]

	TS66_5.5.2_REQ_004
	The RTCPeerConnection IMS specific createAnswer()  method SHALL return SDP as RTCLocalSessionDescriptionInit data type compliant to RTCLocalSessionDescriptionInit specified in section section 4.6.2 of WebRTC1.0 [7]

	TS66_5.5.2_REQ_005
	The RTCPeerConnection IMS specific createAnswer()  method SHALL return data media SDP Answer following O/A protocol [33] and the UE supported capability. That is, the answerer UE data channel supported capabilities need to be included in the Answer computation.



NOTE: 	The createAnswer() should not need to be changed if new capabilities are added to UE, e.g. 3gpp-qos-hint.
0.1.8 [bookmark: _Toc235439813]Data Channel SDP Constraints and Specific Parameters Handling

	TS66_5.5.3_REQ_001
	SDP “b=”, "c=" ,"i=", "u=", "e=", "p=", "t=", "r=", "z=", and "k=" lines if presented to the application in the form of Offer or Answer [33] SHALL comply to GSMA PRD NG.114 [6] , GSMA NG.134 [3] and 3GPP TS 24.229 [22].  



NOTE: 	3GPP semantics applies to the data channel media and session description. TS66_5.5.3 _REQ_001 provision updates IETF RFC 8829 [8] treatment of “b=”, "c=" ,"i=", "u=", "e=", "p=", "t=", "r=", "z=", and "k="  m=lines to ensure the compliance to 3GPP in cases where the m=lines were used and not only checked for syntax .


0.1.8.1 [bookmark: _Toc130873243][bookmark: _Toc235439814]Mandatory Constrains and Parameters

	[bookmark: _Toc130873244]TS66_5.5.3.1_REQ_001
	The createOffer()  SHALL create SDP offer containing “b=AS” line specified in section 4.2.1 of GSMA PRD NG.134 [3] 

	TS66_5.5.3.1_REQ_002
	The data channel applications SHALL generate “b=AS” line according to section 4.3.3 of GSMA PRD NG.134 [3] 

	TS66_5.5.3.1_REQ_003
	The createAnswer()  SHALL create SDP answer containing “b=AS” line specified in section 4.2.1 of GSMA PRD NG.134 [3]

	TS66_5.5.3.1_REQ_004 
	The createOffer() SHALL create data channel SDP media fragment  containing dcmap attribute described in section 5.1 of IETF RFC 8864 [29] with ‘dcmap-stream-id’ parameter initiated with value 1000 or greater

	TS66_5.5.3.1_REQ_005 
	The createAnswer() SHALL create data channel SDP media fragment  containing dcmap attribute described in section 5.1 of IETF RFC 8864 [29] with ‘dcmap-stream-id’ parameter initiated with value 1000 or greater

	TS66_5.5.3.1_REQ_006 
	The createOffer() that complies to 3GPP Rel-18 SHALL create data channel SDP media fragment  containing "a=3gpp-req-app" attribute with a "req-app-id" parameter that is unique within the context of IMS session and uniquely identifies the data channel application.

	TS66_5.5.3.1_REQ_007 
	The createAnswer() that complies to 3GPP Rel-18 SHALL create data channel SDP media fragment  containing "a=3gpp-req-app" attribute with a "req-app-id" parameter that is unique within the context of IMS session and reflects the “req-app-id” received in the Offer.


0.1.8.2 [bookmark: _Toc130873245][bookmark: _Toc235439815]Optional Constrains and Parameters

	TS66_5.5.3.2_REQ_001
	The createOffer()  SHOULD create SDP offer containing a=3gpp-qos-hint specified in section 4.2.1 of GSMA PRD NG.134 [3] , if UE provides support for a=3gpp-qos-hint.



[bookmark: _Toc130873247][bookmark: _Toc235439816]RTCPeerConnection Interface

	TS66_5.6_REQ_001
	RTCPeerConnection [7] interface SHALL not require modification when new capabilities are added and supported by UE



0.1.9 [bookmark: _Toc130873248][bookmark: _Toc235439817][bookmark: _Toc437780036][bookmark: _Toc51656806][bookmark: _Toc74460304]Interface Definition 

interface RTCPeerConnection : EventTarget  {
  constructor();
  Promise<RTCSessionDescriptionInit> createOffer();
  Promise<RTCSessionDescriptionInit> createAnswer();
  Promise<undefined> setLocalDescription(optional RTCLocalSessionDescriptionInit description = {});
  readonly attribute RTCSessionDescription? localDescription;
  readonly attribute RTCSessionDescription? currentLocalDescription;
  readonly attribute RTCSessionDescription? pendingLocalDescription;
  Promise<undefined> setRemoteDescription(RTCSessionDescriptionInit description);
  readonly attribute RTCSessionDescription? remoteDescription;
  readonly attribute RTCSessionDescription? currentRemoteDescription;
  readonly attribute RTCSessionDescription? pendingRemoteDescription;
  readonly attribute RTCSignalingState signalingState;
  RTCConfiguration getConfiguration();
  undefined close();
  attribute EventHandler onnegotiationneeded;
  attribute EventHandler onsignalingstatechange;
0.1.10 [bookmark: _Toc235439818][bookmark: _Toc130873249]ICE Related Interfaces

	partial interface RTCPeerConnection {
  Promise<undefined> addIceCandidate(optional RTCIceCandidateInit candidate = {});
  readonly attribute RTCIceGatheringState iceGatheringState;
  readonly attribute RTCIceConnectionState iceConnectionState;
  readonly attribute RTCPeerConnectionState connectionState;
  readonly attribute boolean? canTrickleIceCandidates;
  undefined restartIce();
  attribute EventHandler onicecandidate;
  attribute EventHandler onicecandidateerror;
  attribute EventHandler oniceconnectionstatechange;
  attribute EventHandler onicegatheringstatechange;
  attribute EventHandler onconnectionstatechange;

	};

[bookmark: _Toc235439819]RTCPeerConnection Interface Operation 
Calling new RTCPeerConnection() creates an RTCPeerConnection object used to manage the session state machines and SDP negotiation for both the local and remote peers. An RTCPeerConnection object stores a signalling state, a connection state, ICE [34] gathering state, and an ICE [34] connection state. These are initialized when the object is created. It also holds the local and remote SDP descriptions that are generated during the Offer/Answer protocol execution.
NOTE: 	ICE gathering, ICE connection states and the ICE framework is retained from WebRTC1.0 [7] since 3GPP supports ICE but it is optional protocol. ICE protocol applies to the enterprise scenarios and the related procedures are described in Annex G of 3GPP TS 23.228 [15].
The requirements in this section apply to RTCPeerConnection that support GSMA NG.134 [3].
[bookmark: _Toc235439820]5.7.1 3GPP RTCPeerConnection Interface Operation Requirements

	TS66_5.7.1_REQ_001
	RTCPeerConnection compliant to GSMA PRD NG.134 [3] SHALL operate in a manner described in section 4.4.1 of WebRTC1.0 [7] with the following two exceptions
· Only ICE-lite [34] (in contrast to the normal full implementation) is used and needs to be supported by RTCPeerConnection, e.g. section 5.1 of IETF RFC 8445 [34] does not apply.
· Only “Data” media component defined in section 5.1 of 3GPP TS 26.114 [11] need to be supported by RTCPeerConnection operations procedures, i.e. speech and video and their media SDP descriptions handling is not in scope of GSMA PRD TS.66. Therefore, handling of GSMA PRD IR.92 [4] and GSMA PRD IR.94 [5] SDP descriptions is excluded from RTCPeerConnection interface operations algorithms 

	TS66_5.7.1_REQ_002
	RTCPeerConnection compliant to GSMA PRD NG.134 [3] SHALL NOT trigger any ICE related processes, e.g. gathering, restart, when its methods are invoked, e.g. setLocalDescription, setRemoteDescription.



The sections that follow detail the GSMA PRD NG.134 [3] compliant RTCPeerConnection interface operations.


[bookmark: _Toc235439821]5.7.2 Creating RTCPeerConnection 
RTCPeerConnection constructor should be called without any parameters, and neither ICE servers nor certificates should not be passed during the object creation time. 
	TS66_5.7.2 _REQ_001
	Once RTCPeerConnection object is created successfully the establishment of data channel peer to peer associations SHALL be possible, i.e.  the session state handling and SDP exchange can be initiated. 

	TS66_5.7.2 _REQ_002
	To create an RTCPeerConnection object, the following steps SHALL be run:
1. Set connection to be a newly created RTCPeerConnection object. 
2. Execute [internal slot] initiation 
3. Create required self-signed certificates
4. Return connection

NOTE: 	The certificates are assumed to be created by the system rather then passed into constructor.



[bookmark: _Toc235439822]5.7.3 Operations Chain 
	TS66_5.7.3 _REQ_001
	RTCPeerConnection SHALL implement algorithm from section 4.4.1.2 of WebRTC1.0 [7] to ensure that only one asynchronous operation executes concurrently



[bookmark: _Toc235439823]5.7.4 Connection State Update 
	TS66_5.7.4 _REQ_001
	RTCPeerConnection SHALL support the  RTCPeerConnectionState defined in section 4.3.3 of WebRTC1.0 [7] 

	TS66_5.7.4 _REQ_002
	RTCPeerConnection SHALL update the connection state when ICE-Lite state transition takes place following section 4.4.1.3 of WebRTC1.0 [7], i.e. use the algorithm but transitions are ICE-lite specific.



[bookmark: _Toc235439824]5.7.5 ICE State Update 
The ICE [34] protocol implementation of RTCPeerConnection is represented by an ICE agent compliant to IETF RFC 8445 [34] with its state machine transitioning through different gathering and connection states when firewall traversal is required, and full ICE is used.  GSMA NG.134 [3] does not require interactions with the ICE Agent since the firewall traversal is not required and only the host candidates are used without the need for gathering. 
NOTE: 	3GPP Rel-16 TS 26.114 [11] does not mandate the usage of STUN or TURN servers. However, since WebRTC1.0 [x1] client requires ICE the section 6.1.2 of GSMA PRD NG.134 [3] mandates usage of ICE-lite to support interoperability between WebRTC1.0 [7] user agent and 3GPP networks.
	TS66_5.7.5 _REQ_001
	RTCPeerConnection SHALL only use host candidate, i.e. no gathering of other candidates through STUN/TURN. 

NOTE: When “a=candidate” lines are present they match
corresponding “c=” and “m=” lines and when no “a=candidate” lines are present, the peer identifies peer host candidate by checking “c=” and “m=” lines received as part of Offer/Answer

	TS66_5.7.5 _REQ_002
	RTCPeerConnection SHALL indicate the availability of host candidate with event icecandidate.



[bookmark: _Toc235439825]5.7.4 Setting Session Description 
The setLocalDescription method instructs the RTCPeerConnection to apply the self-generated SDP Offer or Answer as its own description while the setRemoteDescription method instructs the RTCPeerConnection to apply the remotely supplied SDP as the description of remote peer.
	TS66_5.7.4 _REQ_001
	Calling setLocalDescription or setRemoteDescription SHALL not trigger ICE gathering process since only the host candidates are used

	TS66_5.7.4 _REQ_002
	To set the local description, the following steps SHALL be run:
1. Set description be the method's first argument.
2. Set connection be the RTCPeerConnection object 
3. Check description.type against current state of of RTCPeerConnection and content of description.sdp and follow the general steps  described in section 5.5 of IETF RFC 8829 [8]
4. If checks fail, then return error
5. Otherwise apply description.sdp to connection
6. Return the value set by local description


	TS66_5.7.4 _REQ_003
	To set the remote description, the following steps SHALL be run:
1. Set description be the method's first argument.
2. Set connection be the RTCPeerConnection object 
3. Check description.type against current state of of RTCPeerConnection and content of description.sdp and follow the general steps  described in section 5.6 of IETF RFC 8829 [8]
4. If checks fail, then return error
5. Otherwise apply description.sdp to connection
6. Return the value set by remoteDescription





[bookmark: _Toc130873250][bookmark: _Toc235439826]Session Negotiation Model

	TS66_5.8_REQ_001
	The data channel applications SHALL use Offer/Answer method [33] compliant to GSMA PRD NG.134 [3] to negotiate association between the peers.

	TS66_5.8_REQ_002
	The data channel applications SHALL use RTCPeerSignallingService defined in GSMA PRD TS.66 to send and receive Offer or/and Answer [33].


[bookmark: _Toc130873251][bookmark: _Toc235439827]SDP Manipulation Methods
NOTE: 	This requirement is for future study.
[bookmark: _Toc130873252][bookmark: _Toc235439828]Certificate Management/WebCrypto API
NOTE: 	This requirement is for future study.
[bookmark: _Toc130873253][bookmark: _Toc235439829]Identity Management
NOTE: 	This requirement is for future study.
[bookmark: _Toc130873254][bookmark: _Toc235439830]JavaScript Promise Use

	TS66_5.12_REQ_001
	The call back based methods are not part of the specification and SHALL not be used.


[bookmark: _Toc130873255][bookmark: _Toc235439831][bookmark: _Hlk166148616]Garbage Collection

	TS66_5.13_REQ_001
	IMS data channel specific RTCPeerConnection SHALL be garbage collected in compliance to section 4.4.4 of WebRTC1.0 [7].


[bookmark: _Toc235439832]RTCDataChannel Interface
The data channel applications use RTCPeerConnection [7] interface to create data channels and to establish the peer-to-peer data channel associations required for sending and receiving data between the data channel capable UE’s. And the data channel applications use RTCDataChannel [7] interface to transmit and receive the application data between the peers.
	TS66_6_REQ_001
	RTCDataChannel [7] interface SHALL not require modification when the support for new capabilities is added to UE, e.g. a=3gpp-qos-hint.


[bookmark: _Toc130873257]


[bookmark: _Toc235439833]GSMA NG.134 Requirements
 
	TS66_6.1_REQ_001
	The IMS Data Channel Interfaces SHALL support data channel send algorithm, i.e. algorithm using WebRTC data channels [9] to send data over UNI Mb [15] interface towards IMS-AGW following procedures described in section 4.2.4 of GSMA PRD NG.134 [3] and section 6.5 of IETF RFC 8864 [29]

	TS66_6.1_REQ_002
	The IMS Data Channel Interfaces SHALL support data channel receive algorithm, i.e. algorithm using WebRTC data channels [9] to receive data over UNI Mb [15] interface from IMS-AGW once the SCTP association is established following section 9.3 of IETF RFC 8861 [36]

	TS66_6.1_REQ_003
	The IMS Data Channel Interfaces SHALL support the establishment of data channel associations between two peers according to section 4.2.4 of GSMA PRD NG.134 [3]

	TS66_6.1_REQ_004
	The methods supported by JavaScript objects representing IMS Data Channel Interfaces SHALL support being called that is executed from within the data channel applications defined in section 6.1.3 of GSMA PRD NG.134 [3]



[bookmark: _Toc130873258][bookmark: _Toc235439834]RTCPeerConnection Interface Extension
The IMS data channels are established between the peers and their establishment requires objects representing and managing the signalling associations. The specific RTCPeerConnection extensions are used to configure the SIP user agent for data channel media usage and to control the data channel session setup, management, and teardown.

NOTE: 	3GPP Rel-16 TS 26.114 [11] only supports data channel media associated with the speech or video media therefore the association already exists between the UE’s and the implementation might just retrieve the existing IMS association. However, for other cases the association will have to be build, e.g. standalone mode, anew.
The data channel object can be created in different manners as described in sections 6.2.2 and 6.2.3 of WebRTC [7]. 
	TS66_6.2_REQ_001
	IMS data channel signalling associations between the peers SHALL be established and maintained using IMS specific RTCPeerConnection [7] instance compliant to WebIDL [35] data channel extension defined in section 6.1 of WebRTC1.0 [7]. That is the data channels require the support for the partial specification in section 6.1 [7] in addition to section 5 of GSMA PRD TS.66

	TS66_6.2_REQ_002
	The IMS Signalling Services Interface defined in section 7 of GSMA PRD TS.66 SHALL comply to section 4.2.4 of GSMA PRD NG.134 [3] and once the SDP re-negotiation succeeds, the transport layer DTLS/SCTP connectivity should be established and in “connected” state.

	TS66_6.2_REQ_003
	The annotation [Exposed=Window] SHALL NOT be used in the context of IMS data channel interface specification,  since the window object [37] is host specific and might not exist in other non-browser based execution environments. And in general, the native WebRTC1.0 interface names and IMS data channel extensions might cause the namespace conflict when applied to the same window instance.



NOTE: 	The data channel run-time environment may or may not support the window object depending on the implementation. While the browser-like container should support the window object that is not guaranteed. Therefore, the global this value, i.e. globalThis, might be more universal way to access IMS data channel interfaces.

[bookmark: _Toc130873259][bookmark: _Toc235439835]RTCSctpTransport Interface

	TS66_6.3_REQ_001
	IMS data channel DTLS/SCTP transport layer SHALL be represented by IMS specific RTCSctpTransport [7] instance compliant to WebIDL [35] RTCSctpTransport interface definition in section 6.1.1 of WebRTC1.0 [7].



[bookmark: _Toc130873260][bookmark: _Toc235439836]RTCDataChannel
The RTCDataChannel interface represents the component enabling the data transfer between the peers.
	TS66_6.4_REQ_001
	IMS data channel SHALL be represented by IMS specific RTCDataChannel instance compliant to RTCDataChannel [7] WebIDL [35] interface definition in section 6.2 of WebRTC1.0 [7].





0.1.11 [bookmark: _Toc130873261][bookmark: _Toc235439837]RTCDataChannel Configuration

	TS66_6.4.1_REQ_001
	When IMS data channel needs to be configured then the configuration SHALL be provided by an IMS specific RTCDataChannelInit instance compliant to RTCDataChannelInit [7] dictionary data type WebIDL [35] definition in section 6.2 of WebRTC1.0 [7].

	TS66_6.4.1_REQ_002
	IMS data channel subprotocols SHALL be supported through RTCDataChannelInit ‘protocol’ attribute


0.1.12 [bookmark: _Toc130873262][bookmark: _Toc235439838]RTCDataChannel States

	TS66_6.4.2_REQ_001
	The IMS data channel state SHALL be represented by IMS specific RTCDataChannelState data type implemented in compliance to RTCDataChannelState [7] enum WebIDL [35] definition in section 6.2 of WebRTC1.0 [7].


0.1.13 [bookmark: _Toc130873263][bookmark: _Toc235439839]Creating a Data Channel

	TS66_6.4.3_REQ_001
	The RTCPeerConnection IMS specific createDataChannel()  [7] method WebIDL [35] definition from section 6.1 of WebRTC1.0 [7] SHALL be used when creating IMS data channels 

	TS66_6.4.3_REQ_002
	IMS data channels SHALL be created using the createDataChannel algorithm specified in section 6.1 of WebRTC1.0 [7] and compliant to GSMA PRD NG.134 [3]



NOTE:	 	The createDataChannel algorithm does not involve signalling. It constructs the object that will be latter used to send and receive data GSMA PRD NG.134 [3]. It configures the environment as required.
0.1.14 [bookmark: _Toc130873264][bookmark: _Toc235439840]Announcing Data Channel as Open

	TS66_6.4.4_REQ_001
	Event interface WebIDL [35] definition from section 2.2 of DOM [37] SHALL be supported when announcing data channels

	TS66_6.4.4_REQ_002
	IMS data channels SHALL be announced as open using the algorithm described in section 6.2.2 of WebRTC1.0 [7] 





0.1.15 [bookmark: _Toc130873265][bookmark: _Toc235439841]Announcing Data Channel as Closed

	TS66_6.4.5_REQ_001
	The IMS data channel SHALL be closed using IMS specific RTCDataChannel [7] close() method WebIDL [35] definition in section 6.2 of WebRTC1.0 [7].

	TS66_6.4.5_REQ_002
	The IMS data channel close() method invoked on RTCDataChannel object SHALL execute the closing algorithm according to section 4.2.4 of GSMA PRD NG.134 [3]

	TS66_6.4.5_REQ_003
	The IMS data channel close() method invoked on IMS specific RTCDataChannel SHALL raise the closing event  specified in section 12 of WebRTC [7] prior to channel initiating the process of shutting down of its underlying data transport in accordance to section 4.2.4 of GSMA PRD NG.134 [3]

	TS66_6.4.5_REQ_004
	The IMS data channel close() method invoked on IMS specific RTCDataChannel SHALL raise the closed event when the underlying data transport have been closed in accordance to section 4.2.4 of GSMA PRD NG.134 [3]



0.1.16 [bookmark: _Toc235439842]Sending Message on a Data Channel

	TS66_6.4.6_REQ_001
	The IMS data channel SHALL use IMS specific RTCDataChannel [7] instance overloaded method send() [7] compliant to WebIDL [35] definition in section 6.2 of WebRTC1.0 [7] when transferring data to its peer end point.

	TS66_6.4.6_REQ_002
	The IMS data channel send [7] method SHALL support send algorithm described in section 4.2 of WebRTC1.0 [7]



0.1.17 [bookmark: _Toc235439843]Receiving Message on a Data Channel

	TS66_6.4.7_REQ_001
	The IMS data channel SHALL support onmessage Event handler as defined in section 6.2 of WebRTC1.0 [7].



0.1.18 [bookmark: _Toc130873267][bookmark: _Toc147271839][bookmark: _Toc235439844]Data Channel Error Handling

	TS66_6.4.8 _REQ_001
	The IMS data channel errors SHALL be raised using RTCError interface [7] instance compliant to interface WebIDL [35] RTCError interface definition in section 11.1 of WebRTC1.0 [7]. Section 9 of GSMA PRD TS.66 describes the mechanism and the usage of RTCErrorDetailType to designate the specific errors.



0.1.19 [bookmark: _Toc130873268][bookmark: _Toc147271840][bookmark: _Toc235439845]RTCDataChannelEvent

	TS66_6.4.9 _REQ_001
	The IMS data channel SHALL use RTCDataChannel [7] instance compliant to interface WebIDL [35] definition in section 6.3 of WebRTC1.0 [7] when announcing data channels.


0.1.20 [bookmark: _Toc130873269][bookmark: _Toc147271841][bookmark: _Toc235439846][bookmark: _Hlk166148670]Garbage Collection

	TS66_6.4.10 _REQ_001
	An RTCDataChannel object SHALL NOT be garbage collected when the conditions described in section 6.4 of WebRTC1.0 [7] apply.


[bookmark: _Toc235439847]RTCPeerSignallingService Interface
IMS Signalling Services Interface defined in this section and represented by a JavaScript object RTCPeerSignallingService interacts with DCMTSI client in terminal using GSMA PRD NG.134 [3] specified procedures to exchange the session descriptions information required for data channel(s) session establishment between the peers. The specific interface defined in this section accepts as the input SDP [32] and executes the send algorithm that transfers the SDP [32] over UNI or/and UNI/NNI to the remote peer, and the receive algorithm that delivers the thereof send SDP [32] to the receiving peer data channel application’s IMS Signalling Services Interface. 

NOTE 1: 	Section 3 of RFC8825 [18] allows for the use of arbitrary signalling protocol including SIP and example 12 in section 10.4 of WebRTC1.0 [7] illustrates the use of signalling channel, e.g. const signalling = new SignalingChannel();, to invoke the signalling procedures to exchange the SDP [32]  generated by the application. RTCPeerSignallingService defined in this section corresponds to SignalingChannel object defined in WebRTC1.0 0 [7] examples.
The DCMTSI client in terminal interface requirements for data channels are described in section 4 of GSMA PRD TS.66.  

NOTE 2: 	In general, it should be expected that the signalling procedures and session description are used transparently by the data channel application. That is the application does not need to know the details of signalling messages or understand the SDP [32] semantics except the sequence in which the different interface functions are invoked as dictated by the Offer/Answer [33].
The remainder of this section provides the definition of IMS Signalling Services Interface named RTCPeerSignallingService that adapts WebRTC1.0 [7] to GSMA PRD NG.134 [3] signalling requirements.

NOTE 3: 	It is expected that there will be a single instance of RTCPeerSignallingService object per a data channel application.

	TS66_7.0_REQ_001
	Implementations that use ECMAScript [13] to implement the IMS Signalling Services Interface defined in this specification SHALL implement them in a manner consistent with the ECMAScript Bindings defined in the Web IDL specification [35].



[bookmark: _Toc147271843][bookmark: _Toc235439848]GSMA PRD NG.134 Requirements 

	TS66_7.1_REQ_001
	The IMS Signalling Services Interface SHALL support transport of SDP [32] data channel media descriptions as described in section 4.2.1 of GSMA PRD NG.134 [3].

	TS66_7.1_REQ_002
	The IMS Signalling Services Interface SHALL support invoking SIP signalling procedures specified in GSMA PRD NG.134 [3].

	TS66_7.1_REQ_003
	The IMS Signalling Services Interface SHALL use Gm interface as specified in 3GPP TS 23.228 [15] for implementing the relevant UNI signalling procedures. 

	TS66_7.1_REQ_004
	The IMS Signalling Services Interface SHALL support the usage of IMS APN [31] to access to the network signalling service-providing entity, i.e. P-CSCF



NOTE: 	It is assumed that the capability discovery has no special requirements on data channel API and the discovered capabilities will be mapped automatically into SDP [32] update by the platform.  That is the addition of new capabilities will not require any changes to API definition and those will be made available transparently to the application.
[bookmark: _Toc147271844][bookmark: _Toc235439849]RTCPeerSignallingService Interface
No specification exists describing how IMS Signalling Services Interface operates or how RTCPeerSignallingService object should behave. Therefore, no references to other standards or recommendations are provided in this section.
NOTE: 	The algorithms defined in this section are described in the manner to be easy to follow, but their implementation is OEM specific. It is only required that the outcome of algorithm complies to GSMA PRD TS.66. 
[bookmark: _Toc147271845][bookmark: _Toc235439850]RTCPeerSignallingService Configuration
No mandatory configuration parameters are passed to RTCPeerSignallingService.

[bookmark: _Toc147271846][bookmark: _Toc235439851]RTCPeerSignallingService States
The send algorithm is stateless that is each service request issued to DCMTSI client in terminal and requesting SDP [32] transfer is independent of other request of the similar nature. The same applies to the receive algorithm. 

The stateless implementation is granted by 3GPP Rel-16 specification that requires the data media association with GSMA PRD IR.92 [4]/IR.94 [5] media types, therefore ensuring that DCMTSI client in terminal will be in a proper state to follow section 4.2.4 of GSMA PRD NG.134 [3], after receiving the root application over the bootstrap data channel, and renegotiation might be safely executed after the invocation of RTCPeerSignallingService send primitive.


NOTE: 	The stateless implementation has the side effect that the send algorithm may be theoretically invoked during the cleanup stage when the IMS session is being torn down since the application is not aware of the session state e.g. like in WebSockets readyState !== socket.OPEN. 
[bookmark: _Toc147271847][bookmark: _Toc235439852]RTCPeerSignallingService Interface Definition 

interface RTCPeerSignallingService: EventTarget {
constructor();
attribute EventHandler onmessage;
undefined send(RTCSessionDescription sdp);
};

[bookmark: _Toc235439853]RTCPeerSignallingService Interface Operation 
Calling new RTCPeerSignallingService constructor creates an RTCPeerSignallingService object authorized to access DCMTSI client in terminal by the proper means defined by OEM. An RTCSPeerSignallingService signaling state if it exists is [internal property] and might be initialized by OEM when object is created and updated as result of data channel application interactions with DCMTSI client in terminal, but it is not accessible to the data channel application. 

NOTE: 	The state of Offer/Answer [33] is represented by the state machine described in section 4.3.1 of WebRTC1.0 [7]. 
The send() method implementing the send algorithm and onmessage event implementing the receive algorithm involve interactions with DCMTSI client in terminal when sending and receiving signaling messages. 
[bookmark: _Toc147271849][bookmark: _Toc235439854]Creating RTCPeerSignallingService

	TS66_7.7_REQ_001
	Once RTCPeerSignallingService object is created successfully data channel application SHALL be able to execute the send algorithm

	TS66_7.7_REQ_002
	Once RTCPeerSignallingService object is created successfully data channel application SHALL be able to execute the receive algorithm

	TS66_7.7_REQ_003
	To create an RTCPeerSignallingService object, the following steps SHALL be run:
 
5. Set dcmtsi to be a newly created RTCSignallingService object. 
6. Execute [internal procedure] registration allowing the dcmtsi, i.e. instance of RTCSignallingService interface, to have access to DCMTSI client in terminal and its signalling services. If the procedure fails, then throw an InvalidAccessError
7. Return dcmtsi 



[bookmark: _Toc147271850][bookmark: _Toc235439855]Announcing RTCPeerSignallingService as Open
The [internal procedure] registration of RTCPeerSignallingService instance with DCMTSI client in terminal is not specified and it is left for OEM to decide how it is implemented. There will not be any announcement to the data channel application that the RTCPeerSignallingService object has entered the open state, e.g. like WebSockets OPEN.

	TS66_7.8_REQ_001
	The [internal procedure] registration of RTCPeerSignallingService object with DCMTSI client in terminal SHALL support requirements TS66_7.7_REQ_001, TS66_7.7 _REQ_002 and TS66_7.10 _REQ_001.



[bookmark: _Toc147271851][bookmark: _Toc235439856]Announcing RTCPeerSignallingService as Closed
There is no announcement that IMS Signalling Services Interface is no longer available to send or receive messages. How RTCPeerSignallingService object registration is established, maintained, and terminated is OEM [internal procedure] specific.

	TS66_7.9_REQ_001
	When RTCPeerSignallingService is no longer able to provide services then it SHALL support requirement TS66_7.10_REQ_001



[bookmark: _Toc235439857]RTCPeerSignallingService Error on Registration or Maintaining Registration  
In some cases, other than linked to authorization DCMTSI client in terminal may be unable to create or maintain an RTCPeerSignallingService's signalling registration, i.e. unable to provide signalling service. For example, DCMTSI client in terminal might be in the error state or UE might enter the thermal mitigation.
 
	TS66_7.10_REQ_001
	Error event SHALL be fired using RTCErrorEvent interface in all cases when RTCPeerSignaling object registration fails, i.e. creating new registration or maintaining existing registration

	TS66_7.10_REQ_002
	When the DCMTSI client in terminal determines that an RTCPeerSignallingService signalling registration cannot be created or maintained, the DCMTSI client in terminal SHALL run the following steps: 

1. Let dcmtsi be the RTCPeerSignallingService object for which the DCMTSI client in terminal can’t maintain or create the signalling services registration.
2. Fire an event named error using the RTCErrorEvent interface with the errorDetail attribute set to "signaling-failure" at dcmtsi. 



NOTE: 	The registration retries, or recovery is outside the scope of this specification, and it is left for OEM to decide how to address those exceptions. 
[bookmark: _Toc147271852][bookmark: _Toc235439858]Receiving Signalling Message - RTCPeerSignallingService Receive Algorithm
Executes the onmessage receive algorithm. 
	TS66_7.11_REQ_001
	RTCPeerSignallingService object receive algorithm SHALL transfer data media SDP received over UNI to the data channel application using IMS specific MessageEvent interface specified in section 9.1 of HTML [10] with data attribute initialized to the data media fragment

	TS66_7.11_REQ_002
	RTCPeerSignallingService interface receive algorithm MAY transfer SDP received over UNI to the data channel application as MessageEvent [10] object with data attribute initialized to the full IMS session description, i.e. contains not only the data media fragment

	TS66_7.11_REQ_003
	When DCMTSI client in terminal receives IMS message over UNI following the procedures described in GSMA PRD NG.134 [3], the DCMTSI client in terminal SHALL queue a task to run the following steps: 
1. Let dcmtsi be the RTCPeerSignallingService object for which the DCMTSI client in terminal has received a message, i.e., multiple concurrent receivers might exist. 
2. Generate an SDP offer with SDP encoded as DOMString [35], containing attributes described in section 4.2.1 of GSMA PRD NG.134 [3]
3. Fire an event using MessageEvent interface [10] with the data attribute initialized to the data media received over UNI



[bookmark: _Toc235439859][bookmark: _Toc147271853]Sending Signalling Message – RTCPeerSignallingService Send Algorithm
Executes the send algorithm, the procedure transferring the data media specified in section 4.2.1 of GSMA PRD NG.134 [3] to the remote peer in order to establish the peer to peer signaling association. 
	TS66_7.12_REQ_001
	RTCPeerSignallingService object send algorithm SHALL transfer data media RTCSessionDescription object received from the data channel application over UNI according to rules specified in 3GPP TS 24.229 [22]. 

	TS66_7.12_REQ_002
	When required then the data media fragment provided by RTCSessionDescription object SHALL be appended to GSMA PRD IR.92 [4], GSMA PRD IR.94 [5] , NG.114 [6] fragment in a manner compliant with SDP defined in NG.134 [3].

	TS66_7.12_REQ_003
	The send() method accepts SDP description as RTCSessionDescription object. When the method is called, DCMSTI client in terminal SHALL run the following steps: 
1. Let dcmtsi be the RTCPeerSignallingService object with active association with its peer. 
2. Let SDP be an object holding only the data media description or the entire IMS session description (including the data media) 
3. Queue SDP for transmission using DCMTSI client in terminal 3GPP TS 26.114 [11] specified signaling transport. If queuing SDP is not possible, throw an OperationError with “signaling-transfer-failure” error code.



[bookmark: _Toc235439860]Closing Signalling Service
There is no close method on the RTCPeerSignallingService. 
[bookmark: _Toc235439861]Signalling Service Error Handling
 
	TS66_7.14_REQ_001
	The errors occurring during RTCPeerSignalingService operation SHALL be raised using RTCError interface [7] instance compliant to interface WebIDL [35] RTCError interface definition in section 11.1 of WebRTC1.0 [7].

	TS66_7.14_REQ_002
	The signalling service specific error SHOULD use specific error detail codes specified in section 9.4 of GSMA PRD TS.66



[bookmark: _Toc147271854][bookmark: _Toc235439862]Garbage Collection
	TS66_7.15 _REQ_001
	An RTCPeerSignallingService  object SHALL NOT be garbage collected until it is registered with DCMTSI client in terminal and can receive signalling messages.



NOTE: 	The data channel application should have a strong reference to RTCPeerSignallingService  object that is the object will not garbage collected until it is referenced.
[bookmark: _Toc130873283][bookmark: _Toc235439863]Data Channel Statistics Model
[bookmark: _Toc130873284]The data channel packets might be subject to loss therefore the application may require statistical information to adapt its logic to the network conditions. Network statistics are available through the statistical objects returned by the statistical interface. The requirements in this section apply only to UE that support IMS data channel statistics.
NOTE 1: 	There are no specific and mandatory GSMA PRD NG.134 [3] requirements to support data channel statistics.
	TS66_8 _REQ_001 
	The IMS data channel interfaces SHOULD support capturing and access to data channel specific statistics

	TS66_8_REQ_002
	The implementation of data channel statistics SHALL include "peer-connection","data-channel","transport" stats types as described in section 7.1 of WebRTC statistics model [38] that is support RTCPeerConnectionStats, RTCDataChannelStats and RTCTransportStats with the fields as defined in sections 8.15,8.16,8.17 of WebRTC statistics model [38] .

	TS66_8_REQ_003
	IMS data channel application SHALL be prepared to handle statistics of unknown type or undocumented statistics



NOTE 2: 	TS66_8_REQ_003 provisions for Statistical Object extension.
[bookmark: _Toc235439864]RTCStatsReport 
The RTCStats dictionary is the root of all statistical objects, and its extension represents a single type of statistical object exposed through statistics reports with each field in the statistical object providing the information about the performance or status of a specific aspect of the monitored object.
	TS66_8.1_REQ_001
	IMS data channel statistics objects SHALL be represented and constructed by extending RTCStats dictionary [7] compliant to WebIDL [35] RTCStats dictionary definition in section 8.4 of WebRTC1.0 [7].


[bookmark: _Toc130873285][bookmark: _Toc235439865]RTCStatsType
The type of member of Statistical Object, indicates the statistics-type stored by the object.
	TS66_8.2_REQ_001 
	IMS data channel statistics SHALL be identified using  IMS specific enum RTCStatsType [7] compliant to WebIDL [35] RTCStatsType definition in section 7 of WebRTC statistics model [38]

	TS66_8.2_REQ_002
	The implementation of IMS data channel statistics SHALL support "peer-connection", "data-channel", and "transport” as defined in section 7.1 of WebRTC statistics model [38]. 
NOTE: GSMA PRD TS.66 only mandates the subset of RTCStatsType.



RTCPeerConnectionStats
A statistics query might result in a Statistical Report containing collection of zero or more statistical objects each identified by its statistics-type allowing the proper parsing and access to the report’s individual fields by the application. 
	TS66_8.3_REQ_001
	IMS data channel statistics SHALL be delivered by IMS specific RTCStatsReport [7] instance compliant to WebIDL [35] RTCStatsReport interface definition in section 8.3 of WebRTC1.0 [7].



[bookmark: _Toc130873287][bookmark: _Toc235439867]RTCStatsReport
The statistical interface provides the access to the data channel statistics in real-time. It returns RTCStatsReport containing the collection of RTCStats statistics dictionaries computed by the statistics algorithm. 
NOTE: When an application needs to collect statistics regularly, the statistical interface might be called using the timer primitives, e.g. setTimeout() or setInterval().
	TS66_8.4_REQ_001
	IMS data channel statistics SHALL be accessed using IMS specific RTCPeerConnection [7] instance compliant to WebIDL [35] data channel extension defined in section 8.2 of WebRTC1.0 [7]. The data channels require the support for the partial specification in section 8.2 [7] in addition to section 5 of GSMA PRD TS.66

	TS66_8.4_REQ_002
	The RTCPeerConnection IMS specific getStats ()  method WebIDL [35] definition from section 8.2 of WebRTC1.0 [7] SHALL be used when collecting data channel media statistics

	TS66_8.4_REQ_003
	When getStats() method is used then it SHALL be used with null parameters. The definition “partial interface RTCPeerConnection {Promise<RTCStatsReport> getStats();};” from section 8.2 of WebRTC1.0 [7] applies.



NOTE: 	Statistics algorithm is out of scope.
[bookmark: _Toc130873288][bookmark: _Toc235439868]Error Handling API
The data channel error handling uses the DOMException [35] and Event [37] interfaces to represent the abnormal conditions that might arise during the data channel application life cycle, e.g. lost connection. The error handling interfaces provide a standardized mechanism across the presentation and communication layer, including the re-use of error codes, to address all data channel abnormal conditions, regardless of whether those are network, run-time or programmer or HTML generated.
[bookmark: _Toc130873289][bookmark: _Toc235439869]Error Handling
[bookmark: _Toc130873290]The objects described in this section provide the support for handling of synchronous and asynchronous errors that might happen during the execution of data channel logic. The former type typically involves the detection of erroneous condition during the method invocation, throwing an exception that is handled in the associated code block. The latter, involves handling asynchronous errors that will arrive as events in the future, and will be handled by associated event handler or event listener.
[bookmark: _Toc235439870][bookmark: _Toc130873292]GSMA PRD NG.134 Requirements

	TS66_9.2 _REQ_001
	The IMS data channel error handling interface SHALL support raising exceptions as described in section 4.2.5 of GSMA PRD NG.134 [3] through the throw mechanisms described in section 5.2.3.2 of ECMAScript [13].

	TS66_9.2_REQ_002
	The IMS data channel error handling interface SHALL support raising asynchronous error events, e.g. SCTP association failure, informing the data channel application of the failure and its nature.

	TS66_9.2_REQ_003
	The IMS data channel error handling interface SHALL support resolving asynchronously raised error events, e.g. SCTP association failure, and the triggering of associated event handling code.



[bookmark: _Toc235439871]RTCError Interface
The RTCError interface represents errors encountered during the data channel operations and might be thrown programmatically when an error is encountered during the execution of the-related operation. It provides information about the type and cause of errors, aiding developers in diagnosing and addressing issues related to peer connection establishment, and data channel communication.
	TS66_9.3_REQ_001
	When data channel operation or application throws error, i.e. section 5.2.3.2 of ECMAScript [13], then the errors SHALL be represented by IMS specific RTCError interface [7] compliant to WebIDL [35] RTCError interface definition in section 11.1 of WebRTC1.0 [7].



[bookmark: _Toc235439872]RTCErrorDetailType
The RTCErrorDetailType defined in section 11.2 of WebRTC1.0 [27] enumerates the data channel specific error categories that may occur during the data channel operations. These details provide the context about the nature of the error that might be used to address the underlying condition and recover.
	TS66_9.4_REQ_001
	RTCErrorDetailType SHALL assume one of the values. 
· "data-channel-failure"
· "dtls-failure"
· "fingerprint-failure"
· "sctp-failure"
· "sdp-syntax-error"

	TS66_9.4_REQ_002
	The data channel error types SHALL be represented by IMS specific RTCErrorDetailType data type implemented in compliance to RTCErrorDetailType [x2] enum WebIDL [35] definition in section 11.2 of WebRTC1.0 [27].

	TS66_9.4_REQ_003
	When the signaling operation fails the RTCPeerSignallingService SHALL raise error with one of the following error detail codes 
· “signaling-service-not-available”
· “signaling-access-not-granted”
· “sdp-rejected”
· “sdp-syntax-error”
· “signaling-transfer-failure”.
The error code is accessed using the errorDetail attribute of RTCError specified in section 9.4 of GSMA PRD TS.66, i.e. the attribute can be used to retrieve the generated error code or to set specific error code prior to generating error.





[bookmark: _Toc235439873]RTCErrorEvent Interface 

	TS66_9.5_REQ_001
	The data channel asynchronous errors SHALL be represented by IMS specific RTCErrorEvent implemented in compliance to RTCErrorEvent [x2] WebIDL [x3] definition in section 11.3 of WebRTC1.0 [7].


[bookmark: _Toc130873299][bookmark: _Toc235439874]Data Channel Application Multi-Language Support.
[bookmark: _Toc130873300]A data channel application is capable of executing or interacting with components written in multiple programming languages. It can encompass various forms, such as:
1. Mixed-Language Codebases: Applications where different modules are written in different programming languages, for reasons such as performance optimization, leveraging existing libraries, or compatibility with specific platforms, e.g., use of WebAssembly [21] by JavaScript to improve performance.
2. Interoperable Components: Applications that integrate components or services written in different programming languages, allowing them to communicate.
3. Multi-Language Runtimes: Applications that utilize runtime environments or frameworks supporting multiple programming languages, enabling developers to write code in the language best suited for a specific requirement.
NOTE:  	The specific use cases are needed prior to further developing this section. Unless such use cases will be defined the data channel polyglot applications will be left as a topic for future releases of GSMA PRD TS.66.
[bookmark: _Toc130873303][bookmark: _Toc235439875]Security and Privacy
[bookmark: _Toc235439876]JavaScript Security
The data channel applications might enlarge the attack surface when IMS data channel API would be used maliciously against the telecommunication resources, users or against other applications. 
	TS66_11.1_REQ_001
	UE browser-like container for IMS Data Channel SHALL support Trusted Computing Base [44] and controls protecting user against the telecommunications specific attacks originated from JavaScript, e.g. Denial of Service Attacks, Session Hijacking, Session Termination and others.

	TS66_11.1_REQ_002
	UE browser-like container for IMS Data Channel SHALL support Trusted Computing Base [44] and controls protecting user against general attacks originated from JavaScript, e.g. JavaScript injection

	TS66_11.1_REQ_003
	UE browser-like container for IMS Data Channel SHALL support Trusted Computing Base [44] and controls protecting user against general applications originated attacks e.g. Malware Facilitation

	TS66_11.1_REQ_004
	IMS Data Channel browser-like container SHOULD protect user against malicious content targeting user privacy

	TS66_11.1_REQ_005
	IMS Data Channel browser-like container SHALL require consent for actions that might be the threat to the user privacy



NOTE: 	There are no new JavaScript attack surfaces that result from the usage of JavaScript language itself as the data channel applications and generic web applications will be run within the same Trusted Computing Base, e.g. processor, JavaScript Engine and WebAPI context. The new attack surface is mostly telecommunications plane specific, i.e. attacks linked to session handling, redirection, and confidentiality.
[bookmark: _Toc235439877]Encryption

	TS66_11.2_REQ_001
	IMS data channel application traffic SHALL be encrypted as described in section 1 of RFC 8831 [9]



NOTE: 	Disabling encryption, i.e. null encryption, is not supported and IMS data channel API does not support disabling encryption.
[bookmark: _Toc130873305][bookmark: _Toc150015886][bookmark: _Toc235439878]Certificates

	TS66_11.3_REQ_001
	Data channel application SHALL be able to obtain and use authentication certificates required for DTLS handshake, e.g. from certificate store, hardware module, etc.

	TS66_11.3_REQ_002
	When the data channel run time fails to access certificate store or other means of generating or accessing certificate fail, e.g. hardware generated and stored certificates, then the data channel application SHALL generate X.509 [39] certificate.
NOTE:         It is expected in general that the certificate generation will be transparent to the application and no application involvement is required.

	TS66_11.3_REQ_003
	When needed IMS data channel self-signed certificates SHALL be generated using IMS specific RTCPeerConnection [7] instance compliant to WebIDL [35] certificate generation extension defined in section 4.9 of WebRTC1.0 [7], i.e. the certificates require the support for the partial specification in section 4 [7] 



NOTE: 	The certificates signed by well-known root Certification Authority (CA) are preferred for data channels associated with voice or video, i.e. not standalone, the self-signed certificates can be trusted based on the premise that there is previously established and validated relationship, and this is not man-in-the-middle attack. The "certificate fingerprint" is the mechanism for protecting data channels.
[bookmark: _Toc130873306][bookmark: _Toc150015887][bookmark: _Toc235439879]IMS Fingerprints
	TS66_11.4_REQ_001
	Data channel SDP fragment SHALL contain mandatory a=fingerprint as defined in Table 4.2.1-1 of GSMA PRD NG.134 [3]. The fingerprint defined in IETF RFC 4572 [41] is used to bind the signalling and the media plane and prevent man-in-the-middle attacks.



[bookmark: _Toc130873307][bookmark: _Toc150015888][bookmark: _Toc235439880]Consensus
Consent and consent refresh to mitigate DoS attacks as defined by IETF RFC 7675 [x5]) is out of scope of GSMA PRD NG.134 [x1] and out of scope of this document.

NOTE: 	There are no 3GPP requirements specifying whether the consent refresh violation should raise an event to the application about the unauthorized traffic.
[bookmark: _Toc130873308][bookmark: _Toc150015889][bookmark: _Toc235439881]Side Channel Security for Data Channels

	TS66_11.6_REQ_001
	UE SHALL support protecting the software, e.g. JavaScript Engine, WebAPI, Data Channel Applications, etc, and hardware components against the side channel attacks , e.g. using Trusted Computing Base 



NOTE: 	There is no specific side channel security requirements originating from the usage of data channels. It is not known if data channel applications or data channel API allows to infer information about other applications or conversely other applications can infer information about data channel, e.g. security algorithms, through usage of timers, sensors, energy consumption typically employed to construct the side channel attack.
[bookmark: _Toc130873309][bookmark: _Toc150015890][bookmark: _Toc235439882]Device Fingerprinting

	TS66_11.7_REQ_001
	Data media SDP fragment resulting from the invocation of createOffer() or createAnswer() methods SHALL be the only fingerprinting surface generated when 3GPP TS 26.114 [11] implementation is used.

	TS66_11.7_REQ_002
	When Full ICE [34] is used then the data channel application SHALL apply ICE transport policy to limit candidates information disclosed



NOTE: 	The data channel applications can generate and send its own device fingerprinting surface, but this is out of scope of this document since the application layer protocols are not specified in this PRD.
[bookmark: _Toc150015891][bookmark: _Toc235439883]Dialler Consensus
There is no 3GPP dialler or UE consensus model preventing the data channel applications from gaining control to UE screen or other UE resources. The dialler consensus implementation is left to OEM discretion.
NOTE: 	3GPP SA3 considers the UE consensus as out of its scope.
[bookmark: _Toc150015892][bookmark: _Toc235439884]API Extensions
[bookmark: _Toc150015893][bookmark: _Toc235439885]Media Extensions
 The data channel may transport any media type, e.g. IANA registered media type, 3GPP media type or any media extensions including unregistered types as required by the data channel application.
	TS66_12.1_REQ_001
	Data channel API SHALL support transporting of all IANA media types

	TS66_12.1_REQ_002
	Data channel API SHALL support transporting of media types not registered with IANA

	TS66_12.1_REQ_003
	The application specific media types SHALL be transported over “Data” media component defined in section 5.1 of 3GPP TS 26.114 [11] i.e. IETF RFC 8831 [x4] defined WebRTC data 

	TS66_12.1_REQ_004
	Video over data channel SHALL be supported

	TS66_12.1_REQ_005
	The real-time "Data" media component transported over SCTP as described by WebRTC data channels [9] SHALL be able to use any video coding format, e.g. AV1 

	TS66_12.1_REQ_006
	Whenever W3C defined WebAPI exists to access media to be transported by the data channel then W3C WebAPI SHALL be used to access the byte stream to be transported. 



NOTE: 	Camera or microphone access for generating video or speech byte streams for transporting over data channels is application specific. However, access to location information, files content, or to content that has W3C defined API’s should use those JavaScript defined APIs. The data presented to send() should be accesses using standard JavaScript API whenever those exist and it is possible to use this API securely.
[bookmark: _Toc150015894][bookmark: _Toc235439886]Subprotocol Extensions
RTCDataChannel interface allows to exchange any content between the data channel capable end points. Each data channel might use different application layer protocol. The syntax and semantics of messages send over the individual data channels is defined by the data channel application. The IMS data channel subprotocol parameter, i.e. dcmap subprotocol parameter, specifies and allows to signal and agree between the peers the application layer protocol to be used. 3GPP TS 26.114 [11] mandates to use subprotocol parameter to negotiate bootstrap data channels but it can also be used by the data channel applications. 
	TS66_12.2_REQ_001
	When required IMS data channel subprotocol SHALL be negotiated according to procedures specified by IETF RFC 8864 [29]

	TS66_12.2_REQ_002
	RTCDataChannelInit ‘protocol’ attribute SHALL be mapped to dcmap protocol attribute defined in section 5.1.4 of IETF RFC 8864 [29]


[bookmark: _Toc235439887][bookmark: _Toc150015895]Usability Extensions 
IMS data channel usability extensions consist of utility functions, event handling mechanisms, and abstraction layers built on the top of the GSMA PRD TS.66 defined interfaces. Those extensions are part of the core data channel technology and simplify the overall development experience. 

	TS66_12.3_REQ_001
	If available IMS data channel usability extensions SHALL be served from the network using HTML script tag, e.g. <script src="data-channel.js"></script>, or module tag, e.g. <script type="module">



NOTE: 	Usability extensions are not in scope of this document.
[bookmark: _Toc235439888]JavaScript Libraries
JavaScript libraries are external components, developed independently of core data channel technology or framework, and designed to extend the capabilities of data channel, e.g. speech over data channel. Unlike usability extensions, JavaScript libraries are standalone entities with their own external dependencies, and these are provided by the network.
	TS66_12.4_REQ_001
	IMS data channel applications SHOULD be able to use any JavaScript libraries provided by the network.

	TS66_12.4_REQ_002
	In case such a JavaScript library (12.4 REQ_001) is not considered safe by the OS runtime environment to execute, the latter should remove it from any execution thread and blocks it in all execution contexts



[bookmark: _Toc235439889]Data Channel API Feature Detection

	TS66_12.5_REQ_001
	IMS data channel feature detection SHOULD use the standard ECMAScript [13] language constructs, e.g. type of operator defined in section 13.5.3 of ECMAScript [13], HasOwnProperty as defined in section 7.3.13 of ECMAScript [13], in operator, etc.


[bookmark: _Toc225773789][bookmark: _Toc235439890][bookmark: _Toc130873319][bookmark: _Toc327548010][bookmark: _Toc327548210][bookmark: _Ref329687081][bookmark: _Toc268093867]Personalization and Internationalization
The Data Channel applications will rely on user-specific configurations to deliver personalized experiences and support business-critical functionality.
	TS66_13_REQ_001
	IMS Data Channel Applications SHALL support retrieving of user specific personalization information on per Application basis.
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