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Introduction
[bookmark: _Toc243570729]Overview
GSMA TS.64 [1] provides an architectural framework and technical specification for Fixed Wireless Access (FWA) Devices which make use of 3GPP access technologies as WAN connectivity. TS.64 sets the baseline for good quality FWA products, by detailing technical requirements in selected areas (Networking/IP services, Wi-Fi, voice, remote management, 4G/5G access layers, security, stability, …) that FWA Devices should implement to provide high-quality and reliable services for end customers.
The use of FWA solutions has become quite popular in the Ultrabroadband Internet Access market as a cost-effective solution to provide a good connectivity service to customers, especially in areas in which wireline e.g. Fiber To The Home – FTTH, Fiber To The Cabinet - FTTC solutions have not been yet deployed.
A typical FWA Device is an indoor (1-box) or outdoor (2-box) solution that connects via Radio Interface to the network of the Service Provider, and offers to the end-user Wi-Fi connectivity, Fast- or Gigabit-Ethernet ports, and one or two FXS (Foreign eXchange Station) ports for connecting analogue telephones to provide voice service to the end-user.
Readers can refer to TS.64 for a more comprehensive description of FWA Devices architecture and requirements.
This document is the test book specification for FWA Devices, companion of TS.64. It contains detailed test cases, aimed at verifying the conformance of the FWA Devices to the technical requirements defined in TS.64.
In order to ease reading this document, the same numbering and titles of the sections of TS.64 have been maintained here. The requirements referenced in the test cases are copied exactly as they are in TS.64 hence any reference numbers in the copied requirements are to the references in TS.64. TS.64_3.7.1.2_REQ_001
[bookmark: _Toc243570730]Scope
This version of the document provides test cases for the following areas:
· Radio/RRC/NAS.
· Quality of Service.
· Voice service:
· Voice General Requirements.
· VoIP service: registration and basic call.
· Voice Quality.
· Networking features.
· Wi-Fi.
· IDU-ODU Interworking and Resilience.
· Device Management.
· Security.
· User Data protection and Privacy.
· Hardware, Safety, EMC and Environment operating conditions.
· Stability.
Detailed test cases for other technical requirement areas of TS.64 will be provided in a later version of this document.
[bookmark: _Toc327447333][bookmark: _Toc327548001][bookmark: _Toc327548201][bookmark: _Toc243570731]Definitions
	Term 
	Description

	Bridged mode
	In an Outdoor FWA Solution, in Bridged mode operation the OutDoor Unit (ODU) transfers frames (i.e. IP Packets) between each VLAN on the link with the Indoor Unit to the correspondent PDN/PDU Connection on the mobile network, and vice versa.
Therefore, in this operation mode, the behaviour of the ODU corresponds to a Layer 2 bridge between networks with different encapsulations.

	Routed mode
	In an Outdoor FWA Solution, in Routed mode operation the OutDoor Unit (ODU) routes frames (i.e., IP Packets) between each VLAN on the link with the Indoor Unit to the PDN/PDU Connections on the mobile network, and vice versa, by means of IP routing and IP routing table. Therefore, in this operation mode, the behaviour of the ODU corresponds to an IP (Layer 3) router.
This operation mode normally involves the use of Network Address Translation (NAT) to route IP packets coming from the private IP addressing space with the IDU, to the mobile network, and vice versa.

	SIM
	Within this document all references to SIM include active eSIM Profiles as well

	NR FR1 low-bands
	Operating bands below 1GHz for NR.

	NR FR1 mid-bands
	Operating bands between 1GHz and 2GHz for NR.

	NR FR1 high-bands
	Operating bands above 2 GHz for NR.

	Up speed
	A procedure for changing the voice codec during the active phase of a call, done usually to change to a codec that requires more bandwidth than the one needed for the original codec.


[bookmark: _Toc327447334][bookmark: _Toc327548002][bookmark: _Toc327548202][bookmark: _Toc243570732]Abbreviations
	Term 
	Description

	3GPP
	3rd Generation Partnership Project

	4G
	Fourth-generation technology standard for broadband cellular networks

	5G
	Fifth-generation technology standard for broadband cellular networks

	5QI
	5G QoS Identifier

	ACS
	Auto Configuration Server

	AES
	Advanced Encryption Standard

	AKA
	Authentication and Key Agreement

	ALG
	Application Layer Gateway

	ANR
	Automatic Neighbour Relation

	AP
	Access Point

	APN
	Access Point Name

	ARP
	Address Resolution Protocol

	BBF
	Broadband Forum

	BRI
	Basic Rate Interface

	CA
	Carrier Aggregation

	CAC
	Channel Availability Check

	CB
	Communication Barring

	CCBS
	Completion of Communications to Busy Subscriber

	CDIV
	Communication Diversion

	CGI
	Cell Global Identity

	CLI
	Command Line Interface

	CoS
	Class of Service

	CPE
	Customer Premise Equipment

	CSCF
	Call Session Control Function

	CW
	Communication Waiting

	CWMP
	CPE WAN Management Protocol

	DC
	Direct Current

	DEI
	Drop Eligible Indicator

	DFS
	Dynamic Frequency Selection

	DLNA
	Digital Living Network Alliance

	DNS
	Domain Name System

	DSCP
	Differentiated Service Code Point

	DSS
	Dynamic Spectrum Sharing

	DTMF
	Dual-Tone Multi-Frequency signalling

	ECT
	Explicit Communication Transfer

	EEA
	EPS Encryption Algorithm

	EIA
	EPS Integrity Algorithm

	EIRP
	Equivalent Isotropic Radiated Power

	EMC
	Electromagnetic Compatibility

	EN-DC
	E-UTRAN/New Radio Dual Connectivity

	EPS
	Evolved Packet System

	ETSI
	European Telecommunications Standards Institute

	E-UTRAN
	Evolved Universal Mobile Telecommunications System (UMTS) Terrestrial Radio Access

	FDD
	Frequency Division Duplex

	FQDN
	Fully Qualified Domain Name

	FR
	Frequency Range

	FS
	Free Space

	FTP
	File Transfer Protocol

	FTTC
	Fiber To The Cabinet

	FTTH
	Fiber To The Home

	FWA
	Fixed Wireless Access

	FXS
	Foreign eXchange Station

	GSM / E-GSM
	Global System for Mobile Communication/ Extended-GSM

	GSMA
	GSM Association

	HLOS
	High Level Operating System

	HTTP
	Hypertext Transfer Protocol

	ICMP
	Internet Control Message Protocol

	IDU
	InDoor Unit

	IEEE
	Institute of Electrical and Electronics Engineers

	IETF
	Internet Engineering Task Force

	IMS
	IP Multimedia Subsystem

	IP
	Internet Protocol

	ISDN
	Integrated Services Digital Network

	ITU-T
	International Telecommunication Union – Telecommunication Standardization Bureau

	LAN
	Local Area Network

	LTE
	Long Term Evolution

	M2M
	Machine-to-Machine

	MAC
	Media Access Control

	MCID
	Malicious Communication Identification

	MCS
	Modulation and Coding Scheme

	MIMO
	Multiple Input Multiple Output

	MSS
	Maximum Segment Size

	MTBF
	Mean Time Between Failure

	MTU
	Maximum Transmission Unit

	MWI
	Message Waiting Indication

	NAS
	Non-Access Stratum

	NAT
	Network Address Translation

	NEA
	New radio Encryption Algorithm

	NIA
	New radio Integrity Algorithm

	NR
	New Radio

	NSA
	Non Stand-Alone

	NSSAI
	Network Slice Selection Assistance Information

	NTP
	Network Time Protocol

	ODU
	OutDoor Unit

	OIP
	Originating Identification Presentation

	OIR
	Originating Identification Restriction

	OS
	Operating System

	OTA
	Over The Air (without cable)

	OTT
	Over The Top

	PC
	Power Class

	PCI
	Physical layer Cell Identifier

	P-CSCF
	Proxy-CSCF

	PCP
	Priority Code Point

	PDN
	Packet Data Network

	PDU
	Protocol Data Unit

	PDSCH
	Physical Downlink Shared Channel

	POE
	Power Over Ethernet

	PSK
	Pre-Shared Key

	PSU
	Power Supply Unit

	QCI
	QoS Class Identifier

	QoE
	Quality of Experience

	QoS
	Quality of Service

	RFC
	Request For Comments

	RPC
	Remote Procedure Call

	RRC
	Radio Resource Control

	RSD
	Route Selection Descriptor

	RSRP
	Reference Signal Received Power

	RSRQ
	Reference Signal Received Quality

	RSSI
	Received Signal Strength Indicator

	RTCP
	RTP Control Protocol

	RTP
	Real-time Transport Protocol

	S-NSSAI
	Single Network Slice Selection Assistance Information

	SA
	Stand-Alone

	SDP
	Session Description Protocol

	SGI
	Short Guard Interval

	SIM/USIM
	Subscriber Identity Module / Universal Subscriber Identity Module (in this document, includes embedded SIM)

	SINR
	Signal to Interference plus Noise Ratio

	SIP
	Session Initiation Protocol

	SUCI
	Subscription Concealed Identifier

	SUPI
	Subscription Permanent Identifier

	SSID
	Service Set Identifier

	TCP
	Transmission Control Protocol

	TD
	Traffic Descriptor

	TDD
	Time Division Duplex

	TIP
	Terminating Identification Presentation

	TIR
	Terminating Identification Restriction

	TLS
	Transport Layer Security

	TRP
	Total Radiated Power

	TRS 
	Total Radiated Sensitivity

	TSG
	Terminal Steering Group

	UI
	User Interface. This can be a soft (i.e., web) interface or a physical interface (i.e., physical button).

	TWAMP
	Two-Way Active Measurement Protocol

	UDP
	User Datagram Protocol

	UE
	User Equipment

	UI
	User Interface

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	URSP
	UE Route Selection Policy

	VID
	VLAN Identifier

	VLAN
	Virtual LAN

	VOD
	Video On Demand

	VoLTE
	Voice over LTE

	VoIP
	Voice over Internet Protocol

	VoNR
	Voice over NR

	WAN
	Wide Area Network

	WFA
	Wi-Fi Alliance

	Wi-Fi
	A wireless local area networking technology that uses radio waves to provide wireless high-speed Internet access, defined by IEEE 802.11 standards.

	WMM
	Wi-Fi Multimedia

	WPA
	Wi-Fi Protected Access

	WPS
	Wi-Fi Protected Setup
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	Ref
	Doc Number
	Title

	[bookmark: _Ref191054049]
	GSMA TS.64 Version 1.1 or later
	FWA Devices Architecture and Requirements

	[bookmark: _Ref193453184]
	GSMA TS.11 version 49 or later
	Device Field and Lab Test Guidelines

	[bookmark: _Ref193453203]
	ETSI TS 134 229-1 version 16.6.0 and later
	Universal Mobile Telecommunications System (UMTS);
LTE;
Internet Protocol (IP) multimedia call control protocol based on
Session Initiation Protocol (SIP)
and Session Description Protocol (SDP);
User Equipment (UE) conformance specification
Part 1: Protocol conformance specification

	[bookmark: _Ref206574117]
	BBF TP-181
	CWMP Interoperability and Functionality Test Plan

	[bookmark: _Ref206574472]
	BBF TR-069
	BBFTR-069 Abstract Test Plan

	[bookmark: _Ref206574816]
	BBF Root Data Model
	Device:2 Root Data Model definition (tr-181-2-19-1-cwmp.xml)


[bookmark: _Toc243570734]Test Setup
A simplified test setup is shown in the figure below. Tests defined in this specification require PCs configured with relevant software tools (e.g., for logging, generating traffic), an analogue phone and voice quality monitoring tool in addition to the DUT with appropriate SIM.


 Test setup
[bookmark: _Toc243570735]FWA Devices Tests (Common Section)
[bookmark: _Toc243570736]Radio/RRC/NAS
[bookmark: _Ref227426255]Common Test procedures for Radio/RRC/NAS
Initial configuration
FWA Device is configured correctly, connected and switched OFF.
FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes.
Confirm FWA Device is operating correctly and has established expected PDN/PDU connections.
Connect a client (e.g. a laptop) to the LAN Ethernet interfaces of the FWA Device.
Multiple PDN/PDU connections – indoor FWA Device
Test purpose
To verify the capability of the indoor FWA Device to establish and use multiple PDN/PDU connections.
Referenced requirements
	TS.64_3.1_REQ_003
	The Indoor FWA Device (1-box solution) SHALL support the establishment of at least 3 PDNs/PDUs (e.g. for data/remote management, video, and voice services).

	TS.64_3.1_REQ_005
	The FWA Device SHALL allow configurable associations between PDN/PDU connections and services/applications (e.g. voice, video; VLAN settings via Web UI).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify, on the Web UI of the FWA Device, the configuration regarding the number and type of PDN/PDU connections to be established.

	Confirm the configuration defined on the indoor FWA Device foresees at least 3 PDN/PDU Connections.


	2
	Verify that the configured PDN/PDU connections are established and used for the services they’re meant to.

	Confirm the configured PDN/PDU connections are established and each connection has its own IP Address.
Corfirm each PDN/PDU Connection is used for the foreseen service(s): e.g. data, voice, video, remote management.


Multiple PDN/PDU connections – outdoor FWA Device
Test purpose
To verify the capability of the outdoor FWA Device to establish and use multiple PDN/PDU connections.
Referenced requirements
	TS.64_3.1_REQ_004
	The OutDoor Unit of an Outdoor FWA Solution (2-box) SHALL support the establishment of at least 4 PDNs/PDUs (e.g. for remote management of ODU, data/remote management of IDU, video, and voice services).

	TS.64_3.1_REQ_005
	The FWA Device SHALL allow configurable associations between PDN/PDU connections and services/applications (e.g. voice, video; VLAN settings via Web UI).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify, on the Web UI of the FWA Device, the configuration regarding the number and type of PDN/PDU connections to be established.

	Confirm the is defined on the outdoor FWA Device foresees at least 4 PDN/PDU Connections.

	2
	Verify that the configured PDN/PDU connections are established and used for the services they’re meant to.

	Confirm the configured PDN/PDU connections are established and each connection has its own IP Address.
Confirm each PDN/PDU Connection is used for the foreseen service(s): e.g. data, voice, video, remote management.



Additional PDN/PDU connections 
Test purpose
To verify the capability of the outdoor FWA Device to establish and use additional PDN/PDU connections.
Referenced requirements
	TS.64_3.1_REQ_005
	The FWA Device SHALL allow configurable associations between PDN/PDU connections and services/applications (e.g. voice, video; VLAN settings via Web UI).

	TS.64_3.1_REQ_006
	The FWA device SHOULD support the establishment of at least 6 PDNs/PDUs.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the Web UI of the FWA Device, configure additional PDN/PDU connections.
	Confirm 6 PDN/PDU connections can be  configured.

	2
	Verify that the 6 configured PDN/PDU connections are established and can be associated with specific or required services.

	Confirm the 6 configured PDN/PDU connections are established and each connection has a unique IP Address.
Confirm each PDN/PDU Connection is used for the specific or required service(s).

	3
	In the Web UI attempt to configure additional PDN/PDU connections.
	Confirm whether additional PDN/PDU connections can be configured.

	4
	Verify that any additional configured PDN/PDU connections are established and can be associated with specific or required services.
	Confirm that any additional configured PDN/PDU connections are established and that the additional connection has a unique IP Address. Confirm that any additional PDN/PDU Connection can be used for the specific or required services.


IPv4 single stack PDN/PDU connection parameters configuration
Test purpose
To verify the configurability of the FWA Device as regards to the parameters of each PDN/PDU connection.
Referenced requirements
	TS.64_3.1_REQ_007
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4 single stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4 or IPv6 or IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:2]. [2:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measures in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 




Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1. The network is configured to accept IPv4 PDN/PDU connection requests without Authentication Username and Password.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure, on the Web UI of the FWA Device, relevant parameters for each PDN/PDU connection.

	Confirm that at least the following parameters can be configured for each connection:
· Protocol stack: IPv4;
· MTU/MSS.
Leave empty the Authentication Username and Password.

	2
	Verify that configuration changes are applied when PDN/PDU connections are established.
	Confirm that configuration changes are correctly applied when the IPv4 connections are established.


IPv6 single stack PDN/PDU connection parameters configuration
Test purpose
To verify the configurability of the FWA Device as regards to the parameters of each PDN/PDU connection.
Referenced requirements
	TS.64_3.1_REQ_007a
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv6 single stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4 or IPv6 or IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:3]. [3:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measures in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 




Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1. The network is configured to accept IPv6 PDN/PDU connection requests without Authentication Username and Password.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure, on the Web UI of the FWA Device, relevant parameters for each PDN/PDU connection.

	Confirm that at least the following parameters can be configured for each connection:
· Protocol stack: IPv6;
· MTU/MSS.
Leave empty the Authentication Username and Password.

	2
	Verify that configuration changes are applied when PDN/PDU connections are established.
	Confirm that configuration changes are correctly applied when the IPv6 connections are established.


IPv4v6 dual stack PDN/PDU connection parameters configuration
Test purpose
To verify the configurability of the FWA Device as regards to the parameters of each PDN/PDU connection.
Referenced requirements
	TS.64_3.1_REQ_007b
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4v6 dual stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4 or IPv6 or IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:4]. [4:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measures in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 




Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1. The network is configured to accept IPv4v6 PDN/PDU connection requests without Authentication Username and Password.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure, on the Web UI of the FWA Device, relevant parameters for each PDN/PDU connection.

	Confirm that at least the following parameters can be configured for each connection:
· Protocol stack: IPv4v6;
· MTU/MSS.
Leave empty the Authentication Username and Password.

	2
	Verify that configuration changes are applied when PDN/PDU connections are established.

	Confirm that configuration changes are correctly applied when the IPv4v6 connections are established.


PDN/PDU connection parameters configuration: Authentication Username and Password
Test purpose
To verify the configurability of the FWA Device as regards to the parameters of each PDN/PDU connection.

Referenced requirements
	TS.64_3.1_REQ_007
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4 single stack.

	TS.64_3.1_REQ_007a
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv6 single stack.

	TS.64_3.1_REQ_007b
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4/IPv6 dual stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4 or IPv6 or IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:5]. [5:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measures in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 


	TS.64_3.1_REQ_009
	For each PDNs/PDUs, the FWA Device SHALL allow to configure Authentication Username and Password. 
NOTE: Data network serving the PDN/PDU determines whether Authentication Username and/or Password is required. Typically, this is required if PAP or CHAP authentication is used. 



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1. The network is configured to accept IPv4, IPv6 and IPv4v6 PDN/PDU connection requests with PAP or CHAP, i.e., specific non-empty values of Authentication Username and Password.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure, on the Web UI of the FWA Device, relevant parameters for each PDN/PDU IPv4 connection.

	Confirm that at least the following parameters can be configured for each connection:
· Protocol stack: IPv4;
· Authentication option (PAP/CHAP);
· MTU/MSS;
· Authentication Username and Password.

	2
	Verify that configuration changes are applied when PDN/PDU connections are established.
	Confirm that configuration changes are correctly applied when the IPv4 connections are established.

	3
	Configure, on the Web UI of the FWA Device, relevant parameters for each PDN/PDU IPv6 connection.

	Confirm that at least the following parameters can be configured for each connection:
· Protocol stack: IPv6;
· Authentication option (PAP/CHAP);
· MTU/MSS;
· Authentication Username and Password.

	4
	Verify that configuration changes are applied when PDN/PDU connections are established.
	Confirm that configuration changes are correctly applied when the IPv6 connections are established.

	5
	Configure, on the Web UI of the FWA Device, relevant parameters for each PDN/PDU IPv4v6 connection.

	Confirm that at least the following parameters can be configured for each connection:
· Protocol stack: IPv4v6;
· Authentication option (PAP/CHAP);
· MTU/MSS;
· Authentication Username and Password.

	6
	Verify that configuration changes are applied when PDN/PDU connections are established.

	Confirm that configuration changes are correctly applied when the IPv4v6 connections are established.


[bookmark: _Toc243570737]Quality of Service
Support of Quality of Service
Test purpose
To verify the support of Quality of Service, based on standard and operator-defined QCI/5QI.
Referenced requirements
	TS.64_3.2_REQ_001
	For Quality of Service, the FWA Device SHALL comply with the 3GPP standards 3GPP TS 23.207 [4] and 3GPP TS 23.203 [5] regardless of deployment scenario (e.g., 4G, 5G NSA, 5G SA).

	TS.64_3.2_REQ_002
	A wireless service provider utilizes customized QoS for specific category of subscribers including mission critical organizations, government entities and enterprise customers.  For the latter case, the FWA Device SHOULD comply with the wireless service provider’s requirements and mandates.

	TS.64_4.1_REQ_019
	The FWA device SHALL support standardized QCIs as specified in 3GPP TS 23.203 [5].

	TS.64_4.1_REQ_020
	The FWA device SHOULD support operator specific QCIs as specified in 3GPP TS 23.203 [5].

	TS.64_6_REQ_004
	The FWA device SHALL support standardized 5QIs as specified in 3GPP TS 23.501 [81]



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.1.1.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Using a mobile chipset debugging tool, verify the QoS parameters (QCI / 5QI) received by the network in connection establishment Accept messages.
	Confirm QoS parameters are present.

	2
	Generating from the LAN of the FWA Device traffic destined on the different PDN/PDU Connections, verify that the Quality of Service applied to each traffic is consistent with the QCI/5QI parameter value for each connection.
	Confirm that Quality of Service applied to traffic is consistent with QoS parameters received from network.



[bookmark: _Toc243570738]Voice Service
The test cases detailed in Section 3.3 are applicable to a FWA Device supporting voice service.
[bookmark: _Toc206677196][bookmark: _Toc243570739]Voice General Requirements
[bookmark: _Ref193452679]Common Test procedures for Voice General Requirements
Initial configuration
FWA Device has a valid SIM FWA Device is correctly configured and switched sOFF.
In case of VoLTE-based voice service is supported by the FWA Device, the SIM is associated to a profile enabling VoLTE service.
In case VoIP-based voice service is supported by the FWA Device, the FWA Device is provisioned with a valid VoIP account.
Connect a client (PC) to the FWA Device, able to capture packet traces of the voice signalling and media. Depending on the implementation of voice service on DUT, a Packet Monitoring Tool (e.g. Wireshark) and/or a Diagnostic Tool, specific for the modem chipset used in the FWA Device, may be required.
Connect an analogue phone to the FXS interface of the FWA Device.
Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Support of VoLTE-based voice service
Test purpose
To verify support of VoLTE-based voice service by DUT.
Referenced requirements
	TS.64_3.3.1_REQ_001
	The Indoor FWA Device (1-box solution) SHALL support voice service either by means of VoLTE technology or VoIP technology.

	TS.64_3.3.1_REQ_003
	In case of VoLTE Technology, the FWA Device SHALL be compliant to GSMA IR.92 [6] profile.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.1.1.
Test procedure
Detailed procedures for testing VoLTE-based voice service are available in TS.11 Annex L [2] and ETSI TS 134 229-1 [3].
Support of VoIP-based voice service
Test purpose
To verify support of VoIP-based voice service by DUT.
Referenced requirements
	TS.64_3.3.1_REQ_001
	The Indoor FWA Device (1-box solution) SHALL support voice service either by means of VoLTE technology or VoIP technology.

	TS.64_3.3.1_REQ_002
	The InDoor Unit of an OutDoor Outdoor FWA Solution (2-box) SHALL support voice service uniquely by means of VoIP technology.

	TS.64_3.3.1_REQ_004
	In case of VoIP technology, the FWA Device SHALL be compliant to 3GPP specification 24.229 [7], with the profile defined in the following sections 3.3.2, 3.3.3, 3.3.6 and, optionally, 3.3.5.

	TS.64_3.3.2_REQ_001
	In case of VoIP technology, the FWA Device SHALL be compliant to 3GPP specification TS 24.229 [7].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.1.1.
Test procedure
General Procedures for testing VoIP-based voice service are available in ETSI TS 134 229-1 [3] Annex H: IP-Connectivity Access Network specific test cases when using xDSL, Fibre or Ethernet to access IM CN subsystem.
Use of dedicated PDN Connection for VoIP service
Test purpose
To verify DUT uses of a dedicated PDN Connection for VoIP traffic.
Referenced requirements
	TS.64_3.3.1_REQ_005
	In case of VoIP technology, the FWA Device SHALL request a dedicated PDN Connection.
NOTE 1: The PDN Connection for VoIP traffic may be characterized with a dedicated QCI.
NOTE 2: Voice Traffic includes SIP, RTP, RTCP and DNS traffic used to resolve the P-CSCF FQDN in order to get the P-CSCF addresses.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.1.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON the FWA Device and wait 2-5 minutes. 

	Confirm FWA Device is correctly operating and has established a PDN/PDU connections dedicated to VoIP service.
Confirm DUT is registered on the VoIP network.
Confirm SIP messages sent from DUT (REGISTER) and Responses sent from Network are exchanged over the dedicated PDN/PDU Connection.
If using FQDN, confirm DNS messages sent from DUT to resolve OutBound Proxy FQDN, and the corresponding Answers, are exchanged over the dedicated PDN/PDU Connection. 

	2
	Make MO call from the FWA Device to another IMS or non-IMS destination.

	Confirm call is correctly established.
Confirm SIP messages sent from DUT (e.g. INVITE) and from Network (e.g. 200OK) are exchanged over the dedicated PDN/PDU Connection.
Confirm RTP, RTCP and RTP Events media packets, sent both from DUT and Network, are exchanged over the dedicated PDN/PDU Connection.

	3
	While the call is active, from the client (PC) connected to DUT access the Internet with a browser.
	Confirm Internet Access is working.
Confirm all internet-related traffic (except VoIP) is NOT exchanged on the PDN/PDU Connection dedicated to VoIP.

	4
	Terminate the MO Call
	Call is terminated.

	5
	Make MT call from another IMS or non-IMS line to the FWA Device.

	Confirm call is correctly established.
Confirm SIP messages sent from network (e.g. INVITE) and from DUT (e.g. 200OK) are exchanged over the dedicated PDN/PDU Connection.
Confirm RTP, RTCP and RTP Events media packets, sent both from DUT and Network, are exchanged over the dedicated PDN/PDU Connection.

	6
	Terminate the MT call
	Call is terminated.


Disabling voice service
Test purpose
To verify it’s possible to disable voice service on DUT.
Referenced requirements
	TS.64_3.3.1_REQ_006
	It SHALL be possible to disable all voice features.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.1.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Disable voice service on DUT. 
NOTE: The actual procedure to do this, depends on implementation.
	Confirm no SIP Registration signalling is sent form DUT.
Confirm no voice signalling nor media packets are sent from DUT. 


[bookmark: _Toc206677197][bookmark: _Toc243570740]VoIP service: registration and basic call for single-line profile
[bookmark: _Ref193464442]Common Test procedures for Registration and basic call Requirements
Initial configuration
FWA Device has a valid SIM. FWA Device is correctly configured and switched OFF.
The FWA Device is provisioned with a valid VoIP account.
Connect a client (PC) to the FWA Device, able to capture packet traces of the voice signalling and media. Depending on the implementation of voice service on DUT, a Packet Monitoring Tool (e.g. Wireshark) and/or a Diagnostic Tool, specific for the modem chipset used in the FWA Device, may be required.
Connect an analogue phone to the FXS port of the FWA Device.
Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Support of Private and Public identities
Test purpose
To verify support of Private and Public identities.
Referenced requirements
	TS.64_3.3.2_REQ_002
	The FWA Device SHALL use the public user identity defined in 3GPP 23.003 [8]. In particular, the UE SHALL use a SIP URI format, with the username part in E.164 telephone number, in international format: e.g. sip:+390612345678@operatordomain.com.

	TS.64_3.3.2_REQ_003
	The FWA Device SHALL support the private user identity, as specified in 3GPP TS 23.228 [9] par. 4.3.3.1. This parameter is used as username in SIP Digest authentication procedure; it is different from public user identity.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure private and public identities of the VoIP account.
Configure the home network domain defined for the VoIP account (e.g. operatordomain.com),
NOTE: The actual mean used for configuration (web UI, Command Line Interface, Remote Management interface via TR-069) is implementation dependent and outside the scope of the test.
	Confirm configuration is accepted by DUT. 

	2
	Enable VoIP account registration
	Confirm DUT is registered on VoIP platform.
Confirm REGISTER messages use public identity in From and Contant headers, and private identity in Authorization username Tag of Authorization Response Header.


Support of FQDN for P-CSCF addresses
Test purpose
To verify support of FQDN for the P-CSCF addresses.
Referenced requirements
	[bookmark: _Hlk206583272]TS.64_3.3.2_REQ_004
	The FWA Device SHALL support RFC3263: Location of SIP Servers [10], for the resolution of FQDN of the outbound proxy. The outcome of the process of resolution of the P-CSCF FQDN is a set of P-CSCF IP addresses, ordered by priority.

	TS.64_3.3.2_REQ_005
	In order to support the P-CSCF FQDN resolution process, the FWA Device SHALL be configured with DNS Servers addresses. Such addresses can be obtained during the Voice PDN connection establishment process.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure FQDN address of the P-CSCF to be used for registration and call control signalling.
NOTE: The actual mean used for configuration (web UI, Command Line Interface, Remote Management interface via TR-069) is implementation dependent and outside the scope of the test.
	Confirm configuration is accepted by DUT. 

	2
	Enable VoIP account registration
	Confirm DUT applies procedures defined in RFC3263 for obtaining the IP Address(es) of the P-CSCF, in detail:
1. DUT sends a NAPTR-type DNS Query of the FQDN of the PCSCF towards one the DNS Servers advertised by the mobile network during the Voice PDN connection establishment. 
2. The DNS servers sends a DNS Answer containing one or more SRV-type records of the P-CSCF.
3. DUT sends a SRV-type DNS Query for each record received in the answer of Step 2.
4. The DNS Server sends a DNS Answer containing one or more A-type records of the P-CSCF; such records are ordered by priority, where the lowest numerical value of the Priority field corresponds to the highest priority.
5. DUT sends an A-type DNS query for each record received in the answer of Step 4.
6. The DNS Server sends a DNS Answer containing the IP Address of the P-CSCF.
Confirm DUT registers on VoIP platform using the highest priority P-CSCF address.


Support of SIP Registration
Test purpose
To verify support of SIP Registration.
Referenced requirements
	TS.64_3.3.2_REQ_006
	SIP Digest Authentication SHALL be supported. The FWA Device SHALL use digest authentication for the following methods: REGISTER (first registration and registration refresh) and INVITE.

	TS.64_3.3.2_REQ_007
	The FWA Device SHALL support a password of at least 64 characters for Digest Authentication.

	TS.64_3.3.2_REQ_008
	The FWA Device SHALL offer a maximum expiry time for Registration of 600000 seconds.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure Authentication Password for the VoIP Account; the password has a length of 64 characters.
Configure expiry time of 600000 seconds.
NOTE: The actual means used for configuration (web UI, Command Line Interface, Remote Management interface via TR-069) is implementation dependent and outside the scope of the test.
	Confirm configuration is accepted by DUT. 

	2
	Enable VoIP account registration.
	Confirm DUT performs initial registration:
1. DUT sends a SIP REGISTER message containing:
a. In the Request-URI, the home network domain.
b. in To and From headers, the configured Public identity as user portion, and the home network domain as domain portion;
c. in the Contact header, the configured Public identity as user portion and DUT’s IP Address on the host/domain portion.
d. In the Expires header, the value of 600000 seconds. 
2. The SIP Network replies with a 401 containing:
a. WWW-Authenticate header, containing digest nonce, Realm, Algorithm=MD5 and qop=”auth” tags.
3. DUT sends a SIP REGISTER message containing:
a. Authorization header containing: Digest Username (private SIP identity), realm, nonce, response (i.e. result of digest), URI (home network domain), algorithm=MD5, cnonce, qop=”auth”, nc (nonce count) tags.
4. The SIP Network replies with a 200 OK containing:
a. Contact header containing actual expires tag; 
b. One or more P-Associated-URI headers;
c. Authentication-info header containing cnonce, nextnonce and nc tags.



Additional documentation for this test can be found in test case H.8.1 of ETSI TS 134 229-1 [3].
Support of SIP Re-Registration
Test purpose
To verify support of SIP Re-Registration.
Referenced requirements
	TS.64_3.3.2_REQ_006
	SIP Digest Authentication SHALL be supported. The FWA Device SHALL use digest authentication for the following methods: REGISTER (first registration and registration refresh) and INVITE.

	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	DUT is registered. 
	Confirm DUT performs reregistration:
1. DUT sends a SIP REGISTER message containing:
a. in the Request-URI, the home network domain
b. in To and From headers, the configured Public identity as user portion, and the home network domain as domain portion;
c. in the Contact header, the configured Public identity as user portion and DUT’s IP Address on the host/domain portion.
d. in the Expires header, the value of 600000 seconds.
e. Authorization header containing: Digest Username (private SIP identity), realm, nonce (equal to the nextnonce sent by network in the 200OK of the previous REGISTER), response (i.e. result of digest), URI (home network domain), algorithm=MD5, cnonce, qop=”auth”, nc (nonce count, incremented by 1 unit with respect to the nc received in the 200OK to the previous REGISTER) tags
2. The SIP Network replies with a 200 OK containing:
a. Contact header containing actual expires tag; 
b. One or more P-Associated-URI headers;
c. Authentication-info header containing cnonce, nextnonce and nc tags.

	2
	DUT is registered and is idle for an amount of time correlated to the value contained in the Expires tag of the 200Ok sent by SIP Network in response to DUT REGISTER message. 
	Confirm DUT:
1. Stands idle, without sending any SIP message, for a period of time calculated in the following way:
a. If Expires < 1200 s: the time is Expires / 2;
b. If Expires > 1200 s: the time is Expires – 600 s:
2. DUT sends a SIP REGISTER message containing:
a. In the Request-URI, the home network domain
b. in To and From headers, the configured Public identity as user portion, and the home network domain as domain portion;
c. in the Contact header, the configured Public identity as user portion and DUT’s IP Address on the host/domain portion.
d. In the Expires header, the value of 600000 seconds.
e. Authorization header containing: Digest Username (private SIP identity), realm, nonce (equal to the nextnonce sent by network in the 200OK of the previous REGISTER), response (i.e. result of digest), URI (home network domain), algorithm=MD5, cnonce, qop=”auth”, nc (nonce count, incremented by 1 unit with respect to the nc received in the 200OK to the previous REGISTER) tags
3. The SIP Network replies with a 200 OK containing:
a. Contact header containing actual expires tag; 
b. One or more P-Associated-URI headers;
c. Authentication-info header containing cnonce, nextnonce and nc tags.



Additional documentation for this test can be found in test case H.8.2 of ETSI TS 134 229-1 [3].
Support of RFC5626
Test purpose
To verify support of RFC5626.
Referenced requirements
	TS.64_3.3.2_REQ_009
	In order to improve user experience, the FWA Device SHOULD be compliant to RFC5626 (Managing Client-Initiated Connections in SIP) [11], in particular, as regards the use of reg-id and +sip.instance tags. The latter tag is important in order to handle properly multiple registrations of a User Agent that may occur in case of IP address change of the Device.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message containing:
a. in the Contact header, the tags reg-id and +sip.instance tags; the latter is set to a unique value containing device’s uuid.



Support of Retry-After – error 4xx
Test purpose
To verify support of Retry-After header.
Referenced requirements
	TS.64_3.3.2_REQ_010
	The FWA Device SHALL support the Retry-After header as defined in RFC3261 [12].

	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure a wrong SIP password on DUT.
Configure the Core Network so that, in case of registration error, it replies with a 403 Forbidden message containing a Retry-After header, set to non-zero value (e.g. 60 seconds).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message without the Authorization header; 
2. Network replies with a 401 Unauthorized containing the WWW-Authenticate header;
3. DUT sends a SIP REGISTER message containing the Authorization header;
4. As the password is wrong, network replies with a 403 Forbidden containing the Retry-After header;
5. DUT waits for the time period indicated in the Retry-After header (represented in seconds) and sends a new REGISTER message.


Support of Retry-After – error 5xx
Test purpose
To verify support of Retry-After header.
Referenced requirements
	TS.64_3.3.2_REQ_010
	The FWA Device SHALL support the Retry-After header as defined in RFC3261 [12].

	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure a wrong SIP password on DUT.
Configure the Core Network so that it replies with a 500 Server Internal Error message containing a Retry-After header, set to non-zero value (e.g. 60 seconds).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message without the Authorization header; 
2. Network replies with a 500 Server Internal Error containing the Retry-After header;
3. DUT waits for the time period indicated in the Retry-After header (represented in seconds) and send a new REGISTER message.


Support of Retry-After – error 6xx
Test purpose
To verify support of Retry-After header.
Referenced requirements
	TS.64_3.3.2_REQ_010
	The FWA Device SHALL support the Retry-After header as defined in RFC3261 [12].

	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure a wrong SIP password on DUT.
Configure the Core Network so that it replies with a 600 Busy Everywhere message containing a Retry-After header, set to non-zero value (e.g. 60 seconds).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
4. DUT sends a SIP REGISTER message without the Authorization header; 
5. Network replies with a 600 Busy Everywhere containing the Retry-After header;
6. DUT waits for the time period indicated in the Retry-After header (represented in seconds) and send a new REGISTER message.


Registration Failure – error 408
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 408 Request Timeout message to the registration request.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message to the address of the primary P-CSCF;
2. Network replies with a 408 Request Timeout;
3. DUT retries to register to the same P-CSCF;
4. DUT receives further 408 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
5. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
6. Network replies with a 408 Request Timeout;
7. DUT retries to register to the same P-CSCF;
8. DUT receives further 408 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF addresses are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE 1: 	The default value for timer F is 32 seconds (see RFC3261).
NOTE 2: 	The algorithm defined at sect. 4.5 of RFC5626 defines an exponential backoff timer based on the number of consecutive failed registration, where the time for considering the P-CSCF unavailable is computer as follows: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
Registration Failure – error 500
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 500 Server Internal Error message to the registration request.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message to the address of the primary P-CSCF;
2. Network replies with a 500 Server Internal Error;
3. DUT retries to register to the same P-CSCF;
4. DUT receives further 500 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
5. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
6. Network replies with a 500 Server Internal Error;
7. DUT retries to register to the same P-CSCF;
8. DUT receives further 500 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF addresses are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE 1: 	The default value for timer F is 32 seconds (see RFC3261).
NOTE 2: 	The algorithm defined at sect. 4.5 of RFC5626 defines an exponential backoff times based on the number of consecutive failed registration, where the time for considering the P-CSCF unavailable is computer as follow: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
Registration Failure – error 504
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 504 Server Timeout message to the registration request.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message to the address of the primary P-CSCF;
2. Network replies with a 504 Server Timeout;
3. DUT retries to register to the same P-CSCF;
4. DUT receives further 504 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
5. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
6. Network replies with a 504 Server Timeout;
7. DUT retries to register to the same P-CSCF;
8. DUT receives further 504 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF addresses are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE 1: 	The default value for timer F is 32 seconds (see RFC3261).
NOTE 2: 	The algorithm defined at sect. 4.5 of RFC5626 defines an exponential backoff times based on the number of consecutive failed registration, where the time for considering the P-CSCF unavailable is computer as follow: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
Registration Failure – error 600
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 600 Busy Everywhere message to the registration request.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message to the address of the primary P-CSCF;
2. Network replies with a 600 Busy Everywhere;
3. DUT retries to register to the same P-CSCF;
4. DUT receives further 600 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
5. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
6. Network replies with a 600 Busy Everywhere;
7. DUT retries to register to the same P-CSCF;
8. DUT receives further 600 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF address are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE 1: 	The default value for timer F is 32 seconds (see RFC3261).
NOTE 2: 	The algorithm defined at sect. 4.5 of RFC5626 defines an exponential backoff times based on the number of consecutive failed registration, where the time for considering the P-CSCF unavailable is computer as follow: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
Registration Failure – error 403
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 403 Forbidden message to the registration request.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message to the address of the primary P-CSCF;
2. Network replies with a 403 Forbidden;
3. DUT retries to register to the same P-CSCF;
4. DUT receives further 403 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
5. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
6. Network replies with a 403 Forbidden;
7. DUT retries to register to the same P-CSCF;
8. DUT receives further 403 replies; on expiry of the F timer on DUT, DUT shall mark the currently used P-CSCF address as unavailable for last duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF addresses are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE 1: 	The default value for timer F is 32 seconds (see RFC3261).
NOTE 2: 	The algorithm defined at sect. 4.5 of RFC5626 defines an exponential backoff times based on the number of consecutive failed registration, where the time for considering the P-CSCF unavailable is computer as follow: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
Support of Retry-After – error 503
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_010
	The FWA Device SHALL support the Retry-After header as defined in RFC3261 [12]. 

	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 503 Service Unavailable message containing a Retry-After header larger than timer F (e.g. 60 seconds).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message to the address of primary P-CSCF; 
2. Network replies with a 503 Service Unavailable message, containing a Retry-After header set to a value larger than timer F;
3. DUT marks the primary P-CSCF as unavailable for the time indicated in the Retry-After;
4. DUT sends a SIP REGISTER message to the address of the secondary P-CSCF;
5. Network replies with a 503 Service Unavailable message, containing a Retry-After header set to a value larger than timer F;
6. DUT marks the secondary P-CSCF as unavailable for the time indicated in the Retry-After;
7. DUT repeats sending the REGISTER messages to the P-CSCFs following the times indicated in the Retry-After header.


Re-registration error – 401 with stale=true
Test purpose
To verify support of procedures indicated in RFC3261 in case of Re-registration error 401 with stale=true.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 401 Unauthorized with stale=true in case of Re-registration.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	DUT is registered. 
	Confirm DUT performs reregistration:
1. DUT sends a SIP REGISTER message containing:
a. In the Request-URI, the home network domain
b. in To and From headers, the configured Public identity as user portion, and the home network domain as domain portion;
c. in the Contact header, the configured Public identity as user portion and DUT’s IP Address on the host/domain portion.
d. In the Expires header, the value of 600000 seconds (see 3GPP 24.299).
e. Authorization header containing: Digest Username (private SIP identity), realm, nonce (equal to the nextnonce sent by network in the 200OK of the previous REGISTER), response (i.e. result of digest), URI (home network domain), algorithm=MD5, cnonce, qop=”auth”, nc (nonce count, incremented by 1 unit with respect to the nc received in the 200OK to the previous REGISTER) tags
2. The SIP Network replies with a 401 Unauthorized containing:
a. WWW-Authenticate header containing digest nonce, Realm, Algorithm=MD5, stale=true and qop=”auth” tags.
3. DUT sends a SIP REGISTER message containing the Authorization header with the new response;
4. Network replies with a 200OK.


Registration Failure – error 423
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure a wrong SIP password on DUT.
Configure the Core Network so that, it replies with a 423 Interval Too Brief message.
Test procedure
The Test procedure is specified in 3GPP TS34.229-1, test case H.8.4.
Registration Failure – error 305
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure a wrong SIP password on DUT.
Configure the Core Network so that, in case of registration error, it replies from the primary P-CSCF, with a 305 Use Proxy message.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message to the primary P-CSCF without the Authorization header; 
2. Network replies with a 305 Use Proxy;
3. DUT sends a SIP REGISTER message to the secondary P-CSCF without the Authorization header; 
4. Network replies with a 401 Unauthorized containing the WWW-Authenticate header;
5. DUT sends a SIP REGISTER message to the secondary P-CSCF containing the Authorization header;
6. Network replies with a 200OK to confirm DUT registration.


Registration Failure – error 4xx without Retry-After
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 4xx message to the registration request, not containing a Retry-After header, different from 401, 403, 408 and 423.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message without the Authorization header; 
2. Network replies with a 401 Unauthorized containing the WWW-Authenticate header;
3. DUT sends a SIP REGISTER message containing the Authorization header;
4. Network replies with a 404 Not Found not containing a Retry-After header;
5. DUT marks the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
6. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
7. Network replies with a 404 Not Found not containing a Retry-After header;
8. DUT marks the currently used P-CSCF address as unavailable for last duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF addresses are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE 1: 	The algorithm defined at sect. 4.5 of RFC5626 defines exponential backoff times based on the number of consecutive failed registrations, where the time for considering the P-CSCF unavailable is computed as follows: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
Registration Failure – error 5xx without Retry-After
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 5xx message to the registration request, not containing a Retry-After header, different from 500, 503 and 504.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message without the Authorization header; 
2. Network replies with a 401 Unauthorized containing the WWW-Authenticate header;
3. DUT sends a SIP REGISTER message containing the Authorization header;
4. Network replies with a 502 Bad Gateway not containing a Retry-After header;
5. DUT marks the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
6. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
7. Network replies with a 502 Bad Gateway not containing a Retry-After header;
8. DUT marks the currently used P-CSCF address as unavailable for last duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF addresses are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE: 	The algorithm defined at sect. 4.5 of RFC5626 defines exponential backoff times based on the number of consecutive failed registrations, where the time for considering the P-CSCF unavailable is computed as follows: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
Registration Failure – error 6xx without Retry-After
Test purpose
To verify support of procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 in case of Registration error.
Referenced requirements
	TS.64_3.3.2_REQ_011
	In case of Failure of Registration, the FWA Device SHALL follow the procedures indicated at par. 5.1.1.2.1 of 3GPP TS 24.229 [7].



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
Configure the Core Network so that it replies with a 6xx message to the registration request, not containing a Retry-After header, different from 600.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable VoIP account on DUT. 
	Confirm DUT performs the following:
1. DUT sends a SIP REGISTER message without the Authorization header; 
2. Network replies with a 401 Unauthorized containing the WWW-Authenticate header;
3. DUT sends a SIP REGISTER message containing the Authorization header;
4. Network replies with a 604 Does Not Exist Anywhere not containing a Retry-After header;
5. DUT marks the currently used P-CSCF address as unavailable for the duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
6. DUT sends a SIP REGISTER to the address of the secondary P-CSCF;
7. Network replies with a 604 Does Not Exist Anywhere not containing a Retry-After header;
8. DUT marks the currently used P-CSCF address as unavailable for last duration of the retry time computed by the algorithm defined at section 4.5 of RFC5626;
9. If no more P-CSCF addresses are available, DUT keeps trying to REGISTER to both P-CSCF addresses following the algorithm defined at section 4.5 of RFC5626.



NOTE: 	The algorithm defined at sect. 4.5 of RFC5626 defines exponential backoff times based on the number of consecutive failed registrations, where the time for considering the P-CSCF unavailable is computed as follows: a random number between 50% and 100% of the time W = min (max-time, (base-time * (2 ^ consecutive-failures))). Default values are base-time = 30 seconds, max-time= 1800 seconds.
[bookmark: _Ref197841521]Originated IMS-IMS call - outgoing INVITE
Test purpose
To verify the outgoing INVITE of an originated call.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].

	TS.64_3.3.2_REQ_017
	The FWA Device SHALL be compliant with mandatory requirements of RFC3262 Reliability of Provisional Responses [14].

	TS.64_3.3.2_REQ_018
	The FWA Device SHALL be compliant mandatory requirements of with RFC3264 The Offer/Answer Model [15].

	TS.64_3.3.2_REQ_042
	The FWA Device SHALL insert the following header in INVITEs:
Supported:100rel



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
DUT’s SIP Account is registered. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Off-hook the analogue telephone connected to DUT.
	Confirm dial tone is played.

	2
	Dial the number of another fixed or mobile telephone controlled by the same IMS network of DUT.
	Confirm that:
1. DUT sends an INVITE message containing:
a. at the IP level:
i. Source address: DUT’s IP Address of the PDN/PDU connection used for VoIP traffic;
ii. Destination Address: primary P-CSCF address obtained with DNS resolution of P-CSCF FQDN;
iii. DSCP value set to the value defined in the configuration 
iv. Don’t Fragment bit: set to the value defined in the configuration
b. at the Transport level: the protocol (UDP/TCP/TLS) defined in the configuration;
c. at SIP Level:
i. Request URI: in the format sip:<dialled_digits>@home_domain; user=phone;
ii. From header: the configured Public identity as user portion, and the home network domain as domain portion; tag user=phone;
iii. To header: in the format sip:<dialled_digits>@home_domain; user=phone;
iv. Contact header: the configured Public identity as user portion and DUT’s IP Address on the host/domain portion;
v. Supported header, containing (at least) 100rel 
vi. Call-ID, Via, Session-Expires, CSeq, User-Agent. Max-Forwards headers as per IETF RFC3261 and 3GPP TS24.229;
d. At SDP level:
i. Connection information: DUT’s IP Address of the PDN/PDU connection used for VoIP traffic;
ii. Media Description: “audio” tag, UDP port for RTP media, codec list, comprising at least G.711 A-Law (Payload Type 8) or Mu-law (PT=0), G.729 (PT=18), DTMF Events (Payload Type as defined in configuration); optionally, also G.722 (PT=9).
iii. Media attribute: sendrecv
iv. Media Attribute: for G.729: fmtp:18 annexb=no
v. ptime:<value in milliseconds of packetization time, correspondents to the value configured in DUT>
2. The SIP Network replies with a 100 Trying, then with a 407 Proxy Authentication Required containing:
a. Proxy-Authenticate header, containing digest nonce, Realm, Algorithm=MD5 and qop=”auth” tags.
3. DUT sends a SIP ACK, then an INVITE message containing the same headers as the previous INVITE, with the following modifications:
a. Cseq header: increased by 1 unit with respect to the value of previous INVITE;
b. Proxy-Authorization header containing: Digest Username (private SIP identity), realm, nonce, response (i.e. result of digest), URI (home network domain), algorithm=MD5, cnonce, qop=”auth”, nc (nonce count) tags.

	3
	On-hook telephone connected to DUT.
	The call is terminated.


Originated IMS-IMS call – called user ringing
Test purpose
To verify the call flow for the establishment of an originated call.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].

	TS.64_3.3.2_REQ_017
	The FWA Device SHALL be compliant with mandatory requirements of RFC3262 Reliability of Provisional Responses [14].

	TS.64_3.3.2_REQ_018
	The FWA Device SHALL be compliant mandatory requirements of with RFC3264 The Offer/Answer Model [15].

	TS.64_3.3.2_REQ_020
	The FWA Device SHALL support an open numbering plan, that is the
length of user selection is not predetermined.

	TS.64_3.3.2_REQ_021
	The FWA Device SHALL use en-bloc selection towards the IMS
network. Overlap selection is not foreseen.

	TS.64_3.3.2_REQ_023
	The FWA Device SHALL support DSCP marking for SIP, RTP and
RTCP traffic, with configurable values for DS Code Point.

	TS.64_3.3.2_REQ_026
	The FWA Device SHALL support at least the ITU-T G.711 codec (A-law and μ-law) [18], as specified in RFC3261 [12].

	TS.64_3.3.2_REQ_027
	The FWA Device SHOULD support ITU-T G.729a [19] [20] and G.722 [21] codecs.

	TS.64_3.3.2_REQ_028
	If FWA Device supports more than one codec, the order of Codecs in
SDP Offer SHALL be configurable.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1.
DUT’s SIP Account is registered. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Off-hook the analogue telephone connected to DUT.
	Confirm dial tone is played.

	2
	Dial the number of another fixed or mobile telephone controlled by the same IMS network of DUT.
	Confirm that:
1. DUT sends an INVITE message;
2. The SIP Network replies with a 100 Trying, then with a 407 Proxy Authentication Required;
3. DUT sends a SIP ACK, then another INVITE message containing:
a. Supported header, containing 100 rel (plus any others tags);
b. Cseq header: increased by 1 unit with respect to the value of previous INVITE;
c. Proxy Authorization header;
d. SDP Offer as detailed in test 3.3.2.22
4. The SIP Network replies with a 100 Trying, then with a 180 Ringing message containing:
a. Require header, containing 100 rel;
b. RSeq header: containing an integer value
5. DUT sends a PRACK message containing:
a. Cseq header: increased by 1 unit with respect to the value of previous INVITE;
b. Rack header, containing the value of the Rseq contained in the 180 Ringing, the value of the Cseq of the previous INVITE, and the name of the request (INVITE) to which the provisional reliable answer is referred;
6. The SIP Network replies to the PRACK with a 200 OK.
Confirm calling user (DUT) is playing ring tone and called user is ringing.

	3
	On-hook telephone connected to DUT.
	The call is terminated.
Confirm that:
1. DUT sends a CANCEL message containing the same Call-ID of the INVITE;
2. The SIP Network replies to the CANCEL with a 200OK, then sends a 487 Request Terminated in response to the INVITE;
3. DUT sends a ACK message containing the same Call-ID of the INVITE.


Originated IMS-IMS call – called user answers
Test purpose
To verify the call flow for the establishment of an originated call.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].

	TS.64_3.3.2_REQ_017
	The FWA Device SHALL be compliant with mandatory requirements of RFC3262 Reliability of Provisional Responses [14].

	TS.64_3.3.2_REQ_018
	The FWA Device SHALL be compliant mandatory requirements of with RFC3264 The Offer/Answer Model [15].

	TS.64_3.3.2_REQ_020
	The FWA Device SHALL support an open numbering plan, that is the
length of user selection is not predetermined.

	TS.64_3.3.2_REQ_021
	The FWA Device SHALL use en-bloc selection towards the IMS
network. Overlap selection is not foreseen.

	TS.64_3.3.2_REQ_023
	The FWA Device SHALL support DSCP marking for SIP, RTP and
RTCP traffic, with configurable values for DS Code Point.

	TS.64_3.3.2_REQ_026
	The FWA Device SHALL support at least the ITU-T G.711 codec (A-law and μ-law) [18], as specified in RFC3261 [12].

	TS.64_3.3.2_REQ_027
	The FWA Device SHOULD support ITU-T G.729a [19] [20] and G.722 [21] codecs.

	TS.64_3.3.2_REQ_028
	If FWA Device supports more than one codec, the order of Codecs in
SDP Offer SHALL be configurable.

	TS.64_3.3.2_REQ_029
	The FWA Device SHALL send and receive DTMF tones complying with RFC4733 [17].

	TS.64_3.3.2_REQ_030
	The RTP Payload Type for DTMF Events SHALL be configurable

	TS.64_3.3.2_REQ_032
	The FWA Device SHALL be compliant with mandatory requirements of RFC 3550 (RTP) [23].

	TS.64_3.3.2_REQ_033
	The FWA Device SHALL be compliant with mandatory requirements of RFC 3551 (RTP Profile for Audio and Video Conferences with Minimal Control) [24].

	TS.64_3.3.2_REQ_034
	The FWA Device SHALL be compliant with mandatory requirements of RFC 3605 (RTCP) [25].

	TS.64_3.3.2_REQ_036
	The FWA Device SHALL use Symmetric RTP and RTCP, i.e. the UE
shall transmit RTP/RTCP packets using the same UDP port used for
receiving RTP/RTCP packets, as stated in RFC 4961 [27].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1.
DUT’s SIP Account is registered. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Off-hook the analogue telephone connected to DUT.
	Confirm dial tone is played.

	2
	Dial the number of another fixed or mobile telephone controlled by the same IMS network of DUT.
	Confirm that:
1. DUT sends an INVITE message;
2. The SIP Network replies with a 100 Trying, then with a 407 Proxy Authentication Required;
3. DUT sends a SIP ACK, then another INVITE message containing Proxy-Authorization header;
4. The SIP Network replies with a 100 Trying, then with a 180 Ringing:
5. DUT sends a PRACK message;
6. The SIP Network replies to the PRACK with a 200 OK.
Confirm calling user (DUT) is playing ring tone and called user is ringing.

	3
	Answer the call on the called telephone.
	Confirm that:
1. The SIP Network replies with a 200 OK to the INVITE, containing:
a. Session-Expires header, containing the value of the Session-Expires timer and the tag refresher indicating whether the entity responsible for session refresh is the Network (refresher=uas) of DUT (refresher=uac)
b. an SDP answer containing:
i. Connection information: IP Address P-CSCF to which DUT will send the RTP packets;
ii. Media Description: “audio” tag, UDP port for RTP media, codec list, comprising at least one of the codecs indicated by DUT in the SDP Offer and the  DTMF Events (Payload Type as defined in configuration); optionally, also G.722 (PT=9).
iii. Media attribute: sendrecv
iv. If G.729 is indicated in the SDP Answer: Media Attribute: fmtp:18 annexb=no
v. ptime:<value in milliseconds for packetization time used by the remote telephone> 
2. DUT sends an ACK message.
Confirm bi-directional voice is correctly working on the voice call.
Confirm:
3. DUT sends RTP packets of the first codec indicated in the list of the SDP Answer.
4. The RTP packets sent from DUT to network:
a. At the IP level, contain the DSCP value for Voice, configured on DUT;
b. are sent with the periodicity defined by the packetization time in DUT configuration.
c. Contain regularly increasing sequence numbers;
d. Are originated from the IP Address and UDP port defined in Connection Information of SDP Offer towards the Destination IP Address and UDP port defined in Connection Information of SDP Answer;
5. DUT receives RTP packets of the first codec indicated in the list of the SDP Answer.
6. The RTP packets received by DUT from network:
a. are received with the periodicity defined by the packetization time in DUT configuration.
b. Contain regularly increasing sequence numbers;
c. Are originated from the IP Address and UDP port defined in Connection Information of SDP Answer towards the Destination IP Address and UDP port defined in Connection Information of SDP Offer.
7. DUT sends, with a periodicity of 5 seconds,  RTCP packets containing:
a. As Source IP Address, the one contained in the connection information of the SDP Offer;
b. As Source UDP Port, the one contained in the connection information of the SDP Offer, incremented by 1 unit;
c. Type=Sender report

	4
	Press digit keys both on the telephone connected to DUT and on the remote telephone.
	Confirm:
1. DUT sends RTP packets containing RFC2833 RTP Event.
2. The RTP packets:
a. are sent from DUT regularly.
b. Contain regularly increasing sequence numbers;
c. Contain RFC2833 Events, detailing:
i. The Event ID correspondent to the DTMF digit pressed by the user on the telephone connected to DUT;
ii. The bit “end of event” shall be set to 0, while the Key is being pressed by the user, and shall be put to 1 for the last 2-5 packets of each individual digit press;
iii. The volume, expressed in dBm0. Valid values for DTMF are from 0 to 36.
iv. The Event Duration, expressed in Timestamp units. Each timestamp unit represent 0.125 ms, as timestamps are based on a 8 kHz clock.
3. DUT receives RTP packets containing RFC2833 RTP Event.
4. The RTP packets received:
a. are received by DUT from network regularly.
b. Contain regularly increasing sequence numbers;
c. Contain RFC2833 Events, detailing:
i. The Event ID correspondent to the DTMF digit pressed by the user on the remote telephone;
ii. The bit “end of event” shall be set to 0, while the Key is being pressed by the user, and shall be put to 1 for the last 2-5 packets of each individual digit press;
iii. The volume, expressed in dBm0. Valid values for DTMF are from 0 to 36.
iv. The Event Duration, expressed in Timestamp units. Each timestamp unit represent 0.125 ms.

	5
	Keep the call ongoing for a duration larger than 2 times the value indicated by network in the session-expires header contained in the 200OK to the INVITE
	Confirm that:
1. The entity in charge to refresh the SIP session (either the Network in case the tag “refresher” of the Session-expires in the 200OK was set to “uas”, or DUT Call in case the tag “refresher” of the Session-expires in the 200OK was set to “uac”) sends a OPTIONS message, containing the same Call-id of the INVITE, before the expiration of the expire time, calculated from the 200OK to the INVITE or the last OPTIONS;
2. The correspondent entity replies with 200OK.
Confirm bidirectional voice is always correctly operating.

	6
	Hang up the calling telephone (i.e. the telephone connected to DUT)
	Confirm that:
1. Call is terminated at both calling and called parties.
2. DUT sends a SIP BYE message with the same Call-ID of the INVITE
3. Network replies with a 200OK to the BYE. 
4. The flow of RTP and RTCP packets ends in both directions.


Originated IMS-IMS call – called user busy
Test purpose
To verify the call flow in case the called user is busy.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
DUT’s SIP Account is registered. 
Set Busy the telephone that will be called by DUT during the test.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Off-hook the analogue telephone connected to DUT.
	Confirm dial tone is played.

	2
	Dial the number of another fixed or mobile telephone controlled by the same IMS network of DUT.
	Confirm that:
1. DUT sends an INVITE message;
2. The SIP Network replies with a 100 Trying, then with a 407 Proxy Authentication Required;
3. DUT sends a SIP ACK, then another INVITE message containing Proxy-Authorization header;
4. The SIP Network replies with a 100 Trying, then with a 486 Busy:
5. DUT sends a ACK message.
Confirm calling user (DUT) is playing busy tone.


Originated IMS-IMS call – called user no answer
Test purpose
To verify the call flow in case the called user does not answer.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
DUT’s SIP Account is registered. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Off-hook the analogue telephone connected to DUT.
	Confirm dial tone is played.

	2
	Dial the number of another fixed or mobile telephone controlled by the same IMS network of DUT.
	Confirm that:
1. DUT sends an INVITE message;
2. The SIP Network replies with a 100 Trying, then with a 407 Proxy Authentication Required;
3. DUT sends a SIP ACK, then another INVITE message containing Proxy-Authorization header;
4. The SIP Network replies with a 100 Trying, then with a 180 Ringing;
5. DUT sends a PRACK message;
6. The SIP Network replies with a 200OK to the PRACK;

Confirm called user is alerted and calling user (DUT) is playing ring tone[footnoteRef:6]. [6:  In some literature, the ring tone heard by the calling party is referred to as ring back tone, whereas ring tone refers the one alerting the called party.] 


	3
	Wait until network timer for no answer expires.
	Confirm that:
1. After the expiry of the no-answer timer, the SIP Network sends a 408 Request Timeout;
2. DUT sends an ACK message;
Confirm calling user (DUT) is playing fast busy tone at least for 30 seconds.


Originated IMS-IMS call – calling user terminates the call before the called user answers
Test purpose
To verify the call flow in case the calling user terminates the call before the called user answers.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
DUT’s SIP Account is registered. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Off-hook the analogue telephone connected to DUT.
	Confirm dial tone is played.

	2
	Dial the number of another fixed or mobile telephone controlled by the same IMS network of DUT.
	Confirm that:
1. DUT sends an INVITE message;
2. The SIP Network replies with a 100 Trying, then with a 407 Proxy Authentication Required;
3. DUT sends a SIP ACK, then another INVITE message containing Proxy-Authorization header;
4. The SIP Network replies with a 100 Trying, then with a 180 Ringing;
5. DUT sends a PRACK message;
6. The SIP Network replies with a 200OK to the PRACK;
Confirm called user is alerted and calling user (DUT) is playing ring tone.

	3
	Hang up the analogue telephone connected to DUT.
	Confirm that:
1. DUT sends a CANCEL message;
2. The SIP Network replies to the CANCEL with a 200OK;
3. The SIP Network replies to the INVITE with a 487 Request Terminated;
4. DUT sends an ACK message;
Confirm called telephone stops ringing and the call attempt is terminated.


Terminated IMS-IMS call – called user answers
Test purpose
To verify the call flow for the establishment of a terminated call.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].

	TS.64_3.3.2_REQ_017
	The FWA Device SHALL be compliant with mandatory requirements of RFC3262 Reliability of Provisional Responses [14].

	TS.64_3.3.2_REQ_018
	The FWA Device SHALL be compliant mandatory requirements of with RFC3264 The Offer/Answer Model [15].

	TS.64_3.3.2_REQ_020
	The FWA Device SHALL support an open numbering plan, that is the
length of user selection is not predetermined.

	TS.64_3.3.2_REQ_021
	The FWA Device SHALL use en-bloc selection towards the IMS
network. Overlap selection is not foreseen.

	TS.64_3.3.2_REQ_023
	The FWA Device SHALL support DSCP marking for SIP, RTP and
RTCP traffic, with configurable values for DS Code Point.

	TS.64_3.3.2_REQ_026
	The FWA Device SHALL support at least the ITU-T G.711 codec (A-law and μ-law) [18], as specified in RFC3261 [12].

	TS.64_3.3.2_REQ_027
	The FWA Device SHOULD support ITU-T G.729a [19] [20] and G.722 [21] codecs.

	TS.64_3.3.2_REQ_028
	If FWA Device supports more than one codec, the order of Codecs in
SDP Offer SHALL be configurable.

	TS.64_3.3.2_REQ_029
	The FWA Device SHALL send and receive DTMF tones complying with RFC4733 [17].

	TS.64_3.3.2_REQ_030
	The RTP Payload Type for DTMF Events SHALL be configurable

	TS.64_3.3.2_REQ_032
	The FWA Device SHALL be compliant with mandatory requirements of RFC 3550 (RTP) [23].

	TS.64_3.3.2_REQ_033
	The FWA Device SHALL be compliant with mandatory requirements of RFC 3551 (RTP Profile for Audio and Video Conferences with Minimal Control) [24].

	TS.64_3.3.2_REQ_034
	The FWA Device SHALL be compliant with mandatory requirements of RFC 3605 (RTCP) [25].

	TS.64_3.3.2_REQ_036
	The FWA Device SHALL use Symmetric RTP and RTCP, i.e. the UE
shall transmit RTP/RTCP packets using the same UDP port used for
receiving RTP/RTCP packets, as stated in RFC 4961 [27].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
DUT’s SIP Account is registered. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	From another fixed or mobile telephone controlled by the same IMS network of DUT, call DUT’s number.
	Confirm that:
1. The SIP Network sends DUT an INVITE message, containing SDP Offer.
2. DUT replies with a 100 Trying, then with a 180 Ringing, containing:
a. At the IP level, the DSCP value for Voice, configured on DUT
b. Require header, containing 100 rel;
c. RSeq header: containing an integer value
3. The SIP Network sends a PRACK message containing:
a. Cseq header: increased by 1 unit with respect to the value of previous INVITE;
b. Rack header, containing the value of the Rseq contained in the 180 Ringing, the value of the Cseq of the previous INVITE, and the name of the request (INVITE) to which the provisional reliable answer is referred;
4. DUT replies to the PRACK with a 200 OK.
Confirm called user (DUT) is ringing and calling user is playing ring tone.

	3
	Answer the call on the telephone connected to DUT.
	Confirm that:
1. DUT sends a 200 OK to the INVITE, containing:
a. Session-Expires header, containing the value of the Session-Expires timer and the tag refresher indicating whether the entity responsible for session refresh is the Network (refresher=uac) of DUT (refresher=uas)
b. an SDP answer containing:
i. Connection information: IP Address of DUT’s Voice PDN Session to which network will send the RTP packets;
ii. Media Description: “audio” tag, UDP port for RTP media, codec list, comprising at least one of the codecs indicated by the Network in the SDP Offer and the  DTMF Events (Payload Type as defined in configuration); optionally, also G.722 (PT=9).
iii. Media attribute: sendrecv
iv. If G.729 is indicated in the SDP Answer: Media Attribute: fmtp:18 annexb=no
v. ptime:<value in milliseconds for packetization time configured in DUT> 
2. The Network sends an ACK message.
Confirm bi-directional voice is correctly working on the voice call.
Confirm:
3. DUT sends RTP packets of the first codec indicated in the list of the SDP Answer.
4. The RTP packets sent from DUT to network:
a. At the IP level, contain the DSCP value for Voice, configured on DUT;
b. are sent with the periodicity defined by the packetization time in DUT configuration.
c. Contain regularly increasing sequence numbers;
d. Are originated from the IP Address and UDP port defined in Connection Information of SDP Answer towards the Destination IP Address and UDP port defined in Connection Information of SDP Offer;
5. DUT receives RTP packets of the first codec indicated in the list of the SDP Answer.
6. The RTP packets received by DUT from network:
a. are received with the periodicity defined by the packetization time in DUT configuration.
b. Contain regularly increasing sequence numbers;
c. Are originated from the IP Address and UDP port defined in Connection Information of SDP Offer towards the Destination IP Address and UDP port defined in Connection Information of SDP Answer.
7. DUT sends, with a periodicity of 5 seconds,  RTCP packets containing:
a. As Source IP Address, the one contained in the connection information of the SDP Answer; 
b. As Source UDP Port, the one contained in the connection information of the SDP Answer, incremented by 1 unit;
c. Type=Sender report

	4
	Press digit keys both on the telephone connected to DUT and on the remote telephone.
	Confirm:
1. DUT sends RTP packets containing RFC2833 RTP Event.
2. The RTP packets:
a. are sent from DUT regularly.
b. Contain regularly increasing sequence numbers;
c. Contain RFC2833 Events, detailing:
i. The Event ID correspondent to the DTMF digit pressed by the user on the telephone connected to DUT;
ii. The bit “end of event” shall be set to 0, while the Key is being pressed by the user, and shall be put to 1 for the last 2-5 packets of each individual digit press;
iii. The volume, expressed in dBm0. Valid values for DTMF are from 0 to 36.
iv. The Event Duration, expressed in Timestamp units. Each timestamp unit represent 0.125 ms, as timestamps are based on a 8kHz clock.
3. DUT receives RTP packets containing RFC2833 RTP Event.
4. The RTP packets:
a. are received by DUT from network regularly.
b. Contain regularly increasing sequence numbers;
c. Contain RFC2833 Events, detailing:
i. The Event ID correspondent to the DTMF digit pressed by the user on the remote telephone;
ii. The bit “end of event” shall be set to 0, while the Key is being pressed by the user, and shall be put to 1 for the last 2-5 packets of each individual digit press;
iii. The volume, expressed in dBm0. Valid values for DTMF are form 0 to 36.
iv. The Event Duration, expressed in Timestamp units. Each timestamp unit represent 0.125 ms.

	5
	Keep the call ongoing for a duration larger than 2 times the value indicated by DUT in the Session-expires header contained in the 200OK to the INVITE
	Confirm that:
1. The entity in charge to refresh the SIP session (either the Network in case the tag “refresher” of the Session-expires in the 200OK was set to “uac”, or DUT in case the tag “refresher” of the Session-expires in the 200OK was set to “uas”) sends a OPTIONS message, containing the same Call-id of the INVITE, before the expiration of the expire time, from the 200OK to the INVITE;
2. The correspondent entity replies with 200OK.
Confirm uninterrupted bidirectional voice can be heard.

	6
	Hang up the calling telephone (i.e. the remote telephone)
	Confirm that:
1. Call is terminated at both calling and called parties.
2. The SIP Network sends a SIP BYE message with the same Call-ID of the INVITE.
3. DUT replies with a 200OK to the BYE. 
4. The flow of RTP and RTCP packets ends in both directions.
5. The Telephone connected to DUT plays Fast Busy Tone, for at least 30 seconds.
Hang up the telephone connected to DUT.


Originated IMS-IMS call – Early Media & support of UPDATE before answer
Test purpose
To verify the support of the Early Media and UPDATE Method before Answer.
Referenced requirements
	TS.64_3.3.2_REQ_016
	The FWA Device SHALL be compliant with mandatory requirements of RFC3261 SIP protocol [12].

	TS.64_3.3.2_REQ_017
	The FWA Device SHALL be compliant with mandatory requirements of RFC3262 Reliability of Provisional Responses [14].

	TS.64_3.3.2_REQ_018
	The FWA Device SHALL be compliant mandatory requirements of with RFC3264 The Offer/Answer Model [15].

	TS.64_3.3.2_REQ_019
	The FWA Device SHALL be compliant with mandatory requirements of RFC3311 The UPDATE method [16].

	TS.64_3.3.2_REQ_037
	The FWA Device, for Early Media and Ringing Tone Generation, SHALL be compliant, either to RFC 5009 [28], about P-Early-Media header, or RFC 3960 [29], in particular with the “Gateway Model”.

	TS.64_3.3.2_REQ_038
	When a FWA Device has sent the SDP offer, it SHALL be prepared to receive media for any streams described by that offer, as defined in RFC 3264 [15], even before receiving any SIP provisional response.

	TS.64_3.3.2_REQ_039
	In case the FWA Device is compliant to RFC 3960, the FWA Device, for
ringing tone generation, SHOULD implement the following local policy,
derived from the example contained in RFC 3960 [29]:
1. Unless a 180 (Ringing) response is received, never generate local
ringing.
2. If a 180 (Ringing) has been received but there are no incoming media
packets or incoming media packets containing silence, generate local
ringing.
3. If a 180 (Ringing) has been received and there are incoming media
packets, not containing silence, play them and do not generate local
ringing.

	TS.64_3.3.2_REQ_040
	The FWA Device SHALL support RE-INVITE and UPDATE methods.



Applicability
The test is applicable to Lab of Field environment.
Initial configuration
As defined in section 3.3.2.1 and in addition those defined below.
DUT’s SIP Account is registered.
Configure in the network an IVR (Interactive Voice Response), associated to a specific phone number, which is configured to:
· send a 183 Session Progress as response to the INVITE, 
· play a first early media network announcement, 
· send an UPDATE message before the answer, 
· play a second early media network announcement, 
· answers the call.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Off-hook the analogue telephone connected to DUT.
	Confirm dial tone is played.

	2
	Dial a number which is configured for Early Media.
	Confirm that:
1. DUT sends an INVITE message;
2. The SIP Network replies with a 100 Trying, then with a 407 Proxy Authentication Required;
3. DUT sends a SIP ACK, then another INVITE message containing:
a. Supported header, containing 100 rel (plus any others tags);
b. Cseq header: increased by 1 unit with respect to the value of previous INVITE;
c. Proxy Authorization header;
d. Allow header contains UPDATE;
e. SDP Offer as detailed in test 3.3.2.22
4. The SIP Network replies with a 100 Trying, then with a 183 Session Progress containing:
a. Require header, containing 100 rel;
b. RSeq header: containing an integer value
c. SDP Answer as detailed in test 3.3.2.22, containing only one of the codecs defined in the SDP Offer (e.g. G.711).
5. DUT sends a PRACK message containing:
a. Cseq header: increased by 1 unit with respect to the value of previous INVITE;
b. Rack header, containing the value of the Rseq contained in the 183 Session Progress, the value of the Cseq of the previous INVITE, and the name of the request (INVITE) to which the provisional reliable answer is referred;
6. The SIP Network replies to the PRACK with a 200 OK.
7. The network sends Early Media RTP packets, using the same codec of the SDP Answer.
Confirm calling user (DUT) hears the first early media announcement.
8. The SIP Network sends an UPDATE message containing:
a. Cseq header: increased by 1 unit with respect to the value of previous PRACK;
b. SDP Offer as detailed in test 3.3.2.22, containing only one codec, different from the codec used in the 183 Session Progress.  (e.g. G.729a).
9. DUT sends a 200 OK message containing:
a. Cseq header: containing the same value of the UPDATE;
b. SDP Answer as detailed in test 3.3.2.22.
10. The network sends Early Media RTP packets, using the same codec of the SDP Answer.
Confirm calling user (DUT) hears the second early media announcement;
11. After the second Early Media Announcement, the network sends a 180 Ringing (without SDP) containing:
a. Require header, containing 100 rel;
b. RSeq header: containing an integer value
12. DUT sends a PRACK message containing:
a. Cseq header: increased by 1 unit with respect to the value of the UPDATE;
b. Rack header, containing the value of the Rseq contained in the 180 Ringing, the value of the Cseq of the previous INVITE, and the name of the request (INVITE) to which the provisional reliable answer is referred;
13. The SIP Network replies to the PRACK with a 200 OK.
Calling users hears ring tone locally generated by DUT.
14. The called user answers, and the network sends a 200OK to the INVITE.
15. DUT sends ACK
16. Both DUT and Network send RTP packets.
Local and remote users hear each other.

	3
	Calling user hangs up the telephone and terminates the call.
	The call is terminated.
Confirm that:
1. DUT sends a BYE message:
2. The Network replies with a 200OK.



[bookmark: _Toc206677198][bookmark: _Toc243570741]VoIP service: supplementary services for single-line profile Interfaces
No specific test cases.
[bookmark: _Toc206677199][bookmark: _Toc243570742]FXS interface requirements
No specific test cases.
[bookmark: _Toc206677200][bookmark: _Toc243570743]FAX and POS (Point of Sale) Requirements
No specific test cases.
[bookmark: _Ref190108357][bookmark: _Toc206677201][bookmark: _Toc243570744]Voice Quality
[bookmark: _Ref191045196]Common Test procedures for Voice Quality
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM inserted, whose profile assign a public IP address to the FWA Device. Switch  ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Connect a Voice Quality Monitoring tool on one side to the FXS interface of the FWA Device, on the other side to another Voice Access, e.g. a PSTN line.
Voice Quality with G.729 VoIP call, without background data traffic
Test purpose
To verify voice quality of G.729 calls, without background data traffic.
Referenced requirements
	TS.64_3.3.6_REQ_001
	If the FWA Device supports VoIP, the FWA Device SHALL offer a MOS of at least 3,2 in both directions of voice communication, when the G.729a [19] codec is used in the communication.

	TS.64_3.3.6_REQ_002
	If the FWA Device supports VoIP, the FWA Device SHOULD offer a MOS of at least 3,5 in both directions of voice communication, when the G.729a [19] codec is used in the communication.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.6.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure FWA Device to use G.729 as the only voice codec enabled.
	Confirm configuration is successful.

	2
	Make a MO call from the FWA Device towards the other voice access line where the Voice Quality Monitoring toll is connected.
	Confirm call is correctly established.

	[bookmark: _Hlk191045744]3
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	4
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	5
	Terminate MO Call, and generate an MT call from the other voice access line where the Voice Quality Monitoring toll is connected, towards the FWA Device
	Confirm call is correctly established.

	6
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	7
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.


Voice Quality with G.729 VoIP call, with background data traffic
Test purpose
To verify voice quality of G.729 calls, with background data traffic.
Referenced requirements
	TS.64_3.3.6_REQ_001
	If the FWA Device supports VoIP, the FWA Device SHALL offer a MOS of at least 3,2 in both directions of voice communication, when the G.729a [19] codec is used in the communication.

	TS.64_3.3.6_REQ_002
	If the FWA Device supports VoIP, the FWA Device SHOULD offer a MOS of at least 3,5 in both directions of voice communication, when the G.729a [19] codec is used in the communication.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.6.1 and in addition those defined below.
Connect a client (e.g. a laptop) to the LAN Ethernet interfaces of the FWA Device. Another client is connected on another Internet access. Both clients have iPerf3 installed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure FWA Device to use G.729 as the only voice codec enabled.
	Confirm configuration is successful.

	2
	Make a MO call from the FWA Device towards the other voice access line where the Voice Quality Monitoring toll is connected.
	Confirm call is correctly established.

	3
	Using iPerf on the two clients, generate UDP data traffic in direction FWA Device -> Network, at a rate enough to have congestion in the uplink mobile connection.
	Confirm data traffic is running.

	4
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	5
	Using iPerf on the two clients, generate UDP data traffic in direction Network -> FWA Device, at a rate enough to have congestion in the downlink mobile connection.
	Confirm data traffic is running.

	6
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	7
	Terminate MO Call, and generate an MT call from the other voice access line where the Voice Quality Monitoring toll is connected, towards the FWA Device
	Confirm call is correctly established.

	8
	Using iPerf on the two clients, generate UDP data traffic in direction FWA Device -> Network, at a rate enough to have congestion in the uplink mobile connection.
	Confirm data traffic is running.

	9
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	10
	Using iPerf on the two clients, generate UDP data traffic in direction Network -> FWA Device, at a rate enough to have congestion in the downlink mobile connection.
	Confirm data traffic is running.

	11
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.


Voice Quality with G.711 VoIP call, without background data traffic
Test purpose
To verify voice quality of G.711 calls, without background data traffic.
Referenced requirements
	TS.64_3.3.6_REQ_003
	If the FWA Device supports VoIP, the FWA Device SHALL offer a MOS of at least 3,7 in both directions of voice communication, when the G.711 [18] codec is used in the communication.

	TS.64_3.3.6_REQ_004
	If the FWA Device supports VoIP, the FWA Device SHOULD offer a MOS of at least 4 in both directions of voice communication, when the G.711 [18] codec is used in the communication.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.6.1.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure FWA Device to use G.711 as the only voice codec enabled.
	Confirm configuration is successful.

	2
	Make a MO call from the FWA Device towards the other voice access line where the Voice Quality Monitoring toll is connected.
	Confirm call is correctly established.

	3
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	4
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	5
	Terminate MO Call, and generate an MT call from the other voice access line where the Voice Quality Monitoring toll is connected, towards the FWA Device
	Confirm call is correctly established.

	6
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	7
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.


Voice Quality with G.711 VoIP call, with background data traffic
Test purpose
To verify voice quality of G.711 calls, with background data traffic.
Referenced requirements
	TS.64_3.3.6_REQ_003
	If the FWA Device supports VoIP, the FWA Device SHALL offer a MOS of at least 3,7 in both directions of voice communication, when the G.711 [18] codec is used in the communication.

	TS.64_3.3.6_REQ_004
	If the FWA Device supports VoIP, the FWA Device SHOULD offer a MOS of at least 4 in both directions of voice communication, when the G.711 [18] codec is used in the communication.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.6.1 and in addition those defined below.
Connect a client (e.g. a laptop) to the LAN Ethernet interfaces of the FWA Device. Another client is connected on another Internet access. Both clients have iPerf3 installed.

Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure FWA Device to use G.711 as the only voice codec enabled.
	Confirm configuration is successful.

	2
	Make a MO call from the FWA Device towards the other voice access line where the Voice Quality Monitoring toll is connected.
	Confirm call is correctly established.

	3
	Using iPerf on the two clients, generate UDP data traffic in direction FWA Device -> Network, at a rate enough to have congestion in the uplink mobile connection.
	Confirm data traffic is running.

	4
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	5
	Using iPerf on the two clients, generate UDP data traffic in direction Network -> FWA Device, at a rate enough to have congestion in the downlink mobile connection.
	Confirm data traffic is running.

	6
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	7
	Terminate MO Call, and generate an MT call from the other voice access line where the Voice Quality Monitoring toll is connected, towards the FWA Device
	Confirm call is correctly established.

	8
	Using iPerf on the two clients, generate UDP data traffic in direction FWA Device -> Network, at a rate enough to have congestion in the uplink mobile connection.
	Confirm data traffic is running.

	9
	Using the Voice Quality Monitoring tool, verify the call quality in the direction FWA Device -> Network, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.

	10
	Using iPerf on the two clients, generate UDP data traffic in direction Network -> FWA Device, at a rate enough to have congestion in the downlink mobile connection.
	Confirm data traffic is running.

	11
	Using the Voice Quality Monitoring tool, verify the call quality in the direction Network -> FWA Device, measuring the quality for at least 3 minutes.
	Confirm Voice quality score meets requirements.


Absence of Echo with G.729 VoIP call, with background data traffic
Test purpose
To verify absence of echo in G.729 calls, with background data traffic.
Referenced requirements
	TS.64_3.3.2_REQ_031
	The FWA Device SHALL support an echo canceller compliant to ITU-T G.131 [22], for managing delays less than 150 ms.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.6.1 and in addition those defined below.
Connect a client (e.g. a Laptop) to the LAN Ethernet interfaces of the FWA Device. Another client is connected on another Internet access. Both clients have iPerf3 installed.
Connect an analogue phone to the FXS port of the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure FWA Device to use G.729 as the only voice codec enabled.
	Confirm configuration is successful.

	2
	Make a MO call from the FWA Device towards a mobile (VoLTE) subscriber.
	Confirm call is correctly established.

	3
	Using iPerf on the two clients, generate bidirectional UDP data traffic, at rates enough to have congestion in uplink and downlink mobile connections.
	Confirm data traffic is running.

	4
	Verify there’s no intelligible echo both at the analogue phone and at the mobile phone.
	Confirm absence of echo.


Absence of Echo with G.711 VoIP call, with background data traffic
Test purpose
To verify absence of echo in G.711 calls, with background data traffic.
Referenced requirements
	TS.64_3.3.2_REQ_031
	The FWA Device SHALL support an echo canceller compliant to ITU-T G.131 [22], for managing delays less than 150 ms.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.3.6.1 and in addition those defined below.
Connect a client (e.g. a laptop) to the LAN Ethernet interfaces of the FWA Device. Another client is connected on another Internet access. Both clients have iPerf3 installed.
Connect an analogue phone to the FXS port of the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure FWA Device to use G.711 as the only voice codec enabled.
	Confirm configuration is successful.

	2
	Make a MO call from the FWA Device towards a mobile (VoLTE) subscriber.
	Confirm call is correctly established.

	3
	Using iPerf on the two clients, generate bidirectional UDP data traffic, at rates enough to have congestion in uplink and downlink mobile connections.
	Confirm data traffic is running.

	4
	Verify there’s no intelligible echo both at the analogue phone and at the mobile phone.
	Confirm absence of echo.



[bookmark: _Toc243570745]Networking Features
[bookmark: _Toc243570746]Interfaces
[bookmark: _Ref155112273]Common Test procedures for Interfaces
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
LAN Ethernet Interfaces
Test purpose
To verify correct operation of LAN Ethernet Interfaces.
Referenced requirements
	TS.64_3.4.1_REQ_001
	The indoor FWA Device and the InDoor Unit of an OutDoor FWA Solution SHALL support at least two Gigabit Ethernet LAN ports, compliant to IEEE 802.3ab standard.

	TS.64_3.4.1_REQ_002
	For the physical interfaces for LAN Ethernet, the 1000BASE-T electrical interface SHOULD be used.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.1.1 and in addition those defined below.
Connect a client (e.g. a laptop) to the LAN Ethernet interfaces of the FWA Device. The client supports the same maximum Ethernet speed as the FWA Devices LAN Interfaces and initially, is configured in Auto-negotiation mode both for speed and duplex.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	[bookmark: _Hlk165291661]With appropriate client connected to the FWA Device, verify traffic is properly to the internet, and vice versa.
Capture LAN traffic exchanged between client and FWA Device.

	Confirm traffic is exchanged to the Internet.
Confirm FWA Device properly generates Ethernet frames with the proper headers:
· Source Address: MAC Address of the FWA Device
· Destination Address: MAC Address of the client
· Ethertype: value corresponding to the used Layer 3 protocol: (IPv4: 0x0800, IPv6: 0x86DD)
Verify that the configuration of the interface in regards to speed and duplex is consistent with the client configuration. E.g. in case of Auto-negotiation, the speed should be the maximum supported by both FWA Device and client, and the duplex should be full.

	2
	Set the following configuration of Ethernet Interface on the Client: speed 10 Mb/s, half duplex.
	The FWA Device shall automatically adjust LAN Ethernet operation to the configuration of the Ethernet interface of the client.
Confirm traffic is exchanged to the Internet.

	3
	Set the following configuration of Ethernet Interface on the Client: speed 10 Mb/s, full duplex.
	The FWA Device shall automatically adjust LAN Ethernet operation to the configuration of the Ethernet interface of the client.
Confirm traffic is exchanged to the Internet.

	4
	Set the following configuration of Ethernet Interface on the Client: speed 100 Mb/s, half duplex.
	The FWA Device shall automatically adjust LAN Ethernet operation to the configuration of the Ethernet interface of the client.
Confirm traffic is exchanged to the Internet.

	5
	Set the following configuration of Ethernet Interface on the Client: speed 100 Mb/s, full duplex.
	The FWA Device shall automatically adjust LAN Ethernet operation to the configuration of the Ethernet interface of the client.
Confirm traffic is exchanged to the Internet.

	6
	Set the following configuration of Ethernet Interface on the Client: speed 1 Gb/s, half duplex.
	The FWA Device shall automatically adjust LAN Ethernet operation to the configuration of the Ethernet interface of the client.
Confirm traffic is exchanged to the Internet.

	7
	Set the following configuration of Ethernet Interface on the Client: speed 1 Gb/s, full duplex.
	The FWA Device shall automatically adjust LAN Ethernet operation to the configuration of the Ethernet interface of the client.
Confirm traffic is exchanged to the Internet.


[bookmark: _Toc243570747]Performance
[bookmark: _Ref155115821]Common Test procedures for Performance
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has avalid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Performance between LAN Ethernet Interfaces
Test purpose
To verify performance between two LAN Ethernet Interfaces.
Referenced requirements
	TS.64_3.4.2_REQ_001
	The 4G FWA Device SHALL offer an aggregate throughput of at least 1 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.

	TS.64_3.4.2_REQ_002
	The 4G FWA Device SHOULD offer an aggregate throughput of at least 2,5 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.

	TS.64_3.4.2_REQ_003
	The 5G FWA Device SHALL offer an aggregate throughput of at least 2,5 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.

	TS.64_3.4.2_REQ_004
	The 5G FWA Device SHOULD offer an aggregate throughput of at least 5 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.



Applicability
The test is applicable to Lab environment only.
Initial configuration
As defined in section 3.4.2.1 and in addition those defined below.
Connect at least two clients (e.g. laptops) to the LAN Ethernet interfaces of the FWA Device, in order to attain the performance defined in the above requirements. The clients supports the same maximum Ethernet speed as the FWA Devices LAN Interfaces and is configured in Auto-negotiation mode both for speed and duplex.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect appropriate clients to the FWA Device, and perform bidirectional iPerf traffic (first UDP, then TCP) between the clients:


	Verify the performance of the FWA Device meets – approximately - the relevant requirement.
NOTE: That a traffic of 1Gbit/s bidirectional between two clients, connected to two Ethernet interfaces of the FWA Device, shall be counted only once, not twice (i.e. the throughput is 1 Gb/s bidirectional, not 2 x 1 Gb/s bidirectional). It might be required to use two or more clients, in case the maximum speed of LAN interfaces is lower than the nominal throughput. E.g., in order to verify a throughput of 2,5 Gb/s bidirectional with 1 Gb/s Ethernet interfaces, three couples of client are needed (in case the device supports at least 6 GBE interfaces), or two couples of client connected to Ethernet interfaces and one couple connected to the Wi-Fi AP of the FWA Device (in case the Device has 4 Ethernet interfaces).


Performance between LAN Ethernet and Wi-Fi Interfaces
Test purpose
To verify performance between LAN Ethernet and Wi-Fi Interfaces.
Referenced requirements
	TS.64_3.4.2_REQ_001
	The 4G FWA Device SHALL offer an aggregate throughput of at least 1 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.

	TS.64_3.4.2_REQ_002
	The 4G FWA Device SHOULD offer an aggregate throughput of at least 2,5 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.

	TS.64_3.4.2_REQ_003
	The 5G FWA Device SHALL offer an aggregate throughput of at least 2,5 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.

	TS.64_3.4.2_REQ_004
	The 5G FWA Device SHOULD offer an aggregate throughput of at least 5 Gb/s bidirectional between LAN interfaces, either Ethernet or WiFi, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length.



Applicability
The test is applicable to Lab environment only.
Initial configuration
As defined in section 3.4.2.1 and in addition those defined below.
Connect at least one client (e.g. a laptop) to a LAN Ethernet interfaces of the FWA Device, and another one to the Wi-Fi AP of the FWA Device. Possibly, connect more clients in order to attain the performance defined in the above requirements. The client(s) supports the same maximum Ethernet speed as the FWA Devices LAN Interfaces and is configured in Auto-negotiation mode both for speed and duplex.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect appropriate clients connected to the FWA Device, and perform bidirectional iPerf traffic (first UDP, then TCP) between the clients:


	Verify the performance of the FWA Device meets – approximately - the relevant requirement.
NOTE: That a traffic of 1Gbit/s bidirectional between two clients, connected respectively to an Ethernet interface and to the Wi-Fi AP of the FWA Device, shall be counted only once, not twice (i.e. the throughput is 1 Gb/s bidirectional, not 2 x 1 Gb/s bidirectional). It might be required to use two or more clients, in case the maximum speed of LAN interfaces is lower than the nominal throughput. E.g. in order to verify a throughput of 2,5 Gb/s bidirectional, with 1 Gb/s interfaces, three couples of clients might be used, connected to Ethernet/Wi-Fi. Depending on the performance of the Wi-Fi AP of the FWA Device, one or more couple of clients might be connected to Ethernet interfaces only, instead of Wi-Fi.


Performance between LAN and WAN Interfaces
Test purpose
To verify performance between LAN and WAN (4G/5G cellular) interfaces.
Referenced requirements
	TS.64_3.4.2_REQ_005
	The 4G FWA Device SHALL offer a throughput LAN-WAN coherent with the LTE UE Category of the Device, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length and not affected by the local LAN-LAN throughput.

	TS.64_3.4.2_REQ_006
	The 5G FWA Device SHALL offer a throughput LAN-WAN coherent with 5G cellular bandwidth of the FWA Device, irrespective of IPv4 or IPv6 protocol, irrespective of Packet Length and not affected by the local LAN-LAN throughput.



Applicability
The test is applicable to Lab environment only.
Initial configuration
As defined in section 3.4.2.1 and in addition those defined below.
Connect one or more clients (e.g. a laptop) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device, and another client connected to another high-speed Internet accesses, in order to attain the performance defined in the above requirements. The client(s) supports the same maximum Ethernet speed as the FWA Devices LAN Interfaces and is configured in Auto-negotiation mode both for speed and duplex.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect appropriate clients connected to the FWA Device and to another high-speed Internet access, and perform bidirectional iPerf traffic (first UDP, then TCP) between the two set of clients.


	Verify the performance of the FWA Device meets – approximately - the relevant requirements.
It has to be taken into account that the result is significantly affected by the radio conditions and also by the protocol overheads, as the maximum throughput values reported in the table of § 3.4.2 of TS.64, are related to the physical layer of the data plane. 


[bookmark: _Toc243570748]Protocols
[bookmark: _Ref155692266]Common Test procedures for Protocols
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
IP
IPv4 only, LAN traffic
Test purpose
To verify the support of IPv4 by the FWA Device for traffic exchanged between LAN interfaces.
Referenced requirements
	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].



Applicability
The test is applicable to both Lab and Field environment where possible.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv4only Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Perform ICMP traffic (Ping) between the two clients. 
	ICMP traffic shall be correctly exchanged between the two clients.
Verify the FWA Device actually bridges traffic in the LAN subnet as the MAC Addresses of the packets should be those belonging to the two clients.

	2
	With iPerf, perform UDP and TCP traffic between the two clients.
	UDP and TCP traffic shall be correctly exchanged between the two clients.
Verify the FWA Device actually bridges traffic in the LAN subnet as the MAC Addresses of the packets should be those belonging to the two clients.


IPv4 only, LAN-to-WAN traffic
Test purpose
To verify the support of IPv4 by the FWA Device for traffic exchanged between LAN and WAN interfaces.
Referenced requirements
	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].



Applicability
The test is applicable to both Lab and Field environment where possible.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv4only Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify IP configuration of the FWA Device 
	Verify that the Network has assigned all IPv4 Addresses to the FWA Device for each PDN/PDU Connection.

	2
	Perform ICMP traffic (Ping) between one of the  client in LAN and one client over the Internet (e.g. DNS server 8.8.8.8).


	ICMP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have  Source MAC Address the Address of the FWA Device, and Source IP Address the Address of the client on the Internet.

	3
	Perform UDP and TCP traffic between one of the  client in LAN and one client over the Internet.
E.g. TCP traffic: accessing https://www.ietf.org/
UDP traffic: accessing https://www.youtube.com and starting a video streaming. 
	UDP and TCP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have  Source MAC Address the Address of the FWA Device, and Source IP Address the Address of the client on the Internet.


IPv6 only, LAN traffic
Test purpose
To verify the support of IPv6 only by the FWA Device for traffic exchanged between LAN interfaces.
Referenced requirements
	TS.64_3.4.3_REQ_002
	The FWA Device SHALL support Internet Protocol version 6 (IPv6), defined in IETF RFC 8200 [61] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_004
	The FWA Device SHALL support Network Discovery Protocol for IPv6 (NDP) defined in IETF RFC 4861 [65] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_006
	The FWA Device SHALL support Internet Control Message Protocol version 6 for IPv6 (ICMPv6) defined in IETF RFC 4443 [71].



Applicability
The test is applicable to both Lab and Field environment where possible and if it is supported by the device.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv6 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify IP configuration of the clients
	Verify each client has received:
· At least one Link-local IPv6 Address.
· Optionally, one Unique-local IPv6 Address.
· Optionally, one or more Global IPv6 Address(es).
· At least one IPv6 address for DNS Server. This address can be Link-local or Unique-local, in case the FWA Device performs as DNS Server for the clients in LAN, or a Global IPv6 address, in case a public DNS Server is advertised to the clients in LAN.

	2
	Perform ICMP traffic (Ping) between the two clients using Link-local addresses. 
	ICMP traffic shall be correctly exchanged between the two clients.
Verify the FWA Device actually bridges traffic in the LAN subnet as the MAC Addresses of the packets should be those belonging to the two clients.

	3
	With iPerf, perform UDP and TCP traffic between the two clients.
	UDP and TCP traffic shall be correctly exchanged between the two clients.
Verify the FWA Device actually bridges traffic in the LAN subnet as the MAC Addresses of the packets should be those belonging to the two clients.


IPv6 only, LAN-to-WAN traffic
Test purpose
To verify the support of IPv6only by the FWA Device for traffic exchanged between LAN and WAN interfaces.
Referenced requirements
	TS.64_3.1_REQ_007a
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv6 single stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4, IPv6, IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:7]. [7:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measured in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 


	TS.64_3.4.3_REQ_002
	The FWA Device SHALL support Internet Protocol version 6 (IPv6), defined in IETF RFC 8200 [61] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_004
	The FWA Device SHALL support Network Discovery Protocol for IPv6 (NDP) defined in IETF RFC 4861 [65] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_006
	The FWA Device SHALL support Internet Control Message Protocol version 6 for IPv6 (ICMPv6) defined in IETF RFC 4443 [71].



Applicability
The test is applicable to both Lab and Field environment where possible and if it is supported by the device.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv6 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify IP configuration of the FWA Device 
	Verify that the Network has assigned all IPv6 Addresses to the FWA Device for each PDN/PDU Connection.

	2
	Perform ICMP traffic (Ping) between one of the  client in LAN and one client over the Internet (e.g. DNS server 2001:4860:4860::8888).


	ICMP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have  Source MAC Address of the FWA Device, and Source IPv6 Address of the client on the Internet.

	3
	Perform UDP and TCP traffic between one of the  client in LAN and one client over the Internet.
E.g. TCP traffic: accessing https://www.ietf.org/
UDP traffic: accessing https://www.youtube.com and starting a video streaming. 


	UDP and TCP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have  Source MAC Address of the FWA Device, Source IPv6 Address of the client on the Internet.
Verify that, for traffic destined to the web sites  www.ietf.org and www.youtube.com, the destination IPv6 Addresses are the ones obtained by DNS resolutions (nslookup www.ietf.org and nslookup www.youtube.com).


IPv4/v6 dual stack, LAN traffic
Test purpose
To verify the support of the FWA Device with an IPv4/v6 network for traffic exchanged between LAN interfaces.
Referenced requirements
	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].

	TS.64_3.4.3_REQ_002
	The FWA Device SHALL support Internet Protocol version 6 (IPv6), defined in IETF RFC 8200 [61] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_004
	The FWA Device SHALL support Network Discovery Protocol for IPv6 (NDP) defined in IETF RFC 4861 [65] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_006
	The FWA Device SHALL support Internet Control Message Protocol version 6 for IPv6 (ICMPv6) defined in IETF RFC 4443 [71].



Applicability
The test is applicable to both Lab and Field environment where possible and if it is supported by the device.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv4 and IPv6 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify IP configuration of the clients
	Verify each client has received:
· At least one Link-local IPv6 Address.
· Optionally, one Unique-local IPv6 Address.
· Optionally, one or more Global IPv6 Address(es).
· At least one IPv6 address for DNS Server. This address can be Link-local or Unique-local, in case the FWA Device performs as DNS Server for the clients in LAN, or a Global IPv6 address, in case a public DNS Server is advertised to the clients in LAN.
· One IPv4 Address.
· At least one IPv4 address for DNS Server. This address can be the IPv4 address of the FWA Device in the LAN, in the FWA Device performs as DNS Server for the clients in LAN, or a public IPv4 address, in case a public DNS Server is advertised to the clients in LAN.

	2
	Perform ICMP traffic (Ping) between the two clients. 
	ICMP traffic shall be correctly exchanged between the two clients.
Execute the test using both IPv4 and IPv6, using the  options -4 -6 of the ping command.
Verify the FWA Device actually bridges traffic in the LAN subnet as the MAC Addresses of the packets should be those belonging to the two clients.

	3
	With iPerf, perform UDP and TCP traffic between the two clients.
	UDP and TCP traffic shall be correctly exchanged between the two clients.
Execute the test using both IPv4 and IPv6.
Verify the FWA Device actually bridges traffic in the LAN subnet as the MAC Addresses of the packets should be those belonging to the two clients.


IPv4/v6 dual stack, LAN-to-WAN traffic, both IPv4 and IPv6 Addresses assigned by network
Test purpose
To verify the support of the FWA Device with an IPv4/v6 network for traffic exchanged between LAN interfaces, when the network assigns both IPv4 and IPv6 Addresses to FWA Device.
Referenced requirements
	TS.64_3.1_REQ_007
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4 single stack.

	TS.64_3.1_REQ_007a
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv6 single stack.

	TS.64_3.1_REQ_007b
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4v6 dual stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4, IPv6, IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:8]. [8:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measured in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 


	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].

	TS.64_3.4.3_REQ_002
	The FWA Device SHALL support Internet Protocol version 6 (IPv6), defined in IETF RFC 8200 [61] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_004
	The FWA Device SHALL support Network Discovery Protocol for IPv6 (NDP) defined in IETF RFC 4861 [65] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_006
	The FWA Device SHALL support Internet Control Message Protocol version 6 for IPv6 (ICMPv6) defined in IETF RFC 4443 [71].



Applicability
The test is applicable to both Lab and Field environment where possible and if it is supported by the device.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv4 and IPv6 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
The mobile network is configured to assign, for each PDN/PDU connection, both IPv4 and IPv6 Addresses.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify IP configuration of the FWA Device 
	Verify that the Network has assigned both IPv4 and IPv6 Addresses to the FWA Device for each PDN/PDU Connection.

	2
	Perform ICMP traffic (Ping) between one of the clients in LAN and one client over the Internet (e.g. DNS server 8.8.8.8 and 2001:4860:4860::8888).


	ICMP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have Source MAC Address of the FWA Device, and Source IP Address of the client on the Internet.
Verify the IPv6 address is preferred over the IPv4 address where possible.

	3
	Perform UDP and TCP traffic between one of the clients in LAN and one client over the Internet.
E.g. TCP traffic: accessing https://www.ietf.org/
UDP traffic: accessing https://www.youtube.com and starting a video streaming. 


	UDP and TCP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have Source MAC Address the Address of the FWA Device, and Source IP Address the Address of the client on the Internet.
Verify that, for traffic destined to the web sites  www.ietf.org and www.youtube.com, the destination IPv6 Addresses are the ones obtained by DNS resolutions (nslookup www.ietf.org and nslookup www.youtube.com.
Verify the IPv6 address is preferred over the IPv4 address where possible.


IPv4/v6 dual stack, LAN-to-WAN traffic, only IPv4 Address assigned by network
Test purpose
To verify the support of the FWA Device with an IPv4/v6 network for traffic exchanged between LAN interfaces, when the network assigns only IPv4 Address to FWA Device.
Referenced requirements
	TS.64_3.1_REQ_007
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4 single stack.

	TS.64_3.1_REQ_007a
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv6 single stack.

	TS.64_3.1_REQ_007b
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4v6 dual stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4, IPv6, IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:9]. [9:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measured in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 


	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].

	TS.64_3.4.3_REQ_002
	The FWA Device SHALL support Internet Protocol version 6 (IPv6), defined in IETF RFC 8200 [61] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_004
	The FWA Device SHALL support Network Discovery Protocol for IPv6 (NDP) defined in IETF RFC 4861 [65] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_006
	The FWA Device SHALL support Internet Control Message Protocol version 6 for IPv6 (ICMPv6) defined in IETF RFC 4443 [71].



Applicability
The test is applicable to both Lab and Field environment where possible and if it is supported by the device.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv4 and IPv6 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
The mobile network assigns, for each PDN/PDU connection, only an IPv4 Address.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify IP configuration of the FWA Device 
	Verify that the Network has assigned only an IPv4 Address to the FWA Device for each PDN/PDU Connection.

	2
	Perform ICMP traffic (Ping) between one of the clients in LAN and one client over the Internet (e.g. DNS server 8.8.8.8).


	ICMP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have Source MAC Address of the FWA Device, and Source IP Address of the client on the Internet.

	3
	Perform UDP and TCP traffic between one of the clients in LAN and one client over the Internet.
E.g. TCP traffic: accessing https://www.ietf.org/
UDP traffic: accessing https://www.youtube.com and starting a video streaming. 


	UDP and TCP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have Source MAC Address the Address of the FWA Device, and Source IP Address the Address of the client on the Internet.
Verify that, for traffic destined to the web sites  www.ietf.org and www.youtube.com, the destination IPv4 Addresses are the ones obtained by DNS resolutions (nslookup www.ietf.org and nslookup www.youtube.com.


IPv4/v6 dual stack, LAN-to-WAN traffic, only IPv6 Address assigned by network
Test purpose
To verify the support of the FWA Device with an IPv4/v6 network for traffic exchanged between LAN interfaces, when the network assigns only IPv6 Address to FWA Device.
Referenced requirements
	TS.64_3.1_REQ_007
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4 single stack.

	TS.64_3.1_REQ_007a
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv6 single stack.

	TS.64_3.1_REQ_007b
	The FWA Device SHALL support the establishment of PDNs/PDUs with IPv4v6 dual stack.

	TS.64_3.1_REQ_008
	For each PDNs/PDUs, the FWA Device SHALL allow to configure:
· Protocol stack (IPv4, IPv6, IPv4v6);
· Authentication option (PAP/CHAP);
· MTU/MSS[footnoteRef:10]. [10:  Maximum Transmission Unit (MTU) is the largest Layer 3 (IP) packet a network interface can transmit, while Maximum Segment Size (MSS) is the largest chunk of data (payload) TCP will send in a single segment (Layer 4). Their relationship is:
MSS = MTU - IP header - TCP header
MTU and MSS are normally measured in bytes.
For example, standard Ethernet supports an MTU of 1500 bytes. With IPv4, this leads to:
MSS = 1500 - 20 - 20 = 1460 bytes] 


	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].

	TS.64_3.4.3_REQ_002
	The FWA Device SHALL support Internet Protocol version 6 (IPv6), defined in IETF RFC 8200 [61] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_004
	The FWA Device SHALL support Network Discovery Protocol for IPv6 (NDP) defined in IETF RFC 4861 [65] and further amendments defined by IETF.

	TS.64_3.4.3_REQ_006
	The FWA Device SHALL support Internet Control Message Protocol version 6 for IPv6 (ICMPv6) defined in IETF RFC 4443 [71].



Applicability
The test is applicable to both Lab and Field environment where possible and if it is supported by the device.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv4 and IPv6 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
The mobile network assigns, for each PDN/PDU connection, only an IPv6 Address.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify IP configuration of the FWA Device 
	Verify that the Network has assigned only an IPv6 Address to the FWA Device for each PDN/PDU Connection.

	2
	Perform ICMP traffic (Ping) between one of the clients in LAN and one client over the Internet (e.g. DNS server 2001:4860:4860::8888).


	ICMP (v6) traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have Source MAC Address of the FWA Device, and Source IP Address of the client on the Internet.

	3
	Perform UDP and TCP traffic between one of the clients in LAN and one client over the Internet.
E.g. TCP traffic: accessing https://www.ietf.org/
UDP traffic: accessing https://www.youtube.com and starting a video streaming. 


	UDP and TCP traffic shall be correctly exchanged between the client in LAN and the Internet.
Verify the FWA Device actually routes IPv6 traffic between the LAN subnet and the Internet, as the packets from the FWA Device to the client shall have Source MAC Address the Address of the FWA Device, and Source IP Address the Address of the client on the Internet.
Verify that, for traffic destined to the web sites  www.ietf.org and www.youtube.com, the destination IPv6 Addresses are the ones obtained by DNS resolutions (nslookup www.ietf.org and nslookup www.youtube.com.


IPv4: routing between different LANs
Test purpose
To verify the support of routing between different LANs by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure two different LANs on the FWA Device, where each LAN is connected to different interfaces (e.g. different Ethernet ports or Ethernet and Wi-Fi). Connect two clients (e.g. Laptops), one on each LAN. The clients are configured with valid IPv4 Addresses in the IP subnet of the LAN to which the laptops are connected (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Perform ICMP traffic (Ping) between the two clients. 
	ICMP traffic shall be correctly exchanged between the two clients.
Verify the FWA Device actually routes traffic between the two LAN subnets as the MAC Addresses of the packets sent from each client should be the MAC Address of the client itself and the MAC Address of the FWA Device; and the MAC Addresses of the packets sent from the FWA Device towards each client should be the MAC Address of the client itself and the MAC Address of the FWA Device.

	2
	With iPerf, perform UDP and TCP traffic between the two clients.
	UDP and TCP traffic shall be correctly exchanged between the two clients.
Verify the FWA Device actually routes traffic between the two LAN subnets as the MAC Addresses of the packets sent from each client should be the MAC Address of the client itself and the MAC Address of the FWA Device; and the MAC Addresses of the packets sent from the FWA Device towards each client should be the MAC Address of the client itself and the MAC Address of the FWA Device.


IPv4 Don’t fragment bit
Test purpose
To verify the support of IPv4 Don’t Fragment bit by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_001
	The FWA Device SHALL support Internet Protocol version 4 (IPv4), defined in IETF RFC 791 [60].

	TS.64_3.4.3_REQ_005
	The FWA Device SHALL support Internet Control Message Protocol (ICMP) defined in IETF RFC 792 [66] and further amendments defined by IETF (RFC 950 [67], RFC 4884 [68], RFC 6633 [69], RFC 6918 [70]).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect one client (e.g. Laptop) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device and one client to another Internet Access. The clients are configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Set the MTU/MSS of the FWA Device, over the WAN Cellular Interface, to 1300 byte.
	

	2
	Perform ICMP traffic (Ping) between the two clients with length larger than the MTU/MSS size of the WAN cellular (4G/5G) but shorter the MTU or Ethernet: e.g. use a length of 1450 byte for the Ping. Let the don’t fragment bit set to 0.
	On the receiving client on Internet, verify that Ping packets are fragmented in one fragment of the size of the Cellular MTU/MSS and one remaining fragment.

	3
	Perform ICMP traffic (Ping) between the two clients with length larger than the MTU/MSS size of the WAN cellular (4G/5G) but shorter the MTU or Ethernet: e.g. use a length of 1450 byte for the Ping. Set the don’t fragment bit to 1.
	On the receiving client on Internet, verify that no Ping packets nor fragments are received. 
On the sending client connected to the FWA Device, verify it receives ICMP reply from the FWA Device, indicating that fragmentation was needed but not possible due to the Don’t Fragment bit set to 1.


ARP Request
Test purpose
To verify the support of ARP Request by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_003
	The FWA Device SHALL support Address Resolution Protocol (ARP), defined in IETF RFC 826 [62] and further amendments (IETF RFC 5227 [63], IETF RFC 5494 [64]).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect one client (e.g. Laptop) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The client are configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test). Connect another client to a different Internet access.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure the Port Mapping Service on the FWA Device, so to map a specific protocol/port (e.g. TCP port 21) to one of the client connected in LAN.
	

	2
	If possible, flush ARP Table on the FWA Device.
Then, from the client connected to the other Internet Access, send traffic to the FWA Device on the protocol/port configured in Port Mapping.
	Verify that the FWA Device sends in LAN an ARP Request in order to discover the MAC Address of the client with the IP Address defined in port mapping. The client shall reply with its own IP Address. Then, verify that the FWA Device uses the MAC Address received in ARP Reply to send the traffic to that client.


ARP Reply
Test purpose
To verify the support of ARP Reply by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_003
	The FWA Device SHALL support Address Resolution Protocol (ARP), defined in IETF RFC 826 [62] and further amendments (IETF RFC 5227 [63], IETF RFC 5494 [64]).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect one client (e.g. laptop) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The host is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test). Connect another client to a different Internet access.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	If possible, flush ARP Table on the client connected to the FWA Device.
Then, from the client connected to the FWA Device, send traffic to the client connected on the other Internet Access.
	Verify that the FWA Device receives an ARP Request from the client in LAN in order to discover the MAC Address of the FWA Device. 
Verify that the FWA Device sends an ARP Reply with its own MAC Address.
The client in LAN shall uses the MAC Address received in ARP Reply to send the traffic to the client in Internet, via the FWA Device.


Internet Control Message Protocol
Test purpose
To verify the support of the Internet Control Message Protocol (ICMP) by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_005
	The FWA Device SHALL support Internet Control Message Protocol (ICMP) defined in IETF RFC 792 [66] and further amendments defined by IETF (RFC 950 [67], RFC 4884 [68], RFC 6633 [69], RFC 6918 [70]).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect one client (e.g. Laptop) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test). Connect another client to a different Internet access.
The FWA Device is equipped with a SIM whose profile assign a public IP address to the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Perform ICMP traffic (Ping) between the client in LAN and the FWA Device.
	Verify that the FWA Device receives ICMP Echo Requests from the client and replies with correct ICMP Echo Replies.

	2
	Perform ICMP traffic (Ping) between the client on a different Internet access and the FWA Device.

NOTE: For security reasons, ICMP responses on the WAN (mobile) interface should be disabled by default on the FWA Device; therefore, in order to perform this step of the test, enable them.
	Verify that the FWA Device receives ICMP Echo Requests from the client and replies with correct ICMP Echo Replies.


Network Time Protocol v4 client
Test purpose
To verify the support of the Network Time Protocol v4 (NTPv4) client by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_007
	The FWA Device SHALL implement a Network Time Protocol (NTP) client as defined in IETF RFC 5905 [72] and further amendments.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect a monitoring client (e.g. laptop) to the FWA Device. The FWA Device has a configured address of a NTP server in the Internet.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON the FWA Device and, by means of the monitoring tool, capture NTP packets sent/received from the FWA Device
	Verify that the FWA Device sends NTPv4 client packets towards the server and receives NTPv4 server packets in reply.
Verify that the FWA Device synchronizes with the server, displaying the correct date/time (e.g. on the Gui or with CLI commands.


Internet Group Management Protocol v3: intra-LAN
Test purpose
To verify the support of the Internet Group Management Protocol v3 (IGMPv3) by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_008
	The FWA Device SHALL support Internet Group Management Protocol, version 3 (IGMPv3), defined in IETF RFC 3376 [73].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect two clients (e.g. Laptops) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The clients are configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Activate a multicast traffic source on the first client (e.g. with iPerf or VideoLAN client – VLC).
On the second client, generate a Version-2 IGMPMembership Report (Query) message (e.g. by means of VLC or other software) for the multicast group generated on the first client.
	Verify that the FWA Device receives the membership report from the second client and starts forwarding the multicast traffic towards the second client.

	2 
	On the second client, generate a Version-2 IGMP Leave Group message (e.g. by stopping VLC player). 
	Verify that the FWA Device receives the leave group from the second client and stops forwarding the multicast traffic towards the second client.

	3
	On the second client, generate a Version-3 IGMPMembership Report (Query) message (e.g. by means of VLC or other software) for the multicast group generated on the first client and for its IP Address.
	Verify that the FWA Device receives the membership report from the second client and starts forwarding the multicast traffic towards the second client.

	4
	On the second client, generate a Version-3 IGMP Leave Group message (e.g. by stopping VLC player). 
	Verify that the FWA Device receives the leave group from the second client and stops forwarding the multicast traffic towards the second client.

	5
	On the second client, generate a Version-3 IGMPMembership Report (Query) message (e.g. by means of VLC or other software) for the multicast group generated on the first client and for an IP Address different from the one of the first client.
	Verify that the FWA Device receives the membership report from the second client and does not forward the multicast traffic towards the second client.


[bookmark: _Hlk157846825]Differentiated Services (DiffServ): Layer 2 Classification (based on VLAN Id) with traffic mapped on different PDN/PDU connections
Test purpose
To verify the support of Layer 2 Classification (based on VLAN Id) with traffic mapped on different PDN/PDU connections by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure one LAN port of the FWA Device as a VLAN trunk port. Configure the FWA Device so that it maps one VLAN Id on the LAN side to a PDN/PDU connection over the mobile WAN side, and another VLAN Id to another PDN/PDU connection. Configure the FWA Device so that it assigns priority to the traffic coming from one of the two VLAN Id, when transmitting over the mobile connection. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test) and transmits traffic on one of the two VLANs.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Activate iPerf traffic on the two clients, in particular a traffic larger than the mobile uplink capacity on the best effort VLAN Id and a definite traffic on the prioritized VLAN Id.
	Verify that the FWA Device actually sends the traffic coming on the defined VLANs, to the corresponding configured PDN/PDU connections.
Verify that the iPerf host over the internet that receives prioritized traffic shows no loss with respect to the sent traffic.
Verify that the iPerf host over the internet that receives best effort traffic shows traffic loss with respect to the sent traffic.


Differentiated Services (DiffServ): Layer 2 Classification (based on VLAN Id) with traffic mapped on one PDN/PDU connection
Test purpose
To verify the support of Layer 2 Classification (based on VLAN Id) with traffic mapped on one PDN/PDU connection by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure one LAN port of the FWA Device as a VLAN trunk port. Configure the FWA Device so that it maps two VLAN Ids on the LAN side to a single PDN/PDU connection over the mobile WAN side. Configure the FWA Device so that it assigns priority to the traffic coming from one of the two VLAN Id, when transmitting over the mobile connection. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test) and transmits traffic on one of the two VLANs.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Activate iPerf traffic on the two clients, in particular a traffic larger than the mobile uplink capacity on the best effort VLAN Id and a definite traffic on the prioritized VLAN Id.
	Verify that the iPerf host over the internet that receives prioritized traffic shows no loss wrt the sent traffic.
Verify that the iPerf host over the internet that receives best effort traffic shows traffic loss wrt the sent traffic.


Differentiated Services (DiffServ): Layer 2 Classification (based on CoS bits) with traffic mapped on different PDN/PDU connections
Test purpose
To verify the support of Layer 2 Classification (based on Class of Service (CoS) bits) with traffic mapped on different PDN/PDU connections by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure one LAN port of the FWA Device as a VLAN trunk port. Configure the FWA Device so that it maps one VLAN Id on the LAN side to a PDN/PDU connection over the mobile WAN side, and another VLAN Id to another PDN/PDU connection. Configure the FWA Device so that it assigns priority to the incoming traffic marked with a defined value of CoS, irrespective of the VLAN Id on which the traffic is coming. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test) and transmits traffic on one of the two VLANs.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the first client, configured with the first VLAN, generate traffic with the value of CoS defined for high priority of a definite bandwidth, lower than the mobile uplink capacity. On the other client, generate best effort traffic on the other VLAN, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the FWA Device actually sends the traffic marked with the defined value of CoS on the PDN/PDU connection configured for that and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss with respect to the sent traffic.

	2
	Swap the roles of the two client: 
On the first client, configured with the first VLAN, generate best effort traffic e.g. with iPerf, so that to generate a traffic larger than the mobile uplink. On the other client, generate traffic with the value of CoS defined for high priority, lower than the mobile uplink capacity on the other VLAN.
	Verify that the FWA Device actually sends the traffic marked with the defined value of CoS on the PDN/PDU connection configured for that and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the second client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the first client in LAN shows traffic loss with respect to the sent traffic.


Differentiated Services (DiffServ): Layer 2 Classification (based on CoS bits) with traffic mapped on one PDN/PDU connection
Test purpose
To verify the support of Layer 2 Classification (based on CoS bits) with traffic mapped on one PDN/PDU connection by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure one LAN port of the FWA Device as a VLAN trunk port. Configure the FWA Device so that it maps two VLAN Ids on the LAN side to a single PDN/PDU connection over the mobile WAN side. Configure the FWA Device so that it assigns priority to the traffic marked with a defined value of CoS, when transmitting over the mobile connection. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test) and transmits traffic on the defined VLAN.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the first client generate traffic with the value of CoS defined for high priority of a definite bandwidth, lower than the mobile uplink capacity. On the other client, generate best effort traffic, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the IPerf host over the internet that receives prioritized traffic shows no loss with respect to the sent traffic.
Verify that the iPerf host over the internet that receives best effort traffic shows traffic loss with respect to the sent traffic.


Differentiated Services (DiffServ): Layer 3 Classification (based on DSCP) with traffic mapped on different PDN/PDU connections
Test purpose
To verify the support of Layer 3 Classification (based on DSCP) with traffic mapped on different PDN/PDU connections by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure the FWA Device so that it maps packets with a defined DSCP value on the LAN side to a PDN/PDU connection over the mobile WAN side, and all remaining traffic to another PDN/PDU connection. Configure the FWA Device so that it assigns priority to the incoming traffic marked with the defined value of DSCP. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the first client generate traffic with the value of DSCP defined for high priority of a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate best effort traffic, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the FWA Device actually sends the traffic marked with the defined value of DSCP on the PDN/PDU connection configured for that and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss with respect to the sent traffic.


Differentiated Services (DiffServ): Layer 3 Classification (based on DSCP) with traffic mapped on one PDN/PDU connection
Test purpose
To verify the support of Layer 3 Classification (based on DSCP) with traffic mapped on one PDN/PDU connection by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure the FWA Device so that it assigns priority to the traffic marked with a defined value of DSCP, when transmitting over the mobile connection. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the first client generate traffic with the value of DSCP defined for high priority of a definite bandwidth, lower than the mobile uplink capacity. On the other client, generate best effort traffic, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the IPerf host over the internet receives prioritized traffic shows no loss with respect to the sent traffic.
Verify that the iPerf host over the internet receives best effort traffic shows traffic loss with respect to the sent traffic.


Differentiated Services (DiffServ): Layer 3 Multi-Field Classification with traffic mapped on different PDN/PDU connections
Test purpose
To verify the support of Layer 3 Multi-Field Classification (based on Source IP Address, Destination IP Address, Source port, Destination port, Protocol) with traffic mapped on different PDN/PDU connections by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin, ..).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure the FWA Device so that it maps incoming packets on the LAN side matching defined criteria (src address, dst address, src port, dst port, protocol) to a defined PDN/PDU connection over the mobile WAN side, and all remaining traffic to another PDN/PDU connection. Configure the FWA Device so that it assigns priority to the traffic sent over the defined PDN/PDU connection. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the first client generate traffic with Src IP Address matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the FWA Device actually sends the traffic matching the criteria on the Src Address on the PDN/PDU connection configured for that and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss with respect to the sent traffic.

	2
	On the first client generate traffic with Dst IP Address matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the FWA Device actually sends the traffic matching the criteria on the Dst Address on the PDN/PDU connection configured for that and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss with respect to the sent traffic.

	3
	On the first client generate traffic with Src port matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the FWA Device actually sends the traffic matching the criteria on the Src port on the PDN/PDU connection configured for that and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss with respect to the sent traffic.

	4
	On the first client generate traffic with Dst port matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the FWA Device actually sends the traffic matching the criteria on the Dst port on the PDN/PDU connection configured for that and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss with respect. to the sent traffic.

	5
	On the first client generate traffic with protocol (e.g. UDP, TCP, ICMP, ..) matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the FWA Device actually sends the traffic matching the criteria on the protocol on the PDN/PDU connection configured for that, and sends all remaining traffic on the other PDN/PDU connection.
Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss with respect to the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss with respect to the sent traffic.


Differentiated Services (DiffServ): Layer 3 Multi-Field Classification with traffic mapped on one PDN/PDU connection
Test purpose
To verify the support of Layer 3 Classification (based on Source IP Address, Destination IP Address, Source port, Destination port, Protocol) with traffic mapped on one PDN/PDU connection by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure the FWA Device so that it assigns priority to the incoming packets on the LAN side matching defined criteria (src address, dst address, src port, dst port, protocol) when sending over the single PDN/PDU connection. Connect two clients (e.g. Laptops) to the LAN Ethernet. Each client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the first client generate traffic with Src IP Address matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss wrt the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss wrt the sent traffic.

	2
	On the first client generate traffic with Dst IP Address matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss wrt the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss wrt the sent traffic.

	3
	On the first client generate traffic with Src port matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss wrt the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss wrt the sent traffic.

	4
	On the first client generate traffic with Dst port matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss wrt the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss wrt the sent traffic.

	5
	On the first client generate traffic with protocol (e.g. UDP, TCP, ICMP, ..) matching the corresponding criteria in the FWA Device. This client shall generate a definite bandwidth, lower than the mobile uplink capacity. On the second client, generate traffic not matching any criteria in the FWA Device, e.g. with iPerf, so that to generate a traffic larger than the mobile uplink.
	Verify that the host over the internet that receives traffic from the first client in LAN, shows no loss wrt the sent traffic.
Verify that the host over the internet that receives traffic from the second client in LAN shows traffic loss wrt the sent traffic.


Differentiated Services (DiffServ): behaviour for internally generated traffic mapped on different PDN/PDU connections
Test purpose
To verify the support DiffServ behaviour for traffic generated internally by the FWA Device, with traffic mapped on different PDN/PDU connections by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin, ..).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure the FWA Device so that it maps internally generated packets (e.g. VoIP Packets) to a defined PDN/PDU connection over the mobile WAN side, and all remaining traffic to another PDN/PDU connection. Configure the FWA Device so that it assigns priority to the traffic being transmitted on the defined PDN/PDU connection. Connect one host (e.g. Laptop) to the LAN Ethernet. The client is configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Without background best effort traffic, make a voice call from the FWA Device.
	Verify that the FWA Device actually sends the internally generated traffic marked with the defined value of DSCP on the PDN/PDU connection configured for that.
Verify call quality is good and stable.

	2
	End the first call.
	

	3
	From the client in LAN, generate iPerf traffic towards the client in the internet, so that to exceed the mobile uplink capacity.
Make another voice call from the FWA Device,
	Verify that the FWA Device actually sends the internally generated traffic marked with the defined value of DSCP on the PDN/PDU connection configured for that, and the internet traffic on the other PDN/PDU connection.
Verify call quality maintains good and stable.


Differentiated Services (DiffServ): support of four queues on different PDN/PDU connections
Test purpose
To verify the support of four DiffServ queues, with traffic mapped on different PDN/PDU connections by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure the FWA Device so that it handles four queues as follows:
· One Strict priority queue for internally generated packets (e.g. VoIP Packets);
· Two Weighted Fair Queueing queues, assigned to 70% and 20% of the bandwidth available after having server the Strict Priority Queue, matching on specific source or destination IP Addresses.
· One Best effort queue to a defined PDN/PDU connection over the mobile WAN side, and all remaining traffic to another PDN/PDU connection, consuming the remaining 10% of the bandwidth.
Configure the FWA Device so that it assigns each queue to a different PDN/PDU connection. Connect three clients (e.g. Laptops) to the LAN Ethernet. The clients are configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Without any other traffic, generate best-effort traffic from the first client, e.g. with iPerf towards an Internet host.
	Verify that the FWA Device actually sends the best effort traffic on the PDN/PDU connection configured for that.
Verify that Best Effort traffic uses all available uplink mobile bandwidth.

	2
	Maintain active the best effort source, and generate traffic form the second client, matching the rule of the lower WFQ queue (the one associated to 20% of bandwidth).
	Verify that the FWA Device actually sends the best effort traffic and the lower WFQ traffic on the correct PDN/PDU connections.
Verify that the WFQ traffic consumes about 90% of the available uplink bandwidth and the best effort traffic uses the remaining 10%.

	3
	Maintain active the best effort and the lower WFQ traffic sources, and generate traffic form the third client, matching the rule of the higher WFQ queue (the one associated to 70% of bandwidth).
	Verify that the FWA Device actually sends the best effort traffic, the lower and higher WFQ traffics on the correct PDN/PDU connections.
Verify that the higher WFQ traffic consumes about 70% of the available uplink bandwidth, the lower WFQ about 20%, and the best effort traffic uses the remaining 10%.

	4
	Maintain active the best effort, the lower and the higher WFQ traffic sources, and make a VoIP call from the FWA Device
	Verify that the FWA Device actually sends the best effort traffic, the lower and higher WFQ traffics and the Voice traffic on the correct PDN/PDU connections.
Verify that the higher WFQ traffic consumes about 70% of the bandwidth available, that is the mobile uplink capacity less the bandwidth of the Voice call, the lower WFQ about 20%, and the best effort traffic uses the remaining 10%.
Verify call quality maintains good and stable.


Differentiated Services (DiffServ): support of four queues on one PDN/PDU connection
Test purpose
To verify the support of four DiffServ queues, with traffic mapped on a single PDN/PDU connection by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_010
	The FWA Device SHALL support QoS Treatment both at level 2 (p-bits of 802.1q VLAN Tag [75]) and at level 3 (Differentiated Services Code Point of the IP header).

	TS.64_3.4.3_REQ_011
	The FWA Device SHALL support the Differentiated Services (DiffServ) architecture and behaviours defined in IETF RFC 2474 [76], RFC 2475 [77], RFC 2597 [78], RFC 3260 [79]).

	TS.64_3.4.3_REQ_012
	The behaviours of traffic classification, marking, remarking, queueing, scheduling, policing, shaping SHALL be applicable both to internally generated traffic and to traffic coming from LAN and destined to the WAN.

	TS.64_3.4.3_REQ_013
	At least four queues SHALL be supported on the WAN interface, of which one Strict Priority scheduling, and the others with configurable scheduling mechanism (e.g. Weighted Fair Queueing, Weighted Round Robin).



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure the FWA Device so that it handles four queues as follows:
· One Strict priority queue for internally generated packets (e.g. VoIP Packets);
· Two Weighted Fair Queueing queues, assigned to 70% and 20% of the bandwidth available after having server the Strict Priority Queue, matching on specific source or destination IP Addresses.
· One Best effort queue to a defined PDN/PDU connection over the mobile WAN side, and all remaining traffic to another PDN/PDU connection, consuming the remaining 10% of the bandwidth.
Configure the FWA Device so that it assigns all queues to the same PDN/PDU connection. Connect three clients (e.g. Laptops) to the LAN Ethernet. The clients shall be configured with valid IPv4 Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Without any other traffic, generate best-effort traffic from the first client, e.g. with iPerf towards an Internet host.
	Verify that Best Effort traffic uses all available uplink mobile bandwidth.

	2
	Maintain active the best effort source, and generate traffic form the second client, matching the rule of the lower WFQ queue (the one associated to 20% of bandwidth).
	Verify that the WFQ traffic consumes about 90% of the available uplink bandwidth and the best effort traffic uses the remaining 10%.

	3
	Maintain active the best effort and the lower WFQ traffic sources, and generate traffic form the third client, matching the rule of the higher WFQ queue (the one associated to 70% of bandwidth).
	Verify that the higher WFQ traffic consumes about 70% of the available uplink bandwidth, the lower WFQ about 20%, and the best effort traffic uses the remaining 10%.

	4
	Maintain active the best effort, the lower and the higher WFQ traffic sources, and make a VoIP call from the FWA Device
	Verify that the higher WFQ traffic consumes about 70% of the bandwidth available, that is the mobile uplink capacity less the bandwidth of the Voice call, the lower WFQ about 20%, and the best effort traffic uses the remaining 10%.
Verify call quality maintains good and stable.


Secondary IPv4 addressing for LAN
Test purpose
To verify the support of a secondary IPv4 addressing for LAN.
Referenced requirements
	TS.64_3.4.3_REQ_014
	The FWA Device SHOULD support a secondary IPv4 addressing on LAN, in order to enable the assignment of public IP addresses to hosts in LAN.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure, on the FWA Device, a secondary IPv4 addressing for the LAN. 
Connect one host (e.g. Laptop) to the LAN Ethernet. The host is configured with a valid IPv4 Address in the secondary IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
This test requires appropriate routing configuration also on the Core Network (PGW), so that traffic destined to the secondary IPv4 subnet is routed towards the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the host with an address belonging to the IPv4 secondary subnet to the FWA Device.
	Verify the host can reach Internet with its own secondary IPv4 address (no NAT is applied).
Verify the host is reachable from the Internet with the secondary IPv4 address.


VLAN Tagging
Test purpose
To verify the support of VLAN Tagging by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_015
	The FWA Device SHALL support VLAN Tagging, compliant to IEEE 802.1q standard [75].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Configure, on the FWA Device, a LAN port in Trunking mode. 
Connect one client (e.g. Laptop) to the LAN Ethernet so that to use a specified VLAN Id. The client is configured with a valid IPv4 Address in LAN (either statically or via DHCP, this is out of the scope of this test).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to the LAN port configured in trunk mode FWA Device.
	Verify the client can send and receive traffic on the appropriate VLAN Id.


Neighbor Discovery Protocol for IPv6 (NDP)
Test purpose
To verify the support of NDP by the FWA Device.
Referenced requirements
	TS.64_3.4.3_REQ_004
	The FWA Device SHALL support Neighbor Discovery Protocol for IPv6 (NDP) defined in IETF RFC 4861 [65] and further amendments defined by IETF.



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect one client (e.g. laptop) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The client uses IPv6 Autoconfiguration and NDP to get the IPv6 Address of the Router (the FWA Device).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to the FWA Device.
	Verify that the FWA Device autoconfigures a Link-local IPv6 Address, using the Link-local prefix (e.g. fe80::/10) and the MAC Address in the Interface-ID part. 
Verify that the client sends in broadcast an ICMPv6 Router Solicitation (Type 133) message.
Verify that the FWA Device replies with an ICMPv6 Router Advertisement (Type 134) message.
Verify that the client sends in broadcast an ICMPv6 Neighbor Solicitation (Type 135) message to receive MAC Address of the FWA Device.
Verify that the FWA Device replies with an ICMPv6 Neighbor Advertisement (Type 136) message containing the MAC Address of the FWA Device’s LAN interface.



NOTE: 	After this NDP message exchange between the client and the FWA Device, the client can communicate with the FWA Device, by means of DHCPv6, to obtain other configuration parameters in order to access Internet.
[bookmark: _Toc243570749]DHCP
[bookmark: _Ref167277692]Common Test procedures for DHCP
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Applicability
The tests of DHCP Section are applicable to both Lab and Field environment.
DHCP Protocol – address allocation with unicast DHCP discover
Test purpose
To verify address allocation process when the client sends a unicast DHCP discover.
Referenced requirements
	TS.64_3.4.4_REQ_001 
	The FWA Device SHALL support Dynamic Host Configuration Protocol (DHCP) defined in IETF RFC 2131 [98]. 

	TS.64_3.4.4_REQ_002
	The FWA Device SHALL support DHCP Options defined in IETF RFC 2132 [99].



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, a host (e.g. Laptop) will be connected the LAN Ethernet of the FWA Device. The host is configured with dynamic IPv4 configuration, via DHCP from the FWA Device and sends unicast-type DHCP messages. Both host and DUT are rebooted before the test and are not connected until test execution. On the host, start tcpdump or other packet capture tool before connecting the host to DUT.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect a client (e.g. Laptop) to DUT.
	Host receives a valid IPv4/v6 address from DUT by means of DHCP. 
Host receives relevant the following parameters:
· Netmask
· Default gateway
· DNS Server(s) address(es)
Verify the exchanged DHCP packets are the following:
1. Host sends DHCP Discover message with:
· source MAC Address = MAC Address of Host’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = 0.0.0.0;
· dest IP Address = 255.255.255.255
· UDP dest port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· Host name (option 12)
· Client Identifier (option 61)
· Parameter request list (option 55)
2. DUT sends DHCP Offer message with:
· source MAC Address = MAC Address of DUT’s Ethernet interface;
· destination MAC Address = MAC Address of Host’s Ethernet interface;
· source IP Address = DUT’s LAN IP Address;
· dest IP Address = LAN IP Address offered to Host
· UDP src port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address
· Siaddr: DUT LAN IP IP Address 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· DHCP Server Identifier (option 54)
· IP Address Lease Time (option 51)
· Renewal Time value (option 58)
· Rebind Time value (option 59)
· Subnet Mask (option 1)
· Broadcast Address (option 28)
· Interface MTU (option 26 - optional)
· Domain Name Server (option 6)
· Router (default gateway) (opt . 3)
3. Host sends DHCP Request message with:
· source MAC Address = MAC Address of Host’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = 0.0.0.0;
· dest IP Address = 255.255.255.255
· UDP dest port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address 0.0.0.0
· Siaddr: DUT LAN IP IP Address 0.0.0.0 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· Requested IP Address (option 50): same value as Yiaddr in DHCP Offer
· Client Identifier (option 61)
· Host name (option 12)
· Parameter request list (option 55)
4. DUT sends DHCP ACK message with:
· source MAC Address = MAC Address of DUT’s Ethernet interface;
· destination MAC Address = MAC Address of Host’s Ethernet interface;
· source IP Address = DUT’s LAN IP Address;
· dest IP Address = LAN IP Address offered to Host
· UDP src port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address
· Siaddr: DUT LAN IP IP Address 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· DHCP Server Identifier (option 54)
· IP Address Lease Time (option 51)
· Renewal Time value (option 58)
· Rebind Time value (option 59)
· Subnet Mask (option 1)
· Broadcast Address (option 28)
· Interface MTU (option 26 - optional)
· Domain Name Server (option 6)
· Router (default gateway) (opt. 3)


DHCP Protocol – address allocation with broadcast DHCP discover
Test purpose
To verify address allocation process when the client sends a broadcast DHCP discover.
Referenced requirements
	TS.64_3.4.4_REQ_001 
	The FWA Device SHALL support Dynamic Host Configuration Protocol (DHCP) defined in IETF RFC 2131 [98]. 

	TS.64_3.4.4_REQ_002
	The FWA Device SHALL support DHCP Options defined in IETF RFC 2132 [99].



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, a host (e.g. Laptop) will be connected the LAN Ethernet of the FWA Device. The host is configured with dynamic IPv4 configuration, via DHCP from the FWA Device and sends broadcast-type DHCP messages. Both host and DUT are rebooted before the test and are not connected until test execution. On the host, start tcpdump or other packet capture tool before connecting the host to DUT.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect a client (e.g. Laptop) to DUT.
	Host receives a valid IPv4 address from DUT by means of DHCP. 
Host receives relevant the following parameters:
· Netmask
· Default gateway
· DNS Server(s) address(es)
Verify the exchanged DHCP packets are the following:
1. Host sends DHCP Discover message with:
· source MAC Address = MAC Address of Host’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = 0.0.0.0;
· dest IP Address = broadcast (255.255.255.255)
· UDP dest port: 67
· DHCP flags: 0x8000 (broadcast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· Host name (option 12)
· Client Identifier (option 61)
· Parameter request list (option 55)
2. DUT sends DHCP Offer message with:
· source MAC Address = MAC Address of DUT’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = DUT’s LAN IP Address;
· dest IP Address = broadcast (255.255.255.255)
· UDP src port: 67
· DHCP flags: 0x8000 (broadcast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address
· Siaddr: DUT LAN IP IP Address 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· DHCP Server Identifier (option 54)
· IP Address Lease Time (option 51)
· Renewal Time value (option 58)
· Rebind Time value (option 59)
· Subnet Mask (option 1)
· Broadcast Address (option 28)
· Interface MTU (option 26 - optional)
· Domain Name Server (option 6)
· Router (default gateway) (opt . 3)
3. Host sends DHCP Request message with:
· source MAC Address = MAC Address of Host’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = 0.0.0.0;
· dest IP Address = broadcast (255.255.255.255)
· UDP dest port: 67
· DHCP flags: 0x8000 (broadcast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address 0.0.0.0
· Siaddr: DUT LAN IP IP Address 0.0.0.0 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· Requested IP Address (option 50): same value as Yiaddr in DHCP Offer
· Host name (option 12)
· Client Identifier (option 61)
· Parameter request list (option 55)
4. DUT sends DHCP ACK message with:
· source MAC Address = MAC Address of DUT’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = DUT’s LAN IP Address;
· dest IP Address = broadcast (255.255.255.255)
· UDP src port: 67
· DHCP flags: 0x8000 (broadcast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address
· Siaddr: DUT LAN IP Address 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· DHCP Server Identifier (option 54)
· IP Address Lease Time (option 51)
· Renewal Time value (option 58)
· Rebind Time value (option 59)
· Subnet Mask (option 1)
· Broadcast Address (option 28)
· Interface MTU (option 26 - optional)
· Domain Name Server (option 6)
· Router (default gateway) (opt. 3)


DHCP Protocol – address renewal with unicast DHCP request
Test purpose
To verify address renewal process when the client sends a unicast DHCP request.
Referenced requirements
	TS.64_3.4.4_REQ_001 
	The FWA Device SHALL support Dynamic Host Configuration Protocol (DHCP) defined in IETF RFC 2131 [98]. 

	TS.64_3.4.4_REQ_002
	The FWA Device SHALL support DHCP Options defined in IETF RFC 2132 [99].



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, a host (e.g. Laptop) will be connected the LAN Ethernet of the FWA Device. The host is configured with dynamic IPv4 configuration, via DHCP from the FWA Device and sends unicast-type DHCP messages. The host has been previously connected to DUT and is not connected to DUT before test execution. On the host, start tcpdump or other packet capture tool before connecting the host to DUT.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect a client (e.g. Laptop) to DUT.
	Host receives a valid IPv4 address from DUT by means of DHCP. This is, possibly, the same IP Address that was previously assigned to the Host. 
Host receives relevant the following parameters:
· Netmask
· Default gateway
· DNS Server(s) address(es)
Verify the exchanged DHCP packets are the following:
1. Host sends DHCP Request message with:
· source MAC Address = MAC Address of Host’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = 0.0.0.0;
· dest IP Address = 255.255.255.255
· UDP dest port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address 0.0.0.0
· Siaddr: DUT LAN IP IP Address 0.0.0.0 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· Requested IP Address (option 50): IP address previously assigned to client;
· Client Identifier (option 61)
· Host name (option 12)
· Parameter request list (option 55)
2. DUT sends DHCP ACK message with:
· source MAC Address = MAC Address of DUT’s Ethernet interface;
· destination MAC Address = MAC Address of Host’s Ethernet interface;
· source IP Address = DUT’s LAN IP Address;
· dest IP Address = LAN IP Address offered to Host
· UDP src port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address
· Siaddr: DUT LAN IP Address 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· DHCP Server Identifier (option 54)
· IP Address Lease Time (option 51)
· Renewal Time value (option 58)
· Rebind Time value (option 59)
· Subnet Mask (option 1)
· Broadcast Address (option 28)
· Interface MTU (option 26 - optional)
· Domain Name Server (option 6)
· Router (default gateway) (opt. 3)


DHCP Protocol – address renewal with broadcast DHCP request
Test purpose
To verify address renewal process when the client sends a broadcast DHCP request.
Referenced requirements
	TS.64_3.4.4_REQ_001 
	The FWA Device SHALL support Dynamic Host Configuration Protocol (DHCP) defined in IETF RFC 2131 [98]. 

	TS.64_3.4.4_REQ_002
	The FWA Device SHALL support DHCP Options defined in IETF RFC 2132 [99].



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, a host (e.g. Laptop) will be connected the LAN Ethernet of the FWA Device. The host is configured with dynamic IPv4 configuration, via DHCP from the FWA Device and sends broadcast-type DHCP messages. The host has been previously connected to DUT and is not connected to DUT before test execution. On the host, start tcpdump or other packet capture tool before connecting the host to DUT.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect a client (e.g. Laptop) to DUT.
	Host receives a valid IPv4 address from DUT by means of DHCP. 
Host receives relevant the following parameters:
· Netmask
· Default gateway
· DNS Server(s) address(es)
Verify the exchanged DHCP packets are the following:
1. Host sends DHCP Request message with:
· source MAC Address = MAC Address of Host’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = 0.0.0.0;
· dest IP Address = broadcast (255.255.255.255)
· UDP dest port: 67
· DHCP flags: 0x8000 (broadcast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address 0.0.0.0
· Siaddr: DUT LAN IP IP Address 0.0.0.0 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· Requested IP Address (option 50): same value as Yiaddr in DHCP Offer
· Host name (option 12)
· Client Identifier (option 61)
· Parameter request list (option 55)
2. DUT sends DHCP ACK message with:
· source MAC Address = MAC Address of DUT’s Ethernet interface;
· destination MAC Address = Broadcast (ff:ff:ff:ff:ff:ff);
· source IP Address = DUT’s LAN IP Address;
· dest IP Address = broadcast (255.255.255.255)
· UDP src port: 67
· DHCP flags: 0x8000 (broadcast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: 0.0.0.0
· Yiaddr: Offered LAN IP Address
· Siaddr: DUT LAN IP Address 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· DHCP Server Identifier (option 54)
· IP Address Lease Time (option 51)
· Renewal Time value (option 58)
· Rebind Time value (option 59)
· Subnet Mask (option 1)
· Broadcast Address (option 28)
· Interface MTU (option 26 - optional)
· Domain Name Server (option 6)
· Router (default gateway) (opt. 3)


DHCP Protocol – address renewal at rebinding time
Test purpose
To verify address renewal process at rebinding time.
Referenced requirements
	TS.64_3.4.4_REQ_001 
	The FWA Device SHALL support Dynamic Host Configuration Protocol (DHCP) defined in IETF RFC 2131 [98]. 

	TS.64_3.4.4_REQ_002
	The FWA Device SHALL support DHCP Options defined in IETF RFC 2132 [99].



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, a host (e.g. Laptop) will be connected the LAN Ethernet of the FWA Device. The host is configured with dynamic IPv4 configuration, via DHCP from the FWA Device and sends unicast-type DHCP messages. The host has been previously connected to DUT and is not connected to DUT before test execution. On the host, start tcpdump or other packet capture tool before connecting the host to DUT.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect a client (e.g. Laptop) to DUT.
	Host receives a valid IPv4 address from DUT by means of DHCP. 
Host receives relevant the following parameters:
· Netmask
· Default gateway
· DNS Server(s) address(es)
From DHCP ACK message, check Rebind Time Value.

	
	Wait until Rebind Time
	At Rebind time, the Hst shall send a DHCP Request Message and DUT shall renew IP Address Lease. 
Check that the exchanged DHCP packets are the following:
1. Host sends DHCP Request message with:
· source MAC Address = MAC Address of Host’s Ethernet interface;
· destination MAC Address = MAC Address of DUT’s Ethernet interface;
· source IP Address = LAN IP Address assigned to Host;
· dest IP Address = 255.255.255.255
· UDP dest port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr - Client requested IP Address: LAN IP Address assigned to Host
· Yiaddr: Offered LAN IP Address: 0.0.0.0
· Siaddr: DUT LAN IP IP Address: 0.0.0.0 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· Requested IP Address (option 50): IP address previously assigned to client;
· Client Identifier (option 61)
· Host name (option 12)
· Parameter request list (option 55)
2. DUT sends DHCP ACK message with:
· source MAC Address = MAC Address of DUT’s Ethernet interface;
· destination MAC Address = MAC Address of Host’s Ethernet interface;
· source IP Address = DUT’s LAN IP Address;
· dest IP Address = LAN IP Address assigned to Host
· UDP src port: 67
· DHCP flags: 0x0000 (unicast)
· DHCP parameters include:
· Ciaddr: Client requested IP Address: LAN IP Address assigned to Host
· Yiaddr: Offered LAN IP Address
· Siaddr: DUT LAN IP Address 
· Chaddr: Client MAC Address
· DHCP Message Type (Option 53)
· DHCP Server Identifier (option 54)
· Renewal Time value (option 58)
· Rebind Time value (option 59)
· Subnet Mask (option 1)
· Broadcast Address (option 28)
· Interface MTU (option 26 - optional)
· Domain Name Server (option 6)
· Router (default gateway) (opt. 3)


DHCP Server capability
Test purpose
To verify the ability of DUT’s DHCP Server to assign and manage 254 LAN IP Addresses.
Referenced requirements
	TS.64_3.4.4_REQ_004
	The DHCP Server implemented by the FWA Device SHALL manage at least 254 addresses.


Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The host is configured with dynamic IPv4 configuration, via DHCP from the FWA Device and has a tool for generating DHCP requests. Such tool is configured to generate 253 Requests.
DUT is configured with a subnet /24 (255.255.255.0) for the LAN Interface and a DHCP Pool with 254 addresses available. DUT doesn’t have any other host connected except the Host used for the test. On the host, start tcpdump or other packet capture tool before connecting the host to DUT.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the Host, start DHCP bulk request tool.
	Verify host has received a valid IP address assigned by DUT.
By means of tcpdump, verify correct DHCP mimic and assignment of further 253 addresses.
On DUT Web UI, verify on the “LAN” page, that DUT has assigned 254 IP addresses.


IPv4 LAN subnet and DHCP pool configurability
Test purpose
To verify the ability of DUT to define any IPv4 Unicast subnet for the private LAN and DHCP pool.
Referenced requirements
	TS.64_3.4.4_REQ_005
	It SHALL be possible to define any IPv4 Unicast subnet for the private LAN and DHCP pool.



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with dynamic IPv4 configuration, via DHCP from the FWA Device.
DUT is configured with default LAN DHCP Pool. On the client, start tcpdump or other packet capture tool before connecting the client to DUT.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On DUT Web UI, modify IPv4 subnet base address and the corresponding DHCP pool.
E.g., change from default subnet to 192.168.99.0
	Verify configuration on the Web UI does not result errors.
Verify client receives a new IP address belonging to the new subnet.
On DUT Web UI, verify on the “LAN” page, that DUT has received new IP address, and the old IP address of the previous subnet has been flushed.

	2
	On DUT Web UI, modify IPv4 subnet netmask.
E.g. change from /24 to /28.
	Verify configuration on the Web UI does not result errors.
Verify client receives a new IP address belonging to the new subnet.
On DUT Web UI, verify on the “LAN” page, that DUT has received new IP address, and the old IP address of the previous subnet has been flushed.


Duplicate Address Detection functionality
Test purpose
To verify the ability of DUT’s DHCP Server to implement Duplicated Address Detection.
Referenced requirements
	TS.64_3.4.4_REQ_006
	The DHCP Server implemented by the FWA Device SHALL support Duplicate Address Detection (DAD) functionality.



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, two clients (e.g. Laptops) will be connected to the LAN Ethernet of the FWA Device. The clients are configured with dynamic IPv4 configuration, via DHCP from the FWA Device. Both the clients and DUT are rebooted before the test and are not connected until test execution. On the clients, start tcpdump or other packet capture tool before connecting the client to DUT. DUT is configured with default LAN DHCP Pool.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interface.

	Verify client receives an IP Address belonging to the DHCP Pool.
Verify internet browsing is OK.
Verify DUT performs ARP resolution to update ARP table and Duplicate Address Detection (DAD) check.

	2
	Disconnect the first client from DUT LAN Ethernet Interface
	


	3
	Configure the second client with static Ipv4 Address, using the same IP Address which was assigned from DUT to the first client.
Start oh the client tcpdump or other packet capture tool.
	

	4
	Connect the second client to DUT LAN Ethernet interface.
	Verify internet browsing is OK and no errors are obtained.
Verify DUT performs ARP resolution to update ARP table and Duplicate Address Detection (DAD) check

	5
	With the second client connected, connect again the first client to DUT LAN Ethernet interface
	Verify the first client receives a different IP Address from DUT, as to avoid Address duplication.
Verify DUT performs ARP resolution to update ARP table and Duplicate Address Detection (DAD) check.



IP Address reservation 
Test purpose
To verify the ability of DUT to define any Ipv4 Address Reservation based on MAC Address.
Referenced requirements
	TS.64_3.4.4_REQ_007
	The DHCP Server implemented by the FWA Device SHALL provide a mechanism for IP reservation on MAC Address basis, assigning the same IP address (if available) at the same MAC Address.



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, two clients (e.g. Laptops) will be connected to the LAN Ethernet of the FWA Device. The clients are configured with dynamic IPv4 configuration, via DHCP from the FWA Device. Both the clients and DUT are rebooted before the test and are not connected until test execution. On the clients, start tcpdump or other packet capture tool before connecting the client to DUT. DUT is configured with default LAN DHCP Pool. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On DUT Web UI, configure IP Address Reservation, so to reserve the first address of the pool to the MAC Address of the second client.
	Verify configuration on the Web UI does not cause errors.

	2
	Connect the first client to DUT LAN Ethernet interface.
	The first client shall receive a valid IPv4 Address of the pool, different from the one reserved for the second client.
Verify internet browsing is OK.

	3
	With the first client connected, connect the second client to DUT LAN Ethernet interface.
	The second client shall receive the reserved IPv4 Address.
Verify internet browsing is OK.


DHCP Protocol: support of hostnames
Test purpose
To verify the ability of DUT’s DHCP Server to support Host Names presented by clients (DHCP option 12).
	TS.64_3.4.4_REQ_008
	The FWA Device SHALL support hostnames presented by the hosts (DHCP clients) with DHCP Option 12.



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, two hosts (e.g. Laptops) will be connected to the LAN Ethernet of the FWA Device. The hosts are configured with dynamic IPv4 configuration, via DHCP from the FWA Device. The hosts are configured with different host names. Both the hosts and DUT are rebooted before the test and are not connected until test execution. On the hosts, start tcpdump or other packet capture tool before connecting the host to DUT. DUT is configured with default LAN DHCP Pool.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first host to DUT LAN Ethernet interface.

	Verify the first host receives an IP Address belonging to the DHCP Pool.
Verify internet browsing is OK from first host.
Verify on DUT’s Web UI, on the LAN page, the correct association between the first host’s MAC Address, its host name and the assigned IP Address

	2
	With the first host connected, connect the second host to DUT LAN Ethernet interface
	Verify the second host receives an IP Address belonging to the DHCP Pool, different from the one assigned to the first host.
Verify internet browsing is OK from second host.
Verify on DUT’s Web UI, on the LAN page, the correct association between the two hosts’ MAC Addresses, their host names and the assigned IP Addresses.


DHCP Protocol: support of duplicate hostnames
Test purpose
To verify the ability of DUT’s DHCP Server to manage duplicate Host Names presented by clients, by assigning unambiguous host names by means of DHCP option 12.
Referenced requirements
	TS.64_3.4.4_REQ_009
	The FWA Device SHALL properly manage the cases of overlapping hostnames and hostnames non presented by clients, by assigning to client’s unambiguous hostnames by means of Option 12.



Initial configuration
As defined in section 3.4.4.1 and in addition those defined below.
For the test, two hosts (e.g. Laptops) will be connected to the LAN Ethernet of the FWA Device. The hosts are configured with dynamic IPv4 configuration, via DHCP from the FWA Device. The hosts are configured with the same host name. Both the hosts and DUT are rebooted before the test and are not connected until test execution. On the hosts, start tcpdump or other packet capture tool before connecting the host to DUT. DUT is configured with default LAN DHCP Pool.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first host to DUT LAN Ethernet interface.

	Verify the first host receives an IP Address belonging to the DHCP Pool.
Verify internet browsing is OK from first host.
Verify on DUT’s Web UI, on the LAN page, the correct association between the first host’s MAC Address, its host name and the assigned IP Address

	2
	With the first host connected, connect the second host to DUT LAN Ethernet interface
	Verify the second host receives an IP Address belonging to the DHCP Pool, different from the one assigned to the first host.
Verify internet browsing is OK from second host.
Verify on DUT’s Web UI, on the LAN page, the correct association between the two hosts’ MAC Addresses and the assigned IP Addresses.
Verify that DUT has assigned to the second host an unambiguous host name, different from the one of the first host. Verify this new host name appears on DUT’s Web UI and is present in DHCP ACK message sent from DUT to second Host, in DHCP Option 12.


Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
Test purpose
To verify the support of DHCPv6 by the FWA Device.
Referenced requirements
	TS.64_3.4.4_REQ_010
	The FWA Device SHALL support Dynamic Host Configuration Protocol for IPv6 (DHCPv6) defined in IETF RFC 8415 [100].

	TS.64_3.4.4_REQ_011
	The FWA Device SHALL support Prefix Delegation for IPv6 (DHCPv6) defined in IETF RFC 8415 [100].

	TS.64_3.4.4_REQ_012
	The FWA Device SHALL support Prefix Exclude for IPv6 (DHCPv6) defined in IETF RFC 8415 [100].



Applicability
The test is applicable to both Lab and Field environment.
Initial configuration
As defined in section 3.4.3.1 and in addition those defined below.
Connect one client (e.g. laptop) to the LAN Ethernet and/or Wi-Fi interfaces of the FWA Device. The client uses DHCPv6 to obtain the IPv6 configuration from the FWA Device. Connect another client to a different Internet access.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to the LAN of the FWA Device.
	Verify the client and the FWA Device perform Neighbor Discovery Protocol (NDP) message exchange, to allow the client to identify the IPv6 and MAC Addresses of the FWA Device. (see test case 3.4.3.23)
Verify that the client sends a DHCPv6 Solicit (Type 1) message to the FWA Device, requesting for a Link-local and a Unique IPv6 Addresses.
Verify that the FWA Device replies with a DHCPv6 Reply (Type 7) providing Global and Link-local IPv6 Address, DNS Servers IPv6 Addresses.
Verify the client in LAN access the Internet using the configurations received with DHCPv6.


[bookmark: _Toc243570750]NAT & Bridge Operation
[bookmark: _Ref167208654]Common Test procedures for NAT & Bridge Operation
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Applicability
The tests of NAT&Bridge Operation Section are applicable to both Lab and Field environment.
NAT: support of TCP
Test purpose
To verify DUT’s NAT functionality with TCP traffic.
Referenced requirements
	TS.64_3.4.5_REQ_001
	The FWA Device SHALL support IP Network Address Translator (NAT) as defined in IETF RFC 3022 [101].



Initial configuration
As defined in section 3.4.5.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Two clients (e.g. PC) are connected to DUT, equipped with iPerf. 
Another client (e.g. PC) is configured on another Internet access, equipped with iPerf and a packet monitoring tool. Start iPerf server on this PC.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interface.
	Verify the first client receives an IP Address belonging to the LAN DHCP Pool.

	2
	From the first PC, start iPerf in client mode, and start a TCP session with PC#3.
	Verify TCP traffic is exchanged between PC#1 and PC#3.
With the Packet monitoring tool check the IP Address and Port used by DUT to perform NAT of the traffic of PC#1.
IP Address shall be the mobile WAN IP Address assigned to DUT.

	3
	Connect the second client to DUT LAN Ethernet interface
	Verify the second client receives an IP Address belonging to the LAN DHCP Pool, different from the address of PC#1.

	4
	From the second PC, start iPerf in client mode, and start a TCP session with PC#3.
	Verify TCP traffic is exchanged between PC#2 and PC#3.
With the Packet monitoring tool check the IP Address and Port used by DUT to perform NAT of the traffic of PC#2.
IP Address shall be the mobile WAN IP Address assigned to DUT.
TCP port used to NAT PC#2 shall be different from the one used to NAT PC#1.


NAT: support of UDP
Test purpose
To verify DUT’s NAT functionality with UDP traffic.
Referenced requirements
	TS.64_3.4.5_REQ_001
	The FWA Device SHALL support IP Network Address Translator (NAT) as defined in IETF RFC 3022 [101].

	TS.64_3.4.5_REQ_002
	The Network Address Translator functionality implemented by the FWA Device SHALL be compliant to the behaviours defined in IETF RFC 4787 [102].



Initial configuration
As defined in section 3.4.5.1 and in addition to those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Two clients (e.g. PC) are connected to DUT, equipped with iPerf. 
Another client (e.g. PC) is configured on another Internet access, equipped with iPerf and a packet monitoring tool. Start iPerf server on this PC.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interface.
	Verify the first client receives an IP Address belonging to the LAN DHCP Pool.

	2
	From the first PC, start iPerf in client mode, and start a UDP session with PC#3.
	Verify UDP traffic is exchanged between PC#1 and PC#3.
With the Packet monitoring tool check the IP Address and Port used by DUT to perform NAT of the traffic of PC#1.
IP Address shall be the mobile WAN IP Address assigned to DUT.

	3
	Connect the second client to DUT LAN Ethernet interface
	Verify the second client receives an IP Address belonging to the LAN DHCP Pool, different from the address of PC#1.

	4
	From the second PC, start iPerf in client mode, and start a UDP session with PC#3.
	Verify UDP traffic is exchanged between PC#2 and PC#3.
With the Packet monitoring tool check the IP Address and Port used by DUT to perform NAT of the traffic of PC#2.
IP Address shall be the mobile WAN IP Address assigned to DUT.
TCP port used to NAT PC#2 shall be different from ther one used to NAT PC#1.


NAT: support of ICMP
Test purpose
To verify DUT’s NAT functionality with ICMP traffic.
Referenced requirements
	TS.64_3.4.5_REQ_001
	The FWA Device SHALL support IP Network Address Translator (NAT) as defined in IETF RFC 3022 [101].

	TS.64_3.4.5_REQ_002
	The Network Address Translator functionality implemented by the FWA Device SHALL be compliant to the behaviours defined in IETF RFC 4787 [102].



Initial configuration
As defined in section 3.4.5.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Two clients (e.g. PC) are connected to DUT, equipped with iPerf. 
Another client (e.g. PC) is configured on another Internet access, equipped a packet monitoring tool.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interface.
	Verify the first client receives an IP Address belonging to the LAN DHCP Pool.

	2
	From the first PC, generate icmp traffic (ping) towards PC#3.
	Verify ICMP traffic is exchanged between PC#1 and PC#3.
With the Packet monitoring tool check the IP Address and Port used by DUT to perform NAT of the traffic of PC#1.
IP Address shall be the mobile WAN IP Address assigned to DUT.

	3
	Connect the second client to DUT LAN Ethernet interface
	Verify the second client receives an IP Address belonging to the LAN DHCP Pool, different from the address of PC#1.

	4
	From the second PC, generate icmp traffic (ping) towards PC#3.
	Verify ICMP traffic is exchanged between PC#2 and PC#3.
With the Packet monitoring tool check the IP Address and Port used by DUT to perform NAT of the traffic of PC#2.
IP Address shall be the mobile WAN IP Address assigned to DUT.
TCP port used to NAT PC#2 shall be different from ther one used to NAT PC#1.


NAT UDP mapping timer
Test purpose
To verify NAT UDP mapping timer lasts at least 2 minutes as specified in RFC 4787.
Referenced requirements
	TS.64_3.4.5_REQ_001
	The FWA Device SHALL support IP Network Address Translator (NAT) as defined in IETF RFC 3022 [101].

	TS.64_3.4.5_REQ_002
	The Network Address Translator functionality implemented by the FWA Device SHALL be compliant to the behaviours defined in IETF RFC 4787 [102].



Initial configuration
As defined in section 3.4.5.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. FWA Device has a valid SIM inserted whose profile foresee a Public IP address for the data PDN connection. 
One client (e.g. PC#1) is connected to DUT, equipped with iPerf. 
Another client (e.g. PC#2) is configured on another Internet access, equipped with iPerf and a packet monitoring tool. Start iPerf server on this PC.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client (PC#1) to DUT LAN Ethernet interface. On PC#2, connected to another Internet access, start iPerf in server mode.
	Verify the first client receives an IP Address belonging to the LAN DHCP Pool.

	2
	From PC#1, start iPerf in client mode, and start a UDP session with PC#2.
	Verify UDP traffic is exchanged between PC#1 and PC#2.

	3
	Stop iPerf on both clients and reverse the roles of clients for iPerf: so, start PC#1 as server and PC#2 as client.iPerf.
Start UDP session from PC#2 towards PC#1, using the same UDP port of the first session. 
NOTE: The procedure of this step shall be executed in 2 minutes, that is the time between stopping the first iPerf session on PC#1 and starting the second iPerf session on PC#2 iPerf shall be approximately 2 minutes.
	Verify UDP traffic is exchanged between PC#2 and PC#1.



Port Mapping
Test purpose
To verify the support of Port Mapping functionality but DUT, which allows defined specific mapping for protocol/port from outside to inside, so to allow traffic from the internet destined to Mobile WAN IP Address, to be mapped to a specific LAN IP Address.
Referenced requirements
	TS.64_3.4.5_REQ_003
	The FWA Device SHALL implement a configurable Port Mapping/Virtual Server functionality, allowing the creation of entries for mapping protocols/ports on the WAN side of the FWA Device to an IP address and protocols/ports on the private LAN.



Initial configuration
As defined in section 3.4.5.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
One client (e.g. PC) is connected to DUT, equipped with iPerf, with a static IP Address coherent with the LAN IP Subnet. Start iPerf server on this PC on a defined port (e.g. 5201)
Another client (e.g. PC) is configured on another Internet access, equipped with iPerf and a packet monitoring tool.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure a port mapping rule on DUT’s Web UI, so that traffic arriving to DUT mobile WAN interface, protocol TCP, for the port iPerf server is listening (e.g. 5201), is mapped in LAN to PC#1’s IP address, same port.
	Configuration on Web UI is successful.

	2
	From PC#2, connected to another internet access, start iPerf in client mode, and start a TCP session with PC#1, which is connected to another Internet access.
	Verify TCP traffic is exchanged between PC#2 and PC#1.


	3
	Stop iPerf on both PCs,
Configure another port mapping rule on DUT’s Web UI, so that traffic arriving to DUT mobile WAN interface, protocol UDP, for the port iPerf server is listening (e.g. 5201), is mapped in LAN to PC#1’s IP address, same port. 
	Configuration on Web UI is successful.

	
	Restart iPerf on both PCs with the same roles: PC#1 connected to DUT’s LAN as the server, PC#2 on different internet access as the client.
Start UDP session from PC#2 towards PC#1. 
	Verify UDP traffic is exchanged between PC#2 and PC#1.



Port Mapping entries
Test purpose
To verify the support of 32 Port Mapping entries on DUT.
Referenced requirements
	TS.64_3.4.5_REQ_004
	It SHALL be possible to configure at least 32 Port Mapping entries.



Initial configuration
As defined in section 3.4.5.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Configure 32 port mapping rules on DUT’s Web UI, with some mix of protocols (TCP and UDP), ports, and LAN IP Addresses.
	Configuration on Web UI is successful.


Operation in Bridge Mode
Test purpose
To verify the support of Bridged Mode operation on DUT.
Referenced requirements
	TS.64_3.4.5_REQ_006
	The FWA Device SHALL support operation in Bridge Mode.
In this configuration both DHCP and NAT operations are provided by the network being bridged to.



Initial configuration
As defined in section 3.4.5.1 and in addition those defined below.
DUT is configured to operate in Bridge Mode between the LAN interfaces and the mobile WAN interface. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect a client (e.g. a PC) to the LAN interface configured in Bridge mode with mobile WAN interface. The client shall be configured to use DHCP to receive the IP Address from DUT.
	Verify the client receives the public IP Address assigned by the mobile network to DUT.

	2
	From the client, with a Web Browser access: https://whatismyipaddress.com/
	Verify the server displays the public IP Address received from the client

	3
	Configure on the client an iPerf server, then from another internet access start an iPerf session with the server on the client
	Verify iPerf session is successful.


Application Layer Gateway
Test purpose
To verify the support of Application Layer Gateway on DUT.
Referenced requirements
	TS.64_3.4.5_REQ_007
	The FWA Device SHALL implement a configurable Application Layer Gateway functionality (ALG), as defined in IETF RFC 2663 [80], at least for the following protocols: SIP, IPSec, PPTP, L2TP.



Initial configuration
As defined in section 3.4.5.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
One client (e.g. PC) is connected to DUT, configured with dynamic private IP Address assigned by DUT with DHCP.
On another Internet Access, the following services are available: a SIP Server/Proxy, an IPSec, PPTP and L2TP concentrator. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On DUT, activate Application Layer Gateway (ALG) functionality, for SIP, IPSec, PPTP and L2TP.
	Configuration is successful.

	2
	On the client connected via LAN, configure a SIP client to connect to the Server on the other Internet Access. Activate the client, so that it registers on the server and make a call.  
	SIP Registration and call are successful. 
Check, on the logs of the SIP Server, that SIP ALG has been performed correctly by DUT, i.e. the fields of SIP/SDP messages received from DUT, has been translated so that to present DUT’s public IP Address assigned from mobile network to DUT’s WAN interface.

	3
	On the client connected via LAN, configure an IPSec VPN client to connect to the IPSec Concentrator on the other Internet Access. Activate the client, so that it establishes an IPSec tunnel. Generate IP traffic over the tunnel.  
	Verify IPSec tunnel is established and IP traffic is correctly exchanged over the tunnel.
Check, on the logs of the IPSec concentrator, that IPSec ALG has been performed properly by DUT, i.e. the fields of IPSec messages received from DUT, has been translated so that to present DUT’s public IP Address assigned from mobile network to DUT’s WAN interface.

	4
	On the client connected via LAN, configure a PPTP VPN client to connect to the PPTP Concentrator on the other Internet Access. Activate the client, so that it establish PPTP tunnel. Generate IP traffic over the tunnel.  
	Verify PPTP tunnel is established and IP traffic is correctly exchanged over the tunnel.
Check, on the logs of the PPTP concentrator, that PPTP ALG has been performed properly by DUT, i.e. the fields of PPTP messages received from DUT, has been translated so that to present DUT’s public IP Address assigned from mobile network to DUT’s WAN interface.

	5
	On the client connected via LAN, configure a L2TP VPN client to connect to the L2TP Concentrator on the other Internet Access. Activate the client, so that it establish L2TP tunnel. Generate IP traffic over the tunnel.  
	Verify L2TP tunnel is established and IP traffic is correctly exchanged over the tunnel.
Check, on the logs of the L2TP concentrator, that L2TP ALG has been performed properly by DUT, i.e. the fields of L2TP messages received from DUT, has been mangled so that to present DUT’s public IP Address assigned from mobile network to DUT’s WAN interface.



[bookmark: _Toc243570751]MTU
[bookmark: _Ref177812854]Common Test procedures for MTU
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Default MTU
Test purpose
To verify DUT’s default MTU value.
Referenced requirements
	TS.64_3.4.6_REQ_001
	The FWA Device SHALL support a default MTU size of 1380 bytes.



Initial configuration
As defined in section 3.4.6.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Two clients (e.g. PC) are connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). 
Another client (e.g. PC) is configured on another Internet access, equipped with a packet monitoring tool.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first and the second client to DUT LAN Ethernet interfaces.
	Verify both clients receive IP Addresses belonging to the LAN DHCP Pool.

	2
	From the first PC, on a command console execute the command: ping -l 1472 <IP Address of the PC#2 on DUT’s LAN>.
	With the packet monitoring tool, verify IP packets are exchanged in LAN without IP fragmentation, as the MTU in Ethernet LAN is 1500 bytes (1472 payload ICMP + 8 ICMP header + 20 IP header).

	3
	From the first PC, on a command console execute the command: ping -l 1352 <IP Address of the PC#3 on another internet access>.
	With the packet monitoring tool on PC#3, verify IP packets are exchanged without IP fragmentation, as the DUT’s default MTU on the WAN interface is 1380 bytes (1352 payload ICMP + 8 ICMP header + 20 IP header).



MTU configuration
Test purpose
To verify the possibility to configure MTU on DUT.
Referenced requirements
	TS.64_3.4.6_REQ_002
	The default MTU size SHALL be customisable according to network requirements.



Initial configuration
As defined in section 3.4.6.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
A client (e.g. PC) is connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). 
Another client (e.g. PC) is configured on another Internet access, equipped with a packet monitoring tool.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interface.
	Verify the first client receives an IP Address belonging to the LAN DHCP Pool.

	2
	Configure on DUT a value for the MTU smaller than the default, e.g. 1300 bytes.
	Configuration is successful.

	3
	From the first PC, on a command console execute the command: ping -l 1352 <IP Address of the PC#3 on another internet access>.
	With the packet monitoring tool on PC#3, verify IP packets are exchanged with IP fragmentation, so PC#3 shall receive, for each ping, 2 fragments, the first one of 1300 bytes and the second one of 108 bytes.


Network override of MTU configuration in IPv4 operation
Test purpose
To verify the support of IPv4 MTU configuration on DUT from Network, via Protocol Configuration Options.
Referenced requirements
	TS.64_3.4.6_REQ_003
	The FWA Device SHALL support network override of the default MTU size in IPv4 operation via Protocol Configuration Options (3GPP TS24.008 [104]).



Initial configuration
As defined in section 3.4.6.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. DUT is configured to use the default MTU value of 1380 bytes.
Mobile network is configured to use an MTU value different from DUT’s default value, e.g. 1300 bytes.
A client (e.g. PC) is connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). 
Another client (e.g. PC) is configured on another Internet access, equipped with a packet monitoring tool.
Applicability
The test is applicable to Lab environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interface.
	Verify the first client receives an IP Address belonging to the LAN DHCP Pool.

	2
	From the first PC, on a command console execute the command: ping -l 1352 <IP Address of the PC#3 on another internet access>.
	With the packet monitoring tool on PC#3, verify IP packets are exchanged with IP fragmentation, so PC#3 shall receive, for each ping, 2 fragments, the first one of 1300 bytes and the second one of 108 bytes.


Network override of MTU configuration in IPv6 operation
Test purpose
To verify the support of IPv6 MTU configuration on DUT from Network, via Router Advertisement.
Referenced requirements
	TS.64_3.4.6_REQ_004
	The FWA Device SHALL support network override of the default MTU size in IPv6 operation via Router Advertisement (IETF RFC 4861 [65]).



Initial configuration
As defined in section 3.4.6.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. DUT is configured to use the default MTU value of 1380 bytes.
Mobile network is configured to use an MTU value different from DUT’s default value, e.g. 1300 bytes.
A client (e.g. PC) is connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). 
Another client (e.g. PC) is configured on another Internet access, equipped with a packet monitoring tool.
Applicability
The test is applicable to Lab environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interface.
	Verify the first client receives an IP Address belonging to the LAN DHCP Pool.

	2
	From the first PC, on a command console execute the command: ping -6 -l 1352 <IP Address of the PC#3 on another internet access>.
	With the packet monitoring tool on PC#3, verify IP packets are exchanged with IP fragmentation, so PC#3 shall receive, for each ping, 2 fragments, the first one of xx bytes and the second one of yy bytes.
NOTE 1: The value of xx (largest value of data field in one IP packet) is dependent on the configured MTU size.
NOTE 2: yy = 1352 - xx.


[bookmark: _Toc243570752]DNS
[bookmark: _Ref178067352]Common Test procedures for DNS
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
DNS support 
Test purpose
To verify DUT’s support of DNS.
Referenced requirements
	TS.64_3.4.7_REQ_001
	The FWA Device SHALL support Domain Name System (DNS) compliant to IETF RFC 1034 [105], RFC 1035 [106] and further amendments defined by IETF.



Initial configuration
As defined in section 3.4.7.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Two clients (e.g. PC) are connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). 
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first and the second client to DUT LAN Ethernet interfaces.
	Verify both clients receive IP Addresses belonging to the LAN DHCP Pool.

	2
	From the first PC, on DUT’s Command Line Interface, execute the command: nslookup www.ietf.org.
	Verify FQDN www.ietf.org is resolved correctly (104.16.45.99, 104.16.44.99).



NOTE: 	Actual execution steps depend on the DUT’s implementation, examples:
· Accessing DUT’s Web page to check received DNS servers addresses;
· Using a packet monitoring tool  (e.g. Wireshark) and IP packet mirroring in DUT;
· Using a Packet Debug monitoring tool specific for DUT’s chipset.
DNS server support 
Test purpose
To verify DUT’s capability to act as a DNS Server.
Referenced requirements
	TS.64_3.4.7_REQ_002
	The FWA Device SHALL be able, on a configuration basis, to act as DNS Server for the Clients in LAN.



Initial configuration
As defined in section 3.4.7.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
Two clients (e.g. PC) are connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). 
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the first client to DUT LAN Ethernet interfaces.
	Verify both clients receive IP Addresses belonging to the LAN DHCP Pool.

	2
	From the first PC, display the DNS configuration via the command: ipconfig /all
	Verify the first PC has received from DUT, via DHCP, DUT’s LAN  IP Address as  DNS Server.

	3
	From the first PC, execute the command: nslookup www.ietf.org. 
	Verify FQDN www.ietf.org is resolved correctly (104.16.45.99, 104.16.44.99).


DNS server advertisement
Test purpose
To verify DUT’s capability to advertise different DNS servers based on configuration.
Referenced requirements
	TS.64_3.4.7_REQ_003
	The FWA Device SHALL be able to advertise the DNS server(s) to the Clients in LAN via DHCP protocol. On a configuration basis, the advertised DNS server(s) can be:
• The FWA Device itself, if it’s configured to act as a DNS Server;
• The DNS server addresses received from the network, if the FWA Device is not configured to act as a DNS Server;
• Optionally, other DNS Server addresses configured on the FWA Device.



Initial configuration
As defined in section 3.4.7.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
A client (e.g. PC) is connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). 
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to DUT LAN Ethernet interface. Through DUT’s Web UI or other means, configure DUT to advertise DUT itself as the DNS server. Disconnect and reconnect Client from DUT.
	Verify the client receives, in DHCP option 6, DUT’s IP Address as the DNS Server.


	2
	Through DUT’s Web UI or other means, configure DUT to advertise the DNS server addresses received from the network as the DNS servers. Disconnect and reconnect Client from DUT.
	Verify the client receives, in DHCP option 6, the DNS server addresses received from the network.


	3
	Through DUT’s Web UI or other means, configure DUT to advertise two DNS servers, different from the DNS server received from the network. Disconnect and reconnect Client from DUT. 
	Verify the client receives, in DHCP option 6, the DNS server addresses locally configured on DUT.


Dynamic DNS server support 
Test purpose
To verify DUT’s support of Dynamic DNS service.
Referenced requirements
	TS.64_3.4.7_REQ_004
	The FWA Device SHALL support a configurable Dynamic DNS (DDNS) Service, allowing the FWA Device to be addressable from the Internet with an FQDN.
NOTE: Some MNOs may wish to remove this service via customization.



Initial configuration
As defined in section 3.4.7.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM associated configured to assign a public IP Address to the FWA Device, that is routable on the public Internet. 
A client (e.g. PC) is connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). Another client is connected to a different Internet access. 
A subscription is available to a DDNS service.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to DUT LAN Ethernet interface. Through DUT’s Web UI, configure DUT to use a Dynamic DNS service, advertising its WAN IP Address bound to a configured FQDN.
	Configuration on Web UI is successful.

	[bookmark: _Hlk180823072]2
	Start a server on the client connected to DUT (e.g. a HTTP server) and configure port mapping on DUT as to allow incoming requests from WAN to be mapped to the client in LAN on the port(s) used by the server.
	Configuration on Web UI is successful.

	3
	From the client connected to a different Internet access, access the server configured on DUT LAN, using the FQDN defined with the Dynamic DNS service.
	The server on DUT LAN can be accessed from Internet using the FQDN defined in the Dynamic DNS service.


Dynamic DNS server update 
Test purpose
To verify DUT’s updates to Dynamic DNS service.
Referenced requirements
	TS.64_3.4.7_REQ_005
	For the Dynamic DNS service, the FWA Device SHALL send updates to the DDNS server not periodically, but only whenever an IP address change is detected on the Data WAN Interface.



Initial configuration
As defined in section 3.4.7.1 and in addition those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. DUT has a SIM configured to assign a public IP Address to DUT on its mobile WAN interface. 
A client (e.g. PC) is connected to DUT, equipped with packet monitoring tool (e.g. Wireshark). Another client is connected to a different Internet access. 
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to DUT LAN Ethernet interface. Start on DUT mirroring on WAN interface to the LAN interface connected to the client. Start Wireshark on the client.
	The client in LAN receives mirrored packets sent by DUT on the WAN mobile interface.

	2
	Through DUT’s Web UI, configure DUT to use a Dynamic DNS service, advertising its WAN IP Address bound to a configured FQDN.
	Configuration on Web UI is successful. On the client, using Wireshark identify the packets exchanged between DUT and the Dynamic DNS service.

	3
	Start a server on the client connected to DUT (e.g. a HTTP server) and configure port mapping on DUT as to allow incoming requests from WAN to be mapped to the client in LAN on the port(s) used by the server.
	Configuration on Web UI is successful.

	4
	From the client connected to a different Internet access, access the server configured on DUT LAN, using the FQDN defined with the Dynamic DNS service.
	The server on DUT LAN can be accessed from Internet using the FQDN defined in the Dynamic DNS service.

	5
	Monitor the Wireshark trace for some time (e.g. one hour).
	Verify no other packets are exchanged between DUT and the Dynamic DNS service.

	6
	Disconnect and reconnect DUT from the mobile network. Continue to mirror WAN packets and monitor them with Wireshark.
	Verify the WAN IP address has changed. Verify DUT exchanges packets with the Dynamic DNS service to update the binding between the FQDN and DUT’s new IP Address.

	7
	From the client connected to a different Internet access, access the server configured on DUT LAN, using the FQDN defined with the Dynamic DNS service.
	The server on DUT LAN can be accessed from Internet using the FQDN defined in the Dynamic DNS service.


Recursive DNS operation mode 
Test purpose
To verify DUT’s support of recursive operation.
Referenced requirements
	TS.64_3.4.7_REQ_006
	For Static DNS operation the FWA Device SHALL support Recursive DNS.

	TS.64_3.4.7_REQ_007
	For Static DNS operation the FWA Device SHALL NOT support Iterative DNS.



Initial configuration
As defined in section 3.4.7.1 in addition to those defined below.
DUT is configured to perform NAT between LAN IP subnet and the mobile WAN IP Address. The FWA Device is configured to behave as a DNS server for the clients on the LAN.
Set up a lab environment with at least two DNS servers, and configure the mobile network to announce the address of one of the two DNS servers to the FWA Device (this requires the test to be performed in lab environment).
Configure the first DNS Server (the one announced to the FWA Device) to reply to queries for the FQDN with a referral to the second DNS in the lab environment. 
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to DUT LAN Ethernet interface. Start on DUT mirroring on WAN interface to the LAN interface connected to the client. Start Wireshark on the client.
	The client in LAN receives mirrored packets sent by DUT on the WAN mobile interface.

	2
	From the client in LAN, execute a DNS query for the defined FQDN (e.g. from Windows command interface, execute nslookup <FQDN>).

	Verify, from the mirrored DNS packets, that:
1. DUT receives the DNS query from the client in LAN
2. DUT sends the DNS query to the first DNS server
3. DUT receives, from the first DNS server, a referral to the second DNS server
4. DUT sends the DNS query to the second DNS server
5. DUT receives the DNS reply from the second DNS server
6. DUT sends the DNS reply to the client in LAN


[bookmark: _Toc243570753]Security
[bookmark: _Ref162967860]Common Test procedures for Security
Initial configuration
FWA Device is correctly configured, connected and switched OFF. 
FWA Device has a valid SIM. 
After Switch ON the FWA Device wait 2-5 minutes.
Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
DeMilitarized Zone (DMZ) functionality 
Test purpose
To verify the configurable DeMilitarized Zone (DMZ) functionality.
Referenced requirements
	TS.64_3.4.8_REQ_001 
	The FWA Device SHALL implement a configurable DeMilitarized Zone (DMZ) functionality, allowing an internal client in LAN to be fully exposed on WAN. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
FWA Device has a valid SIM inserted whose profile foresee a Public IP address for the data PDN connection.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with valid IPv4 Addresses in the IP subnet of the LAN, has installed the iPerf3 tool.
Connect another client to internet through a different access point (either FWA or other means). The client has installed the iPerf3 tool.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	[bookmark: _Hlk162968655]-
	Test procedure
	Expected behaviour

	1
	On the PC connected to the FWA Device start “iperf3 –s –p 5010”.
On the other PC start “iperf3 -c x.x.x.x -p 5010” 
NOTE: x.x.x.x is the public IP Address assigned to the FWA Device by the mobile network.
	No connection because the port 5010 should be closed by default


	2
	Via GUI Interface enable the DMZ functionality for the PC connected to the FWA.
	No error messages

	3
	On the PC connected to the FWA Device start “iperf3 –s –p 5010”.
On the other PC start “iperf3 -c x.x.x.x –p 5010”
	The client can connect to the server and iPerf3 works


Physical Port Binding functionality
Test purpose
To verify the configurable Port Binding functionality, allowing binding of the WAN connection to none, one or more LAN interfaces (including Wi-Fi SSIDs).
Referenced requirements
	TS.64_3.4.8_REQ_002 
	The FWA Device SHALL implement a configurable Port Binding functionality, allowing binding of the WAN connection to none, one or more LAN interfaces (including Wi-Fi SSIDs). 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a PC on a Ethernet port of the FWA Device. 
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Via GUI Interface, configure port binding as to bind to the WAN the Ethernet port where the PC is connected to the FWA.
	No error messages

	2
	Verify the PC receives via DHCP the IP Address assigned by the mobile network to the data PDN Connection.
	Verify the IP Address received from the PC.
Verify the PC can access the Internet.


Filtering functionality
Test purpose
To verify the configurable Filtering functionality, allowing the creation of entries for blocking/allowing the communication of MAC Addresses on LAN towards specific IP address/range, on specific protocols/ports/port range.
Referenced requirements
	TS.64_3.4.8_REQ_003 
	The FWA Device SHALL implement a configurable Filtering functionality, allowing the creation of entries for blocking/allowing the communication of MAC Addresses on LAN towards specific IP address/range, on specific protocols/ports/port range. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a PC on an Ethernet LAN port of the FWA Device.

Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Without any filtering functionality configured, connect a client to the FWA and verify the internet connectivity performing a ping to 8.8.8.8.
	ping 8.8.8.8 works

	2
	Via the GUI interface, in the filtering functionality, insert the client MAC address in the Blacklist, 8.8.8.8 as IP destination to be blocked and “any” as port range to be blocked
	No error on Web UI


	3
	From the PC perform a ping to 8.8.8.8 and a ping to www.ietf.org.
	ping 8.8.8.8 does not work
ping www.ietf.org works

	4
	Via the GUI interface, in the filtering functionality, insert the client MAC address in the Blacklist
	The client cannot connect to the FWA 

	5
	Via the GUI interface, in the filtering functionality, 
 remove the client MAC address from the Blacklist
	The client can connect to the FWA and to internet


Filtering functionality entries
Test purpose
To verify that it is possible to configure at least 32 Filtering entries.
Referenced requirements
	TS.64_3.4.8_REQ_004 
	It SHALL be possible to configure at least 32 Filtering entries. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a PC on an Ethernet LAN port of the FWA Device.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Via the GUI interface, in the filtering functionality, insert 32 MAC addresses in the Blacklist.
	No error obtained on Web UI

	2
	Try to connect a client of the blacklist.
	The client cannot connect to the FWA


UPnP functionality
Test purpose
To verify that FWA Device supports UPnP protocol on the LAN side.
Referenced requirements
	TS.64_3.4.8_REQ_005 
	The FWA Device SHOULD implement a configurable (on/off) UPnP Discovery functionality, compliant to UPnP Forum Standard: Device Control Protocols. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
FWA Device has a valid SIM with a profile with a Public IP address on the data PDN Connection.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with valid IPv4 Address in the IP subnet of the LAN, has installed a UPnP tool, such as “UPNP wizard”, and the iPerf3 tool.
Connect another client to internet. The client has installed the iPerf3 tool.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the PC connected to the FWA start “iperf3 –s –p 5010”.
On the other PC start “iperf3 -c x.x.x.x –p 5010” 
	No connection because the port 5010 should be closed by default

	2
	On the Web UI of the FWA Device, verify UPnP is disabled by default.
	UPnP shall be disabled.

	3
	Using the UPnP tool open the port 5010
	UPnP open port action shall fail.

	
	On the Web UI of the FWA Device, enable UPnP on LAN side.
	No error shall be displayed.

	2
	On the PC connected to the FWA start “iperf3 –s –p 5010”.
On the other PC start “iperf3 -c x.x.x.x –p 5010”
	The client can connect to the server and iPerf3 works


UPnP functionality blocked on the WAN side
Test purpose
To verify that the UPnP functionality is blocked on the WAN side.
Referenced requirements
	TS.64_3.4.8_REQ_006 
	UPnP functionality SHALL be blocked on the WAN side. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
FWA Device has a valid SIM with a profile with a Public IP address on the data PDN Connection.
Connect a client (e.g. Laptops) to the LAN Ethernet of the FWA Device. The client is configured with valid IPv4 Addresses in the IP subnet of the LAN, has installed a UPnP tool as “UPNP wizard” for example and the iPerf3 tool.
Connect another client to internet through a different access point (either FWA or other means). The client has installed the iPerf3 tool.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
UPnP functionality disabled in the Factory default configuration
Test purpose
To verify that the UPnP functionality is disabled in the Factory default configuration.
Referenced requirements
	TS.64_3.4.8_REQ_007 
	If the FWA Device supports UPnP, it SHOULD be disabled in Factory default configuration. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
FWA Device has a valid SIM with a profile with a Public IP address on the data PDN Connection.
Connect a client (e.g. Laptops) to the LAN Ethernet of the FWA Device. The client is configured with valid IPv4 Addresses in the IP subnet of the LAN, has installed a UPnP tool as “UPNP wizard” for example and the iPerf3 tool.
Connect another client to internet through a different access point (either FWA or other means). The client has installed the iPerf3 tool.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable UPnP on the FWA Device, via Web UI.
	UPnP feature enabled on Web UI.

	2
	Reset the FWA Device to the Factory default configuration 
	

	3
	Enter the WEB GUI of the FWA and find the menu regarding the UPnP functionality
	In the factory default the UPnP functionality SHALL be disabled


UPnP rules apply only to the configured device
Test purpose
To verify that the rules created for one client device apply only to that device and not to other LAN clients.
Referenced requirements
	TS.64_3.4.8_REQ_008 
	If the FWA Device supports UPnP, rules created for one client device SHALL apply only to that device and not to other LAN clients (also for the FWA Device itself). 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
FWA Device has a valid SIM with a profile with a Public IP address on the data PDN Connection.
Connect two clients (e.g. Laptops) to the LAN Ethernet of the FWA Device. The clients are configured with valid IPv4 Addresses in the IP subnet of the LAN, and have installed a UPnP tool such as “UPNP wizard” and the iPerf3 tool.
Connect another client to internet through a different access point (either FWA or other means). The client has installed the iPerf3 tool.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the PC #1 connected to the FWA start “iperf3 –s –p 5010”.
On PC #3 connected to other internet access point start “iperf3 -c x.x.x.x –p 5010” 
NOTE: x.x.x.x is the IP address assigned to the FWA Device on the data PDN connection.
	No iPerf connection because the port 5010 should be closed by default.


	2
	On the PC#1 open the port 5010 using the UPnP tool
	No error messages

	3
	On the PC #1 connected to the FWA start “iperf3 –s –p 5010”.
On the PC #3 connected to other internet access point start “iperf3 -c x.x.x.x –p 5010”
	The client can connect to the server and iPerf3 works

	4
	Stop iPerf3 on PC #1 and PC #3.
On the PC #2 connected to the FWA start “iperf3 –s –p 5010”.
On the PC #3 connected to other internet access point start “iperf3 -c x.x.x.x –p 5010”
	No connection because the port 5010 should be closed for clients different from the one which activated the UPnP functionality


Configurable VPN functionality
Test purpose
To verify the configurable VPN functionality, both as a VPN-client and a VPN-server, with L2TP/IPSec PSK or PPTP.
Referenced requirements
	TS.64_3.4.8_REQ_009 
	The FWA Device SHOULD implement a configurable VPN functionality, both as a VPN-client and a VPN-server, with L2TP/IPSec PSK or PPTP 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
FWA Device has a valid SIM with a profile with a Public IP address on the data PDN Connection.
Connect two clients (e.g. Laptops) to the LAN Ethernet of the FWA Device. The clients are configured with valid IPv4 Addresses in the IP subnet of the LAN.
Connect a VPN Concentrator to the Internet through a different access point, supporting both L2TP/IPSec PSK and PPTP protocols. Connect another client in LAN to the VPN Concentrator. The client has installed the iPerf3 tool.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	VPN Server functionality –
Configure, via the Web UI,  the FWA Device as L2TP/IPSec PSK VPN server
	VPN configured (server side)

	2
	Connect to the VPN a client (i.e. a smartphone) connected to a different internet access point. 
	The VPN connection is successful and the client appears as a device of the FWA’s LAN 

	3
	VPN Server functionality –
Configure, via the Web UI, the FWA Device as PPTP VPN server
	VPN configured (server side)

	4
	Connect to the VPN a client (i.e. a smartphone) connected to a different internet access point. 
	The VPN connection is successful and the client appears as a device of the FWA’s LAN 

	5
	VPN Client functionality –
Configure the FWA as L2TP/IPSec PSK VPN client, where the server is the VPN Concentrator on Internet
	VPN configured (client side)

	6
	Start the VPN Connection on  the FWA Device
	Verify the VPN is established successfully and from a client in LAN to the FWA Device it is possible to ping the client in LAN to the VPN concentrator.

	7
	VPN Client functionality –
Configure the FWA as PPTP VPN client, where the server is the VPN Concentrator on Internet
	VPN configured (client side)

	8
	Start the VPN Connection on  the FWA Device
	Verify the VPN is established successfully and from a client in LAN to the FWA Device it is possible to ping the client in LAN to the VPN concentrator.


Parental Control functionality
Test purpose
To verify the Parental Control functionality, allowing end user to configure a list of denied URLs to some or all LAN clients.
Referenced requirements
	TS.64_3.4.8_REQ_010 
	The FWA Device SHALL implement a Parental Control functionality, letting the user to configure a list of URLs which access must be denied to all (or a configurable subset of) LAN clients. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Through a web browser try to access a http web page such as http://www.httpforever.com.
NOTE: The website shall use http only because secure HTTP (https) cannot be blocked because of  encryption.
	The client can access the website

	2
	Via the GUI in the Parental Control functionality deny the possibility to reach the URL www.httpforever.com
	The client cannot access the website 


Per-user device configurable Internet access control functionality
Test purpose
To verify the per-user device configurable Internet access control functionality, allowing end user to configure, for a selected user device, which days of the week/which hours of the day or how many hours per day the Internet access must be allowed/denied.
Referenced requirements
	TS.64_3.4.8_REQ_011 
	The FWA Device SHALL implement a per-user device configurable Internet access control functionality, letting the user to configure, for a selected user device, which days of the week/which hours of the day or how many hours per day the Internet access must be allowed/denied. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN. 
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Via the GUI configure the client to be online (day and hour)
	The client can access internet. Ping 8.8.8.8 works and it is possible the web browsing (for example https://www.google.com)

	2
	Via the GUI deny the client to be online (day and hour)
	The client cannot access internet. Ping 8.8.8.8 does not work, and it is not possible the web browsing (for example https://www.google.com)


Configurable stateful IPv4 Firewall
Test purpose
To verify the configurable (at least with on/off behaviours) stateful IPv4 Firewall.
Referenced requirements
	TS.64_3.4.8_REQ_012 
	The FWA Device SHALL implement a configurable (at least with on/off behaviours) stateful IPv4 Firewall. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
Denial of Service (DoS) protection functionality
Test purpose
To verify the Denial of Service (DoS) protection functionality.
Referenced requirements
	TS.64_3.4.8_REQ_013 
	The FWA Device SHALL implement a Denial of Service (DoS) protection functionality. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
DoS functionality enabled even when the Firewall has been disabled by user configuration
Test purpose
To verify that the DoS functionality remains enabled even when the Firewall has been disabled by user configuration.
Referenced requirements
	TS.64_3.4.8_REQ_014 
	The DoS functionality SHALL remain enabled even when the Firewall has been disabled by user configuration 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
Behaviour of the FWA Device to ICMP messages coming from WAN
Test purpose
To verify that the behaviour of the FWA Device to ICMP messages coming from WAN interface is configurable.
Referenced requirements
	TS.64_3.4.8_REQ_015 
	[bookmark: _Hlk157584023]The behaviour of the FWA Device to ICMP messages coming from WAN interface SHALL be configurable. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
FWA Device has a valid SIM with a profile with a Public IP address on the data PDN Connection.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Connect another client to internet through a different access point (either FWA or other means).
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	In Factory Reset condition, on the Web UI verify that ICMP behaviour on the WAN interface of the FWA Device for Echo Request messages is set to “do not reply”
	Confirm Web UI setting. 


	2
	From the PC connected to internet through a different access point, perform ping x.x.x.x  
NOTE: x.x.x.x is the IP Address of the WAN of the FWA Device
	No Reply shall be received.

	3
	Via the GUI, enable Echo Reply messages on the WAN Side.
	No error displayed.

	4
	From the PC connected to internet through a different access point, perform ping x.x.x.x  
	Echo replies shall be correctly received on the PC.


Configurable stateful IPv6 Firewall
Test purpose
To verify the configurable (at least with on/off behaviours) stateful IPv6 Firewall.
Referenced requirements
	TS.64_3.4.8_REQ_016 
	The FWA Device SHALL implement a configurable (at least with on/off behaviours) stateful IPv6 Firewall. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
IPv6 and IPv4 firewall independently configurable
Test purpose
To verify that the IPv6 and IPv4 firewall are independently configurable.
Referenced requirements
	TS.64_3.4.8_REQ_017 
	The IPv6 and IPv4 firewall SHALL be independently configurable 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
IPv6 and IPv4 firewall presented independently
Test purpose
To verify that the IPv6 and IPv4 firewall are presented independently.
Referenced requirements
	TS.64_3.4.8_REQ_018 
	The IPv6 and IPv4 firewall status SHALL be presented independently 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with a valid IPv4 Address in the IP subnet of the LAN.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
Control of the outgoing traffic originated from a LAN IP address
Test purpose
To verify that the FWA Device does not allow outgoing traffic originated from a LAN IP address outside the IP Address range defined by the FWA Device itself. 
Referenced requirements
	TS.64_3.4.8_REQ_019 
	The FWA Device SHALL NOT allow outgoing traffic originated from a LAN IP address outside the range defined by the FWA Device itself. 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect to the LAN Ethernet of the FWA Device a client with an IP packet forging tool, or a Traffic Generator appliance.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	From the PC with the IP Packet forging tool, or from the Traffic Generator Appliance, generate IP Packets (e.g. ICMP Echo Request) with a valid IP Address for Destination, but with a Source IP Address not belonging to the IP Subnet of the FWA Device LAN.
	Verify such forged packets are actually discarded by the FWA Device and not sent to WAN. 
NOTE: The FWA Device has to provide information that such packets are not sent to the WAN Interface.


Firewall enabled in Factory Reset condition
Test purpose
To verify that In Factory Reset condition, the status of the firewall is enabled. 
Referenced requirements
	TS.64_3.4.8_REQ_020 
	In Factory Reset condition, the status of the firewall SHALL be enabled 



Initial configuration
As defined in section 3.4.8.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet of the FWA Device. The client is configured with valid a IPv4 Address in the IP subnet of the LAN.

Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
To be provided in a later version of the document
[bookmark: _Toc243570754]Wi-Fi
[bookmark: _Ref209773313][bookmark: _Toc243570755]Standards
Common Test procedures for Wi-Fi
Initial configuration
FWA Device has a valid SIM. FWA Device is correctly configured and switched OFF.
The FWA Device is provisioned with a valid VoIP account.
Connect a client (PC) to the FWA Device, able to capture packet traces. A Packet Monitoring Tool (e.g. Wireshark) and/or a Diagnostic Tool, specific for the modem chipset used in the FWA Device, may be required.
Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Switch ON/OFF all Wi-Fi bands
Test purpose
Switch ON/switch OFF of Wi-Fi networks from UI.
Verify that operating via FWA Device UI, FWA correctly behaves (FWA Device LEDs, data model and Wi-Fi networks broadcasted on the air are based on UI configuration).
Referenced requirements
	TS.64_3.5.1_REQ_001
	The FWA Device SHALL integrate a Wi-Fi 4 (IEEE 802.11n [83]) Access Point (AP), or later standards, operating on 2.4 GHz bands.

	TS.64_3.5.1_REQ_002
	The FWA Device SHALL integrate a Wi-Fi 5 (IEEE 802.11ac [84])
Access Point (AP), or later standards, operating on 5 GHz bands.

	TS.64_3.5.1_REQ_003
	The FWA Device SHOULD integrate a Wi-Fi 6 (IEEE 802.11ax [85]) Access Point (AP), or later standards, operating on both 2.4 and 5 GHz bands.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.5.1.1.
Set AP in default configuration 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch both 2.4 and 5GHz OFF, using the relevant UI

	Switching OFF the networks from UI:
· all the Wi-Fi networks do not appear in the scan (using a client).
· Relevant Wi-Fi status LEDs, if any, indicate both bands are switched OFF.
· TR-181 data model is aligned.

	2
	Switch both 2.4 and 5GHz ON, using the relevant UI

	Switching on the networks from UI:
· All the Wi-Fi networks appear in the scan (using a client)
· Relevant Wi-Fi status LEDs, if any, indicated both bands are switched ON.
· TR-181 data model is aligned.


Switch ON/OFF individual Wi-Fi bands
Test purpose
Switch ON/switch OFF of individual Wi-Fi networks from UI. 
This test is only applicable if FWA Device allows individual control to switch ON/OFF each band.
Verify that operating via FWA Device UI, FWA Device correctly behaves (FWA Device LEDs, data model and Wi-Fi networks broadcasted on the air are based on UI configuration).
Referenced requirements
	TS.64_3.5.1_REQ_001
	The FWA Device SHALL integrate a Wi-Fi 4 (IEEE 802.11n [83]) Access Point (AP), or later standards, operating on 2.4 GHz bands.

	TS.64_3.5.1_REQ_002
	The FWA Device SHALL integrate a Wi-Fi 5 (IEEE 802.11ac [84])
Access Point (AP), or later standards, operating on 5 GHz bands.

	TS.64_3.5.1_REQ_003
	The FWA Device SHOULD integrate a Wi-Fi 6 (IEEE 802.11ax [85]) Access Point (AP), or later standards, operating on both 2.4 and 5 GHz bands.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.5.1.1.
Set AP in default configuration 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch 2.4 GHz OFF, using the relevant UI.

	Switching OFF the networks from UI:
· the 2.4 GHz Wi-Fi network does not appear in the scan (using a client)
· LED, if any for 2.4 GHz, indicates this band is switched OFF.
· TR-181 data model is aligned

	2
	Switch 2.4 GHz ON, using the relevant UI.
	Switching on the networks from UI:
· the 2.4 GHz Wi-Fi network appears in the scan (using a client)
· LED, if any for 2.4 GHz, indicates this band is switched ON.
· TR-181 data model is aligned

	3
	Switch 5 GHz OFF, using the relevant UI.

	Switching OFF the networks from UI:
· the 5 GHz Wi-Fi network does not appear in the scan (using a client)
· LED, if any for 5 GHz, indicates this band is switched OFF.
· TR-181 data model is aligned

	4
	Switch 5 GHz ON, using the relevant UI.
	Switching on the networks from UI:
· the 5 GHz Wi-Fi network appears in the scan (using a client)
· LED, if any for 5 GHz, indicates this band is switched ON.
· TR-181 data model is aligned


Change 802.11 supported standards for each Wi-Fi band
Test purpose
To verify the FWA device supports correct 802.11 standards for each combination of Wi-Fi version and Wi-Fi band.
The 802.11 standard supported by each combination of Wi-Fi band and Wi-Fi version are shown in the following table.
	WiFi Version
	802.11 standard
	2.4 GHz
	5 GHz
	6 GHz

	Wi-Fi 1
	b
	Y
	-
	-

	Wi-Fi 2
	a
	=
	Y
	-

	Wi-Fi 3
	g
	Y
	-
	-

	Wi-Fi 4
	n
	Y
	Y
	-

	Wi-Fi 5
	ac
	-
	Y
	-

	Wi-Fi 6
	ax
	Y
	Y
	-

	Wi-Fi 6E
	ax
	Y
	Y
	Y

	Wi-Fi 7
	be
	Y
	Y
	Y



NOTE: 	For backwards compatibility, a FWA device supporting Wi-Fi version k also supports all Wi-Fi versions lower than k if the lower Wi-Fi version is applicable for the supported Wi-Fi band, e.g., a FWA device supporting Wi-Fi 4 also supports Wi-Fi 3 and W-Fi 1 in 2.4 GHz band.
Referenced requirements
	TS.64_3.5.1_REQ_001
	The FWA Device SHALL integrate a Wi-Fi 4 (IEEE 802.11n [83]) Access Point (AP), or later standards, operating on 2.4 GHz bands.

	TS.64_3.5.1_REQ_002
	The FWA Device SHALL integrate a Wi-Fi 5 (IEEE 802.11ac [84])
Access Point (AP), or later standards, operating on 5 GHz bands.

	TS.64_3.5.1_REQ_003
	The FWA Device SHOULD integrate a Wi-Fi 6 (IEEE 802.11ax [85]) Access Point (AP), or later standards, operating on both 2.4 and 5 GHz bands.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.5.1.1.
Set AP in default configuration.
This test is only applicable if UI allows control of which WiFi band is enabled.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Enable only one Wi-Fi band and disable all other bands supported by the FWA Device.

	FWA Devices only broadcasts on the selected Wi-Fi band.
The FWA Device indicates support for the applicable 802.11 standards according to the enabled band and Wi-Fi version in the information elements set into Beacons and Probe Response packets.

	2
	Repeat step 1 for all the other supported bands.
	


RF test - Conducted Power Measurements
Test purpose
Conducted power measurement 
Verify the FWA Device transmission power at antenna connector.
Referenced requirements
	TS.64_3.5.1_REQ_001
	The FWA Device SHALL integrate a Wi-Fi 4 (IEEE 802.11n [83]) Access Point (AP), or later standards, operating on 2.4 GHz bands.

	TS.64_3.5.1_REQ_002
	The FWA Device SHALL integrate a Wi-Fi 5 (IEEE 802.11ac [84])
Access Point (AP), or later standards, operating on 5 GHz bands.

	TS.64_3.5.1_REQ_003
	The FWA Device SHOULD integrate a Wi-Fi 6 (IEEE 802.11ax [85]) Access Point (AP), or later standards, operating on both 2.4 and 5 GHz bands.

	TS.64_3.5.1_REQ_004
	The FWA Device MAY integrate a Wi-Fi 6E (IEEE 802.11ax [85]) Access Point (AP), or later standards, operating on 2.4, 5 and 6 GHz bands.

	TS.64_3.5.2_REQ_002
	All the Wi-Fi interfaces SHALL NOT exceed the regulatory limits as
regards output power level (EIRP).



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.5.1.1.
Set the FWA Device on a proper conducted test bed, connecting transmission chains to power meters directly.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Perform conducted measurements for a set of MCS and channels for each supported band.
	FWA Device must respect regulatory limits for transmit power on each supported Wi-Fi band.


RF test - DFS Verification
TBD
Wi-Fi 5 Certification
Test purpose
To verify FWA Device is Wi-Fi 5 certified.
Referenced requirements
	TS.64_3.5.1_REQ_005
	The FWA Device SHALL be certified (WFA Certification Program): Wi-Fi CERTIFIED 5.



Applicability
This test requires documentation verification.
Initial configuration
OEM provided WI-FI Alliance certification for Wi-Fi 5.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check Wi-Fi Alliance certification for Wi-Fi 5 

	OEM provided Wi-Fi Alliance certification stating Wi-Fi 5 requirements defined above is met. 


Wi-Fi 6 Certification
Test purpose
To verify FWA Device is Wi-Fi 6 certified.
Referenced requirements
	TS.64_3.5.1_REQ_006
	If Wi-Fi 6 is supported, the FWA Device SHALL be certified (WFA Certification Program): Wi-Fi CERTIFIED 6.



Applicability
This test requires documentation verification.
Initial configuration
OEM provided WI-FI Alliance certification for Wi-Fi 6.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check Wi-Fi Alliance certification for Wi-Fi 6 

	OEM provided Wi-Fi Alliance certification stating Wi-Fi 6 requirements defined above is met. 


Wi-Fi 6e Certification
Test purpose
To verify FWA Device is Wi-Fi 6E certified.
Referenced requirements
	TS.64_3.5.1_REQ_004
	The FWA Device MAY integrate a Wi-Fi 6E (IEEE 802.11ax [85]) Access Point (AP), or later standards, operating on 2.4, 5 and 6 GHz bands.



Applicability
This test requires documentation verification.
Initial configuration
OEM provided WI-FI Alliance certification for Wi-Fi 6E.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check Wi-Fi Alliance certification for Wi-Fi 6E 
	OEM provided Wi-Fi Alliance certification stating Wi-Fi 6E requirements defined above is met. 


WPA3 Certification
Test purpose
To verify FWA Device is WPA3 certified.
Referenced requirements
	TS.64_3.5.1_REQ_007
	The FWA Device SHALL be certified (WFA Certification Program): WPA3.



Applicability
This test requires documentation verification.
Initial configuration
OEM provided WFA certification for WPA3.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check WFA certification for WPA3 

	OEM provided WFA certification stating WPA3 requirements defined above is met. 


Wi-Fi Protected Setup Certification
Test purpose
To verify FWA Device is Wi-Fi Protected Setup certified.
Referenced requirements
	TS.64_3.5.1_REQ_008
	The FWA Device SHALL be certified (WFA Certification Program): Wi-Fi Protected Setup (PBC).



Applicability
This test requires documentation verification.
Initial configuration
OEM provided WFA certification for Wi-Fi Protected Setup.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check WFA certification for Wi-Fi Protected Setup

	OEM provided WFA certification stating Wi-Fi Protected Setup requirements defined above is met. 


Wi-Fi 7 Certification
Test purpose
To verify FWA Device is Wi-Fi 7 certified.
Referenced requirements
	TS.64_3.5.1_REQ_009
	The FWA Device SHOULD integrate a Wi-Fi 7 (IEEE 802.11be [112]) Access Point (AP).



Applicability
This test requires documentation verification.
Initial configuration
OEM provided WFA certification for Wi-Fi 7.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check WFA certification for Wi-7.

	OEM provided WFA certification stating Wi-Fi 7 requirements defined above is met. 
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[bookmark: _Toc243570757]Common requirements to bridged and routed modes of operation
APN/VLAN/Service mapping
[bookmark: _Ref148697857]Common Test procedures for IDU-ODU interworking
Initial configuration
Both IDU and ODU are correctly configured, connected and switched OFF. ODU has a valid SIM. ODU is under working LTE/NR coverage. Switch ON ODU, then, after 5 minutes, switch ON IDU.
VLAN/Service Mapping at IDU
Test purpose
To verify VLAN/Service mapping on IDU.
Referenced requirements
	TS.64_3.6.1.1_REQ_001
	The OutDoor Unit (ODU) in an OutDoor FWA Solution, SHALL be able to map the traffic received on each PDN Connection / PDU Session, on different VLANs over the interface with the InDoor Unit (IDU), and vice versa.

	TS.64_3.6.1.1_REQ_002
	The IDU SHALL be able to map the different traffic generated by the IDU clients in LAN, and destined to the WAN, on different VLANs over the interface with the ODU, based on Service/VLAN mapping rules defined on the IDU.

	TS.64_3.6.1.1_REQ_003
	IDU and ODU SHALL be able to manage at least 4 VLANs over the IDU-ODU interface.
An example of service/VLAN mapping is:
• IDU remote management – VLAN ‘a’
• Data/Internet traffic – VLAN ‘b’
• Voice (VoIP) – VLAN ‘c’
• Video – VLAN ‘d’
Other services may be defined based on MNO and market needs.



Initial configuration
As defined in section 3.6.1.1.1 and in addition those defined below.
IDU and ODU are configured to use at least 4 VLANs for different types of traffic. ODU is configured to use at least 4 PDN/PDU connections.
A test client (PC) is connected to ODU and IDU for verification on the Web UIs.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and verify it has setup proper networking with ODU (bridged or routed mode, according to configuration).

	3
	With appropriate clients connected to IDU, verify traffic is properly routed on the correct VLAN between IDU and ODU, and vice versa.
	Confirm that the correct traffic type is routed through its own designated VLAN.


APN/VLAN Mapping at ODU
Test purpose
To verify APN/VLAN mapping on ODU.
Referenced requirements
	TS.64_3.6.1.1_REQ_001
	The OutDoor Unit (ODU) in an OutDoor FWA Solution, SHALL be able to map the traffic received on each PDN Connection / PDU Session, on different VLANs over the interface with the InDoor Unit (IDU), and vice versa.

	TS.64_3.6.1.1_REQ_002
	The IDU SHALL be able to map the different traffic generated by the IDU clients in LAN, and destined to the WAN, on different VLANs over the interface with the ODU, based on Service/VLAN mapping rules defined on the IDU.

	TS.64_3.6.1.1_REQ_003
	IDU and ODU SHALL be able to manage at least 4 VLANs over the IDU-ODU interface.
An example of service/VLAN mapping is:
• IDU remote management – VLAN ‘a’
• Data/Internet traffic – VLAN ‘b’
• Voice (VoIP) – VLAN ‘c’
• Video – VLAN ‘d’
Other services may be defined based on MNO and market needs.



Initial configuration
As defined in section 3.6.1.1.1 and in addition those defined below.
IDU and ODU are configured to use at least 4 VLANs for different types of traffic. ODU is configured to use at least 4 PDN/PDU connections.
A test client (PC) is connected to ODU and IDU for verification on the Web UIs.

Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and verify it has setup proper networking with ODU (bridged or routed mode, according to configuration).

	3
	With appropriate clients connected to IDU, verify traffic coming from IDU on a specific VLAN, is properly mapped by ODU on the correct PDN/PDU connection, and vice versa.
	Confirm that the correct traffic type is routed from its own designated VLAN and its own designated PDN/PDU connection.


IDU-ODU Networking
ODU VLAN Configuration
Test purpose
To verify ODU configurability of VLANs.
Referenced requirements
	TS.64_3.6.1.2_REQ_001
	The ODU SHALL be configurable in order to operate on each VLAN, either in bridged mode or in routed mode.



Initial configuration
Configure ODU to operate in bridged mode on one VLAN, and in routed mode on another VLAN.
Configure VLANs accordingly on IDU.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
A test client (PC) is connected to ODU and IDU for verification on the Web UIs.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating.

	3
	Verify received IP Addresses on ODU.
	Verify IP Addresses received from network on both APNs corresponding to bridged and routed VLANs.
Verify ODU has retained for itself the IP Address received on the APN corresponding to the routed VLAN.
Verify ODU has not retained for itself the IP Address received on the APN corresponding to the bridged VLAN, but has assigned it to IDU via DHCP, on the bridged VLAN.
Verify that ODU has assigned to IDU, on the routed VLAN, via DHCP a private IP Address consistent with ODU configuration.


ODU Configuration of a PDN/PDU connection terminated, in routed mode, on ODU itself
Test purpose
To verify ODU configurability of a PDN/PDU connection terminated, in routed mode, on ODU itself.
Referenced requirements
	TS.64_3.6.1.2_REQ_002
	The ODU SHALL allow to configure one PDN connection / PDU session to be locally terminated in the ODU itself, that is to operate in routed mode without being mapped on a VLAN with the IDU. 

NOTE: For example, this connection may be dedicated to ODU Remote Management.



Initial configuration
Configure ODU to operate in bridged mode on one VLAN; and configure on ODU two PDN/PDU connections: one associated in bridged mode with the VLAN to IDU, and one terminated on ODU itself in routed mode, not associated to any VLAN to IDU. 
Configure VLAN accordingly on IDU.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
A test client (PC) is connected to ODU and IDU for verification on the Web UIs.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating.

	3
	Verify received IP Addresses on ODU.
	Verify IP Addresses received from network on both APNs corresponding to bridged and routed VLANs.
Verify ODU has retained for itself the IP Address received on the APN terminated on ODU.
Verify from ODU Web UI or CLI interface, it is possible to exchange IP traffic generated by the network, over the routed PDN/PDU connection, with ODU, and this traffic does not come to the IDU.
Verify such traffic has Destination IP Address that is  assigned by the mobile network on that connection.


ODU Configuration: use of DHCP Option 51 (Lease Time) with IDU 
Test purpose
To verify ODU use of DHCP Options with IDU.
Referenced requirements
	TS.64_3.6.1.2_REQ_003
	When using DHCP to assign IP Address to IDU, the ODU SHALL define an IP Address Lease Time and configure it to the IDU by means of DHCP Option 51.

	TS.64_3.6.1.2_REQ_004
	The ODU SHOULD define an IP Address Lease Time in the interval 1 hour (3600 seconds) - 12 hours (43200 seconds).



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating.

	3
	Verify DHCP messages exchanged between ODU and IDU.
	Verify IP Addresses received from network on both APNs corresponding to bridged VLANs.
Verify ODU and IDU have exchanged DHCP messages, so that IDU receives on each VLAN the IP Address assigned from mobile network to ODU on the corresponding PDN/PDU Connection.
On each VLAN, verify with the packet analysis tool that DHCP messages sent from ODU to IDU (DHCP Offer and ACK) contain Option 51 IP Address Lease time, with a value possibly within the recommended range.


ODU Configuration: use of DHCP Option 26 (Link MTU) with IDU 
Test purpose
To verify usage of DHCP Options by ODU, in communication with IDU.
Referenced requirements
	TS.64_3.6.1.2_REQ_005
	When using DHCP with the IDU, the ODU SHALL be able to provide the IDU with the Interface MTU parameter, by means of DHCP Option 26, over each VLAN, using the IPv4 Link MTU received from the Mobile Network on the corresponding PDN/PDU.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating.

	3
	Verify DHCP messages exchanged between ODU and IDU.
	Confirm IP Addresses received from network on both APNs, corresponding to the bridged VLANs.
Confirm ODU and IDU have exchanged DHCP messages, so that IDU receives on each VLAN the IP Address assigned from mobile network to ODU on the corresponding PDN/PDU Connection.
On each VLAN, confirm with the packet analysis tool that DHCP messages sent from ODU to IDU (DHCP Offer and ACK) contain Option 26 Link MTU, and the values of this parameter match the MTU that ODU received from mobile network, during 4G/5G signalling phase of connection establishment.


ODU Configuration: use of ARP between IDU and ODU 
Test purpose
To verify usage of ARP Request/Reply between IDU and ODU.
Referenced requirements
	TS.64_3.6.1.2_REQ_006
	The ODU and the IDU SHALL use, on each VLAN, Address Resolution Protocol (ARP) or Network Discovery Protocol for IPv6 (NDP) in order to properly maintain the association between IP Addresses and MAC Addresses, on each VLAN.

	TS.64_3.6.1.2_REQ_007
	The ODU SHALL use a unique MAC Address per each VLAN; the same MAC Address is meant to be used, on a VLAN, both for data traffic exchange with the IDU and for ARP/NDP communications with the IDU

	TS.64_3.6.1.2_REQ_008
	The IDU SHALL use a unique MAC Address per each VLAN; the same MAC Address is meant to be used, on a VLAN, both for data traffic exchange with the ODU and for ARP/NDP communications with the ODU.

	TS.64_3.6.1.2_REQ_009
	The ODU SHALL reply, on each VLAN, to ARP Requests generated by IDU, relating to the IP Address of the Default Gateway, with its own MAC Address dedicated to that VLAN



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is operating properly and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating.

	3
	Verify ARP messages exchanged between ODU and IDU.
	Confirm IP Addresses received from network on both APNs and assigned to IDU with DHCP.
Confirm ODU periodically sends, on each VLAN, ARP requests to verify IDU’s MAC Address corresponding to IDU’s assigned IP Address. Confirm IDU replies with ARP reply messages.
Confirm IDU periodically sends, on each VLAN, ARP requests to verify ODU’s MAC Address corresponding to the Default Gateway address, assigned to IDU with DHCP Option 3. Verify ODU replies with ARP reply messages, with its own MAC Address.
Verify both ODU and IDU use, on ARP Request and Replies, on each VLAN, unique MAC addresses. Hence, in the case that 2 VLANs are used, both ODU and IDU use different MAC addresses, one for each VLAN.
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IDU-ODU Bridged Mode operation 
Test purpose
To verify IDU-ODU Bridged Mode operation.
Referenced requirements
	TS.64_3.6.2_REQ_001
	The OutDoor Unit (ODU) SHALL be able to operate in bridged mode, over one or more PDNs-PDUs/VLANs.

	TS.64_3.6.2_REQ_002
	In bridged mode operation, the ODU SHALL use DHCP/DHCPv6 to assign to the IDU, on each VLAN, the network parameters received from the mobile network over a PDN/PDU:
• IP Address
• DNS Servers IP Addresses (DHCP Option 6)
Therefore, in bridge mode operation, the IP Address received on each PDN/PDU from the network, is not retained on the ODU itself, but is assigned to the IDU on the VLAN corresponding to that PDN/PDU.

	TS.64_3.6.2_REQ_003
	The ODU SHALL define, for each VLAN, the following parameters:
• Subnet Mask
• Default Gateway
and assign them to the IDU by means of DHCP/DHCPv6.

NOTE 1: This is needed because the mobile network does not provide a UE (specifically, the ODU) with such parameters over a PDN/PDU, while they are needed to properly configure the IDU with DHCP/DHCPv6.
NOTE 2: Subnet Mask is DHCP Option 1, Default Gateway is DHCP Option 3 (Router).

	TS.64_3.6.2_REQ_004
	The ODU MAY define:
• For the Subnet Mask, a /30 (255.255.255.252)
• For the Default Gateway, the IP Address immediately after or before the one assigned to the IDU on each VLAN, following the rules of the Classless Inter-Domain Routing (CIDR).



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating.

	3
	Verify DHCP messages exchanged between ODU and IDU.
	Confirm IP Addresses received from network on both APNs and assigned to IDU with DHCP.
Confirm DHCP parameters sent by ODU to IDU on each VLAN (Offer and ACK messages):
· Your (client) IP Address: the same IP Address assigned by the mobile network on the APN corresponding to the selected VLAN;
· DNS Servers IP Addresses (DHCP Option 6): the same DNS Server addresses assigned by the mobile network on the APN corresponding to the selected VLAN;
· Subnet Mask (DHCP Option 1): should be /30 (255.255.255.252);
· Default Gateway (DHCP Option 3): should be one of the available IP Addresses belonging to the IP Subnet of the IP Address assigned by the mobile network.
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Consistency of IDU IP configuration – IDU disconnected from ODU
Test purpose
To verify consistency of IDU IP configuration with thew IP Addresses assigned to ODU by the mobile network, in the case where the physical connection between IDU and ODU is disconnected and restored after some time.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.
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	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.

	4
	Disconnect the physical link between IDU and ODU, and keep disconnected for 5 minutes.
	Confirm ODU retains the IP Addresses received from the mobile network.
Confirm IDU has lost VLANs WAN IP Addresses.

	5
	Reconnect the physical connection between IDU and ODU.
	Confirm IDU receives via DHCP the same IP Addresses as step 3 and uses those addresses on the VLANs WAN interfaces.
Confirm Internet connectivity and voice service (if foreseen) are automatically restored on IDU.


Consistency of IDU IP configuration – IDU power cycle
Test purpose
To verify consistency of IDU IP configuration with the IP Addresses assigned to ODU by the mobile network, in the case where the IDU undergoes a power cycle.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour
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	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.

	3
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.

	4
	Switch OFF IDU for about 5 minutes.
	Confirm ODU retains the IP Addresses received from the mobile network.

	5
	Switch ON IDU.
	Confirm IDU receives via DHCP the same IP Addresses as step 3, and uses those addresses on the VLANs WAN interface.
Confirm Internet connectivity and voice service (if foreseen) are automatically restored on IDU.


Consistency of IDU IP configuration – switching ON simultaneously IDU and ODU – ODU resets the physical interface with IDU to assign addresses received from mobile network
Test purpose
To verify consistency of IDU IP configuration with thew IP Addresses assigned to ODU by the mobile network, in the case where the IDU and ODU are simultaneously switched ON.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.

	TS.64_3.6.3_REQ_002
	As soon as the WAN (mobile) IP connection state changes, the ODU SHALL trigger the IDU IP Address renewal by means of a reset of the physical interface with the IDU.

	TS.64_3.6.3_REQ_003
	In addition to the reset of the physical interface with the IDU, the ODU MAY trigger the IDU IP Address renewal by using the DHCP “ForceRenew” message as specified in RFC 3203.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON simultaneously ODU and IDU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.
Confirm IDU is correctly operating, and Internet connectivity and voice service (if foreseen) are available on IDU.

	2
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.



NOTE: 	IDU may send DHCP Discover messages before the ODU has established the connection with the mobile network and has received IP Addresses from mobile network. In such case, ODU may assign temporarily private IP Addresses to IDU via DHCP. If this happens, confirm that ODU, when it has received IP Addresses from mobile network, resets the physical connection with the IDU so that to force IDU to send again DHCP Discover messages in order to get the new IP Addresses. 
Consistency of IDU IP configuration – switching ON simultaneously IDU and ODU – ODU sends DHCP ForceRenew to IDU to trigger IDU request ODU the addresses received from mobile network
Test purpose
To verify consistency of IDU IP configuration with the IP Addresses assigned to ODU by the mobile network, in the case where the IDU and ODU are simultaneously switched ON.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.

	TS.64_3.6.3_REQ_002
	As soon as the WAN (mobile) IP connection state changes, the ODU SHALL trigger the IDU IP Address renewal by means of a reset of the physical interface with the IDU.

	TS.64_3.6.3_REQ_003
	In addition to the reset of the physical interface with the IDU, the ODU MAY trigger the IDU IP Address renewal by using the DHCP “ForceRenew” message as specified in RFC 3203.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON simultaneously ODU and IDU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.
Confirm IDU is correctly operating, and Internet connectivity and voice service (if foreseen) are available on IDU.

	2
	Verify IDU uses the IP Addresses assigned to ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.



NOTE: 	IDU may send DHCP Discover messages before the ODU has established the connection with the mobile network and has received IP Addresses from mobile network. In such case, ODU may assign temporarily private IP Addresses to IDU via DHCP. If this happens, confirm that ODU, when it has received IP Addresses form mobile network, sends a DHCP ForceRenew to IDU, in order to force IDU to send a new DHCP Request to renew the addresses. The ODU then replies with DHCP NACK and IDU restarts from DHCP Discover, to which the ODU replies with DHCP Offer to assign the new IP addresses.
Consistency of IDU IP configuration – switching ON IDU, then ODU 
Test purpose
To verify consistency of IDU IP configuration with thew IP Addresses assigned to ODU by the mobile network, in the case where the IDU is switched ON first, then ODU is switched ON.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.

	TS.64_3.6.3_REQ_002
	As soon as the WAN (mobile) IP connection state changes, the ODU SHALL trigger the IDU IP Address renewal by means of a reset of the physical interface with the IDU.

	TS.64_3.6.3_REQ_003
	In addition to the reset of the physical interface with the IDU, the ODU MAY trigger the IDU IP Address renewal by using the DHCP “ForceRenew” message as specified in RFC 3203.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON IDU.
	Confirm IDU Web UI is accessible, but Internet service and voice service (if foreseen) are not available.

	2
	Switch ON ODU
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	3
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.
Confirm Internet connectivity and voice service (if foreseen) are correctly operating on IDU. 



NOTE: 	IDU may send DHCP Discover messages before the ODU has established the connection with the mobile network and has received IP Addresses by mobile network. In such case, ODU may assign temporarily private IP Addresses to IDU via DHCP. If this happens, confirm that ODU, when it has received IP Addresses form mobile network, either resets the physical connection with the IDU or sends a DHCP ForceRenew, so that to force IDU to send again DHCP Discover messages in order to get the new IP Addresses. 
Consistency of IDU IP configuration – ODU power cycle
Test purpose
To verify consistency of IDU IP configuration with thew IP Addresses assigned to ODU by the mobile network, in the case where the ODU undergoes a power cycle.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.

	TS.64_3.6.3_REQ_002
	As soon as the WAN (mobile) IP connection state changes, the ODU SHALL trigger the IDU IP Address renewal by means of a reset of the physical interface with the IDU.

	TS.64_3.6.3_REQ_003
	In addition to the reset of the physical interface with the IDU, the ODU MAY trigger the IDU IP Address renewal by using the DHCP “ForceRenew” message as specified in RFC 3203.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.

	3
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.

	4
	Switch OFF ODU for about 5 minutes.
	Confirm IDU Web UI is accessible, but Internet service and voice service (if foreseen) are not available.
Confirm IDU has lost IP Addresses on VLANs WAN interface.

	5
	Switch ON ODU
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	6
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.
Confirm Internet connectivity and voice service (if foreseen) are automatically restored on IDU. 



NOTE 1: 	The IP Addresses assigned by mobile network to ODU after the power cycle may be different from the ones assigned before switching OFF ODU.
NOTE 2: 	IDU may send DHCP Discover messages before the ODU has established the connection with the mobile network and has received IP Addresses by mobile network. In such case, ODU may assign temporarily private IP Addresses to IDU via DHCP. If this happens, confirm that ODU, when it has received IP Addresses form mobile network, either resets the physical connection with the IDU or sends a DHCP ForceRenew, so that to force IDU to send again DHCP Discover messages in order to get the new IP Addresses.
Consistency of IDU IP configuration – loss of mobile signal – short interval
Test purpose
To verify consistency of IDU IP configuration with the IP Addresses assigned to ODU by the mobile network, in the case where the ODU loses mobile signal for a short interval.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.

	TS.64_3.6.3_REQ_002
	As soon as the WAN (mobile) IP connection state changes, the ODU SHALL trigger the IDU IP Address renewal by means of a reset of the physical interface with the IDU.

	TS.64_3.6.3_REQ_003
	In addition to the reset of the physical interface with the IDU, the ODU MAY trigger the IDU IP Address renewal by using the DHCP “ForceRenew” message as specified in RFC 3203.

	TS.64_3.6.3_REQ_004
	In case of Out-Of-Coverage condition of LTE/5G signal, when the ODU is back to coverage, it SHALL perform Tracking Area Update (TAU) until the relevant timer expires in order to recover its previous IP addresses.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
The ODU is put in a location where mobile signal can be controlled (e.g. use a shielded box or a Faraday cage in order to simulate the loss of mobile signal condition). Initially, the mobile signal is made available to the ODU.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.
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	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.

	4
	Remove mobile signal for about 30 seconds.
	Confirm IDU Web UI is accessible, but Internet service and voice service (if foreseen) are not available.

	5
	Re-apply mobile signal.
	Confirm ODU is correctly operating and has re-established expected PDN/PDU connections.
NOTE: ODU may not immediately re-establish connection after mobile signal is re-applied.

	6
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
With the debug tool of mobile signalling, verify ODU has send a TAU (Tracking Area Update) in order to try to maintain the previously assigned IP Addresses.
Depending on the response of the network to the TAU request, confirm the ODU has maintained the previous IP Addresses or has received new addresses by the mobile network.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.
Confirm Internet connectivity and voice service (if foreseen) are automatically restored on IDU. 



NOTE: 	IDU may send DHCP Discover messages before the ODU has established the connection with the mobile network and has received IP Addresses by mobile network. In such case, ODU may assign temporarily private IP Addresses to IDU via DHCP. If this happens, confirm that ODU, when it has received IP Addresses form mobile network, either resets the physical connection with the IDU or sends a DHCP ForceRenew, so that to force IDU to send again DHCP Discover messages in order to get the new IP Addresses. 
Consistency of IDU IP configuration – loss of mobile signal – medium-duration interval
Test purpose
To verify consistency of IDU IP configuration with thew IP Addresses assigned to ODU by the mobile network, in the case where the ODU loses mobile signal for a medium-duration interval.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.

	TS.64_3.6.3_REQ_002
	As soon as the WAN (mobile) IP connection state changes, the ODU SHALL trigger the IDU IP Address renewal by means of a reset of the physical interface with the IDU.

	TS.64_3.6.3_REQ_003
	In addition to the reset of the physical interface with the IDU, the ODU MAY trigger the IDU IP Address renewal by using the DHCP “ForceRenew” message as specified in RFC 3203.

	TS.64_3.6.3_REQ_004
	In case of Out-Of-Coverage condition of LTE/5G signal, when the ODU is back to coverage, it SHALL perform Tracking Area Update (TAU) until the relevant timer expires in order to recover its previous IP addresses.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
The ODU is put in a location where mobile signal can be controlled (e.g. use a shielded box or a Faraday cage in order to simulate the loss of mobile signal condition). Initially, the mobile signal is made available to the ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.

	3
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.

	4
	Remove mobile signal for about 5 minutes.
	Confirm IDU Web UI is accessible, but Internet service and voice service (if foreseen) are not available.

	5
	Re-apply mobile signal.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.
NOTE: ODU may not immediately re-establish connection after mobile signal is re-applied.

	6
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
With the debug tool of mobile signalling, verify ODU has send a TAU (Tracking Area Update) in order to try to maintain the previously assigned IP Addresses.
Depending on the response of the network to the TAU request, confirm the ODU has maintained the previous IP Addresses or has received new addresses by the mobile network.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.
Confirm Internet connectivity and voice service (if foreseen) are automatically restored on IDU. 



NOTE: 	IDU may send DHCP Discover messages before the ODU has established the connection with the mobile network and has received IP Addresses by mobile network. In such case, ODU may assign temporarily private IP Addresses to IDU via DHCP. If this happens, confirm that ODU, when it has received IP Addresses form mobile network, either resets the physical connection with the IDU or sends a DHCP ForceRenew, so that to force IDU to send again DHCP Discover messages in order to get the new IP Addresses. 
Consistency of IDU IP configuration – loss of mobile signal – long interval
Test purpose
To verify consistency of IDU IP configuration with thew IP Addresses assigned to ODU by the mobile network, in the case where the ODU loses mobile signal for a long interval.
Referenced requirements
	TS.64_3.6.3_REQ_001
	If an APN is configured in bridged mode, the ODU SHALL guarantee that the IDU IP configuration will always be the same of the WAN (mobile) IP configuration.

	TS.64_3.6.3_REQ_002
	As soon as the WAN (mobile) IP connection state changes, the ODU SHALL trigger the IDU IP Address renewal by means of a reset of the physical interface with the IDU.

	TS.64_3.6.3_REQ_003
	In addition to the reset of the physical interface with the IDU, the ODU MAY trigger the IDU IP Address renewal by using the DHCP “ForceRenew” message as specified in RFC 3203.

	TS.64_3.6.3_REQ_004
	In case of Out-Of-Coverage condition of LTE/5G signal, when the ODU is back to coverage, it SHALL perform Tracking Area Update (TAU) until the relevant timer expires in order to recover its previous IP addresses.



Initial configuration
Configure ODU to operate in bridged mode on two VLANs; and configure on ODU two PDN/PDU connections associated in bridged mode with the VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
The ODU is put in a location where mobile signal can be controlled (e.g. use a shielded box or a Faraday cage in order to simulate the loss of mobile signal condition). Initially, the mobile signal is made available to the ODU.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.

	3
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.

	4
	Remove mobile signal for about 1 hour and 30 minutes.
	Confirm IDU Web UI is accessible, but Internet service and voice service (if foreseen) are not available.

	5
	Remove mobile signal.
	Confirm ODU is correctly operating and has re-established expected PDN/PDU connections.
NOTE: ODU may not immediately re-establish connection after mobile signal is re-applied.

	6
	Verify IDU uses the IP Addresses assigned to  ODU by the mobile network.
	Confirm, on the ODU Web UI, IP Addresses received from network on both APNs.
With the debug tool of mobile signalling, verify ODU has send a TAU (Tracking Area Update) in order to try to maintain the previously assigned IP Addresses.
Depending on the response of the network to the TAU request, confirm the ODU has maintained the previous IP Addresses or has received new addresses by the mobile network.
Confirm, on IDU Web UI, that IDU receives from ODU via DHCP the same IP Addresses assigned by mobile network to ODU, and uses those addresses on the configured VLANs on IDU’s WAN interface.
Confirm Internet connectivity and voice service (if foreseen) are automatically restored on IDU. 



NOTE: 	IDU may send DHCP Discover messages before the ODU has established the connection with the mobile network and has received IP Addresses by mobile network. In such case, ODU may assign temporarily private IP Addresses to IDU via DHCP. If this happens, confirm that ODU, when it has received IP Addresses form mobile network, either resets the physical connection with the IDU or sends a DHCP ForceRenew, so that to force IDU to send again DHCP Discover messages in order to get the new IP Addresses. 
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IDU-ODU Routed Mode operation 
Test purpose
To verify IDU-ODU Routed Mode operation.
Referenced requirements
	TS.64_3.6.4_REQ_001
	The OutDoor Unit (ODU) SHALL be able to operate in routed mode, over one or more PDNs-PDUs/VLANs.

	TS.64_3.6.4_REQ_002
	In routed mode operation, the ODU SHALL retain for itself the IP Address received from the mobile network over a APN/DNN.

	TS.64_3.6.4_REQ_003
	In routed mode operation, the ODU SHALL be able to configure the IP Address of the IDU, on each VLAN configured in routed mode, by means of DHCP, using a private IP address pool.

	TS.64_3.6.4_REQ_004
	In routed mode operation, if DHCP is used, then ODU SHALL provide via DHCP also:
• The DNS Server IP Address(es), which can be either the ODU itself or the Servers received from network;
• The Default Gateway (Router), which is the IP Address of the ODU over the IDU-ODU connection.



Initial configuration
Configure ODU to operate in routed mode on two VLANs; and configure on ODU two PDN/PDU connections routed to the corresponding VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Insert a valid SIM in ODU. Connect IDU and ODU.
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.

	3
	In case DHCP is used between IDU and ODU, verify DHCP messages exchanged between ODU and IDU.
	Confirm ODU has received IP Addresses from mobile network.
If DHCP is used between IDU and ODU, confirm DHCP parameters sent by ODU to IDU on each VLAN (Offer and ACK messages):
· Your (client) IP Address: an IP Address belonging to a private address pool of the ODU, different from the IP Address assigned by the mobile network on the APN corresponding to the selected VLAN;
· DNS Servers IP Addresses (DHCP Option 6): either the same DNS Server addresses assigned by the mobile network on the APN corresponding to the selected VLAN, or, in alternative, ODU’s own private IP Address;
· Subnet Mask (DHCP Option 1): should be /30 (255.255.255.252);
· Default Gateway (DHCP Option 3): ODU’s own private IP Address, belonging to the same IP Subnet of ODU’s private pool.


ODU Routed Mode operation: NAT
Test purpose
To verify ODU performs NAT between IDU and Internet in Routed Mode operation.
Referenced requirements
	TS.64_3.6.4_REQ_005
	In routed mode operation, the ODU SHALL be able to manage statically configured addresses for:
• The IP Address of the IDU over the IDU-ODU connection: this is a directly connected interface
• The LAN of the IDU: this will be a subnet routed through the IP Address of the IDU.
NOTE: Static IP Addressing, for the IDU-ODU connection, can be used as an alternative to DHCP.

	TS.64_3.6.4_REQ_006
	In routed mode operation, the ODU SHALL perform NAT of traffic coming from the IDU and destined to the Network.



Initial configuration
Configure ODU to operate in routed mode on two VLANs; and configure on ODU two PDN/PDU connections routed to the corresponding VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Connect IDU and ODU.
The FWA Device is equipped with a SIM whose profile assign a public IP address to the FWA Device.
 Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.

	3
	Verify IP Addresses on IDU and ODU.
	Confirm ODU has received IP Addresses from mobile network.
If DHCP is used between IDU and ODU, confirm IDU has received on each VLAN a private IP Address from ODU via DHCP, different from the IP Addresses received from the Mobile Network. In alternative, IDU and ODU can have static IP Addresses configured.

	4
	Verify ODU performs NAT of traffic originated by a client connected to IDU LAN interface and destined to Internet. From a client connected to IDU, access the web site whatismyipaddress.com.
	Using the packet capture tool, confirm IP packets sent from IDU to ODU has the source address set to the private IP address assigned to IDU by ODU (in case DHCP is used), or the statically configured IP Address on IDU (in case static configuration is used). 
Confirm ODU performs NAT of traffic originated by client connected to IDU and destined to Internet, as the site whatismyipaddress.com displays the IP address assigned to ODU by mobile network.
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Availability of tunnel/VPNs service 
Test purpose
To verify the possibility to establish, from IDU, tunnels and VPNs towards Tunnel/VPN concentrators in the Internet, and use such connections for data traffic.

Referenced requirements
	TS.64_3.6.5_REQ_001
	The IDU SHALL be able to establish, through the ODU, one or more Tunnels or VPN connections, based on IPSec or PPTP or GRE, over one or more VLANs, towards Tunnel/VPN Terminators in the network.



Initial configuration
Configure ODU to operate in routed mode on two VLANs; and configure on ODU two PDN/PDU connections routed to the corresponding VLANs to IDU. 
Configure VLANs accordingly on IDU.
Connect a client (PC) to a LAN Ethernet interface of IDU and configure IDU to mirror traffic of the WAN interface with ODU to the LAN with the client. Configure a packet capture and analysis tool (e.g. Wireshark) on the client.
A test client (PC) is connected to ODU for verification on the Web UI and equipped with a debug tool of mobile signalling.
Switch OFF both IDU and ODU. Connect IDU and ODU.
The FWA Device is equipped with a SIM whose profile assign a public IP address to the FWA Device. (This is needed for the PPTP and GRE tunnels).
Applicability
The test is applicable to both Lab and Field environment, provided access to Internet is guaranteed.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Switch ON ODU.
	Confirm ODU is correctly operating and has established expected PDN/PDU connections.

	2
	Switch ON IDU.
	Confirm IDU is correctly operating and Internet connectivity and voice service (if foreseen) are available.

	3
	Establish an IPSec tunnel from IDU to a VPN Concentrator in the Internet.
	Confirm the tunnel can be established and used to route data traffic on it.

	4
	Establish a PPTP tunnel from IDU to a VPN Concentrator in the Internet.
	Confirm the tunnel can be established and used to route data traffic on it.

	5
	Establish a GRE tunnel from IDU to a VPN Concentrator in the Internet.
	Confirm the tunnel can be established and used to route data traffic on it.


[bookmark: _Toc243570762]Device Management
This section refers to the testing of Device Management functionality. 
The tests in this section directly reference the tests defined by the Broadband Forum ([4], [5]) as part of its TR-069 Certification Program, to verify the interoperability of FWA devices with ACS servers. 
For test cases not addressed by Broadband Forum documents, they have been developed to address the individual requirements specified in GSMA TS.64 [1].
[bookmark: _Toc243570763]Common Requirements for IDU and ODU
Test purpose
To verify Device Management common requirements for IDU and ODU.
Referenced requirements
	TS.64 Requirements
	Description
	Reference to BBF test cases

	TS.64_3.7.1.1_REQ_001 

	The FWA Device SHALL support the following FWA Device RPC Methods, as reported in TR-069 (Issue:6 corrigendum 1 CWMP Version 1.4) technical report, section 3.6 [47]: 
· GetRPCMethods 
· SetParameterValues 
· GetParameterValues 
· GetParameterNames 
· SetParameterAttributes 
· GetParameterAttributes 
· AddObject 
· DeleteObject 
· Reboot 
· Download 
.
	BBF TR-069 Abstract Test Plan [5]:

GetRPCMethods: Section 5.43
SetParameterValues: Section 5.56
GetParameterValues Section 5.50
GetParameterNames: Section 5.44 
SetParameterAttributes:Sections 5.66-5.73 
GetParameterAttributes: Sections 5.60-5.65
AddObject: Section 5.74
DeleteObject: Section 5.76
Reboot: Section 5.78
Download: Sections 5.80-5.83

	TS.64_3.7.1.1_REQ_002
	The FWA Device SHALL support the following ACS RPC Methods, as reported in TR-069 (Issue:6 corrigendum 1 CWMP Version 1.4) technical report, section 3.6 [47]: 
· Inform 
· TransferComplete 
	BBF TR-069 Abstract Test Plan [5]:

Inform:Sections 5.88, 5.98, 5.102
TransferComplete: Sections 5.80-5.83

	TS.64_3.7.1.1_REQ_003 

	The FWA Device SHOULD support the following FWA Device RPC Methods: 
· Upload 
· FactoryReset 

	BBF TR-069 Abstract Test Plan [5]:

Upload: Section 5.85
FactoryReset: Section 5.89



Initial configuration and Test procedure
Refer to BBF TR-069 Abstract Test Plan [5] , Sections 4 (Test Setup) and Section 5 (Test procedures).
[bookmark: _Hlk206086099]Applicability
The test is applicable to both Lab and Field environment.
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Test purpose
To verify Device Management Data model structure requirements.
Referenced requirements
	TS.64_3.7.1.2_REQ_001 

	For all FWA Devices and upgrades of existing Devices the “Device:2” data model defined in TR-181 Issue 2 [53] SHALL be used. 




Initial configuration and Test procedure
Refer to BBF TP-181 CWMP Interoperability and Functionality Test Plan [4].
Applicability
The test is applicable to both Lab and Field environment.
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Test purpose
To verify Device Management Security requirements.
Referenced requirements
	TS.64_3.7.1.3_REQ_001 
	The FWA Device SHALL support TLS 1.2 [54] and any earlier versions that are still valid in standards. 

	TS.64_3.7.1.3_REQ_002 
	TLS versions later than v1.2 MAY be supported. 

	TS.64_3.7.1.3_REQ_005
	Signalling request from the device to the ACS SHALL indicate the latest version of TLS that the device supports. 

	TS.64_3.7.1.3_REQ_006 
	The FWA Device SHALL fall back to an earlier version of TLS if that is requested by the ACS. 



Initial configuration and Test procedure
Refer to BBF TR-069 Abstract Test Plan [5], Section 5.24 (Connection Establishment using TLS 1.2 (or a later version)).
Applicability
The test is applicable to both Lab and Field environment.
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Test purpose
To verify Device Management performance monitoring requirements.
Referenced requirements
	TS.64_3.7.1.4_REQ_001 
	In order to measure the Device performance in terms of downlink and uplink throughput and latency, the FWA Device SHALL be compliant to BBF TR-143 [55] technical report. 


	TS.64_3.7.1.4_REQ_005 
	The FWA Device SHALL support both FTP and HTTP transport for Download and Upload diagnostics. 

	TS.64_3.7.1.4_REQ_006
	The FWA Device SHALL support UDP Echo Plus methodology for latency and packet loss evaluation (One Way Packet Loss, Round Trip Delay, One Way IP Packet Delay Variation). 



Initial configuration and Test procedure
TS.64_3.7.1.4_REQ_001: See BBF TP-181 CWMP Interoperability and Functionality Test Plan [4], Section 5.2.
TS.64_3.7.1.4_REQ_005: See BBF TP-181 CWMP Interoperability and Functionality Test Plan [4], Sections 5.2.2, 5.2.3, 5.2.4 and 5.2.5.
TS.64_3.7.1.4_REQ_006: See BBF TP-181 CWMP Interoperability and Functionality Test Plan [4], Section 5.2.7
Applicability
The test is applicable to both Lab and Field environment.
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Data model – “read” parameters
Test purpose
To verify Device Management requirements regarding Data model parameters that are read from the ACS.
Referenced requirements
	TS.64 Requirements
	Description
	“Read” Parameters types:
R = Read-only
R / W = Read & Write

	TS.64_3.7.1.5_REQ_001 
	The Data model of the FWA Device SHALL contain a set of data object concerning the ACS parameter: 
· ACS Url 
· ACS Username 
· ACS Password 
· Connection Request URL 
· Connection Request Username 
· Connection Request Password 
· Periodic Inform Interval 

	
ACS Url: R / W
ACS Username: R / W
ACS Password: R / W
CR URL: R
CR Username: R / W
CR Password: R / W 
Periodic Inform Interval: R / W


	TS.64_3.7.1.5_REQ_002
	The Data model of the FWA Device SHALL contain a set of data object concerning APNs info, making a clear distinction between the various APN types (Management, Data, Voice): 
· APN Name 
· IP Address and Subnet Mask 
· IP stack (IPv4, IPv6, IPv4v6) 
· APN Authentication Type 
· APN Username 
· APN Password
	APN Name: R / W
IP Address: R
Subnet Mask: R
IP stack: R / W
APN Authentication Type: R / W
APN Username: R / W
APN Password: R / W (When read, this parameter returns an empty string, regardless of the actual value)

	TS.64_3.7.1.5_REQ_003
	The Data model of the FWA Device SHALL contain a set of data object concerning FWA Device info: 
· Serial Number
· IMEI 
· Software/Firmware Version
	
Serial Number: R
IMEI: R 
Software/Firmware Version: R

	TS.64_3.7.1.5_REQ_004 
	The Data model of the FWA Device SHALL contain a set of data object concerning SIM info: 
· MSISDN 
· IMSI 
· ICCID 
	
MSISDN: R
IMSI: R
ICCID: R

	TS.64_3.7.1.5_REQ_005 
	The Data model of the FWA Device SHALL contain a set of data object concerning network info: 
· PLMN ID 
· Global Cell ID 
· TAC 
· PCI 
	
PLMN ID: R
Global Cell ID: R
TAC: R 
PCI: R

	TS.64_3.7.1.5_REQ_006 
	The Data model of the FWA Device SHALL contain a set of data object concerning radio condition, making a clear distinction between 4G and 5G NSA/SA parameter: 
· Connected bands 
· RSRP 
· RSRQ 
· SINR 
	
Connected bands: R 
RSRP: R
RSRQ: R
SINR: R

	TS.64_3.7.1.5_REQ_007 
	If the FWA Device supports VoIP, the Data model SHALL contain a set of data object concerning voice service, as specified in TS.64_3.3.2_REQ_043. 
	The set of parameters to be verified will be provided in a later version of the document

	TS.64_3.7.1.5_REQ_008 
	If the FWA Device supports Voice service (VoIP or VoLTE), the Data model SHALL contain the status of SIP registration. 
	SIP Registration Status: R

	TS.64_3.7.1.5_REQ_009
	If the FWA Device supports Wi-Fi access point, the Data model SHALL contain a set of data object concerning Wi-Fi service: 
· SSID 
· Channel 
· Password 
	SSID: R / W 
Channel: R / W
Password: R / W (When read, this parameter returns an empty string, regardless of the actual value)

	TS.64_3.7.1.5_REQ_010 
	The Data model of the FWA Device SHALL contain a set of data object concerning networking (eg. VLAN ID). 
	
VLANID: R / W

	TS.64_3.7.1.5_REQ_011 
	The Data model of the FWA Device SHALL contain a set of data object concerning Devices connected to the FWA Device, both via Wi-Fi or Ethernet: 
· Host name 
· Connected IP Address 
· MAC Address 
	Host name: R
Connected IP Address: R 
MAC Address: R

	TS.64_3.7.1.5_REQ_012 
	The Data model of the FWA Device SHALL contain a set of data object concerning TR-143 Diagnostic Parameter: 
· Download URL 
· Interface 
· Ethernet Priority 
· DSCP 
· BOM Time 
· EOM Time 
· Test Bytes Received 
· Diagnostic Max Connection for multi-thread connections
	Download URL: R / W
Interface: R / W
Ethernet Priority: R / W
DSCP: R / W
BOM Time: R 
EOM Time: R 
Test Bytes Received: R 
Diagnostic Max Connection for multi-thread connections: R

	TS.64_3.7.1.5_REQ_013 
	The Data model of the FWA Device SHALL contain a set of data object concerning NTP service. 
	NTPServer1,..,N: R / W



The full set of parameters can be found in the BBF Device:2 Root Data Model definition [6], which provides a comprehensive reference for all relevant configuration and management elements.
Initial configuration and Test procedure
As described in GSMA TS.64, the list of parameters in this section represents a baseline data model structure; their actual implementation on FWAs depends on whether they are relevant to the operator’s service offering.
The following test cases can be applied:
· Get Parameter Values: refer to BBF ATP-069 TR-069 Abstract Test Plan [5] , Section 5.50.
Applicability
The test is applicable to both Lab and Field environment.
Data model – “write” parameters
Test purpose
To verify Device Management requirements regarding Data model parameters that are written from the ACS.
Referenced requirements
	TS.64 Requirements
	Description
	“Write” Parameters types:
R / W = Read & Write

	TS.64_3.7.1.5_REQ_001 
	The Data model of the FWA Device SHALL contain a set of data object concerning the ACS parameter: 
· ACS Url 
· ACS Username 
· ACS Password 
· Connection Request URL 
· Connection Request Username 
· Connection Request Password 
· Periodic Inform Interval 

	
ACS Url: R / W
ACS Username: R / W
ACS Password: R / W
CR Username: R / W
CR Password: R / W 
Periodic Inform Interval: R / W


	TS.64_3.7.1.5_REQ_002
	The Data model of the FWA Device SHALL contain a set of data object concerning APNs info, making a clear distinction between the various APN types (Management, Data, Voice): 
· APN Name 
· IP Address and Subnet Mask 
· IP stack (IPv4, IPv6, IPv4v6) 
· APN Authentication Type 
· APN Username 
· APN Password 
	APN Name: R / W
IP stack: R / W
APN Authentication Type: R / W
APN Username: R / W
APN Password: R / W (When read, this parameter returns an empty string, regardless of the actual value)

	TS.64_3.7.1.5_REQ_007 
	If the FWA Device supports VoIP, the Data model SHALL contain a set of data object concerning voice service, as specified in TS.64_3.3.2_REQ_043. 
	The set of parameters to be verified will be provided in a later version of the document

	TS.64_3.7.1.5_REQ_009
	If the FWA Device supports Wi-Fi access point, the Data model SHALL contain a set of data object concerning Wi-Fi service: 
· SSID 
· Channel 
· Password 
	SSID: R / W 
Channel: R / W
Password: R / W (When read, this parameter returns an empty string, regardless of the actual value)

	TS.64_3.7.1.5_REQ_010 
	The Data model of the FWA Device SHALL contain a set of data object concerning networking (eg. VLAN ID). 
	
VLANID: R / W

	TS.64_3.7.1.5_REQ_012 
	The Data model of the FWA Device SHALL contain a set of data object concerning TR-143 Diagnostic Parameter: 
· Download URL 
· Interface 
· Ethernet Priority 
· DSCP 
· BOM Time 
· EOM Time 
· Test Bytes Received 
· Diagnostic Max Connection for multi-thread connections 
	Download URL: R / W
Interface: R / W
Ethernet Priority: R / W
DSCP: R / W

	TS.64_3.7.1.5_REQ_013 
	The Data model of the FWA Device SHALL contain a set of data object concerning NTP service. 
	NTPServer1,..,N: R / W



The full set of parameters can be found in the BBF Device:2 Root Data Model definition [6], which provides a comprehensive reference for all relevant configuration and management elements.
Initial configuration and Test procedure
As described in GSMA TS.64, the list of parameters in this section represents a baseline data model structure; their actual implementation on FWAs depends on whether they are relevant to the operator’s service offering.
The following test cases can be applied:
· Set Parameter Values – Single Parameter: refer to BBF ATP-069 TR-069 Abstract Test Plan [5], Section 5.56.
Applicability
The test is applicable to both Lab and Field environment.
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Unique passwords 
Test purpose
To verify that different samples of a FWA Device don’t use same secrets in secured connections, like: factory default Web UI password and Wi-Fi password.

	TS.64_3.8_REQ_001
	To prevent attacks on secured connections and on the FWA itself, the FWA Device in factory condition setting SHALL have cryptographic keys and password that are unique, random, uncorrelated between passwords themselves and between passwords and serial numbers.



Initial configuration
FWA Device is operating correctly.
Enabled secure access to a remote service of the device, e.g. SSH.
Connected PC to the remote service.
The vendor provided info where secrets and keys are stored.
2 (or more) device samples are available, possibly with consecutive Serial Numbers.

Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check web UI and WiFi passwords for all the samples.
	They have different passwords (both web UI and WiFi) and they’re not correlated.

	2
	Check cryptographic keys for all the samples.
	They have different keys.


Firmware Upgrade
Test purpose
To verify the possibility to update the firmware and its components.

	TS.64_3.8_REQ_002
	To be able to react to newly appearing exploits of soft- or hardware
vulnerabilities of the FWA Device or any of its components, the FWA
Device SHALL have a functionality to update the firmware (operating
system and applications) using a firmware package.

	TS.64_3.8_REQ_003
	The FWA Device SHALL support remote firmware upgrade via the
WAN connection.

	TS.64_3.8_REQ_004
	The FWA Device SHALL be able to verify the authenticity of the
firmware package before it is installed on the FWA Device

	TS.64_3.8.2_REQ_012
	The FWA Device SHALL allow the end-user to display the version
number of the firmware currently installed on the Device.



Initial configuration
FWA Device is operating correctly.
Connected PC to the LAN/WLAN of the device.

Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Using the PC, access the web UI and check for information about firmware version.
	The firmware version is correctly provided.

	2
	Check if Remote Management via TR-069 is supported.
	TR-069 correctly supported.

	3
	From the ACS (AutoConfiguration Server) execute a Firmware Upgrade on the FWA Device.
	The Firmware Upgrade is executed.

	4
	Access the web UI and check for information about firmware version.
	The firmware version is correctly provided and is the same version sent from the ACS.


Factory Reset functionality
Test purpose
To verify that all settings and personal data are erased after resetting the device.

	TS.64_3.8_REQ_006
	The FWA Device SHALL support a Factory Reset feature, deleting all
personal data and end-user setting from the FWA Device.

	TS.64_3.8_REQ_007
	The FWA Device SHALL provide at least two different methods to the
end-user to request the factory reset, e.g. Web UI and pinhole/reset
button on the case of the FWA Device.



Initial configuration
FWA Device is operating correctly. 
Connected PC to the LAN/WLAN of the device.

Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	From the Web UI of the FWA Device, change some configurations (e.g. Wi-Fi SSID name, password, LAN address, ..)
	The configurations are accepted.

	2
	Access the web UI of the FWA Device and check if a factory reset is available.
	Factory reset is available.

	3
	Execute factory reset.
	All modified settings and personal data are deleted and the FWA Device returns to the default configuration.

	4
	From the Web UI of the FWA Device, change some configurations (e.g. Wi-Fi SSID name, password, LAN address, ..)
	The configurations are accepted.

	5
	Check if a physical reset button/pinhole is present on FWA device.
	The device has got a reset button/pinhole.

	6
	Press the reset button.
	All custom settings and personal data are deleted and the FWA Device returns to the default configuration.


Exposed services
Test purpose
To verify that all exposed services, on any interface, are known and declared.

	TS.64_3.8_REQ_008
	The FWA Device SHALL expose, on any interface, a defined and
declared set of services (see section 2.1), identified by specific TCP and/or UDP ports.

	TS.64_3.8_REQ_009
	The FWA Device SHALL allow the customization of the active services and corresponding open ports, based on MNOs requirements.

	TS.64_3.8_REQ_010
	Any other port on any interface of the FWA Device, out of those
defined by MNO custom requirements, SHALL be closed at all times.



Initial configuration
FWA Device is operating correctly and with all optional services (e.g. UPnP, DLNA, SMB and so on) enabled.
Connected PC to the LAN/WLAN of the device.
The Nmap tool[footnoteRef:11] available on the connected PC. [11:  Nmap is an open source tool that performs port scanning to detect open ports on a Device.] 

FWA device is reachable from Internet.
Another PC with Nmap tool connected to the Internet.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	In order to check open TCP ports, on the PC connected to LAN/WLAN execute:
nmap -r -sS -sV -Pn -T4 -p- -v -oN <OUTPUT FILENAME 1> <Device LAN IP address>”
	All discovered services are known and declared.

	2
	In order to check open UDP ports, on the PC connected to LAN/WLAN execute:
nmap -r -sU -sV -Pn -T4 -p- -v -oN <OUTPUT FILENAME 2> <Device LAN IP address>
	All discovered services are known and declared.

	3
	In order to check open TCP ports, on the PC connected to Internet execute:
nmap -r -sS -sV -Pn -T4 -p- -v -oN <OUTPUT FILENAME 3> <Device WAN IP address>
	All discovered services are known and declared.

	4
	In order to check open UDP ports, on the PC connected to Internet execute:
nmap -r -sU -sV -Pn -T4 -p –top-ports 100 -v -oN <OUTPUT FILENAME 4> <DUT WAN IP address>
	All discovered services are known and declared.


Serial interface access
Test purpose
To verify that access to FWA Device Command Line Interface via the serial interface is possible only with a Firmware release intended for debugging.

	TS.64_3.8_REQ_011
	If the FWA Device has a serial interface to access the Device, it
SHALL be closed by default, unless otherwise required by the MNO.



Initial configuration
FWA Device is operating correctly.
A Terminal Emulation software program is installed on a PC.

Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the PC to the serial interface of the device, if any, then start the Terminal Emulation software program and select the interface for serial cable. Restart the device.
	No serial interface available or it is inactive.
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1. FWA Device Configuration protection
Test purpose
To verify that FWA Device configuration is secure.

	TS.64_3.8.1_REQ_001
	Access to the FWA Device configuration SHALL be secured by a password, initially when new, after user customisation and after factory reset.

	TS.64_3.8.2_REQ_008
	If the FWA Device provides an option to save and/or restore the
configuration to a file, this function SHALL be available only to
successfully authenticated users.

	TS.64_3.8.2_REQ_011
	If the FWA Device provides an option to save and/or restore the
configuration to a file, its content SHALL be encrypted.



Initial configuration
FWA Device is operating correctly.
Connected PC to the device LAN or WLAN.
A penetration test tool is installed on a PC.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Access the device web GUI, then check if the configuration is protected by a password.
	A password is set.

	2
	Reset the device, access the device web GUI, then check if the configuration is protected by a password.
	A password is set.

	3
	Access the web GUI and download the configuration file. Check if it is encrypted.
	Downloaded configuration file is encrypted.

	4
	By using a penetration test tool, capture the requests for configuration restore and save. Log out from the web GUI and try to perform the previous requests. 
	It is not possible to restore and/or save the configuration file without authentication.


Preset Password Policy
Test purpose
To verify the strength of the preset password,

	TS.64_3.8.1_REQ_002
	The factory preset password SHALL NOT contain information derived from data or parts of data related to the FWA
Device itself (e.g. manufacturer, model name, MAC address, IMEI, …)

	TS.64_3.8.1_REQ_003
	If the FWA Device does not implement a forced password
customization at the first access of the user to the Web UI, the preset
password SHALL be unique for each device of the same manufacturer.

	TS.64_3.8.1_REQ_004
	Preset passwords and customized passwords SHALL fulfil the
following requirements:
• contain at least 8 characters (12+ recommended)
• contain at least:
· one uppercase letter [A-Z]
· one lowercase letter [a-z]
· one special character [e.g. ?, !, $, etc.]
· • one numeric character [0-9]

	TS.64_3.8.1_REQ_005
	Different security requirements for passwords MAY be defined, based
on MNO requirements.

	TS.64_3.8.1_REQ_006
	The FWA Device SHALL allow an authenticated end-user to change
the password after entering the previous password.

	TS.64_3.8.1_REQ_007
	The FWA Device SHALL prevent the user from entering a weak
password.



Initial configuration
At least 3 samples of FWA Device, operating correctly. 
Connected PC to the device LAN or WLAN.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	After resetting the device, check if the preset password contains information derived from data or parts of data related to the FWA Device itself (e.g. manufacturer, model name, MAC address, IMEI, …)
	The preset password doesn’t contain any kind of information specified in the test procedure.

	2
	Check in the documentation that the preset password satisfies the requirements specified by the MNO or the following requirements:
• contain at least 8 characters (12+ recommended)
• contain at least:
• one uppercase letters [A-Z]
• one lowercase letters [a-z]
• one special characters [e.g. ?, !, $, etc.]
• one numeric characters [0-9]
	All the requirements are satisfied.

	3
	After logging to the device web UI, check if a password change is required. If it isn’t, verify that preset password is unique for any device.
	Password change is required or preset password is unique among any other devices.

	4
	After logging in, check if the user has the ability to change the web UI password.
	Password change is allowed.

	5
	During password change try to set a weak password.
	A warning message alerts the user that the password is weak.

	6
	Check the customized password satisfies the requirements specified by the MNO or the following requirements:
• contain at least 8 characters (12+ recommended)
• contain at least:
• one uppercase letters [A-Z]
• one lowercase letters [a-z]
• one special characters [e.g. ?, !, $, etc.]
• one numeric characters [0-9]
	All the requirements are satisfied.


Anti-brute force mechanisms
Test purpose
To verify the mechanisms that protect web UI login.
	TS.64_3.8.1_REQ_008
	Password based authentication SHALL be protected against brute
force attacks.
NOTE: A suitable solution is reducing the amount of login
attempts in a certain time span (e.g. tarpit) or equivalent techniques.



Initial configuration
FWA Device is operating correctly. 
Connected PC to the device LAN or WLAN.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Check the mechanism in the Web UI to prevent brute force attack is according to the documented algorithm. 
	Anti-brute force mechanism is correctly implemented.


Tokens Implementation – Session token
Test purpose
To verify the implementation of tokens mechanism to protect the Web UI,

	TS.64_3.8.1_REQ_009
	After authentication, the session of the authenticated end-user SHALL be protected against session hijacking attacks.
NOTE: Example protections are a session time out and the use of a CSRF token.



Initial configuration
FWA Device is operating correctly.

Connected PC to the device LAN or WLAN.
Web browser or a penetration test tool installed on the connected PC.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	By using the Web Browser (Web Developers tools – Network) or the penetration test tool  (intercept the request), check if a session token is set after logging in the web UI.
	Session token is present.

	2
	By using the same tools in the step 1, check if after inactivity time period or logging out the token becomes invalid.
	Token is invalid.




Tokens Implementation – anti-CSRF token
Test purpose
To verify the implementation of tokens mechanism to protect the Web UI,
	TS.64_3.8.1_REQ_009
	After authentication, the session of the authenticated end-user SHALL be protected against session hijacking attacks.
NOTE: Example protections are a session time out and the use of a CSRF token.



Initial configuration
FWA Device is operating correctly.
Connected PC to the device LAN or WLAN.
Web browser or a penetration test tool installed on the connected PC.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	By using the Web Browser (Web Developers tools – Network) or the penetration test tool (intercept the request), check if an anti-CSRF token is set.
	Anti-CSRF token is present.

	2
	By using the same tools in the step 1, verify if the anti-CSRF token changes after being used in one request.
	Token changes.


Media device secure access
Test purpose
To verify the possibility to set a password in order to access to a Media device.

	TS.64_3.8.1_REQ_010
	If the FWA device supports SAMBA or DLNA, the end-user SHALL be
capable of setting a password to protect access to media devices
connected to the FWA device.



Initial configuration
FWA Device is operating correctly and allows media access (e.g. DLNA offered).

Connected PC to the device LAN or WLAN.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Access to the web UI, then try to set a password for the media access service. 
	Any unauthenticated access to the media device isn’t allowed.
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Web UI local access
Test purpose
To verify the presence of undocumented users and the access to the web UI only from LAN/WLAN after reset.

	TS.64_3.8.2_REQ_001
	The FWA Device SHALL NOT have, in factory reset condition,
accounts undocumented to the end-user.

	TS.64_3.8.2_REQ_001.1
	The manufacturer SHALL provide a formal declaration about absence of hidden accounts in the FWA Device.

	TS.64_3.8.2_REQ_002
	In factory setting condition, the FWA Device SHALL allow end-user
access to the configuration only using the LAN or Wi-Fi interface.

	TS.64_3.8.2_REQ_003
	To maintain a secure operation, the FWA Device SHALL provide the
necessary security relevant information to the authenticated end-user.



Initial configuration
FWA Device is operating correctly.
Connected PC to the device LAN or WLAN.
The list of all the available accounts to access Web UI is available.
Web UI source code is available.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Verify manufacturer declaration about absence of hidden accounts. 
	The declaration is available.

	2
	Try to access Web UI with default credentials such as “test/test”, “debug/debug”, “superadmin/superadmin”. Moreover, perform user enumeration (if allowed) by using username-password lists (e.g. https://github.com/danielmiessler/SecLists/
	It isn’t possible to access device configuration using the accounts mentioned in this step.

	3
	If access to web application source code is permitted, search for credentials.
	Confirm credentials are not present in Web Application source code.

	4
	Reset the device and try to access the configuration by using WAN interface.
	It isn’t possible to access device configuration from WAN interface.

	5
	Access the web UI with authenticated user and check if security relevant information are available (e.g. firewall state, IP filtering, security logs etc. if supported).
	Security relevant information are available to an authenticated user.


Web UI remote access
Test purpose
To verify if the configuration of remote management is secured.

	TS.64_3.8.2_REQ_004
	The FWA Device MAY offer to the end-user remote access to the
configuration via WAN interface, e.g. through a Web server.

	TS.64_3.8.2_REQ_005
	IF the FWA Device offers remote configuration, this communication
SHALL be encrypted using strong protocols and cipher suites.

	TS.64_3.8.2_REQ_006

	IF the FWA Device offers remote configuration, the status of this
functionality (active/ inactive) SHALL be made available to the enduser.

	TS.64_3.8.2_REQ_007
	IF the FWA Device offers remote configuration, the status of this
functionality SHALL be disabled in factory setting condition.



Initial configuration
FWA Device is operating correctly.
Connected PC to the device LAN or WLAN. Another PC is connected to the Internet (on other access).
The testssl[footnoteRef:12] tool is installed on the PC. [12:  testssl is a tool which checks a server's service on any port for the support of TLS/SSL ciphers, protocols as well as some cryptographic flaws.] 

FWA device is reachable from Internet.
The FWA Device offers remote configuration. The status of remote configuration is set to enabled.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Access the web UI and verify that there is a page showing state of remote configuration.
	The status of remote configuration is available.

	2
	Reset the device to factory defaults, access the web UI and check remote status.
	Remote configuration is disabled.

	3
	Enable Remote Configuration.
	Remote configuration is enabled.

	4
	Using the PC connected to other Internet access, access DUT’s configuration (Web UI).
	The configuration is accessible via Internet.

	5
	Using the testssl tool, check if the communication that allows remote configuration is encrypted with strong protocols and cipher suites.

	All offered protocols and cipher suites are strong.


Stored Credentials
Test purpose
To verify that credentials and sensitive data are protected.

	TS.64_3.8.2_REQ_009
	Credentials and security-sensitive data SHALL be stored securely in
the FWA Device.

	TS.64_3.8.2_REQ_010
	Hard-coded credentials in device software SHALL NOT be used.



Initial configuration
FWA Device is operating correctly. 
Access to the device with SSH or Telnet.
The OEM provides information about algorithms and length of keys used to encrypt credentials in the code of the FWA Device. The position in the file system where credentials and security-sensitive data are stored is known.

Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Analyze information provided by the OEM about algorithms and length of keys used to encrypt credentials.
	Credentials and sensitive data are encrypted with strong algorithms.


	2
	Access the device with SSH or Telnet. Then check if hard-coded credentials are present in file system.
	Hard-coded credentials are not present.


[bookmark: _Toc238643307][bookmark: _Toc243570772]User Data protection and Privacy
Protection of stored personal data
Test purpose
To verify that personal data stored in the device are protected.

	TS.64_3.9_REQ_001
	The nature and amount of user personal data being stored, processed and transmitted by the FWA Device SHALL be clearly identified and declared.

	TS.64_3.9_REQ_002
	Personal data SHALL be processed by the FWA Device in compliance with the Data Protection and Privacy regulations in effect in the country where the FWA Device is deployed.

	TS.64_3.9_REQ_003
	Personal data SHALL be stored in the FWA Device ONLY IF permitted by the Data Protection and Privacy regulations in effect in the country where the FWA Device is deployed and following the mandatory prescriptions. 
NOTE: For example, a regulator might require to anonymize data to be presented, e.g. anonymizing the last digits of a phone number or a significant portion of a hostname/MAC Address.

	TS.64_3.9_REQ_004
	If permitted, the storage of personal data onboard the FWA Device
SHALL be done in an encrypted manner.



Initial configuration
FWA Device is operating correctly. 
Connected PC to the device LAN or WLAN.
The position in the file system where personal data are stored is known.
The OEM provides information about algorithms and length of keys used to encrypt stored personal data.
Data Protection and Privacy regulations of the country where the FWA Device is meant to be used are provided.
Enabled access to a remote service of the device, e.g. SSH or Telnet.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Analyze information provided by the OEM about algorithms and length of keys used to encrypt stored personal data. . 
	Data are processed in compliance with the regulations.

	2
	Verify that only personal data permitted by country regulations are stored and encrypted with strong algorithms.
	Only permitted data are stored and encrypted in secured manner.


Authenticated access to personal data
Test purpose
To verify that personal data are available only after authentication.

	TS.64_3.9_REQ_005
	Personal data in the FWA Device SHALL be presented to the end user only upon authenticated access and by means of secure protocols.



Initial configuration
FWA Device is operating correctly. 
Connected PC to the device LAN or WLAN.
A penetration test tool is installed.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Access the device web UI, then by using the penetration test tool capture the requests involving personal data. 
	Personal data are visible on the Web UI.

	2
	Log out and try to perform the same web requests without authentication.
	Personal data are not accessible.

	3
	Check if there are other protocols that allow access to personal data (e.g. SSH, Telnet, SNMP and so on) and make sure all protocols enforce preliminary authentication phase.
	All protocols enforce a preliminary authentication phase. 


Personal data transmission to MNO
Test purpose
To verify that personal data transmitted between device and MNO are protected.

	
	

	TS.64_3.9_REQ_008
	If permitted, the transmission of personal data SHALL only occur via authenticated sessions and encrypted protocols between the FWA Device and the MNO network.
NOTE: Permitted data as defined by the Regulator where the FWA Device is sold.



Initial configuration
FWA Device is operating correctly. 
Data Protection and Privacy regulations of the country where the FWA Device is meant to be used are provided. A monitoring tool in the network, in order to dump packets sent from DUT to network and vice versa. 
MNO endpoints (i.e. IPs) have been provided.
Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Capture all data transmitted from the device to MNO.
	Only permitted personal data are transmitted in authenticated sessions and are encrypted.


Personal data share
Test purpose
To verify that personal data aren’t shared with other parties other than the MNO.

	TS.64_3.9_REQ_007
	Personal data in the FWA Device SHALL NOT be shared with other
parties other than the MNO providing the service and/or its business
partners specifically identified by the MNO.



Initial configuration
FWA Device is operating correctly.
A monitoring tool in the network, in order to dump packets sent from DUT to network and vice versa. 
MNO endpoints (i.e. IPs) have been provided.

Applicability
The test is applicable to both Lab and Field environment.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Capture the traffic of the device and check if there are connections to other endpoints than the MNO ones. 
	Personal data are only shared with MNO.


[bookmark: _Toc238643309][bookmark: _Toc238643310][bookmark: _Toc238643311][bookmark: _Toc243570773]Hardware, Safety, EMC requirements and environment operating conditions
[bookmark: _Ref200895672][bookmark: _Toc243570774]General
Common Test procedures for Hardware, Safety, EMC requirements and environment operating conditions
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
Surface temperature
Test purpose
To verify that the temperature of the surface of the Indoor FWA Device and of the InDoor Unit of the Outdoor FWA Solution does not exceed the prescribed limit.

Referenced requirements
	TS.64_3.10.1_REQ_005
	For the Indoor FWA Device and the InDoor Unit of the Outdoor FWA
Solution, the maximum allowed temperature on the different parts of
the enclosure, in any environmental condition during stationary use, shall be not higher than 55°C.



Applicability
The test is applicable to Lab environment.
Test procedure
The TS.64_3.10.1_REQ_005 derives indirectly from the Class 3.1 of ETSI EN 300 019-1-3 “Environmental Engineering” applicable to residential equipment installed in temperature-controlled locations, where the maximum ambient temperature is 35°C. 
An excessive temperature of the surface of the Device could be harmful for the contact with hands and other body parts; in addition, if the Device presents ventilation holes on the bottom part of their case, excessive temperature could have an impact on supporting surfaces, especially if such surfaces are made of wood, or have been previously treated with varnish or wax.
The test is performed with an ambient room temperature of 25 °C. The device shall operate in order to maximize its heating, e.g. by connecting to the device a PC exchanging with Internet a continuous stream of data traffic.
After reaching the steady state conditions the specific ambient temperature shall be taken into account and an extrapolation of test result shall be used to infer the result at the maximum temperature intended for the equipment equal to 35°C. So, for example if the test is performed at 25°C than the results obtained shall be increased by 10 degrees. 
Compliance is checked by measuring the steady state temperature of surfaces and verifying that the maximum temperature is never higher than 55°C.
Insulation
Test purpose
To verify that the OutDoor Unit of the Outdoor FWA Solution is compliant to the insulation requirement.
Referenced requirements
	TS.64_3.10.1_REQ_007
	Regarding the insulation against water and dust, the OutDoor Unit of
the Outdoor FWA Solution SHALL be compliant at least to the class
IP65 of the international standard IEC 60529 [89].



Applicability
The test is applicable to Lab environment.
Test Result
DUT shall be certified for compliance to IEC 60529 and a report shall be supplied.
Resistibility – Indoor FWA Device and InDoor Unit of the Outdoor FWA Solution
Test purpose
To verify that the Indoor FWA Device and InDoor Unit of the Outdoor FWA Solution are compliant to the requirement for resistibility.
Referenced requirements
	TS.64_3.10.1_REQ_008
	Regarding the electrical resistibility, the Indoor FWA Device and the
InDoor Unit of the Outdoor FWA Solution SHALL comply with basic
requirements defined by Rec. ITU-T K.21 [90] (Resistibility of
telecommunication equipment installed in customer premises to
overvoltages and overcurrents) and K.44 [91] (Resistibility tests for
telecommunication equipment exposed to overvoltages and
overcurrents – Basic Recommendation).



Applicability
The test is applicable to Lab environment.
Test Result
DUT shall be certified for compliance to ITU-T K.21 and ITU-T K.44; a report shall be supplied.
Resistibility – OutDoor Unit of the Outdoor FWA Solution
Test purpose
To verify that the OutDoor Unit of the Outdoor FWA Solution are compliant to the requirement for resistibility.
Referenced requirements
	TS.64_3.10.1_REQ_009
	Regarding the electrical resistibility, the OutDoor Unit of the Outdoor
FWA Solution, including the external power supply, SHALL comply
with basic requirements defined by Rec. ITU-T K.21 [90] (Resistibility of telecommunication equipment installed in customer premises to
overvoltages and overcurrents), K.44 [91] (Resistibility tests for
telecommunication equipment exposed to overvoltages and
overcurrents – Basic Recommendation) and K.45 [92] (Resistibility of
telecommunication equipment installed in the access and trunk
networks to overvoltages and overcurrents).



Applicability
The test is applicable to Lab environment.
Test Result
DUT shall be certified for compliance to ITU-T K.21, ITU-T K.44 and ITU-T K.45; a report shall be supplied.
[bookmark: _Toc243570775]Stability
[bookmark: _Ref189304898][bookmark: _Toc243570776]Common Test procedures for Stability
Initial configuration
FWA Device is correctly configured, connected and switched OFF. FWA Device has a valid SIM. Switch ON the FWA Device and wait 2-5 minutes. Confirm FWA Device is correctly operating and has established expected PDN/PDU connections.
[bookmark: _Toc243570777]Power cycle
Test purpose
To verify that the FWA Device automatically restores services after a power cycle.
Referenced requirements
	TS.64_3.11_REQ_001
	In case of loss of power, when the power is restored the FWA Device SHALL return automatically to the operational state, with all services (e.g., data, voice) restored according to the configuration of the device prior the power interruption.



Applicability
The test is applicable to both Lab and Field environment where possible.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN Ethernet interface and another client to the Wi-Fi interface of the FWA Device. The clients are configured with valid IP Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
If voice service if foreseen, connect an analogue phone to the FXS port of the FWA Device. 
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	From the clients, with a browser access www.ietf.org. 
	Confirm both clients can access the Internet.

	2
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.

	3
	Perform a power cycle on the FWA Device: switch it OFF and leave it off for 30 seconds, then switch it ON again.
NOTE: Power cycle is meant to be executed by unplugging/plugging again the Power Supply Unit (PSU) to the mains line.
	Confirm that FWA Device automatically switches ON again and returns in operation with all steady-state LEDs switched ON.

	4
	From the clients, with a browser access www.ietf.org. 
	Confirm both clients can access the Internet.

	5
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.


[bookmark: _Toc243570778]Loss of mobile signal – short interval
Test purpose
To verify that the FWA Device automatically restores services after a short duration (30 seconds) loss of mobile signal.
Referenced requirements
	TS.64_3.11_REQ_002
	In case of loss of radio signal(s), when the radio signal is restored the FWA Device SHALL return automatically to the operational state, with all services (e.g., data, voice) restored according to the configuration of the device prior the radio signal interruption.



Applicability
The test is applicable to both Lab and Field environment where possible.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Connect a client (e.g. Laptops) to the LAN Ethernet interface and another client to the Wi-Fi interface of the FWA Device. The clients are configured with valid IP Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
If voice service if foreseen, connect an analogue phone to the FXS port of the FWA Device. 
The FWA Device is put in a location where mobile signal can be controlled (e.g. use a shielded box or a Faraday cage in order to simulate the loss of mobile signal condition). Initially, the mobile signal is made available to the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	From the clients, with a browser access www.ietf.org. 
	Confirm both clients can access the Internet.

	2
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.

	3
	Verify on FWA Device the IP Addresses assigned by the mobile network.
	Confirm, on the FWA Device Web UI, IP Addresses received from network on the APNs configured on the FWA Device.

	4
	Remove mobile signal for about 30 seconds.
	Confirm FWA Device Web UI is accessible, but Internet service and voice service (if foreseen) are not available.

	5
	Re-apply mobile signal.
	Confirm FWA Device is correctly operating and has re-established expected PDN/PDU connections.
NOTE: FWA Device may not immediately re-establish connection after mobile signal is re-applied.

	6
	Verify on FWA Device the IP Addresses assigned by the mobile network.
	Confirm, on the FWA Device Web UI, IP Addresses received from network on the APNs configured on the FWA Device. 

	7
	From the clients, with a browser access www.ietf.org. 

	Confirm both clients can access the Internet.

	8
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.


[bookmark: _Toc243570779]Loss of mobile signal – medium-duration interval
Test purpose
To verify that the FWA Device automatically restores services after a medium duration (5 minutes) loss of mobile signal.
Referenced requirements
	TS.64_3.11_REQ_002
	In case of loss of radio signal(s), when the radio signal is restored the FWA Device SHALL return automatically to the operational state, with all services (e.g., data, voice) restored according to the configuration of the device prior the radio signal interruption.



Applicability
The test is applicable to both Lab and Field environment where possible.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Connect a client (e.g. Laptops) to the LAN Ethernet interface and another client to the Wi-Fi interface of the FWA Device. The clients are configured with valid IP Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
If voice service if foreseen, connect an analogue phone to the FXS port of the FWA Device. 
The FWA Device is put in a location where mobile signal can be controlled (e.g. use a shielded box or a Faraday cage in order to simulate the loss of mobile signal condition). Initially, the mobile signal is made available to the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	From the clients, with a browser access www.ietf.org. 
	Confirm both clients can access the Internet.

	2
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.

	3
	Verify on FWA Device the IP Addresses assigned by the mobile network.
	Confirm, on the FWA Device Web UI, IP Addresses received from network on the APNs configured on the FWA Device.

	4
	Remove mobile signal for about 5 minutes.
	Confirm FWA Device Web UI is accessible, but Internet service and voice service (if foreseen) are not available.

	5
	Re-apply mobile signal.
	Confirm FWA Device is correctly operating and has re-established expected PDN/PDU connections.
NOTE: FWA Device may not immediately re-establish connection after mobile signal is re-applied.

	6
	Verify on FWA Device the IP Addresses assigned by the mobile network.
	Confirm, on the FWA Device Web UI, IP Addresses received from network on the APNs configured on the FWA Device. 

	7
	From the clients, with a browser access www.ietf.org. 
	Confirm both clients can access the Internet.

	8
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.


[bookmark: _Toc243570780]Loss of mobile signal – long interval
Test purpose
To verify that the FWA Device automatically restores services after a long duration (1 hour and 30 minutes) loss of mobile signal.
Referenced requirements
	TS.64_3.11_REQ_002
	In case of loss of radio signal(s), when the radio signal is restored the FWA Device SHALL return automatically to the operational state, with all services (e.g., data, voice) restored according to the configuration of the device prior the radio signal interruption.



Applicability
The test is applicable to both Lab and Field environment where possible.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Connect a client (e.g. Laptops) to the LAN Ethernet interface and another client to the Wi-Fi interface of the FWA Device. The clients are configured with valid IP Addresses in the IP subnet of the LAN (either statically or via DHCP, this is out of the scope of this test).
If voice service if foreseen, connect an analogue phone to the FXS port of the FWA Device. 
The FWA Device is put in a location where mobile signal can be controlled (e.g. use a shielded box or a Faraday cage in order to simulate the loss of mobile signal condition). Initially, the mobile signal is made available to the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	From the clients, with a browser access www.ietf.org. 
	Confirm both clients can access the Internet.

	2
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.

	3
	Verify on FWA Device the IP Addresses assigned by the mobile network.
	Confirm, on the FWA Device Web UI, IP Addresses received from network on the APNs configured on the FWA Device.

	4
	Remove mobile signal for about 1 hour and 30 minutes.
	Confirm FWA Device Web UI is accessible, but Internet service and voice service (if foreseen) are not available.

	5
	Re-apply mobile signal.
	Confirm FWA Device is correctly operating and has re-established expected PDN/PDU connections.
NOTE: FWA Device may not immediately re-establish connection after mobile signal is re-applied.

	6
	Verify on FWA Device the IP Addresses assigned by the mobile network.
	Confirm, on the FWA Device Web UI, IP Addresses received from network on the APNs configured on the FWA Device. 

	7
	From the clients, with a browser access www.ietf.org. 
	Confirm both clients can access the Internet.

	8
	If voice service is foreseen, make an outgoing and an incoming call from/to the analogue phone connected to the FWA Device.
	Confirm voice service is correctly operating.


[bookmark: _Toc243570781]Data stability
NOTE: 	Due to the duration of this test, it is recommended to be performed in OEMs or MNOs own lab environment.
Test purpose
To verify the stability of data service on the FWA Device.
Referenced requirements
	TS.64_3.11_REQ_003
	For data service, in normal operating conditions, the FWA Device SHALL offer a service availability equal or greater than 99.95%.
NOTE: This objective considers only the availability of the Device itself, not the availability of the network.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN interface of the FWA Device. The client receives via DHCP from the FWA Device a valid IP Address of the LAN.
Configure Lab environment so that there aren’t IP reconfigurations of the FWA Device for the duration of the test.
Setup a video streaming server in the Lab environment, which is also configured to respond to ping requests from the FWA Device.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	On the client, start a continuous ping to the IP Address of the server in Lab environment (ping -t x.x.x.x) and a streaming of a video stream lasting at least 48 hours.
	Confirm ping and streaming are correctly running.


	2
	After 48 hours, verify both ping and streaming are running.
	Confirm ping and streaming are correctly running.

	3
	Stop the ping. 

	Confirm that received ping responses are at least 99,95% of the transmitted requests.


[bookmark: _Toc243570782]Voice stability – bulk calls
Test purpose
To verify the stability of voice service on the FWA Device, as regards the ability to handle a large number of voice calls.
Referenced requirements
	TS.64_3.11_REQ_004
	In normal operating conditions, the FWA Device SHALL offer a service availability for voice service of at least 99.5%, maintaining the mandatory voice quality targets defined in sect. 3.3.6.
NOTE: This objective considers only the availability of the Device itself, not the availability of the network.

	TS.64_3.3.6_REQ_001
	If the FWA Device supports VoIP, the FWA Device SHALL offer a MOS of at least 3,2 in both directions of voice communication, when the G.729a [19] codec is used in the communication.

	TS.64_3.3.6_REQ_002
	If the FWA Device supports VoIP, the FWA Device SHOULD offer a MOS of at least 3,5 in both directions of voice communication, when the G.729a [19] codec is used in the communication.

	TS.64_3.3.6_REQ_003
	If the FWA Device supports VoIP, the FWA Device SHALL offer a MOS of at least 3,7 in both directions of voice communication, when the G.711 [18] codec is used in the communication.

	TS.64_3.3.6_REQ_004
	If the FWA Device supports VoIP, the FWA Device SHOULD offer a MOS of at least 4 in both directions of voice communication, when the G.711 [18] codec is used in the communication.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN interface of the FWA Device. The client receives via DHCP from the FWA Device a valid IP Address of the LAN.
The lab environment has tools for automatic generation and reception of voice calls and voice quality measurement.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the tool for automatic voice call generation to the FWA Device. Connect the tool for automatic voice call reception to another voice interface (e.g. a PSTN line). Configure the tool to generate a bulk of 1000 consecutive calls, with a duration of the active phase of each call of 15 seconds and a pause of 30 seconds between two consecutive calls. Start the generation tool.
	Confirm MO calls are made regularly through the FWA Device.


	2
	After the bulk of 1000 calls has been executed, verify the results.
	Confirm at least 995 MO calls have been successfully made.

	3
	Connect the tool for Voice Quality Monitoring to DUT and to another Voice Access (e.g. PSTN), and make an MO call to verify Voice Quality. Measure voice quality over a period of at least 3 minutes.
	Confirm voice quality meets the minimum scores defined in Sect. 3.3.6 of [1].

	4
	Connect the tool for automatic voice call reception to the FWA Device. Connect the tool for automatic voice call generation to another voice interface (e.g. a PSTN line). Configure the tool to generate a bulk of 1000 consecutive calls, with a duration of the active phase of each call of 15 seconds and a pause of 30 seconds between two consecutive calls. Start the generation tool.
	Confirm MT calls are made regularly through the FWA Device.


	5
	After the bulk of 1000 calls has been executed, verify the result.
	Confirm al least 995 MT calls have been successfully made.

	6
	Connect the tool for Voice Quality Monitoring to DUT and to another Voice Access (e.g. PSTN), and make an MT call to verify Voice Quality. Measure voice quality over a period of at least 3 minutes.
	Confirm voice quality meets the minimum scores defined in Sect. 3.3.6 of [1].


[bookmark: _Toc243570783]Voice stability - registration
NOTE: 	Due to the duration of this test, it is recommended to be performed in OEMs or MNOs own lab environment.
Test purpose
To verify the stability of voice service on the FWA Device, as regards the ability to maintain SIP registration with the IMS network over a long period of time.
Referenced requirements
	TS.64_3.11_REQ_005
	The FWA Device SHALL maintain uninterrupted voice (SIP protocol) registration for at least 72 consecutive hours, during which the Device is idle for Voice.

	TS.64_3.11_REQ_006
	At the end of the idle period of req. TS.64_3.11.0_REQ_005, the FWA Device SHALL be able to receive and make phone calls reliably, as well as to transmit and receive IP data user packets reliably.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.11.1.
Connect a client (e.g. Laptop) to the LAN interface of the FWA Device. The client receives via DHCP from the FWA Device a valid IP Address of the LAN. The client is equipped with a packet monitoring tool (e.g. Wireshark).
The lab environment has access to the Internet.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Connect the client to the FWA Device and verify the SIP User Agent (UA) is correctly registered with the IMS Network.
	Confirm SIP UA is registered.


	2
	Activate Do Not Disturb service in the IMS network.
Keep the FWA Device idle for voice service for 72 hours.
NOTE: DND service is used to prevent reception of incoming calls.
	Confirm DND service is activated.

	3
	After 72 hours, verify the SIP User Agent (UA) is correctly registered with the IMS Network.
	Confirm SIP UA is registered at the end of the idle period.

	4
	Deactivate DND service.
Make an outgoing and incoming call from/to the FWA Device.
	Confirm DND is deactivated.
Confirm calls can be regularly made.

	5
	Verify Internet service is available.
	Confirm client can browse the Internet.



NOTE: 	In order to verify continuous registration for the duration of the test, actual execution depends on DUT’s implementation, examples:
· Using a packet monitoring tool (e.g. Wireshark) and IP packet mirroring in DUT;
· Using a Packet Debug monitoring tool specific for DUT’s chipset.
[bookmark: _Toc243570784]Voice stability – long-duration call
Test purpose
To verify the stability of voice service on the FWA Device, as regards the ability to do long-duration calls.
Referenced requirements
	TS.64_3.11_REQ_007
	If voice service is supported, the FWA Device SHALL support long-lasting voice calls (1.5 hours at least), maintaining the mandatory voice quality targets defined in sect. 3.3.6.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Connect a client (e.g. Laptop) to the LAN interface of the FWA Device. The client receives via DHCP from the FWA Device a valid IP Address of the LAN. The client is equipped with a packet monitoring tool (e.g. Wireshark).
The lab environment has access to the Internet.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Make an outgoing (MO) call from the FWA Device lasting 1 hour and 30 minutes.
Verify, every 15 minutes, bidirectional voice is available.
	Confirm voice call is correctly established.
Confirm bidirectional voice is available during the call.
Confirm the call is torn down manually at the end of the period.

	2
	Make a terminating (MT) to from the FWA Device lasting 1 hour and 30 minutes.
Verify, every 15 minutes, bidirectional voice is available.
	Confirm voice call is correctly established.
Confirm bidirectional voice is available during the call.
Confirm the call is tore down manually at the end of the period.


[bookmark: _Toc243570785]Data stability – “normal conditions” range
Test purpose
To verify the performance of the FWA Device in the “normal conditions” range.
Referenced requirements
	TS.64_3.11_REQ_008
	As regards the performance targets detailed in sect. 3.4.2 and 3.5.3, with reference to 3GPP TS 36.101 [93] (for 4G), TS 38.101-1 [94] (5G FR1) and TS 38.101-2 [95] (5G FR2), the Indoor FWA Device and the InDoor Unit of the Outdoor FWA Solution SHALL offer:
•	90% of each of the targets, in the “normal conditions” temperature range.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Put the Indoor FWA Device or the InDoor Unit of an OutDoor FWA Solution in a temperature and humidity-controlled room. The FWA Device is under optimal coverage conditions.
Connect a client (e.g. Laptop) to the LAN interface of the FWA Device. The client receives via DHCP from the FWA Device a valid IP Address of the LAN. The client is equipped with iPerf.
The FWA Device is equipped with a SIM whose profile assign a public IP address to the FWA Device.
The lab environment has another client equipped with iPerf.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Set the temperature of the chamber to the mediant temperature of the interval (+25 °C).
	Confirm the temperature of the room.

	2
	Using iPerf on the clients, generate two consecutive traffic sessions for uplink and downlink, each one lasting 5 minutes.
Verify uplink and downlink performances of the FWA Device. 
	Confirm performances meet 90% of the targets defined in TS.64 sect. 3.4 and 3.5.


[bookmark: _Toc243570786]Data stability – “extreme conditions” range
Test purpose
To verify the performance of the FWA Device in the “extreme conditions” range.
Referenced requirements
	TS.64_3.11_REQ_009
	As regards the performance targets detailed in sect. 3.4.2 and 3.5.3, with reference to 3GPP TS 36.101 [93] (for 4G), TS 38.101-1 [94] (5G FR1) and TS 38.101-2 [95] (5G FR2), the Indoor FWA Device and the InDoor Unit of the Outdoor FWA Solution SHALL offer:
•	At least 75% of each of the targets, in “extreme conditions” temperature range (outside the “normal condition” range).



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Put the Indoor FWA Device or the InDoor Unit of an OutDoor FWA Solution in a temperature and humidity-controlled room. The FWA Device is under optimal coverage conditions.
Connect a client (e.g. Laptop) to the LAN interface of the FWA Device. The client receives via DHCP from the FWA Device a valid IP Address of the LAN. The client is equipped with iPerf.
The FWA Device is equipped with a SIM whose profile assign a public IP address to the FWA Device.
The lab environment has another client equipped with iPerf.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Set the temperature of the chamber to the highest temperature in the interval (+55 °C).
	Confirm the temperature of the room.

	2
	Using iPerf on the clients, generate two consecutive traffic sessions for uplink and downlink, each one lasting 5 minutes.
Verify uplink and downlink performances of the FWA Device. 
	Confirm performances meet 75% of the targets defined in TS.64 sect. 3.4 and 3.5.

	3
	Set the temperature of the chamber to the lowest temperature in the interval (-10 °C).
	Confirm the temperature of the room.

	4
	Using iPerf on the clients, generate two consecutive traffic sessions for uplink and downlink, each one lasting 5 minutes.
Verify uplink and downlink performances of the FWA Device. 
	Confirm performances meet 75% of the targets defined in TS.64 sect. 3.4 and 3.5.


[bookmark: _Toc243570787]Data stability – “extreme conditions” range – OutDoor Unit
Test purpose
To verify the performance of the OutDoor Unit of an OutDoor FWA Solution in the “extreme conditions” range.
Referenced requirements
	TS.64_3.11_REQ_010
	As regards the performance targets detailed in sect. 3.4.2, with reference 3GPP TS 36.101 [93] (for 4G), TS 38.101-1 [94] (5G FR1) and TS 38.101-2 [95] (5G FR2), the OutDoor Unit of the Outdoor FWA Solution SHALL offer:
•	75% of each of the targets, in the “extreme conditions” temperature range.



Applicability
The test is applicable to Lab environment.
Initial configuration
As defined in section 3.11.1 and in addition those defined below.
Put the OutDoor Unit of an OutDoor FWA Solution in a temperature and humidity-controlled room. The FWA Device is under optimal coverage conditions.
Connect a client (e.g. Laptop) to the LAN interface of the FWA Device. The client receives via DHCP from the FWA Device a valid IP Address of the LAN. The client is equipped with iPerf.
The FWA Device is equipped with a SIM whose profile assign a public IP address to the FWA Device.
The lab environment has another client equipped with iPerf.
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Set the temperature of the chamber to the highest temperature in the interval (+55 °C).
	Confirm the temperature of the room.

	2
	Using iPerf on the clients, generate two consecutive traffic sessions for uplink and downlink, each one lasting 5 minutes.
Verify uplink and downlink performances of the FWA Device. 
	Confirm performances meet 75% of the targets defined in TS.64 sect. 3.4 and 3.5.

	3
	Set the temperature of the chamber to the lowest temperature in the interval (-10 °C).
	Confirm the temperature of the room.

	4
	Using iPerf on the clients, generate two consecutive traffic sessions for uplink and downlink, each one lasting 5 minutes.
Verify uplink and downlink performances of the FWA Device. 
	Confirm performances meet 75% of the targets defined in TS.64 sect. 3.4 and 3.5.


[bookmark: _Toc243570788]User Interface
To be provided in a later version of the document.
[bookmark: _Toc243570789]Specific Tests for 4G FWA Devices
To be provided in a later version of the document.
[bookmark: _Toc243570790]Specific Tests for 5G NSA FWA Devices
To be provided in a later version of the document.
[bookmark: _Toc243570791]Specific Tests for 5G SA FWA Devices
To be provided in a later version of the document.
[bookmark: _Toc268777032][bookmark: _Toc327548010][bookmark: _Toc327548210][bookmark: _Ref329687081][bookmark: _Toc268093867]
[bookmark: _Toc243570792]
List of test cases requiring a public IP Address
The following table lists test cases requiring and not requiring a public IP Address to be assigned to the FWA Device on the Internet PDN/PDU Connection.
	Test Case 
	Requiring a public IP Address
	Not requiring a public IP Address

	[bookmark: _Hlk204330573]Radio/RRC/NAS

	[bookmark: _Hlk206055900]3.1.1.2
	
	X

	3.1.1.3
	
	X

	3.1.1.4
	
	X

	3.1.1.5
	
	X

	[bookmark: _Hlk204330287]3.1.1.2
	
	X

	3.1.1.3
	
	X

	[bookmark: _Hlk204330326]3.1.1.4
	
	X

	3.1.1.5
	
	X

	3.1.1.6
	
	X

	3.1.1.7
	
	X

	3.1.1.8
	
	X

	Quality of Service

	3.2.1.1
	
	X

	Voice Service

	3.3.1.2
	
	X

	3.3.1.3
	
	X

	3.3.1.4
	
	X

	3.3.1.5
	
	X

	3.3.2.2
	
	X

	3.3.2.3
	
	X

	3.3.2.4
	
	X

	3.3.2.5
	
	X

	3.3.2.6
	
	X

	3.3.2.7
	
	X

	3.3.2.8
	
	X

	3.3.2.9
	
	X

	3.3.2.10
	
	X

	3.3.2.11
	
	X

	3.3.2.12
	
	X

	3.3.2.13
	
	X

	3.3.2.14
	
	X

	3.3.2.15
	
	X

	3.3.2.16
	
	X

	3.3.2.17
	
	X

	3.3.2.18
	
	X

	3.3.2.19
	
	X

	3.3.2.20
	
	X

	3.3.2.21
	
	X

	3.3.2.22
	
	X

	3.3.2.23
	
	X

	3.3.2.24
	
	X

	3.3.2.25
	
	X

	3.3.2.26
	
	X

	3.3.2.27
	
	X

	3.3.2.28
	
	X

	3.3.2.29
	
	X

	3.3.6.2
	
	X

	3.3.6.3
	
	X

	3.3.6.4
	
	X

	3.3.6.5
	
	X

	3.3.6.6
	
	X

	3.3.6.7
	
	X

	Networking Features

	3.4.1.2
	
	X

	3.4.2.2
	
	X

	3.4.2.3
	
	X

	3.4.2.4
	
	X

	3.4.3.2.1
	
	X

	3.4.3.2.2
	
	X

	3.4.3.2.3
	
	X

	3.4.3.2.4
	
	X

	3.4.3.2.5
	
	X

	3.4.3.2.6
	
	X

	3.4.3.2.7
	
	X

	3.4.3.2.8
	
	X

	3.4.3.3
	
	X

	3.4.3.4
	
	X

	3.4.3.5
	
	X

	3.4.3.6
	
	X

	3.4.3.7
	X
	

	3.4.3.8
	
	X

	3.4.3.9
	
	X

	3.4.3.10
	
	X

	3.4.3.11
	
	X

	3.4.3.12
	
	X

	3.4.3.13
	
	X

	3.4.3.14
	
	X

	3.4.3.15
	
	X

	3.4.3.16
	
	X

	3.4.3.17
	
	X

	3.4.3.18
	
	X

	3.4.3.19
	
	X

	3.4.3.20
	
	X

	3.4.3.21
	
	X

	3.4.3.22
	
	X

	3.4.3.23
	
	X

	3.4.4.2
	
	X

	3.4.4.3
	
	X

	3.4.4.4
	
	X

	3.4.4.5
	
	X

	3.4.4.6
	
	X

	3.4.4.7
	
	X

	3.4.4.8
	
	X

	3.4.4.9
	
	X

	3.4.4.10
	
	X

	3.4.4.11
	
	X

	3.4.4.12
	
	X

	3.4.4.13
	
	X

	3.4.5.2
	X
	

	3.4.5.3
	X
	

	3.4.5.4
	X
	

	3.4.5.5
	X
	

	3.4.5.6
	X
	

	3.4.5.7
	X
	

	3.4.5.8
	X
	

	3.4.5.9
	X
	

	3.4.6.2
	X
	

	3.4.6.3
	X
	

	3.4.6.4
	X
	

	3.4.6.5
	X
	

	3.4.7.2
	X
	

	3.4.7.3
	X
	

	3.4.7.4
	X
	

	3.4.7.5
	X
	

	3.4.7.6
	X
	

	3.4.7.7
	
	X

	3.4.8.2
	X
	

	3.4.8.3
	
	X

	3.4.8.4
	
	X

	3.4.8.5
	
	X

	3.4.8.6
	X
	

	3.4.8.7
	X
	

	3.4.8.8
	X
	

	3.4.8.9
	X
	

	3.4.8.10
	X
	

	3.4.8.11
	
	X

	3.4.8.12
	
	X

	3.4.8.13
	
	X

	3.4.8.14
	
	X

	3.4.8.15
	
	X

	3.4.8.16
	X
	

	3.4.8.17
	
	X

	3.4.8.18
	
	X

	3.4.8.19
	
	X

	3.4.8.20
	
	X

	3.4.8.21
	
	X

	Wi-Fi

	3.5.1.1.2
	
	X

	3.5.1.1.3
	
	X

	3.5.1.1.4
	
	X

	3.5.1.1.5
	
	X

	3.5.1.1.6
	
	X

	3.5.1.1.7
	N/A: the test requires documentation verification.

	3.5.1.1.8
	N/A: the test requires documentation verification.

	3.5.1.1.9
	N/A: the test requires documentation verification.

	3.5.1.1.10
	N/A: the test requires documentation verification.

	3.5.1.1.11
	N/A: the test requires documentation verification.

	3.5.1.1.12
	N/A: the test requires documentation verification.

	IDU-ODU Interworking and Resilience

	3.6.1.1.2
	
	X

	3.6.1.1.3
	
	X

	3.6.1.2.1
	
	X

	3.6.1.2.2
	
	X

	3.6.1.2.3
	
	X

	3.6.1.2.4
	
	X

	3.6.1.2.5
	
	X

	3.6.2.1.1
	
	X

	3.6.3.1.1
	
	X

	3.6.3.1.2
	
	X

	3.6.3.1.3
	
	X

	3.6.3.1.4
	
	X

	3.6.3.1.5
	
	X

	3.6.3.1.6
	
	X

	3.6.3.1.7
	
	X

	3.6.3.1.8
	
	X

	3.6.3.1.9
	
	X

	3.6.4.1.1
	
	X

	3.6.4.1.2
	X
	

	3.6.5.1.1
	X
	

	Device Management

	3.7.1
	
	X

	3.7.2
	
	X

	3.7.3
	
	X

	3.7.4
	
	X

	3.7.5.1
	
	X

	3.7.5.2
	
	X

	Security

	3.8.1.1
	
	X

	3.8.1.2
	
	X

	3.8.1.3
	
	X

	3.8.1.4
	X
	

	3.8.1.5
	
	X

	3.8.2.1
	
	X

	3.8.2.2
	
	X

	3.8.2.3
	
	X

	3.8.2.4
	
	X

	3.8.2.5
	
	X

	3.8.2.6
	
	X

	3.8.3.1
	
	X

	3.8.3.2
	X
	

	3.8.3.3
	
	X

	User Data protection and Privacy

	3.9.1.1
	
	X

	3.9.1.2
	
	X

	3.9.1.3
	
	X

	3.9.1.4
	
	X

	Hardware, Safety, EMC

	3.10.1.2
	
	X

	3.10.1.3
	
	X

	3.10.1.4
	
	X

	3.10.1.5
	
	X

	Stability

	3.11.2
	
	X

	3.11.3
	
	X

	3.11.4
	
	X

	3.11.5
	
	X

	3.11.6
	
	X

	3.11.7
	
	X

	3.11.8
	
	X

	3.11.9
	
	X

	3.11.10
	X
	

	3.11.11
	X
	

	3.11.12
	X
	

	User Interface

	<empty list>
	
	


: List of test cases and type of IP Address requirements
[bookmark: _Toc243570793][bookmark: _Toc206575125]Applicability of test cases to lab vs. field environment
The following table lists test cases requiring execution in lab vs. field environment vs. either of the two.
	Test Case 
	Requiring execution in lab environment
	Requiring execution in field environment
	Can be executed in either environment

	Radio/RRC/NAS

	3.1.1.2
	
	
	X

	3.1.1.3
	
	
	X

	3.1.1.4
	
	
	X

	3.1.1.5
	
	
	X

	3.1.1.2
	
	
	X

	3.1.1.3
	
	
	X

	3.1.1.4
	
	
	X

	3.1.1.5
	
	
	X

	3.1.1.6
	
	
	X

	3.1.1.7
	
	
	X

	3.1.1.8
	
	
	X

	Quality of Service

	3.2.1.1
	
	
	X

	Voice Service

	3.3.1.2
	
	
	X

	3.3.1.3
	
	
	X

	3.3.1.4
	
	
	X

	3.3.1.5
	
	
	X

	3.3.2.2
	
	
	X

	3.3.2.3
	
	
	X

	3.3.2.4
	
	
	X

	3.3.2.5
	
	
	X

	3.3.2.6
	
	
	X

	3.3.2.7
	X
	
	

	3.3.2.8
	X
	
	

	3.3.1.3
	
	
	X

	3.3.1.4
	
	
	X

	3.3.1.5
	
	
	X

	3.3.2.2
	
	
	X

	3.3.2.3
	
	
	X

	3.3.2.4
	
	
	X

	3.3.2.5
	
	
	X

	3.3.2.6
	
	
	X

	3.3.2.7
	X
	
	

	3.3.2.8
	X
	
	

	3.3.2.9
	X
	
	

	3.3.2.10
	X
	
	

	3.3.2.11
	X
	
	

	3.3.2.12
	X
	
	

	3.3.2.13
	X
	
	

	3.3.2.14
	X
	
	

	3.3.2.15
	X
	
	

	3.3.2.16
	X
	
	

	3.3.2.17
	X
	
	

	3.3.2.18
	X
	
	

	3.3.2.19
	X
	
	

	3.3.2.20
	X
	
	

	3.3.2.21
	X
	
	

	3.3.2.22
	
	
	X

	3.3.2.23
	
	
	X

	3.3.2.24
	
	
	X

	3.3.2.25
	
	
	X

	3.3.2.26
	
	
	X

	3.3.2.27
	
	
	X

	3.3.2.28
	
	
	X

	3.3.2.29
	
	
	X

	3.3.6.2
	
	
	X

	3.3.6.3
	
	
	X

	3.3.6.4
	
	
	X

	3.3.6.5
	
	
	X

	3.3.6.6
	
	
	X

	3.3.6.7
	
	
	X

	Networking Features

	3.4.1.2
	
	
	X

	3.4.2.2
	X
	
	

	3.4.2.3
	X
	
	

	3.4.2.4
	X
	
	

	3.4.3.2.1
	
	
	X

	3.4.3.2.2
	
	
	X

	3.4.3.2.3
	
	
	X

	3.4.3.2.4
	
	
	X

	3.4.3.2.5
	
	
	X

	3.4.3.2.6
	
	
	X

	3.4.3.2.7
	
	
	X

	3.4.3.2.8
	
	
	X

	3.4.3.3
	
	
	X

	3.4.3.4
	
	
	X

	3.4.3.5
	
	
	X

	3.4.3.6
	
	
	X

	3.4.3.7
	
	
	X

	3.4.3.8
	
	
	X

	3.4.3.9
	
	
	X

	3.4.3.10
	
	
	X

	3.4.3.11
	
	
	X

	3.4.3.12
	
	
	X

	3.4.3.13
	
	
	X

	3.4.3.14
	
	
	X

	3.4.3.15
	
	
	X

	3.4.3.16
	
	
	X

	3.4.3.17
	
	
	X

	3.4.3.18
	
	
	X

	3.4.3.19
	
	
	X

	3.4.3.20
	
	
	X

	3.4.3.21
	
	
	X

	3.4.3.22
	
	
	X

	3.4.3.23
	
	
	X

	3.4.4.2
	
	
	X

	3.4.4.3
	
	
	X

	3.4.4.4
	
	
	X

	3.4.4.5
	
	
	X

	3.4.4.6
	
	
	X

	3.4.4.7
	
	
	X

	3.4.4.8
	
	
	X

	3.4.4.9
	
	
	X

	3.4.4.10
	
	
	X

	3.4.4.11
	
	
	X

	3.4.4.12
	
	
	X

	3.4.4.13
	
	
	X

	3.4.5.2
	
	
	X

	3.4.5.3
	
	
	X

	3.4.5.4
	
	
	X

	3.4.5.5
	
	
	X

	3.4.5.6
	
	
	X

	3.4.5.7
	
	
	X

	3.4.5.8
	
	
	X

	3.4.5.9
	
	
	X

	3.4.6.2
	
	
	X

	3.4.6.3
	
	
	X

	3.4.6.4
	X
	
	

	3.4.6.5
	X
	
	

	3.4.7.2
	
	
	X

	3.4.7.3
	
	
	X

	3.4.7.4
	
	
	X

	3.4.7.5
	
	
	X

	3.4.7.6
	
	
	X

	3.4.7.7
	
	
	X

	3.4.8.2
	
	
	X

	3.4.8.3
	
	
	X

	3.4.8.4
	
	
	X

	3.4.8.5
	
	
	X

	3.4.8.6
	
	
	X

	3.4.8.7
	
	
	X

	3.4.8.8
	
	
	X

	3.4.8.9
	
	
	X

	3.4.8.10
	
	
	X

	3.4.8.11
	
	
	X

	3.4.8.12
	
	
	X

	3.4.8.13
	
	
	X

	3.4.8.14
	
	
	X

	3.4.8.15
	
	
	X

	3.4.8.16
	
	
	X

	3.4.8.17
	
	
	X

	3.4.8.18
	
	
	X

	3.4.8.19
	
	
	X

	3.4.8.20
	
	
	X

	3.4.8.21
	
	
	X

	Wi-Fi

	3.5.1.2
	X
	
	

	3.5.1.3
	X
	
	

	3.5.1.4
	X
	
	

	3.5.1.5
	X
	
	

	3.5.1.6
	X
	
	

	3.5.1.7
	N/A: the test requires documentation verification.

	3.5.1.8
	N/A: the test requires documentation verification.

	3.5.1.9
	N/A: the test requires documentation verification.

	3.5.1.10
	N/A: the test requires documentation verification.

	3.5.1.11
	N/A: the test requires documentation verification.

	3.5.1.12
	N/A: the test requires documentation verification.

	IDU-ODU Interworking and Resilience

	3.6.1.1.2
	
	
	X

	3.6.1.1.3
	
	
	X

	3.6.1.2.1
	
	
	X

	3.6.1.2.2
	
	
	X

	3.6.1.2.3
	
	
	X

	3.6.1.2.4
	
	
	X

	3.6.1.2.5
	
	
	X

	3.6.2.1.1
	
	
	X

	3.6.3.1.1
	
	
	X

	3.6.3.1.2
	
	
	X

	3.6.3.1.3
	
	
	X

	3.6.3.1.4
	
	
	X

	3.6.3.1.5
	
	
	X

	3.6.3.1.6
	
	
	X

	3.6.3.1.7
	
	
	X

	3.6.3.1.8
	
	
	X

	3.6.3.1.9
	
	
	X

	3.6.4.1.1
	
	
	X

	3.6.4.1.2
	
	
	X

	3.6.5.1.1
	
	
	X

	Device Management

	3.7.1
	
	
	X

	3.7.2
	
	
	X

	3.7.3
	
	
	X

	3.7.4
	
	
	X

	3.7.5.1
	
	
	X

	3.7.5.2
	
	
	X

	Security

	3.8.1.1
	
	
	X

	3.8.1.2
	
	
	X

	3.8.1.3
	
	
	X

	3.8.1.4
	
	
	X

	3.8.1.5
	
	
	X

	3.8.2.1
	
	
	X

	3.8.2.2
	
	
	X

	3.8.2.3
	
	
	X

	3.8.2.4
	
	
	X

	3.8.2.5
	
	
	X

	3.8.2.6
	
	
	X

	3.8.3.1
	
	
	X

	3.8.3.2
	
	
	X

	3.8.3.3
	
	
	X

	User Data protection and Privacy

	3.9.1.1
	
	
	X

	3.9.1.2
	
	
	X

	3.9.1.3
	
	
	X

	3.9.1.4
	
	
	X

	Hardware, Safety, EMC

	3.10.1.2
	X
	
	

	3.10.1.3
	X
	
	

	3.10.1.4
	X
	
	

	3.10.1.5
	X
	
	

	Stability

	3.11.2
	
	
	X

	3.11.3
	
	
	X

	3.11.4
	
	
	X

	3.11.5
	
	
	X

	3.11.6
	X
	
	

	3.11.7
	X
	
	

	3.11.8
	X
	
	

	3.11.9
	X
	
	

	3.11.10
	X
	
	

	3.11.11
	X
	
	

	3.11.12
	X
	
	

	User Interface

	<empty list>
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