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Introduction
[bookmark: _Toc466559291][bookmark: _Toc16644][bookmark: _Toc85612508][bookmark: _Toc206172504][bookmark: _Toc244772124]Overview
This document, 5G Industrial Terminal Guidelines, elaborates on the 5G capabilities in order to address the industrial applications. 
Emerging industrial applications, such as intelligent real-time quality control and reliable predictive maintenance, as exemplified in [34], rely heavily on 5G's Ultra-Reliable Low-Latency Communication (URLLC) as defined by 3GPP and referenced in [4][5]. These applications demand substantial uplink bandwidth, ranging from hundreds of megabytes to gigabytes, alongside stringent latency requirements. Furthermore, performance-critical 5G-connected Programmable Logic Controllers (PLCs) require extremely low southbound control latency.
For common industrial use cases, such as surveillance, intelligent sensors, and smart meters, current 5G capabilities typically offer an acceptable level of performance based on the standard 5G Industrial IoT requirements/specifications [2]. These applications generally rely on low to medium resolution video and low to medium level of up/downlink bandwidth.
The purpose of this document is to provide guidelines for 5G industrial terminals and recommends the minimum set of features for specific industrial scenarios, aiming to guide the consistency of 5G terminal capabilities for industrial manufacturing applications.
This document also provides chip manufacturers, module vendors, and terminal manufacturers with guidance on the available choices.
[bookmark: _Toc466559292][bookmark: _Toc206172505][bookmark: _Toc20746][bookmark: _Toc85612509][bookmark: _Toc244772125]Scope
This document recommends a minimum set of features for 5G industrial terminals when connected or integrated into a 3GPP mobile network. The proposed approach is to recommend capabilities common to industrial use cases, and delta capabilities for specific demanding use cases. 
5G industrial terminals include two types: 
Type 1: Industrial terminals with embedded 5G modules 
Type 2: 5G industrial gateways
[image: ]
Figure 1.2-1: Type of 5G industrial terminals
[bookmark: OLE_LINK3]The definition of 5G industrial terminal will evolve. At present, most of the 5G industrial terminals on the market are gateways, and this version of the guideline document focuses on the definition and classification of 5G industrial gateways. Consideration is also made for existing specifications and on-going work in 3GPP and 5G-ACIA. 
This document defines the capabilities of 5G industrial terminals compliant with 3GPP Technical Specifications using only the 3GPP access technologies.
[bookmark: OLE_LINK10][bookmark: OLE_LINK12][bookmark: OLE_LINK13]This document focuses on the technical and performance guidelines for 5G industrial terminals, which fall under the category of IoT Endpoint Devices, and covers a minimum set of security requirements. Detailed security specifications for mobile industrial terminals are outside the scope of this document. It is strongly recommended that manufacturers adhere to the guidelines in GSMA FS.60 [42] and 3GPP specifications [35].
[bookmark: OLE_LINK14]GSMA TS.69 and GSMA FS.60 serve complementary roles: GSMA TS.69 addresses application scenario requirements, whereas GSMA FS.60 concentrates on security, collectively providing comprehensive guidance for industrial terminal development and implementation.
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	[bookmark: _Toc466559295][bookmark: _Toc327548202][bookmark: _Toc327447334][bookmark: _Toc327548002]Term 
	Description

	5G module
	Module with independent 5G wireless communication function, which encapsulates 5G baseband chip, radio frequency, storage, power management and other hardware to provide specific data interfaces and communication functions. 

	5G terminal
	A Terminal may be a terminating device or an access device that allows other devices to connect to the 5G network and utilize its services.

	Automation
	The automatic operation or control of a process, device, or system.
NOTE: This definition is based on 3GPP TR 22.804[3].

	[bookmark: _Toc85612511]Control-to-control (C2C) communication
	Communication between different industrial controllers (e.g., programmable logic controllers or motion controllers).
NOTE: This definition is based on 3GPP TR 22.804[3].

	Communication service reliability
	The ability of the communication service to perform as required for a given time interval under given conditions.
Has been defined in 3GPP TS 22.104 [2].

	CT
	Cycle time (Tcycle), rrefers to the cycle time of a process in industrial production.

	E2E latency
	The time that it takes to transfer a given piece of information from a source to a destination, measured at the communication interface, from the time it is transmitted by the source to the time it is successfully received at the destination.
Term from 3GPP TS 22.261[9].

	Gateway
	[bookmark: OLE_LINK6]A gateway is not a termination device but an intermediate system that forwards packets between networks or networks and terminal.

	Horizontal accuracy
	Horizontal accuracy is the difference between the calculated horizontal position and the actual horizontal position of a UE. See [31] and [28].

	[bookmark: _Toc10001]Northbound interface
	The northbound interface provides communication capabilities between the gateway and the upper-layer system (e.g. cloud server, SCADA, MES, etc.). It is responsible for uploading the collected data from field devices to cloud or other IT systems, receiving control commands from these systems.

	Positioning
	A network-provided enabling technology consisting of standardized service capabilities that enable the provision of location applications and may be used to provide specific location services [28].

	Hybrid positioning methods
	Hybrid positioning methods are defined as systems that integrate both 3GPP and non-3GPP positioning technologies.
3GPP positioning technologies include E-CID (Enhanced Cell ID), OTDOA (Observed Time Difference of Arrival), DL-TDOA/ DL-AoD (Downlink Angle of Departure) and Multi-RTT (Round-Trip Time). 
Non-3GPP technologies that may be integrated include GNSS (e.g., GPS, Galileo, Beidou, GLONASS), WLAN/Bluetooth-based positioning, sensor-based dead reckoning (e.g., IMU, barometer), and terrestrial beacon systems.
NOTE: This definition is based on 3GPP TS 22.261 [9] and TS 23.273 [30].

	Positioning service availability
	Percentage value of the amount of time the positioning service is delivering the required position-related data within the performance requirements, divided by the amount of time the system is expected to deliver the positioning service according to the specification in the targeted service area.

	Positioning service latency
	Time elapsed between the event that triggers the determination of the position-related data and the availability of the position-related data at the system interface.

	Reliability
	In the context of network layer packet transmissions, percentage value of the packets successfully delivered to a given system entity within the time constraint required by the targeted service out of all the packets transmitted.
Term from 3GPP TS 22.261 [9].

	Southbound interface
	The southbound interface provides communication capabilities between the gateway and the underlying field devices. It is responsible for collecting data from sensors and actuators, converting it into a format that can be processed by higher-level systems.

	Vertical accuracy
	Vertical accuracy is the difference between the calculated vertical position and the actual vertical position of a UE. See [31] and [28].


[bookmark: _Toc206172507][bookmark: _Toc244772127]Abbreviations
	Term 
	Description

	3GPP
	3rd Generation Partnership Project

	4G
	Fourth-generation technology standards for broadband cellular networks

	5G
	Fifth-generation technology standards for broadband cellular networks

	5G-A
	5G-Advanced

	AGV
	Automated Guided Vehicles 

	AR
	Augmented Reality 

	BBF
	Broadband Forum

	BNSS
	Beidou Navigation Satellite System

	C2IO
	Control to IO

	CNC
	Computerized Numerical Control 

	CoAP
	Constrained Application Protocol

	CPE
	Customer Premises Equipment

	DL-AoD
	Downlink Angle-of-Departure

	DL-TDOA
	Downlink Time Difference of Arrival 

	DTLS
	Datagram Transport Layer Security

	E2E
	End-to-End

	FRER
	Frame Replication and Elimination for Reliability (IEEE 802.1CB)

	GE
	Gigabit Ethernet

	IIoT
	Industrial Internet of Things

	[bookmark: _Toc85612513][bookmark: _Toc2710559][bookmark: _Toc11071583][bookmark: _Toc16506724]I/O
	Input/Output

	IPv4
	Internet Protocol version 4

	IPv6
	Internet Protocol version 6

	IRIG-B
	Inter-Range Instrumentation Group (code/format B) 

	LwM2M
	Lightweight Machine to Machine

	MEC
	Multi-access Edge Computing

	MES
	Manufacturing Execution System 

	NR E-CID
	NR enhanced cell ID methods

	NRT
	Non-real time 

	NTP
	Network Time Protocol

	NTS
	Network Time Security

	1PPS
	One Pulse Per Second 

	OT
	Operational Technology 

	OTDOA
	Observed Time Difference of Arrival

	PDCP
	Packet Data Convergence Protocol

	PLC
	[bookmark: _Hlk185835568]Programmable Logic Controller

	PoE
	Power over Ethernet

	PTP
	Precision Time Protocol

	RTD
	Real Time Differential

	RTK
	Real-Time Kinematic

	SCADA
	Supervisory Control and Data Acquisition

	SIB9
	System Information Block Type 9

	SyncE
	Synchronous Ethernet

	TBS
	Terrestrial Beacon System 

	TLS
	Transport Layer Security

	TSN
	Time-Sensitive Networking

	UL-AoA
	Uplink Angle-of-Arrival 

	UL-TDOA
	Uplink Time Difference of Arrival

	URLLC
	Ultra-Reliable and Low Latency Communication 
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[bookmark: _Toc327548205][bookmark: _Toc327548005]The latest versions of all the above specifications should be used.
[bookmark: _Toc244772129]Definition of 5G Industrial Terminals
[bookmark: OLE_LINK8]5G Industrial Terminals are purpose-built devices compliant with 3GPP Release 16 or later standards, specifically designed to deliver reliable low-latency communication (URLLC), industrial network slicing. They should also support deterministic networking / Time Sensitive Network for Industrial Internet of Things (IIoT) and industrial automation. They meet industrial-grade robustness [36] and support mission-critical applications such as real-time control, mobile robotics, and edge-AI processing depending on their usage scenarios.
Examples of 5G industrial device terminals are Autonomous Mobile Robots (AMR), Autonomous Guided Vehicles (AGV), ruggedized tablets, scanners, smart glasses, drones, Cranes, automotives etc., example devices that connect to the Private 5G Networks in an Industrie 4.0 factory or PLMN networks to provide services to the users.
5G industrial terminals are characterized by the following features:
5G Connectivity: Capable of achieving high-speed data transmission, low-latency communication, and highly reliable connections via 5G networks.
Industrial-Grade Performance: Designed to operate in harsh industrial environments (e.g., extreme temperatures, vibration, dust, and electromagnetic interference etc.), meeting the requirements for reliability and durability in industrial applications.
Multi-Protocol Compatibility: Support for a variety of industrial communication protocols to ensure seamless integration with existing industrial devices and systems.
Edge Computing: Equipped with edge computing for local data processing, reducing cloud dependency and improving real-time decision-making.  
AI-Enabled: Some terminals integrate AI acceleration for on-device machine vision, predictive maintenance, and adaptive control.
Diverse Industrial Applications Scenarios: Suitable for a variety of industrial application scenarios, such as data collection, monitoring, quality inspection, mobile robots, real-time control, etc.
Historically, wireless technologies fell short of the demanding requirements of industrial applications, especially with respect to end-to-end latency, communication service availability, jitter, and determinism. Now 5G is integrated with Fieldbus/industrial Ethernet. However, 5G is rarely used so far in PLC control, including logic control, process control, motion control, for various reasons such as deployments currently cannot fulfill the demanding QoS requirements for such low-latency deterministic communication. With the continuous evolution of technology and the introduction of 5G URLLC to support PLC control, PLC southbound communication will be better supported. Security of the mobile terminal device and secure connectivity are very crucial for successful deployment.
[bookmark: _Toc626][bookmark: _Toc206172511][bookmark: _Toc244772130]Definition of 5G Industrial Gateway
A 5G industrial gateway is used to connect industrial equipment and various IoT subsystems, it plays the role in bridging the upper-layer business systems (such as industrial Internet platforms, MES, ERP, etc.) and the underlying industrial field devices (such as PLCs, sensors, CNC, etc.). The 5G industrial gateway provides data collection and transmission, multi-protocol conversion, 5G/4G wireless communication, data processing and forwarding, virtual private network, local storage, Wi-Fi coverage, remote monitoring, remote control and other functions, and integrating edge computing and AI capabilities to provide services, which are widely used in industrial automation, intelligent manufacturing and other fields. (Ref Figure 2.1)
5G Industrial Gateway takes the mode of direct network connection, there is no relay UE between the gateway and 5G network.
[image: ]
Figure 2.1: Logical architecture of 5G Industrial Gateway
[bookmark: _Toc206172512][bookmark: _Toc8331][bookmark: _Toc244772131]Classification of 5G Industrial Gateway
In the IIoT architecture, the gateway can be located between the devices, or at edge nodes for computing and analysis. (Ref: Figure 2.2-1)
[image: ]
Figure 2.2-1: Gateway in industrial network
5G Industrial Gateways can be classified according to the application scenarios of intelligent manufacturing (Ref: Figure 2.2-2): 
Gateways for Data collection scenarios.
Gateways for Monitoring scenarios.
Gateways for industrial Quality inspection scenarios.
Gateways for Mobile robot scenarios.
Gateways for Remote control scenarios.
Gateways for Control-to-control scenarios.
Gateways for Motion control scenarios. 
Gateways for Positioning scenarios.
[image: ]Figure 2.2-2: Gateways for industrial scenarios
[bookmark: _Toc18572][bookmark: _Toc206172513][bookmark: _Toc244772132]Industrial use case scenarios
[bookmark: _Toc64993170][bookmark: _Toc11071585][bookmark: _Toc16506726]3GPP R16 and later releases define enhanced capabilities for 5G industry applications such as real-time logic control, flexible manufacturing, remote device control, equipment collaborative operation and other extreme industrial scenarios. 5G technology capabilities are able to meet the needs of major industrial application scenarios [14].
Actual industrial scenarios and diverse services have differences in performance requirements (e.g., latency, reliability, jitter, availability, positioning, and timing defined in 3GPP TS 22.261 [9], service requirements for the 5G system and 3GPP TS 22.104 [2], Service requirements for cyber-physical control applications in vertical domains). To continuously expand the applications of 5G in the industrial field, the networks and terminals should be designed to meet the requirements of demanding use cases.
The following recommendations were extracted from 3GPP and 5G-ACIA documents and the values in the following tables in this section are target values and are not requirements.
[bookmark: _Toc32143][bookmark: _Toc206172514][bookmark: _Toc244772133]Data collection
The 5G industrial gateway is connected to field devices such as PLC, instrumentation, CNC machine tools, industrial robots, etc., through serial or network ports. It can collect the process and condition data from the devices and transmit to edge cloud server through 5G, 4G, Wi-Fi, Ethernet. Data pre-processing and protocol conversion are required to ensure accuracy and real-time performance.
[bookmark: OLE_LINK7]The following table (Table 3.1) presents the network recommendations for industrial data collection scenarios.
Table 3.1: Recommendations for Data collection [2]
	Scenario
	Data rate (UL)
	Data rate (DL)
	Message size (UL)
	Message size (DL)
	Communications service availability
	E2E latency

	Advanced metering for general information data collection
	[bookmark: OLE_LINK4]< 2Mbit/s
	< 1Mbit/s
	≤ 256 byte
	≤ 256 byte
	> 99.99%
	< 3s

	Data collection from CNC
	< 2Mbit/s
	≤ 2Mbit/s
	-
	-
	-
	< 10ms


[bookmark: _Toc7056][bookmark: _Toc206172515][bookmark: _Toc244772134]Monitoring
State monitoring, e.g., the level of the liquid of process reactors, is a critical task. Due to the ever-changing states, measurement data is either pulled or pushed from the sensors in a cyclic manner. Some sensors are more conveniently accessed via wireless links, and monitoring via handheld terminals of these sensors, e.g., during maintenance, is also on the rise. This kind of application entails rather modest user experienced data rates (~ 1 Mbit/s); communication service availability is comparably low (99,9%) [9].
The following table (Table 3.2) presents the network recommendations for monitoring scenarios.
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Table 3.2: Recommendations for monitoring scenarios [2] [3]

	Scenario
	Availability 
	E2E latency 
	Transfer interval (UL)
	Data rate (UL)
	Battery lifetime 
	Message size (UL)
	Connections per gateway
	Clock synchronization
	Jitter

	[bookmark: OLE_LINK5]Process monitoring (such as temperature sensor) 
	99.99%
	< 100ms
	100ms - 60s
	≤1Mbit/s
	≥ 5years
	20byte
	<100
	<1ms
	-

	Asset monitoring (such as vibration senso, thermal camera) 
	99.99%
	< 100ms
	≤ 1s
	≤2Mbit/s
	≥ 10years
	250kbyte
	10
	<1ms
	-

	Condition monitoring for safety 
	>99.9999%
	5 -10ms
	-
	-
	-
	-
	10 to 100
	-
	-

	[bookmark: OLE_LINK11]Condition monitoring (such as interval-based or event-based) 
	> 99.9%
	50ms - 1s
	-
	-
	-
	-
	10 to 100
	-
	-

	[bookmark: _Toc13885]Process automation 
	>99.9999%
	50ms
	-
	1Mbit/s
	-
	-
	-
	<1ms
	20ms



[bookmark: _Toc206172516][bookmark: _Toc244772135]Quality inspection
[bookmark: OLE_LINK33]5G Industrial Gateways connected to quality inspection terminals such as industrial cameras or laser scanners providing for high-definition images of product quality to be taken in real time, which are transmitted to an expert system deployed on the MEC through the 5G network, the expert system conducts real-time analysis based on an AI algorithm model to determine whether the product meets the required quality and provides real-time defect detection and automatic alarm.
Table 3.3 presents the network recommendations for quality inspection scenarios.
Table 3.3 Recommendations for quality inspection scenarios [14]

	Scenario
	Data rate (UL)
	Data rate (DL)
	E2E latency
	Reliability

	[bookmark: OLE_LINK9]Machine vision quality inspection scenarios (2K cameras)
	≥100Mbit/s
	≥10Mbit/s
	< 100ms
	99.99%

	Automated quality inspection of welding points with real-time feedback
	≥250Mbit/s
	≥10Mbit/s
	< 20 ms
	99.999%


[bookmark: _Toc206172517][bookmark: _Toc22487][bookmark: _Toc244772136]Mobile robots Communications
Mobile robots and mobile platforms, such as AGVs, have numerous applications in industrial and intra-logistics environments and will play an increasingly important role in the “Factory of the Future”. A mobile robot is essentially a programmable machine able to execute multiple operations, following programmed paths to fulfil a variety of tasks. This means, a mobile robot can perform activities like assistance in work steps, collaboration with other robots, e.g., for car assembly, and transport of goods, materials and other objects. 
AGVs are a sub-group of mobile robots. Today, the AGV’s control intelligence is hosted inside the AGV. In the future, centralized fleet control can be hosted in the edge cloud, which will require reliable wireless communication between the control entity and all AGVs.[2]
Table 3.4 presents the network recommendations for mobile robot scenarios.
Table 3.4 Recommendations for mobile robot scenarios [3]

	Scenario
	Communication service availability
	Message size
	Transfer interval
	Reliability
	UE
speed

	Standard mobile robot operation and traffic management
	> 99,9999%
	40 ~250 byte
	40~ 500ms
	> 99.99%
	<50km/h 

	Cooperative robots
	> 99,9999%
	40 ~250 byte
	10ms ~ 50ms
	> 99.99%
	<50km/h 

	Precise cooperative robotic motion control
	> 99,9999%
	40 ~250 byte
	1ms
	> 99.999%
	≤14 m/s


NOTE: Mobile robots have stringent requirements in terms of latency and service availability. E2E latency < transfer interval, jitter < 50% of transfer interval, Max. number of mobile robots: 100.
[bookmark: _Toc206172518][bookmark: _Toc244772137]Remote control
For PLC remote control, the industrial gateway provides interfaces to connect with the PLC，converts the PLC communication protocol into secure industrial communication protocols, transmits data to the cloud for monitoring and analysis and sends control commands to the PLC remotely.
Table 3.5 presents the network recommendations for remote control scenarios.
Table 3.5 Recommendations for remote control scenarios [2]
	Scenario
	Message size
	Communication service availability
	Transfer interval
	E2E latency
	Reliability
	UE
speed

	Mobile cranes, mobile pumps, fixed portal cranes 
	40~250 byte
	> 99,9999%
	10~100ms
	<12ms
	99.99%
	<8km/h（linear movement）


[bookmark: _Toc586][bookmark: _Toc206172519][bookmark: _Toc244772138]Motion control
Motion control is among the most challenging and demanding closed-loop control applications in industry. A motion control system is responsible for controlling moving and/or rotating parts of machines in a well-defined manner, for example in printing machines, machine tools or packaging machines. Typically, Industrial Ethernet technologies are used for motion control systems. Examples for such technologies are Sercos, PROFINET IRT or EtherCAT, which support cycle times below 50µs.
Industrial robots can be regarded as 3-6 servo drives cooperating to complete various actions, industrial robot control is essential to control those servo motors. At present, 5G networks cannot support motion control scenarios, so 5G-A will gradually penetrate these industrial control scenarios. 
Table 3.6 presents the network recommendations for motion control scenarios.
Table 3.6 Recommendations for motion control scenarios [3]
	Scenario
	Availability
	Message size
	Transfer interval
	E2E latency
	Clock synchronisation
	Jitter

	Printing Machine
	>99.9999%
	20 byte
	2ms
	≤2ms
	< 1µs
	1µs

	Machine Tool
	>99.9999%
	50 byte
	0.5ms
	≤ 0.5ms
	< 1µs
	1µs

	Packaging Machine
	>99.9999%
	40 byte
	1ms
	≤ 1ms
	< 1µs
	1µs


NOTE: Motion control has the most stringent requirements in terms of latency and service availability. The operation is limited to a relatively small service area, where no interaction with the public network (e.g., service continuity, roaming) is required.
[bookmark: _Toc5690][bookmark: _Toc206172520][bookmark: _Toc244772139]Control-to-control.
Communication between different industrial controllers or communication between the multiple controllers for the various components/devices on the assembly line and the central control unit.
The following table (Table 3.7) presents the network recommendations for control-to-control scenarios.
Table 3.7 Recommendations for control-to-control scenarios [3]

	Scenario
	Availability
	Message size
	Transfer interval
	UE
speed
	Clock synchronisation
	Jitter

	Control-to-control for large printing machines
	>99.9999% 
	1kbyte
	≤ 10ms
	stationary
	< 1 µs
	1ms

	Control-to-control for machines in an assembly line
	>99.9999%
	1kbyte
	≤ 50ms
	stationary
	< 1 µs
	20ms


[bookmark: _Toc206172521][bookmark: _Toc10402][bookmark: _Toc244772140]Positioning
On the factory floor, it is important to locate assets and moving objects such as forklifts, or parts to be assembled. The 5G system provides different 5G positioning services, supported by single and hybrid positioning methods to supply absolute and relative position [9]. 
A hybrid 5G indoor positioning solution integrates different positioning technologies e.g. Bluetooth, WLAN, Terrestrial Beacon System (TBS) to provide location services that meet different positioning precision needs in different scenarios [29].
Further guidance can be found in article [27].

Table 3.8 Positioning performance recommendations [2], [14]

	Scenario
	Accuracy
(95% confidence level) 
	Service availability
	Positioning Service latency
	UE speed
	# of Devices
(per km2)

	
	Horizontal
	Vertical
	
	
	
	

	Asset tracking, including equipment, tools and raw materials, in smart factories.
	0.3~3m
(Dependent on size)
	-
	[bookmark: OLE_LINK1]99%
	≤ 1s
	-
	100

	Tracking of AGVs or autonomous forklifts for safety services. 
	1~3m
	< 2.5 m
	95 %
	≤ 250ms
	<30km/h
	10

	Shuttle car navigation for automated logistics distribution.
	≤ 50 cm
	< 3m
	99.9%
	≤ 250ms
	< 30km/h
	1

	Trajectories for indoor autonomous driving systems used in logistics dispatching.
	< 30cm
	-
	99%
	250ms
	< 30km/h
	10

	The goods can be stored or handled to the designated location in automatic logistics.
	< 20cm
	< 20cm
	99%
	1s
	< 30km/h
	-

	Operation of automated assembly lines, e.g., for car assembly.
	< 10 cm
	< 10 cm
	99.9%
	100ms
	-
	-



[bookmark: _Toc206172522][bookmark: _Toc244772141]Gateways for Data collection scenarios 
The recommendations for 5G industrial terminals defined in this section apply to the Type 2 terminals defined in Section 2.1, i.e., 5G industrial gateways. 
[bookmark: _Toc206172523][bookmark: _Toc244772142]Basic feature Recommendations
This section specifies the minimum technical recommendations for 5G Industrial Gateway for data collection.
[bookmark: _Toc206172524][bookmark: _Toc244772143]Physical Interfaces
	[bookmark: OLE_LINK17]TS.69_4.1.1_001
	The gateway MAY support one or more serial ports per TIA/EIA-232-F (RS-232).

	TS.69_4.1.1_002
	The gateway MAY support one or more serial ports per TIA/EIA-485 (RS-485).

	TS.69_4.1.1_003
	The gateway MAY support one or more serial ports per TIA/EIA-422 (RS-422).

	TS.69_4.1.1_004
	The gateway MAY support one or more Ethernet ports per IEEE 802.3i (10BASE-T). 

	TS.69_4.1.1_005
	The gateway MAY support one or more Ethernet ports per IEEE 802.3u (100BASE-TX). 

	TS.69_4.1.1_006
	The gateway MAY support one or more Ethernet ports per IEEE 802.3ab (Gigabit Ethernet). 

	TS.69_4.1.1_007
	The gateway MAY support one or more Ethernet ports per IEEE 802.3ae (10 Gigabit Ethernet).

	TS.69_4.1.1_008
	The gateway MAY support one or more optical fiber interfaces per IEC 61754 series standards [16].

	TS.69_4.1.1_009
	The gateway MAY provide a DI/DO (Digital Input / Digital Output) interface.
Note: DI/DO interfaces are typically used for industrial sensor and actuator integration.

	TS.69_4.1.1_010
	If connected or integrated to a public mobile network or private network using UICC credentials, the gateway SHALL support at least one SIM and/or eSIM compliant with GSMA and 3GPP specifications. 

	TS.69_4.1.1_011
	The gateway MAY support a Universal Serial Bus (USB) interface compliant with USB3.0 or later Specification by USB Implementers Forum.

	TS.69_4.1.1_012
	The gateway MAY support a SD/Micro SD card slot compliant with electrical specifications by SD Association.

	TS.69_4.1.1_013
	The gateway SHOULD support at least one power connector (e.g., DC plug).

	TS.69_4.1.1_014
	The gateway MAY support PoE (Power over Ethernet) compliant with IEEE 802.3af standard.

	TS.69_4.1.1_015
	The gateway MAY support PoE (Power over Ethernet) compliant with IEEE 802.3at standard.

	TS.69_4.1.1_016
	The gateway MAY support PoE (Power over Ethernet) compliant with IEEE 802.3bt standard.

	TS.69_4.1.1_017
	The gateway MAY support one or more HDMI/Display Port for local monitoring and data display scenarios.

	TS.69_4.1.1_018
	The gateway SHOULD support one or more USB Type-C Port compliant with USB Implementers Forum (USB-IF) standards.

	TS.69_4.1.1_019
	The gateway MAY support the configuration of Ethernet PDU session types, as specified in [37]. 

	TS.69_4.1.1_020
	The gateway MAY support 5G time synchronization through SIB9 integration, compliant with 3GPP TS 22.104 [2]. 


[bookmark: _Toc206172525][bookmark: _Toc244772144]Wireless Connectivity
	TS.69_4.1.2_001
	The gateway SHALL support 5G SA network connectivity.

	TS.69_4.1.2_002
	The gateway SHOULD support 5G NSA network connectivity.

	TS.69_4.1.2_003
	The gateway SHOULD integrate a Wi-Fi 5 or higher Access Point (AP).

	[bookmark: _Toc31357]TS.69_4.1.2_004
	The gateway MAY integrate Bluetooth, ZigBee (IEEE 802.15.4) and other wireless communication modules.
Note: The type of wireless communication modules is dependent on market and industrial users’ needs.

	TS.69_4.1.2_005
	[bookmark: OLE_LINK19]The gateway SHALL support TLS v1.2 or later.

	[bookmark: _Toc143248916][bookmark: _Toc206172526]TS.69_4.1.2_006
	The gateway SHALL comply with the security requirements as specified in 3GPP TS 33.501 [35], including:
mutual authentication between the UE and the network as specified in 6.1.1
privacy protection as specified in 6.12
user data and signaling data protection as specified in 5.3.3


	TS.69_4.1.2_007
	The gateway SHALL comply with the IoT security guidelines specified in GSMA FS.60 [42].


[bookmark: _Toc244772145]Industrial Protection
Industrial gateways typically use rugged metal shells for dustproof, waterproof, seismic resistance, high and low temperature resistance, anti-electromagnetic interference (EMI), and other features. These features enable industrial gateways to operate stably in harsh industrial environments, ensuring secure data transmission and long-term reliability of equipment. 

	TS.69_4.1.3_001
	Indoor gateway SHOULD support at least IP30 (IEC 60529) protection.

	TS.69_4.1.3_002
	Outdoor gateway SHOULD support at least IP67 (IEC 60529) protection.

	TS.69_4.1.3_003
	The gateway SHOULD support an ambient operating temperature range of -40°C to+70°C or higher.

	TS.69_4.1.3_004
	The gateway SHALL comply with IEC 61000 series standards.

	TS.69_4.1.3_005
	The gateway MAY support explosion protection (ATEX).


[bookmark: _Toc206172527][bookmark: _Toc244772146]Northbound and Southbound Protocols


	TS.69_4.1.4_001
	For any communication protocol supported by the gateway that has both secure and insecure variants, the gateway SHALL use the secure variant.

	TS.69_4.1.4_002
	For any communication protocol supported by the gateway that has both secure and insecure variants, the gateway SHALL disable all insecure variants by default, unless explicitly required by a specific industrial use case and authorized by the user.

	TS.69_4.1.4_003
	The gateway SHOULD support IPv6 per RFC 8200 [19].

	TS.69_4.1.4_004
	[bookmark: OLE_LINK23]The gateway SHOULD support IPv4 per RFC 791 [20].  

	TS.69_4.1.4_005
	If the gateway supports Dual Stack, the gateway SHALL support IPv4/IPv6 dual stack. 
Note: This ensures proper roaming on mobile networks supporting IPv4 only, IPv6 only or dual stack.

	TS.69_4.1.4_006
	The gateway MAY support EtherCAT and EtherCAT G/G10.

	TS.69_4.1.4_007
	If EtherCAT is supported, the gateway SHALL adopt layer 2 isolation and access control to protect protocol traffic against eavesdropping, tampering and unauthorized access.

	TS.69_4.1.4_008
	The gateway MAY support EtherNet/IP.

	TS.69_4.1.4_009
	If EtherNet/IP is supported, the gateway SHALL enforce access control and traffic isolation to prevent spoofing and malicious injection.

	TS.69_4.1.4_010
	The gateway MAY support DeviceNet.

	TS.69_4.1.4_011
	If DeviceNet is supported, the gateway SHALL deploy bus isolation and security control mechanisms to mitigate tampering and spoofing risks.

	TS.69_4.1.4_012
	The gateway MAY support CANopen.

	TS.69_4.1.4_013
	If CANopen is supported, the gateway SHALL adopt isolation and protection mechanisms to defend against replay attacks and data tampering.

	[bookmark: OLE_LINK32]TS.69_4.1.4_014
	The gateway MAY support SyncE [40].

	TS.69_4.1.4_015
	If SyncE is supported, the gateway SHALL implement network isolation and access control to protect synchronous timing information against tampering and malicious injection.

	TS.69_4.1.4_016
	[bookmark: OLE_LINK15][bookmark: OLE_LINK21]The gateway MAY support NTP. 

	TS.69_4.1.4_017
	If NTP is supported, the gateway SHALL implement NTPv4 or later per RFC 5905 [45].

	TS.69_4.1.4_018
	If NTP is supported, the gateway SHALL support authenticated time synchronization per RFC 8915 [46].
Note: Authenticated time synchronization prevents time spoofing and replay attacks.

	TS.69_4.1.4_019
	The gateway MAY support IEEE 1588 PTP.
Note: Precision Time Protocol can achieve synchronization better than 1μs. 

	[bookmark: _Toc206172528]TS.69_4.1.4_020
	If PTP is supported, the gateway SHALL implement message authentication and integrity protection per IEEE 1588-2019 [22].


[bookmark: _Toc244772147]Remote Device Management Protocols
5G industrial gateways need to support multiple remote device management protocols for operators to be able to manage them remotely through an application layer protocol. 

	[bookmark: OLE_LINK22]TS.69_4.1.5_001
	The gateway MAY support BBF TR-069 [23].

	TS.69_4.1.5_002
	If BBF TR-069 is supported, the gateway SHALL use encryption over TLS v1.2 or later.
Note: TLS encryption protects configuration data and credentials from interception and tampering.

	TS.69_4.1.5_003
	If BBF TR-069 is supported, the gateway SHALL support mutual authentication over TLS.

	[bookmark: OLE_LINK27]TS.69_4.1.5_004
	The gateway MAY support OMA DM [24].

	TS.69_4.1.5_005
	If OMA DM is supported, the gateway SHALL use encryption over TLS v1.2 or later.
Note: TLS encryption secures device management commands and user data against eavesdropping.

	TS.69_4.1.5_006
	If OMA DM is supported, the gateway SHALL support mutual authentication over TLS.

	[bookmark: OLE_LINK18]TS.69_4.1.5_007
	The gateway MAY support LwM2M [25]. 

	TS.69_4.1.5_008
	If LwM2M is supported, the gateway SHALL use encryption over DTLS v1.2 or later.
Note: DTLS protects lightweight IoT signalling and payloads over UDP-based transmission.

	[bookmark: _Toc206172529]TS.69_4.1.5_009
	If LwM2M is supported, the gateway SHALL support mutual authentication over DTLS.

	[bookmark: OLE_LINK28]TS.69_4.1.5_010
	[bookmark: OLE_LINK26]The gateway SHALL support secure bootstrapping of credentials for any remote device management protocol supported.

	TS.69_4.1.5_011
	The gateway SHALL allow operators to disable any unused management protocol.


[bookmark: _Toc244772148]5G Performance Recommendations
	TS.69_4.2_001
	The gateway SHOULD support UL data rate >10Mbit/s.

	TS.69_4.2_002
	The gateway processing and forward latency SHOULD be less than 10ms.
Note: Latency here refers to the total time required for a packet to be processed and forwarded through the gateway, as well as transmitted to the 5G base station.

	TS.69_4.2_003
	The gateway reliability SHOULD be more than 99.99%.
Note: Reliability refers to the probability of successful transmission of a packet provided there are no 5G network resource constraints.


[bookmark: _Toc206172530][bookmark: _Toc333330464][bookmark: _Ref329687100][bookmark: _Toc8886][bookmark: _Toc327548013][bookmark: _Toc327548213][bookmark: _Toc244772149]Gateways for Monitoring scenarios
[bookmark: _Toc206172531][bookmark: _Toc244772150]Basic features Recommendations
Same recommendations as defined in section 4.1.
[bookmark: _Toc206172532][bookmark: _Toc244772151]Physical Interfaces
Same recommendations as defined in section 4.1.1.
[bookmark: _Toc206172533][bookmark: _Toc244772152]Wireless Connectivity
Same recommendations as defined in section 4.1.2 plus TS.69_5.1.2_001 below.

	TS.69_5.1.2_001
	The gateway SHOULD integrate Bluetooth, ZigBee (IEEE 802.15.4) and other wireless communication modules.
Note: The type of wireless communication modules is dependent on market and industrial users’ needs.



[bookmark: _Toc206172534][bookmark: _Toc244772153]Industrial Protection
Same recommendations as defined in section 4.1.3.
[bookmark: _Toc206172535][bookmark: _Toc244772154]Protocols
Same recommendations as defined in section 4.1.4.
[bookmark: _Toc206172536][bookmark: _Toc244772155]Management
Same recommendations as defined in section 4.1.5.
[bookmark: _Toc206172537][bookmark: _Toc244772156]5G Performance Recommendations
The recommendations in this section apply to the 5G communication module in the Gateway.

	TS.69_5.2_001
	The 5G communication module SHOULD support UL data rate >2Mbit/s.

	TS.69_5.2_002
	The gateway latency SHALL be less than 100ms.
Note: Latency here refers to the total time required for a packet to be processed and forwarded through the gateway, as well as transmitted to the 5G base station.


[bookmark: _Toc206172538][bookmark: _Toc244772157]Gateways for Quality inspection scenarios
[bookmark: _Toc206172539][bookmark: _Toc244772158]Basic features Recommendations
Same recommendations as defined in section 5.1.
[bookmark: _Toc206172540][bookmark: _Toc244772159]Edge Computing Recommendations
5G industrial gateway for quality inspection requires MEC capabilities, hardware specifications should align with the requirements for real-time data processing, low power consumption, and high-performance computing. 

	TS.69_6.2_001
	The gateway SHOULD support Edge Computing.

	TS.69_6.2_002
	The gateway MAY support AI algorithm processing.

	TS.69_6.2_003
	The gateway MAY provide local wireless external interfaces.

	TS.69_6.2_004
	The gateway MAY integrate a GPU accelerator, for intensive graphics processing, machine learning inference, or image/video analytics.

	TS.69_6.2_005
	The gateway MAY provide local hardwired external interfaces.

	TS.69_6.2_006
	The gateway MAY support an Edge Computing Engine, for simple data analysis and local decision-making.



[bookmark: _Toc206172541][bookmark: _Toc244772160]5G Performance Recommendations
	TS.69_6.3_001
	The gateway SHOULD support UL data rate >1Gbit/s.

	TS.69_6.3_002
	The gateway SHOULD support DL data rate >1Gbit/s.

	TS.69_6.3_003
	The gateway processing and forward latency SHOULD be less than 500ms UL.
Note: Latency here refers to the total time required for a packet to be processed and forwarded through the gateway, as well as transmitted to the 5G base station.

	TS.69_6.3_004
	The gateway processing and forward latency SHOULD be less than 500ms DL.
Note: Latency here refers to the total time required for a packet to be processed and forwarded through the gateway, as well as transmitted to the 5G base station.

	TS.69_6.3_005
	The gateway Reliability SHOULD be more than 99.99%.
Note: Reliability refers to the probability of successful transmission of a packet provided there are no 5G network resource constraints.


[bookmark: _Toc206172542][bookmark: _Toc244772161]Gateways for Positioning scenarios
[bookmark: _Toc206172543][bookmark: _Toc244772162]Basic features Recommendations
Same recommendations as defined in section 4.1.
[bookmark: _Toc206172544][bookmark: _Toc244772163]Positioning technologies Recommendations
	TS.69_7.2_001
	The gateway MAY support one or more indoor positioning technologies defined in 3GPP TS 38.305 [29].
Note: Positioning technologies are dependent on the requirement of positioning accuracy and industrial users’ needs.

	TS.69_7.2_002
	The gateway MAY integrate one or more GNSS-based positioning technologies defined in 3GPP TS 38.305 [29].
Note: Outdoor IIoT gateways employ GNSS-based positioning depending on the size & density of the factory and based on the use cases and demands.



[bookmark: _Toc206172545][bookmark: _Toc244772164]5G Positioning Performance Recommendations
	TS.69_7.3_001
	The gateway SHALL support Release 16 or later for 5G NR positioning algorithms. 

	TS.69_7.3_002
	The gateway MAY support 5G NR positioning enhancements, defined in 3GPP TS 38.305 [29].

	TS.69_7.3_003
	For indoor logistics use cases (see 3GPP TS 22.104 [2]), the indoor gateway SHOULD support one or more hybrid positioning technologies as defined in 3GPP TS 38.305 [29].

	TS.69_7.3_004
	The gateway SHOULD support the positioning performance metrics defined in Table 3.2.8 as applicable to the use case.


[bookmark: _Toc206172546][bookmark: _Toc244772165]Gateways for Real-time Control scenarios
The gateway is designed for the demanding industrial control scenarios such as remote control, control-to-control, mobile robots, motion control, and more. For instance, the 5G gateway supports latency as low as 1 millisecond, which is essential for applications in industrial automation and real-time control systems. These low-latency capabilities enable more responsive and efficient operations in various industrial settings, ensuring seamless communication and data transfer between devices and systems.
[bookmark: _Toc206172547][bookmark: _Toc244772166]Basic features Recommendations
[bookmark: _Toc206172548][bookmark: _Toc244772167]Physical Interfaces
Same recommendations as defined in section 4.1.1.
[bookmark: _Toc206172549][bookmark: _Toc244772168]Wireless Connectivity
Same recommendations as defined in section 4.1.2.
[bookmark: _Toc206172550][bookmark: _Toc244772169]Industrial Protection
Same recommendations as defined in section 4.1.3.
[bookmark: _Toc206172551][bookmark: _Toc244772170]Precision Clock Synchronization Protocols
The recommendations defined in section 4.1.4 also apply.
	TS.69_8.1.4_001
	If the gateway supports Precision Clock Synchronization, it SHOULD support PTP (IEEE 1588-2019) [22].

	TS.69_8.1.4_002
	If the gateway supports Precision Clock Synchronization, it MAY support PTP+SyncE [40].

	TS.69_8.1.4_003
	If the gateway supports Precision Clock Synchronization, it SHOULD support PTP IEEE 802.1AS [26]. 

	TS.69_8.1.4_004
	If the gateway supports Precision Clock Synchronization, it MAY support ITU-TG.8275.1 [38] and ITU-TG.8275.2 [39]

	TS.69_8.1.4_005
	If the gateway supports Precision Clock Synchronization, it MAY support PTP IEEE 1588-2019 [22] default profile.


[bookmark: _Toc206172552][bookmark: _Toc244772171]Management
Same recommendations as defined in section 4.1.5.
[bookmark: _Toc206172553][bookmark: _Toc244772172]Time Synchronization Recommendations
	TS.69_8.2_001
	The gateway SHOULD integrate Precision Clock Synchronization module compliant with IEEE-1588 Standards.[22]

	TS.69_8.2_002
	The gateway SHOULD support timing and synchronization for TSN (Time-Sensitive Networking) compliant with IEEE 802.1AS standards [26].

	TS.69_8.2_003
	The gateway MAY integrate IRIG-B /1PPS module.
Note: This optional time reference output (1PPS and IRIG-B physical connectors) may come from the "5G module" block of the Logical Architecture (Figure 2.1-1). Time reference can also be supported using an NTP or PTP instance.

	TS.69_8.2_004
	The gateway MAY support [38] and [39].

	TS.69_8.2_005
	The gateway MAY support IEEE 1588-2019 default profile [22].


[bookmark: _Toc206172554][bookmark: _Toc244772173]5G Performance Recommendations
	TS.69_8.3_001
	The gateway SHOULD support 5G-Advanced (3GPP R18 or later) network capabilities.

	[bookmark: OLE_LINK2]TS.69_8.3_002
	For process monitoring scenarios, the gateway SHOULD support performance metrics as defined in Table 3.2 (Recommendations for monitoring scenarios) for the corresponding use case.

	TS.69_8.3_003
	For mobile robot scenarios, the gateway SHOULD support performance metrics as defined in Table 3.4 (Recommendations for mobile robots scenarios) for the corresponding use case.

	TS.69_8.3_004
	For remote control scenarios, the gateway SHOULD support performance metrics as defined in Table 3.5 (Recommendations for remote control scenarios) for the corresponding use case.

	TS.69_8.3_005
	For motion control scenarios, the gateway SHOULD support performance metrics as defined in Table 3.6 (Recommendations for motion control scenarios) for the corresponding use case.

	TS.69_8.3_006
	For control-to-control scenarios, the gateway SHOULD support performance metrics as defined in Table 3.7 (Recommendations for control-to-control scenarios) for the corresponding use case.

	TS.69_8.3_007
	The gateway SHOULD support the decoding and processing of SIB9 network-based timing information.

	TS.69_8.3_008
	The gateway MAY support the function of Device Side TSN Translator (DS-TT) to enable the integration into a 5G TSN bridge.




[bookmark: _Toc206172555][bookmark: _Toc244772174]Document Management
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Your comments or suggestions & questions are always welcome.
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