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What is Mobile Connect
for MNO ?




Unmatched end to end solution

1. Complete authenticator ‘out of the box’: SIM + SMS
authentication / small footprint SIM applet + authenticator
policy management

2. Mobile Connect Accelerator : subscriber management + self
care portals — Identity Gateway — Service provider integration
and management

3. Discovery services : APl Exchange integration — portability
data base integration




Our approach with Mobile Connect for MNO

Mobile Connect for MNO is:

'
'
,,,,,

" ® Managed cloud solution hosted in OAB Datacenters

,,,,,

| A fully multi-lingual (ISO characters) small footprint -7 KB- Cardlet :
| LOA2 & LOAS - designed for eIDAS compatibility

~~® Ahighly scalable SaaS offer [ @ | ‘ L

- Fully independent and separated business functions & Databases

: fffff o Fu"y redundant “

. Reliable and scalable



Mobile Connect for MNO is a hosted complete package
enabling MNOs to launch Mobile Connect Services

Our offer includes the following services:
SMS OTP

Personal
data

= Mobile Connect for MNO platform: AE + dedicated E
MASP + dedicated OIDC

= Java Card Applet for unlimited users + SMS OTP
fallback

= White label Customer Care + Self Care web

environments
. : strong

Pro active platform management authentication m
= Support helpdesk to MNO

[

= Hosting



Mobile Connect Services available

> MC4AMNO SIM based authenticator offers :

- LOA2 Authentication — which is the basis to Freemium applications
such as described by GSMA

- LOAS3 Higher security authentication + Autorisation + ldentity +
Attributes + Payment features that represent the large part of
monetisable services



Hosted @ Orange Applications for Business Datacenter

Managed by dedicated OAB resources following ITIL methodology
SPoC to manage your service

Global QoS (infrastructure / platform / Service)

Service level reporting (vs platform of server reporting)

Recovery Time Objective (RTO/GTR) : 4 hours
Guaranteed Intervention Time (GIT/GTI) : 15 minutes
Service Level Availability (SLA) : 99.85%




Service management

Monthly reporting

= Key Performance Indicators
= Problem reporting

Pro active scalability management

= Increase capability of servers (Ram, cpu,...)
= |ncrease number of servers to load balance

Software maintenance - Platform & Cardlet

= Bug correction
= Product roadmap + lifecycle management



MNO support

= Support to ITIL standards

= Level 1 to level 3 support .
= SPoC

= Customer care portal for your customer support
representatives
Web services with Mobile Connect for MNO functionalities

= Self care portal for end-users
* Registration
* Reset code
« Usage statistics




Current platform footprint

==

Full commercial launches in Spain, Marocco and Egypt
10



Mobile Connect for MNO

Functional Architecture
& Technical Requirements




Functional architecture

Local Identity enablers
(optional)

Identity
Authentication |

SSO
/

OIDC
interface




Abbreviations

= OIDC : OpenID Connect

« Authentication protocol based on Oauth 2.0

= OTA : Over The Air
* includes OTA Gateway

= |dentity Gateway

« serves as connector between OIDC request coming from
service providers and the Mobile Connect for MNO platform

= MC API : Mobile Connect API

« connector to AE
= AE : Acquiring Entity

« mutualized server which routes and performs authentication
requests towards MASP servers

= MASP : Mobile Authentication Service Provider

« dedicated server which emits authentication requests to
mobile via the MNO OTA

13



Technical Requirements

Cardlet compatible with most R5 / R6 release
SIMS

= Available OTA with VPN connection. | e | R

Global Platform 2.1.1 version march 2003 2.0.1
OAB will provide a Standardized
Javacard 2.2.1 2.1.1

31.130 R6 v6.2 GSM 03.19 R5 v5.4.0

Service Contract to MNO for

102.241 R6 v6.7.0 NA

integration purposes.

* Available SMS-C with VPN - Network Connection to MNO Information
connection System - provisioning , customer care, self
care & OIDC / IS attribute sharing with VPN
connection.

14



Mobile Connect for MNO

Portals

15



Mobile Connect Enrolment (Self Care) — Sign up in less than 5 minutes

/Nouvel onglet
- ¢ [q]

i1 Applications i Bookmarks

[ httpy//192.168.1.1/ ..

Mobile Connect

Mobile Connect est un service securisé qui vous permet d'acceder a tous vos services favoris et vos comptes

securisés en entrant un simple mot de passe a 4 chiffres sur votre téléphone mobile

2. 3.

= -
8 Se déconnecter

Mon comple

EEED

AN

Entrez votre mot de passe 8 4
chiffras sur votre téléphons.

Accédez directermnenant & votre
senice sans conndtre votre nom

Allez sur votre compte et cliquez sur
d'utiisateur et votre mot de passe.

‘Mobile Connect’.

Pour souscrire ou accéder a votre espace Mobile Connect, cliquez sur le bouton suivant

Mon espace Mobile Connect
ad.francetelecom.fr
Accés Internet

16




Enrolment - Step 2: Sign up T&Cs

Ny
n

/ Nouvel onglet x
c [a]

31 Applications i Bookmarks [ http://192.168.1.1/ ...

Bienvenue

Merci d"avoir choisi de vous enregistrer a Mobile Connect.
Assurez-vous que votre téléphone mobile est a portée de main, allumeé et sous

couverture réseau.

Apres avoir accepté les conditions générales d utilisation, cliquez sur suivant pour
continuer I'enregistrement.

Voir les conditions générales d utilisation

Jaccepte les conditions générales d'utilisation

- T&Cs management .




Enrolment - Step 3: 2 secret questions

¢ a a 7 =

[ i3 Applications e Bookmarks [J http:/192.168.1.1/ ..

Enregistrement

Merci de choisir les questions secrétes qui permettront de garantir le bon usage des
fonctions les plus sensibles.

m
[
i

- Secret questions are designed to protect access to most sensitive requests
in self-care

PIN change (code forgotten)
PIN reset (more than 3 mistakes)

18



Step 4 : Applet download via OTA

> Download confirmed by SMS

N N e ————— —

1 D s togues vient s 0., | sescore I -G Somvenin e %+ F ee0c0Orange F 4G 7 46 %M )
€ @ . oangese 3 O n 40 =

L] 2 B Envoifichiers & W e © L]

I svicme France M Orange Intranet @ AGRESSO Y Portfolic - mytools M Aviome bntemstionsl @ Portail congés @ TON CLENT M A DIT

.
e —— P - /I 3

Mobile Connect

vendredi 1 avril

Votre enregistrement 3 Mobile Connect comprend plusieurs étapes.
Vous pouvez fermer votre navigateur et vous ecter suivre Finstallation, veiliez
cependant a conserver votre teiéphone aliume.

@ 20265
Enregistrement en cours Installation réussie. Finalisez votre
G liodiiitonserviinsSiikihons inscription au moment de votre
Avant de conliber assurez-vous & avor votr tekphone 3 potée de main

’ choix sur https://
Srietonsitinte cade prness selfcare.mobileconnect.orange.fr
Configuration de votre téléphone

Confirmation de votre inscription

I

©OMNge201  Informationskgakes  Domséesporsomeles  Lescookies  Pubichd  Miemets  AFPI  Signalerua Contomu Mcte

Contact Everyone — présentation externe 19



Step 5 : Initialize PIN on Mobile

> PIN is securely stored on SIM

I o e TV V0D e Msiaue Prese Q. i tnsms || ko
Veuillez saisir un nouveau
code Mobile Connect a 4

Mobile Connect :
chiffres

Envoyer

L
7 8 9
pars Tov wxvz

+ %4 0 (&)

Create

Contact Everyone — présentation externe 20

Veuillez confirmer votre code
Mobile Connect

Envoyer

Confirm

Code Mobile Connect initialisé

End



Step 6 : Wrap up

> |ast confirmation by entering PIN on Phone

Echier Edtion Afchage Hetorque Muwaue-pages Quts | o g
0 L eogues wientde 0. x| serce 8 e Cup St de . % |+
€8 o840 =

o ichies u. M pte © - 048 1 Ao Fronce BB Ormme ntrant @ AGRESSO S Pofob - mytoos B Avome bteutions! @ Port congés @ TON CLENT M A DT

9 Grange idecconter.. & Arevsse G

Womes = TV V0D Jdoux Musioue Presse Q. Boubaue Eepceclant Ascitanca SeanKiLOEA +

Mobile Connect

Votre enregistrement a Modile Connect comprend plusieurs étapes.
Vous pouvez femer votre navigateur et vous reconnecter & tout moment pour sulvre Minstaliation, veilex

cependant 4 cons elepnone allume.

Ve

ogin

Installation sur votre téléphone

Création de votre code personnel '

Configuration de votre téléphone

LS SR NN

Confirmation de votre inscription

COrNGe2016  miomaborskgses  Doméespersomeles  Lescookes  Pubicd  emets AL Sumalerun contenu ics

Contact Everyone — présentation externe 21

eecc0 Orange F 4G 12i24

Enregistrement au service
Mobile Connect

Envoyer

PQRS TUV wXYz

+ %3 0 &

OrangeF 4G 12:24

Authentification réussie




Selfcare 1/2

Fichier Edition Affichage Historique Marque-pages Outils I

(¢

@ | hitpsi//s

& |[Q Rechercher o & 4 ® =

¥ Orange Videoconferen... @ Annuaire Groupe @ Envoifichiers & English Language & U... I Pepite € E-travelmanagement B accueil intranct 0AB M Axiome France M OrangeIntranet @ AGRESSO Y Portfolio - mytools M Axiome Intemational @ Portail congés @ TON CLIENT M A DIT

Q Infonag v TV VOD Jeux Musique Presse Q Boutique Espace client Assistance

= Comg liés Hi: ique des tr

Réinitialiser le code PIN Mobile Connect

& Modifier le code Antispam

a Se désinscrire

© Orange 2016 tions 164 Donnés Les cookies Publicité. Internet + AFPI

https://selfcare.mobileconnect.orange.fr/selfcare/
-——

Sean KILDEA ~

signaler un contenu illicite

Contact Everyone — présentation externe 22

Reset PIN

Change Antji
Spam code

Unlock

T&Cs
Unsubscribe



Selfcare 2/2

0

€ a e mot ngest/sefcare/a/hom, tons & || Q Rechercher O f 40 =

M Orange -] i @ Envoi fichiers & M pepite © - i ™ A - @ AGRESSO oy wtools M Axi @ TON CLIENT M A DIT
ﬁﬁﬁﬁ Infomag v TV VOD Jeux Musique Presse Q Boutique Espace client Assistance d’s.unmu-

= Comptesliés Historique des transactions

Date

Fournisseur de services Statut D
01/04/2016 12:24 selfcare Validée B8PN77JLGF3
©Orange 201! Les cookies. Publicité Internet +

AP Signaler un contenu ilicite.

Contact Everyone — présentation externe 23

> Transaction
history

> List of SPs
subscribed to



Mobile Connect for MNO

Economical Models

24



Build and Run PAYG model basics - to be discussed

« One time setup fees

« Including platform setup and integration

« Excludes specific translations (upon request)

« Unlimited user Cardlet license (within standard

implementation)

25

« Basic service fee for platform including first

5% of total customer/SIM base

« Extended service fee per active user > 5% user

base (used the service once in last 12 months)



Additional optional services

« Service Localization (self care and customer care)
« Cardlet customization
« Cardlet for unsupported SIMs
« Business consulting
W\

« Aggregator Services

26



Orange Applications for Business

Presentation

27



gathering application and integration expertise in a single

entity

complementary growth
areas

unique business integration of
systems to enhance your business
performance

customer big data analytics Internet of Things
experience
v v v
create a unique 360° extract business run connected
customer journey insights from data = things and machines

the power of a telecom operator with the expertise of a digital
services provider
your specialist for digital transformation

28



Key figures

customers

from SMEs to MNCs (300
outside France and 7,000 with
SaaS solutions)

60,000
M2M devices

(smart products)

UK
Y ’Benelux
Francgal «Beijing
SAtlanta
Dubai

employees

Q
Singapore

including +250 outside France

a unique team around the-world

11 million + € 300
app store million

downloads

turnover in 2013



Main know-hows and certifications

Experience

For over 25 years, Orange Applications for Business has managed critical
systems for its customers operating with several levels of certification O

= Certified CMMI Level 3 for Software Development
= Conforming to processed methodology ITIL rev 3 (ISO 21000) for Operation

of Services. Most of operational teams are ITIL certified
= |SO 9001 on several OAB business lines

= Several OAB employees are certified “ISO 27001 Lead Implementer” for %

Certifications information security management system.
= OAB follows best practice recommendations on information security

management of ISO 27002 and security rules published by ANSSI.
= OAB operates some PCI-DSS certified payment services

= OAB TSM allowing deployment of NFC Mobile Payment is certified by
Mastercard since 2013;

Member of - GlobalPlatform (System Committee)

Industrial - AFSCM (Association Francaise du Sans Contact Mobile)

organization - ADCET (‘alliance pour le développement des transactions électroniques dans les collectivités
territoriales) 30




Thank you




