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It is vital for digital service
providers to reduce friction
and increase loyalty to
maximise the number of
successful transactions

69%

2011

connect

Sources: Bl Intelligence, Barilliance / Business Insider



UNIVERSAL LOGIN

ACCESS AND MANAGE YOUR BANK ACCOUNT

SHOP ONLINE AND MANAGE TRANSACTIONS

ACCESS YOUR PERSONAL HEALTH RECORD

MANAGE LOYALTY PROGRAMMES
Secure digital identity is now in our

hands

AND MANY MORE....



IDENTITY THEFT,
FRAUD

In 2013 Government documents/benefits fraud (34%) was
the most common form of reported identity theft, followed
by credit card fraud (17%), phone or utilities fraud (14%), and
bank fraud (8%). Other significant categories of identity theft
reported by victims were employment-related fraud (6%) and
loan fraud (4%).
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“The identity I stole was a fake!
Boy, you just can’t trust people these days!”

Sources: GSMA Consumer Research 2015



SOMETHING

STRONG SECURITY K X

Simple Authentication Single factor = “something | have”

“Standard internet security” comparable to passwords and
SMS one-time-passwords

Choice of user experience:

* Seamless

* Click OK

(Level of Assurance 2)

Used to build a large base of enabled users

Two-factor Authentication Two factors = “something | have and something | know”

Higher levels of security (Level of Assurance 3)

* Enter PIN : e -
may allow premium authentication services

Strong Authentication Very high levels of security (Level of Assurance 4),
including non-repudiation based on wireless Public Key

« Enter PIN Infrastructure (wPKl), requires crypto-SIM and applet

* WPKI encryption

Sources: GSMA Consumer Research 2015



f Request for Permission

ArticlesBase is requesting permission to do the following:

DO YOU REALLY [Ne==
NEED TO KNOW [



CONTROL OF
PERSONAL DATA

Consumers expect digital services that are secu
transparency on what information is being col

g~ 2

do not see enough value
in online shopping to
compromise their security

want transparency around
8 2 % when and what personal

information is being collected

however, are ok sharing
600/ personal data in exchange for
0 deals and benefits

Source: GSMA Consumer Research 2015
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https://mssp.orange-business.com/mystore/

ENHANCING
CONSUMER
ENGAGEMENT

Mobile Connect provides simple, secure ar
convenient access to online services, replacing the v
need for multiple usernames and passwords 5

It combines the user’s uniqgue mobile number and
an optional PIN for added security, to vesifeand
authenticate their identity
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