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1. Digital is everywhere – and mobile is everything; 

valuable services are turning digital (and mobile) -

globally

2. Security in the digital world is not up the task but 

alternatives are growing 

3. Major regulatory changes underway

• China: Cyber security and privacy law

• Europe: eIDAS, PSD2, GDPR

• US: NIST recommendations 
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Major market trends are driving the need for secure digital identity 

• Mobile identity industry 

is estimated to be worth 

88bn by 20201

• Average cost of security 

is $141 per record 

stolen2

• Businesses have lost 

up to 40% of their 

revenue in customer 

churn due to negative 

brand reputation3

[1] GSMA Intelligence, 2017.

[2] IBM Global Report – cost of data breaches. SOURCE: https://www.ibm.com/security/data-breach/

[3] http://blog.securitymetrics.com/2016/10/-how-much-does-a-data-breach-cost.html
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• 82% of users satisfied  (46% 

very satisfied) (Orange Spain)

• 92% of active users perceive 

Mobile Connect as a useful 

solution (Orange Spain)

• 97% said that it worked well 

and they would use it again 
(Turkcell)

• Very fast seamless 

authentication – better than 

SMS OTP (India)

• 30% of all log-ins to self-care 

portal via Mobile Connect 
(Turkcell)

• 10-12x transactions per month 
(Norway, Finland, Korea)

• 75% prefer Mobile Connect to 

passwords (10%) (Orange Spain)

• Proven willingness to pay 
(Norway, Estonia, Finland)

• Privacy protection is important 

for money-related services 
(India)

• Net promoter score +27% 
(Orange Spain)

• 3rd most important reason 

to chose a mobile operator 

– 88% (Telenor Norway)

Good user experience Found useful Promoted

Personal Data – Mobile Connect4

End-users find Mobile Connect useful 

“Why did Turkcell not 

deploy it earlier?”
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• Improve user experience

• New business models and services 

• Reduce user friction; strengthen 

engagement

• Customer insights

• Reduce costs 

• Reduce fraud

• Frictionless security

• Innovation

• Regulatory compliance

Personal Data – Mobile Connect5

Strong market interest in Mobile Connect services

• Seamless and secure log-ins

• Convenient enhanced authentication 

• Step-up authentication upon risk detection

• Convenient, secure payment authorisation

• Authorisation to add new payee to account

• Account sign-up

• Confirmation of user’s identity

• Verify customer records to support know-your-customer (KYC) 

and anti-money laundering (AML) regulation

• Notice of fraud indicators (SIM change, active call diverts, device 

lost/stolen, account status)

• Verify user info and device for mobile wallet 

• Verify validity of phone number change

• Age verification

Use case examplesBenefits
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Use cases deployed

 User data verification

 Payment transaction authorisation

 Log-in with mobile number 

 Device trustfulness to reduce fraud

 Share true identity 

 Call centre authentication

 Age verification

6

Mobile Connect service deployments

Identity – Mobile Connect
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GSMA MC Link – to simplify commercial availability globally

• Mobile Connect Link allows service providers, channel partners and other MNOs to buy Mobile Connect from 

a one entity (MC Link) as MC Link resells Mobile Connect services from participating operators

• MC Link hides supply side fragmentation and creates one-stop-shop for Mobile Connect services

• MC Link offers a single contract and price, technical support, 24/7 service monitoring, and billing

• With MC Link, service providers access Mobile Connect across MNOs seamlessly, making it easier to use MC

Users

MC Link

MNO 1

MNO 2

MNO 3

Unified commercial 

offer & support

Channel partner

Serving MNOs MC Link Sales
Services

Service provider

Service provider

Service provider
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Mobile phones have become 

central to all our lives.
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is a communications platform as a service (CPaaS) company, 

founded on security. 

• A trusted partner to 20 of the world’s 25 top websites and mobile 

applications.

• Secures over 4 billion end-user accounts in 200+  countries and 87 

Languages  

• TeleSign’s data-driven, cloud communications platform is changing the 

way businesses engage with customers and prevent fraud.
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The Evolution of Identity 
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• Identity begins in 
the physical world

• Has become Digital

• Naturally extended 
into Mobile

Mobile phones have quietly become a global identity device.
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PHONE-BASED VERIFICATION IS UBIQUITOUS
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Companies around the world are 
using mobile phone numbers as 
a primary user identifier. 
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ISSUES WITH PHONE-BASED VERIFICATION
(An TeleSign Client’s Perspective)
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• Account takeovers due to SIM 
SWAP

• Recycling of Phone Numbers 

• Phone number as identifier 
versus KYC of company
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Identity and Fraud: A TeleSign Perspective
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“Through a variety of illicit acts, cyber criminals damage the global economy to the tune of billions of 
dollars every year.” Dr. Larry Ponemon, Founder and Chairman of the Ponemon Institute 
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TeleSign Solutions
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• Phone Verification and 2FA 
APIs

• Mobile SDKs

• Data and Analytics APIs

Businesses report as much as 

10% of their user base is fake
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REAL-TIME PHONE NUMBER INTELLIGENCE
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Industry-Leading Fraud Risk Assessment & High-Quality Data

© 2017 TeleSign

TeleSign delivers valuable 
information associated with the 
phone number, which improves 

SMS delivery. 

TeleSign evaluates fraud risk by 
using machine learning to 
uncover hidden insights and 
predict future events.

Phone Number Traffic Patterns & Usage Velocity

Status of Phone

Subscriber’s contact details

Phone Type, Telecom Carrier, 
Account and Device ID

Customer-Provided Data Inputs: 
IP Address, Email Address, Account ID, Device ID

History of Fraud

Knowledge Engineering VoiP Detection
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Attributes Improved with MNO/MVNO Data 
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• Connected to over +500 
MNOs, MVNOs and 
related services

• Working with GSMA to 
develop Open 
Connectivity Standards for 
Roaming/Messaging.
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BICS is working with the GSMA Mobile ID Program

18



© 2017 TeleSign

Bridging Digital Identity 

to Mobile Operators

We aim to solve Identity Management issues like

Account Takeovers, Fraud, and Poor End User

Experience for Digital Services, using Contextual

Mobile Identity Data collected through our global

network of Mobile Operator Partners
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Creating New Revenue Streams for MNOs
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Unleashing the Full Potential of our Digital Identities

November 2017
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Identity

In the social jungle of human existence, there is 

no feeling of being alive without a sense 

of identity. Unlike a drop of water which loses 

its identity when it joins the ocean, man does not 

lose his being in the society in which he lives.
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I will aim to convey 3 key messages today…

1
Digital Identity enables creation of a "Digital 
Twin" unlocking the power of engagement

2
However, complexity is inherent in the structure 
but needs to be addressed

3
The role of the MNO while is apparent – but not 
yet fully leveraged
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Today's standard identity systems are based on physical documents and processes

Physical identity Digital Identity

• Identity information is held in discreet places that 
are not interconnected and do not enable 
aggregation, which may be desired by the entity 
itself or required for some applications
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Document 
based

• Identity is based on physical records – the ability 
to prove identity depends on access and 
authentication to physical documents (e.g. 
passports, ID cards & records)

Siloed

Inflexible

• Identity is codified in documents as a limited and 
standardized set of information about an entity 
that cannot be easily adapted to transaction 
requirements

The identity shift
• Identity is now at an inflection point; physical identity systems are breaking down and digital 

systems are emerging in response

The problems with physical identity

• Proof of identity that is based on 
possession of physical documents 
may not require demonstration of a 
link between an individual and the 
documents (i.e. authentication), 
enabling use of an entity's 
credentials by a different user 

• Physical identity documents can be 
falsified, altered or tampered with, 
as well as lost or stolen

• Physical attribute presentation and 
transfer create the potential for 
human error in transactions
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Digital identity systems support the needs of today's world 

Physical identity Digital Identity

• Proof of identity can be communicated between 
entities in a standardized, digital format
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Digital 
based

• Identity exists as a set of digital records that the 
user can control and use to complete transactions

Inter-
connected 

Flexible

• Identity systems adapt to the nature of the 
transaction, and continuously adapt to 
requirements by integrating additional 
information to create a rich view of the user

Benefits

• Digital identity would 
deliver a range of 
benefits to people, 
businesses and society

The promise of digital identity

• Digital information can be 
protected from damage, tampering, 
loss and theft, with cutting-edge 
authentication and security 
protocols

• Digital information can be shared in 
streamlined, tailored and secure 
ways, predicated on user consent

• Institutions can better know and 
serve their customers, improving 
existing products and offering new 
products and services to the 
underserved

Privacy & control
People would be able to control access to 
their information

Revenue growth
Financial institutions would have 
opportunities to offer identity-as-a-service

Improved compliance
Regulators would have increased access to 
trusted, up-to-date information

Improved service delivery
Governments could more easily and 
effectively deliver public services
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Digital ID data can be enhanced with other sources, leading to the creation of a "Digital Twin"

360o view of customer

Creation of the digital twin

Data types

Income level

Spending

Movements

Purchases

Health records

Education history

…

Travel preferences

Job skills

Customer (ID)

IN
TE

R
N

A
L

EX
TE

R
N

A
L

Improve offer and 
service level

Enhance 
personalization of 

experiences 
curation 

Data / insights

Enable 3rd Party 
authentication

B

A

With customer 
consent

Data sources

Own data

Other digital 
partners

Acquired 
companies

Advertisers

Machine data

Hospitals

Schools

Governments

Ministries

Research orgs.

Etc.
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So … Why exactly Digital Identity ?

Increasing transaction 
volumes

Increasing transaction 
complexity

Risking customer 
expectations

More stringent 
regulatory 
requirements

Increasing speed of 
financial / reputational 
damage

The number of identity-dependent transactions is growing through increased use 
of the digital channel and increasing connectivity between entities

Transactions increasingly involve very disparate entities without previously 
established relationships (e.g. customers and businesses transacting cross-border)

Customers expect seamless, omni-channel service delivery and will migrate to 
services that offer the best customer experience

Regulators are demanding increased transparency around transactions, meaning 
that FIs require greater granularity and accuracy in the identity information that 
they capture and are increasingly being held liable for inaccurate or missing 
identity information

Bad actors in financial systems are increasing sophisticated in the technology and 
tools that they use to conduct illicit activity, increasing their ability to quickly cause 
financial and reputational damage by exploiting weak identity systems

1

2

3

4

5
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However, identity is a multi‐layered problem making the creation of digital identity complex 

Standards

Attribute Collection

Authentication

Attribute Exchange

Authorisation

Service Delivery

GOALS PROBLEMS

Providing efficient, effective and seamless 
services to users

Provisioning what services users are 
entitled to access based on their 
attributes

Providing mechanisms for 
exchanging attributes between 
parties

Providing mechanisms for 
linking users to attributes

Capturing & storing user 
attributes

Developing 
standards to govern 
system operation

Inefficient or unsuited service delivery

Complex authorisation rules and 
relationships

Insecure and privacy –
comprising attribute exchange

Weak or inconvenient 
authentication

Inaccurate or insufficient 
attribute collection

Lack of coordination 
and consistency
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There are many distinct gaps in the digital identity landscape that need to be addressed

Confusing 
Authentication 
with Identity

• Many efforts today focus on authentication as a solution to the identity challenge without 

addressing the strength of the underlying attribute collection 

• Heavy reliance on preexisting onboarding and attribute collection processes 

• Authentication solutions are convenient for users but do not provide security or 

verification of the identity behind an account or username 

Enabling 
transaction 
completion 
over activity

• Many solutions are driven by the goals and perspectives of a single organization and therefore 

are designed to serve the needs of particular transactions rather the broader needs of users

• eGovernment solutions are intended to make government service delivery to users more 

efficient, and do not enable further transactions 

• Transaction‐focussed solutions result in the repeated collection of 'tombstone' data 

rather than effective collection of user‐centric and risk‐relevant data

Building 
consensus than 

action

• Many efforts focus on building agreement around standards and processes rather than creating 

a full identity solution 

• Utilities and standards organizations are focused on creating consensus rather than 

providing a full identity solution 

• Multi‐governmental efforts have considerable scale but are mainly focused at the 

regulatory level, and do not offer a commercially viable solutions 
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Identity transactions have three main aspects 

Authorisation Attributes Authentication

What must be true about the users 
to complete the desired 
transaction?

Authorisation is a function of the 
transaction and the transaction 
counterparty; they will determine 
the requirements for transaction 
eligibility, and make a query about 
certain user attributes (e.g. age, 
address)

Can uses prove that they are 
eligible to complete this 
transaction?

Users must present their proof of 
attributes in response to the query. 
Once users present the required 
attributes, the counterparty must 
determine if they are reliable

Do the attributes being presented 
genuinely belong to the entity that 
is presenting them?

The counterparty will determine 
whether the attributes match the 
presenting users. If the users are 
able to authenticate the attributes, 
the transaction can proceed
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Operators can potentially participate and compete via a 3-pronged strategy….

1

2

3

• Protects in the 
interests of users

• Personal data 
shared according to 
rules set by the 
user

• User monetizes 
from it

• Data used to enrich 
experiences

• Aggregates and 
augments 3rd party 
services

• Leverages intrinsic 
assets (e.g. NW 
QoS) to create a 
unique experience 
for the end-user

• Safely stores 
customers personal 
data, 

• Creates secure, 
unique ID used to 
authorize 3rd party 
access and make 
payments

• Leverage data 
stored to simplify  
internet experience
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…leveraging intrinsic assets and (potential) capabilities

EXPERIENCES 
CURATOR

GATEKEEPER & 
PROTECTOR

TRUSTED BROKER

3

2

1

Control over 
network: Control                 

data consumption,                 
QoS and 

determines tariffs

Vast customer 
base and capability                 

to reach them                        
through direct

channels

IT platform and product 
dev abilities to 

build compelling, 

integrated offers

Direct billing and 

secure payments

OPERATORS' UNIQUE                     
ASSETS & 

CAPABILITIES

Wealth of customer 
information and 

analytical capabilities

Cyber-security?

Cloud storage
and content 

management
systems

…
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The end game is a cohesive 'hub' that delivers mutual benefits across participants

Benefits

Digital partners

Access to customers, payment 
capabilities, revenues 

Relevant content and digital services for 
end users, additional revenues

3RD parties

Valuable data / customer insights, 
advertisement possibilities

Additional revenues

Customers

Relevant experiences, privacy assurance, 
security, frictionless experience

Improved positioning, perception, 
engagement

1

2

3

Enhancement of 

user experience

ADVERTISING
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To summarize again….

1
Digital Identity enables creation of a "Digital 
Twin" unlocking the power of engagement

2
However, complexity is inherent in the structure 
but needs to be addressed

3
The role of the MNO while is apparent – but not 
yet fully leveraged
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Identity
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Thank You



Pioneer Consulting Asia is an international management consultancy 

specialising in media, telecoms and digital

We combine research and analytical expertise with industry experience to develop pragmatic strategies 

and performance improvement plans for our clients 

Broadband

Cable & 

Satellite TV

Mobile Cloud

Digital Media Music Video

Outdoor 

Radio

Print Media

E-money E-commerce

M-commerce OTT

FTTH
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Device Identity and Security



Device Firmware 

Hashed On the 

Blockchain on a 

continual basis

Change in Firmware 

due to Malware 

Hash Failure Detected 

and Device Owner 

Notified Immediately

Each Device has a 

BlockChain Public Key

Device Encrypts Messages 

to each other on a continual 

basis

#

##

Device hashes the information it 

wants to send to another device 

and places the hash in the BC

If the Hash received matches 

with the one placed in the BC 

then the information has not 

changed in the transit

This document and the information therein are the property of Future Economy Studio.



DigiCheQ
Verified Money Transfer Service Using Mobile Connect

Irfan Ahmed

Product, Strategy & Innovation



TPS – Journey of Excellence

20
Years of  

Innovation

30+
Countries

Leader in 
Card & 

Payment 
Solutions

120+
CustomersNational 

Experience
Professional 

Services
Flexible to 

Change
Continuous 
Innovation

Learning 
Organization

Global Provider of Digital  Payments Platform Solutions



How about verified money 

transfer to

a mobile number 

rather than a 

bank account number?

DigiCheQ – Value Proposition



How about top-up to a 

mobile money account

without needing a 

mobile money agent?



How about ATM withdrawal 

from your account without 

carrying your plastic card 

with

you?
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DigiCheQ is a global money transfer platform 

that enables you to instantly remit cash to 

a verified mobile number. With DigiCheQ, 

you can simply withdraw cash from an ATM

machine without having to reach for 

your plastic cards

DigiCheQ: A Cardless Money Transfer Solution



ATM Growth and customer preferences

Source: World Bank, BIS Red Book, ECB, RBR, Accenture

By 2020 the number of ATMs in the world are set to grow to 4.3 million lead by APAC



Improving ROI on ATM assets

ROI on ATM expansion can be built on premise that  cost will reduce as volumes increase

Source: ATMIA ATM Benchmarking Study 2016

CPT (Cost per Transaction) CPR (Cost per Replenishment)



User preferences for ATM transactions 

Source: ATMIA ATM Benchmarking Study 2016 & 2014

Value Added Services 2016 2014 Status

Balance Enquiries 1 1

Printed Receipts 2 2

PIN Services 3 3

Mini Statements 4 4

Bill Payments 5 7

Account Transfers 6 6

Cardless Withdrawals 7 13

Mobile Top-Ups 8 5

P2P Domestic Remittances (initiated) 9 14

P2P Domestic Remittances (collected) 10 15

There is a greater demand for value added services like cardless withdrawals



Sender

Receiv

er

Initiator –

Banked Customer

Beneficiary visits 

designated ATM for cash 

withdrawal 

Enter cell number of 

beneficiary for verification 

and processing

Enter CitizenID & DigiCheQ# 

for verification and transaction 

completion

Account Number replaced 
with Cell Number

ATM Card replaced with 
Citizen ID Number and DigiCheQ 

Number

DigiCheQ: A Cardless Money Transfer Solution
For the Pakistani market, we have developed a solution to connect the banked to the unbanked



DigiCheQ: Customer Journey
The solution leverages GSMA’s Mobile Connect Technology to validate transactions

Sender

Display recipient 
name

Enter amount to 
transfer

Visits Online 
Bank

Online Bank

Enters Receiver’s 
MSISDN

Share recipient 
name with 

bank

Share 
transaction 
details

TPS

Requests Mobile 
Connect for Receiver 
Name

Shares recipient 
name with DigiCheQ

Sends transaction details 
& 
cheque # to recipient

Sends CNIC + MSISDN 
to verify

Verify Pair

Send OTP after 
successful match

Mobile Connect

Enters CNIC + 
DigiCheQ  to verify

Sends name sharing consent message (USSD with 
SMS fallback) to receiver. 
Send consent only if consent is not already approved 

among receiver & sender. Otherwise directly share 

recipient name with TPS

Accepts the 
consent

Name 
Sharing APIs 

Validatio
nAPIs

Visits ATM

ATM Receiver

Enters OTP and 

collects dispensed 

cash



The DigiCheQ Infrastructure

INITIATION 

CHANNELS

TELCOS

ATM NETWORKS

SENDER
RECEIVER

ACQUIRING

BANKS

Licensin

g
Payment
System

Integration

Transaction
Processing

ReportingReconciliationSettlement

DigiCheQ Payment Platform

I R
 I S



Security Protocol

To ensure optimum safety of the customers a multifactor 
authentication system will be deployed

+ + =
Citizen ID Number One-Time Password DigiCheQ Number Cash Out DigiCheQ



 Better ATM infrastructure utilization
 New service and revenue line
 Reduction in ATM replenishment cost
 Cheaper than branch and agent servicing 

cost

 Monetization of customer 
data

 Minimize dependency on 
Mobile Money Agents 

 High adoption in the 
Postpaid category 

 Broadening financial 
inclusion

 Digital identity adoption
 Direct Benefit payments

 24x 7 availability  of ATMs
 No liquidity constraints 

compared to Mobile Money 
Agents

 Cheaper money transfer solution
 Secure delivery

DigiCheQ for Digital Ecosystem Development
The DigiCheQ platform offers a number of benefits to each of the stakeholders involved



Opportunity Sizing

* Global Market Estimates

** % of Transaction Fees

Average domestic remittance fees* 3% - 5%

Share of agent (origination & disbursement) 60%

Share of MFS provider 40%

Opportunity to replace physical agents with 

ATM/CDM**

1.8% - 3%



Business Model

The business model follows a revenue sharing agreement, with
the customer fee being split between the issuing bank, telco,
DigiCheQ platform, acquiring bank and settlement bank

Sample Calculation*

Fee From Customer 100%

Issuing Bank (DigiCheQ Creation) 20%

Telco (Identity Verification) 10%

DigiCheQ Platform (Transaction Management) 30%

Acquiring Bank (Cash Out) 25%

Settlement Bank (Settlement Operation) 15%

* This is subject to change based on market roles and final fee determination



New Use Cases & Service Expansion
The service has the potential to be extended to multiple avenues

02

Utilizing Cash Deposit Machines 

for Wallet Cash In, Account 

Deposits & Money Transfer

Other Bank ATM & Agent payouts 

04

Direct  social payment 

disbursements minimizing 

dependency on agent 

network

Government  Benefit Payments 05

Migrant worker remittances 

directly disbursed through 

ATMs 

Migrant Worker Remittances

03

Corporate micro payments to 

contractors & daily wage workers  

Corporate Cash Payments

01

DigiCheQ withdrawal using 

shared infrastructure of other 

bank  ATMs and Banking 

Agents

Verified Cardless Deposit



The Curious Case of Digital Pakistan

Coverage
Internet coverage to reach 

90% by 2020

Connectivity
Mobile connections are 
expected to grow to 150 

Million by 2020

Devices
Smartphone penetration 

to 
80 Million and 51% by 2020

Bandwidth
The growing penetration of 
3G and 4G will increase the 

pace of digital services 

adoption in the country

Services
Increasing digitization of 
commerce and payments will 

provide impetus to mobile 

money uptake

Source: GSMA Intelligence



Potential Impact

Access Quantum of Flows Scalability

• The DigiCheQ service would 
allow 100Mn mobile subscribers 

to receive payments 

• Fully interoperable services will 
allow 60 Mn account and 

wallet holders to be able to 
utilize the money transfer 
service

• DigiCheQ has a potential to 
capture 10% of the annual 400 

Mn branchless banking 

transactions with an 
associated value of $2 Bln

• Through the DigiCheQ 
platform, TPS aims to capture 
2% of International 

remittances of $19 Bln over a 
period of 3 years. 

• The service envisages the 
service to be subscribed by 
more than 30 banks in 

Pakistan

• With Public cloud DigiCheQ 

service will also be extended 
to international markets with 
growing digital financial 
services 



Devices
By 2020, there will 

be 3bn 

smartphones in the 

region

M-Bank
Asia will have close 

to 1bn mobile 

banking users by 

2019

Interoperability
Asia is home to 5 

live interoperable 

mobile money 

markets

Coverage
2.6bn people in 

Asia are expected 

to have mobile 

internet

Subscribers
Unique subscribers 

are set to grow to 

3.1bn from 2.5bn

Opportunity 2020: Asia Pacific

The Asia Pacific market offers a very

lucrative opportunity for the DigiCheQ

platform to tap into. Development of the

digital ecosystem in developing markets is

subjects to a number of challenges,

however, the extent of these challenges

varies from country to country. To achieve

the maximum potential of the digital

ecosystem it is imperative that these

challenges are addressed.

3bn

5
bn

1.

1bn

3.

1
bn2.
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Source: GSMA Intelligence
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Danal and G+D

At the HEART 
of the 
Mobile ID Ecosystem

Cedric Damico

Head of Partnerships

G+D Mobile Security
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