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1.1- Background and Demand AnaIyS|s of Identity Service in ChinaUnicom
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MNOs have the responsibility to open their user authentication ability to

solve privacy leakage issues.
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Cybersecurity Law strengthen the
protection of personal
information and supports E-
authentication
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Verizon released a report on data
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Easy login need is still strong

leakage, which indicates password
the major breach
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1.2- Identity Service Framework of ChinaUnicom
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1.2- Identity Service Framework of ChinaUnicom —— SIM Applet Authentication
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1 .2- Identity Service Framework of ChinaUnicom —— Header Enrichment Authentication
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1.2- Identity Service Framework of ChinaUnicom —— Biometric Authentication
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2FA with SIM applet and fingerprint Fingerprint authentication on Wo-Mail APP
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1.2- Identity Service Framework of ChinaUnicom —— USSD Authentication
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1.2- Identity Service Framework of ChinaUnicom —— Real-Name Verification
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1.2- Identity Service Framework of ChinaUnicom —— Number Reallocation Identify
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1.3- Identify Service Parters of ChinaUnicom GhlcommmmxE
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1. Identity Service Development of ChinaUnicom
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2. Research on Blockchain in MC Interconnecting




2.1- WEMCEE BB T{FmiE
2.1- Existing MC Interconnecting Workflow
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2.2- MC Interconnecting Workflow with Blockchain Technology
L TAIESK
ERER Authentication | zgps &pf—q> B R I
Login Request Request " R 4ARREEMNOS
P> » Form a Block on Broad this Block
Sl S the Internet to all MNOs
FA )j BHE S PLAIIEH&J’:J B
User s
Login Authentication
Server NSRRI FIEMNOSTHZIA
< L EREXRE L UESKH TIRUE
2 Rp sl ST Add the verified MNOs verify the <—
Loj?gﬁi/egjs?ﬁlly AL tﬁ;l—rg’ziccﬁion result to exi§ting authentication
or failed Result blockchain request




2.3- MAMCEEXEEH =AIXIEL

2.3- Comparison of the Two MC Interconnecting Solutions

MAEMCHELHEE SR Existing MC Interconnecting Solution
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FERRA 7 l
> Interconnecting interface has big pressures both in technology and costs, which is mainly i
caused by MNOs' different development level and different authentication technology i

> SHEBTEUE. SOWEERZR, 1F bR I 7 R OR ST S
» Most countries hold a conservative attitude on MC interconnecting because of political factors,
cultural factors and so on
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> ATHEMNOERN, RAFAERTR T St S, 6 I8 KRR AR T RA

i > No need for MNO interconnecting interface and cross-border data transport, deployment costs
i could be saved
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Simple, effective and high security level
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2.4- Challenges of Using Blockchain in MC Interconnecting
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» GSMA, MNOs need to reach a common view on MC interconnecting
with blockchain
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> Ef BB BB 6 SR TEE 5 M2 iuE
» Deployment of blockchain and rebuild of MC interconnecting needs
network reconstruction
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Performance of blockchain in MC needs to be validated carefully
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