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MOBILE
B360 Agenda

SERIES

RUSSIA & CIS

MOSCOW = 30-310CT 2018
. 09:00 - 09:05. Workshop opening

= 09:05 - 09:20. Welcome speech by RCC
. 09:20 — 10:20. Mobile Connect introduction
. Introduction and global coverage — Tair Ismailov (GSMA)
= Vedomosti Pilot presentation — Alexey Vasiliev (Tele2)
. MegaFon’s Mobile Connect research outcomes — Kirill Samoshonkov (Megalabs)
. Operators’ plans for Mobile Connect introduction in Russia — llya Nestor (MTS)
= 10:20 - 10:35. Coffee-break
. 10:35 - 11:40. International experience of using the Mobile Connect solution for government services
. Orange France experience with Mobile Connect et moi — Serge Llorente, (Orange France)
. European elDAS integration with Mobile Connect— Laszlo Toth (GSMA)

. 11:40-12:50. Open discussion «Ways of improving the regulation of identification procedures within regional Digital Economy programs»
(Moderator: Arsen Balasanyan, Tele2)

. 12:50 — 13:00. Workshop wrap up
. 13:00 — 14:00. Lunch at the Mobile 360 Russia & CIS event

#M360RCIS
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RUSSIA & CIS

MOSCOW - 30-310CT 2018

= Introduction and global coverage — Tair Ismailov (GSMA)
= Vedomosti Pilot presentation — Alexey Vasiliev (Tele2)

= MegaFon’s Mobile Connect research outcomes — Kirill Samoshonkov
(Megalabs)

= QOperators’ plans for Mobile Connect introduction in Russia — llya Nestor
(MTS)

#M360RCIS




Secure access to digital services

iiiirnobﬂe

connect

@ Single mobile operator identity solution for on
services

;‘_2, |dentification by phone number

Secure personal data sharing and operatlon

@ through secure Operator’s channels

Password-less login to online resources ac._
any device (mobile, tablet, laptop)

O of consumers say a single secure login
88 /O solution would be beneficial to them

= \
~ -'\ ~ \ \ -
SN

Sources: GSMA Consumer Research 2015, Cyber Streetwise

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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connect

E-commerce:
Eliminates log-in

friction, ensures less

abandoned
transactions and
drives repeat
business, reducing
risk of data breach
and fraud

Identity — Mobile Connect

Use case examples

Travel &
Hospitality:
Leveraging mobile
for e-ticketing, mobile
identification, internal
employee on-
boarding and loyalty
schemes

Banking:
Enhancing the
security of online
banking by
authenticating
access

and authorising
online payments

Government:
Simple citizen and
employee log-in to
eGovernment
services

e.g. healthcare,
education, smart
cities and voting

Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobile How it works?

connect

n Service Provider

Service access request - : .
> Operator Discovery Dlscovery
Q ' Service

Authentication/ @
Authorisation
>
. SIM Applet
. USsD
MNO

Mobile phone . SMS+URL
y App

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobile

connect | The product portfolio
L T : Network
Authentication Authorisation Identity .
attributes
Simple and globally User authorisation of Provision or verification of Insights about the device
ubiquitous log-in or SP requests user identity and user’s mobile account
step-up authentication
) N N
M authorise hone (@]
(@) _ M ﬁumber M KYC match account takeover
M authenticate protection
authorise N N verified
£) authenticate plus M rational D M sien-up MSISDN
plus

Helping users manage their identity across their digital footprint

9 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



moble: | Authentication

Simple and secure user authentication on a global scale

How it works? Use cases

= ® Universal password-less login
& Convenient 2-Factor
authentication

& Hard token replacement

AUTHENTICATION USER ACCESS
REQUESTED CHALLENGED GRANTED

10 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobile

comect | Use Case 1: Fast login (authentication by SIM applet push)

STEP 3

Peructpaums

-@

WEB-resources providing
content / services for
registration and

User receives a SIM
applet push message to
the phone.

Moxanyicra,

: . User confirms the
noarsepauTe peructpaynio
authorization Halcaitee encl iy registration / login on the
- — Her | Ja ] website.

User accessing the website and selects the method of
logging / registering using Mobile Connect

Online shops, online

n. . .
s services, media resources,
etc.
MOGHNbHOTO TenedoHa
89265333811 QKVITODVIQ ~
®'® @@
T - : - -
User gets a window with a field for entering a Login / Registration is complete. User is
phone number. redirected to the requested page of the website.

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



Simplifying customer authentication

toect | Mobile Connect as a log-in option on M-Pesa

connect

BEFORE MOBILE CONNECT Results

= Use SMS-OTP to log-in to accounts
= 8-step process, juggling between +162% transaction

il
2Pps on & moble volume on M-Pesa

Mobile Connect .
= Results in a cumbersome user

launched in India experience using Mobile
Connectin Q4 2016
Enabled users AFTER MOBILE CONNECT
Customers say
= T-click authentication on mobile data “The ﬂOW iS too

_ = User flow reduced to 3 steps over Wi- . 1
Is among the first Fi: enter mobile number, respond *1" quick!
service providers on USSD prompt and confirm e on the mObile data
i » Binding to the mobile device is D
integrated rosored b network

12 Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



N .
M bk, | Authorisation

Contextual & explicit approval through a mobile device

How it works? Use cases

= Payment approvals
@' Parent approval of child’s purchase
Simple captcha replacement

REQUEST AUTHORIZATION  TRANSACTION
INITIATED APPROVED COMPLETED

13 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



n_ o
mebie: | Use Case 2: Authorization (2-factor)

Banks, all services that have online accounts and operations that
require an increased guarantee of personal identity

€BTB24

OAO «PoccuiicKue )KenesHbie AOporm»

mobile
connect

onep soease: 130157637
CymMa K onnare:
2 059.90 RUB

[ina noateepxaeHua
MOKynKW Ha rzd.ru
BBEAWTE CBOW NMUH-KOA
()
. . ! 1 2 3
3 §{“) s
. 7 8 9
User makes a purchase on the website and selects @ = g User receives approval from the bank.
the method of payment online.
. Purchase completed
The bank knows that the user is connected to the
MC and asks to confirm their operation with their User enters their pin.
PIN on the phone .
Trustee - Operator - confirms the

accuracy of the data

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mebkt | Identity

Verified personal data retrieval with user consent

How it works? Use cases

&9 Provision of user’s phone number
&9 One click signup & guest
checkout

&9 Regulatory compliance ID checks

IDENTITY CONSENT USER DATA
REQUESTED ACQUIRED SHARED

15 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



Use Case 3: Form filling

State companies, public services portals, digital services.
All online services where knowledge of the user's personal data is necessary
for the provision of services

mobile
connect

uuuuuu

rzd.ru 3anpawmBaer Bawm
®UO, Non, Nacnopt
[aty poxpeHus

Jina noaTeepxaeHUA
BBeAVTe CBOW NH-KOA

-

- .
1 3(\\\ 3
User must provide their data for purchase R A )
on the website. 22 2 tAIItLequest‘.)te_Sl data is transferred
. S O the wepsite.
User chooses to transfer their data to the
website using MC User receives an invitation on the

phone to confirm the transfer of data
and enter their PIN.

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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connect

‘/www.paypal.com/digitallabs/cao,

Zcountry=ES8locale=es

' PayPaI Crear cuenta

PayPal se ha asociado con Orang
Conectar con Orange para crear una

Conéctate con Orange

mpartica tu nombre, direccion, fecha de nacimiento y nimero de

range ncillo. Haz clic en

mévil Orange

esulte rapidoy

Volver a la creacion de cuenta normal

o)
mobile M 505
connect
Comprobando tu identidad en Mobile Connect 2 PayPal (Europe)

Has elegido acceder usando Mobile Connect

Para realizar la autenticacion, por favor introduce tu nimero méwl Orange:

n* de il

635674845

confirmacicn emviado a tu mawil

Cancelar

17

validar

Iobile Connect te permite identificarte de forma sequra y comada 8 Uaves del mensaje de

PayPal (Europe) tendra acceso a la informacion siguiente

Datos de Mi Cuenta
Informacicn de Mi Cuenta: Nombre. Apelidos. NIF/DNI o NIE. Fecha de Nacimiento, Direccion. emal.
autorelienado del formulano

Estos datos seran usados para e registro de a cuenta o ol

Povmmdl:y

numero de telefono de movi y de contacto

SSChanY m

b

PayPal — Mobile Connect Sign Up (ldentity services) in France-Spain

el PayPal - Create A Personal

& Paypal, Inc. (US) | https: @ || Q Buscar

Wi e

+ i O & »

wanpay

. quPaI Crear cuenta

Tu sequridad es nuestra principal prioridad

Informacion de la cuenta

Finalmente, hemos conseguido tus datos. Asegirate de que todo esté correcto y, a continuacién,
haz clic en Verificar y continuar.

ORANGPRUEBAS0425

PRUEBAS PROYECTO MOBILE CONNECT
Email

01/01/1970

Nacionalidad

g

PASEO DEL CLUB DEPORTIVO, 1, 01°, DCHA Linea de direccién 2 (opcional)

POZUELO DE ALARCON 28223

+34635674845

MOBILE B

Al anadir mi nimero, se confirma que tengo autorizacién para anadirlo y que acepto recibir llamadas
automaticas y con mensajes pregrabados, asi como mensajes de texto, por los motivos descritos en
la Politica de privacidad. Se pueden aplicar tarifas estandar.

Verificar y continuar

Feedback

©1899-2015 PayPal, Inc. All rights reserved

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.




N .
M 2ok, | Network Attributes

Mobile subscriber checks for ID verification & fraud mitigation

How it works? Use cases

- KYC information check
E SIM swap fraud prevention
Seamless device verification

INTELLIGENCE NETWORK CHECK RESULTS
REQUESTED DONE SHARED

18 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobile
connect

Global use cases for government services 1/2

France
Mobile Connect & Moi

S’identifier avec
FranceConnect

Qu'est-ce que FranceConnect?

“Mobile Connect et Moi”, the solution provided by Orange to
allow French citizens register and log in to the single public
services portal using a phone number.

https://www.impots.gouv.fr
https://www.ameli.fr
https://www.laposte.fr

Switzerland, Norway, Finland,
Sweden, Estonia

Mobile ID is used not only to access government, social, and
banking services, but also as a digital signature and identification

https://www.norge.no/en/electronic-
id
https://www.skatteverket.se

Mobile ID tool. https://www.bankid.com/en/
Bank ID Bank ID - a single identification tool for banking transactions and BS:/ AN D3NKIC.COMEN
use of banking services https.//www.swlsscom.ch
https://e-estonia.com
https://mobiilivarmenne.fi/eng/
Taiwan The Mobile Connect based payTaipei solution is used for https://pay.taipei

payTaipei based
on Mobile Connect

authorization in government services using a phone
number

http://english.doit.gov.taipei/News C
ontent.aspx?n=02BE20A482B22567&
sms=DFFA119D1FD5602C&s=61A12A
7EBE603B5E



https://www.impots.gouv.fr/portail/
https://www.ameli.fr/
https://www.laposte.fr/particulier
https://www.norge.no/en/electronic-id
https://www.skatteverket.se/
https://www.bankid.com/en/
https://www.swisscom.ch/
https://e-estonia.com/
https://mobiilivarmenne.fi/eng/
https://pay.taipei/

mobile Global use cases for government services 2/2

connect

UK
KYC match based
on Mobile Connect

Government organizations use Mobile Connect based KYC match to
verify operator’s user data when accessing government services

NA

Spain
Mobile Connect

Residents of three cities in Catalonia can use the city services portal
using Mobile Connect solution in conjunction with an electronic
identifier

http://web.gencat.cat/e

n/actualitat/detall/Mobi

le-Connect



http://web.gencat.cat/en/actualitat/detall/Mobile-Connect
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Vedomosti pilot

presentation
Alexey Vasiliev, Tele2?



//www.vedomosti.ru Q &

mobile -
connect Overview .
T o S @ lasera BEJ“M“CT“ KoHcTaHTuH Q\Bv g MNoanucarsca
Vedomosti dally is a Unique prOjeCt, brOUght to life in 1999 by two Meewus  MonwTvka  Texwomorww  Hegewxumocts  Asto  Mewemxment  Crwmbxsn O

leading global business newspapers, Financial Times and The Walll MCoB @0 000 Obew 45 ©wow W)
Street Journal.

Online subscription allows to get:

*  Access to all news on all devices and the app
. Latest issue under «Today’'s Newspaper» section
. Daily newsletter with «Today’s Newspapers»

. Capability to comment articles

10,

7’//5
: ‘"/L s‘r/zurmlm AL

In the self-service users can manage their subscriptions and update
their data

Mobile Connect is used on Vedomosti website as the alternative to
self-service login with password

Operators participated in the pilot: VimpelCom, MegaFon, MTS and
Tele2

Pilot launched on public website since December 2017

22 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



Login and new registration on Vedomosti’s website with Mobile

0 mobile Connect (fast login with phone number)
¥ connect

S NEN

8 Google Tluee

— : - According to the results of the P e e e
CHBAHTRARAT BEIOMOCTH pilot logins via MC are more ‘
Business  Economy  Finance  Policy  Technologies  Theproperty  Auto  Opinions  Inwestigations  Interview  Management  lifestyle Q preferred than V|a Iocal SOC|aI " “,;:’:__
network VK. i el &
» For new users, the way to login e
ot Themin vy e with the phone number is already Tocn T,
s i : . Bupyc-wudposablUuK aTakoBan
One of the largest Chinese becoming preferred. pocewitckie CMU
investors has i i = M

KOMITBIOTEpOS &

Fosun I

@ BENOMOCTH TELEZ 6=

Ha Baur Homep TenethOH OTIIpPaBIIeH 3ampoc.

Sign in by phone number CafiT vedomostiTu 3aNpaliMeaeT Balle paipelierte Ha NOyuerie WEGOPMAIiK o 7 g
BallleM HoMepe TenedoHa. Confirm |og| n

+7 926 5617261 MoxnTsepauTe, NOXKATYHCTA ONEDPALMIO HA IKPAHe Balllero TeetoHa on

D Vedomosti.ru
A n
8:

He nomyummit sanpoc? 0TOpABATE CHosa

OTMEHHTE

Copyright © 2018 GSMA. The Mobile Connect lo
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mobile
connect

Technical scheme

Vedomosti

2alo

Local Discovery
(Quantum)

A 4

[iz]

~
MegaFon

ID GW

\ Y &

iz

~

Beeline

ID GW

Auth -system
Auth -system

AuthN sub-system

»

AuthN sub-system

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



MegaFon’s Mobile Connect research outcomes,
Kirill Samoshonkov (MegalLabs)

€ MeEGAFON



MOBILE CONNECT

Customer perception study



B2C

QUALITATIVE RESEARCH




MOBILE CONNECT FEATURES STUDY

Q?J Objectives Target audience

¢  Study the character of online accounts

: MegaFon, MTS, VimpelCom and Tele2
usage (login / password)

subscribers using online-resources

:  Determine the relationship to the
¢ authentication service using mobile
phone and 2 additional functions

Aged 16 — 45



29

ONLINE RESOURCES USAGE CHARACTER

More trusted than others because

2 they are connected with state roc
g structures ycnyru
©
5 mos.ru
g Besides the main account - ’
= @ 13 ”
58 people also have a “fake M E
232 account ()
29 s, .
o2 e Must specify the
= . real data to be
85 _ LR able to use the
Media e services.
th
2 A\
E s a-d?dcs R oL other
o
w g
N 5 B - other Send a lot of . .
Z 5 advertising and Need to indicate the real number, since
- g o Spam, Customers there IS a “b|nd|ng” tO the addl’ess bOOk
(|7) %% reluctantly leave real hence need for a real phone number
<84
&) 5. Lesspopular data
~ 3% online services
Bindinglg(to a special mail for "promotional subscriptions” or "fake" page on social dBinding to an account with a valid mobile number and / or active mail with real personal
networks ata

PROVIDED PERSONAL DATA VALIDITY



RELATIONS TO PRIVACY

Users know about the transfer of personal data at the
login via the social networks and treat this rather negatively

Differentiate the websites on which you can or can not use the
login via social networks

Try NOT to use at the login through the social network accounts
e Wwith valid information

Use those where there is a minimum of information or it is closed or even irrelevant



eee - Mogafon ¥ 15:41 66 % .-
@ id.vedomosti.ru

BEIOMOCTH

BbiCTpbIN BXOA

Mobile Connect [+

MNpu Bxope yepes Mobile Connect no WJV,\“‘
TenedoHa Bbl NOAYYHUT HNANH- \J

NOANKCKM, BCH | BAC 8@ HeT

nin

Bseawre Baw e-mail

SIMPLE
AUTHENTICATION



SIMPLE AUTHENTICATION

AS IS

BEIOMOCTH

Bxon Ha caiT

3abenm napoae?

Need to create and remember the login and
password to register / access the website.

TO BE

BELOMOCTH

BorTH no HoMepy TenedoHa

+79265333811

Confirm login on

Vedomosti.ru

Just need to enter your phone number
and confirm on your mobile.

oo0



SIMPLE AUTHENTICATION: OVERALL IMPRESSION

Interest and attraction Possible "technical" problems
o In general, all age categories liked the service o Expect recovery problems when changing phone number
Convenience and time saving Doubts about guaranteed security of personal

: data
o No need to remember your password, everyone knows :

their number by heart Website will send spam / advertising

Mobile phone is always with you . Operator will transfer personal data to the website without
; - ¢ consent.
®  Minimum steps ®

Somebody can steal phone and user data
No need to wait for an email, follow links, fill in additional y P

fields



mobile

connect

[na nogreepxaeHusn
NOKynKu Ha rzd.ru 2 - FA‘ I O R

BBEAUTE CBOW NUH-KOA

i AUTHENTICATION

1
4
o 0 @




2-FACTOR AUTHENTICATION: OVERALL IMPRESSION

Doubts about the security of the

® service, especially in case of loss or
No need to switch between screens to enter theft of the phone

a code from SMS

User does not depend on delayed SMS

Difficulty in changing the PIN when
Single stable PIN ® changing the phone number or
operator

Secure confirmation of transactions by
Touch ID is possible

oo0



eee MegaFon ® 15:41 00 % .-

& mos.nu
mos.ru Q =

War 1. OCHOBHblE OKYMEHTbI

CBeneHusn o 3asBuTerne

Beeaute cepuio U HoMep ?
nonuca *

7745236544324356 UsaHos MBaH

MNBaHoBUY J:‘J

WU36paHHoe

LWa6noun gns GeicTpoi

2A2MNIACIA ¥ ANNBNANAULNRL

loroso

FORM FILLING



FORM FILLING: OVERALL IMPRESSION

Save time (and nerves)
Avoid errors when entering information

The user decides to whom and what
information to provide

Solves the rare need

Doubts about the security of the service
as a whole

Failures on websites and, as a result,
incorrect filling of fields
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MOBILE CONNECT FEATURES STUDY

% Objective Target Company size
audience

¢ Rate demand and perception 0 Key people in the company who 0 50 to 250

of services based on Mobile : understand how operations of the :
Connect technology in the : company is organized for its 3Over 250
target market : successful functioning

¢ Companies with websites asking for:
- registration to purchase or use the
service;
- personal data to provision the
service



MOBILE CONNECT PERCEPTION

The service is not equally perceived by the interviewed companies

Innovative financially Medium innovative financially Conservative financially weak
sustainable companies unstable companies companies

é Do have money & Rather there is no money, often the ® Nomoney
: business is credited :
; Actively use e-commerce : ‘ Single use cases of e-commerce
5 Often use e-commerce .
They know their target audience - they : ¢ They do not study and poorly
¢ are actively engaged in marketing and ¢ They know target audience at the ¢ understand their target audience and
® research . level of intuition. Don't carry out ® how to work with it
: ® researches - do not see value / :
:  Technologies are in priority, ready to there is no budget ¢ Not ready for any innovations - they
. invest more. : ¢ don't understand the value or are
¢ Interested in the service :  There is a desire and . generally not aware of this

®  understanding of the value of
innovation, but often there are no
resources for it.

opportunity.



COMMON DRIVERS AND BARRIERS FOR THE TECHNOLOGY

Drivers

Barriers

The service is perceived at the level of image, not
everyone sees a specific product benefit.

- Allows to maintain the image of an innovative
e technology company that introduces advanced
technologies in business processes

Image of a client-oriented company - customer care,
e Vvalue of its time, attention to the ease of web services
usage

Optimization of business processes, increasing the
speed of order processing, revenue growth

The service requires resources, but there is no
certainty that it will ultimately bring profit

Uncertainty about efficiency and benefits — whether it will
attract new customers, whether the conversion will
increase

The need for additional costs to restructure existing
business processes, which is most relevant for
financially unstable and developing business

Conservatism - innovative services can frighten off
& technically illiterate / non-advanced customers



SERVICE EVALUATION AND TRUST

Part of the target audience likes the service, but its usefulness for business
raises guestions. Increasing conversion is possible, but not necessary. Requires
verification for each specific business.

Replacing two-factor authentication is also perceived positively, but security raises
® many questions. The technology seems attractive, first of all, for banks.

The usefulness of the form filling function is most understandable for
business and causes the most positive response, but only for a business where it

® s relevant. Ensuring the safety of data use and storage is seen by business as a
mandatory function of MC and operators.



Thank you!
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Operators’ plans for
Mobile Connect

Introduction In Russia
llya Nestor, MTS
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mobile
connect

Target commercial model for Russia

@ + 1 Contract with a partner

Operator 1

« 1 Contract with a partner

$

Partner (Aggregator) I Discovery I

$

$
$

Operator 2

Operator 3

» 1 Contract with SP
» 4 Contracts with MNOs

Operator 4

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



Product sets considered for introduction in Russia

mobile
connect

Basic set Extended set

Network attributes
Verificxation of network data (SIM swap,
IMEI network status, geo status)

Basic authentication (without PIN)

Secure authentication (with PIN)

User’s Data

* Authentication (LoA3) with sharing user’s
data

* User’s data verification

Authentication with MSISDN
sharing

Authorization (without PIN)

* Targeted advertising by Operator using
Mobile ID (PCR)

Authorization (with PIN)

46 Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



monie: | Operators’ readiness timelines

A
Products

Network
attributes

- Authorization

- Form filling

Secure Authentication (PIN)

Basic Authentication (LoA2):

- Registrations
- Logins

v

Q4’18 Q119 2019 2020 t

Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



ookt | Use Cases for Mobile Connect at Gov portal

Proposal for integration of Mobile Connect service with Gov portal
systems to increase the coverage of the census process at the
expense of the subscriber base of mobile operators, with the
following scenarios:

« Gov portal account identification via Operator’s self-service

- Authentication on Gov portal with Mobile Connect

48 Personal Data — Mobile Connect Copyright © 2018 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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C O | & Securs  https://www.gosuslugi.ru/help,

rocycnyru Yenym Onnara Moanepxxa

1. 3aperuCTPUPOBaTLCA Ha NopTane MoCYCAYT 1 NONYSMTL YNPOLGHHYIO YHETHYIO 3aNUCh C OTPaHUYEHHBIM AOCTYNOM K
fOCYABPCTBEHHLIM yCnyTaM. [INs STOTO AOCTATONHO YKa3aTs M, dhamwnis, e-mail v HOMEp MOBMNLHOTO TenedhoHa.

2. TMoBICHTS YNETHy#o 3anHck (40 YpoBHA CTAHAAPTHOR, ykasas caoli CHYTIC U AaHHIe AOKyMEHTa, YAOCTOBEpAIOLIEND

NMHHOCTB. BTO AACT AOCTYN K nepesHio YCyT, JIMHHbIS DaHHbI6 NPOXOART NPOBEPKY B (i ~
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Proposed use case for authentication on Gov portal with LOA3

ﬁ mobile [or digital signature])

connect

____________

( 1
i .
FOCYCNYIU f==oe o i Discovery
EQuHan cucTema ] )
O Y Y U e 1 ayrermicmcaian N g ST
Bxop, wx
ans noprana Focycnyr o\le. L e
B & -
xXon o L
7
Tenodou wnm nouta cHunc 7
—_— nana noprana lNocycnyr 7
X
TenedoH unu noyta CHUNC
| Yyon xomnsiotep N
i
1
1

s
s
T D | Tosonrze]

u Yyxoi KomnsloTep

— Confirm login on
s Ao e wm LoA3 Gov portal (PIN)
oIbC Applet,

. USsD)

3abeinn napone? MC CafiT vedomostiru Bame HaTOTyenwe
BallteM HoMepe Tenedona
O Mabile Connect O e
M 2= ToaTsepiuTe, MoRANYHCTa ONEPAIHIO HA JKpaHE BAILIETo TenehoHa
Tewonor nonysTs AocTyn K
83110 MOBANLHOTO Tenedhora.
icToui 1 3auL
He nanym anpoc? Qrnpasims cicea

OTMeHMTE

BaperucTpupyiTecs ANA NONHOMO AACTYNa K ceparcam

Bxof ¢ NOMOLWLIO 3NEKTPOHHOA NOANKUCHA




MOBILE

e 300

SSSSSS

RUSSIA & CIS
MOSCOW = 30-31 0CT 2018

International experience of
using the Mobile Connect
solution for government

services
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= QOrange France experience with Mobile Connect et moi — Serge
Llorente, (Orange France)

= European elDAS integration with Mobile Connect— Laszlo Toth
(GSMA)

#M360RCIS
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France Connect +
Mobile Connect et Mol.
A Stake for digital identity

Serge Llorente
Orange/Mobile Connect Director
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Evolving trends in digital identity.
Mobile Connect and the elIDAS cross-border pilot

Laszlo Toth - Head of Public Policy — Europe, Russia & CIS
31 October 2018



The importance of digital identity

Advanced technologies that N Empowers citizens to take
Q deliver robust, secure and = control of their privacy,
A% accessible authentication Q str_engthens security, and
services to all builds trust
Opportunity for governments P 883 m | | Il_on
to provide access to key Al SIM connections in Europe,
services utilising the security by 2020*
of operator networks
¥ €674bn (3.9%)

Mobile industry contribution
to GDP in Europe, by 2020*

*Source GSMA Intelligence



Mobile authentication:
An evolving market place

il
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Growing awareness
of privacy and data
protection is driving
demand

&

Cyber crime is
driving up the value of
secure identity
verification with
users’ attributes

Operators are well
positioned to work with
governments to
deliver attractive identity
services




Mobile Connect
Over 70 operators In nearly 40 markets
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Mobile ID on public services show
extraordinary adoption rates

EU Member States
mobile elD solution
have shown
extraordinary adoption
rates (Estonia; Austria).

Some private sector
applications drive most

of the usage on public
services (Sweden and
Norway with BankID).

The opening of Tax-on-
web has caused an
impressive 60% jump in
new itsme mobile
accounts (Belgium).




elDAS and Mobile Connect cross-border
pilot ..

e !

Mobile Connect for Building trust in the

ross-Border Digital Services online world is crucial
A stese et to accomplish the Digital
Single Market. Coupling mobile
authentication credentials, such
as Mobile Connect, with the
identity security provided by
elDs under the elDAS Regulation,
is the way towards this goal

Andrus Ansip

Vice-President of the European #elDAS
Commission for Digital Single Market
@elD_EU

ﬁ Ariad N EXT C L AY ST E R ﬁ‘,’ Apgiﬁy for Public Management @

E-LEGITIMATIONS
and eGovernment A

,”” :IE:SJRB;LETIO:NE;:??;; AUTHORITY /(telenor g Telia \.'J UBISECURE"™

WITH THE SUPPORT OF THE EUROPEAN COMMISSION



Pilot scope

Regulatory interoperability:
 Mobile Connect authentication and validation of the citizen's digital
identity across France, Norway and Sweden using their eIDAS Nodes

Technical interoperability:

« Developed and tested the eIlDAS Reference Architecture and
demonstrated interoperability of Mobile Connect with elDAS nodes
integration requirements in a live test environment

Owner Centric Model:
« Showcased Mobile Connect secure authentication and elDAS identity to
access healthcare private sector services in a Internet of Things
application environment



Government initiatives with Mobile Connect

IS

——— elIDAS Regulation N°910/2014 ——

GOV.UK VERIFY

20

e

g France
~, ) Connect

~ -

\'verimi

US — National Institute of Standards and Technology — proof of concepts using Mobile Connect for
authentication, identification and attribute verification (financial services, consumer goods, health, e-
Government)

EU - eIDAS Phase | European-wide solution for log-in to government services
EU - elDAS Phase Il European-wide solution for public and private online healthcare services

UK — user identity verification service to confirm identity for e-Government services
EU - CEF funded project on transferring identity cross-border to open bank account (elDAS)

Spain - Use of Mobile Connect to log into digital public services in Catalonia

France — French government with Orange France on accessing government services using Mobile
Connect

Germany- cross-industry identity and data service soon available for digital administrative
procedures and secure payments. Mobile Connect to be integrated to Verimi in 2018.
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Additional information

GSMA Identity Programme:
https://www.gsma.com/identity/
Mobile Connect Website:
https://mobileconnect.io/
GSMA elDAS pilot report:

https://www.gsma.com/identity/mobile-connect-cross-border-digital-services-lessons-
learned-eidas-pilot
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