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Europol Public Information

https://www.europol.europa.eu/activities-services/main-reports/internet-
organised-crime-threat-assessment-iocta-2020

• CYBER-DEPENDENT CRIME

• CHILD SEXUAL EXPLOTATION ONLINE

• PAYMENT FRAUD

• THE CRIMINAL ABUSE OF THE DARK WEB 



Europol Public Information

Investment 
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CEO fraud

• Two main varieties

INVOICE Fraud

• Different Modus operandi (phishing, spear phishing, …)

• Global problem (businesses, organizations, …)

• High degree of sophistication 

B E C
Business         Email       Compromise
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• Attractive investment opportunities

• Social media 

• Thousands of victims, millions of losses 

• High level of complexity 

INVESTMENT 
FRAUD
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• Evolution from physical skimming to e-skimming

• Hundreds of  affected e-merchants 

• Difficult  detection 

• Crime as a Service

DIGITAL 
SKIMMING



www.europol.europa.eu

Any 
questions?

Thank you for your 
attention
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SIM Swapping Fraud
How does it work?

01
Step

02
Step

03
Step

04
Step

Victim’s personal 
data
Phishing, data breaches, social 
media searches, malware,…

SIM swap
Social engineering, counterfeited 
document, …

Money laundering

Fraudulent use 
overcoming 2FA
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• A joint investigation against an international OCG dedicated to online and financial fraud using the SIM 
swapping method 

• The investigation initiated in 2019  by the Spanish authorities was supported by Europol and the Italian 
authorities. 

• The OCG operated in different Spanish locations and conducted more than 100 attacks, which generated more 
than  3 million Euros

• Victims were defrauded with amounts from 6.000 to 137.000 Euros

OPERATION QUINIENTOS 
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2

3
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Targeting victims
Criminals got access to banking 
information (accounts, passwords) via 
phishing, malware SIM duplicate

Impersonation of the victims 
using  counterfeited documents

Illegal proceeds  
Wire transfers 
Loans and financial products

Obfuscation / Money laundering
Shell companies 
Money mules network  

Op. Quinientos
Modus operandi 
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• Twelve arrests in different Spanish locations 

• Two house searches

• Cash, jewellery, high-end cars, more than 
100 cc, numerous duplicated SIMs and 
equipment to produce fake documents

• The arrests, from 4 different nationalities, 
were charged with financial fraud, forgery, 
money laundering 

RESULTS 
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PREVENTION & AWARENESS



Any questions?

Thank you for your attention

www.europol.europa.eu


