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Incentives to Counter SIM Swap

 Instances of SIM swap are increasing — driven by 2FA take-up

« SIM swap is a criminal offence and is being leveraged to commit crime

* Financial losses accruing to customers, banks and telcos

 Downstream impact of SIM swap is increasingly apparent

* Telco processes are being undermined and have local impact

* Reputational damage is being done to operators and their services
 Calls for liability to be examined are focussing minds

» Benefits of collaboration between telcos and financial services recognised
* Desire to protect all of our customers

* Technical means exist but focus also needed on processes
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Fraud and Security Group Mission
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GSMA Resources - One Page Brief

 Defines the issue

* Provides guidance on how to detect
1. Monitor account changes
2. Monitor customer complaints
3. Monitor calls to customer service
4. Send SMS confirmation to customers

 Qutlines 10 defence mechanisms

asma ACCOUNT TAKEOVER

WHAT IS ACCOUNT TAKEOVER?

A fraudster hijacks an existing open a
takeover to obtain goods for re-sale,
billing fraud by compromising the SH

HOW TO DETECT SIM SWAP
ATTACKS IN A MNO

on CRM systom
a5 and timelines

Send SMS confirmations to customer

For more Information, please
see FF.21 Fraud Manual
on InfoCentre?, or contact us
via gsma.com/security
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GSMA Resources - Fraud Manual

* Produced and maintained by FASG

« Reference guide to fraud for GSMA members
« Describes frauds that affect mobile networks
* Provides standard terms and definitions

« Covers 49 fraud types across 5 domains
1. Technical Fraud
2. Subscription Fraud
3. Distribution Fraud
4. Business Fraud
5. Prepaid Fraud

« SIM Swap 1
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- Princeton University Study - March

2020

Examination of customer authentication processes
at 5 carriers

Found that all carriers use insecure authentication
challenges

Acknowledged trade-off between security and
usability

Noted different security levels between prepaid and
post paid

Highlighted impact on security policies using phone
based authentication

Ownership of the problem highlighted as being an
iIssue

An Empirical Study of Wireless Carrier Authentication for SIM Swaps

Kevin Lee Ben Kai
Department of Compute

er Jonathan Mayer
Science and Center for Information Technology Policy

Arvind Narayanan

Princeton University
Draft — March 25, 2020

Abstract

We examined the asthenticatson procedures used by five pre-
paid wireless camiers whem a customer atemptiad to change
their SIM cand. These proceduses are @ important line of
defense against attackers wheo seok to hijack victims ™ phona
numbers by posing & the viclim and calling the carrier 1o
request that service be transfemed 1o & SIM card the stscier
possesses. ‘Wi found that all five carmiers used msecure suthen-
tication challenges that could he easily subvertad by attackers.
Wiz also found that attackers gemerally only needed to Larget
the most vulmerable authentication chalke nges, because the
st could be bypassed. Aushentication of SIM swap fequests
presents a clissic ussbility-securily (rade-off, with camien
undenmphasizing security. In an anecdotl evaiustion of post-
paid accounts at three camers. presnted in Appendiz A, we
also found—very tenttively—that some camiens may have
implemented stronger authe tication for postpaid accounts
than for prepaid sccounls.

To quantify the dowmstream effects of these vulnersbili-
ties, wi reverse-engineemd the amthentication polbicies of over
140 wehsites that offer phone-basd asthentication. We mated
the level of vulnershility of wers of each websie toa SIM
swap altack, and have relemed our findings as an annotaied
datwsel on 135 S cure. con. Notbly, we found 17 web-
siles on which user accounts can be compromised hasad on
& SIM swap alome, 2., without 2 password compromise. W
encounigred fail wes in vulnersbility disclosum processes that
mesalted in these valnerabilities remaining wnfixed by nine of
the 17 companies despite ot responsible disclosure, Fimally,
we amalyzed enterprise MFA solutions from thee vendors,
finding that two of them give users inadequake control over
the security-usability tradeofi

1 Introduction

Mobilke devices serve many purpos: s commumnicsion. pro-
ductivity. entenainment, and much mose. In recent years, they
have also come 1o be used for personal ientity verification,

especially by online services. This method imvolves sending a
single-use passcode 0 8 wser's phone via an SMS text mes-
sage or phone call, then prompting the wser o provide that
pusscodk at the poitt of suthe ntication. Phone-hased pas-
codes are fequently used as one of the authe ntication factors
in & muki-factor authe ntication (MFEA ) scheme and as an ac-
SOt FECovEry Techanism

To hijack acoousts that are protected by phone-based pass
code sushentication, stiackers atiempt 1o inkefeept thes puss
codes. This can be dome in & number of ways, including
surveiliing the target’s mobile device or siealing the passcode
with a phishing sttack, but the most widely reported method
for intercepting phose-based muthentication passcodes is @
SIM swap attack. By making an unauthorized changs 1o the
victim's mobile carrier account, the sttacker divens service,
including calls snd messages. o & new SIM cand snd device
that they conarod.

SIM swap attacks allow attackers bo inercept calls and
messages, impersomte victims, and perform denial -of -service
(DoS) sttacks. They have maed 1o hack into so-
cial media accounts, steal cryplocunencies, and break inko
bank sccounts | 1-3). This vilnersbility is severe and widely
known; since 2016 NIST has distinguished SMS-based au-
thentication from other out-of-hand suthentication methods
due 1o heightened security risks inchuding “STM change™ [4].

SIM swap procedus s have valid purposes: for example., if
2 user has misplaced their original device or acquired & new
device that uses a different size SIM card slot than the device
it is replacing. In the = cases, customeTs contact their cammier
{oftem by calling the carriens” customer servioe line | io request
2 SIM card updasie on their sccomnt. The customer is then typ-
ically presenied with a series of challenges that are used 1o
authenticate them If the customer is Hu.u\:»tu“_\ authemti-
cated, the customer service representative (CSR) proceeds 1o
update the SIM card on the scoount & wquesed.

We e xamined the types of suthentication mechanisms in
place for such nequests st five LS. prepaid carriers— ATET,
T-Mobile, Tracfone, US Mobile, and Verizon Wireless—by
signing up for 30 prepaid acoounts (10 with each camier)
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SIM Swap - Modus Operandi

« Goal is to (by-)pass validation checks and gain access to accounts

* Dependent on processes being targeted — requires knowledge and information
« Social engineering of customers to obtain personal and account information

« Social engineering of agents to obtain information/access and test processes

« Manipulation of lost and stolen reporting services with lower verification needs
* Internal or sales channel compromise to obtain customer details and target lists
* In store/retail channel attendance to execute transactions

 Caller line identity spoofing to bypass CLI access controls
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SIM Swap - Proactive Detection

Advice

1. Monitor account changes on CRM systems for suspicious activity
sequences, upgrade patterns, add-on activity, SIM swap activity origins, etc.

2. Monitor deliveries and logistics by location, look for multiple deliveries at or
near single locations, activity patterns etc.

3. Monitor calls to customer service, particularly off-net calls, calls to specific
routes/teams, interactive voice response selections and pathways, etc.

4. Monitor customer complaints involving unrequested upgrades,
password/account changes, payments/charges complaints

5. Send SMS notification/confirmation to customers following change of
password, address, service activation, porting request, SIM replacement, etc.
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SIM Swap - Best Prevention Advice

Demand equal validation for new & existing customers
Implement IP address controls on online channels
Validate customer service calls by customer

Introduce validation controls on device delivery
Implement biometric voice recognition access control
Implement biometric behaviour recognition access
control

Enforce time-based restrictions on account changes
Implement firewalls (SS7, Diameter, SMS) on the
network

Implement SMS home routing

Implement chargeable action controls on accounts
Introduce validation & notification on changes/updates
Educate and create awareness amongst customers

Educate and train sales/dealer staff

Introduce strong controls on issue of blank SIM cards
Activate SIM cards only when SIM order/delivery is
confirmed by customer

Control SIM activation without history of SIM
order/dispatch

Implement special surveillance steps within MNP
process

Contact the customer in the case of suspicious
activity indications

Exert good inventory controls on blank SIMs
Co-operate with other stakeholders to prevent fraud
Use geographical feasibility checks

Request confirmation of changes via USSD
Enhance controls to targeted accounts

Allow customers to set higher levels of security
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GSMA Proposed Action

Much done ... there is more to do

Review effectiveness of best practice recommendations

Understand obstacles that may exist to their implementation

Increase awareness of best practice recommendations

Look at impact of emerging technologies such as eSIM

Work collaboratively with financial services through GSMA initiatives



