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Incentives to Counter SIM Swap

• Instances of SIM swap are increasing – driven by 2FA take-up
• SIM swap is a criminal offence and is being leveraged to commit crime 
• Financial losses accruing to customers, banks and telcos
• Downstream impact of SIM swap is increasingly apparent
• Telco processes are being undermined and have local impact
• Reputational damage is being done to operators and their services 
• Calls for liability to be examined are focussing minds 
• Benefits of collaboration between telcos and financial services recognised
• Desire to protect all of our customers
• Technical means exist but focus also needed on processes 
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Fraud and Security Group (FASG)

Over

Members
1400

Fraud & 
Security 
management
professionals

Collaborative
industry
action

5 Subgroups
DSG | FSAG | FSC
RIFS | SECAG

Information 
sharing alerts 
& education
on risks trends 
defences

Focus areas
• Technical initiatives
• Roaming and 

interconnect
• Device security
• Security certification   

schemes



CONFIDENTIAL

Drive industry 
management of mobile 

fraud and security

Provide a trusted 
environment for 

discussing fraud and 
security matters.

Centre Of 
Expertise

Trusted 
Environment

Fraud & Security Group (FASG)Fraud and Security Group Mission

Increase 
Protection

Mobile operator 
technology & 
infrastructure

Customer identity 
security and privacy

Maintain industry 
reputation and trust in 
mobile operators and 

services

Reputation



CONFIDENTIAL

Fraud and Security Group Work 
Areas

Fraud & 
Security 
management
professionals

Device 
Security
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Security 
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• 5G device 
identifiers

• eUICC profile 
device 
blocking

• DHS mobile 
security report 
analysis

• Software 
updates for IoT 
devices

• SS7 
vulnerabilities

• Diameter & 
GTP security 

• Roaming fraud 
management 
(incl. CAMEL)

• False base 
station 
detection

• UICC security 
guidelines

• 2G/3G switch 
off security 
guidelines

• NFV security
• CLI spoofing

• Best practice & 
intelligence 
sharing on 
fraud & security 
management

• Education & 
awareness of 
new and 
evolving threats

• Infrastructure 
security & 
testing

• Supplier 
security 
certification 
schemes (e.g. 
SAS, NESAS)
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GSMA Resources – One Page Brief 

• Defines the issue

• Provides guidance on how to detect
1. Monitor account changes
2. Monitor customer complaints
3. Monitor calls to customer service
4. Send SMS confirmation to customers

• Outlines 10 defence mechanisms
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GSMA Resources – Fraud Manual 

• Produced and maintained by FASG
• Reference guide to fraud for GSMA members
• Describes frauds that affect mobile networks
• Provides standard terms and definitions
• Covers 49 fraud types across 5 domains

1. Technical Fraud
2. Subscription Fraud
3. Distribution Fraud
4. Business Fraud
5. Prepaid Fraud

• SIM Swap
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Princeton University Study – March 
2020

• Examination of customer authentication processes 
at 5 carriers

• Found that all carriers use insecure authentication 
challenges

• Acknowledged trade-off between security and 
usability

• Noted different security levels between prepaid and 
post paid

• Highlighted impact on security policies using phone 
based authentication

• Ownership of the problem highlighted as being an 
issue
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SIM Swap – Modus Operandi

• Goal is to (by-)pass validation checks and gain access to accounts

• Dependent on processes being targeted – requires knowledge and information

• Social engineering of customers to obtain personal and account information

• Social engineering of agents to obtain information/access and test processes

• Manipulation of lost and stolen reporting services with lower verification needs
• Internal or sales channel compromise to obtain customer details and target lists

• In store/retail channel attendance to execute transactions

• Caller line identity spoofing to bypass CLI access controls
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SIM Swap – Proactive Detection 
Advice

1. Monitor account changes on CRM systems for suspicious activity 
sequences, upgrade patterns, add-on activity, SIM swap activity origins, etc.

2. Monitor deliveries and logistics by location, look for multiple deliveries at or 
near single locations, activity patterns etc.

3. Monitor calls to customer service, particularly off-net calls, calls to specific 
routes/teams, interactive voice response selections and pathways, etc.

4. Monitor customer complaints involving unrequested upgrades, 
password/account changes, payments/charges complaints

5. Send SMS notification/confirmation to customers following change of 
password, address, service activation, porting request, SIM replacement, etc.
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SIM Swap – Best Prevention Advice

• Demand equal validation for new & existing customers
• Implement IP address controls on online channels
• Validate customer service calls by customer
• Introduce validation controls on device delivery
• Implement biometric voice recognition access control
• Implement biometric behaviour recognition access 

control
• Enforce time-based restrictions on account changes
• Implement firewalls (SS7, Diameter, SMS) on the 

network
• Implement SMS home routing
• Implement chargeable action controls on accounts
• Introduce validation & notification on changes/updates
• Educate and create awareness amongst customers

• Educate and train sales/dealer staff
• Introduce strong controls on issue of blank SIM cards
• Activate SIM cards only when SIM order/delivery is 

confirmed by customer
• Control SIM activation without history of SIM 

order/dispatch
• Implement special surveillance steps within MNP 

process
• Contact the customer in the case of suspicious 

activity indications
• Exert good inventory controls on blank SIMs
• Co-operate with other stakeholders to prevent fraud
• Use geographical feasibility checks
• Request confirmation of changes via USSD
• Enhance controls to targeted accounts
• Allow customers to set higher levels of security



GSMA Proposed Action

• Much done  … there is more to do
• Review effectiveness of best practice recommendations
• Understand obstacles that may exist to their implementation
• Increase awareness of best practice recommendations
• Look at impact of emerging technologies such as eSIM
• Work collaboratively with financial services through GSMA initiatives


