
Sergey Khrenov
Head of Revenue Assurance and Fraud Dept
Megafon



вторичныйFighting scam calls targeting 
financial organizations 

Sergey Khrenov
Fraud prevention and  Revenue assurance Director
MegaFon
December 2020



вторичный
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Our fraud prevention solutions for financial 
industry

SIM-swap APISince 2015

TI feed: bank customers infected with mobile malwareSince 2017

Since 2019

2020

TI feed: “prison call centers” 

Set of solutions to prevent scam calls

2021 TI platform with only telco feeds 

Since 2014 SMS Sender ID protection
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Bank scams in Russia

The main type of fraud - scam calls

Significant increase since 2019

Features:

Ø Well organized fraudulent call-centers

Ø Different social engineering techniques

Ø Spoofing of bank’s phone numbers
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Fighting numbers’ spoofing - Government’s driven 
initiative

Network operators – blocking of calls from phone numbers included in the list 

The Central Bank of the Russian Federation – creation, update and support of the list of 
phone numbers, used by banks for incoming calls only

Ministry of Digital Development, Communications and Mass Media of the Russian Federation –
coordination between financial government body and network operators 

Stakeholders:

Action: blocking of incoming calls with banks’ phone numbers that no 
legitimate outbound calls are ever made from

Date: since Feb’2020
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Fighting numbers spoofing - Results

Significant reduction of bank numbers 
spoofing cases 

But other bank scam cases remained 
and new ones appeared 

Less reputation damage for banks 

More difficult to deceive bank clients
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New technical solution for banks developed by 3 
major Russian MNOs

Fighting scam calls -
Operators’ driven initiative

Conform to legislation

Technical integration through unified API 

All fraud scenarios are covered:
Ø Fraudulent calls with mobile and landline phone numbers 

to bank’s clients 
Ø Fraudulent calls with spoofed banks’ phone numbers not 

included in the list of blocked numbers
Ø Fraudulent calls with spoofed phone number to bank’s 

call-center
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Detection module 
(in-house)

Prevention module 
(Heksagon hexRT-CVS)

Voice scam prevention solution provided by MNOs

New calling numbers 
used for scam calls
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Online notifications about new scam calls

MNO

• Call verification platform
• Online notifications

• Redirect to voicemail 

• Big data analysis 
• Footprints for scam calls

• Automatic detection of new 
fraudulent calling numbers

Online notifications about trusted calls

Call verification
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Special working group under Ministry of Digital Development, Communications and 
Mass Media. Pending initiatives:

Current situation

Evolution of technical solution provided by MNOs:

Ø National call verification solution

Ø Centralized data base (fraudulent or trusted  calling numbers)

Ø Customers’ notification in case of suspicious calls

Ø New regulation (international calls, VoIP, etc.)

Ø Commercial deployments

Ø Enhancements
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Last news

https://www.rbc.ru/finances/08/12/2020/5fce307f9a7947fa67b4bcfc?from=column_1
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Thank you!


