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1. [bookmark: _Toc101946531][bookmark: _Toc74460299][bookmark: _Toc466480042][bookmark: _Toc31721476]
Introduction
[bookmark: _Toc466480043][bookmark: _Toc31721477]Overview
The GSMA Identity programme focuses on positioning Operators as trusted providers of identity and attribute services to third party Service Providers. Within this, the programme identifies a set of products that collectively are referred to as Mobile Connect. 
Attribute services in Mobile Connect are typically specified as resources that can be accessed by Service Providers by means of access tokens. These access tokens are assumed to be User specific, meaning each access token is tied to a User and allows queries to be made only for that particular User. These are the kind of access tokens that can be obtained by using the MC Device Initiated OIDC Profile [4] or the MC Server Initiated OIDC Profile [5].
The MC Client Credentials Profile [6] in turn delivers access tokens that are not User specific, i.e. they are not tied to a User, so they could be used by Service Providers to make queries for any User in the scope of a specific attribute service. But that requires changes in the service definition to support the use of this kind of tokens, which is not considered in the specifications by default.
This document specifies the adaptations required in Mobile Connect attribute services so that they can be used with access tokens that are not tied to any specific User.
[bookmark: _Toc466480044][bookmark: _Toc31721478]Scope 
	In Scope
	Out of Scope

	Adaptations required for MC attribute services to support the use of generic access tokens
	Attribute services description
Legal aspects and regulations


[bookmark: _Toc466480045][bookmark: _Toc31721479][bookmark: _Toc327447333][bookmark: _Toc327548001][bookmark: _Toc327548201]Audience
The target audience for this document are the Mobile Operator service/technical departments who are considering deploying Mobile Connect attribute services.  
[bookmark: _Toc508957927][bookmark: _Toc508957928][bookmark: _Toc466480046][bookmark: _Toc31721480]Conventions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119 [8].
The values are quoted to indicate that they are to be taken literally. When using these values in protocol messages, the quotes MUST NOT be used as part of the value.
In the context of this specification, the term “generic” referring to an access token indicates it is not tied to any specific User, whereas the term “User specific” indicates the access token is tied to a User.
[bookmark: _Toc466480047][bookmark: _Toc31721481]Definitions and Abbreviations
[bookmark: _Toc327447334][bookmark: _Toc327548002][bookmark: _Toc327548202][bookmark: _Toc466480048]The Mobile Connect Technical Overview [1] provides a list of definitions and abbreviations that are used within the Mobile Connect Specifications. It includes terminology from source standards and interprets that terminology in Mobile Connect terms. 
[bookmark: _Toc451610070][bookmark: _Toc466480049][bookmark: _Toc31721482][bookmark: _Toc451509735]References 
[bookmark: _Toc451509733][bookmark: _Toc451610071][bookmark: _Toc466480050][bookmark: _Toc31721483]GSMA Documentation References
	Ref
	Doc Number
	Title

	[bookmark: _Ref26468274]
	IDY.05
	Mobile Connect Technical Overview

	[bookmark: _Ref26893178]
	IDY.04
	Mobile Connect Technical Architecture and Core Requirements

	[bookmark: _Ref26898425]
	IDY.03
	Mobile Connect Resource Server

	[bookmark: _Ref26468252]
	IDY.01
	Mobile Connect Device Initiated OIDC Profile

	[bookmark: _Ref26468205]
	IDY.02
	Mobile Connect Server Initiated OIDC Profile

	[bookmark: _Ref26898415]
	IDY.56
	Mobile Connect Client Credentials Profile

	[bookmark: _Ref26469383]
	IDY.24
	Mobile Connect Account Takeover Protection Definition and Technical Requirements


[bookmark: _Toc451509734][bookmark: _Toc451610072][bookmark: _Toc466480051][bookmark: _Toc31721484]International Standards References
	Ref
	Doc Number
	Title

	[1] [bookmark: _Ref26469353]
	RFC 2119
	“Keywords for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997.
https://tools.ietf.org/html/rfc2119

	[2] 
	RFC 6749
	“The OAuth 2.0 Authorization Framework”, D. Hardt, Ed, October 2012.
https://tools.ietf.org/html/rfc6749

	[3] [bookmark: _Ref26899927]
	RFC 6750
	“The OAuth 2.0 Authorization Framework: Bearer Token Usage”, M. Jones, D. Hardt, October 2012.
https://tools.ietf.org/html/rfc6750

	[4] [bookmark: _Ref26890468]
	E.164
	“E.164: The international public telecommunication numbering plan”, International Telecommunication Union, 2010.
https://www.itu.int/rec/T-REC-E.164-201011-I/en



[bookmark: _Toc466480052][bookmark: _Toc327548007][bookmark: _Toc327548207]

1. [bookmark: _Toc508957935][bookmark: _Toc508957936][bookmark: _Toc508957937][bookmark: _Toc508957938][bookmark: _Toc508957939][bookmark: _Toc508957940][bookmark: _Toc508957941][bookmark: _Toc508957942][bookmark: _Toc508957943][bookmark: _Toc508957944][bookmark: _Toc508957945][bookmark: _Toc508957946][bookmark: _Toc508957947][bookmark: _Toc508957948][bookmark: _Toc508957949][bookmark: _Toc508957950][bookmark: _Toc508957951][bookmark: _Toc508957952][bookmark: _Toc508957953][bookmark: _Toc508957954][bookmark: _Toc508957955][bookmark: _Toc31721485][bookmark: _Toc455570323][bookmark: _Toc452139306][bookmark: _Toc466480058][bookmark: _Toc452138323]Access to MC Attribute Services using MC Client Credentials
This section specifies the way attribute services MUST be accessed when they are provided in combination with MC Client Credentials.
It is important to note that the adaptations required in the ID GW as a result of this specification do not prevent the provision of the attribute services in exactly the same terms described in their current specifications. This means that, if they are being provided via the Device-Initiated and Server-Initiated modes already specified, it SHOULD still be possible to access them that way (subject to availability depending on the market, ID GW policies, etc.).
[bookmark: _Ref26895847][bookmark: _Toc31721486][bookmark: _Toc209948274][bookmark: _Toc327548013][bookmark: _Toc327548213][bookmark: _Ref329687100][bookmark: _Toc466480072]Access Token Request
The access token request MUST be performed as specified in section 4 of MC Client Credentials Profile [6].
The scope openid MUST NOT be included in the list of values contained in the scope parameter of the request, as MC Client Credentials is not an OIDC-based protocol.
[bookmark: _Toc31721487]Access Token Response
The access token response MUST be returned as specified in section 5 of MC Client Credentials Profile [6].
[bookmark: _Ref26896841][bookmark: _Toc31721488]Resource Request
The resource request MUST be performed as indicated in the corresponding MC attribute service specification (e.g. MC ATP [7]).
However, given that the access tokens delivered by MC Client Credentials are generic, a new mechanism is defined to indicate the MC User whose data is being queried in the request. Namely, the following HTTP headers MUST be used for that purpose:
	HTTP Header
	Usage Category
	Description

	User-ID-Type
	REQUIRED
[if the bearer type access token provided in the request is generic]
	MC User identification type used in the User-ID header. One of these values MUST be used:
· MSISDN: Indicates the User-ID contains a plain MSISDN in international format according to ITU-T recommendation E.164 [11]. The plus sign (+) MUST NOT be included as a prefix.
· ENCR_MSISDN: Indicates the User-ID contains an encrypted MSISDN as specified for the login_hint parameter in the Device-Initiated and Server-Initiated flows. See MC Technical Architecture and Core Requirements [2] for details.
Support for the MSISDN user ID type is REQUIRED, whereas for ENCR_MSISDN is OPTIONAL.

	User-ID
	REQUIRED
[if the bearer type access token provided in the request is generic]
	MC User identification value as per the type indicated in the HTTP header above. 


[bookmark: _Ref518307930]: New HTTP Headers for MC User Identification
Both the names and the values of these HTTP headers MUST be treated as case insensitive.
Apart from the addition of these two new headers, the resource request specification for the attribute service being adapted is respected. In particular, the HTTP method and HTTP parameters defined for it remain unchanged.
[bookmark: _Toc31721489]Resource Response
The resource response MUST be returned as indicated in the corresponding MC attribute service specification (e.g. MC ATP [7]).
However, as the scope openid is never requested when using MC Client Credentials (see 2.1) and consequently the access tokens delivered do not grant access to that scope, the sub claim MUST NOT be returned in the resource response unless the specific MC attribute service requires it.
Also, as a result of the MC User being indicated in the resource request (see 2.3), new error scenarios are now possible, the details of which can be found in Annex A.2.
[bookmark: _Toc31721490]Summary
The following table summarises the main changes introduced in the current definition of attribute services using OIDC-based flows when they need to be provided using the MC Client Credentials flow.
	Attribute service aspect
	Using MC Device-Initiated /
MC Server-Initiated flow
	Using MC Client Credentials

	Access Token request 
	The openid scope is always requested
	The openid scope is never requested

	MC User identification
	The MC User is tied to the user-specific access tokens being delivered
	Access tokens are generic and
the MC User has to be indicated in the resource request by means of two new HTTP headers:
· User-ID-Type
· User-ID

	Resource response
	The sub claim is always included in the response
	The sub claim is never included in the response unless the specific MC attribute service requires it

	Error scenarios
	Only the error scenarios defined in the current specifications apply
	New error scenarios are defined to handle issues related to the new MC User identification mechanism


: Main Changes to MC Attribute Services When Used with MC Client Credentials




[bookmark: _Toc31721491][bookmark: _Toc327548014][bookmark: _Toc327548214][bookmark: _Toc466480073]Specific Error Codes and Descriptions
The following error scenarios are defined in addition to the ones already included in the MC Client Credentials [6], MC Resource Server [3] and attribute service specific (e.g. MC ATP [7]) specifications.
They MUST be considered and, whenever they apply, their associated HTTP responses and error codes MUST be returned as specified in the tables.
[bookmark: _Toc31721492]Access Token Response – Error Codes and Descriptions
No additional error scenarios are defined.
[bookmark: _Ref26900158][bookmark: _Toc31721493]Resource Response – Error Codes and Descriptions
The following error scenarios and associated responses have been defined in accordance with the Oauth 2.0 - Bearer Token Usage specification [10].
	Error Scenario
	HTTP Status Code
	Error Code
	Error Description [recommended]

	The access token used is generic and no User-ID or User-ID-Type headers have been included in the request
	Bad Request 400
	invalid_request
	User-ID / User-ID-Type header is not used and the Access Token is not tied to an End-User

	The access token used is user specific and the User-ID or the User-ID-Type headers have been included in the request
	Bad Request 400
	invalid_request
	User-ID / User-ID-Type header MUST NOT be used if the Access Token is tied to an End-User

	User-ID or User-ID-Type value is invalid
	Bad Request 400
	invalid_request
	Invalid User-ID / User-ID-Type value: <reason>
(<reason>: unsupported type, wrong format, etc.)

	The User-ID specified is unknown
	Bad Request 400
	invalid_request
	Unknown user




[bookmark: _Toc31721494]Example: Access to MC ATP using MC Client Credentials
[bookmark: _Toc31721495]Access Token Request
This is an example of a token request using the client credentials grant type as specified in MC Client Credentials [6]. The client is authenticated using the HTTP Basic authentication scheme and the scope requested is the one assigned to the MC ATP service (mc_atp).
POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials&scope=mc_atp

[bookmark: _Toc31721496]Access Token Response
The following is an example of a successful response to the previous request. The requested access token is delivered.
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token":"2YotnFZFEjr1zCsicMWpAA",
"token_type":"Bearer",
"expires_in":3600,
}


[bookmark: _Toc31721497]Resource Request
The following example shows a request to the Resource Server in order to get the ATP information for the MC User indicated via the User-ID-Type and User-ID HTTP headers. The access token obtained in the previous step is used as a bearer token for the request to be authorized.
GET /premiuminfo HTTP/1.1
Host: server.example.com
Authorization: Bearer 2YotnFZFEjr1zCsicMWpAA
User-ID-Type: MSISDN
User-ID: 34680947298

[bookmark: _Toc31721498]Resource Response
The following is an example of a successful response to the previous request. The requested ATP data is returned.
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"sim_change": "2018-01-30T18:39:50Z"
}
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