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Security is a critical business issue in IoT
The number of IoT Specific threats is increasing 

Security analyst were able 
to control remotely the car

Jeep Grand
Cherokee

2015

Fiat recalled 
1.4 Million 
vehicles

DDoS against Dyn DNS and 
affected Spotify, Paypal …

Mirai
Botnet

2016

PayPal, Spotify, 
Netflix outage 
of 12 hours

A UK teen printed 
unauthorized messages 

Printer 
rootkit

2017

150k printers  
hacked from HP, 
Xerox, Epson 
and Canon

2017

Spiral toys 
collapsed 
after the 
breach

2M parent to kids private 
voice messages leaked

Cloud 
Pet
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DEMO
DirtyTooth Hack: It´s only 
Rock'n Roll but I like it!
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DirtyTooth
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IoT, be prepared for the challenges

24x7 Availability, IoT never sleeps

Huge number of devices

Secure design

Maintenance and firmware upgrades 
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Heterogeneity Resources Identity Operation

No one size fits 
all  solutions

Constrained 
devices 

Authentication 
fist

Device 
management

IoT security key points
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IoT Security as an differentiation opportunity
From a business inhibitor to a MNO differentiator
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Opportunities Challenges

Source: IoT Challenges 

and Opportunities in 

2017 - Gartner

“IoT Security will be critical in 
winning new business and 
differentiating operators”

“Telcos that already benefit from 
an internal cybersecurity unit, 
like Telefónica and Vodafone, 
may have the necessary skills to 
build their own solutions”

Source: Analysis Mason 2017

32% of IT leaders 
cite security as a 
top barrier to IoT 
success

Gartner Survey Analysis: 
2016 Internet of Things 

Backbone Survey

Challenges can be an 
inhibitor …

… but also an
opportunity!



¡Síguenos en nuestras redes sociales 
y entérate de todo!
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