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[1] | cLr.11 loT £t X| & 7H 2 M(loT Security Guidelines Overview Document)
loT AH| A MEHA ZE 2t 10T E2F X| & (10T Security Guidelines for loT
[2] CLP.12
Service Ecosystem)
61 | cpas loT A= QIE MEY A E 2| 10T £ QF X[ E (10T Security Guidelines for loT
Endpoint Ecosystem)
HEA SFXE {ot 10T 2 2F X| & (10T Security Guidelines for Network
(4] CLP.14
Operators)
OMA FUMO OMA E|0f YO|0|E 22| ZHM|(OMA Firmware Update Management
(5] Object)
www.openmobilealliance.org
(6] na ST-LINK/V2 in-circuit debugger/programmer
http://www.st.com/
(77 | na 2 HY 10T O|L| A E| E (Mobile 10T Initiative)
https://www.gsma.com/iot/mobile-iot-initiative/
- na Nmap = 2F 27l L (Nmap Security Scanner)
https://nmap.org/
CLP.03 loT &X| &4 & 7}0| =2 2(1oT Device Connection Efficiency Guidelines)
8] https://www.gsma.com/iot/gsma-iot-device-connection-efficiency-
guidelines/
(10] na o9t A2 X 2| 7|F(Federal Information Processing Standards)
www.nist.gov/itl/fips.cfmwww.nist.gov/itl/fips.cfm
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EMVCo

www.emvco.com/

(12]

SIM Q20| 1A - @ E D HER! API(SIM Alliance - Open Mobile API)

simalliance.org/key-technical-releases/

(13]

GPD_SPE_013

=2 HEME Hot @4 WM A X 0(GlobalPlatform Secure Element
Access Control)

www.globalplatform.org/specificationsdevice.asp

(14]

GPD_SPE_024

==HEHE ME| Al S A APl 114 (GlobalPlatform Trusted Execution
Environment API Specification)

www.globalplatform.org/specificationsdevice.asp

(15]

GPC_SPE_034

=22 HEHE 7= 1 A(GlobalPlatform Card Specification)

www.globalplatform.org/specificationscard.asp

(16]

ISO/IEC 29192-1

HE7|=- =20t 7|8 - 23 A2 E 2} I|(Information technology --
Security techniques -- Lightweight cryptography)
WWWw.iso.org/obp/ui/#iso:std:iso-iec:29192:-1:ed-1:vl:en

(17]

TS 33.220

Qdt 01 F OF7| El X (Generic Authentication Architecture, GAA); 'H &
2 EAE | Y OF7| €l (Generic Bootstrapping Architecture, GBA)

www.3gpp.org

(18]

TS 33.222

218 915 0f7| &l (GaA), HTTPS S 0| &8t L =9/3 of S| A|0| M
CERE

=]

www.3 .or.

(19]

CLP.17

GSMA loT EQF 7t M3 2|2 E

https://www.gsma.com/iot/iot-security-assessment/

[20]

TS-0003

oneM2M £t %WE_AJ(OHEMZM Security Solutions)

www.onem2m.org

[21]

3GPP TS33.163

MitsE Hald S4lvTe) HXE fet HIH 2| 28 2 CHBEST)(Battery
efficient Security for very low Throughput Machine Type Communication
(MTC) devices (BEST))

www.3GPP.org
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