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PTUT-23avEBEETVETH, I-FIOBEDAENFRBT TUT-Y3avEERLET,

EEEOZ-RIChHDoY WEENKMICBEXLGBATZERNEHRIZLDIC. 1VF-TI1R
NDTIEAEHIRTZHEDHYET UTOUY-RDOWTRETLTHELED,
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o NIUYIRYNT-D%ERTEVATAILNTZEFIVTAAVITANTIFYDER
o BEETIODER

o HARELARETINOER

o BETTIDER

o TAVLAERICNTETIMR-F APN OF A

4.8 Y-ERT7-FTIFv(. EX1VT1REORCEZLDLIICMABILNTEXT D,

loT XY RT-JDERGFFHD 1 D3, FEDEEE(CY-LAZRETESZILTT, VITY-LAT
[ BE1-Y-[EHRFOEINSTE, EOTITOTNAANSTEY - AILER TEZ3HENHYET,
NI, 10T BT CRERTEZE AL BE 10T AT, loT Y-LRITER T LHICRHEDIY FIRA
INTRARERBEELET, COIEENH BT, Y-N-DIIVATLEKETER. TRV EEE
B 13t 1 OBFREFNBLT IVFRIVMONYI IV T -IANDT I A% R TEXT,

IVRRAY DI Y- XM IRENY I IV MY -ERICEAT 2L LET V170V -ER-7-FTIF v T
(F Y-ERAOIIVAT LI FEDHEE I TIDIREDONIIOY-EAXLZIZN-RIVE
BRI BIRMENDIET, BiTERIOT-FTIFvEFERLT, B« DFEEIIFEDT-IPY-
ERERETIHICHELYY-AET TR T DA N0V -EANTOLIIZV TSN TS
ERHERD CEET,

DEY Y-EANMF IV T BEEZ L HEDY-LALBIE TEIME—DEMA LY PRIV b THS
BA EFIVTAEZ LI TSNS T T L AERRBIY N1V T LRI FARTREE o TWB YUY -2
(CBRONZT0. Y-EAZKET AV Y MBKBYET, KEHNSH{ONIAUYMNIEERICPOTY,

SELTIC UTOHRERERIL TS,

o Y-LAOISATYR-IVE1-T4VY-R-R (TCB) DOE1T

o J-PANSYVTEOER

o NJTUYIRYNI-J%ERTEZVATLAICRTZUFIUTAMVISIANSIIFYDES
o KEARL-YETIDER

o EBEBEIFIOEE

o UVUYNETIOER

o HARELARETINOER

o HEETHNEY-N-TFOXY3ZV)
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o TTIT-VIVEITREDES

o REVYYOEFIVTAEE

4.9 Y-BRAT7-FTIFv3. tF¥IVT1REBELLBT-FEREEDLIICERTBIELNTE
Ih,

loT 7-F77FvDES 1 DOEBRVEFE, T-YBREERTEEIETT, N FEDI-Y-

JEITY-ERENBES B IEICELLTWET, T-5 (3 I-Y-DREESNLRICERIICHBES BILE

TEXY, L. T-IR-ZABLUAR I DIV IFANS I F v (ETAM DD BT, T-F AL -I%1

—H-TLICRETBILIIR S TREHYEE A,

KDYIL, —BO-IVEY-ERICTOETIZVILTHS. AL =IM VTSRS I FrY R TRENDI-
Y-ORDYICEMETEBLIICT B EDHYET, COHETR T-IA-VREADT T AR
FOWBEIY-LACERTEZLNHYEIN tFaVT(EEEZII-Y-LU4, 1-Y-T-5
NDEERE, BIS XIS AR TERVETTT,

KYRI-ILIVYOBR RS R2E, Y- N-DIIYATLNBAVI-RY DTy I DIO-%HZ S
CEERETT, HAIVMO-VICEY WEEIBEOTF v RIVD SN EEPEET -JEIIST
PRENHY, KEDT-JEeBESEEIEN—BRELBEN (VYT Y M REFLBEEYIH-1R
HTERBELIVEEREL 2B RBYET,

SEMICOWTIE, UTo#HREEEE B LTS,

o J-RAMIYTEOER

o NIUYIRYRI-V%EFERIZVATLAILHTZEFXIVTAMVITANIIFvDER
o KA -JETINDERE

o TFIVTAXDDER

o T-HIMTRHDER

o ARETHNEY-N-TOEIIZVY

o TTUT-VAVEITHREDES

o TIAMA-TVIERBITIANA-TIDOIFATIA=IL DIV
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4.10 Y=-ERAT7-F7IFv(L, EROBVI-Y-[CE2EHLEDLSICHIBRTEX T,

— B9 10T 7—FTIFvE&ERT AUV LD 1 D3, HEROBWI-Y-HNwI IV FY-EAICEE

BRI 2RENEFIRTBIETT, FEAEDVIT T T3V ([CIEZORE R —RFIFATES L

SICTBHENHYET, LA L. 10T TE TV FRIVMIFFEDY -CACIER T 2L ENHEIVTAT

1THB1H. VPN (N=FvILTFAR-brybD-7) #ERLUNYIIV Y -EAILTIZATES 1~
Y-%#HIBRTEXT, INFBEN BRI VY-Ry N TOR I ETERETEZH, TIAR-F APN BEDEN
ANWY-EAEFERALTEETERT, FFMICOVTL, AT OHREFEZHEIEL T,

o NITUYIRYNI-DEERITBVATAICNTREXIVTFAMYITANSIFYDE SR
o TAVVLAERICNTETIMR-F APN OF A

411 VE-MISOKEOTHEMEERT 3ICEE5TNEENTTN,

D177 TVT-03V LY -EANDYE- SO E[R, 1V ISANTIFYERE[LLH>THICRES

EELAMENDYET, REEICLZY-LADITVATAND X IVTAEENEETEUATEZKR
IRIHDOME— DT AL BRN DR S IHE R BETEIY LAY MIL TR L LR TR ZER
BIBIETT, T-FTIFv&BL I3l 2 HEBCEELRERE, BB ELET-FTIF v DK
TY, VTVT -3V RECEITCEINEINF EITT-FTIF v, ARL-T1Y T I RT LD,
BEY-IVFI-V, TOJIIVTEBOCXIVTABLEDATYIVITHD>TWETS 7TVT-23V T35y
YALAVITIANTIFYDEFIVTAREE TR, AR TEZATVIVN REZI5ENHYVET,

VE-MOOKRBYRATEIRRT 25 EDFMICOVNTE UTESBLTKREEN,

o NIUYIRYRI-V%EFERIZVATLAILHTZEFXIVTAMVITANIIFvDER
o EMETIOEE

o ANMRIIDEST

o HWAHATINFVIIDEST

o TIAWNA=TIEEEITANA-TIDIFATIA=IDIL-)b

o TTUT-VIVEMREBODESR

e Rowhammer P3ELIOKE

. REVYYOTXIVTABE
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4.12 Y-EARI-Y-OTFINY-ZEDLSICERTEIENTEXTD,

loT Y-EARBEFBERRICHEN. EFNLHECEEET-IEERTEME/N-r-2vT
AT AN TRAREBYET, LML, ZOT-FICEY . EBEQOTSINY-IEIECH TV ET,
HBEEL CO&SBT-IN-rF- BN, ZNAEQLS IERINBZNESIHERET BHEFN
BYUET, I, =M -BFEOHETT-IEERTEUNKROENET ARETIVEINSOEH
EYR-FLETH, TIINY-ICETIRFATE L ENRFZEPEERRLL, ZRICHEVET,

ERCIREIZRIAT BICHTY. LUT OHEREEEREIL TS,

o TFIVTAXDDERER

o T-HIMTRHDER

o MAMELARETINOER

o MHT-FIIHIZERKII-DER

o BETIMNY-ETIOFH

o Y-FN-T4-OT-YEEHR)I-DEH

o Y-FN-T4-DOT-9T1NFT-DHEFE

o 1-Y-NTFANV-EMEEETZHD API DIELE

413 Y-EARZOAEZEDLSCAM ETEXTH,

P-ELAESTKE (DoS) FrEINEEY-LAESTHKE (DDoS) ([F. BRDIVI-RYLTIE—M
WEKETHY ., INTOEENIDISAOERKECEES 3EHETV. REHKELZI21K
ACEAVITAIRRBEERDOUNTERLICTRMENHYET , INLOBEN —IVICHONBEI(C
BolBBAIE, WEEZETTADCERBEMPY-IVEBELL AVIAY ETWDOTEITIENTE
BNHTT, AVIAVY-EATE., BEDHIENKEERICHRMEREL. BFEDY-TYMMIXILT
DDoS WEEETEIE BB MENHYET,

COEOBBRISTIGT BTHIC. Y-LADRI B HEZSHILHOFLVET LI EERSNK LT, Y-ER
DIIVATLERETIH5EE U TOHEEREEEL TS,

o NIVYIRYNTI-D%ERTEVATAILNTZEFIVTAMVITANTIFYDER
o VATLOFXVIEEZIVVIFEDER
o IVITYMIKRETIODESR
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o« EIHETIOES
o BEETIOER

o TIANA-TVIERBIIANA-TIDOIFATIA=LDI-)b
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5 BEERLRHIEEIE

RERIY PRIV MERFET IR U TOMBEHEIBICREITIHENHIET, U TOEELH
REHEIF, ZEBIVIRAVEOT-FTIFvEEERLET INSOHERFENBINE, IVFR1Y
MIBOENBAT AT LB TFIVTATOI7MVEROLIICHYET,

51 Y-EAOLSATYER-IVE1-T1VJ-A-X (TCB) OEIT
FS5RFTYE-IVE1-T4YJ-N=-A (TCB) (&, \-FD17,VYIbU17, FORINELVORY -0ty
bCY, TCB FEDIVEI-TAVITIYRIA-LOERLBEZEDT, mmBEREBAST T -
VIAVEBEENDORL(LRITCEIRBEERIILENHYZET,

TCB (. EN\MV#488 (AN-bTAY) | loT IVRRAY M Y=EAOIIYAT L ETHREIT 21 -/\-

BEDYATAICKH U THEE - BRITEET, TCB EIAT, EULERM THBBSN TOWEITH TR
MIEYATLISAILIGLTRBYET, FIZE. 75T —/\-AD TCB OT-FANSYTIE, TV FRAY
bDT-FARSYTERELEEBYET,

Y-CLADIIVATAIC TCB BRI 25E. 7 TVIT-VaVIA-IEERTEZ A EEERLET, 20
BAEDIA-J UL BITARERT TUT -3V e ZOBRITAI A9 T-I TR INO0-N1F)T -
FTT, INGERIRLTT TUT -2 avAA=I FEEECAA-JEFVET, RFOY-LAODIIVAT
LT AVEI-TAVTRBEOELICIGUTY AT LAMEEL, sBb X EAEY IV LET, DFY, TCB
[F. VAT DK BRI TAET N AR LA SSRMICT I TER A EEERI DR ENHY

9,

NEEFECITICE. F-LIATOEBEEES ZHLELHYET,
o AVEI-FTAVITIYRIA-LDIEHEAL :

o YEHLY-N-ETNOLYIEERLEY
o JIURTIYRIA-LERIREBYYY (VM) 1A-TJtyhD5ER

o IVEI-TAVITIYNIA-LETERITIZTTUT-3Y, F1T3YU, B I7TAIDOEYDE
=

o ITTHREBEZMNECNUTERLET

FREOLSCEEINTZYMIEDIWNE, PTVT -3V M A-I DR
P8 TCB BAREFERALEAA-IT-NMITOBESES
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o T-MMIEBRZOZEREE

CDHIRATEY I ERITIBZILT, FEDREBICEBRATEZT TIT -V avAA-JEER TEXT, B
BIZE. FEORRICRBER/N-FIITETTVT-VavETWHHBYET, FIZE. T-IR-ZD/N\-FT
IV PTVT-V3aV B EBREBBNTANIAREAN -IDZ-AN'BYET, ALL-IED/N\-FVI
TAN-IBEHRT-IR-ZABEBTVEIN NTA-NVABEHRBREBYET, BREODEERZRE
tg2, EN-FIIT TS5V IA-L ETAA-JEER BRI TEXT,

LUFOERMNS, TCB DERIERE#ENFEWNET,

o MA-JDESBREERIZLHIC. HBOEEONES (Root of Trust) ZREIS
o BAX-IJNBLFIEZERTETS

o BAA-IDRIAFIEZRET S

o AXA-IDIRIFLLEIC AA-VDEBEFMFIEZREITS

LT OEBNRETE2SEERESRIZILEEHHLET,

e GlobalPlatform Card Specification [11]
e Trusted Computing Group’s TPM Specification [6]
¢ GlobalPlatform TEE Internal Core API Specification [12]

511 YRY

BEYICERSINENSATYR - IVE1-T14VT - R-ADBWNEE, IVE1-T1VI TV IA-L &
MF—LICKYERINER CIREETINTVBIEEERTEIENTEZ A, 7TV -Vav oY
TYAT LG, VAT LW REE(ICEZ X1V TAEEEZ I TVWINEINEHIMTTEZHLENH B0,
CORIFFEECEETT, TCB[FIDYARIZEIEIET BLLEIC. IRNTORYMI-TBECFLTEFIY
TALAVERETBHICERATEXT,

52 #EFOEHEOES (Root of Trust) DEER

BB EBEOES (Rootof Trust) (& MBBADIVE1I-TAVITTIYRIA-LIITATAERIT

BIHDIRAE L ERNARERN-ACLEVYATATY, U-CAOIIVATAILB 2K IVE1-9T5Y
FIA-LE, RYRT-TBERICES AR TRIAINIDENHYET, INICKY, AEREZLEIRYE
-9 L OFENBILSCHZ -1 FHENGY AT AOEBEBEIEBAT R NEIHT
F9,
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HBOEHEOESZEETBICE. ROBEEETLET,

o HBOESOWEREREIZLHIC. N\-FIIT7EFIUT1-EV1-)l (HSM) BREEEE
ElEEIEE RS

o EROWERBIV /SR EEEMTS

o WEROTIAN-LITTYMBRLLREINTNEILEHERT S

o [EE TCBERREICHEMAINDG 1 DFLBEBROELREENRTS

o MEMOERICLY, BLZRORFEI7TLYMNIEELTS

o INGOHN, BRESIUKMEEEN OO ARRLIERATERVLIICTS

FLLBEB Y AT AN ERINTVSRUIC. Z0—BOBSRPIAEL. BARICIHOTELTES
FICBYET, BIOYATLATOHFH LW AT AICEER LTV S5E. BOE S CTERSINLEROTF
I-VZHERTBIEL T, YATL ID ZHRIFTCEEXT,

AVE-INVRT LORFRRICIS>TERINLIL RS AR TIRIILE %, BRI ERLLES
B YATLO—BORRRICLBZEDTHEIILEHRLET, 20, 7517V M ERBIEBO
ERLIoTRIAIN-BARTHILEHERIIVLENHYET,

AEAAZEPIEROZ LY M BEBAO M BOEANERIREINTEY, EESNRYY-EF
IEA' 2RO A& LR RRFHRAERIBRL WSS, 7517V M EROFI-VERTI3(CONT,
EEOELANIN LRI IDENBYET,

Y-ERE Y-EADI IV AT AN TERINET (LR IR T 2SO ERSNZLENHYF
9, FIRIE, AERAEFLEMEFI-VICLERAE. BEOUFIUTAERAETBHICFERATEILE
TEEB A Y-ERE. SERAENREBINEONEHEABTEIIMLENHYET, HECLO TS, EL
BB1VIZANIIFrOEHICB LT BWERER DY -N-XLAY-EAD & TERAE I 315!
DY -ELREERTI2HENHYET,

FEHOEREEERISHA. UTOEBEERELKIEE,

o BWEREEEANOGTS

o BWMEROANIEREEN BHHRIZLENHS

o MEBOMAEARINLEANG. WEBRICTILATIEICNINFI7I T -2 ERT 540
ZhH3
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o MNUY-EFIEOEYIEERL. —BHOHIRELEREMET 2ILNHEELRIBNHGSH
%

o GIFAZZRLFIEEVETFIRERESIILNRELLEIENAHS

o BNBAINTVINEINERETSIIENEEHLBZENTHS

o BESTIIVALOBEYLLY FOBRINERITHEVWENAHS

EROERICETZFMIONTE AT OBERITESRBL TSN,

e Trusted Computing Group

o TPM Specification [6]
e TCG Guidance for Securing 0T [7]
e [SO 11889

e PKI Specifications

e RFC 2510
e RFC 3647

521 VYRS

BB GEEDOIN - PERLEVWRIE, E—0F-I393RENTIVATLALAHRDEEEERS
LT, HHBEREE LI, BEECERIDF-2RETSILT, —ERMBT. ¥-NBE&EIZT7TIT-Y
AVERRIYTHEBOBEEECUTF-2BIRIBBIEN TEXT,

53 J-FAMSYTEDER
TTVT-93VEEBICETIBCE. EEEOSV., 8mBOREETIVNIA-LELCTTVI-Y3
VE—BLEAETCHRMAM EEITITINELNHYET, TCB ZZDTIVRIA-LEETETBHEETE
ZULEIN. T-bASYTETIE. 7T TVT-Y3 V5 ETI2 A EFEEERLET,
T-bARSYTET N A RICERTBICIE. U TOEEEAERIZHELHYET,
o ETHTTVT-V3aVERESHRITEELS API2EERTD
o EBETCIZERDAFLELCIH>TERING. BEFOD APl OF| AHERTTTS
o TFUT—IaVHRIVRRAVE, Y—EAET . K- —%REFT 3552 EHT D
o TTUT-vavOEYILEREERTD
o BICHEEILIIERRTIUI-YavEERTIZHE. KT TVT-vavii—E0 IDEE|YHT
)
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E7ATTVT -3V &S A TEBLICTBHIC. API BT LELETIREN ., RFRIET

DIRFDULEBERNELBYVES, IhiE T-FAYTET IV TR, BS{LaSniz ID 27 TUT-Y3y
[TOCIAZV IS 2 75251851 T BN HEINETT PTVT-Y3aV [ ID ZEDLSICEB T DT
L& ID BEEICEIS TEZTLEIN MEREEHEIIEEIZ5EIC ID MERTINEHEE
BB FIRISFATLEID,

TTVT -3V RNICETIBRDICE HEDVY-ANBETT, 7TUT-Y3aVE ZOIET
BEBINRTONEY-ER IV PRIV EELUN-M-Z2RWTCBIEEHEILZL, BERMEEEITIS
BENHYET,

TTIVT-23VDERRICEY . ABRBEOREMNRESINZIENEZWTT, PTUT-Y3av ORI
FHIVEATREINZDENSYET, 7TVT-Y3aVDAVISANSIFveBRI 27TV -3
IPEZEN TTVT-V3V OB ERELCEBECERVNLSICT IR ENHYET,

HEEOEBOES (Root of Trust) ZEALT. IIVATARKIIBAIN TV R BEEBOEETET
WEeFEELEXT, INICKY, ZNZNOTTVT-Y3VIl—BORBSENT ID ZBIY B TRIENTEX
o INIE BIZIET-IR-AY-ERETTVT -3y Y -CAEX RIS 2R 2 E 7 (CIRELE T,

531 YRY

BYICERINET-PANSIYTET ARG E . YATASEMECHELRE VA VEREZR TEE A
T7)09-0&I7Ey M. EEWNICEBELIVAGYER A EELAVARNESD., BE DB
HEICFOTELERMEREEN BRI AN HYET,

54 NTVYIRYRI-D%ERTEIVATAICH TR EFIUT1I1VITIARSIFYDESR
— A BRI BER Y -EAL, U-EADR A, BEES LUV MEHIFT T2 tF1UT1EE5E
ML AT EmEELET,

e DDoS M41YISANSIIFv

o O-FNSYYVY (BEHE) 1VIFANSTFv
o RTRAILYATLA

o VITTTUT-YaVIFATIA-I (ER)

o WEXRDITATIA=)
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INLORKMETTVT-Y 3V BB ORIICEEL, ARBOKRBENMEFETERVLICTEILENHYE
I, BETFIUTAET VG EROE=ZENVYATLAILTIEAT 2R ELFRELERIH,
INLORKAME, WEEN VAT LEERTERVKICTE8ENEMHILETS,

JOVRIVEOTFIVTA(E, Y-EATEEINTV\S INTOSOMINVICERT L ENHYET, HIX
(. T-EZN IPV4A BKU IPv6 ETHRIATESHE. RLEF1UT(HIEmAOTONIN Loy -1
AERATZHENHYET, TCP BLUAN-LFIEMEETONI (SCTP) MBEY-ERIZTIER
TE35E. TR T4 EINCOTON VOB A [CBRATZHENHYET, loT E@FEEY-E
ACFHELEAET-EAZRELTWERWIR- e, PV EARA] LT 2HENHYET,

ATRECHNIE. AN BLPHE A TAINIV YT OmANEBINTWNEILERERLET . AATMINFYY
JEWEEHE O AZELELEIA, —RAIARTRELEY -EAICHTIHEICLY, Y-EADIIYRT
LAQEFIVTAERENRETZAIRRENDYE T, KEENY-EAOIIVATLNEBEN T 210
(C. EFIVTAEEEZOIRIVN-RXV PRI ATEGVLIICTBICE HATIVIYIITHRAI R T
9, £ HATAWAUI TS WEEN LTIV AT LN OEERT - IR EENEBIT BT -N-CEN
BB, EEEICLZKREE DT RBRECAD PR EIE P I EENEIHI T 20ICRIIEET,

—EBOAEMIL. FFE QRAMTICFOY T TEZEMA API ETICINSOY-ERAERELTVET, IN(C
SU. MO BICHDEH NEEIRTEEXT , REBIEER, Y-EARBEDOYATLRTT T -

VAVDEFPEREETILITY, CHAOY-EAREECHKL T BHOREICREREFIVT
1R ERE T EERELET,

LT ORI 25 ZEERESRIBILEHBHLET,

¢ Amazon Best Practices for DDoS Resiliency :

e https://d0.awsstatic.com/whitepapers/DDoS White Paper June2015.pdf

e Arbor Networks DDoS Mitigation Best Practices :

e https://www.arbornetworks.com/images/documents/Arbor%20Insights/Al DDoSMi
tigation EN2013.pdf

e Cisco DDoS Defence Guide :

e http://www.cisco.com/web/about/security/intelligence/quide ddos defense.html
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541 YRY

1VI-RY DAL ELREEEZE R T DL, —MAIRRIRERY-LAPTTUT-Y3V CE, ZREBAY
I5ANSIFYHREIR TS, 575 L DDoS WE (L. FRl BB EHRBREEITTONET, DDoS Y-
PR(E. [BEHHI THERFINTEBATEIENTEXT, 2070, DEXLEIZOBEEZI-TYMMILT
WREH L. COLBREDME—DMEETIHYEBA. YATLIIVES|IERIT LN TERD
EONEHER T BIHIC. TV LHENITONBRIREMENHYET, EER loT Y-EADFHLGEVF]
FEIEER TSI, COLIBMEADXS EEFHLBINETLLY, ATAMIE, loT BAXLEY-EID
BERIVR-KVITT,

55 KEAR-JETIOER

BAROIVEI-T1TOT7TIVT-V3aVRER, 205G VT TRN-ADYATLBREDITIATIVIR
—MN IIIRRIETY, 208, INGOYATAIZENY HTONEAMN I +DBAREITIEAELN
M 7TV =23ay N InNeOEMEKGENEAN -JELTERTESRLS . RBAIATE3L5(10:%
FENTVER A, Feo INBDYATARBAYTIVIFIVTATAELTERINTEY, —TTbIN TV
WSHENBYET, DRY, DI XTLIE. KGR BRERDEDICFDBAN -IYATLAEE R TCEX
Bho

ZO1S. FROA-IYATLANRARTHY, Z0REEEHERLEBINERYER A, IOLIBIER
BT CAN-I VAT LIIFED—RKHBYATLALT T EATEZHENH B, TF1VT12EER
FeFE@MEWY-N-FEY-ERAE D ZLOY-N-FEY-L AL > TERENZKFRIHA L
L-IIV74T14 (FLRBREE) [CT7TEATELS, INEZK0HE WEEMERORYNI-J%H
WTRYIC (RTIZHERTRIC) KRB TEZMRMBA ELRYET,

INEIH T B BY-N-F@EY-ERZKBERBANN I ITTEAT B THL WRERDT
TUT-230, 8LUOTTVT-VavnRBEHD S —BEDL KT /(=FF=Z7EFT-7—ITE TN
TERERTFIBHVENHYET, ZREIC, ZLTREEELRE FED ID ORDYISKFERBAR
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651 UYRY

P-N\-0F0CIIZVJ L, loT BEBOLSENBEZFIVTAIRAIR T, Y-N-0TFOEI3IZV I
TIONBWNEE, Y- N\-07-FTJFv (I T 2EBOE RN FKRIBIETLIT, INE. 7-F7
IFvEBRORRICKZTFIUTA LORFRICDEAZENABYET, A BNEE. BRITERS
NEEMNREDRANTSITAAICEIL TVINEINEHER TEE A, 2. INLOFAMTOMR EIC
(F. BEINEEYATLEREL. ERSNET Y MNEOELZFMETI2LENHYET, INIEFEM
RPTHY, EBELGEFIVTABH IOV ILEEBRTIRICRELBEIMRIEBRYET, T-LADE R
C—BHLT7-FTIFvABVNEE, BRERGABERYATARENIER SBT3 4 L34
LADEOFETHERLAINEEYE A,

6.6 EHETIOEE

EITEBIE. 7TUVT—vavAx-IJ, £FEE TCBOT7YIT-ME. BE TRHVELTA, 2EOTOTER%E
R ITIROY Y TINETNEEZTHFLLD,

o RITTIYNIA-LOELAVIIOWT, HILWPTUT -3V M A-IIC—ED URL BEDRY ~
D-J))-A%=E&I S

o ZNZNOFREDLIVICHLTELEEERKTS

o BLAVORIINIFHLWN-IIVIIHLT B TELAVDIA-IEERKTD

o LAVARIIL AR-IERRLEXIT-F (N=-J3Y  FIM1LATVT IDIRE) 2EHS

o EBEABEFERALUAVAIX-IJIIBLTS

o —EORYNI-IVY-RFLETYIT-M-ERAZB LT 1X-J, BLELIVAR#EZF A

AIBEICT B

HLWIATLERRAI S5 E. LW ATABUTEZITOILENBYET,

o HLAVICIXHLT,

o EBREITIN-YIVEEISTS
o MA-VEESHATIRITS
o YATLLIAX-IVLIVERFATS

V2.0 53/76 R—-IJ


http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r3.pdf

GSM Association NI

NHXE CLP.12 - loT Y-EADIIVATAICEET 3 loT T¥aVT1- HARS1Y

ERBOTTVT-23V AV FAFOWERERFLTRWIEE A, BYATLORREIC, ZET
B2YATLEN-YF AR DB REEICTOCIIZVIIIRENBYET, VAT LDFH
MR DD5T | YATLADBELERCINGOD ID EESICTIHENHYET,

COWRFIAL, AVIFANIIFrADOY-CAPKMEMHIFT B (C. NvFERTOTAZEET S
BENHDILEBHRLTNET,

EICOVTE, LT ORFIAY PEREZELTLESL,

e http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r3.pdf

6.6.1 URY

BYNCERINEBEFHET D BWMGE. B FHRSOBRICSH>TH-EAELT7 TV -vayittr+ay
TAREEZZI2ENNHYET, WEE Q. EFRTOCRCHAILT TVT-3V%FEAL, TRV
TLAPHOY-N-ETHBEOVI NIV ZER CERRIREMENHYET, BETXIUTIOIVITIFARS
JFvIMRESNTOVEWNG S, FAMYR-LY-EX (DNS) BEDFRYRI-IH-ELA%RIETEILIC
SO TIDBEERBITITIENTEXT , N5 - -~u1470RI (BGP) WELE V-T1V7
(CXFTRIVEELBKEL, REINTVEWT-LANOTFIUTEEES | ERLITHIC. BEIA
EEETINTNET,

6.7 WHET-FIHITZERKNII-DERE

T-AIRHOEHOR)I-ELVFIEEEET BT TR, +9TEBYERE A T-ID N F=(2&oT
REASNTVBNEINERETBLHOET WA BETT, ML I-Y-0T-5ETIINY-&R#E
FREHICRESNEREMNERPRYY-CBRULTVWBEEETIC, K- -DBEELTWENED
IS 3 HDEEERES DLENDYET,

ZORSICE B F-LFI-Y-T-ITREL tF2YT7ENBREINZEREOF VI EAMEE

ELBONEBYEEA, INICEY, BEEEMHEFRLITEER XAEEATEXT, N 1-
Y-1BHRIORE LGS ICEB B R EZBLADICRILEHT, BE X1V T XA TEL Z
NoOXDEEEL, KUY TT-YEEE, RESIMEET SLHOKIMEREIRTCES
FIERYET,

V2.0 5476 R—-IJ



GSM Association NI

NHXE CLP.12 - loT Y-EADIIVATAICEET 3 loT T¥aVT1- HARS1Y

G K- - FIVTXDORBNICWDOB R LN EER T B16hIC. BEafRe 0¥ Y I K iTaH
FRY2IENMHERINET, Z0GEREMEE, K- -(CE%. ZHERLBLEOTRIEZESZZRNENE
INERETEIHENHYET,

6.7.1 URY

BN Y-DHBNEE E=FICIHOTREINLET-YICH T RN EENERBERET ZENE
RERBREEALDYTEA, BENRELET-YDEBTTHIHE. E=EET-Y&KIAEE
HRBHYFIN, BEQN-FF-(CT-YEELEILNTEEEEZEVET,

BRINUY=E K=b D RESNET-F(CHLTHRBEF IV TAURIVEH TS 2D ENH B L%
REELET, TFIVTRERNFELLISE. 10T Y-EAREEEBHOTFIY T EHCRESRY.
TFIVT BRI ZEFEERREINKT, INE - F-HRUY-ZEF I INENICHNOTVE
EP

ETNEBEATEILICKY, BN BARBEFIUTRY Y- PFIEEEFIEIETEHDENEREE
B CERIEERILT BB EZBELVREF - AFINSDIRY Y -ZIREET 2L ENHYET, B
mPY-CADME £ —BOEBER, REl ED. Z0HBOGHICLIFINNBRNERZHENHY
9,

6 8 -U- EZI] JZTAkJZZo?:ﬁﬂ?'Jm

A-Y-AVI-TIARAIE I-Y-EEERIEL T IEE A YAT AR, —TTHICFHI A TESY-ER%

FERALTBILI-Y-2RA CEILENHYET, CORRBOME—DBFIAN G, ENMVTNAZLETTTY

T-23vEERTLIVNSHE. O-DIVO/AT-FTRESNZIETY , ZONAI-FE O-ALOTTY

T-23V (7T EATBOLEREINZHZENHIET, LML, YE-FF-EZAPUVY-ZADT I AL, 5!
DRIV TIRAES DR ENHYET,

DOFRAEAFEHNRAITBUATICET R+ 0 RBIEHRA I-Y-([CIREESNZEE . BT F-LATRMED
EBHRADL, INL0 2 DOREEHEE 1 DIHKAETEHENHYET, COF ALK, YE-F-ELAT
BEd 2R M-IV EECO-DIT-IN-ADBE B E#E 5 32, Rirsnz1-Y-o0-hIL7
TUT-23VDNRAT-FEERTEET, (FEALDTI-Y-CE2T, CONWFATYTRAETIVIE+5
([CHEBET B TL&D,

LD, FROZBEAEY -EANET RACO-NVT TV -3y 01-Y-%3REEL. A7V OF A
FECHREEDH BN Y- FIREREI IHENHYET, oo ARUIRAZIEL, I-Y-H'RLH

V2.0 55/76 R—IJ



GSM Association NI

NHXE CLP.12 - loT Y-EADIIVATAICEET 3 loT T¥aVT1- HARS1Y

~JVEERLGIOIVEI-TAV I Ty IA-LIZBBLENEIN, ElE, I-Y-HRLNTVZ

EALTERE CRIDGRTICBE LN EIDERE T ZLENHYET, BIMFOBHEREICTUT,
INBDOARIIRB =TV DXV THEREDAIREMEERT IENTEXT, TXIVTIEENEELE
BE. M-IV EENICTBLEEIL NIVF I -REEC ST - Y- ([RfINICB O VSR 0 E
HHYET,

681 URY

IVRRAIVIATAILEIZBAYRIICEY, T-FTIFvDREFH EICANNDST ., NvIIVEYAT
LIZK2HERN VNIV -FREEE BIEBEELCXIET, I, I-V-I"BEH0EERBEREEHL
TVWEWD, EHOT M A TERERED BN TERILARHIRELTVET, INEFEHRNTHY, &
FAVTAREINET M AP I-Y-0BERBEROGTVWN-J3VEFEALTWSHE. RIEAMELCEE

nhsvxEd,

6.9 ANRIADET

IYRRIV R I-¥-FEEEHI-P-HSEELETRTOT-FIONT, BESHETILEND
VET, WEE O TREBRZRRERKL, 1- Y- V9-TIMAEBK T 2T -L A0 7 TUYT
-VAVDANEEBRATEILTT, INlE, ZOFEM TR, I-Y-CECERBBA. IVI-T1UJ6
SUZDMO/SA-FICEINTEREESNICL YTV IS BRENHZEHTT, BELEI-Y-AT
VI-FORBEDBUERFTZILT, WEBYTYATAOREZLA VT TREE ICEF R TFHALLEVE
YER%ER| SIS AIREEN BYET

RITLPITVKEO—HICE, SLAIOERTXFINELTREBENAYEZ-I(C null N1 +&IY]

—FFBIENFETONET , —BOSLANIDOEFER RPUSFELTTRELNFUSFIIO—ERE
LT null "M PEZFANE T, ZONATUSXFIIMMEL NIV DSATSVICESNTHSE. #HAAH null
M EEXXFHNOX Y FELTRIRENDH, TTIT-23aVICEB3 X FIIORREEECREEE
DEERT B FINENIIETET, LA INESEOI-Y-HR B TEEA2LI7 VY AT LY

Y-AICT VAT BERLTTETLLE

BREOHZIANEOHERERIFELIIN KINEFINTOAREMETAN ZHELHYEE
ho BERTOTARBHTYYTITY,

o ANEMTOT-IDEMRHEEREIS

V2.0 56 /76 R—J



GSM Association NI

NHXE CLP.12 - loT Y-EADIIVATAICEET 3 loT T¥aVT1- HARS1Y

o RNHEFMAOETINICERTZIYI-TAVIEXFICEIZRII-2EKETS

o ZORUY-ICEDIVNTT-YEDH T2 API £ZETT 5

o TINETWICERMLTWRWMGEICHIANERESES

o EEDHIHEOEHEEYIR-NTBHIC, TYYaAVICETEIAIT-FEEBICANY MERERT
KIS

IATLAARICIRFEINTVWBRIRTDOT-IERMNICNIEL, BEHNTETIVICHAADLELRHYET, IN%E
TO%RMIBFEEL, basebd VI TVZLICEIHSTIRTOT-H%EIVI-RLTHS, T-IN-A([CEE
FB3HETT, INICKY, T-INT-IR-A&RECEHNELSIICLET,

69.1 VYRS

AT OWEEDPRBAINTWEWY AT A, SQLAY Y173y (SQLI) HED OWASP Top 10 [C

REHINTVWIHEZ SO 4 BREY, UE-FI-FETHREEZZI3ENIHIET, BENLRE
ORI ZIEICDEEED, AXETRIINTDOYAVEE S TEXEA ATRIEF. IV FRAY
b ETERITHOIIVRY-EAPTTUT-23aVIleo2 T REBT TUT-V3aVDEERBE ML BT
9,

6.10 HAT1IWIVIITDEST

HATVE G ANREEHTLET, COTOTRASBEDHIIEIENSRRLAVERETSLIIT
B, VAT LWL RBINBZHENHZ - Y- (CIFREL VYU VT TELRNKIILET,

A& ClE, RRVAVTLYIUITSNBZTARTDT I -EALIVEBENZRIIC. SNH6DT -5 %FF
Mg 2HENHYET, INICKY, ISON Xy t-IPIYI-Fanhf: JavaScript (CHFEFRLAVICT
VIA-FENET-FICIE. IVI-FENTWRIEE. T-YDRTERIEL L EEMCT BN HE T4
NYMMEFINGLLBYET, DFY. LYFUI IS TRRET I EIES 28NN HB, YATL LR
BFEINTWBRXFEN BEND A E TR RERSALGEVWESCTNIYIINIYI-FS 2 BN HY X
ER

COFIBEEIET B, FIRSNEXFETIIIVITTEN, IRTOXFOIVI-Fa@Hdale
T, INBDOXFOFRID GUI ZHEALEWN CIFEALYYVVITYIVCE>THIEI-FE LTHER
SINEL) | FEEAYE-VERRLBEVLSCTEIHENHYET, EELEFBHETIN FHEDT
TUT=23avIIOWTULEEEMNKYBL TVBIHENHYET XA t-ITA-FL0FER5L, WEH

V2.0 57176 R—-IJ



GSM Association NI

NHXE CLP.12 - loT Y-EADIIVATAICEET 3 loT T¥aVT1- HARS1Y

PRIV TREEREL. I-Y-DZNICKINT AV T2 IE-BLUETIIANLHYET, 207
. BRLAVICHTML PEQAV ) TREBEALBWAETEREZL VAUV ITEOTEEL, EEDH
BIERERYRRE, O1-Y-[CHEESEIBVSIICTIHNENHYET,

T-9E1-Y-ICBRTRIBNETHENGE, INEREE[CIOTRESLUOLYFIVIENT-5¢E
(FEBIRTT, CORMER, EEEPRMENE R T INE, — A ACELTWENT-YORRIC
BIELTVET, AIZE, BRAEBRICABIST-HREELLISE. Z0I5-2TL2RBTNYIT-HLL
BILA-Y-CLYFUVILTUSWTE B Ao INICKY . I-Y-BNRTZRHE - FIBLT 7TVT-23V0
fesste e BATSBRAIREMN HYX T, COBRENIICERFEL. I-V-INIEBRI2LDIC+HE
IVTFANERBLEBNSTIGE R —RIBIS-PRETILICLTERENHYET, I-Y-HN
JeBBTERLLTE WEFENOMKEBR(ILLETTVT -3y o0 B HEiHE cER WIS T
EP

6.10.1 URY

HAREEL, 10T TF¥IUTAOEEBRFHMTT, YVATLNHARIEERITLEVNG S, EELRI-Y-
T=IVTIANY-T=-5, ZWT-5. SHABII-Xvt-IBRENFTRHEIBZENAHYET, TNHDAY
T-IF, I-Y-1EBRELFETEIN, RYRT-JSNY-LRCH L THEZEEICITORHICF A
N3RIBEENHYET,

6.11 EAHBINAT-FRYY-DOKETT

FRTDRIE VAT AL, I-Y-BEEC/NAT- MR EEBRIGE(C, BAOBNAT- 2 ERAT 0 E
NHYET, NAT-FOEMEL, BREF 1T O RE ., HilTE. BREENASICEHRLTNSMHRE
T, BREEEFZ0DHE. I-F-IEL2OAT-FEHECEIZIENTERLICLENEEZITY
£, FHMTE L FFCRRVAVDERETEDOLDIC, AVT-TIMADEHEEERT 20BN HYET,
BHREF IV T O EE FREE DM BATMEL. FEORMOEMHEZBECEHTLEIS
EHZWNTY,

BRODAOF BIN-TOIRTOEHDEINHYET, NAT-FEREINICRTIHENHYE
I IVTNTRINEBEYEE A, 8 XFONAT-FIMRLEL > TVEIH, —FBOYATLTIE 6 X
FEIFBLVET, SRAT-FOREE, RIORNANTSITAADZBLELE DN URETT 2L ENHYE
IH\ 8 XFEEBNITBABAIBEENDYET, RWAT-FORSEER T I LICEOT, EHMED

V2.0 58 /76 R—IJ



GSM Association NI

NHXE CLP.12 - loT Y-EADIIVATAICEET 3 loT T¥aVT1- HARS1Y

ZHDERINET, tr4 BXFEYOFULEAEHEEERIZRDYIC, I-Y-BEXEEZRER
THIEN'TEET, ZA AXFENXF BT DR EEATED. WEENTI-T1-2
WEELENT 285 EMERICENVET,

WEEE EIZRD 4 207 ETNAT-FREZITVNET,

o RT-FOT-IR-2%ZHEH. B4 DNAT-FzfEsnd

o TTUT-Y3VDRAY-LRIZT N~ IA- AW EE LTS
o YIIITZEAVARITS

o N\=FI-Fahiz, ZEETIANEONRAT-FEERTS

RWIRD-F0saf(d, EROYRATOBRICEZILEEXT, LML, Y-EADIIVATATOEF1UT1
[F. EBICZLKDRAYY I HYET , WEE F. SADEFETNAT-FOT-IR-AZEUS TERNIT T
ER

TTVT=23YDNRAT-FZH 3T - b IA-AKE S WEE (ST RT-FEBATIREMNE

B ETT , BYNCERETSNFRAY -ERICEH T, ZOYARTBKRIBICBRINET, 1 DDBEDH
B/ AT-FHERIIN TV BIHE ., YATARHEREIC L ERHEERHZ BB CEMSE I ELSH
VET, RIS, BITOEEHERIRTZHDOLEVEZER T ILENHYET, WEENIOLEVE
(SELEBE. THVYMIOYIEN, 2 D77 9REXLEBIOETIVEERLT I-¥-A7HvY o0
VIRBRBIMMREETERLSICTBRENBYET , ZOF1TDEFIVT1E RYMT-IR-ADKE(C
FBAVY M EBRBSEET,

BB IFMTINIATLALEONIWNIIT S, JVEI-T1V T TV TA=LD BURTIFIINIIT
BfEA Y A= L TWR - Y=Ll TSN RTN R ERYE R Ao INIE—RERIIC. 7TUT-Y3V(C
FOTURETZEREDTRBHYERA, 7TVT—aVnZOURT IR L TTERI LK FEALRL YILTT
THREE(LE>THE—DETARE LK ECH D HE. TTVT-Y3avIVIZT ([}, 2FA R EAT
BETCRA VAT LI T ZNAT-FHEDEZ BE+HBERTEET,

LD, COMEREIEEZEET BXYYNEENFEDYEE A TNIE NAT-FEREEADKE YT &R
S HICERAINZEAMMMAITHN., NAT-FRERNICEROYY-ATHEINSTT, NAT-FIE,
—BAADHNEIG TEZYEII TV TRHYEE A, IVEI-F VAT LAEAPREN LR ZELTT
E-T&%, IRWBATITIMEDTY, 207, NAT-FREFEQI-Y-EBEYICEALEL. JE

V2.0 59 /76 R—-YJ



GSM Association NI

NHXE CLP.12 - loT Y-EADIIVATAICEET 3 loT T¥aVT1- HARS1Y

BCAEFEEIRAY-ATHY, KAT-FBEHNF R THBTH. SNAT-FaERTEINTORMIE. /X
AT-bHZDOME LIV RTERIFBIELRYET,

NAT=FE YATLETN-FI-FIRETEHYE B A, TV FRIVEDIZET. —BOBSHEERK
IRIMLENHYET, TYMRAYEOTOCIIZV T OISOV TE, IVFRIV MO FFIAY RS R
LISV, Y=-EAB LV TP AV -TIMADHE . I-P-BFHROBRICI-Y-DNNRV-FE2EE
FEIMENHYVET, Z0FE. NAT-RIEANBNRT-FO X 1UT1EHZ BTS2 ENHYE
9o, I-Y-H TIAI S, M55, FREREYEZETINENNRAT-FEERTELREVNLIICT 2L END
VXY,

I-Y-PNVDOTEERD/NAT-FEEETEBRLSCLTEEN, I- Y- EHONAT-F42ZEETS

AL BOBRAEGFCBE XV TZBRAL TSN, AIREGHE -1 NAT-FEZE
BIBHIIC, 2 T7IFFREE (2FA) (L& TA-Y-ID #RERL TSV, 1-Y-HYATAILF LW
D-REEETEHEE I-P-(CTONRT-FEBANTEILEE (CREMA T TN, INITEY,
AOI-Y-AOvIERLE/ - Y IVPEALIIIT TV -vayntyyay =7 R AL T,
BAWTWBIITT7 T3V aREF AL TWNVRI LR R TCEXT,

6.11.1 URY
WYBNAT-FEEEZEBL VAWV ATATE, KEENVATLALEOI-Y-ONAT-FERZIC
HRITEZYRILHYET,
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6.12 7TUT-3Y L1V DRI EFRDER

EBOEEOES (Root of Trust) £ZOY-LRIE, RYFI-7BELAT, 1-Y- BEELRE
SRR EEERLET, N\—bF—DOFRAEEAMIIE RN AR T B ENHYET, INSDIVTATA

DBEFvRIVGEBOEFEOE S (Root of Trust) ([C&>TRESNETA, 2077274 ID (35

DYAT AL TCRAT 2L ENHYET,

— &I, COTTUT -3V LAV DFREEE. BUY-ERICL>THR-bENE T, LAL., 1EREFIDY
Y-ADBREINZET, HIZ L, ZNIEEFIOT-IR-AROI-Y - LUV EBEDRLET -4 E
FRILEBEHLET, INIE TTUT-V3V I VEBU T -IN-R%IRET 2 ENHDHE

(SQLAYIIIY3vige)  WEHE, I-Y-0T-IR-2&N L TEMICOAHBETEEL5(1CL
9, WEHSHIICBE TERWESH, T-IR-ADTFIVTAREEITIENTEY, BEEHIC
HERZFAIETESERA, INICKY, B0 X1 T EKIBICM ELET,

AR THNIE ROBEBICHLTRIDOAN IV AT LEEELET,

o IVFRAVHID
o I1-Y-

o BFEEDERIER
o JX-hF-

NE TTVT -3V AV ISR I F (L L GREBR BSOS IBZTVETA . AB0EE0E
= (Root of Trust) Y—-ERIC&>TREIUEREE APl AICBRESNET,

LT OfEMNMR T 22 ZEERESRIBILESBHLET,

e OAuth 2.0 [8]
e OpenlD Foundation [9]
¢ GSMA Mobile Connect [10]

6.12.1 YRZY

TIVT =23V AV DR AREEA T 3HENBVNEE, YATAR, I-Y-NIERTBT7IV3Y
B Y- LSO TEBRICRASN TWBNEINEHER TEEXE Ao COMREIEERITIBZILT, BT
JYAVN RSN D~ - L R B AT BE CHBIEMMRIESNET , INEDANI T RIFRFTE,
TFXIVTAEENREDNBISAICHERTEET, INLOFIENBVNEE, BREOYRIZR/NRIINZ
BIEHOXREHYEE Ao
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6.13 TIAIWMA-TIEERITANA-TIDIFATIA-I DI -V eI AT L3E1E

—HBOY-EAIVISARIIFYIRIETIE AN EENOREEENT IAIFTERESNTVEE Ao
DFY KIMTERFETIZTITVA-NPRYNI-T5T1970) -V ey b eRELATNERYEE
hoo INBDI=IVIE B—EAD—MRICEFSNBHIC, 1VIFANSITFVICRET B ENHYET,

LI L. INSDOEMTRY-ERAIVISANSIFVvERET2DIC+ 0 THEWGEDNHYET, T71 704
“IPZDMBORYRT-TST19IDIREVATLIC, BENRKETEZENHYET, INEDVATAI
BENRELEGE. YVATLADRBIICKAKIZIENZWVTT, COMBENRET ZEAL, tboIVE
I-TAVITRBIFHIGUE ST T4 10T Y-ERREZBE DS T1vIEHESI1 VTR IFvENL

O=TAVTENBH. VAT LICEENRELHETEN TV IEERBCBMETEILENHYF

o 2O, bIT1YIIEEAFIETEZ Ao ZORER, ZLDHFE VAT LN REENCKKL, Z<0Y
—EAD B EERAT CERBYET,

B F-LEARL-T1V T VAT &8 L. BENFKELLAVISARIIFvICEY, B@mHIATF
UTAARYMIFEELBVLSICTBREDNHYET, DFY, EFOY-LAIVIFANSIF v (L TLY
ZLOEHEHEILTEDLIICLET,

BIZIE, FERTROY-ERAETTATIA-NBEDEMDER[CREBEIRETREHYEEA. N\-FrIL TS5
R=bFRyET-7 (VPN) POETF1IVTIREEERALT WBENSY-LAZRETEXT,

YIRIITDI7AT A=) FBRLEREE (LSO TRIEINB Y AT ZHEITEITEFRLTIZEN, V
TRIIT DIFATIA-WIMERESN TV HE ., BB SNY-N-1VTFANSIF v K
BE(CIRFESNZARMENHYET, IHDE Y- N-LETEREL VSN TV I Y -E AT ELE
R (R-N-I1-Y-1EREL) HHY, tX1VT1EEEZI5E. WEERYINIITOI7( T4
“VEENETEZARENTNTT, 2078 KiliF-LR BIRENLT-FTIFvICHLTYTHY
I7DITATIA-NDURAINE T ERNEINETFHET L ENHYET,

6.13.1 URY
FYRT=IDI T4y 71X IV TA VAT LA LEDEZEZEIES B-HOEEEABNGE., TF1U T HES
(b IRIEEMN LY -CATARGICHLETEE, RELRKEDWREBRDIIGEDHYET,
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6.14 BEETITINY-ETIVOFFE

BEOTIANY-E, TTVT-V3av0TIANY- (LRBR) PBEBHELFIUTILEDILERY
9, TIMINY-E. B=EWT-IEBHICHAIRE, T L EFT BB TEHBSNET I
BRI STERMEE BETIINY-2FETRELTVBIDIETEHYE A,

BETIINV-CHEEERIFITZOMOMBEIR. XROEBYTY,
o EXvE-IYDES{O—E=MH

EENT->

TU-ITFAMERDATT -4

N=FIIT7T7RLAERESEIVTINES

BEXAVE-JRAEEZIFRTHY. BRI FTRERTE2MEZFLTWAEITIN. BEe—RICTIREN
HUET, WEENFRAREBINY MOIGETREDAYE-INEEINTIHE WEEICLOT
ES N —BTREBVSENMNREINSSZENHVET, KBENBREAVE-JZBEELTRE
TERVNKICT BT, BAYE-IE—BTHILENHYET,

ENT-V 3 WEENMGEOI-Y-EHALEY, BIFEREDTST7IY3VE—HEEBILNT
EBLILTBENABYET, FIZIE I-V-DRFEDYERY -V EANTBEAYT-TIERTRT BT
[E. RYPD=IZNLTUREINBZINSDAY - I EZIETEBZ[AZYI7]IC&OTREIREN 2 HEDH
VET, INFEFHNTRVNSEENHYEIN KEENMBHULEICVNS A EFTERESRE TE5

He. BB ENRENEEEEIILLBYET, RYMT-INF-V&FHEL T WEENMEEN
F-VERITRAIRET -JICERTERMEL T ENHINEIN EHERT IR ENHYET,

AVTVIIVAY-EATIE BSENT-INORIEPOEEN BT I AL EL BT AvE
—IVIIATLOIYTEANETHES B0, REICDTHOTAIT-IEERALTERLT, ZLDIHE.
AFT=F 3 BN EITARBAYTUIIVAEERT BLHDO+DRIFRTY, LHL. RIERKRE-
Ab. BRI, FE OIEERLI-Y-H BIPZOMOBEDHEEHNOLDICAIT-5%ERTS
ZENTEXT, 201 BE=FEDFATEIAIT-IOEEFIRT BN INFTULEICEETT,
ARG S AT T 8%, BEETIXvE-INBNCELEZEDTHEINEINEIRIE TEBZITD
TRBIEREOHIRE LTS,

COMERFHECH>T BETI1-VON-FIITTRLAE—BOVUT I ES (L TEERYRES:
FEERICTILENBYET, BIZE. Apple (& Wi-Fi 77 EARAY b ETO-EV T 316IC, i0S
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ETNEEELEL, BRN-FIITT RV AZERT 20 TREL BN EIERILIN-FD
I77RVAZERTZLICEEL E=FED Wi-Fi 77747 AX vV [CEDVWCI-Y-OMBEEEMT
BURTEERBUELL, 10T AT ERRICIEEELZ TN, ZLOBERMNIOMBEOFELZZTET,
—EBOEAME. CIVF-REDT VY LIEN-FIITT L AZERL TEFE Ao LAL. 802.15.4, Wi-Fi,
Bluetooth BEDRDELAMTE. T7-LVIT DHERECIGU TS VI LIEN-FIIT T L AZERK TEXT,

6.141 YRY
BETFIVTAHEEFTHEZEVIEEFEIFTESY T AN ZNH LEEHLGONCOVWTE DY
(KW ERBYET, BETFIVTAE BOIENT Y EHmAHENBIEN TERVNKIICT BT TED
VEH A, UTDOREREMRLET,

o IVKRIRAVIIMBRERINGNIE

o EELRY-LANMBEINGNIL

o FRIEBAYT-INRHTEBIL

o YINIITPFERUFIVTAREROEBNRLICEITTERIL
BETFIVTAABRONEL, 10T HBELEY-LAORE. E8EM. FETIMN\Y-(CBET 3RS
HYFH A,
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7 HEEEDHIREIR
REEEOHEBEIE(ICE. IR MITRETORIRICISCTEAET ZHBEFENSENTNE
T, FIRIE ARL-TAV T IATLLANOEF I T158b 2 EHET B L E IV RRA Y R ETARL-
FAITIAT LD ETROBEICOAEZNTT , IV RN Y MEIUIYIDON-RINT TITr-v3ay, %
FEE—DEHAHT TVT-3 Y TEHARITINILLARL-T4IIVAT L (RTOS) THRS
NTW3I5E #HEBEFELERAINBNSGENHYET, EZIEANTIY FRMY MNEREHOER 271535
Bl EEIINELNHYET,
7.1 PTIUr-vayEITERREOER
TIVT-o3yOERTEBCOVWT UTOEB(ICTEEESL,

o (FAHRINTVWRZIOYIIVIEEG. 1T 1L EEBERI’HIEELHYET,

e PHP VIIE-D&IBEFELCE. tFX1UT1 LORENHZHEDHZ
e GolLang ¥ Erlang BEDS FBIE. YAV EERF TES

o F-RI-FAROFATIVES VRO, ERELVEEETILEN S

o —EDIMTIVIE EYICEEINTLAEWN
o —EDIMITIVIE TFIVTA LORMBICOVWTEREZFLIEAEL
o —EOIMTIVE. TFIVT1 LORBEAFIBLEIBXOKFREFRELELTS

o BIEFFEI-Y-LLTTTVI-YavEETLET,

o TTVT-aVIFHEVY -V ERIGE ., EREREL (E2RT TV -3V EeRTY
BHIIC, VY-AZTOEY3IZV I 92594 RT3

o WYICERINETCB ET-FANSYTOETNEFERLET,
o BYNCEBRBINEREZER OV IVI-V3aVE, &Y EE M) EEZETT
T 0EBNMRET 25 EERES BRI LEaHEIHLET,
e OWASP [5]

711 URY

BREBT-FTIFvI RSN TVNETTUT-Y3V 3 BB E SBT3l en TN tEF1)
TAREZZIENNHYET, Y-LRALTTUT-Y3avntF1VT1REL5ISRITY-IL et
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(Z. 1B 10 ERTEEAIEATNET,, Metasploit 5ED—EZBOA-TVY-AFMT(E. HAY LLT=
IIAT0M M ERFL. KEBEEROTIVNIA-LICHEATEIET. AT AR BORINERESHEIE
NTEXT,

ZEBTTVT-VaVOERTRER. TTVT-VaVOETELCBERE. TVI1LKICERINS
BT OEEERETBIE T, ZOYRTZBRLLTERT, INSOB ML, tFIVTHEENRET SR
BEMEZBRR T B2 T, BRSNS IEZB I - 2RI 31D - YU T EELOJ AL
EBINTEXT,

7.2 N-Fr-0ILEZFVVIH-EA0F A

=R TR RYRT-IFBEEDHZE. N\~ -DERY-LAZRETEZONEIMFELE

T, —EBDRYII-JFEEQR, FYNI-IRATBETEZIY M1V DOEEE DT EIENTEX
T, IDDMEITITUNTEZEEE L ERSLUBREOHIENEERI AN I AL T 212 5%

BLTIWEY,

INICEY. loT REREFEDOI-Y-FLEIVRRI VM, ZBEL. FLEAREHE(CLHOTEFIVT(EE
SINTVWBIHEIHE, KYTLERICETETRIENTEET, Z0H. DEFBHOIYITANIFvDi:
OB T RHME (LT LTI FEFTDEHIC. KUMRMICKTISTEET,

COY-CADEHMER, RYNI-IEEZNMITUIIY A RRICIRBETEINEINELTERY
9, WEEN loT BEEZRELERICOHIRYNI-TFEENITUIIVAZRETE 55, A
HOHERELTVBHEE. 10T BEOIVITANSIFVICZBEASIN TV ERBLUOX VI VAT L
(& COENMEZIRE TEIMENBHYET, LI L. RYPT-TEEEZNRYEI-ILIV LOEBEEDHS
BIMEERZEIDBIAT L0 ERBRRYNI-T571v 7 RULTVAIMAEZRE CE35HA.
EFZYITEI-Y-OSTrvIEBERLT, 10T IIVATLAADREE4IRCEZIBANHYET,

721 YRY

loT Y-P AR EEMKIFLTEY, H'D loT Y-LARBEENER/TCEHVWEMHIHYET, COLIHI
Mo 1 DM IVFRAYMEY-EAE RV NTI-I DI IV AT AICERT 2BERYRT-ITT, loT Y-
PAREEQY-EAZERETC. RYST-TNTRETEIINYMERECEEHA 2018, 7TUT
=AY UANIVOI-F-ANY-LAZKELLOI L T25E, Bl IVNRIV b B NBERYNT-7
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[CEERSNTVBIZY P THAILERE CEF B Ao COBMDERZIBREETHY, HE -
—A CRECEFIVTAEFEZLRLIVIRIV F BAKETTHEERET BRIBEIENDYET,

7.3 BIFT-ERICITETIIR-F APN OFIFA

TIEARAYEZ (APN) (& DAV LARYRT=ITA VT -y MR T 3 )L 5-@1E VK-V
FCY, IVFRAVMBIES R ENHB TN T-IV PRIV MEBEY LRIV ISANSIIFvDEIC
H5. N=FrITIAR-bxy D=7 (VPN) ' RERICCOEEIZREZLTWET, TI1R-F
APN (%17 APN LERE[ENS) ($. BHEOZELWHIEEEET 10, TF1U TSN T
W3 APN \-Y3YTT,

o FREIINIIATYMIDHT I AZFIR
o JFATIA-I

o IVRRAYEDBEZEAHIHIEML
o EEMRHODLHOERY-LX

o ATVIVOTFIVTAPERY-LR

APN ADT I A%HIRT 2L T MBMEFRIESNZIY PRIV bOAHH APN ZBLTHIATESY
—ERIVISARSIF VIR CTEDLICLET, INE. BEOHZ. LB EERADERIF(TVH

B APN PT7ITRFIRY -CAICER T BYATEEBLET , S5IC, AR BEEETOCNETS
ATV MEREL TBEYLBBFEREDQ/N-FIIT7PI1-Y - BEEMFEIENTEXT

J7ATIA=E IFATY M (IVERAVROIIVATL) EY-EREA (H-EAOIIVATL) H
5 APN [CEMENEIVTATAIXT B ARINTVEWFrRIVEERLCBRENbOEREHIRL

£9, INIE TYFRAY M VT -2y MR T 5F vRILE LT APN 2B Rd 28 % HIBRL. AR
SNFEREOY-EATY OIS T1vI%ERTLET,

IVFRAY M DBIEEFIRTZIEL T BROBHEZIIVNRIV M IARIVT Ry bT-JE LT APN %fE
FAg3ZEL T DIV FRAYMIRBETERWELSICLET RDYIC, IRNTORIS S, MEBIC Lo THE

RENLY-ERENLTERY NI ZHENHYET FEI 25 AR, BNV MEOBEET2(C
BIEI BN TERT,

ERY-LAL BIFEQOIIV MY -EAPY-ER1VISAMSIFvDERICOVT, AN EELI-TF
IVT1DREERLLET, BIFORRY-L A%, APN, RYNI-IEEENREIERYNT-V5
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BEAMEEHAEDEZIET, EBESVEECREBFORREZESILHIIENTEEXT, NI
U SEBE IV PRI Y MY —EAAVTSARSIF v (LR LTHET 21V YTV M, JVBERNICAE
TEXT, FIZRIE. PTUVT-23avbAvh, I-V-A MU T1EEL2Z (A ge a2 RLTVEED
0. 1-Y-B DEEN APN ADERRAZT>CW\S5HE. HEfild APN DERY-LAZFERLT,
1-Y-BAI1-Y-ADtF1UTEEE5IERILEN FIOKEENI-Y-A L BDEAZHEL
ENERE CEET,

RYRT-IFEEE L LROY-EAEYR-FF2BINY-EAZRHLTVET, INGOY-ERIE R
YhI-J L TCREBOHZENEEITII-Y-(CBT 2T IvIUAR/ERL. FFEDI-Y-2ERIT I L
EIC. BENRETBAIREN DD T19IDI - eEETELT, ZOMDAT VAV R A TESH
BEHYET, RYPI-JFREEL ERHISBELLY-EADEEZEKBELET,

INSOY-ERAEIARTRAFHSERT AL BHELVLICHRIIN, RYMI-JFEELIRIETEILT
TOURZGEL L. BEOBEFEDIYIFTANSIFVICINGOY -EAESVTE LA T 2IEN TER
o T DENLBAAIEE S TEEL B F-LF. EENGHETT-Y2NBELVEERTES
BENHYET, —FOY-LATE, EMBRENRETIHENHVIT, ERCHRERMIEETIVE
Y-ERERE LTS,

731 VYRS

TIAR-k APN BB WNHE. IV RRIY T AR IE APN EQBOIYRRAV MO 405 -2yb E
DEEOY-LRAICEZEERTIRLE, FLALOY-LAPEMICER TEET, 2010, tF1UT1E
EEZ(FEIVRRAV I VI-ZY R EOEEIRNTOY-LRIBIETE, IVRRIY I TOFVEL
THASN, SYRLBRYNI-TVY-LAZKET ZR RN H 20, COMRFEEEMRLT I
IRRAYMEBEREDHZ R EREFREITORENETHIRT ZLENHYET, TV MRV MEEREHD
Y-CAOHCEFRIE R L, BECEHTE, 10T IIVATAREOTFIUTA(LEHTEIECH R
T,

7.4 Y=-FN-F1-OT-F@HAHRVI-OEE
tFXIVTFARDEFEELLER, T-90BABICEDER &AL, ERRYY-&2%EF L. T-YEAR

VY- RITDBENBYET, T-IRANR)I—(F, Zili IV bO- VLB EROULE S EE, T
[T TCRS 210077 AERMT ESNTWNET TUT—Y3aV [CERERET A RICOVWTREL
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TWET, #RETIVET-FEAIRYY-D—ETHY ., I-Y-"'T-5DT7 I L AtEREM L TS DM
BREAMTFELTWET

T-IRANIY-FIHEBCHFMCREBEZRELVEIN BRI Y-ZRETILHOEELE
#NHYET,

. ZOT-50RE RECHEREERELAL

. YERT-IORBHL LM

o DENT-TERIETILHILERLE

o S-M-BT-IERETBLDICLEREE

o T-HORENTERBED, T-TERIETESHM
o F-HICEATENEAN-IOEFIVTALAI

. FHCERTERETILADEFITAKS

741 VYRY

T-YEHRY Y-, 10T U-EAREHE LRAZFOTX1UTAUANINEZEFL VRN - -(CET 5T
FIVTAEHERELET, lIoT Y-LAREHE G, - -OREY-EABLURYNT-T(CEESN
TV EFIUTAEEEBTELRVLS, N- b -CiREINET-INRELHETRHEINZILOHE
METEET, COERNMBWGE, N-M—FLLTHRWVEREZEAL. loT U-EAREENI-T-
T-9%EBEELTVACENMDLT, T-INKBEICRETZBNNHYET, BEFrRIOERELE
F1UTAHIEZBATEIL T, 10T Y-LAREHEF, T-IREDHICRAROB HEITO>TNBIL
ZEERATEEY,

75 Y-FN-F1-DOT-971T-DHEE
R=bF=HBIREREDEINICERINET-IEEGTB(CIE, T-YDRBEL EFIVT/IIDNT, H3
TREHRTIRENHYET, BMF-LL HRICEIWTT-92RRLAVICGERT 30 TEAL,
BURFIBCREST, Y=LATTUT—Y3 P N=- =60 T - DERH BB ETITHNTS
Y, BEOHZARENHZIVTYUNEENTVARVI L ERRLRINERYEE A,

ZOEHICE BHF-LEUTOETINERFTTILERHYET,

o TSR -FAT-SETIORSIHEELETA-IYNSBELTLEN
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o T-HFEYICEMSNTNGA
o F-HE IFATYMNESTERRENZ A BN HBRUET1vIBOATITY MERLTNBD
o FHE IFATIMEBRRIAVOLYIVI I B EICE BESZ B
o THE UFATYMILBERRUAVDER A ER 5 Z B
o THRF A-Y-[CEFIVT1EBAER T ILOBENMEERITIEIELEEKRT BN
o TR IIMTYRO GUIDIVIR-2RY L (KRAT-FANT1-IVE) ORT-T10J& 1375
VS ELEFTID
ARINEETVICEELTWEWT Y ZESTLET, COLIBT-InRESniias. T-YDHAT

FRICEETETEBRYZLDAN TALLEIC, BEEICELIOBHMLET, AIRETHNIE, Z2HT -
IR-RIH VTN EZHEHLET,

751 YRV

BE=FNBMICERLET-YCE ERPIASNCANDSTS, YILIIY, NEYEIVTIY, £
Z0MOFHLEVWT-INEENTWBRAIEEMENHYET, Y-FI\-T1OT-LADERICEDEEA
D714V ERLEVGE. BEBEVILIIT7PZ0MOBERZEDHZIVT VYN IY R I-T- (K E%
AHNIBILEBERBIHFRITEENABHYET, INICEY. COLSBT-IDENERNRRER TYAT A
MEFIVTAEEEZ Y. BRIEXROGAZRIREENHYET,
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8 BEEEDHREEHR

BREDOERMEREIRCE, EHUSHLGERBICIAMDDBYRAV[CERAEINSHREFIEY, IVE

KAV PDRECHEES AP RREDENEREENAGINTVET, INSOEREEBIHLRTH

U, EBESFHOHTHRLTVBIFRIZEZTIN, BATIEBHEE PRI, BXEICSEHE

NTHBIHENHYTT, FHRFIRETML., HATIVAINEESLVBERCEEL TN I
FEETHINELIMLET, BENINSOVRTISHLT 2 ENHIHEE. HEFELEALE

EP

8.1 Rowhammer PEEIOKEE

BHITVIL-TIEA-XEY (DRAM) PESIVIL-TIEA-AEY (SRAM) BEDIRKD RAM
T7)09-ORER FEDAEVTICAQ YTV RICE> THERINZENDHETI-ICHEFERIEE
NHYET, COII1TDIS-%2BRATRE AEUDFRIATEER B TCREDLY FOWSANFEET S
AN HYET , COWEBICRINT L. YINIITPICEOTRRINBIERIM TR IXAEUADEY
FEZEEITRIENTELT,

DFY, WEHNHEBYIITONLISE . WEE (L DRAM P SRAM BREDEZEICEVNTU\-FVITD
RYaZRIETBIE T, H2I1-Y-%2ROI1-Y-(CHERZFAIETEEXT, <D DRAM & SRAM DX
Rx. COMRBEICI>TERAIRETHAIENEIEINTNET, LAL. CONT %S| EREITIENTE
BAEVDT I LAYV AZERKT B2 O-DIV Y AT AL TI-FERITTEILENHYET,

1=, YV FRYI AL &Nz GoLang. Python, Erlang BEDITVIILEEZEN LT VE-FTIOH
EEERITTEBGEDHYET, LI L. INSOKEORBERFLEXELINTOEN D, WEBELTH
RRCEITINAATREME RO TIEWTLLD,

COWERF N\-FIITUNIVTRIRS DRENHY XS LI L. BAMTE L I51T7Y bMREBN YYD
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