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CHAPTER 836

Considerations for Managing
Internet of Things (loT) Code of Practice for Purhof Dvion: ot mieing o Moo iy,
Cybersecurity and Privacy Risks Consumer loT Security

loT SECURITY GUIDELINES

Overview Document

Katie Boeckl TECHNICAL SPECIFICATION
Michacl Fagan
William Fisher

Naomi Lefkovitz

CYBE!
Cyber Security for Consumer Internet of Things

Danna Gabel O'Rourke
Ben Piccarreta
Karen Scarfone

-

Baseline Security
Recommendations for loT

in the context of Critical Information Infrastructures

‘This publication is available fre of charge from:
0.6028/NISTIR 8228 -draft

-~

10N 1. Title 181 Section 1798 91.04) is

irt 4 of Division 3 of the Civil Cod NOVEMBER 2017
6. SECURITY OF CONNECTED DEVICES

connected device shall equip the

ity featun that are all of the

Supported by

Guoeapatrorw GSA' WFlloT 1t M sim,

XREE : ENISA ETSI GSMA

11 © 2019 Arm Limitedf9FAF] 0 rm



%H*W.l%\?ﬁgg ;
AT 555509 T

L J— End-to i

= };;7 P
=1 Im o0
teYou're only as strong as your weakest llnk —
Q3 Se cue storege a
“PSAZSecure boot 8
= o

sloT security regulationsS

>~ You re only as strong as your weakest lmk 'O
S:% ;:-End -to-end secur ity T
;Eg ? Brand credibility Sacure bootgey eg e
“zuiBrand credibility
S S0LE Zowic g 0@
i>3 o 5 E 8 S .5
=& Sécure storage < ;:8 izss
o i@ ‘35-09_’
=Secure boot {7 & :::e:
3 "EE 00 §ERE
o Secure storage 25 QT LSRG

12 © 2019 Arm Limited@9F\5

IMIRX IR E

N ARESERS

@

| ]

. RENEEETERSS

* [0

«—>
-

@ fw D

o

IRFEEHER
ZE réE

arm



{£%70 2019 Arm Limited

Thank You
Danke
Merc1

- g

HYMES
~ Gracias
~ Kiitos

AR L O
gYdiq

155

271N




