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Arm - Architects of Global Possibilities

The global leader in the development 
of licensable semiconductor technology

Focused on freedom and flexibility to 
innovate

Partnership based culture & shared 
success business model

Arm-based chips shipped  
to-date

130bn+

2 © 2019 Arm Limited 

Arm ecosystem partners

1000+

Of the world’s population 
use Arm technology

70%
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Previous Waves of Computing 
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WAVE ONE |  MAINFRAME WAVE TWO |  
PERSONAL COMPUTING 
& SOFTWARE

WAVE THREE |  INTERNET WAVE FOUR |  MOBILE & CLOUD
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5G

5G

Transporting data

Artificial 
Intelligence

Processing data

The Fifth Wave of Computing 
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The data driven era

IoT

Generating data

1 trillion connected devices opportunity
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IoT Delivers Value Through 
Digital Transformation

Productivity gains – automation, sensor driven insights, smart manufacturing

New business models – from a ‘product sale’ to ‘as a Service’ revenue

Enhanced customer experience – access to real-time data, agile support

USD$11 trillion global economic value by 2025*
*McKinsey Global Institute, 2017 



The Complexity of IoT 

Edge 
Gateway

Ultra-
Constrained

Constrained

Mainstream

Cloud

PrivateOn Premises

Connect

Provision

Manage Security

Rich Node

Develop 
devices

Deployment 
fragmentation
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Can the data be trusted?
Is my application vulnerable?
Is my business vulnerable?

Security is needed end-to-end



Making IoT Devices Secure
Security threats to be analyzed

Software attacks

• Buffer overflows 
• Interrupts
• Malware

Physical attacks

• Non-invasive
• Invasive

Lifecycle attacks

• Code downgrade
• Ownership changes
• Unauthorized

overproduction
• Debug hacks

Communication attacks

• Man-in-the-middle 
• Weak RNG
• Code vulnerabilities
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Security cannot be an afterthought

Implement

Architect
Hardware & firmware 
architect specs

Firmware source code

Certify
Independently tested

Analyze
Threat modeling



Fundamental 
Device Security Goals

Unique 
instance ID

Attestation

Secure 
Storage

Secure 
Boot

Isolation of 
Root of Trust

Secure 
update process

Anti-rollback 
feature

Security 
lifecycle

TRNG 
services

Validation 
of updates
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Platform Security Architecture (PSA)
Open security framework & certification scheme

Building trust in devices & data© 2019 Arm Limited 9

www.psacertified.org 



A PSA Methodology Example – Smart Meter 
Outcome

System description

Assets

Threats

Security Objectives

Security Requirements

Asset: Metering data integrity & confidentiality

Threat: Remote SW attacks

Security Objective: Strong Crypto

Security Requirement: Hardware-based key store
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Process flow



Governments and Industry Organizations are 
Waking up to the IoT Security Threat
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US: NIST UK: DCMS US: California EU: ENISA ETSI GSMA



Applications Ecosystem 

Data, Device and Connectivity 
management Services

IoT Security Must Be End-to-end 
Security is only as strong as the weakest link
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Defense in depth
You’re only as strong as 
your weakest link
PSA
Secure boot
Root of Trust
End-to-end security
Brand credibility
IoT security regulations
Secure storage

Device-to-data 
security



Thank You
Danke
Merci
谢谢

ありがとう
Gracias

Kiitos
감사합니다

ध�वाद
شكرًا
תודה
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