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Previous Waves df Computing
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The Fifth Wave of Computmg
The data drlven era.
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. _
loT Delivers Value Through
Digital Transformation




Security is needed end-to-end
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Can the data be trusted?
Is my application vulnerable?
Is my business vulnerable?
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Security cannot be an afterthought

Security threats to be analyzed

Analyze —
Threat modeling e p— Physical attacks Software attacks

* Non-invasive * Buffer overflows
Architect * Invasive * Interrupts
Hardware & firmware 0100] * Malware
architect specs -
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Firmware source code -C = Communication attacks Lifecycle attacks

oy
*  Man-in-the-middle * Code downgrade
. * Weak RNG * Ownership changes
Certlfy @ * Code vulnerabilities * Unauthorized
Independently tested :
overproduction
* Debug hacks
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Open security framework & certification scheme
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Process flow

System description

Assets

Threats

Security Objectives

Security Requirements
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Outcome

Asset: Metering data integrity & confidentiality

Threat: Remote SW attacks

Security Objective: Strong Crypto

Security Requirement: Hardware-based key store
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Draft NISTIR 8228

Considerations for Managing
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Senate Bill No. 327

CHAPTER

¢ 18126 (comme 798.91.04) to
art 4 of Division 3 of the Civil Code. relati n privacy

[Approved by Govermar
Secretary of Sa

Jackson. Information privacy: conneeted devi
2 law requires
customer records within s custody
information when the records are no 1o
by shredding, erasing, or otherwise modifyi
those records o make it unreadable or undecipherable. Existing law also
business that owns, licenses, or maintains personal information
ifornia resident to implement and maintain reasonable security
procedures and practices appropriate (o the nature of the information. to
protect the personal information from unauthorized access, destruction, use.
madification, or disclosure. Existing law authorizes a customer injured by
a violation of these provisions o institute a civil ction to recover damages.
“This bill, beginni uary 1,2020, would require a manufacturer of
a connected device. as those terms are defined. to equip the device with a
reasonable security feature or features that are appropriate to the nature and
functionof the device, appropriate to the information it may collect, contain.
mit,and designed to protect the device and any information contained
wthorized access, destruction. use, modification, or
d

become operative only if AB 1906 of the 2017-18 Regular
Session is enacted and becomes effective.

The people of the State of California do enact as follows

SECTION 1. Title 18126 (commencing with Section 179891.04) is
\ded to Part 4 of Division 3 of the Civil Code, to read:

TITLE 18126, SECURITY OF CONNECTED DEVICES

1798.9104. (@) A manufacturer of a connected device shall equip the
device with a reasonable security feature or features that are all of the
followis

(1) Appropriate to the nature and function of the device.

Baseline Security
Recommendations for loT

in the context of Critical Information Infrastructures

NOVEMBER 2017

anisa suropa.eu

ETSI TS 103 645 vi1.1.1 @o19.02)
N

ETSIL
A\

TECHNICAL SPECIFICATION

CYBER;
Cyber Security for Consumer Internet of Things
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GSMA

loT SECURITY GUIDELINES

Overview Document
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loT Security Must Be End-to-end

Security is only as strong as the weakest link
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