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loT Security Guidelines and Assessment

Available in:

Security by Design Review Security Model
Privacy by Design Assign Security Tasks
End to End Review Component Risk
Across the lifetime Implementation

SECURITY Evaluate Technical Model Ongoing Lifecycle
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loT Security Guidelines

3 ‘worked’ examples —
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practice to secure devices, models automotive
service platforms and
networks _ _ _
loT Security Risk and privacy
8 detailed Assessment Impact assessments
recommendations checklist

Supported by:
R
GLOBALPLATFORM: GSA 10T 0.

) simaliance
o

GSMA INTERNET OF THINGS PROGRAMME

gsma.com/iotsecurity



Worked Examples

* The guidelines contain three worked examples to demonstrate how to use the guidelines

* Shows how generic guidelines can be applied to a multitude of different 10T services
because most 10T services are build from the same components

* The worked examples cover both the front-end ‘devices’ and back-end ‘service platforms’

1}

BLE+MCU Photo Sensor

GSMA INTERNET OF THINGS PROGRAMME

gsma.com/iotsecurity



Using: GSMA IoT Security Assessment

How To Assess You or Your Suppliers:

GSMA [T Security « Organisational Procedures

Assessment

CLRI7v3.0

e Service Platform Security
« Communications Security

* Device Security
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GSMA loT Security Assessment — Backed by Security Experts

Don’t have the resources/knowledge to complete an GSMA loT Security assessment?
= Then use the services of a security expert, some examples being:

' Eleven
Paths www.elevenpaths.com . WWw.orange.es
A fefeforicg company orange
B|Labs www.ilabs.ai www.testandverification.com
a trustworthy internet of everything —ﬁ V S
i g www.vfgsecurity.com
FIRMBLYZER  www.firmalyzer.com |-(7 .VIQ Y.
prightsight®  www.brightsight.com -.._,..L www.redalertlabs.com
RED ALERT LABS
. .
AFp'US _ www.appluslaboratories.com =] iot.achelos.com
laboratories o-chelos
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http://www.testandverification.com/
http://www.ilabs.ai/
http://www.elevenpaths.com/
http://www.orange.es/
http://www.firmalyzer.com/
http://www.brightsight.com/
http://www.redalertlabs.com/
http://www.appluslaboratories.com/
https://iot.achelos.com/what-we-offer.html#security_consulting_and_services
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AT&T, China Mobile, China Telecom, China Unicom. Deutsche Telekom, Etisalat, KDDI.
LG Uplus. Orange. Telefonica. Telenor Group- Telia. Turkcell, Vodafoné Group and Zain
Agree 10 Adopt GSMA loT Security Guidelines

shanghal: The GSMA today announced that global mobile operators including AT&T,

China Mobile, China Telecom, China Unicom, Deutsche Telekom, Etisalat, KDD\, LG

Uplus. Orange, Telefonica. Telenor Group: Telia, Turkeell, Vodafone Group and Zainhave

committed 10 adopt and implement the GSM
outline pest practice and recommendat'\ons for Internet of Things (loT) security for the

e loT ecosystem and setoutd comprehensive security assessment scheme to help

entir
e protected against loT security risks. There will be reach 31 billion

ensure loT services ar
loT connections by 2025, according t0 GSMA Intelligence.

“For the loT to flourish, the industry needs an aligned and consistent approach to loT
security- Our guide\'\nes encourage the industry to adopt @ robust set of best pract'\ces
d. reliable services that can

that will help create @ more secure loT market with truste
Officer, GSMA.

scale as the market grows." commented Alex Sinclair, Chief Technology
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What about actual adoption? - loT Security Champions Report - Feb. 2019

= aTar lac
= _ Oman
» Case studies from 14
1 leading mobile network
@ alrte" operators across the globe. .
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https://www.gsma.com/iot/iot-security-champions/
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