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Agenda  
 

 Introduction to GSMA’s Mobile Privacy Initiative  

 

 Highlights from GSMA research into mobile users’ privacy attitudes  

 

 Presentation: Key issues and challenges around mobile privacy   

 

 Panel: “Mobile, Privacy and Regulation in Latin America:  the role of 

Self-Regulation” 
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GSMA and Mobile Privacy  

 

 

GSMA Mobile Privacy Initiative to address mobile privacy 

challenges as an industry  

 

 

 

GSMA Mobile Privacy Principles 

 

GSMA Privacy Design Guidelines for Mobile Applications 

 

Consumer Research  
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Consumer Research: Overview  

8,500 users in 6 countries (Colombia, Brazil, Mexico, Spain, UK, 

Singapore) 

 

Online questionnaire, some qualitative interviews 

 

Objectives:  

 Understand what privacy concerns mobile users have  
 

 Understand the impact of such concerns on how consumers use  

mobile services and apps 
  

 Help shape the development of privacy policies / self-regulation 
  

 Help industry design better ways for consumers to manage their 

privacy from mobile devices  
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  Yiannis Theodorou, Regulatory Policy Manager, GSMA 

 

 

Highlights from GSMA privacy research in Colombia  

(March 2013) 
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Mobile internet users have privacy concerns and want to 

know their personal information is safe 

6 Base: All mobile internet users, Colombia – 1,142) 
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Almost all mobile users want apps to ask them before 

collecting their personal data  

7 
Base: All respondents (Colombia– 1.511)  
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Mobile app users with privacy concerns are likely to limit 

their use unless they feel more protected 

8 
Base 1: All Audience B mobile app users (Colombia – 552) 

Base 2: All Audience B mobile app users with concerns (Colombia– 501)  
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Mobile users want 3rd parties to seek their permission 

before using their personal data 

9 
Base: All respondents (Colombia – 1.511)  
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Mobile internet users “agree” to privacy statements 

without reading them… as they are “too long” 

10 Base 1: All mobile internet users who have signed up for a website or app  (Colombia – 1,089;) 

Base 2: All mobile internet users who “agree” to privacy statements but rarely or never read them (Colombia – 632;)  
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Mobile users want choice and control over what ads to 

receive on their devices and how often 

11 
Base: All respondents (Colombia – 1,511)  
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Most users of location-based promotions find them 

valuable… 

12 Base: All Audience A mobile internet users (Colombia – 573)  
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…but want to be able to turn them off or on 

13 Base: All Audience A mobile internet users (Colombia– 573)  



© GSMA 2013 

 

Some of the things respondents told us…  

14 

 

 “I consciously limit what I do on my mobile.  I 

make sure I turn off GPS and don’t download 

apps that ask for personal information. I use my 

phone for work a lot and don’t want to 

compromise anything because I’ve not been 

careful”  

 Male, 21 yrs old 
 

 “I’ve never heard of any 

leaks, stories from 

friends or anything, and 

that makes me a little 

more comfortable”.  

Female, 24 yrs old 
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Base: All respondents (Colombia – 1,511) – Results are % of users rating top 3 scores on a scale from 1-10 

Users would contact their mobile operators if their privacy 

was invaded (regardless of who was responsible)  

15 

Who people would turn 

to if they suffered a 

serious invasion of 

privacy whilst using a 

mobile app 
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Thank you 

 

Yiannis Theodorou 

ytheodorou@gsma.com 

+447725043028 

 

All research reports published at: 

www.gsma.com/mobileprivacy under “Resources”  
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Pat Walshe, Director of Privacy, GSMA 

 

 

Key issues and challenges   
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Key challenges to achieving ‘mobile privacy’ 

Regulation – a patchwork of geographically bound laws, that  

 apply unequally according to technology and infrastructure 

 lead to inconsistent rules that create burdens, barriers, and 

restrictions for business and inconsistent experiences for consumers 

Telecommunications operators face additional data protection and 

privacy rules  

 

Users 

 privacy interests cross borders and geographically bound laws 

 want choice and control irrespective of technology 
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Why consistency in regulation and user experience matters   

 
USER: 

GSMA research shows users want the same rules to apply to any 

party using their data 

Giving users consistent experences helps awareness and 

understanding  

 

CONSISTENCY IN REGULATION: 

Enhances consumer trust 

Creates legal clarity and certainty for business = efficiencies 

Supports economic and social benefits 

 

Achieving this will need regulatory freedom and incentives to 

experiment with new ways of providing notice and choice and 

mitigating privacy risks  

19 
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Notice, consent in an age of complexity. 
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Recent privacy developments across the globe   

Global  - review of OECD Guidelines 

North America 

 Canadian Privacy Commissioners issues mobile app privacy 

guidelines, Jan 2013 

 California Attorney General issues app privacy guidelines, Jan 2013 

 Federal Trade Commission publishes staff report “Mobile Privacy 

Disclosures: Building Trust Through Transparency”, Feb 2013 

EU 

 New General Data Protection Regulation  

 Council of Europe Convention 108 on Data Protection 

 Article 29 Working Party issues Opinion on apps on smart devices, 

Feb 2013 

 

Asia 

 Japan, Hong Kong, China – mobile privacy initiatives 

http://www.priv.gc.ca/information/pub/gd_app_201210_e.pdf
http://oag.ca.gov/news/press-releases/attorney-general-kamala-d-harris-issues-guidance-how-mobile-apps-can-better
http://www.ftc.gov/os/2013/02/130201mobileprivacyreport.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp202_en.pdf
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Latin America  - developments 

22 

Moving from Habeas Data to omnibus data protection laws 

Laws adopted in 8 Latin America countries – more to follow. 

Developments largely follow EU model – notice and explicit 

consent (problematic) 

Lack of regional harmonisation creates patchwork of laws and 

rules 

 Adds to legal uncertainty, compliance burdens and restrictions 

(especially for pan-regional operators) 

 Creates inconsistency in interpretation and application and user 

privacy experiences 
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Latin America– key considerations 

Area Future priority 

Technological Neutrality & 

Interoperability 

 
MNOs often subject to additional more 

restrictive rules than other sectors 

 

• Focus on the desired privacy outcomes for users 

• Treat functionally equivalent data and services in 

equivalent ways (e.g. traffic and location data) 

Notice and Consent • Move from binary opt-in v opt-out approaches 

• Recognition of privacy in context, ‘just in time approach’ 

• Support alternative models to consent and broader big 

data uses that meet public policy objectives/provides social 

goods 

• Education and awareness raising 

International Transfers • Create a framework that facilitates the flow of data without 

unwarranted restriction (draw on the principle of 

accountability) 

• Support intra-group transfers 

Accountability & Self 

Regulation 

• Support explicit Privacy by Design approach 

• Create incentives for self regulation 
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Colombia taking the lead: 1st LAT AM DP congress 

24 

Topics include: 

Shaping regulation – regionally and internationally 

Accountability/Self-Regulation 

Big Data 

Rethinking Consent 
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Thank you 

 

Pat Walshe 

pwalshe@gsma.com 

+447753 934537 
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Panel: “Mobile, Privacy and Regulation in Latin 

America:  the role of Self-Regulation” 
 

 Jorge Enrique Peña Casasbuenas - Director de Protección Comercial y 

Aseguramiento de Ingresos - Claro Colombia 

 

 José Alejandro Bermúdez Durana - Superintendente Delegado para la 

Protección de Datos Personales,  Colombia 

 

 Andrea Lopez Salloun,  Gerente Regulacion, Telecom Personal (ARG) 

 

 Professor Nelson Remolina Angarita, Abogado, Colombia  

 

 Ana Lucía Lenis Mejía, Gerente de Políticas Públicas y Asuntos 

Gubernamentales, Región Andina - América Latina, Google  
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“Mobile, privacy and regulation in Latin 
America: What is the role of self-regulation?” 

 
 

Nelson Remolina Angarita © 
nremolin@uniandes.edu.co 

 

          
 
 
 
 
 
 
 
     

Bogotá, 24 de abril de 2013 





Bogotá, 23 de abril de 2013 



 

• La autorregulación 
también es importante 
(códigos de conducta, 
contratos tipo, 
recomendaciones) 
 

Declaración conjunta UE-
EEUU sobre comercio 

electrónico 
-5 de diciembre de 1997- 

 

 Acordamos trabajar 
hacia: 
 Apoyar activamente el 

desarrollo, 
preferentemente a nivel 
global, de códigos de 
conducta basados en la 
autorregulación y de 
tecnologías que permitan 
aumentar la confianza del 
consumidor en el comercio 
electrónico. 

 

http://www.politicas-e.net/Banderas_Europa_USA.jpg
http://www.google.com.co/url?sa=i&rct=j&q=apec+cbpr&source=images&cd=&cad=rja&docid=qlrRnNQun08xpM&tbnid=G0JGdTR2kAL4QM:&ved=0CAUQjRw&url=http://ibmprivacy.com/2011/11/17/the-promise-of-the-apec-cross-border-privacy-rules/&ei=EGVuUZaDHoGe8QTPvoFI&psig=AFQjCNFysbpD5nKjmYYU4KKtp3uOD4uqkA&ust=1366275461667979


 http://gecti.uniandes.edu.co/ 
http://habeasdatacolombia.uniandes.edu.co/ 
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Panel: “Mobile, Privacy and Regulation in Latin 

America:  the role of Self-Regulation” 
 

 Jorge Enrique Peña Casasbuenas - Director de Protección Comercial y 

Aseguramiento de Ingresos - Claro Colombia 

 

 José Alejandro Bermúdez Durana - Superintendente Delegado para la 

Protección de Datos Personales,  Colombia 

 

 Andrea Lopez Salloun,  Gerente Regulacion, Telecom Personal (ARG) 

 

 Professor Nelson Remolina Angarita, Abogado, Colombia  

 

 Ana Lucía Lenis Mejía, Gerente de Políticas Públicas y Asuntos 

Gubernamentales, Región Andina - América Latina, Google  
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