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1 Introduction

1.1 Overview

The main aim of the GSMA Embedded SIM Remote Provisioning Architecture [1] & [2] is to
provide a technical description of the ‘over the air remote provisioning mechanism for
machine-to-machine Devices.

This Test Plan provides a set of test cases to be used for testing the implementations of the
GSMA Embedded SIM Remote Provisioning Architecture [1] & [2]. This document offers
stakeholders a unified test strategy and ensures interoperability between different
implementations.

1.2 Scope

This document is intended for:
e Test tools and platforms’ suppliers
¢ Vendors (Device & eUICC Manufacturers)
e Operators

The Test Plan consists of a set of test cases relevant for testing all entities defined in the
eUICC remote provisioning ecosystem. The testing scopes developed in this document are:
¢ Interface compliancy testing
e System behaviour testing

For each test case specified within this Test Plan, there is a reference to one or more
requirements.

1.3 Definition of Terms

Term Description

Physical entity (person, company or organization) that can assume a Role
Actor in the functional architecture. It is possible for an Actor to assume multiple
Roles in the same functional architecture.

A set of data (e.g. SMS-C address) required by the eUICC to open a

Connectivity
Parameters communication channel (e.g. SMS, HTTPS) on a dedicated network.
Equipment into which an Embedded UICC and a communication module
Device are inserted during assembly. Examples include Utility meter, car and
camera.
_ _ The state of a Profile where all files and applications (e.g. NAA) present in
Disabled (Profile) the Profile are not selectable over the eUICC - Terminal interface.

_ A internet protocol for translating domain names (or hostnames) into IP
Domain Name System | 54qresses.

A UICC which is not easily accessible or replaceable, is not intended to be
Embedded UICC removed or replaced in the Device, and enables the secure changing of
Profiles.

. The state of a Profile when its files and/or applications (e.g. NAA) are
Enabled (Profile) selectable over the UICC-Terminal interface.
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Term Description

Executable Load File

An on-card container of one or more application's executable code as
defined in GlobalPlatform Card Specification [3].

Executable Module

The on-card executable code of a single application present within an
Executable Load File as defined in GlobalPlatform Card Specification [3].

eUICC Certificate

A certificate issued by the EUM for a specific eUICC.
This certificate can be verified using the EUM Certificate.

eUICC Manufacturer

Supplier of the eUICCs and resident software (e.g. firmware and operating
system).

EUM Certificate

A certificate issued to a GSMA accredited EUM which can be used to verify
eUICC Certificates.

This certificate can be verified using the Root Certificate.

Integrated Circuit Card
ID

Unigue number to identify a Profile in an eUICC.
Note: the ICCID throughout this specification is used to identify the Profile.

International Mobile

Subscriber Identity

Unique identifier owned and issued by Mobile operators to (U)SIM
applications to enable Devices to attach to a network and use services.

Issuer Security Domain

A security domain on the UICC as defined by GlobalPlatform Card
Specification [3].

An entity providing access capability and communication services to its

Mobile Network
Operator Customers through a mobile network infrastructure.
Security domain part of the Profile, owned by the MNO, providing the
MNO-SD Secured Channel to the MNO’s OTA Platform. It is used to manage the
content of a Profile once the Profile is Enabled.
Network Access An application residing on a UICC which provides authorization to access a
Application network e.g. a USIM application.
The credentials included in the Profile, used in conjunction with OTA
OTA Keys Platforms.

OTA Platform

An MNO platform for remote management of UICCs and the content of
Enabled MNO Profiles on eUICCs.

PIX

Proprietary application Identifier eXtension, the value of which is part of the
AID.

Platform Management

A set of functions related to the enabling, disabling and deletion of a Profile
and the transport of Profile Management functions to an eUICC. Platform
Management actions are protected by Platform Management Credentials
shared between the SM-SR and the ISD-R. Platform Management does not
affect the content of a Profile.

Profile Component

A Profile Component is an element of the Profile and may be one of the
following:

e An element of the file system like an MF, EF or DF
e An Application, including NAA and Security Domain
e POL1

e MNO-SD

Version 3.2
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Term Description

Profile Element

A Profile Element is a part of the Profile Package representing one or
several features of the Profile encoded using TLV structures based on
ASN.1 description (as defined in SIMAlliance eUICC Profile Package
specification [16]).

Profile Package

A personalised Profile using an interoperable description format transmitted
to an eUICC in order to load and install a Profile (as defined in SIMAlliance
eUICC Profile Package specification [16]).

Platform Management

Data required within an eUICC so that a secured communication can be set
up between an external entity and the eUICC in order to enable, disable
and delete Profiles on the eUICC and to transport Profile Management

Credentials ,
functions.
_ Principles reflected in a set of rules that governs the behaviour of eUICC
Policy and/or entities involved in the remote management of the eUICC.
_ Defines the atomic action of a Policy and the conditions under which it is
Policy Rule executed.
Combination of a file structure, data and applications to be provisioned
Profile onto, or present on, an eUICC and which allows, when Enabled, the access

to a specific mobile network infrastructure.

Profile Management

A set of functions related to the downloading, installation and content
update of a Profile in a dedicated ISD-P on the eUICC. Download and
installation are protected by Profile Management Credentials shared
between the SM-DP and the ISD-P.

Profile Management

Data required within an eUICC so that a Profile downloaded from an
external entity can be decrypted and installed on the eUICC.

Credentials

Registered Application Provider Identifier, the value of which is part of the
RID

AID.
Roles Roles are representing a logical grouping of functions.

Root Certificate

Self-signed certificate of the CI, used to authenticate certificates issued to
other entities.

Subscriber

An entity (associated with one or more users) that is engaged in a
Subscription with a Telecommunication Service Provider. The Subscriber is
allowed to subscribe and unsubscribe to services, to register a user or a list
of users authorized to use those services, and also to set the limits relative
to the use that associated users make of those services.

Subscription

Describes the commercial relationship between the Subscriber and the
Telecommunication Service Provider.

Subscription Address

A unique network address, such as MSISDN, IMSI or SIP-URI, of a mobile
Subscription within a mobile network. It is used to route messages, e.g.
SMS, to the eUICC.

Subscription  Manager
Data Preparation

Role that prepares the Profiles and manages the secure download and
installation of these Profiles onto the eUICC.

Subscription Manager

Caciira Poinitinn

Role that securely performs functions of Platform Management commands
and the transport of Profile Management commands.

Version 3.2
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Term

Telecommunication
Service Provider

Description

The organization through which the

Subscriber obtains PLMN

telecommunication services. This is usually the network operator or

possibly a separate body.

Test Plan

Current document describing the test cases that allow testing the eUICC

Remote Provisioning Architecture.

1.4 Abbreviations

Abbreviation

Description

ADF Application Dedicated File

AES Advanced Encryption Standard

AID Application Identifier

AKA Authentication and Key Agreement
APDU Application Protocol Data Unit

ASN.1 Abstract Syntax Notation One

ATR Answer To Reset

ATS Answer To Select

BIP Bearer Independent Protocol
C-APDU Command APDU

CASD Controlling Authority Security Domain
CAT TP Card Application Toolkit Transport Protocol

CERT.DP.ECDSA

Certificate of the SM-DP for its ECDSA key

CERT.ECASD.ECKA

Certificate of the ECASD for its ECKA key

CERT.SR.ECDSA

Certificate of the SM-SR for its ECDSA key

Cl Certificate Issuer

CLA Class hyte of the command message

DER Distinguished Encoding Rule

DF Dedicated File

DGl Data Grouping Identifier

DNS Domain Name System

DR Derivation Random

DS Device Simulator

ECASD eUICC Controlling Authority Security Domain

ECDSA Elliptic Curve cryptography Digital Signature Algorithm
ECKA Elliptic Curve cryptography Key Agreement algorithm
EF Elementary File

EID eUICC-ID

EIS eUICC Information Set

ePK.DP.ECKA ephemeral Public Key of the SM-DP used for ECKA
ePK.SR.ECKA ephemeral Public Key of the SM-SR used for ECKA
Version 3.2 Page 9 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Abbreviation Description

eSK.DP.ECKA ephemeral Private Key of the SM-DP used for ECKA
eSK.SR.ECKA ephemeral Private Key of the SM-SR used for ECKA
ETSI European Telecommunications Standards Institute
eUICC Embedded UICC

eUICC-UT eUICC Under Test

EUM eUICC Manufacturer

EUM-S eUICC Manufacturer Simulator

EVT Event

FFS For Future Study

GSMA GSM Association

HTTPS HyperText Transfer Protocol Secure

ICCID Integrated Circuit Card ID

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

INS Instruction byte of the command message

ISD Issuer Security Domain

ISD-P Issuer Security Domain Profile

ISD-R Issuer Security Domain Root

ISO International Organization for Standardization

MAC Message Authentication Code

MEID Mobile Equipment IDentifier

MF Master File

MNO Mobile Network Operator

MNO-S MNO Simulator

MSL Minimum Security Level

NAN Network Access Name

NPI Numbering Plan Identifier

OID Object IDentifier

OTA Over The Air

P1 Reference control parameter 1

P2 Reference control parameter 2

PDU Protocol Data Unit

PE Profile Element

PIN Personal Identification Number

PIX Proprietary application Identifier eXtension
PK.CI.ECDSA Public Key of the CI in the ECASD for verifying certificate signatures
PK_DP.ECDSA Eil;bslii;nl;?zrgl the SM-DP, part of the CERT.DP.ECDSA, for verifying
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Abbreviation Description

PK.ECASD.ECKA Public Key of the ECASD used for ECKA

PK SR ECDSA Eitébslii(;nlzzzrg the SM-SR part of the CERT.SR.ECDSA, for verifying

PLMN Public Land Mobile Network

POL1 Policy Rules within the Profile

POL2 Policy Rules associated to a Profile and stored in the relevant EIS at the
ChN_CD

POR Proof Of Receipt

PSK Pre-Shared Key

PUK PIN Unblocking Key

R-APDU Response APDU

R-MAC Response MAC

REQ Requirement

RFM Remote File Management

RPS GSMA Embedded UICC Remote Provisioning messages

SCP Secure Channel Protocol

SD Security Domain

SDIN Security Domain Image Number

SDU Service Data Unit

ShS Shared Secret

SIM Subscriber Identity Module

SIN Security Domain Provider Identification Number

SK.CI.LECDSA Private key of the CI for signing certificates

SK.DP.ECDSA Private Key of the of SM-DP for creating signatures

SK.ECASD.ECKA Private Key of the ECASD used for ECKA

SK.SR.ECDSA Private Key of the SM-SR for creating signatures

SM Subscription Manager

SM-DP Subscription Manager Data Preparation

SM-DP-S Subscription Manager Data Preparation Simulator

SM-DP-UT Subscription Manager Data Preparation Under Test

SMS-C Short Message Service Centre

SM-SR Subscription Manager Secure Routing

SM-SR-S Subscription Manager Secure Routing Simulator

SM-SR-TP Third Party Subscription Manager Secure Routing

SM-SR-UT Subscription Manager Secure Routing Under Test

SSD Supplementary Security Domain

SwW Status Word

TAR Toolkit Application Reference
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TLS Transport Layer Security

TLV Tag, Length, Value

TON Type Of Number

URI Uniform Resource Identifier

USIM Universal Subscriber Identity Module
W3C World Wide Web Consortium

XML Extensible Markup Language

1.5 Document Cross-references
[1] | GSMA Embedded SIM Remote Provisioning Architecture v1.1
[2] | GSMA Remote Provisioning Architecture for Embedded UICC - Technical Specification v3.2
[3] | GlobalPlatform Card Specification v.2.2.1
[4] | ETSI TS 102 225 - Secured packet structure for UICC based applications; Release 12
[5] | 3GPP TS 23.040 - Technical Specification Group Core Network and Terminals;
Technical realization of the Short Message Service (SMS)
[6] | ETSI TS 102 226 - Remote APDU structure for UICC based applications; Release 9
[71 | ETSI TS 102 127 - Transport protocol for CAT applications; Release 6
[8] | RFC 5246 - The TLS Protocol — Version 1.2

[9] | RFC 5487 - Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter
Mode

[10] | ISO/IEC 7816-4 - Identification cards — Integrated circuit cards - Part 4: Organization, security
and commands for interchange

[11] | GlobalPlatform Card Specification v.2.2 - Amendment D: Secure Channel Protocol 03 v1.1.1

[12] | GlobalPlatform Card Specification v.2.2 - Amendment E: Security Upgrade for Card Content
Management v1.0.1

[13] | GlobalPlatform Card Specification v.2.2.1 - UICC Configuration v1.0.1
[14]

GlobalPlatform Card Specification v.2.2 - Amendment C: Contactless Services v1.1.1

[15] RFC 4346 - The TLS Protocol — Version 1.1

[16] SIMAlliance eUICC Profile Package: Interoperable Format Technical Specification Version 2.1
[17] | siMAlliance euICC Profile Package: Interoperable Format Test Specification Version 2.1
[18]

GlobalPlatform Card Specification v.2.2 Amendment B: Remote Application Management over
HTTPv1.1.3

1.6 Conventions

Throughout this document, normative requirements are highlighted by use of key words as
described below.

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "MAY" in this
document are to be interpreted as follows:
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SHALL - This word, or the term "REQUIRED", mean that the definition is a mandatory
requirement of the specification.

SHALL NOT - This phrase means that the definition is a mandatory prohibition of the
specification.

SHOULD - This word means that there may exist valid reasons in particular circumstances
to ignore a particular item, but the full implications must be understood and carefully
weighed before choosing a different course.

SHOULD NOT - This phrase means that there may exist valid reasons in particular
circumstances when the particular behaviour is acceptable or even useful, but the full
implications should be understood and the case carefully weighed before implementing any
behaviour described with this label.

MAY - This word mean that an item is truly optional. One supplier may choose to include
the item because a particular marketplace requires it or because the supplier feels that it
enhances the product while another supplier may omit the same item.
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2 Testing Rules

2.1 Applicability

2.1.1 Format of the Optional Features Table

The columns in Table 4 have the following meaning:

Column ‘ Meaning
Option The optional feature supported or not by the implementation.

The support columns are to be filled in by the supplier of the implementation.
The following common notations are used for the support column:

Support . .
PP Y  supported by the implementation.
N  not supported by the implementation.
Mnemonic The mnemonic column contains mnemonic identifiers for each item.

Table 1: Format of the Optional Features Table

2.1.2 Format of the Applicability Table
The applicability of every test in Table 5 is formally expressed by the use of Boolean

expression defined in the following clause.
The columns in Table 5 have the following meaning:

Column ‘ Meaning

The "Test case" column gives a reference to the test case number detailed in
Test case the present document and is required to validate the implementation of the
corresponding item in the "Name" column.

Name In the "Name" column, a short non-exhaustive description of the test is found.

SM-SR, SM-DP or eUICC
Entities under test that take in charge the functions used in the test case.

Roles

Applicability See clause 2.1.3 'Applicability and Notations'.

Table 2: Format of the Applicability Table

2.1.3 Applicability and Notations

The following notations are used for the Applicability column:

Applicability code Meaning

M mandatory - the capability is required to be supported.

not applicable - in the given context, it is impossible to use the

N/A capability.

conditional - the requirement on the capability depends on the
_ support of other items. "i" is an integer identifying an unique
Ci conditional status expression which is defined immediately following
the table. For nested conditional expressions, the syntax "IF ...

THEN (IF ... THEN ... ELSE...) ELSE ..." is to be used to avoid
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Applicability code Meaning
ambiguities.

Table 3: Applicability and Notations

2.1.4 Optional Features Table

The supplier of the implementation shall state the support of possible options in Table 4.
Items indicated as O_XYZ (for example, O_HTTPS) refer to features supported by a Role.

Item ‘ Option Support ‘ Mnemonic

1  |Support of HTTPS O_HTTPS

2 |Support of CAT_TP O_CAT_TP

3 HTTPS enabled on the default MNO-SD O_MNO_HTTPS

4 Confidential setup of default Profile keys using scenario #2.B O MNO SC2B
supported - -

5 Confidential setup of default Profile keys using scenario #3 O MNO SC3
supported - -

Table 4: Options

All these features are related to the eUICC. As consequence, only the EUM is responsible
for stating the support of these features.

Note that O_HTTPS and O_CAT_TP are linked. At least, one of these options shall be
supported. The support of the optional feature O_MNO_HTTPS supposes that the
O_HTTPS is also supported.

2.1.5 Applicability Table

Table 5 specifies the applicability of each test case. See clause 2.1.2 for the format of this
table.

Test case Name Roles Applicability
Interfaces Compliancy Test Cases
42221 |TC.TP.SMS.1:Transport_SMS eulcC M
42222 |TCTP.CAT_TP.2:Transport CAT_TP eulCC Cc2
42223 |TC.TP.HTTPS.3:Transport HTTPS eUICC c1
42321 |TC.ES5.CISDP.1:CreatelSDP_SMS eUICC M
42322 |TC.ES5.CISDP.2:CreatelSDP_CAT_TP eUICC co
42323 |TC.ES5.CISDP.3:CreatelSDP_HTTPS eUICC c1
4.2.4.2.1 |TC.ES5.EP.1:EnableProfile_SMS eUICC M
4.2.4.2.2 |TC.ES5.EP.2:EnableProfile_CAT_TP evicc c2
4.2.4.23 |TC.ES5.EP.3:EnableProfile_HTTPS evicc c1
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Non-Confidential

Test case INET [ Roles Applicability
42521 |TC.ES5.DISP.1:DisableProfile_SMS eUICC M
4.2.5.2.2 TC.ES5.DISP.2:DisableProfile_ CAT_TP eulcC C2
42523 |TC.ES5.DISP.3:DisableProfile_HTTPS eulcC C1
42621 |TC.ES5.FB.1:SetFallbackAttribute_SMS eviCcC M
4.2.6.2.2 TC.ES5.FB.2:SetFallbackAttribute CAT_TP eUICC c2
4.2.6.2.3 TC.ES5.FB.3:SetFallbackAttribute HTTPS eulcC C1
42721 |TC.ES5.DP.1:DeleteProfile_SMS eUICC M
4.2.7.22 |TC.ES5.DP.2:DeleteProfile_CAT_TP eulcC C2
42723 TC.ESS.DP.3:DeIeteProfiIe_HTTPS eUlICC C1
4.2.82.1 |TC.ES5.ECA.1:eUICCCapabilityAudit_ SMS euUlCcC M
42822 |TC.ES5.ECA.2:eUICCCapabilityAudit_CAT_TP eviCcC C2
42823 |TC.ES5.ECA.3:eUICCCapabilityAudit HTTPS evicc c1
42921 |TC.ES5.MD.1:MasterDelete_SMS eulcc M
429217 |TC.ES5.MD.2:MasterDelete_CAT_TP evlcC Cc2
42923 |TC.ES5.MD.3:MasterDelete_ HTTPS eviCcC Cc1
4.2.10.2.1 |TC.ES5.EISDRK.1:EstablishISDRKeyset SMS euUlCC M
4.2.10.2.2 |TC.ES5.EISDRK.2:EstablishiISDRKeyset CAT_TP euicc c2
4.2.10.2.3 |TC.ES5.EISDRK.3:EstablishISDRKeyset_ HTTPS eulcc C1
TC.ES5.FIH.1:FinaliselSDRHandover_SMS

4.211.2.1 Test Sequence N°1 eUiCcC C1
TC.ES5.FIH.1:FinaliselSDRHandover_SMS

421121 Test Sequence N°2, Test Sequence N°3 eulcC M
TC.ES5.FIH.2:FinaliselSDRHandover_CAT_TP

4.211.2.2 Test Sequence N°1 eUiCC C9
TC.ES5.FIH.2:FinaliselSDRHandover_CAT_TP

4.2.11.2.2 Test Sequence N°2 euiCC Cc8

4.2.11.2.3 |TC.ES5.FIH.3:FinaliselSDRHandover_HTTPS eulcc C1
TC.ES5.USAP.1:UpdateSMSRAddrParam_SMS

4.212.2.1 Test Sequence N°1 eUICC M
TC.ES5.USAP.1:UpdateSMSRAddrParam_SMS

42.12.2.1 Test Sequence N°2 eUlCC M
TC.ES5.USAP.1:UpdateSMSRAddrParam_SMS

42.12.2.1 Test Sequence N°3 euiCC C10
TC.ES5.USAP.1:UpdateSMSRAddrParam_SMS

42.12.2.1 Test Sequence N°4 euiCC C9

4.2.12.2.2 |TC.ES5.USAP.2:UpdateSMSRAddrParam_CAT_TP eulCcC C2

0 TC.ES5.USAP.3:UpdateSMSRAddrParam_HTTPS eulcc C1
4.2.13.2.1 |TC.ES5.NOTIFPE.1:Notification_SMS eulcc M
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Test case INET [ Roles Applicability
4.2.13.2.2 |TC.ES5.NOTIFPE.2:Notification_CAT_TP eUICC c2
0 TC.ES5.NOTIFPE.3:Notification_HTTPS euICC c1
4.2.14.2.1 |TC.ES5.NOTIFPD.1:Notification_SMS eUlCC M
4.2.14.2.2 |TC.ES5.NOTIFPD.2:Notification_CAT_TP eUlCC Cc2
0 TC.ES5.NOTIFPD.3:Notification HTTPS eUICC c1
4.2.15.2.1 |TC.ES6.UPOL1IMNO.1:UpdatePOL1byMNO_SMS eUICC M
4.2.15.2.2 |TC.ES6.UPOL1IMNO.2:UpdatePOL1byMNO_CAT_TP eUICC C2
4.2.15.2.3 |TC.ES6.UPOL1MNO.3:UpdatePOL1byMNO_HTTPS eUICC C5
TC.ES6.UCPMNO.1:UpdateConnectParamByMNO_SMS
4.2.16.2.1 Test Sequence N°1 eUICC M
TC.ES6.UCPMNO.1:UpdateConnectParamByMNO_SMS
4.2.16.2.1 Test Sequence N°2 eUICC C3
TC.ES6.UCPMNO.1:UpdateConnectParamByMNO_SMS
4.2.16.2.1 Test Sequence N°3 eUICC C4
4.217.2.1 |TC.ES8.EISDPK.1:EstablishiISDPKeyset SMS eUlCC M
4.2.17.2.2 |TC.ES8.EISDPK.2:EstablishiISDPKeyset CAT_TP eUIlCC c2
4.2.17.2.3 |TC.ES8.EISDPK.3:EstablishiISDPKeyset HTTPS euUlCC C1
4.2.18.2.1 |TC.ES8.DAI.1:DownloadAndinstallation_CAT_TP euUlCC C2
4.2.18.2.2 |TC.ES8.DAI.2:DownloadAndInstallation_HTTPS euiccC C1
TC.ES8.UCP.1:UpdateConnectivityParameters_ SMS
4.2.19.2.1 Test Sequence N°1 eUICC M
TC.ES8.UCP.1:UpdateConnectivityParameters_ SMS
4.2.1921 |1eq Sequence N°2, Test Sequence N°4 eUicC c3
TC.ES8.UCP.1:UpdateConnectivityParameters_ SMS
4.219.21 Test Sequence N°3, Test Sequence N°5 evICC C4
4.2.19.2.2 |TC.ES8.UCP.2:UpdateConnectivityParameters_CAT_TP eUlCC C2
4.2.19.2.3 |TC.ES8.UCP.3:UpdateConnectivityParameters_HTTPS eulcc C1
4.3.1.2.1 |TC.ES1.REIS.1:RegisterEIS SM-SR M
43221 |TC.ES2.GEIS.1:GetEIS SM-DP M
4.3.3.2.1 |TC.ES2.DP.1:DownloadProfile SM-DP M
4.3.4.2.1 |TC.ES2.UPR.1:UpdatePolicyRules SM-DP M
43521 |TC.ES2.USA.1:UpdateSubscriptionAddress SM-DP M
4.3.6.2.1 |TC.ES2.EP.1:EnableProfile SM-DP M
4.3.6.2.2 |TC.ES2.EP.2:EnableProfileWithDeletion SM-DP M
4.3.7.2.1 |TC.ES2.DISP.1:DisableProfile SM-DP M
4.3.82.1 |TC.ES2.DP.1:DeleteProfile SM-DP M
43921 |TC.ES3.GEIS.1:GetEIS SM-SR M
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4.3.10.2.1 |TC.ES3.AEIS.1:AuditEIS SM-SR M
4.3.11.2.1 |TC.ES3.CISDP.1:CreatelSDP SM-SR M
4.3.12.2.1 |TC.ES3.SDATA.1:SendData SM-SR M
4.3.13.2.1 |TC.ES3.UPR.1:UpdatePolicyRules SM-SR M
4.3.14.2.1 |TC.ES3.USA.1l:UpdateSubscriptionAddress SM-SR M
4.3.15.2.1 |TC.ES3.UCP.1:UpdateConnectivtyParameters SM-SR M
4.3.16.2.1 |TC.ES3.EP.1:EnableProfile SM-SR M
4.3.17.2.1 |TC.ES3.DISP.1:DisableProfile SM-SR M
4.3.18.2.1 |TC.ES3.DISDP.1:DeletelSDP SM-SR M
TC.ES4.GEIS.1:GetEIS
4.3.19.2.1 Test Sequence N°1 SM-SR M
TC.ES4.GEIS.1:GetEIS
4.3.19.2.1 Test Sequence N°2 SM-SR N/A
4.3.20.2.1 |TC.ES4.UPR.1:UpdatePolicyRules SM-SR M
4.3.21.2.1 |TC.ES4.USA.1:UpdateSubscriptionAddress SM-SR M
4.3.22.2.1 |TC.ES4.AEIS.1:AuditEIS SM-SR M
4.3.23.2.1 |TC.ES4.EP.1:EnableProfile SM-SR M
4.3.24.2.1 |TC.ES4.DISP.1:DisableProfile SM-SR M
4.3.25.2.1 |TC.ES4.DP.1:DeleteProfile SM-SR M
4.3.26.2.1 |TC.ES4.PSMSRC.1:PrepareSMSRChange SM-SR M
4.3.27.2.1 |TC.ES4.SMSRC.1:SMSRChange SM-SR M
432821 |TC.ES7.HEUICC.1:HandoverEUICC SM-SR M
432921 |TC.ES7.ASMSR.1:AuthenticateSMSR SM-SR M
4.3.29.2.1 |TC.ES7.CAK.1l:CreateAdditionalKeyset SM-SR M
System Behaviour Test Cases
52121 |TC.ECASD.1:EIDRetrieval eUICC M
52221 |TC.LOCKISDR.1:LockISDR eUIlCC M
52222 |TC.LOCKISDP.1:LockiSDP eUIlCC M
52321 |TC.CV.1.:ComponentVisibility euicC M
52322 |TC.CV.2:ISDRVisibility eulCcC M
TC.CV.3:ISDPNotEnabled
5.2.3.2.3 Test Sequence N°1, Test Sequence N°3 evICC C2
TC.CV.3:ISDPNotEnabled
5.2.3.2.3 Test Sequence N°2, Test Sequence N°4 evICC C1
TC.CV.4:TarAllocation
5.2.3.2.34 Test Sequence N°1 eUiCC Cc2
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TC.CV.4:TarAllocation
523234 |1aqt Sequence N°2 eUlCC C1
TC.CV.4:TarAllocation
523234 |1aqt Sequence N°3 euliCC M
TC.CV.5:AlDAllocation
52325 |1est Sequence N°1 eulCC Cc2
TC.CV.5:AlDAllocation
52325 |yest Sequence N°2 euliCC C1
TC.CV.5:AlDAllocation
52326 |TC.CV.6:MNOSDDefinition evlicC M
52421 |TC.SAR.1:SecurityError_SMS eulicc M
52.4.2.1.2 |TC.SAR.2:ISDRResponsibility eulcc M
0 TC.SAR.3:ReplayAttack eulcc M
52.4.2.4 |TC.SAR.4:HTTPSRestrictions euiccC C1
52425 |TC.SAR.5:SCPO03t_ErrorManagement eUlCC M
52521 |TC.CSMNOSCK.1:Scenario#2.B eviCcC C6
52522 |TC.CSMNOSCK.2:Scenario#3 eUICC c7
TC.FPIP.1:ProfileDownloadAndEnabling
526.21 |1est Sequence N°1 eUlCC Cc2
TC.FPIP.1:ProfileDownloadAndEnabling
52621 |1ast Sequence N°2 eUlCC C1
53.1.21 |TC.EUICCIC.1:eUICCEligibilitySMDP SM-DP M
53.1.2.2 |TC.EUICCIC.2:eUICCEligibilitySMSR SM-SR M
TC.PROC.DIP.1:DownloadAndInstallProfile SM-DP,
53221 |1egt Sequence N°1 SM-SR Cc3
TC.PROC.DIP.1:DownloadAndInstallProfile SM-DP,
538221 |1eg Sequence N°2 SM-SR Cc4
: SM-DP,
53222 |TC.PROC.DIP.2:DownloadAndinstallProfileAndEnable M
SM-SR
53.32.1 |TC.PROC.PE.1.ProfileEnablingByMNO SM-SR M
. . M-DP
53.322 |TC.PROC.PE.2.ProfileEnablingBySMDP S ’ M
SM-SR
53421 |TC.PROC.DIS.1:ProfileDisablingByMNO SM-SR M
53422 |TC.PROC.DIS.2:ProfileDisablingBySMDP SM-DP, M
SM-SR
53.52.1 TC.PROC.DEL.1:ProfileDeletionByMNO SM-SR M
Version 3.2 Page 19 of 592




GSM Association

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Non-Confidential

Test case INET [ Roles Applicability
53.5.2.1.3 |TC.PROC.DEL.2:ProfileDeletionBySMDP SM-DP, M
SM-SR
M-DP
53.7.2.1 |TC.PROC.SMSRCH.1:SMSRChange S ' M
SM-SR
53.7.2.2 |TC.PROC.SMSRCH.2:SMSRChange SM-SR M
53723 |TC.PROC.SMSRCH.3:SMSRChange SM-SR M
5.3.7.2.4 |TC.PROC.SMSRCH.4:.SMSRChange SM-SR M
TC.PROC.UCP.1:UpdateConnectivityParameters
5.3.8.2.1 TeSt Sequence Nol SM'SR M
TC.PROC.UCP.1:UpdateConnectivityParameters
53821 |1est Sequence N°2 SM-SR C3
TC.PROC.UCP.1:UpdateConnectivityParameters
53821 TeSt Sequence No3 SM'SR C4
Test Specifications
6.1 SIMAlliance eUICC Profile Package Test Specification eUICC M

Table 5: Applicability of Tests

Conditional item Condition
C1 IF (NOT O_CAT_TP OR O_HTTPS) THEN M ELSE N/A
Cc2 IF (NOT O_HTTPS OR O_CAT_TP) THEN M ELSE N/A
c3 IF (O_CAT_TP) THEN M ELSE N/A
C4 IF (O_HTTPS) THEN M ELSE N/A
C5 IF (O_HTTPS AND O_MNO_HTTPS) THEN M ELSE N/A
C6 IF (O_MNO_SC2B) THEN M ELSE N/A
c7 IF (O_MNO_SC3) THEN M ELSE N/A
C8 IF (O_HTTPS AND O_CAT_TP) THEN M ELSE N/A
Co IF (NOT O_HTTPS) THEN M ELSE N/A
C10 IF (NOT O_CAT_TP) THEN M ELSE N/A

Table 6: Conditional Items Referenced by Table 5

2.2 General Consideration

This section contains some general considerations about the test cases defined in this
document. Note that some external test specifications are referred to in chapter 6.
Consequently, the following sub sections shall only apply for test cases defined in sections
4 and 5.

2.2.1 Test Cases Definition
Test descriptions are independent.
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For each test described in this document, a chapter provides a general description of the
initial conditions applicable for the whole test. This description is completed by specific
configurations to each individual sub-case.

It is implicitly assumed that all entities under test shall be compliant with the initial states
described in Annex I. An initial state shall be considered as a pre-requisite to execute all the
test cases described in this Test Plan.

After completing the test, the configuration is reset before the execution of the following test.

2.2.2 Test Cases Format
Here is an explanation of the way to define the test cases in chapters 4 and 5.

4.X.Y.Z Test Cases

General Initial Conditions
e Test cases - general condition 1

o Test cases - general condition 2

Test Environment

Entity2

Standard Message

Optional Message

Informative Message Entity3
KSEEEGEEEESEESSS St e Ll

Request Message

Backend Message

Response Message

4.X.Y.Z1TC.TEST_NAME.1: TEST_TITLE
Test Purpose
Description of the aim of the test case TC.TEST_NAME.1
Referenced Requirements
¢ REQ1, REQ2

Initial Conditions
e Testcase TC.TEST_NAME.1 - initial condition 1

e Testcase TC.TEST_NAME.1 - initial condition 2
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4.X.Y.Z.1.1 Test Sequence N°1
Initial Conditions

Test sequence N°1 - initial condition 1
Test sequence N°1 - initial condition 2

Step

Direction Sequence / Description

Command or Message to send | 1- €xpected result N°1.1 REQ1

Entityl — Entity2 ; ;
Y= Y 1 from Entity1 to Entity2 2- expected result N°1.2

Entity2 —> Entity3 Command or Message to send

from Entity2 to Entity3

Note: Global note for the test sequence N°1

4.X.Y.Z.1.2 Test Sequence N°2
Initial Conditions

Step

1

None

Direction Sequence / Description ‘ Expected result REQ

Command or Message to send

SR = g from Entityl to Entity2

Entity2 — Entity3 | Command or Message to send 1- expected result N°2.1 REQ2

from Entity2 to Entity3 2- expected result N°2.2 (see Note 1)

Note 1: Note about the expected result N°2.2

4.X.Y.Z2 TC.TEST_NAME.2: TEST_TITLE

The test cases TC.TEST_NAME.1:TEST_TITLE and TC.TEST_NAME.2:TEST_TITLE are
referenced in Table 5 that allows indicating the applicability of the tests.

The test environment allows describing the different entities involved in the test sequences
of the test case. Different types of messages are used:

standard message: message exchanged between two entities (e.g. an APDU, a
RPS Message) composed of a request and a response

optional message: standard message that may be sent or not depending of the aim
of the test

informative message: message used to facilitate the understanding of the test case.
It is not exchanged by any entities (e.g. messages between simulators)

request message: message sent to an entity that may trigger messages to other
entities to generate the corresponding response

backend message: message exchanged between two entities that cannot be
checked by the current test case

response message: a response related to a request message
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In the test case TC.TEST_NAME.L:TEST_TITLE, the requirements REQ1 and REQ2 are
respectively covered by the test sequences N°1 and N°2.

The test sequence N°1 shall be executed if and only if these conditions are met:
e Test cases - general condition 1
e Test cases - general condition 2
o Testcase TC.TEST_NAME.1 - initial condition 1
e Testcase TC.TEST_NAME.1 - initial condition 2
o Test sequence N°1 - initial condition 1
o Test sequence N°1 - initial condition 2

The test sequence N°2 shall be executed if and only if these conditions are met:
e Test cases - general condition 1

e Test cases - general condition 2
e Testcase TC.TEST_NAME.1 - initial condition 1
e Testcase TC.TEST_NAME.1 - initial condition 2

In the test sequence N°1, in the step N°1, if the expected results N°1 and N°2 are validated,
the requirement REQ1 (or a part of the REQ1) shall be considered as implemented.

Note that all initial states (described in Annex I) shall be implemented by the entity under
test whatever the test cases to execute.

2.2.3 Using of Methods, Constants and Dynamic Content

In several test sequences described in this document, some methods, constants and
dynamic values are used.

A constant is used as follow:
#NAME OF THE CONSTANT: shall be replaced by the value of the corresponding constant
defined in Annex B.

A dynamic content is described in Annex C and used as follow:
{NAME OF THE VARIABLE}
A dynamic content is either generated by an entity under test or by a test tool provider.

A method is used as follow:

NAME OF THE METHOD (PARAM1, PARAM2..): the method and the parameters are
described in Annex D.

The implementation of these methods is under the responsibility of the test tool providers.

2.2.4 Commands and Responses

In several test sequences described in this document, some commands and responses are
used. These elements are explained in Annex E.

A reference to a command or a response is used as follow:
[NAME OF THE COMMAND OR_RESPONSE]: shall be replaced by the value defined in
Annex E.
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2.2.5 Referenced Requirements

All requirements referenced in this document by their identifiers are present and described
in Annex J. These requirements have been extracted from the specifications:

e GSMA Embedded SIM Remote Provisioning Architecture [1]
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

2.2.6 Pass Criterion

A test execution is considered as successful only if the test procedure was fully carried out
successfully.

A test execution is considered as failed if the tested feature provides an unexpected
behaviour during the steps indicated with a white background in the tables.

A test execution is considered as inconclusive when the pass criteria cannot be evaluated
due to issues during the setup of the initial conditions or during the steps indicated with a
pink background in the tables.

2.2.7 Future Study

Some of the test cases or test sequences described in this Test Plan are FFS (For Future
Study). This means that some clarifications are expected at the requirement level to
conclude on a test method. As consequence, the corresponding test shall not be executed.
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3 Testing Architecture

3.1 Testing Scope
Here are all the interfaces that are tested in this document.

[ SM-DP J{ -
F
ES3 h 4
[ MNO J
M A
ES7
4 L 2
( e ES4
> 4M-SR <
ES1 L J
F
ES6
ES8 ESS
v VY v

T )

&> (Off-card interface
&> elICC interface

.

Figure 1: Scope of the Tests

Interface Description

Interface between the EUM and the SM-SR that allows the registration of an eUICC
ES1 L
within the SM-SR.
ES2 Interface between the MNO and the SM-DP that allows managing a Profile and to
trigger Profile loading.
Es3 Interface between the SM-DP and the SM-SR that allows managing a Profile and to
trigger Profile loading.
Esa Interface between the MNO and the SM-SR that allows enabling, disabling and deleting
Profiles.
ES5 Interface between the SM-SR and the eUICC that allows the OTA communication.
Interface between the MNO and the eUICC that allows managing the content of the
ES6 , .
MNOQO'’s Profile.
ES7 Interface between two SM-SR that allows managing the SM-SR change process.
Interface between the SM-DP and the eUICC that allows downloading of a Profile within
ES8 the eUICC

Table 7: Interfaces Descriptions
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The DNS resolution defined in SGP.02 [2], section 2.4.5, is an optional feature and is
defined as FFS in this version of the specification. All eUICC test cases defined in this
document remain applicable even if this feature is supported considering that the ISD-R has
always an IP address either configured in the Connection Parameters of the Security
Domain Administration Session Parameters or supplied in the Administration Session
Triggering Parameters (as defined by GlobalPlatform Amendment B [18]). As a
consequence, the eUICC shall not perform any DNS resolution during the execution of the
HTTPs test cases defined in sections 4.2 and 5.2.

3.2 Testing Execution

This chapter aims to describe the different testing environments and equipment to allow
executing the test cases.
To allow the execution of the different test cases described in this Test Plan, some

simulators shall be used. Here are the different simulators that have been defined:

e DS: the Device simulator used to simulate the Device and to send some commands
to the eUICC-UT using ISO/IEC 7816-4 [10] on the contact interface. The
provisioning commands sent by the DS refer to commands sent by the system
Actors (i.e. SM-SR, SM-DP and MNO)

e SM-DP-S: the SM-DP simulator used to simulate the SM-DP and to test a SM-SR

e SM-SR-S: the SM-SR simulator used to simulate the SM-SR and to test a SM-DP or
a SM-SR

¢ MNO-S: the MNO simulator used to simulate the MNO and to test a SM-DP or a SM-
SR

e EUM-S: the EUM simulator used to simulate the EUM and to test a SM-SR

Implementation of these simulators remains the responsibility of the test tool providers.

3.2.1 Interfaces Compliancy

The aim of all the test cases related to the interfaces compliancy (see section 4) is to verify
the compliancy of an Actor (i.e. eUICC, SM-DP, SM-SR).

3.21.1 eUICC Interfaces

Figure 2 shows the different entities used during the execution of the test cases related to
the eUICC interfaces (see section 4.2).
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Figure 2: eUICC Interfaces Test Environment

The aim of the interface compliancy test cases, related to the interfaces ES5, ES6 and ES8,
is to test the eUICC. The Device Simulator (DS) allows simulating the SM-SR, the SM-DP or
the MNO. As consequence, the DS shall include SMS, HTTPS and CAT_TP entities to
simulate the OTA communication with the eUICC (i.e. the SM-SR-S, SM-DP-S and MNO-S
shall be considered as parts of the DS).

The CAT_TP entity generates CAT_TP PDUs according the Annex G.
The HTTPS entity generates TLS records according the O.

The Device Simulator shall honor any POLL INTERVAL proactive commands issued by the
eUICC, and accordingly send STATUS commands at the interval requested.

The Device Simulator shall honor any TIMER MANAGEMENT proactive commands issued
by the eUICC, and accordingly sed an ENVELOPE (TIMER EXPIRATION) command after
the specified time, if a timer has been activated.

3.21.2 Off-card Interfaces

The off-card test cases assume that all simulated platforms (i.e. EUM-S, MNO1-S, MNO2-S,
SM-DP-S, SM-SR-S) identified by EUM_S_ID, MNO1_S_ID, MNO2_S_ID, SM_DP_S_ID,
SM_SR_S ID shall be well known to the platforms under test (i.e. SM-DP-UT, SM-SR-UT)
as specified in the initial conditions of each test. All simulated platforms shall be compliant
with the security level mandated by the platforms under test.
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Figure 3 shows the different entities used during the execution of the test cases related to
the off-card interfaces (see section 0).

Sl SM-SR-UT

ES3

Device
ES4 ES7

eUlCC

ES3

SM-DP-UT

. . =1 .
Legend: . Simulator . Entity undertest | | Unused equipment

Figure 3: Off-card Interfaces Test Environment

* All OTA interfaces between the SM-SR-UT and an eUICC (ES5 or ES8 over ES5) are out
of the scope defined for the off-card interfaces testing. The test cases involving the SM-SR-
UT and an eUICC are defined in the section “5 - System Behaviour Testing”.

3.2.2 System Behaviour

The aim of all the test cases related to the system behaviour (see section 5) is to verify the
functional behaviour of the eUICC ecosystem composed of the following Actors:
e MNO

e eUICC
e SM-DP
e SM-SR

3.2.21 eUICC Behaviour

Figure 4 shows the different entities used during the execution of the test cases related to
the eUICC behaviour (see section 5.2).

Legend: . Simulator . Entity under test

Figure 4: eUICC Behaviour Test Environment
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3.2.2.2

Platform Behaviour

Figure 5 shows the different entities used during the execution of the test cases related to
the platforms behaviour (see section 5.2.6).

- Device

ES3 _ eUICC
ES7
SM-SR-TP
ES3
ES4
ES7

ES2 DP ES3

Legend: D Simulator . Entity under test D Equipment used for testing D Black-box

Fiaure 5: Platform Behaviour Test Environment

A black box testing method is used in order to ensure that the system functional scenarios
are properly implemented. In this context, it is assumed that:

The OTA communication between the SM-SR-UT and the Device equipment (i.e.
ES5) shall be based on real wireless network provided by MNO (see Figure 7). OTA
operations performed by the SM-SR-UT are not checked by test tool providers: the
verification of the correctness of commands coming from the SM-SR-UT is
performed by the eUICC/Device.

The SM-DP-UT and the SM-SR-UT are well known to each other and the functions
of the ES3 interface are individually tested in accordance with the test cases
described in section O.

The Device used for testing shall support all mandatory requirements described in
the GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification / Annex G [2].

The functions of the eUICC interface (i.e. ES5 and ES8 over ES5) shall be
supported by the eUICC.

The entity SM-SR-TP shall be considered as a third party platform used to test the
SM-SR-UT. As consequence, the functions of the ES7 interface shall be supported
by this platform.

Figure 6 shows the eUICC configuration that shall be used to execute the test cases:
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eUICC ' '

Personalized

Addressing Parameters

#SM SR DEST ADDR
#SM SR UDP IP

#SM SR _UDP PORT
#SM SR TCP_IP
#SM_SR_TCP_PORT

#SM_SR _HTTP URT

QSM_SR:HTTP_HOST

ISD-P n NEW ISD-P
(optional) Installed during test
| execution

(
|
I
, I Pre-installed | Not C d by defaul
Pre-installed I Disabled ot Created by default
I ieztolls I MSISDN: #NEW MSISDN
Enabled I ICCID: #NEW_ICCID
MSISDN: #MSISDN : I Owned by MNO1-S
I
I .

C.nnnectivitv Parameters | 1 Connectivitv Parameters
#MNO2 CON_NAN | : #MNO1 CON_NAN
#MNO2_CON_LOGIN I | -
#MNO2_CON_PWD I #MNO1 CON LOGIN
#MNO2_ CON_TON NPI | I #MNO1 CON PWD
#MNO2_CON_DIAL NUM I - -

]

J

N

Fiaure 6: eUICC Confiauration

The eUICC, used to execute the test cases defined in the section 5.2.6, shall be compliant
with the figure above. A Profile, identified by #1CCID, shall be Enabled. Other pre-installed
Profiles may be present (i.e. if present, they shall be Disabled). The Profile, identified by
#NEW_ICCID, is dynamically downloaded during the test cases execution: as consequence,
it shall not be pre-installed. It is implicitly assumed that all mandatory Profile Components
shall be present in the Profiles identified by #ICCID and #NEW ICCID to allow connectivity
network (i.e. file system, NAA...).

Regarding the addressing parameters, except the #SM SR DEST ADDR which is
mandatory, the HTTPS and the CAT_TP settings are conditional depending on the eUICC
implementation.

Note that the Subscription Addresses of the Profile dynamically downloaded during the tests
(i.e. #NEW_MSISDN / #NEW ICCID) and the pre-installed Profile (i.e. #MSISDN / #ICCID)
shall be provided by real MNOs (named MNO1 and MNO?2 in the Figure 7). It means that
the SM-SR-UT is able to communicate with these MNOs’ networks (as mentioned in the
initial conditions of the test cases defined in section 5.2.6).
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In the sections dealing with the platform behaviour testing, MNO1-S and MNO2-S stand for

MNO platforms simulators which only allow sending requests to the SM-DP-UT and SM-SR-
UT.

Figure 7 shows how the SM-SR-UT shall communicate OTA with the eUICC.

MNO1
Network

Device

SM-SR-UT

eUICC

MNO2
Network

Figure 7: Required Network Access for SM-SR-UT

3.3 Void
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4 Interface Compliancy Testing

4.1 General Overview

This section focuses on the implementation of the different interfaces according to the
GSMA Remote Provisioning Architecture for Embedded UICC-Technical Specification [2].
The aim is to verify the compliancy of all interfaces within the system.

4.2 eUICC Interfaces

4.2.1 Generic Sub-sequences

This section describes some generic sub-sequences used in the eUICC interfaces
compliancy test cases. These test sequences are part of test cases and shall not be
executed in standalone mode.

4211

To initialize the communication between the DS and the eUICC, these commands shall be
executed:

Initialization Sequence

Step‘ Direction ‘ Sequence / Description ‘

Expected result N=O)
1 DS — eUICC- RESET ATR returned by eUICC
uT
N - Toolkit initialization
2 |PS evicc [TERMINAL_PROFILE]
ut SW="9000'

Note: It is assumed that some proactive commands may be sent by the eUICC after sending the

TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this
case, the DS shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed)

commands.

4.2.1.2 Open CAT_TP Session on ISD-R
To open a CAT_TP session on the ISD-R, here are the different steps to execute:

Step ‘ Direction

Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQ22,
EUICC_REQ53,
#SPI_VALUE, EUICC_REQS54
DS — eUICC- #ISD R TAR,
Lot o
[OPEN_ CHANNEL FOR BIP];
[OPEN CHANNEL FOR CATTP])
5 |eUICC-UT — |PROACTIVE COMMAND
DS PENDING: OPEN CHANNEL
DS — eUICC-
3 UT FETCH
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Step ‘ Direction

Sequence / Description

Non-Confidential

Expected result

1- The bearer description
is equal to
#BEARER DESCRIPTIO
N

2- The buffer size is equal

o)

EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ53

4 eUICC-UT —|PROACTIVE COMMAND: to #BUFFER_SIZE
DS OPEN CHANNEL 3- The NAN is equal to
#NAN VALUE
4- The port is equal to
#UDP_PORT
5- The IP is equal to
#IP VALUE
5 B? — eUICC- | tERMINAL RESPONSE

For readability reason, the proactive commands are not fully specified in the next steps.

The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.
The CAT_TP PDU used here after shall be compliant with the Annex G.

6 eUICC-UT — SYN The identification data may | EUICC_REQ18
DS contain the #EID
DS — eUICC-
7 uT SYN_ACK
8 eUICC-UT — The CAT_TP session is|EUICC_REQ18
1- Decrypt the response EUICC_REQ21
packet with the
9 eUICC-UT — |PROACTIVE COMMAND: #SCP80_ENC_KEY
DS SEND SHORT MESSAGE 2- The SCPS(? styatus code
is equal to ‘00’ — POR
OK
10 DS — eUICC-
uT TERMINAL RESPONSE

This sub-sequence allows testing these requirements:

4213

EUICC_REQ13, EUICC_REQ18, EUICC_REQ21, EUICC_REQ22, EUICC_REQ53,
EUICC_REQ54

Open CAT_TP Session on MNO-SD

To open a CAT_TP session on the #MNO_SD_AID, here are the different steps to execute:

Direction

Step

Version 3.2

Sequence / Description

Expected result
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
ENVELOPE SMS_PP ( EUICC_REQ22
#SPI_VALUE,
#MNO_SD_TAR,
DS — eUICC- [OPEN_ CHANNEL FOR BIP];
uT
[OPEN CHANNEL FOR_CATTP])
Use #MNO SCP80 ENC_KEY,
#MNO_ SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC KEY
eUICC-UT —|PROACTIVE COMMAND
DS PENDING: OPEN CHANNEL
DS — eUICC-
uT FETCH
1- The bearer description |EUICC_REQ13,
is equal to EUICC_REQ18
#BEARER DESCRIPTIO
N
2- The buffer size is equal
eUICC-UT — |PROACTIVE COMMAND: to #BUFFER_SIZE
DS OPEN CHANNEL 3- The NAN is equal to
#NAN VALUE
4- The port is equal to
#UDP_PORT
5- The IP is equal to
#IP VALUE
Bi'ﬁ eUICC'TERMH\IALRESPONSE

For readability reason, the proactive commands are not fully specified in the next steps.

The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.
The CAT_TP PDU used here after shall be compliant with the Annex G.

eUICC-UT
DS

—

SYN

EUICC_REQ18

DS — eUICC-
uT

SYN_ACK

eUICC-UT
DS

—

ACK_NO_DATA

The CAT_TP session is
open.

EUICC_REQ18

Version 3.2
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result =0)
1- Decrypt the response
packet with the
g |eVICC-UT —|PROACTIVE COMMAND: #MNO_SCP80_ENC_KEY
DS 2- The SCP8O0 status code
SEND SHORT MESSAGE
is equal to ‘00’ - POR
OK
10 DS — eUICC-
uT TERMINAL RESPONSE
This sub-sequence allows testing these requirements:
e EUICC_REQ13, EUICC_REQ18, EUICC_REQ22
4214 Close CAT_TP Session
To close a CAT_TP session, here are the different steps to execute:
Ste‘ Direction Sequence / Description Expected result REQ
1 DS — eUICC- EUICC_REQ18
uT RST
, leuicc-ut - PROACTIVE COMMAND: The CAT_TP session is closed. |EUICC_REQ18
DS CLOSE CHANNEL
3 |o° 7 eY°C|TERMINAL RESPONSE
This sub-sequence allows testing this requirement:
e EUICC_REQ18
4215 Open HTTPS Session on ISD-R
To open an HTTPS session on the ISD-R, here are the different steps to execute:
Step‘ Direction Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQ22,
EUICC_REQA42,
1 |DS —|  FSPL_VALUE, EUICC_REQ54
euICC-UT #ISD R TAR,
[OPEN SCP81 SESSION])
PROACTIVE COMMAND
2 |24V ~PENDING:  SEND  SHORT
MESSAGE
DS —
3 leuicc-ut |FETCH
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Step‘ Direction Sequence / Description Expected result REQ

1- Decrypt the response packet [ EUICC_REQ21
4 eUICC-UT — | pROACTIVE COMMAND: with the #SCP80_ENC_KEY
DS SEND SHORT MESSAGE 2- The SCP8O0 status code is
equal to ‘00’ — POR OK
5 |08 cc.ur | TERMINAL RESPONSE
6 eUICC-UT — |PROACTIVE COMMAND
DS PENDING: OPEN CHANNEL
DS —
" leuiccur |FETCH
1-The bearer description is EUICC_REQ13,
equal to EUICC_REQ14,
#BEARER DESCRTIPTION |EUICC_REQA42
2- The buffer size is equal to
_ #BUFFER_SIZE
8 ([a)léICC-UT — |PROACTIVE COMMAND: 3- The NAN is equal to
OPEN CHANNEL #NAN VALUE
4- The port is equal to
#TCP PORT
5- The IP is equal to
#IP VALUE
DS —
9 eUICC-UT TERMINAL RESPONSE

For readability reason, the proactive commands are not fully specified in the next steps.
The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.

The TLS records used here after shall be compliant with the 0.

The CLIENT_HELLO shall|EUICC_REQ14,
eUICC-UT — contain at least one of the|EUICC_REQ43
10 DS TLS_CLIENT_HELLO cipher-suites accepted by the

HTTPS server.

TLS_SERVER_HELLO

DS —

1 leuiccur  |@nd
TLS_SERVER_HELLO _DONE

TLS_CLIENT_KEY_EXCHANGE |The EUICC_REQ14,
and CLIENT_KEY_EXCHANGE EUICC_REQ43,
cUICC-UT — shall contain the #PSK_ID EUICC_REQ45
12 DS TLS _CHANGE_CIPHER_SPEC
and

TLS_FINISHED
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
TLS CHANGE_CIPHER_SPEC
DS —
13 leviccur |2
TLS_FINISHED
1-Decrypt the TLS record with [EUICC_REQ14,
the #scP81 PSK using the |EUICC_REQ43,
cipher-suite negotiated EB:SE-EEQZ‘E
during the TLS handshake -REQ
2- The HTTP content is empty
14 glé'CC-UT — | TLS_APPLICATION with the first| 3. The POST URI is equal to

POST message

4-

#POST URI

The headers are equal to
#HOST

#X ADMIN PROTOCOL
#X ADMIN FROM ISD R

This sub-sequence allows testing these requirements:
EUICC_REQ13, EUICC_REQ14, EUICC_REQ21, EUICC_REQ22, EUICC_REQ42,
EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQ47, EUICC_REQ54

4.2.1.6

Open HTTPS Session on MNO-SD

To open an HTTPS session on the #MNO_SD AID, here are the different steps to execute:

Step Direction ‘ Sequence / Description Expected result REQ

ENVELOPE SMS PP ( EUICC_REQ22
#SPI_VALUE,
#MNO_ SD TAR,
1 |DBS — eUICC-
ut [OPEN_SCP81 MNO SESSION])
Use #MNO SCP80 ENC KEY,
#MNO SCP80 AUTH KEY,
#MNO SCP80 DATA ENC KEY
PROACTIVE COMMAND
2 |B0CCUT ~IpENDING:  SEND  SHORT
MESSAGE
DS — eUICC-
3
uT FETCH
1- Decrypt the response
_ packet with the
4 |2UICCUT —|PROACTIVE COMMAND: SEND| o sceso_gnc_kex
2- The SCP80 status code is
equal to ‘00’ — POR OK
5 B'SI' — euice- TERMINAL RESPONSE
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Step Direction ‘

Sequence / Description Expected result REQ
6 eUICC-UT — |[PROACTIVE COMMAND
DS PENDING: OPEN CHANNEL
DS — eUICC-
7
uT FETCH
1- The bearer description is |EUICC_REQ13,
equal to EUICC_REQ14
#BEARER DESCRIPTION
2- The buffer size is equal to
_ #BUFFER_SIZE
8 glélCC-UT — | PROACTIVE COMMAND: 3- The NAN is equal to
OPEN CHANNEL #NAN VALUE
4- The port is equal to
#TCP_PORT
5- The IP is equal to
#IP VALUE
9 B? — eUICC- | reRMINAL RESPONSE

For readability reason, the proactive commands are not fully specified in the next steps.

The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.

The TLS records used here after shall be compliant with the 0.

The CLIENT_HELLO shall|EUICC_REQ14,
10 eUICC-UT — TLS CLIENT HELLO cpntam a_t least one of the|EUICC_REQ43
DS - - cipher-suites accepted by
the HTTPS server.
TLS_SERVER_HELLO
DS — eUICC-
11
uT and
TLS_SERVER_HELLO_DONE
TLS_CLIENT_KEY_EXCHANGE |The EUICC_REQ14,
and CLIENT_KEY_EXCHANGE |EUICC_REQ43
cUICC-UT — shall contain the
12 DS TLS_CHANGE_CIPHER_SPEC |#MNO_PSK_ID
and
TLS_FINISHED
TLS_CHANGE_CIPHER_SPEC
DS — eUICC-
13
UT and
TLS_FINISHED
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Step Direction ‘

Sequence / Description Expected result REQ
1- Decrypt the TLS record EUICC_REQ14,
with the EUICC_REQ43
#MNO_SCP81 PSK using
the cipher-suite
negotiated during the TLS
handshake
14 |8UICC-UT —ITIS APPLICATION with the first|2- The HTTP content is
DS POST message empty
3- The POST URI is equal
to #POST URI
4- The headers are equal to
#HOST
#X_ADMIN PROTOCOL
#X_ADMIN FROM MNO
This sub-sequence allows testing these requirements:
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ22, EUICC_REQ43
4.21.7 Close HTTPS Session
To close an HTTPS session, here are the different steps to execute:
Step‘ Direction Sequence / Description Expected result REQ
TLS_APPLICATION with the HTTP code
equal to #HTTP CODE 204.
1 DS — eUICC- )
uT The header X-Admin-Protocol shall be
present and equal to
#X_ADMIN PROTOCOL.
5 eUICC-UT — EUICC_REQ14,
DS TLS_ALERT_CLOSE_NOTIFY EUICC_REQ43
3 |eulcC-UT - PROACTIVE COMMAND: The HTTP session|EUICC_REQ14
DS CLOSE CHANNEL is closed.
4 Bi — eUICC- | T RMINAL RESPONSE

This sub-sequence allows testing these requirements:
EUICC_REQ14, EUICC_REQ43

4.2.2

4.2.2.

OTA Trans

1

References

GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Version 3.2
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Conformance Requirements
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Requirements
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ18, EUICC_REQ19, EUICC_REQZ21,
EUICC_REQ21_1, EUICC_REQ22, EUICC_REQ42, EUICC_REQ43,

EUICC_REQ45, EUICC_REQA46, EUICC_REQA47, EUICC_REQ48, EUICC_REQS53,
EUICC_REQ54

4.2.2.2 Test Cases

General Initial Conditions
e None

Test Environment

eUICC-UT

SMS / CAT TP / HTTPS

4.2.2.21 TC.TP.SMS.1: Transport_SMS

Test Purpose

To ensure remote application management is possible using SMS. The aim is to send an
APDU (GET STATUS) over SMS. The compliance of the GET STATUS response is not
verified during these tests.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22, EUICC_REQ54

Initial Conditions
¢ None
422211 Test Sequence N°1 — Nominal Case

Initial Conditions
e None

Step  Direction Sequence / Description Expected result
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Step‘ Direction ‘ Sequence / Description

Expected result REQ
1 |Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ2
2,
2 DS — eUICC- #SPI VALUE, EUICC_REQ5
uT #ISD R TAR, 4
[GET DEFAULT ISDP])
PROACTIVE COMMAND
3 eDléICC-UT | PENDING: SEND SHORT
MESSAGE
DS — eUICC-
4 UT FETCH
1- Decrypt the response EUICC_REQ1
packet with the 3,
#SCP80_ENC_KEY gUICC_REQl
2- Verify the cryptographic '
5 |eUICC-UT  —|PROACTIVE COMMAND: Checisum uZﬁlgg P EUICC_REQZ2
1!
DS SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ2
3- The response data is in 2 -
expanded format with
definite length
6 Bi — eUICC-| rERMINAL RESPONSE SW=9000
42222 TC.TP.CAT_TP.2: Transport_CAT_TP

Test Purpose

To ensure remote application management is possible using CAT_TP. The aim is to send an APDU
(GET STATUS) over CAT_TP. The compliance of the GET STATUS response is not verified during

these tests.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ18, EUICC_REQ22, EUICC_REQ53, EUICC_REQ54

Initial Conditions
e None

422221

Initial Conditions
e None

Step ‘ Direction

1 |Initialization sequence as described in section 4.2.1.1

Test Sequence N°1 — Nominal Case

Sequence / Description ‘

Expected result

REQ

2 |Open CAT_TP session on ISD-R as described in section 4.2.1.2

Version 3.2
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Step ‘

Sequence / Description ‘

Direction Expected result =0)
ACK_DATA containing the EUICC_REQ54
result of

, |ps — euicc- SCP80_ PACKET (
uT #SPI_VALUE,
#ISD R TAR,
[GET DEFAULT ISDP])
1- The ACK_DATA containsa |EUICC_REQ13,
response packet EUICC_REQ18
2- Decrypt the response packet
with the #SCP80_ENC_KEY
4 eUICC-UT — . 3- Verify the cryptographic
DS ACK_DATA with POR checksum using
#SCP80_ AUTH KEY
4- The response data is in
expanded format with definite
length
5 |Close CAT_TP session as described in section 4.2.1.4

42223

Test Purpose

TC.TP.HTTPS.3: Transport_HTTPS

To ensure remote application management is possible using HTTPS. The aim is to send an
APDU (GET STATUS) command over HTTPS. The compliance of the GET STATUS
response is not verified during these tests.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ21_1, EUICC_REQ22,
EUICC_REQ42, EUICC _REQA43, EUICC_REQA45, EUICC_REQ46, EUICC REQ47,
EUICC_REQ48, EUICC_REQA49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions

e The HTTPS server shall be configured as follow:

o
o

Only the version TLS Protocol 1.2 [8] shall be supported
Only the cipher-suites TLS_PSK_WITH_AES_ 128 GCM_SHA256 and

TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be

accepted

* PSKidentifier: #PSK_ID
= PSKvalue: #SCP81 PSK

Version 3.2

The following Pre-Shared Key shall be defined:
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422231 Test Sequence N°1 — Nominal Case

Initial Conditions
e None

Step  Direction Sequence / Description Expected result =)

1 |Initialization sequence as described in section 4.2.1.1

2 |Open HTTPS session on ISD-R as described in section 4.2.1.5

TLS_APPLICATION EUICC—REQ4
s DS — eUICC- containing the result of EUICC_REQ5

uT HTTPS CONTENT ( 0,
[GET DEFAULT ISDP]) EUICC—REQ5
1-Decrypt the TLS record with EUICC_REQ1

the #scps81_PsSKusingthe |4
cipher-suite negotiated during EUICC_REQ4
the TLS handshe'xke E,UICC_REQ4

2- The POST URI is equal to 5,
#POST_URI EUICC_REQ4

3- The different headers are 6,
equal to EUICC_REQ4

4 [eVICC-UT  —IT| S APPLICATION with|  #gost 8

bS POR #X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK
4- The HTTP content contains a
response data in expanded
format with indefinite length

5 Close HTTPS session as described in section 4.2.1.7

422232 Test Sequence N°2 — Nominal Case: No POR required in the SMS for
HTTPS session triggering

Initial Conditions
e None

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Step‘ Direction ‘Sequence/Description

Non-Confidential

Expected result REQ
No POR sent by the eUICC EUICC_REQ2
ENVELOPE_SMS_PP ( 2,
#SPI VALUE NO POR, EUICC_REQ4
DS — eUICC- - - - 2,
uT #ISD R_TAR, EUICC_REQ5
41
[OPEN SCP81 SESSION]) EUICC_REQ2
11
eUICC-UT — | PROACTIVE COMMAND
DS PENDING: OPEN CHANNEL
DS — eUICC-
uT FETCH
1- The bearer description is EUICC_REQ1
equal to 3,
#BEARER DESCRIPTION EU|CC_REQ1
2- The buffer size is equal to '
#BUFFER SIZE EUICC—REQ‘l
eDLéICC-UT — |PROACTIVE COMMAND: 3- The NAN is equal to
OPEN CHANNEL #NAN VALUE
4- The port is equal to
#TCP PORT
5- The IP is equal to
#IP VALUE
B? — eUICC | tERMINAL RESPONSE

Execute the generic sub-sequence “Open HTTPS Session on ISD-R” from step 10 to step 14 (as
described in section 4.2.1.5)

EUICC_REQ4
TLS_APPLICATION 9,
DS — eUICC-|containing the result of EUICC_REQ5
uTt HTTPS CONTENT ( 0,
B EUICC_REQ5
[GET DEFAULT ISDP]) 2
Version 3.2 Page 44 of 592




GSM Association

Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Step‘ Direction ‘Sequence/Description

g |8UICC-UT  —ITLS APPLICATION

DS POR

with

Expected result

1- Decrypt the TLS record with

the #SCP81 PSK using the
cipher-suite negotiated during
the TLS handshake

2- The POST URI is equal to
#POST_ URI

3- The different headers are
equal to
#HOST
#X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK

4- The HTTP content contains a
response data in expanded
format with indefinite length

)

EUICC_REQ1
é'U|cc_REQ4
E'U|CC_REQ4
Z'U|CC_REQ4
E'U|CC_REQ4
8

10 |Close HTTPS session as described in section 4.2.1.7

4.2.3 ES5 (SM-SR - eUICC): CreatelSDP

4.2.3.1 Conformance Requirements

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
e PF_REQ3, PF_REQ7

EUICC_REQ4, EUICC_REQ12, EUICC_REQ13, EUICC_REQ14, EUICC_REQ16,

EUICC_REQ18, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22, EUICC_REQ23,
EUICC_REQ42, EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQ47,
EUICC_REQ48, EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ53,

EUICC_REQ54

4.2.3.2 Test Cases

General Initial Conditions

e |ISD-P #IsSD P AIDI1 not present on the eUICC

Test Environment

Version 3.2
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1
] euICC-UT
1

ES5-CreatelISDP

ES5-eUICCCapabilityAudit

423.21 TC.ES5.CISDP.1: CreatelSDP_SMS

Test Purpose

To ensure the ISD-P creation process is well implemented on the eUICC using SMS.
Several INSTALL commands with different parameters are sent. After ISD-P creation, the
lifecycle state of the security domain is checked (shall be SELECTABLE).

Referenced Requirements
e PF_REQ3, PF_REQ7
e EUICC_REQ4, EUICC_REQ12, EUICC_REQ13, EUICC_REQ16, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ23, EUICC_REQ54

Initial Conditions
e None

423211 Test Sequence N°1 - Nominal Case
Initial Conditions
¢ None

Step‘ Direction  Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE_SMS_PP( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
2 |DS - eUICC-UT
#ISD_R_TAR,

[INSTALL_ISDPY])

PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
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Step‘ Direction ‘Sequence/Description

Non-Confidential

Expected result (=)
4 DS — eUICC-UT |[FETCH
1- Decrypt the response packet with PF_REQ3,
the #SCP80_ENC_KEY EUICC_REQ12,
) 2- Verify the cryptographic checksum EUICC_REQ13,
5 | eulcc-uT - Ds | PROACTIVE COMMAND: using #SCP80_AUTH_KEY EOIoC REGLS,
SEND SHORT MESSAGE 3- The response data is equal to EUICC_REQ21,
[R_AB_009000] EU|CC:REQ22,
EUICC_REQ23
6 DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_PP( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
7 |DS — eUICC-UT
#1SD_R_TAR,
[GET_ISDP1])
PROACTIVE COMMAND
8 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |[FETCH
1- Decrypt the response packet with PF_REQ3,
the #SCP80_ENC_KEY PF_REQ?7,
S AETTVE SO AN 2- Verify the cryptographic checksum EUICC_REQ4,
19 | sl g FReeIMEESY : using #SCP80_AUTH_KEY Eﬂ:gg—gggig
SEND SHORT MESSAGE 3- The response data is equal to EUICC_REQ19,
[R_AB_E3_ISDP1_07] EUICC_REQ21.
EUICC_REQ22
11 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
423212 Test Sequence N°2 - Nominal Case: Memory Quota Set
Initial Conditions
None
Step ‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
2 |DS — eUICC-UT
#1SD_R_TAR,
[INSTALL_ISDP_MEM])
PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND  SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
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Step‘ Direction ‘Sequence/Description

Expected result (=)
1- Decrypt the response packet with [PF_REQS3,
the #SCP80_ENC_KEY EUICC_REQ12,
) 2- Verify the cryptographic checksum EU'gg—REng'
5 cUICC-UT — DS PROACTIVE COMMAND: using EB:CC_gggig,
SEND SHORT MESSAGE #SCP80_AUTH_KE_Y EUICC_REQ21,
3- The response data is equal to EUICC_REQ22,
[R_AB_009000] EUICC_REQ23
6 DS — eUICC-UT |[TERMINAL RESPONSE SW='9000’
ENVELOPE_SMS_PP( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD_R_TAR,
[GET_ISDP1])
PROACTIVE COMMAND
8 eUICC-UT —» DS |PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet with |PF_REQS3,
the #SCP80_ENC_KEY PF_REQ?7,
) 2- Verify the cryptographic EUICC_REQ4,
10 | eUICC-UT — DS PREMNEIIE Sohilil-hyes checksum using Eﬁ:gg—sggig
SEND SHORT MESSAGE #SCPSO_AUTH_KEY EUICC_REQ19,
3- The response data is equal to EUICC_REQ21,
[R_AB_E3_ISDP1_07] EUICC_REQ22
11 |DS — eUICC-UT |TERMINAL RESPONSE SW='9000’
42322 TC.ES5.CISDP.2: CreatelSDP_CAT_TP

Test Purpose

To ensure the ISD-P creation process is well implemented on the eUICC using CAT_TP.
After ISD-P creation, the lifecycle state of the security domain is checked (shall be

SELECTABLE).

Referenced Requirements
e PF_REQ3, PF_REQ7
e EUICC_REQ4, EUICC_REQ12, EUICC_REQ13, EUICC_REQ16, EUICC_REQ18,
EUICC_REQ22, EUICC_REQ23, EUICC_REQ53, EUICC_REQ54

Initial Conditions
e None

423221

Initial Conditions
e None
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Step  Direction Sequence / Description Expected result

1 |Initialization sequence as described in section 4.2.1.1

2 |Open CAT_TP session on ISD-R as described in section 4.2.1.2

ACK_DATA containing the EUICC_REQ5
result of 4
DS — eUlCC- SCP80_PACKET (
3 |uTt #SPI_VALUE,
#ISD R TAR,
[INSTALL ISDP])
1- The ACK_DATA containsa |PF_REQS,
response packet EUICC_REQ1
2- Decrypt the response packet E,UICC REO1
with the #SCP80 ENC KEY -REQ
eUICC-UT — 3- Verify the cryptographic 3
4 |ps ACK_DATA with POR . EUICC_REQ1
checksum using 6,
#SCP80 AUTH KEY EUICC_REQ1
4- The response data is equal |8,
to [R_AB_009000] SU'CC_REQZ
ACK _DATA containing the EUICC_REQS5
result of 4
DS — eUlCC- SCP80_PACKET (
S |ut #SPI_VALUE,

#ISD R TAR,

[GET ISDP1])
1- The ACK_DATA containsa |PF_REQS,
response packet PF_REQ?7,
2- Decrypt the response packet EUICC_REQ4
el — wnh the #SCP80_ENC._KEY EUICC_REQ1
6 |[ps ACK_DATA with POR 3- Verify the cryptographic 3
checksum using EUICC_REQ1
#SCP80 AUTH KEY 6,
4- The response data is equal [EUICC_REQ1
to [R_AB E3 ISDP1 07] |8

7 |Close CAT_TP session as described in section 4.2.1.4

42323 TC.ES5.CISDP.3: CreatelISDP_HTTPS

Test Purpose
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To ensure the ISD-P creation process is well implemented on the eUICC using HTTPS.
After ISD-P creation, the lifecycle state of the security domain is checked (shall be
SELECTABLE).

Referenced Requirements
e PF_REQ3, PF_REQ7
e EUICC_REQ4, EUICC_REQ12, EUICC_REQ13, EUICC_REQ14, EUICC_REQ16,
EUICC_REQ22, EUICC_REQ23, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQA47, EUICC_REQA48, EUICC_REQ49, EUICC_REQ50,
EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and
TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
*= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.2.3.2.31 Test Sequence N°1 - Nominal Case

Initial Conditions
e None

Step  Direction Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

2 Open HTTPS session on ISD-R as described in section 4.2.1.5

TLS_APPLICATION containing the result EUICC_REQA49,
of EUICC_REQ50,
3 DS — eUICC-UT EUICC_REQ52

HTTPS CONTENT (

[INSTALL ISDP])
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Step‘ Direction ‘

Sequence / Description Expected result REQ
1- Decryptthe TLS record |PF_REQS3,
with the #5CP81 PSK EUICC_REQ12,
using the cipher-suite Eg:gg—ﬁggig
negotiated during the EUICC_REQZS:
TLS handshake EUICC_REQ43,
2- The POST URlis equal |EUICC_REQ46,
to #POST URI EUICC_REQ47,
3- The different headers are | EUICC_REQ48,
equal to EUICC_REQ52
4 |eVICC-UT - DS |15 APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X_ ADMIN STATUS OK
4- The HTTP content
contains a response data
equal to
[R_AF_009000]
TLS_APPLICATION containing the result EUICC_REQA49,
of EUICC_REQ50,
5 DS — eUICC-UT | 1mps CONTENT ( EUICC_REQ52
[GET ISDP1])
1- Decrypt the TLS record PF_REQS3,
with the #SCP81 PSK PF_REQ7,
using the cipher-suite 58:55_258‘114
negotiated during the EUICC_REQ16:
TLS handshake EU|CC:REQ43,
2- The POST URI is equal |EUICC_REQA46,
to #POST_ URI EUICC_REQ47,
3- The different headers are | EUICC_REQA438,
equal to EUICC_REQ52
6 eUICC-UT — DS #HOST

TLS_APPLICATION with POR

#X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK
The HTTP content
contains a response data
equal to

[R_AF E3 ISDP1 07]

N
1

7 Close HTTPS session as described in section 4.2.1.7

424

4.2.41

References

ES5 (SM-SR - eUICC): EnableProfile

Conformance Requirements

o GSMA Embedded SIM Remote Provisioning Architecture [1]

Version 3.2

Page 51 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PF_REQ4, PF_REQ7
e SEC REQ14
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQZ21, EUICC_REQ22, EUICC_REQ42, EUICC_REQA43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQA47, EUICC_REQA48, EUICC_REQ49, EUICC_REQ50,
EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

4.2.4.2 Test Cases

General Initial Conditions
e #ISD P AIDI present on the eUICC
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

eUICC-UT

r
1
1
[

=

ES5-EnableProfile

ES5-eUICCCapabilityAudit

TTEATTEEEEEEL T

Test Environment

4.2.4.21 TC.ESS5.EP.1: EnableProfile_SMS

Test Purpose

To ensure the Profile enabling process is well implemented on the eUICC using SMS. Some
error cases due to incompatible initial conditions are also defined. In these error cases, the
lifecycle state of the corresponding ISD-P is checked to make sure that it remains
unchanged.

Note: As the update of the lifecycle states of the Profiles may become effective after the
REFRESH command, the check of the lifecycle states cannot be performed in this test
case.

Referenced Requirements
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e PF_REQ4, PF_REQ7
SEC_REQ14

Non-Confidential

[ ]
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,

EUICC_REQ54

Initial Conditions
e None

424211 Test Sequence N°1 - Nominal Case

Initial Conditions
e #IsSD P AIDI in Disabled state

e No POL1 is defined onthe #DEFAULT ISD P AID

Step ‘ Direction

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT B
#ISD R TAR,
[ENABLE ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS |[PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet PF_REQ4,
with the #SCP80 ENC KEY EUICC_REQ13,
; . o EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQL9,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ221
3- The response data is equal to -
[R_AB 9000]
6 DS — eUICC-UT | TERMINAL RESPONSE
PROACTIVE COMMAND | see Note 1
! euICC-UT — DS PENDING: REFRESH
8 DS — eUICC-UT |FETCH
9 eUICC-UT — DS PROACTIVE COMMAND: PF_REQ4
REFRESH
10 |DS — eUICC-UT [RESET ATR returned by eUICC

Note 1: Before sending the REFRESH command, the eUICC may wait for several STATUS events.
eUICC shall issue the REFRESH command within a maximum time interval of 10 STATUS events.

In this case, the

42.4.21.2

Initial Conditions
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e #ISD P AIDI in SELECTABLE state
¢ No POL1 is defined onthe #DEFAULT ISD P AID

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP ( EUICC_REQ22,

#SPI_VALUE EUICC_REQ54

2 DS — eUICC-UT
#ISD R TAR,

[ENABLE ISDP1])

PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE

4 DS — eUICC-UT [FETCH

1- Decrypt the response packet PF_REQ4,
with the #SCP80_ENC_KEY EUICC_REQ13,

. . EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQ19,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80 AUTH KEY EUICC_REQZZI
3- The response data is equal to B
[R_AB 6985]
6 DS — eUICC-UT |[TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND
8 eUICC-UT — DS [PENDING: SEND SHORT
MESSAGE

9 DS — eUICC-UT [FETCH

1- Decrypt the response packet PF_REQ4,

with the #SCP80_ENC_KEY PF_REQ7,
. . EUICC_REQ13,
PROACTIVE COMMAND: 2- Verify the cryptographlc EUICC_RE816
10| eulcCUT = bS SEND SHORT MESSAGE checkeum using EUICC_REng,
#SCP80_AUTH KEY EUICC_REQ21,

3- The response data is equal to EUICC_REQ22
[R_AB E3 ISDP1 07]

11 DS — eVICC-UT | TERMINAL RESPONSE Sl

424213 Test Sequence N°3 - Error Case: ISD-P with Incompatible POL1

Initial Conditions
e #ISD P AIDI in Disabled state

e #DEFAULT ISD P AID contains the POL1 “Disabling of the Profile not allowed”
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Step ‘ Direction

Sequence / Description ‘

Non-Confidential

Expected result (=)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD R _TAR,
[ENABLE ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet PF_REQ4,
with the #SCP80_ENC KEY EUICC_REQ13,
: . o EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQ19,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_ AUTH KEY EUlCC_REszl
3- The response data is equal to SEC_REQ14
[R_ AB 69E1]
6 DS — eUICC-UT |[TERMINAL RESPONSE SW="9000’
ENVELOPE SMS_PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND
8 eUICC-UT — DS [PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet PF_REQ4,
with the #SCP80_ENC_ KEY PF_REQ?7,
: o S EUICC_REQ13,
PROACTIVE COMMAND: 2- Verify the cryptographic EUICC_REQ16
10 | eUICC-UT — DS checksum using EUICC_REQ19,
SEND SHORT MESSAGE #SCP80_AUTH KEY Sl
3- The response data is equal to EUICCIREQ22
[R_ AB E3 ISDPl 1F]
11 DS — eVICC-UT | TERMINAL RESPONSE Sl
4.2.4.2.2 TC.ES5.EP.2: EnableProfile_CAT_TP

Test Purpose

To ensure the Profile enabling process is well implemented on the eUICC using CAT_TP.
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Note: As the update of the lifecycle states of the Profiles may become effective after the

REFRESH command, the check of the lifecycle states cannot be performed in this test
case.

Referenced Requirements

e PF_REQ4
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22, EUICC_REQ53,
EUICC_REQ54

Initial Conditions
¢ None

424221 Test Sequence N°1 — Nominal Case

Initial Conditions
e #IsSD P AIDI in Disabled state

e No POL1 is defined on the #DEFAULT ISD P AID

Direction ‘ Sequence / Description ‘

Step Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
ACK_DATA containing the result of EUICC_REQ54
SCP80_PACKET (
3 |DS — eUICC-UT #SPI_VALUE,
#ISD R TAR,
[ENABLE ISDP1])
1- The ACK_DATA contains a PF_REQ4,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ16,
with the #SCP80_ENC_KEY EUICC_REQ18
4 eUICC-UT — DS | Ack DATA with POR 3- Verify the cryptographic
B checksum using
#SCP80_AUTH_KEY
4- The response data is equal to
[R_AB_9000]
5 Close CAT_TP session as described in section 4.2.1.4
see Note 1
PROACTIVE COMMAND [ see Note 2
6 |eVICC-UT—DS | peNpiNG: REFRESH
7 DS — eUICC-UT |FETCH
PROACTIVE COMMAND: PF_REQ4
8 eUICC-UT — DS
REFRESH
9 DS — eUICC-UT [RESET ATR returned by eUICC
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Step  Direction Sequence / Description Expected result

Note 1: The closing of the CAT_TP session may be performed automatically by the eUICC by sending the RST.

Note 2: Before sending the REFRESH command, the eUICC may wait for several STATUS events. In this case, the
eUICC shall issue the REFRESH command within a maximum time interval of 10 STATUS events.

42423 TC.ES5.EP.3: EnableProfile_HTTPS

Test Purpose
To ensure the Profile enabling process is well implemented on the eUICC using HTTPS.

Note: As the update of the lifecycle states of the Profiles may become effective after the
REFRESH command, the check of the lifecycle states cannot be performed in this test
case.

Referenced Requirements
e PF REQ4
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ22, EUICC_REQ42,
EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQA47, EUICC_REQ48,
EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and
TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
* PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

424231 Test Sequence N°1 — Nominal Case

Initial Conditions
e #IsSD P AIDI in Disabled state

e No POL1 is defined onthe #DEFAULT ISD P AID

Step  Direction ‘ Sequence / Description Expected result N=O)

1 Initialization sequence as described in section 4.2.1.1

2 Open HTTPS session on ISD-R as described in section 4.2.1.5

TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
3 DS — eUICC-UT EUICC_REQ52

HTTPS CONTENT (

[ENABLE_ISDP1])
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Direction ‘

Non-Confidential

Step Sequence / Description Expected result REQ
1- Decrypt the TLS record with | PF_REQ4,
the #SCP81_PsK using the |EUICC_REQ14,
cipher-suite negotiated Eg:gg—EEQig
during the TLS handshake EUICC_RE846’
2- The POST URI is equal to EU'CC_REQ47’
#POST_URI EUICC_REQA48,
3- The different headers are [EUICC_REQ52
equal to
4 |eUICC-UT — DS |15 APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equalto [R_AF 9000]
5 Close HTTPS session as described in section 4.2.1.7
see Note 1
PROACTIVE COMMAND PENDING: |see Note 2
6 eUICC-UT — DS REERESH
7 DS — eUICC-UT |FETCH
PROACTIVE COMMAND: PF_REQ4

8 eUICC-UT — DS
REFRESH

9 DS — eUICC-UT [RESET

ATR returned by eUICC

Note 1: The closing of the HTTPS session may be performed automatically by the eUICC by sending the

TLS_ALERT_CLOSE_NOTIFY

Note 2: Before sending the REFRESH command, the eUICC may wait for several STATUS events. In this case, the

eUICC shall issue the REFRESH command within a maximum time interval of 10 STATUS events.

425 ES5 (SM-SR - eUICC): DisableProfile
4.2.51 Conformance Requirements
References

¢ GSMA Embedded SIM Remote Provisioning Architecture [1]
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
e PF_REQ5, PF_REQ7
e SEC REQ14
[ ]

EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQ47, EUICC_REQ48, EUICC_REQ49, EUICC_REQ50,

EUICC_REQ52, EUICC_REQS53, EUICC_REQ54
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4.2.5.2 Test Cases

General Initial Conditions
e None

Test Environment

1
] evICC-UT
I

i

ES5-DisableProfile

ES5-eUICCCapabilityAudit

——— e ————————————

42521 TC.ES5.DISP.1: DisableProfile_SMS

Test Purpose

To ensure the Profile disabling process is well implemented on the eUICC using SMS.
Some error cases due to incompatible initial conditions are also defined. In these error
cases, the lifecycle state of the corresponding ISD-P is checked to make sure that it
remains unchanged.

Note: As the update of the lifecycle states of the Profiles may become effective after the
REFRESH command, the check of the lifecycle states cannot be performed in this test
case.

Referenced Requirements
e PF_REQ5, PF_REQ7
e SEC REQ14
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,
EUICC_REQ54

Initial Conditions
e #ISD P AIDI presenton the eUICC
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425211

Initial Conditions
#ISD_P _AID1 in Enabled state

#DEFAULT ISD P AID in Disabled state
No POL1 is defined onthe #ISD P AIDI1
#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step‘ Direction ‘Sequence/Description

Non-Confidential

Test Sequence N°1 — Nominal Case

Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT o
#ISD_R TAR,
[DISABLE ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS |[PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet with | PF_REQS5,
the #SCP80 ENC KEY EUICC_REQ13,
: - S EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQ19,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_ AUTH KEY EUICC_REQ22
3- The response data is equal to
[R_AB 9000]
6 DS — eUICC-UT | TERMINAL RESPONSE
PROACTIVE COMMAND | see Note 1
! eUICC-UT — bS PENDING: REFRESH
8 DS — eUICC-UT |FETCH
PROACTIVE COMMAND: PF_REQ5
9 eUICC-UT — DS
REFRESH
10 |DS — eUICC-UT |RESET ATR returned by eUICC

Note 1: Before sending the REFRESH command, the eUICC may wait for several STATUS events. In this case, the

eUICC shall issue the REFRESH command within a maximum time interval of 10 STATUS events.

4.2.521.2

Initial Conditions
#ISD P AID1 in SELECTABLE state

#DEFAULT ISD P AID in Enabled state
#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step‘ Direction ‘Sequence/Description

Version 3.2
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Step‘ Direction ‘Sequence/Description

Expected result (=)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD R TAR,
[DISABLE ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet with | PF_REQ5,
the #SCP80_ENC_KEY EUICC_REQ13,
: . ranhi EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQL9,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22
3- The response data is equal to
[R_AB 6985]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND
8 eUICC-UT — DS [PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet with | PF_REQ5,
the #SCP80_ENC KEY PF_REQ7,
PROACTIVE COMMAND: 2- Verify the cryptographic checksum | EUICC_REQIS,
10 | eUICC-UT — DS . EUICC_REQ16,
SEND SHORT MESSAGE using #SCP80_ AUTH KEY EUICC_REQ19,
3- The response data is equal to EUICC_REQ21,
[R_AB _E3 ISDP1 07] EUICC_REQ22
11 |DS — eUICC-UT | TERMINAL RESPONSE SW= 90601
425213 Test Sequence N°3 — Error Case: ISD-P with the Fall-back Attribute

Set

Initial Conditions

e #IsSD P AIDI in Enabled state

e #DEFAULT ISD P AID in Disabled state
e No POL1 is defined onthe #ISD P AID1

e #ISD P AIDI1 is the Profile with the Fall-back Attribute Set
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Step‘ Direction ‘Sequence/Description

Expected result (=)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD R TAR,
[DISABLE ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS |[PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet with | PF_REQS5,
the #SCP80_ENC_KEY EUICC_REQ13,
: . ranhi EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQ19,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22
3- The response data is equal to
[R_AB 6985]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND
8 eUICC-UT — DS [PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet with | PF_REQ5,
the #SCP80_ENC KEY PF_REQ7,
PROACTIVE COMMAND: 2- Verify the cryptographic checksum | EUICC_REQ13,
10 | eUICC-UT — DS rify the cryptograp EUICC_REQ16.
SEND SHORT MESSAGE using #SCP80_ AUTH KEY EUICC_REQ19,
3- The response data is equal to EUICC_REQ21,
[R_AB _E3 ISDP1 3F] EUICC_REQ22
11 |DS — eUICC-UT | TERMINAL RESPONSE SW= 90601
425214 Test Sequence N°4 — Error Case: ISD-P with Incompatible POL1

Initial Conditions

e #ISD P AIDI in Enabled state

e #DEFAULT ISD P AID in Disabled state

e #IsSD P AIDI contains the POL1 “Disabling of the Profile not allowed”
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step  Direction

Sequence / Description

Expected result
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Step‘ Direction ‘Sequence/Description

Expected result (=)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD_R TAR,
[DISABLE ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet with | PF_REQ5,
the #SCP80_ENC_KEY EUICC_REQ13,
: . ranhi EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQL9,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP8O_AUTH_KEY EUICC_REQ22,
3- The response data is equal to SEC_REQ14
[R_AB 69E1]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND
8 eUICC-UT — DS [PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet with | PF_REQ5,
the #SCP80_ENC KEY PF_REQ7,
PROACTIVE COMMAND: 2- Verify the cryptographic checksum | EUICC_REQ13,
10 | eUICC-UT — DS . EUICC_REQ16,
SEND SHORT MESSAGE using #SCP80_ AUTH KEY EUICC_REQ19,
3- The response data is equal to EUICC_REQ21,
[R_AB E3 ISDPl1 3F] EUICC_REQ22
11 |DS — eUICC-UT | TERMINAL RESPONSE SW= 90601
42522 TC.ES5.DISP.2: DisableProfile_CAT_TP

Test Purpose

To ensure the Profile disabling process is well implemented on the eUICC using CAT_TP.
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Note: As the update of the lifecycle states of the Profiles may become effective after the

REFRESH command, the check of the lifecycle states cannot be performed in this test
case.

Referenced Requirements

e PF_REQ5
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22, EUICC_REQ53,
EUICC_REQ54

Initial Conditions
¢ None

425221 Test Sequence N°1 — Nominal Case
Initial Conditions
e #IsSD P AIDI in Enabled state
e #DEFAULT ISD P AID in Disabled state
e No POL1is defined onthe #ISD P AID1
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2

ACK_DATA containing the result EUICC_REQ54
of

SCP80_PACKET (
3 DS — eUICC-UT $SPI_VALUE,
#ISD R TAR,

[DISABLE ISDP1])

1- The ACK_DATA contains a PF_REQS5,
response packet EUICC_REQ13,

2- Decrypt the response packet EUICC_REQ16,
with the #SCP80_ENC_KEY EVICC_REQ18

4 eUICC-UT — DS ACK_DATA with POR 3- Verify the cryptographic
checksum using
#SCP80_AUTH KEY

4- The response data is equal to
[R_AB_9000]

Close CAT_TP session as described in section 4.2.1.4

see Note 1

PROACTIVE COMMAND | see Note 2

6 |eVICC-UT = DS | oeNDING: REFRESH

7 DS — eUICC-UT |FETCH
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Step  Direction ‘Sequence/Description‘ Expected result (=)

8 eUICC-UT — DS PROACTIVE COMMAND: PF_REQ5
REFRESH
9 DS — eUICC-UT |RESET ATR returned by eUICC

Note 1: The closing of the CAT_TP session may be performed automatically by the eUICC by sending the RST.

Note 2: Before sending the REFRESH command, the eUICC may wait for several STATUS events. In this case, the
eUICC shall issue the REFRESH command within a maximum time interval of 10 STATUS events.

42523 TC.ES5.DISP.3: DisableProfile_ HTTPS

Test Purpose

To ensure the Profile disabling process is well implemented on the eUICC using HTTPS.

Note: As the update of the lifecycle states of the Profiles may become effective after the
REFRESH command, the check of the lifecycle states cannot be performed in this test
case.

Referenced Requirements
e PF_REQ5
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ22, EUICC_REQ42,
EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQA47, EUICC_REQ48,
EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES_128 GCM_SHA256 and
TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.2.5.2.31 Test Sequence N°1 — Nominal Case
Initial Conditions
e #IsD P AIDI in Enabled state
e #DEFAULT ISD P AID in Disabled state
e No POL1 is defined onthe #ISD P AID1
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Step Direction Sequence / Description Expected result REQ
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQS50,
3 DS — eUICC-UT HTTPS CONTENT ( EUICC_REQ52
[DISABLE_ISDP1])
1- Decrypt the TLS record PF_REQS5,
with the #SCP81_PSK EUICC_REQ14,
using the cipher-suite Eg:gg—EEQig
negotiated during the TLS EUICC_RE846’
handshake EUICC_REQ47,
2- The POST URl is equal to |EUICC_REQ48,
#POST URI EUICC_REQ52
3- The different headers are
equal to
4 |eVICC-UT—DS |11 APPLICATION with POR #HOST
#X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER _ENCODING
#X ADMIN STATUS_ OK
4- The HTTP content
contains a response data
equalto [R_AF 9000]
5 Close HTTPS session as described in section 4.2.1.7
see Note 1
PROACTIVE COMMAND PENDING: |see Note 2
6 eUICC-UT — DS REFRESH
7 DS — eUICC-UT FETCH
8 eUICC-UT — DS PROACTIVE COMMAND: PF_REQ5
REFRESH
9 DS — eUICC-UT RESET ATR returned by eUICC

Note 1: The closing of the HTTPS session may be performed automatically by the eUICC by sending the

TLS_ALERT_CLOSE_NOTIFY.

Note 2: Before sending the REFRESH command, the eUICC may wait for several STATUS events. In this case, the

eUICC shall issue the REFRESH command within a maximum time interval of 10 STATUS events.

4.2.6 ES5 (SM-SR - eUICC): SetFallbackAttribute
4.2.6.1 Conformance Requirements
References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
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e PF_REQ7, PF_REQ9
EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQ47, EUICC_REQ48, EUICC_REQ49, EUICC_REQ50,
EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

4.2.6.2 Test Cases

General Initial Conditions
e #ISD P AIDI present on the eUICC

e #ISD P AIDI in Disabled state
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Test Environment

eUICC-UT

ES5-SetFallbackAttribute

--—---—-ﬂ

ES5-eUICCCapabilityAudit

==X

4.2.6.2.1 TC.ESS5.FB.1: SetFallbackAttribute_SMS

Test Purpose

To ensure it is possible to set the Fall-back Attribute on the eUICC using SMS. After
changing the security domain with the Fall-back Attribute, a GET STATUS command is sent
to make sure that the attribute is set on the targeted ISD-P.

Referenced Requirements
e PF_REQ7, PF_REQ9
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ?21, EUICC_REQ22,
EUICC_REQ54

Initial Conditions
e None
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4.2.6.211

Initial Conditions
e None

Test Sequence N°1 — Nominal Case

Step  Direction ‘ Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

o)

ENVELOPE_SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD R TAR,
[SET_FALLBACK])
PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ9,
with the #SCP80 ENC KEY EUICC_REQ13,
: . i EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: y the cryptograp EUICC_REQ19,
5 eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC:REQZZ
3- The response data is equal to
[R_AB 9000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET FALLBACK])
PROACTIVE COMMAND
8 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ7,
with the #SCP80_ENC_KEY PF_REQS9,
; - i EUICC_REQ13
2- Verify the cryptographic = '
PROACTIVE COMMAND: fy the cryptograp EUICC_REQ16,
10 | eUICC-UT — DS checksum using EUICC_REQ19
SEND SHORT MESSAGE #SCP8 O_AUTH_KE¥ EUICCZREQ21,
3- The response data is equal to | EUICC_REQ22
[R_AB E3 ISDP1 E1]
11 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
426.2.2 TC.ES5.FB.2: SetFallbackAttribute_ CAT_TP

Test Purpose
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To ensure it is possible to set the Fall-back Attribute on the eUICC using CAT_TP. After
changing the security domain with the Fall-back Attribute, a GET STATUS command is sent
to make sure that the attribute is set on the targeted ISD-P.

Referenced Requirements
e PF_REQ7, PF_REQ9
¢ EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22, EUICC_REQ53,
EUICC_REQ54

Initial Conditions
¢ None

4.2.6.2.2.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e None

Step Direction ‘Sequence/Description Expected result

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2

ACK_DATA containing the result EUICC_REQ54
of

SCP80_PACKET (
3 DS — eUICC-UT $SPI_VALUE,
#ISD R TAR,

[SET FALLBACK])

1- The ACK_DATA contains a PF_REQ9,
response packet EUICC_REQ13,

2- Decrypt the response packet EUICC_REQ1S6,
with the #SCP80_ ENC_KEY EUICC_REQ18

4 eUICC-UT — DS | aAck DATA with POR 3- Verify the cryptographic

checksum using
#SCP80_AUTH_KEY

4- The response data is equal to
[R_AB 9000]

ACK_DATA containing the result EUICC_REQ54

of
SCP80_PACKET (
5 |DS — eUICC-UT #SPI_VALUE,

#ISD R TAR,

[GET FALLBACK])
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Step  Direction ‘Sequence/Description‘ Expected result (=)

1- The ACK_DATA contains a PF_REQ7,
response packet PF_REQS9,

2- Decrypt the response packet Eﬁ:gg—ﬁggig
wﬂh the #SCP80_ENC._KEY EUICC_REQ18
6 eUICC-UT — DS ACK_DATA with POR 3- Verify the cryptographic
checksum using
#SCP80_ AUTH KEY
4- The response data is equal to
[R_AB E3 ISDPl E1]

7 Close CAT_TP session as described in section 4.2.1.4

42.6.2.3 TC.ES5.FB.3: SetFallbackAttribute_ HTTPS

Test Purpose

To ensure it is possible to set the Fall-back Attribute on the eUICC using HTTPS. After
changing the security domain with the Fall-back attribute, a GET STATUS command is sent
to make sure that the attribute is set on the targeted ISD-P.

Referenced Requirements
e PF_REQ7, PF_REQ9
e EUICC_REQ13, EUICC_REQ14, EUICC_REQI16, EUICC_REQ22, EUICC_REQ42,
EUICC_REQA43, EUICC_REQ45, EUICC_REQ46, EUICC_REQA47, EUICC_REQ48,
EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and
TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
* PSKidentifier: #PSK_ID
= PSKvalue: #SCP81 PSK

4.2.6.2.31 Test Sequence N°1 — Nominal Case

Initial Conditions
e None

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Direction ‘

Step Sequence / Description Expected result REQ
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
3 DS — eUICC-UT HTTPS CONTENT ( EUICC_REQ52
[SET_FALLBACK])
1- Decrypt the TLS record PF_REQ9,
with the #SCP81_PSK EUICC_REQ14,
using the cipher-suite Eg:gg—EEQig
negotiated during the TLS EUICC_RE846’
handshake EUICC_REQ47,
2- The POST URl is equal to |EUICC_REQ48,
#POST URI EUICC_REQ52
3- The different headers are
equal to
4 |eUICC-UT - DS |15 APPLICATION with POR #HOST
#X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER _ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equalto [R_AF 9000]
TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
5 DS — eUICC-UT HTTPS_CONTENT ( EUICC_REQ52
[GET FALLBACK])
1- Decrypt the TLS record PF_REQ7,
with the #SCP81 PSK PF_REQS9,
using the cipher-suite EUICC_REQ14,
. . EUICC_REQ16,
negotiated during the TLS EUICC_REQ43
handshake EUICC_REQ46,
2- The POST URI is equalto |EUICC REQ47,
#POST URI EUICC_REQ48,
3- The different headers are |EUICC_REQ52
equal to
6 |eUICC-UT — DS #HOST

TLS_APPLICATION with POR

#X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equal to
[R_AF E3 ISDP1 El]

7 Close HTTPS sess

ion as described in section 4.2.1.7
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427 ES5 (SM-SR - eUICC): DeleteProfile

4.2.71 Conformance Requirements

References
e GSMA Embedded SIM Remote Provisioning Architecture [1]
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
e PF_REQ6, PF_REQ7
e SEC _REQ12, SEC_REQ14

1
|
: eUICC-UT
|

ES5-DeleteProfile

ES5-eUICCCapabilityAudit

e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQA47, EUICC_REQ48, EUICC_REQ49, EUICC_REQ50,
EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

4.2.7.2 Test Cases

General Initial Conditions
e #ISD P AIDI1 presenton the eUICC

Test Environment

4.2.7.21 TC.ES5.DP.1: DeleteProfile_SMS

Test Purpose

To ensure the Profile deletion process is well implemented on the eUICC using SMS. After
ISD-P deletion, a GET STATUS command is sent to make sure that the security domain is
no longer present on the eUICC. Some error cases due to incompatible initial conditions are
also defined.
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Referenced Requirements
e PF_REQ6, PF_REQ7

e SEC_REQ12, SEC_REQ14
o EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,

EUICC_REQ54

Initial Conditions
e None

42.7.211

Initial Conditions
e #ISD P AID1

¢ No POL1 define

in Disabled state
don #ISD P AIDI

Test Sequence N°1 — Nominal Case

e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step

Direction Sequence / Description Expected result =)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP ( EUICC_REQ22,
4SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD R TAR,
[DELETE_ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PF_REQS6,
with the #scp80_ENC Key |EUICC_REQI1S,
; o i EUICC_REQ16
2- Verify the cryptographic — '
: . EUI REQ1
5 cUICC-UT — DS PROACTIVE COMMAND: checksum using EBISS_REgﬁl
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ221
3- The response data is equal -
to [R_AB 009000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND
8 eUICC-UT — DS PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
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Step ‘

Non-Confidential

Direction Sequence / Description Expected result REQ
1- Decrypt the response packet | PF_REQS6,
with the #scP80_ENC_KeYy |PF_REQ7,
: - e EUICC_REQ13
) 2- Verify the cryptographic — g
10 | eUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_gggig,
SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ21’
3- The response data is equal EUICCZREQZZ,
to [R_AB_6A88] SEC_REQ12
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
4.2.7.21.2 Test Sequence N°2 — Error Case: ISD-P Not Disabled
Initial Conditions
e #ISD P AIDI in Enabled state
e No POL1 definedon #ISD P AIDI
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
Step‘ Direction Sequence / Description Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP ( EUICC_REQ22,
¥SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[DELETE ISDP1])
PROACTIVE COMMAND PENDING:
8 eUICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |[FETCH
1- Decrypt the response packet |PF_REQS6,
with the #scpg80 _Enc key |EUICC_REQ13,
PROACTIVE COMMAND: 2- Verily the cryptographic Eg:gg_EEQig'
5 |euicc-uT — Ds |PROACTIVE CO : checksum using EUICC_RE821,
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22,
3- The response data is equal -
to [R_AB 6985]
6 DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
8 |eUICC-UT = DS |gEND SHORT MESSAGE
9 DS — eUICC-UT (FETCH
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
1- Decrypt the response packet | PF_REQ6,
with the #scpgo_EnNc key |PF_REQ7,
PROACTIVE COMMAND: 2- Verify the cryptographic ENICC_REQ?S,
. EUICC_REQ18,
10 | eUICC-UT — DS checksum using EUICC_REQ19
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ21’
3- The response data is equal to EUICCZREQZZ
[R_ AB E3 ISDP1 3F]
11 DS — eVICC-UT | TERMINAL RESPONSE Shy=sia
427.21.3 Test Sequence N°3 — Error Case: ISD-P with the Fall-back Attribute

Set

Initial Conditions
#ISD_P AID1 in Disabled state

No POL1 defined on #ISD P AID1
#ISD_P AIDI1 is the Profile with the Fall-back Attribute Set

Step ‘ Direction

Sequence / Description Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP ( EUICC_REQ22,
¥SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[DELETE_ISDP1])
PROACTIVE COMMAND PENDING:
3 euicC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT [FETCH
1- Decrypt the response packet |PF_REQS6,
with the #scps0 _Enc key |EUICC_REQ13,
) 2- Verify the cryptographic Eg:gg—ﬁgQig
5 eUICC-UT — DS PROACTIVE COMMAND: checksum using EUICC_RE821,
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICCiREQ22
3- The response data is equal
to [R_AB 6985]
6 DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPT_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
8 |eUICC-UT = DS |gEND SHORT MESSAGE
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Non-Confidential

Step‘ Direction Sequence / Description Expected result REQ
9 DS — eUICC-UT [FETCH
1- Decrypt the response packet |PF_REQS6,
with the #scpgo_EnNc key |PF_REQ7,
PROACTIVE COMMAND: 2- Verify the cryptographic ELICC_REQ!S,
: EUICC_REQ186,
10 | eUICC-UT — DS e e VSN checksum using EUICC_REQ19
#SCP8 O_AUTH_KEY. EUICC_REQ21.
3- The response data is equal to [ EUICC_REQ22
[R_ AB E3 ISDP1 1F]
11 DS — eUICC-UT | TERMINAL RESPONSE Shy=sia

4.2.7.21.4

Initial Conditions

Test Sequence N°4 — Error Case:

e #IsSD P AIDI in Disabled state
e #IsD P AIDI contains the POL1 “Deletion of the Profile not allowed”
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Sequence / Description ‘

ISD-P with Incompatible POL1

Step ‘ Direction Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
$SPT_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[DELETE_ISDP1])
PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQS6,
with the #scpg0_ENC kEy |EUICC_REQIS,
2- Verify the cryptographic EUICC_REQ1S,
PROACTIVE COMMAND: . EUICC_REQ19,
5 |eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22,
3- The response data is equal to SEC_R_EQ14
[R_AB 69E1]
6 DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPT_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
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Step ‘ Direction

Sequence / Description ‘

Non-Confidential

Expected result REQ
PROACTIVE COMMAND
8 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQS6,
with the #SCP80_ENC_KEY PF_REQ7,
PROACTIVE COMMAND: 2- Verify the cryptographic EUICC_REQL3,
. EUICC_REQ16,
10 | eUICC-UT — DS checksum using EUICC_REQ19
SEND SHORT MESSAGE #SCP80_AUTH KEY Ul e,
3- The response data is equal to | EUICC_REQ22
[R_AB E3 ISDPl 1F]
11 DS — eUICC-UT TERMINAL RESPONSE SW="9000’
427215 Test Sequence N°5 — Error Case: ISD-P not present on the eUICC

Initial Conditions
#ISD_P AID1 in Disabled state

No POL1 defined on #ISD P AID1
#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
The Profile identified by the ISD-P AID #ISD P AID UNKNOWN is not present on the

eUICC
Step Direction Sequence / Description Expected result
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP ( EUICC_REQ22,
4SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[DELETE_ISDP_UNKNOWN])
PROACTIVE COMMAND
3 eUICC-UT —- DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PF_REQS6,
packet with the EUICC_REQ13,
#SCP80_ENC_KEY Eg:gg_gggig
PROACTIVE COMMAND g Zség(g;cgir:ggraphlc EUICCZREQZl,
: EUICC_REQ22
5 |eVICC-UT—Ds #5CP80_AUTH KEY -REQ
SEND SHORT MESSAGE - .
3- The response data is equal
to [R_AB_6A88]
Note: Status code 6A82 may
also be returned.
6 DS — eUICC-UT | TERMINAL RESPONSE SW='9000’
Version 3.2 Page 77 of 592




GSM Association
SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

4.2.7.2.2

Test Purpose

Non-Confidential

TC.ES5.DP.2: DeleteProfile_CAT_TP

To ensure the Profile deletion process is well implemented on the eUICC using CAT_TP.
After ISD-P deletion, a GET STATUS command is sent to make sure that the security
domain is no longer present on the eUICC.

Referenced Requirements
PF_REQ6, PF_REQ7

SEC_REQ12

EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22, EUICC_REQS53,
EUICC_REQ54

Initial Conditions

42.7.2.21

None

Initial Conditions
#ISD_P AID1 in Disabled state

No POL1 defined on #ISD P AID1
#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Direction ‘ Sequence / Description ‘

Test Sequence N°1 — Nominal Case

Step Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
3 DS — eUICC-UT ¥SPT_VALUE,
#ISD R TAR,
[DELETE_ISDP1])
1- The ACK_DATA contains a PF_REQS6,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ1S6,
with the #SCP80_ENC_KEY EUICC_REQ18
4 eUICC-UT —» DS |aAcKk DATA with POR 3- Verify the cryptographic
B checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB_009000]
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Step  Direction ‘Sequence/Description‘ Expected result (=)

ACK_DATA containing the result EUICC_REQ54
of

SCP80_ PACKET (
5 DS — eUICC-UT #SPI_VALUE,
#ISD R TAR,

[GET ISDP1])

1- The ACK_DATA contains a PF_REQ6,
response packet PF_REQ?7,
2- Decrypt the response packet EUICC_REQ13,

. EUICC_REQ186,
with the #SCP80_ENC KEY EUICC_REQ1S,

6 |eUICC-UT — DS ACK_DATA with POR 3- Verify the cryptographic SEC_REQ12
checksum using
#SCP80_ AUTH KEY

4- The response data is equal to
[R_AB 6A88]

7 Close CAT_TP session as described in section 4.2.1.4

42723 TC.ES5.DP.3: DeleteProfile_ HTTPS

Test Purpose

To ensure the Profile deletion process is well implemented on the eUICC using HTTPS.
After ISD-P deletion, a GET STATUS command is sent to make sure that the security
domain is no longer present on the eUICC.

Referenced Requirements
e PF_REQ6, PF_REQ7
e SEC REQ12
e EUICC_REQ13, EUICC_REQ14, EUICC_REQI16, EUICC_REQ22, EUICC_REQ42,
EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQA47, EUICC_REQ48,
EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and
TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
= PSKvalue: #SCP81 PSK

4.2.7.2.31 Test Sequence N°1 — Nominal Case

Initial Conditions
e #ISD P AID1 in Disabled state
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e No POL1 is defined onthe #ISD P AID1
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Direction ‘

Step Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
3 DS — eUICC-UT HTTPS CONTENT ( EUICC_REQ52
[DELETE_ISDP1])
1- Decrypt the TLS record with | PF_REQ6,
the #sCP81_PsK using the |EUICC_REQ14,
cipher-suite negotiated Eg:gg—gggig
during the TLS handshake EUICC_REQ461
2- The POST URl is equal to EUlCC_REQ47,
#POST_URI EUICC_REQ48,
3- The different headers are |EUICC_REQ52
equal to
4 |eUICC-UT - DS |15 APPLICATION with POR #HOST
#X_ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equalto [R_AF 009000]
TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
5 DS — eUICC-UT HTTPS_CONTENT ( EUICC_REQ52
[GET ISDP1])
1- Decrypt the TLS record with | PF_REQ6,
the #sCcP81_PsK using the |PF_REQ7,
cipher-suite negotiated Eg:gg—gggig
during the TLS handshake EUICC_REQ43,
2- The POST URI is equal to EUlCC_REQ46,
#POST_URI EUICC_REQA47,
3- The different headers are |EUICC_REQ48,
equal to EUICC_REQ52,
6 |eUICC-UT — DS |71 APPLICATION with POR =it SEC_REQ12
#X_ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK
4- The HTTP content

contains a response data
equalto [R AF 6A88]
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Step  Direction Sequence / Description Expected result

7 Close HTTPS session as described in section 4.2.1.7

4.2.8 ES5 (SM-SR - eUICC): eUICCCapabilityAudit

4.2.8.1 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
e PF _REQ7
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQA47, EUICC_REQA48, EUICC_REQ49, EUICC_REQ50,
EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

4.2.8.2 Test Cases

General Initial Conditions
e None

Test Environment

eUICC-UT

ES5-eUICCCapabilityAudit

42821 TC.ES5.ECA.1: eUICCCapabilityAudit_SMS

Test Purpose
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To ensure it is possible to audit the eUICC using SMS. GET STATUS and GET DATA
commands are sent to retrieve the ISD-P list, the ECASD certificate, the eUICC recognition
data and the card resources information.

Referenced Requirements

e PF_REQ7

e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,

EUICC_REQ54

Initial Conditions
¢ None

428211

Initial Conditions

e #IsSD P AIDI in Disabled state

Step ‘ Direction

Test Sequence N°1 — Nominal Case: Retrieve all ISD-P

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT B
#ISD R TAR,
[GET ISDP_LIST])
PROACTIVE COMMAND
3 eUICC-UT — DS [PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PF_REQ?7,
with the #scp80 ENc kKey |[EUICC_REQI13,
; o i EUICC_REQ16
2- Vi h h — '
crecksumuang | |EUICCREQI
. EUICC_REQZ21,
5 eUICC-UT — DS PROACTIVE COMMAND: #SCP80_AUTH KEY EUICC_RE822
SEND SHORT MESSAGE 3- The response data is equal -
to
[R_AB E3 ISDP LIST3]
(see Note 1)
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

Note 1: If more than one Profile is pre-installed on the eUICC, this response shall be adapted in consequence (in
addition of the Enabled ISD-P identified by the AID #DEFAULT 1SD P AID and the ISD-P identified by the AID
#ISD P AIDI, other Profiles may be present).

4.2.8.21.2

Initial Conditions

Test Sequence N°2 — Nominal Case: Retrieve Default Enabled ISD-P

e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD_R TAR,
[GET ISDP ENABLED])
PROACTIVE COMMAND PENDING:
8 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PF_REQ?7,
with the #scps8o ENc key |EUICC_REQIS,
: o G EUICC_REQ16
) 2- Verify the cryptographic — '
5 cUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_ﬁggﬁ
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC:REQZZ
3- The response data is equal
to [R_AB E3 ISDP 3F]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000
42.8.21.3 Test Sequence N°3 — Nominal Case: Retrieve Disabled ISD-P

Initial Conditions
#ISD_P AID1 in Disabled state

Step  Direction Sequence / Description Expected result
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPT_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R_TAR,
[GET_ISDP_DISABLED])
PROACTIVE COMMAND PENDING:
8 euICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |(FETCH
1- Decrypt the response packet | PF_REQ?7,
with the #scpg0_ENc key |EUICC_REQIS,
2-Verify the cryptographic EUICC_REQ1S,
PROACTIVE COMMAND: checksum usin EUICC_REQIS,
5 |eulcc-UT — DS ' 9 EUICC_REQ21,
#SCP80 AUTH KEY EUICC REO22
SEND SHORT MESSAGE - - . _REQ
3- The response data is equal
to [R_AB E3 ISDP1 1F]
(see Note 1)
6 DS — eUICC-UT [ TERMINAL RESPONSE SW="9000’
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Direction

Sequence / Description

Non-Confidential

Expected result

Step

Note 1: If more than one Profile is pre-installed on the eUICC (i.e. several Disabled Profiles exist), this response
shall be adapted in consequence (in addition of the ISD-P identified by the AID #1SD P AIDI, other Profiles may be

present).
428214 Test Sequence N°4 — Nominal Case: Retrieve Card Resources
Information
Initial Conditions
e None
Step‘ Direction Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD R TAR,
[GET DATA FF21])
PROACTIVE COMMAND
3 eUICC-UT —» DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT [FETCH
1- Decrypt the response packet | PF_REQ?7,
with the #scps80o ENc key |EUICC_REQIS,
: o . EUICC_REQ16
) 2- Verify the cryptographic — '
5 eUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_gggéi
SEND SHORT MESSAGE #SCP80_AUTH_ KEY EUICC_REQ22,
3- The response data is equal -
to [R_AB FF21]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
428215 Test Sequence N°5 — Nominal Case: Retrieve ECASD Recognition
Data
Initial Conditions
¢ None
Step Direction Sequence / Description Expected result
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS_ PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT n
#ISD R TAR,
[GET DATA BF30 REC])
PROACTIVE COMMAND PENDING:
3 |eUICC-UT = DS | geND SHORT MESSAGE
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Direction ‘ Sequence / Description

Non-Confidential

Step Expected result REQ
4 |DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ?7,
with the #scp80 Enc key |EUICC_REQ1S,
. i EUICC_REQ16
] 2- Verify the cryptographic — '
5 |eUICC.UT » DS |PROACTIVE COMMAND: checksum using Eg:gg_gggi’
SEND SHORT MESSAGE #sCP8 0_AUTH_KEY EUICC_REQ22
3- The response data is equal
to [R_AB BF30 REC]
6 |DS — eUICC-UT |TERMINAL RESPONSE SW='9000’
4.2.8.2.1.6 Test Sequence N°6 — Nominal Case: Retrieve ECASD Certificate
Store
Initial Conditions
e None
Step Direction ‘ Sequence / Description Expected result N=O)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22,
4$SPT VALUE, EUICC_REQ54
2 |DS — eUICC-UT -

#ISD R TAR,

[GET_DATA BF30 CERT])

PROACTIVE COMMAND PENDING:

3 euicC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
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Step

Direction ‘

eUICC-UT — DS

Sequence / Description

PROACTIVE COMMAND:
SEND SHORT MESSAGE

Non-Confidential

Expected result

1- Decrypt the response packet
with the #SCP80 ENC KEY

2- Verify the cryptographic
checksum using
#SCP80_AUTH KEY

3- The response data is equal
to [R_AB BF30 ECASD]

4- The #PK_ECASD ECKAis
equal to the content of the
TAG ‘7F49’

5- The signature (i.e. TAG
‘5F37’) shall be verified using
the #EUM PK ECDSA

6- TAG ‘42’ is equal to
#EUM_OID

7- TAG ‘95’ is equal to
#KEY USAGE

8- TAG '73’ contains the TLV
‘C0’, ‘C1”,‘C2 and ‘'CY’

9- TAG ‘C9’ is equal to
#EUM SUBJECT KEY ID

10- TAG ‘5F20’ contains the

)

PF_REQ7,
EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22

#EID
6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
428217 Test Sequence N°7 — Nominal Case: Retrieve ISD-P with Memory

Information

Initial Conditions
#ISD_P AID1 in SELECTABLE state and created using the command

[INSTALL ISDP MEM]
Step ‘ Direction ‘ Sequence / Description Expected result N=O)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT -
#ISD R_TAR,
[GET ISDP1 MEM])
PROACTIVE COMMAND PENDING:
3 euicC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |(FETCH
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Step‘ Direction ‘ Sequence / Description Expected result (=)

1- Decrypt the response PF_REQ?7,
packet with the EUICC_REQ13,
#SCP80_ENC_KEY Eg:gg_ﬁggig
5 [euiccur . ps | PROACTIVE coMMAND: " checksumung. - |EUICCREQaL
SEND SHORT MESSAGE #SCP80 AUTH KEY -
3- The response data is
equal to
[R_AB E3 ISDP1 MEM]
6 DS — eUICC-UT |[TERMINAL RESPONSE SW='9000’

4.2.8.21.8 Void

42822 TC.ES5.ECA.2: eUICCCapabilityAudit CAT TP

Test Purpose

To ensure it is possible to audit the eUICC using CAT_TP. GET STATUS and GET DATA
commands are sent to retrieve the ISD-P list, the ECASD certificate, the eUICC recognition
data and the card resources information.

Referenced Requirements

e PF_REQ7
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22, EUICC_REQ53,
EUICC_REQ54

Initial Conditions
e None

4.2.8.2.2.1 Test Sequence N°1 — Nominal Case: Retrieve all Information

Initial Conditions
e #IsSD P AIDI in Disabled state

Step Direction ‘Sequence/Description Expected result

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2

ACK_DATA containing the result EUICC_REQ54
of

SCP80_PACKET (
3 DS — eUICC-UT #SPI_VALUE,
#ISD R TAR,

[GET_ISDP_LIST])
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Direction ‘ Sequence / Description ‘

Non-Confidential

Step Expected result REQ
1- The ACK_DATA contains a PF_REQ?7,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ16,
with the #SCP80 ENC KEY EUICC_REQ18
3- Verify the cryptographic
4 |eUICC-UT - DS |AcK_DATA with POR checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB E3 ISDP LIST3]
(see Note 1)
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
5 DS — eUICC-UT #SPT VALUE
#ISD R TAR,
[GET _ISDP_ENABLED])
1- The ACK_DATA contains a PF_REQ?7,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ1S,
with the #SCP80_ENC_KEY EUICC_REQ18
6 eUICC-UT — DS | Ack DATA with POR 3- Verify the cryptographic
- checksum using
#SCP80_AUTH_KEY
4- The response data is equal to
[R_AB E3 ISDP 3F]
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
7 |bS —euICC-UT #SPI VALUE
#ISD R TAR,
[GET_ISDP_DISABLED])
1- The ACK_DATA contains a PF_REQ7,
response packet EUICC_REQ13,
2- Decrypt the response packet EU:CC—EEQi(S‘
with the #SCP80_ENC_KEY UICC_REQ18
3- Verify the cryptographic
8 |eUICC-UT - DS | Ack_DATA with POR checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB E3 ISDPl 1F]
(see Note 2)
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Direction ‘ Sequence / Description ‘

Non-Confidential

Step Expected result REQ
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (

9 DS — eUICC-UT #SPT VALUE
#ISD R TAR,
[GET DATA FF21])
1- The ACK_DATA contains a PF_REQ?7,
response packet EUICC_REQ13,
2- Decrypt the response packet EU'gg—REng'
with the #SCP80_ENC KEY EUICC_REQL
10 |eUICC-UT — DS |aAck DATA with POR 3- Verify the cryptographic
B checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB FF21]
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
11 1DS —eUiCC-UT #SPI VALUE
#ISD R TAR,
[GET DATA BF30 REC])
1- The ACK_DATA contains a PF_REQ?7,
response packet EUICC_REQ13,
2- Decrypt the response packet EU:CC—EEQia
with the #SCP80 ENC KEY VICC_REQ18
12 |eUICC-UT —» DS |ACK DATA with POR 3- Verify the cryptographic
B checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB BF30_ REC]
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
13 |DS — eUICC-UT #SPT VALUE
#ISD R TAR,
[GET_DATA BF30 CERT])
1- The ACK_DATA contains a PF_REQ7,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ1S6,
with the #SCP80_ ENC KEY EUICC_REQ18
14 |eUICC-UT — DS ACK DATA with POR 3- Verify the cryptographic
- checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB BF30 ECASD]
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Step  Direction Sequence / Description Expected result

15 |[Close CAT_TP session as described in section 4.2.1.4

Note 1: If more than one Profile is pre-installed on the eUICC, this response shall be adapted in consequence (in
addition of the Enabled ISD-P identified by the AID #DEFAULT ISD P AID and the ISD-P identified by the AID
#ISD_P AIDI, other Profiles may be present).

Note 2: If more than one Profile is pre-installed on the eUICC (i.e. several Disabled Profiles exist), this response
shall be adapted in consequence (in addition of the ISD-P identified by the AID #ISD_P AIDI).

42.8.23 TC.ES5.ECA.3: eUICCCapabilityAudit HTTPS

Test Purpose

To ensure it is possible to audit the eUICC using HTTPS. GET STATUS and GET DATA
commands are sent to retrieve the ISD-P list, the ECASD certificate, the eUICC recognition
data and the card resources information.

Referenced Requirements
e PF _REQ7
e EUICC REQ13, EUICC_REQ14, EUICC_REQ16, EUICC _REQ22, EUICC_REQ42,
EUICC _REQ43, EUICC _REQ45, EUICC _REQ46, EUICC_REQ47, EUICC_REQ48,
EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

e Only the version TLS Protocol 1.2 [8] shall be supported

e Only the cipher-suites TLS_PSK_WITH_AES_ 128 GCM_SHA256 and
TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
* PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.2.8.2.3.1 Test Sequence N°1 — Nominal Case: Retrieve all Information

Initial Conditions
e #IsSD P AIDI in Disabled state

Step  Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

2 Open HTTPS session on ISD-R as described in section 4.2.1.5

TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
3 DS — eUICC-UT EUICC_REQ52

HTTPS CONTENT (

[GET ISDP_LIST])
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Direction ‘

Step Sequence / Description Expected result REQ
1- Decrypt the TLS record PF_REQ?7,
with the #SCP81_PSK EUICC_REQ14,
using the cipher-suite Eg:gg—ﬁggig
negotiated during the TLS EUICC_REQ46:
handshake EUICC_REQ47,
2- The POST URl is equalto |EUICC_REQ48,
#POST URI EUICC_REQ52
3- The different headers are
equal to
4 |eUICC-UT — DS | 115 APPLICATION with POR .
_ #X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X_ ADMIN STATUS OK
4- The HTTP content
contains a response data
equal to
[R_AF E3 ISDP LIST3]
(see Note 1)
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
5 DS — eUICC-UT HTTPS_CONTENT ( EUICC_REQ52
[GET_ISDP_ENABLED])
1- Decrypt the TLS record PF_REQ7,
with the #5CP81 PSK EUICC_REQ14,
using the cipher-suite Eg:gg—gggig
negotiated during the TLS EUICC_REQ46:
handshake EUICC_REQA47,
2- The POST URI is equalto |EUICC_REQ48,
#POST_ URI EUICC_REQ52
3- The different headers are
equal to
6 |eUICC-UT — DS |15 APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equal to
[R_AF E3 ISDP 3F]
TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
7 DS — eUICC-UT EUICC_REQ52

HTTPS CONTENT (

[GET ISDP_DISABLED])
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Direction ‘

Step Sequence / Description Expected result REQ
1- Decrypt the TLS record PF_REQ?7,
with the #SCP81_PSK EUICC_REQ14,
using the cipher-suite Eg:gg—EEQig
negotiated during the TLS EUICC_RE846’
handshake = EUICC_REQ47,
2- The POST URl is equalto |EUICC_REQ48,
#POST URI EUICC_REQ52
3- The different headers are
equal to
8 #HOST
eUICC-UT — DS |TLs_APPLICATION with POR #X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X_ ADMIN STATUS OK
4- The HTTP content
contains a response data
equal to
[R_AF E3 ISDPl 1F]
(see Note 2)
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
9 DS — eUICC-UT HTTPS_CONTENT ( EUICC_REQ52
[GET DATA FF21])
1- Decrypt the TLS record PF_REQ7,
with the #5CP81 PSK EUICC_REQ14,
using the cipher-suite EB:EE—EEQ}‘S
negotiated during the TLS EUICC_RE846,
handshake EUICC_REQA47,
2- The POST URI is equalto |EUICC REQ48,
#POST_ URI EUICC_REQ52
3- The different headers are
equal to
10 [eUICC-UT - DS |15 APPLICATION with POR FHOST
#X_ ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equalto [R_AF FF21]
TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
11 |DS — eUICC-UT | inne conrent ( EUICC_REQ52
[GET_DATA BF30 REC])
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Direction ‘

Step Sequence / Description Expected result REQ
1- Decrypt the TLS record PF_REQ?7,
with the #SCP81_PSK EUICC_REQ14,
using the cipher-suite Eg:gg—ﬁggig
negotiated during the TLS EUICC_REQ46:
handshake EUICC_REQ47,
2- The POST URl is equalto |EUICC_REQ48,
#POST URI EUICC_REQ52
3- The different headers are
equal to
12 1eUICC-UT — DS |15 APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X_ADMIN STATUS OK
4- The HTTP content
contains a response data
equal to
[R_AF BF30_ REC]
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
13 DS — eUICC-UT HTTPS CONTENT ( EUICC_REQ52
[GET_DATA BF30 CERT])
1- Decrypt the TLS record PF_REQ?7,
with the #SCP81_PSK EUICC_REQ14,
using the cipher-suite Eg:gg—ﬁggig
negotiated during the TLS EUICC_REQ46:
handshake EUICC_REQ47,
2- The POST URl is equalto |EUICC_REQ48,
#POST URT EUICC_REQ52
3- The different headers are
equal to
14 1eUICC-UT — DS |15 APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER _ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equal to
[R_AF BF30_ CERT]
15 |Close HTTPS session as described in section 4.2.1.7

Note 1: If more than one Profile is pre-installed on the eUICC, this response shall be adapted in consequence (in
addition of the Enabled ISD-P identified by the AID #DEFAULT 1SD P AID and the ISD-P identified by the AID

#ISD P AIDI, other Profi

les may be present).

Note 2: If more than one Profile is pre-installed on the eUICC (i.e. several Disabled Profiles exist), this response
shall be adapted in consequence (in addition of the ISD-P identified by the AID #ISD_P AIDI).
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429 ES5 (SM-SR - eUICC): MasterDelete

4291 Conformance Requirements

References
e GSMA Embedded SIM Remote Provisioning Architecture [1]
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
PF_REQ7, PF_REQS8, PF_REQ8_1, PF_REQ8_2
e SEC _REQ12, SEC_REQ14
[ )

EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQ47, EUICC_REQ48, EUICC_REQ49, EUICC_REQ50,

EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

4.2.9.2 Test Cases

General Initial Conditions
e #ISD P AIDI present on the eUICC and personalized with SCP03 keys

o The process ES8-EstablishISDPKeySet has been used
o {SCP_KENC}, {SCP_KMAC}, {SCP_KDEK} have been set
e #ISD P AID1 contains akeyset 70" with an AES key (16 bytes long)

o A PUT KEY command as defined in the GlobalPlatform Card Specification [3]

should be used to initialize the { TOKEN KEY}
o The value of the {TOKEN KEY} can be freely chosen by the test tool
e #ISD P AID1 containsthe SDIN value #ISD P SDIN*
e #ISD P AID1 containsthe SIN value #ISD P SIN*

e #ISD P AID1 contains the Application Provider Identifier value
#ISD _P_PROV_ ID*

* To set the SDIN, SIN and the Application Provider Identifier, the sequence below shall be

executed just after the establishment of the ISD-P keysets:

Step‘ Direction ‘ Sequence / Description Expected result
ENVELOPE SMS PP (

#SPI_VALUE,

#ISD P TARI,

SCP03_ SCRIPT (
1 |DS — eUICC-UT #SCPO3_KVN,
[STORE SDIN];
[STORE_SIN];
[STORE PROV_ID]))

Use the SCP03 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}

=e)

PF_REQS_ 1
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Step ‘ Direction

Sequence / Description
PROACTIVE COMMAND PENDING:

Non-Confidential

Expected result REQ

e U U = SEND SHORT MESSAGE
3 DS — eUICC-UT |FETCH
1- Decrypt the response packet
4 |eulCC-UT — DS PROACTIVE COMMAND: with the #SCP80_ENC KEY PE_REQS_1
SEND SHORT MESSAGE 2- For each R-APDU received: - -
a. SW="9000’ or ‘6108’
5 DS — eUICC-UT |[TERMINAL RESPONSE SW='9000’

Test Environment

4.2.9.21

ES5-MasterDelete

eUICC-UT

ES5-eUICCCapabilityAudit

o e e e e e e e

Test Purpose

TC.ES5.MD.1: MasterDelete_SMS

To ensure the master deletion process is well implemented on the eUICC using SMS. After
ISD-P deletion, a GET STATUS command is sent to make sure that the security domain is
no longer present on the eUICC. Some error cases due to incompatible initial conditions or
incorrect values in commands are also defined.

Referenced Requirements
PF_REQ7, PF_REQS8, PF_REQ8_1, PF_REQS8 2
SEC_REQ12, SEC_REQ14
EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,
EUICC_REQ54

Initial Conditions

None
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429.211

Initial Conditions

e #IsSD P AIDI in Disabled state
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
e No POL1 defined on #ISD P AIDI

Step ‘ Direction

Test Sequence N°1 — Nominal Case

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQZ22,
4¥SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[MASTER DEL_ISDP1])
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PF_REQS,
with the #scps8o ENc key |EUICC_REQIS,
: S EUICC_REQ16
) 2- Verify the cryptographic — '
5 eUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_ﬁggg
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22,
3- The response data is equal B
to [R_AB 009000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
8 GRS = [B5S SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PF_REQ7,
with the #scpso_enNc key |PF_REQS,
PROACTIVE COMMAND: 2- Verify the cryptographic Eg:gg_gggig
10 | eUlCC-UT - DS ' checksum using EUICC_REQ19.
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ21,
3- The response data is equal EUICCIREQ22,
to [R_AB_ 6A88] SEC_REQ12

11 |DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’
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4.29.21.2 Test Sequence N°2 — Nominal Case: With default Application
Provider identifier (5F20)

Initial Conditions
e #ISD P AID1 in Disabled state
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
e No POL1 defined on #ISD P AIDI
e #ISD P AID1 containsthe SDIN value #ISD P SDIN*
e #ISD P AID1 containsthe SDN value #ISD P SIN*
e #ISD P AID1 does not contain any Application Provider Identifier value *

* To set the SDIN and the SIN, the sequence below shall be executed just after the
establishment of the ISD-P keysets (this overrides the related general initial condition
defined in this section):

Step Direction Sequence / Description Expected result
ENVELOPE SMS PP (
#SPI_VALUE,
#ISD P TARI,
SCP03 SCRIPT (
- PF_REQS8_1
1 DS — eUICC-UT #SCP03 KVN,
- PF_REQS8_2
[STORE_SDIN] ;
[STORE SIN]))
Use the SCP03 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
2 |SUICC-UT DS | geND SHORT MESSAGE
3 DS — eUICC-UT |FETCH
1- Decrypt the response packet
4 | eUICC-UT - DS PROACTIVE COMMAND: with the #scPg0_ENC KEY |PF_REQ8_1
SEND SHORT MESSAGE 2- For each R-APDU received: |PF_REQ8_2
a. SW="9000’ or ‘6108’
5 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
Step‘ Direction Sequence / Description Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP ( EUICC_REQ22,
EUICC_REQ54,

#SPI VALUE,
2 |ps - eulcc-UT - PF_REQ8_2
#ISD R _TAR,

[MASTER DEL_ISDP1 RID])
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PF_REQS,
packet with the PF_REQS 2
#5CP80_ENC_KEY - -
: 2- Verify the cryptographic EUICC_REQ13,
5 |eulcc.UT  Ds |PROACTIVE COMMAND: fy yptograp EUICC REQ16,
checksum using —
SEND SHORT MESSAGE #3CP80 AUTH KEY EUICC_REQ19,
— S EUICC_REQ21,
3- The response data is equal | gyicc REQ22
to [R_ AB 009000] B
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS_PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
8 |eUICC-UT = DS |gEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response PF_REQ?7,
packet with the PF_REQ8,
#SCP80_ENC_KEY Eg:gg_gggig
: 2- Verify the cryptographic = ’
10 | eUlcc.UT —» Ds | PROACTIVE COMMAND: fy ryptograp EUICC_REQ1S
SEND SHORT MESSAGE checksum using EUICC_REQ21
#SCP80_AUTH KEY EUICC_REQ22.
3- The response data is equal |SEC REQ12
to [R_ AB 6A88]
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
429213 Test Sequence N°3 — Nominal Case: ISD-P with POL1 “Deletion not

allowed”

Initial Conditions
#ISD_P AID1 in Disabled state

#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
#ISD P AIDI contains the POL1 “Deletion of the Profile not allowed”

Step Direction Sequence / Description Expected result
1 Initialization sequence as described in section 4.2.1.1
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Step‘ Direction Sequence / Description Expected result REQ

ENVELOPE_SMS_PP ( EUICC_REQ22,
EUICC_REQ54

#SPI_VALUE,
2 DS — eUICC-UT
#ISD R TAR,

[MASTER DEL ISDP1])

PROACTIVE COMMAND PENDING:

3 |eUICC-UT > DS | gEND SHORT MESSAGE

4 DS — eUICC-UT |[FETCH

1- Decrypt the response packet | PF_REQS8,
with the #scpgo_Enc key |EUICC_REQIS,

. : EUICC_REQ16
_ 2- Verify the cryptographic — '

5 cUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_ﬁggéi
SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ22,

3- The response data is equal |SEC_REQ14
to [R_AB 009000]

6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54

7 |DS — eUICC-UT
#ISD R TAR,

[GET ISDP1])

PROACTIVE COMMAND PENDING:

8 |eVICC-UT > DS | geNp SHORT MESSAGE

9 DS — eUICC-UT [FETCH

1- Decrypt the response packet |PF_REQ7,
with the #scpgso_Enc key |PF_REQS,

e : EUICC_REQ13,
PROACTIVE COMMAND: 2o Wiy e G R EUICC_REQ16
| IESIT=DE | s s checkeum using EUICC_REQIS,
#SCP8O_AUTH_KEY EUICC_REQ21.,
3- The response data is equal EUICC_REQ22,
to [R_AB_6A88] SEC_REQ12
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000

429.21.4 Test Sequence N°4 — Error Case: ISD-P Not Disabled

Initial Conditions
e #IsSD P AIDI in Enabled state

e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQZ22,
4¥SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[MASTER DEL_ISDP1])
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PF_REQS8,
with the #scps8o ENc key |EUICC_REQIS,
: o EUICC_REQ16
) 2- Verify the cryptographic — '
5 cUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_gggéi
SEND SHORT MESSAGE #SCP80_ AUTH KEY EUlCCIREQ22
3- The response data is equal
to [R_AB 6985]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
8 SISl = 26 SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ7,
with the #scp80_ENC kEy |PF_REQS8,
Y i EUICC_REQ13,
PROACTIVE COMMAND: 2- Verify the cryptographic EUICC_REQ16
10| euIcC-UT — DS SEND SHORT MESSAGE koM nd EUICC_REng,
#SCP80_AUTH KEY EUICC_REQ21.
3- The response data is equal | EUICC_REQ22
to [R_AB E3 ISDP1 3F]
11 DS — eVICC-UT | TERMINAL RESPONSE Sh= i
429215 Test Sequence N°5 — Error Case: ISD-P with the Fall-back Attribute

Set

Initial Conditions
#ISD_P AID1 in Disabled state

#ISD_P AIDI1 is the Profile with the Fall-back Attribute Set

Step

Direction

Sequence / Description

Initialization sequence as described in section 4.2.1.1

Expected result
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQZ22,
4¥SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R _TAR,
[MASTER DEL ISDP1])
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PF_REQS8,
with the #scps8o ENc key |EUICC_REQIS,
~ L EUICC_REQ16
) 2- Verify the cryptographic — '
5 cUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_ﬁggéi
SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ22
3- The response data is equal B
to [R_AB 6985]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
8 SISl = 26 SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ7,
with the #scp80_ENC kEy |PF_REQS8,
Ve el EUICC_REQ13,
PROACTIVE COMMAND: 2- Verify the cryptographic EUICC_REQ16
10 | eUlCC-UT — DS checksum using EUICC_REQ19,
SEND SHORT MESSAGE $SCP80_AUTH KEY EUlcc RECoL.
3- The response data is equal | EUICC_REQ22
to [R_AB E3 ISDPl 1F]
11 DS — eVICC-UT | TERMINAL RESPONSE Sh= i
429.2.1.6 Test Sequence N°6 — Error Case: Wrong Token Value

Initial Conditions
#ISD_P AID1 in Disabled state

#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step

Direction

Sequence / Description

Expected result

Initialization sequence as described in section 4.2.1.1
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
ENVELOPE SMS PP ( EUICC_REQZ22,
4¥SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[BAD MASTER DEL_ISDP1])
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1-Decrypt the response packet |PF_REQS8,
with the #scp80_ENC Key |EUICC_REQI1S,
: . EUICC_REQ16
2- Verify the cryptographic — '
PROACTIVE COMMAND: che(g:sum U)Slli o EUICC_REQ19,
5 |eulcC-UT — DS - taems0 AUTHQKEY EUICC_REQ21,
SEND SHORT MESSAGE — EUICC_REQ22
3- The response data is equal
to [R_AB 6985]
(see Note 1)
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
8 |eUICC-UT = DS | geND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ?7,
with the #scP80_ENC KEY |PF_REQS8,
_ Vrerf e EUICC_REQ13,
PROACTIVE COMMAND: 2- Verify the cryptographic EUICC_REQL6
10| evICCUT — DS SEND SHORT MESSAGE checkeum using EUICC_REng,
#SCP8 O_AUTH_KEY. EUICC_REQ21.
3- The response data is equal | EUICC_REQ22

to [R AB_E3 ISDP1 1F]

11 |DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

Note 1: The SW may be also ‘6A80’ or ‘6982’

429.21.7

Test Sequence N°7 — Error Case:

identifier (5F20)

Initial Conditions

e #ISD P AIDI in Disabled state
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
e No POL1 defined on #ISD P _AID1
e #ISD P AID1 containsthe SDIN value #ISD P SDIN*
e #ISD P AID1 containsthe SIN value #ISD P SIN*

Version 3.2

With empty Application Provider

Page 102 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

e #ISD P AID1 does not contain any Application Provider Identifier value *

* To set the SDIN and the SIN, the sequence below shall be executed just after the
establishment of the ISD-P keysets (this overrides the related general initial condition
defined in this section):

Step Direction Sequence / Description Expected result
ENVELOPE SMS PP (
#SPI_VALUE,
#ISD_P TARI,
SCP03_SCRIPT ( PF_REQS 1
1 DS — eUICC-UT #SCP0O3 KVN, ; -
- PF_REQ8_2
[STORE_SDIN] ;
[STORE_SIN]))
Use the SCP03 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
2 CUllEletr = o SEND SHORT MESSAGE
3 DS — eUICC-UT |FETCH
1- Decrypt the response packet
PROACTIVE COMMAND: with the #SCP80_ENC_KEY
= = PF_REQ8_1
4 eUICC-UT — DS i ) - | L
SEND CEORT MESSRET 2-  For each R-APDU received: |pr REQS 2
a. SW='9000’ or ‘6108’
5 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
Step‘ Direction Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP( EUICC_REQ22,
EUICC_REQ54,
) DS N #SPI_VALUE, PE_REQS 2
euICC-UT #ISD_R_TAR,

[MASTER_DEL_ISDP1_NO_PROV_ID])

eUICC-UT PROACTIVE COMMAND PENDING: SEND

3 |Zbs SHORT MESSAGE
DS —
4 leuicc-ur |FETCH
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
1- Decrypt the response |PF_REQS,
packet with the PF_REQS8_2,
#SCP80_ENC KEY
2- Verify the EUICC_REQ13,
cryptographic EUICC_REQ16,
eUICC-UT |PROACTIVE COMMAND: heck : EUICC_REQ1S,
5 DS checksum using EUICC_REQ21
N _ ,
SEND SHORT MESSAGE #SCP8O_AUTH_KEY |Ey|CcC_REQ22
3- The response data is
equal to
[R_AB 6985]
(see Note 1)
6 ESICC_UT_’ TERMINAL RESPONSE SW=9000
ENVELOPE SMS PP ( EUICC_REQ22,
s | #ser_varue, EUICC_REQ54
evICC-UT #ISD R TAR,
[GET ISDP1])
8 eUICC-UT PROACTIVE COMMAND PENDING: SEND
— DS SHORT MESSAGE
DS —
% leuicc.ur |FETCH
1- Decrypt the response |PF_REQ?7,
packet with the PF_REQS8,
#scpgo_EnNc_kEy |EUICC_REQIS,
2- Verify the cryptographic E.ICE HEQLE
) heck . EUICC_REQ19,
10 eutl)cS:C-UT PROACTIVE COMMAND: ;iseccP ggmA;sTlggKEY EUICC_REQ21.
- SEND SHORT MESSAGE — - " |EUICC_REQ22
3- The response data is
equal to
[R_AB E3 ISDPL 1
F]
DS — SW="9000’
11 eUICC-UT TERMINAL RESPONSE

Note 1: The SW may be also ‘6A80’ or 6982’

4.29.21.8

Test Sequence N°8 — Error Case: With incorrect SDIN

Initial Conditions
#ISD_P AID1 in Disabled state

#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
No POL1 defined on #ISD P AIDI

Step

Direction

Sequence / Description

Initialization sequence as described in section 4.2.1.1

Expected result
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Step ‘ Direction

Non-Confidential

Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQZ22,
, DS s eUICC. 4SPI_VALUE, EUICC_REQ54,
ut #ISD R TAR,
[MASTER_DEL_ISDP1_INV_SDIN])
3 eUICC-UT —|PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
4 B? — eVICC terey
1- Decrypt the response PF_REQS,
packet with the EUICC_REQ13,
2-  Verify the cryptographic  [EUICC_REQ19,
5 |eUICC-UT — PROACTIVE COMMAND: checksum using EUICC_REQ?21,
DS SEND SHORT MESSAGE #SCP80_AUTH_KEY EUlCC_REQ22
3- The response data is
equalto [R_AB 6985]
(see Note 1)
6 B? — eUICC- | tERMINAL RESPONSE SW=9000
ENVELOPE SMS PP ( EUICC_REQ22,
 |os—evice|  #ser_vano, EUICC_REQ54
ut #ISD R TAR,
[GET ISDP1])
8 eUICC-UT — |PROACTIVE = COMMAND PENDING:
DS SEND SHORT MESSAGE
o |0 Yt rETCH
1- Decrypt the response PF_REQ7,
packet with the PF_REQS,
#5SCP80_ENC_KEY Eg:gg_gggig
2- Verify the cryptographic = ’
10 | eUICCUT —|PROACTIVE COMMAND: A fﬁ ryptograp EUICC_REQ19,
DS checksum using EUICC_REQ21.
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22
3- The response data is -
equal to
[R_AB E3 ISDP1 1F]
11 8? — Gbliee TERMINAL RESPONSE Shi=eltu

Note 1: The SW may be also ‘6A80’ or 6982’
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4.29.21.9

Initial Conditions
#ISD_P AID1 in Disabled state

#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
No POL1 defined on #ISD_P AIDI

Step ‘ Direction

Non-Confidential

Test Sequence N°9 — Error Case: With incorrect SIN

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQZ22,
EUICC_REQ54,
, |Ds - euicc- #SPI_VALUE,
ut #ISD R TAR,
[MASTER_DEL_ISDP1_INV_SIN])
3 eUICC-UT — [PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
DS — eUICC-
4 uT FETCH
1- Decrypt the response PF_REQS,
packet with the EUICC_REQ13
#SCP80_ENC_KEY EUICC_REQ161
2-  Verify the cryptographic EUICCZREQ19,
5 |eUICC-UT — PROACTIVE COMMAND: checksum using EUICC_REQ?21,
bS SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ22
3- The response data is
equalto [R_AB 6985]
(see Note 1)
6 |03~ V" | TERMINAL RESPONSE SW='9000
ENVELOPE SMS PP ( EUICC_REQ22,
EUICC_REQ54
7 DS — eUICC- #SPI_VALUE, L
ut #ISD R TAR,
[GET ISDP1])
8 eUICC-UT — |PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
DS — eUICC-
9 uT FETCH
1- Decrypt the response PF_REQ7,
packet with the PF_REQS8,
#5CP80_ENC_KEY Eg:gg_sggig
2- Verify the cryptographic = ’
10 | eUICC-UT —|PROACTIVE COMMAND: N fi ryptograp EUICC_REQ19,
DS checksum using EUICC_REQ21.
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22
3- The response data is B
equal to
[R_AB E3 ISDP1 1F]
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Step Direction Sequence / Description Expected result
11 8? — eUICC- | tERMINAL RESPONSE SW=9000

Note 1: The SW may be also ‘6A80’ or 6982’

4.2.9.21.10 Test Sequence N°10 — Error Case: With incorrect Application
Provider ID

Initial Conditions
e #ISD P AID1 in Disabled state
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set
e No POL1 defined on #ISD P AID1

Step‘ Direction Sequence / Description Expected result N=O)

1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
EUICC_REQ54,
5 DS — eUICC- #SPI_VALUE,
utT #ISD R TAR,
[MASTER_DEL_ISDP1_RID])
3 eUICC-UT — |PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
DS — eUICC-
4 |07 FETCH
1- Decrypt the response PF_REQS,
packet with the EUICC_REQI3
#SCP80_ENC_KEY EUlCC_REQ16,
2-  Verify the cryptographic EUICC_REQ19,
5 eUICC-UT — |PROACTIVE COMMAND: checksum using EUICC:REQ21,
bs SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ22
3- The response data is
equalto [R_AB 6985]
(see Note 1)
6 Bf — eUICC- | tERMINAL RESPONSE SW='9000
ENVELOPE SMS PP ( EUICC_REQ22,
EUICC_REQ54
7 DS — eUICC- #SPI VALUE, -
ut #ISD R _TAR,
[GET ISDP1])
8 eUICC-UT — [PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
DS — eUICC-
9 uT FETCH
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Step‘ Direction Sequence / Description

10 eUICC-UT — |PROACTIVE COMMAND:
DS SEND SHORT MESSAGE

Expected result

1- Decrypt the response
packet with the
#SCP80_ ENC KEY
2- Verify the cryptographic
checksum using
#SCP80_AUTH KEY
3- The response data is
equal to
[R_AB E3 ISDP1 1F]

)

PF_REQ7,
PF_REQS,

EUICC_REQ13,
EUICC_REQ16,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22

11 |PS — euICC-

uT TERMINAL RESPONSE

SW="9000’

Note 1: The SW may be also ‘6A80’ or 6982’

4.2.9.2.2 TC.ES5.MD.2: MasterDelete_ CAT_TP

Test Purpose

To ensure the master deletion process is well implemented on the eUICC using CAT_TP.
After ISD-P deletion, a GET STATUS command is sent to make sure that the security

domain is no longer present on the eUICC.

Referenced Requirements
e PF_REQ7,PF_REQS8, PF_REQS8_1
e SEC REQI12

e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22, EUICC_REQS53,

EUICC_REQ54

Initial Conditions
e None

4.2.9.2.21

Initial Conditions
e #IsSD P AIDI in Disabled state

Test Sequence N°1 — Nominal Case

e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step  Direction Sequence / Description ‘

1 Initialization sequence as described in section 4.2.1.1

Expected result

REQ

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
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Sequence / Description ‘

Non-Confidential

Step  Direction Expected result N=O)
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (

3 DS — eUICC-UT #SPT VALUE
#ISD R TAR,
[MASTER DEL ISDP1])
1- The ACK_DATA contains a PF_REQS,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ16,
with the #SCP80_ENC KEY EUICC_REQ18
4 eUICC-UT — DS | Ack DATA with POR 3- Verify the cryptographic
B checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB 009000]
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
5 DS — eUICC-UT #SPT VALUE
#ISD R TAR,
[GET ISDP1])
1- The ACK_DATA contains a PF_REQ7,
response packet PF_REQS8,
2- Decrypt the response packet Eg:gg—sggig
Wlth- the #SCP80_ENC__KEY EUICC_REOQ1S8.
6 eUICC-UT — DS | Ack DATA with POR 3- Verify the cryptographic SEC_REQ12
a checksum using -
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB 6A88]
7 Close CAT_TP session as described in section 4.2.1.4
42923 TC.ES5.MD.3: MasterDelete_ HTTPS

Test Purpose

To ensure the master deletion process is well implemented on the eUICC using HTTPS.
After ISD-P deletion, a GET STATUS command is sent to make sure that the security
domain is no longer present on the eUICC.

Referenced Requirements
PF_REQ7, PF_REQS8, PF_REQ8_1

SEC_REQ12

EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ22, EUICC_REQ42,
EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQ47, EUICC_REQ48,
EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54
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Initial Conditions
e The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported
o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and

TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be

accepted

o The following Pre-Shared Key shall be defined:
* PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.2.9.2.31 Test Sequence N°1 — Nominal Case

Initial Conditions
e #IsSD P AIDI in Disabled state

e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Step  Direction ‘ Sequence / Description Expected result

REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
3 |DS — eUICC-UT HTTPS CONTENT ( EUICC_REQ52
[MASTER DEL_ ISDP1])
1- Decrypt the TLS record PF_REQS,
with the #SCP81_PSK EUICC_REQ14,
using the cipher-suite Eg:gg—gggig
negotiated during the TLS EUICC_REQ461
handshake = EUICC_REQA47,
2- The POST URI is equalto |EUICC_REQ48,
#POST_URI EUICC_REQ52
3- The different headers are
equal to
4 |eUICC-UT - DS |15 APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
4- The HTTP content
contains a response data
equalto [R_AF 009000]
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
5 DS — eUICC-UT HTTPS_CONTENT ( EUICC_REQ52
[GET ISDP1])
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Step  Direction ‘

6 eUICC-UT — DS

Sequence / Description

TLS_APPLICATION with POR

Expected result

1- Decrypt the TLS record
with the #SCP81 PSK
using the cipher-suite
negotiated during the TLS
handshake

2- The POST URI is equal to

#POST URI

The different headers are

equal to

#HOST

#X ADMIN PROTOCOL

#X ADMIN FROM ISD R

#CONTENT TYPE

#TRANSFER _ENCODING

#X ADMIN STATUS OK

4- The HTTP content
contains a response data
equalto [R_AF 6A88]

w
1

)

PF_REQ7,
PF_REQS,
EUICC_REQ14,
EUICC_REQ16,
EUICC_REQ43,
EUICC_REQ46,
EUICC_REQ47,
EUICC_REQ48,
EUICC_REQ52,
SEC_REQ12

7 Close HTTPS session as described in section 4.2.1.7

4.2.10 ES5 (SM-SR - eUICC): EstablishISDRKeySet

4.2.101

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Conformance Requirements

Specification [2]

Requirements
e PF REQ7

e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ24, EUICC_REQ42, EUICC_REQ43,
EUICC_REQ45, EUICC_REQ46, EUICC_REQ47, EUICC_REQ48, EUICC_REQ49,
EUICC_REQ50, EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

e PROC_REQ13_1

4.2.10.2 Test Case

General Initial Condi
e None

Test Environment

Version 3.2

S

tions

Page 111 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

1
] eulCC-UT
1

ES5-EstablishISDRKevset

ES5-eUICCCapabilityAudit

——— e ——————————

4.2.10.21 TC.ESS5.EISDRK.1: EstablishISDRKeyset_SMS

Test Purpose

To ensure the ISD-R keyset establishment process is well implemented on the eUICC using
SMS. After SCP80 keys initialization on ISD-R, a new secure channel session is opened to
make sure that the new keys have been set. During the key establishment, different
parameters are used (DR, HostID) to make sure that all configurations are supported on the
eUICC. An error case is defined to test that an incorrect SM-SR certificate is rejected.

Referenced Requirements
e PF _REQ7
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,
EUICC_REQ24, EUICC REQ54

Initial Conditions
e None

4.210.2.1.1 Test Sequence N°1 — Nominal Case: No DR, No Host ID
Initial Conditions
e None

Step‘ Direction Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS_ PP ( EUICC_REQ22,
#SPT_VALUE, EUICC_REQ54
2 DS — eUICC-UT #ISD R _TAR,

[STORE_SR_CERTIF],

#FIRST_ SCRIPT)
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
PROACTIVE COMMAND PENDING:
3 euIiCC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
with the #scp80 ENC Key |EUICC_REQIS,
: e EUICC_REQ19
2- Verify the cryptographic — '
cheg(sum u)slﬁw o EUICC_REQ21,
#SCP80 AUTHgKEY EUICC_REQ22,
5 |eulcc.UT — ps | PROACTIVE COMMAND: . _KEY EUICC_REQ24,
SEND SHORT MESSAGE 3- The response data is equal |PROC_REQ13
to [R_AB 02RC] 1
4- Retrieve the {RC}
5- The {RC} length is either 16
or 32 bytes
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_ PP ( EUICC_REQ22,
4SPT_VALUE, EUICC_REQ54
#ISD R TAR,
7 DS — eUICC-UT STORE_ISDR KEYS (
#SC3_NO_DR;
{RC}),
#LAST SCRIPT)
PROACTIVE COMMAND PENDING:
8 euICC-UT — DS SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet [EUICC_REQ13,
with the #scpg0 ENc Key |EUICC_REQIS6,
: . . EUICC_REQ19
2-V th t h — '
r?rlfi ;cryir;ograp ic EUICC_REO21.
checksum using EUICC_REQ22,
#SCP80_AUTH KEY EUICC_REQ24

10 [eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

3- The response data is equal
to [R_AB_ 02RECEIPT]

4- Calculate ShS from
#SM_ESK_ECKA and
#PK_ECASD_ECKA

5- Derive keyset from ShS and
retrieve the {SCP_KENC},
{SCP_KMAC} and
{SCP_KDEK}

6- Verify the {RECEIPT} (i.e.
it shall be generated by
calculating a MAC across the
tag ‘A6’)

11 |DS — eUICC-UT

TERMINAL RESPONSE

SW='9000’
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Step‘ Direction ‘ Sequence / Description

Non-Confidential

Expected result (=)
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
ISD R TAR,
12 |DS — eUICC-UT B
[GET ISDP_ENABLED])
Use {SCP KENC}, {SCP KMAC}
and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
13 lelICC-UT - DS SEND SHORT MESSAGE
14 |DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ?7,
with the {SCP_KENC} EUICC_REQ13,
: < ; EUICC_REQ16
) 2- Verify the cryptographic — g
15 | eUICC-UT — DS PROACTIVE COMMAND: checksum using EB:%E_EES;?
SEND SHORT MESSAGE {SCP_KMAC} EUICC_REQ22,
3- The response data is equal | EUICC_REQ24
to [R_AB E3 ISDP 3F]
16 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
4.2.10.21.2 Test Sequence N°2 — Nominal case: DR, No Host ID
Initial Conditions
¢ None
Step  Direction Sequence / Description
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
SPI_VALUE, EUICC_REQ54
2 |DS — eUICC-UT #ISD R TAR,
[STORE SR _CERTIF],
#FIRST SCRIPT)
PROACTIVE COMMAND PENDING:
3 eUICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |[EUICC_REQ13,
with the #scps0 Enc key |EUICC_REQI6,
- o EUICC_REQ19
2- V th t h — '
E ”fi ?ncryﬁlograp ' EUICC_REQ21,
f#secc}?gg A;?HgKEY EUICC_REQ22,
5 eUICC-UT — DS PROACTIVE COMMAND: _ _RRd EUICC_REQ24,
SEND SHORT MESSAGE 3- The response data is equal |PROC_REQ13
to [R_AB 02RC] !
4- Retrieve the {RC}
5- The {RC} length is either 16
or 32 hytes
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_PP( EUICC_REQ22,
#SPT_VALUE, EUICC_REQ54
#ISD_R TAR,
7 |DS — eUICC-UT STORE_ISDR KEYS (
#SC3_DR;
{RC}),
#LAST SCRIPT)
PROACTIVE COMMAND PENDING:
8 |eUICC-UT = DS | gD SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |[EUICC_REQ13,
with the #scp80 ENc KEY |EUICC_REQIS6,
- e EUICC_REQ19
2- Verify the cryptographic — '
cheg(sum uZlF; o EUICC_REQ21,
9 EUICC_REQ22,
#SCP80_AUTH_KEY EUICC_REQ24
3- The response data is equal -
to [R_AB 02RECEIPT DR]
4- Calculate ShS from
PROACTIVE COMMAND: #SM_ESK_ECKA and
10 |evieeuT b SEND SHORT MESSAGE FEK_ECASD_ECKA
5- Derive keyset from ShS and
{DR} and retrieve the
{SCP_KENC}, {SCP_KMAC}
and {SCP_KDEK}
6- Verify the {RECEIPT} (i.e.
it shall be generated by
calculating a MAC across the
tags ‘A6’ and ‘85’)
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
4¥SPI_VALUE, EUICC_REQ54
ISD R TAR,
12 |ps—euicc-ut | TSP
[GET_ISDP ENABLED])
Use {SCP_KENC}, {SCP_KMAC}
and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
13 |eUICC-UT - DS SEND SHORT MESSAGE
14 |DS — eUICC-UT (FETCH
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Step‘ Direction ‘ Sequence / Description

15

eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

Non-Confidential

Expected result

1- Decrypt the response packet
with the {SCP_KENC}

2- Verify the cryptographic
checksum using
{SCP_KMAC}

3- The response data is equal
to [R_ AB E3 ISDP 3F]

)

PF_REQ7,
EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22,
EUICC_REQ24

16

DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

4.2.10.2.1.3

Initial Conditions

Test Sequence N°3 — Nominal Case: DR, Host ID

¢ None
Step  Direction Sequence / Description Expected result
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
¥SPI_VALUE, EUICC_REQ54
2 |DS — eUICC-UT #ISD R TAR,
[STORE SR _CERTIF],
#FIRST SCRIPT)
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |[EUICC_REQ13,
with the #scp80_ENc xey |EUICC_REQIS,
: . o EUICC_REQ19
2- Vi th t h — '
henfi rencryipnograp ¢ EUICC_REQZ21,
iseccpgg A;JJsTHgKEY EUICC_REQ22,
5 eUICC-UT — DS PROACTIVE COMMAND: _ _RRd EUICC_REQ24,
SEND SHORT MESSAGE 3- The response data is equal |PROC_REQ13
to [R_AB 02RC] 1
4- Retrieve the {RC}
5- The {RC} length is either 16
or 32 hytes
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_ PP ( EUICC_REQ22,
$SPI_VALUE, EUICC_REQ54
#ISD R TAR,
7 DS — eUICC-UT STORE_ISDR_KEYS (
#SC3_ DR _HOST;
{RC}),
#LAST SCRIPT)
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
PROACTIVE COMMAND PENDING:
8 euICC-UT — DS SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |[EUICC_REQ13,
with the #scp80_ENC key |EUICC_REQIS,
- e EUICC_REQ19
2- Verify the cryptographic — '
fy the cryptograp EUICC_REQ21.
checksum using EUICC_REQ22
#SCP80 AUTH KEY EUlCC_REQ24’
3- The response data is equal N
to [R_ AB_02RECEIPT DR]
4- Calculate ShS from
#SM_ESK_ECKA and
#PK_ECASD_ECKA
10 |eUICC-UT — DS PROACTIVE COMMAND: 5- Derive keyset from ShS
SEND SHORT MESSAGE (using {DR}, #HOST 1ID,
#ISD R SIN and
#ISD R SDIN) and retrieve
the {SCP_KENC},
{SCP_KMAC} and
{SCP_KDEK}
6- Verify the {RECEIPT} (i.e.
it shall be generated by
calculating a MAC across the
tags ‘A6’ and ‘85’)
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, Sligie 20
ISD R TAR,
12 |DS — eUICC-UT # - =
[GET ISDP ENABLED])
Use {SCP KENC}, {SCP_KMAC}
and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
13 |elICC-UT - DS SEND SHORT MESSAGE
14 |DS — eUICC-UT (FETCH
1- Decrypt the response packet |PF_REQ?7,
with the {SCP_KENC} EUICC_REQ13,
: i ; EUICC_REQ16
2- Verify the cryptographic — z
: . EUI REQ1
15 | eUICC-UT — DS PROACTIVE COMMAND: checksum using Eglgg_REgzil
SEND SHORT MESSAGE {SCP_KMAC} EUICC_REQ22,
3- The response data is equal EUICCIREQ24
to [R_ AB_E3 ISDP 3F]
16 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
4.210.2.1.4 Test Sequence N°4 — Error Case: Invalid SM-SR Certificate

Initial Conditions
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e None

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
2 |DS — eUICC-UT #ISD R TAR,

[STORE INVALID SR CERTIF],

#FIRST SCRIPT)

PROACTIVE COMMAND PENDING:

3 |SUICC-UT=DS | gEND SHORT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response EUICC_REQ13,

packet with the EUICC_REQ1S6,

#5SCP80_ENC_KEY EUICC_REQ19,

2- Verify the cryptographic EB:ES—EEQg

5 |euicc-uT — ps |PROACTIVE COMMAND: checksum using EUICCREG24
SEND SHORT MESSAGE #SCPBO_AUTH_KEY B

3- The response data is equal
to [R_AB 026982]

(see Note)

6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

Note: The SW may be also ‘6A80’

4.2.10.2.2 TC.ESS5.EISDRK.2: EstablishISDRKeyset_ CAT_TP

Test Purpose

To ensure the ISD-R keyset establishment process is well implemented on the eUICC using
CAT_TP. After ISD-R keys initialization, a new secure channel is opened to make sure that
the new keys have been set.

Referenced Requirements
e PF _REQ7
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQZ22, EUICC_REQ24,
EUICC_REQ53, EUICC_REQ54

Initial Conditions
e None

4.210.2.21 Test Sequence N°1 — Nominal Case: No DR, No Host ID

Initial Conditions
e None
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Direction ‘ Sequence / Description

Step Expected result 2{=(0)
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
ACK_DATA containing the result of EUICC_REQ54
SCP80_PACKET (
#SPI VALUE,
3 DS — eUICC-UT n
#ISD R TAR,
[STORE SR CERTIF],
#FIRST SCRIPT)
1- The ACK_DATA contains a EUICC_REQ13,
response packet EUICC_REQ1S,
2- Decrypt the response packet EUICC_REQ18,
with the #SCP80_ENC_KEY EUICC_REQ24
3- Verify the cryptographic
4 |eUICC-UT - DS |AcK_DATA with POR checksum using
#SCP80_AUTH_KEY
4- The response data is equal to
[R_AB 02RC]
5- Retrieve the {RC}
ACK_DATA containing the result of EUICC_REQ54
SCP80_PACKET (
#SPI_VALUE,
#ISD R TAR,
5 DS — eUICC-UT
STORE_ISDR KEYS (
#SC3 NO_DR;
{RC}),
#LAST SCRIPT)
1- The ACK_DATA contains a EUICC_REQ13,
response packet EUICC_REQ1S6,
2- Decrypt the response packet EU:CC—EEQ%Z’
with the #SCP80_ENC_KEY UICC_REQ
3- Verify the cryptographic
checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB_02RECEIPT]
5- Calculate ShS from
6 |eUICC-UT — DS |ack_DATA with POR #SM_ESK_ECKA and
#PK_ECASD_ECKA
6- Derive keyset from ShS and
retrieve the {SCP_KENC},
{scP_KMAC} and
{SCP_KDEK}
7- Verify the {RECEIPT} (i.e. it
shall be generated by
calculating a MAC across the
tag ‘A6’)
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Step  Direction ‘ Sequence / Description Expected result REQ

ACK_DATA containing the result of EUICC_REQ54
SCP80_ PACKET (
#SPI_VALUE,
7 DS — eUICC-UT #ISD R TAR,

[GET ISDP ENABLED])

Use ({SCP KENC}, {SCP_KMAC}
and {SCP_KDEK}

1- The ACK_DATA contains a PF_REQ7,
response packet EUICC_REQ13,
2- Decrypt the response packet Eg:gg—ﬁggig
with the {SCP_KENC} — ’
8 |eUICC-UT — DS | ACK_DATA with POR 3- Verify the cryptographic EUICC_REQ24
checksum using {SCP_KMAC}
4- The response data is equal to
[R_AB E3 ISDP 3F]

9 Close CAT_TP session as described in section 4.2.1.4

4.2.10.2.3 TC.ESS5.EISDRK.3: EstablishISDRKeyset_ HTTPS

Test Purpose

To ensure the ISD-R keyset establishment process is well implemented on the eUICC using
HTTPS. After ISD-R keys initialization, a new secure channel is opened to make sure that
the new keys have been set.

Referenced Requirements
e PF _REQ7
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ22, EUICC_REQ24,
EUICC_REQ42, EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQA47,
EUICC_REQ48, EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and
TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
* PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.210.2.3.1 Test Sequence N°1 — Nominal Case: No DR, No Host ID

Initial Conditions
e None
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Step‘ Direction ‘ Sequence / Description ‘

5 DS — eUICC-UT

HTTPS_CONTENT (
STORE_ISDR KEYS (
#SC3_NO_DR;
{RC}))

Expected result (=)
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
3 DS — eUICC-UT HTTPS_CONTENT ( EUICC_REQ52
[STORE SR CERTIF])

1- Decrypt the TLS record with EUICC_REQ14,
the #SCP81_PSK using the EUICC_REQ1S,
cipher-suite negotiated during Eg:gg—gggig
the TLS handshake EUICC_REQ46,

2- The POST URI is equal to EU'CC_REQ47,
#POST_URI EUICC_REQA48,

3- The different headers are EUICC_REQ52
equal to

4 #HOST
eUICC-UT — DS | TLs_APPLICATION with POR #X_ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK

4- The HTTP content contains a
response data equal to
[R_AF RC]

5- Retrieve the {RC}

TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
EUICC_REQ52
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Step‘ Direction ‘ Sequence / Description ‘

Expected result (=)

1- Decrypt the TLS record with EUICC_REQ14,
the #sCP81_PsK using the EUICC_REQ16,
cipher-suite negotiated during EUICC_REQ24,
the TLS handshake EUICC_REQA43,

X EUICC_REQ46,

2- The POST URI is equal to EUICC_REQA47
#POST_URI EUICC_REQ48,

3- The different headers are EUICC_REQ52
equal to
#HOST
#X_ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER_ENCODING
#X_ADMIN STATUS OK

6 |eUICC-UT —DS |15 APPLICATION with POR 4- The HTTP content contains a
response data equal to
[R_AF RECEIPT]

5- Calculate ShS from
#SM_ESK_ECKA and
#PK_ECASD_ ECKA

6- Derive keyset from ShS and
retrieve the {SCP_KENC},

{SCP_KMAC} and
{SCP_KDEK}

7- Verify the {RECEIPT} (i.e. it
shall be generated by
calculating a MAC across the
tag ‘A6’)

7 Close HTTPS session as described in section 4.2.1.7
ENVELOPE SMS PP ( EUICC_REQ54
#SPI_VALUE,
#ISD R TAR,
8 DS — eUICC-UT - =
[GET ISDP_ENABLED])
Use {SCP_KENC}, {SCP_KMAC}
and {SCP_KDEK}
PROACTIVE COMMAND
9 eUICC-UT —» DS |[PENDING: SEND SHORT
MESSAGE
10 |DS — eUICC-UT [FETCH

1- Decrypt the response packet |PF_REQ7,

with the {SCP_KENC} EUICC_REQ13,

] - ] EUICC_REQ16

° 2- Verify the cryptographic = z

11 | eUICC-UT — DS HNCAGINMSS0 LU PR che(g:sum u)slla g{ S(Fj)P KMAC) EUICC_REQ19,
SEND SHORT MESSAGE 9 = EUICC_REQZ21,

3- The response data is equal to | EyiCC_REQ22,
[R_AB_E3_ISDP_3F] EUICC_REQ24

12 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
Version 3.2 Page 122 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

4.2.11 ES5 (SM-SR - eUICC): FinaliselSDRhandover

42111 Conformance Requirements

References
o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ?25, EUICC_REQ42, EUICC_REQ43,
EUICC_REQ45, EUICC_REQ46, EUICC_REQA47, EUICC_REQ48, EUICC_REQ49,
EUICC_REQS50, EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

4.211.2 Test Cases

General Initial Conditions
¢ An additional keyset with the key version number #SCP80 NEW KVN is initialized

on the ISD-R

Test Environment

eUICC-UT

=

ES5-FinaliseTSDRhandover

Get keys information

e ———————————————

4.2.11.21 TC.ES5.FIH.1: FinaliselSDRhandover_SMS

Test Purpose

To ensure it is possible to delete ISD-R keys on the eUICC using SMS. After keysets
deletion, a GET DATA (TAG ‘EO’ — key information template) is sent to retrieve all the
keysets present on the ISD-R to make sure that the range of keyset has been deleted
correctly. Some error cases due to inconsistent values in commands are also defined.

Referenced Requirements
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e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,
EUICC_REQ25, EUICC_REQ54

Initial Conditions
e None

4211.21.1 Test Sequence N°1 — Nominal Case: Delete All Keys except SCP80
Keys

Initial Conditions
e None

Step  Direction Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE_SMS_PP( ELHCC_REQZZ
#SPI VALUE, EUICC_REQ54
2 |DS — eUICC-UT -
#ISD_R_TAR,

[DELETE1 KEYSETS])

PROACTIVE COMMAND PENDING:

3 |SUICC-UT = DS | gEND SHORT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response packet |EUICC_REQ13,
with the #scpg0o_Enc key |EUICC_REQIS,

: ; EUICC_REQ19
2- Verify the cryptographic — '
: . EUI REQ21
5 eUICC-UT — DS PROACTIVE COMMAND: checksum using EBISS_RESZZI
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ251
3- The response data is equal -
to [R_AB 009000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT B
#ISD R TAR,

[GET DATA EO])

PROACTIVE COMMAND PENDING:

8 |eUICC-UT = DS | gEND SHORT MESSAGE

9 DS — eUICC-UT |FETCH
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Step‘ Direction ‘ Sequence / Description

Expected result REQ
1- Decrypt the response packet |EUICC_REQ13,
with the #scp80 ENc Key |EUICC_REQIS6,
; - i’ EUICC_REQ19
2- Verify the cryptographic — g
chelgl(sum u)slli e SUISG NP,
: #SCP80 AUTHgKEY EUICC_REQ22,
10 | eUlCC.UT — Ds | PROACTIVE COMMAND: S L . |BuiccTREQ25
SEND SHORT MESSAGE 3- The response data is equa
to [R_ AB_EO0 SCP80]
(i.e.no #SCP80 NEW KVN
returned)
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI VALUE, ELlot RGeS
12 (DS — eUICC-UT B
#ISD R TAR,
[PUTKEY SCP81])
PROACTIVE COMMAND PENDING:
13 |eUICC-UT = DS | seNp SHORT MESSAGE
14 |DS — eUICC-UT |FETCH
1- Decrypt the response EUICC_REQ13,
packet with the EUICC_REQ1S6,
#5CP80_ENC_KEY Eg:gg_gggé‘i
2- Verify the cryptographic = '
PROACTIVE COMMAND: h fi ryp grap EUICC_REQ?22,
15 |eUICC-UT — DS checksum using EUICC_REQ25
SEND SHORT MESSAGE #SCP80_AUTH KEY -
3- The response data is
equal to
[R_AB PUTKEY]
4211.21.2 Test Sequence N°2 — Nominal Case: Delete All Keys except SCP80

and SCP81 Keys

Initial Conditions

e None
Step  Direction Sequence / Description Expected result
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
2 DS — eUICC-UT B
#ISD R TAR,
[DELETE2 KEYSETS])
PROACTIVE COMMAND PENDING:
3 euICC-UT - bS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
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Step‘ Direction ‘ Sequence / Description Expected result (=)

1- Decrypt the response packet |EUICC_REQ13,
with the #scpg0o_Enc key |EUICC_REQIS,

. : EUICC_REQ19
) 2- Verify the cryptographic — '
5 cUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_ﬁggg
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQZS’
3- The response data is equal N
to [R_ AB 009000]

6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
EUICC_REQ54

#SPI_VALUE,
7 DS — eUICC-UT
#ISD R TAR,

[GET DATA EO])

PROACTIVE COMMAND PENDING:

8 |eUICC-UT > DS | eNp SHORT MESSAGE

9 DS — eUICC-UT |FETCH

1- Decrypt the response packet [EUICC_REQ13,
with the #scpg0o_ENc key |EUICC_REQIS,

i i EUICC_REQ19
2- Verify the cryptographic _ ,
cheg(sum u)slli orapn EUICC_REQ21,
#5CP80 AUTHgKEY EUICC_REQ22,
: — - EUICC_REQ25
10| eulCC-UT — DS PROACTIVE COMMARD: 3- The response data is equal
SEND SHORT MESSAGE to

[R_AB EO_SCP80_SCP81]

(i.e.no #SCP80 NEW KVN

returned)

11 (DS — eUICC-UT |TERMINAL RESPONSE SW='9000’

4211.21.3 Test Sequence N°3 — Error Case: Delete All SCP80 Keys

Initial Conditions
e None

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP ( EUICC_REQ22,

#SPI_VALUE, EUICC_REQ54

2 |DS — eUICC-UT
#ISD R TAR,

[DELETE SCP80 KEYSETS])

PROACTIVE COMMAND PENDING:

3 |eVICC-UT = DS | gD SHORT MESSAGE
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Step  Direction Sequence / Description

4 DS — eUICC-UT |FETCH

Expected result

PROACTIVE COMMAND:
SEND SHORT MESSAGE

5 eUICC-UT — DS

1- Decrypt the response packet
with the #SCP80_ ENC KEY

2- Verify the cryptographic
checksum using
#SCP80_AUTH KEY

3- The response data is equal
to [R AB 6985]

EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22,
EUICC_REQ25

6 DS — eUICC-UT | TERMINAL RESPONSE

SW="9000’

4.211.2.2 TC.ES5.FIH.2: FinaliselISDRhandover_CAT_TP

Test Purpose

To ensure it is possible to delete ISD-R keys on the eUICC using CAT_TP. After keysets
deletion, a GET DATA (TAG ‘EO0’ — key information template) is sent to retrieve all the
keysets present on the ISD-R to make sure that the range of keyset has been deleted

correctly.

Referenced Requirements

e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22, EUICC_REQ?25,

EUICC_REQ53, EUICC_REQ54

Initial Conditions
e None

4211.221 Test Sequence N°1 — Nominal Case: Delete All Keys except SCP80

Keys
Initial Conditions
e None
Step  Direction Sequence / Description ‘ Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
ACK_DATA containing the result EUICC_REQ54

of

SCP80_PACKET (
3 DS — eUICC-UT #SPI VALUE,
#ISD R TAR,

[DELETE1 KEYSETS])
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Sequence / Description ‘

Non-Confidential

Step  Direction Expected result REQ
1- The ACK_DATA contains a EUICC_REQ13,
response packet EUICC_REQ1S6,
2- Decrypt the response packet EUICC_REQ18,
with the #SCP80 ENC KEY EUICC_REQ25
4 eUICC-UT — DS [ AcK DATA with POR 3- Verify the cryptographic
- checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB 009000]
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
5 DS — eUICC-UT #SPT VALUE
#ISD R TAR,
[GET DATA EO0])
1- The ACK_DATA contains a EUICC_REQ13,
response packet EUICC_REQ1S6,
2- Decrypt the response packet EUICC_REQ18,
with the #SCP80 ENC KEY SlIe 2022
3- Verify the cryptographic
6 |eUICC-UT — DS | ACK_DATA with POR checksum using
- #SCP80_AUTH KEY
4- The response data is equal to
[R_AB EO SCP80]
(i.e.no #SCP80 NEW KVN
returned)
7 Close CAT_TP session as described in section 4.2.1.4
4211.2.2.2 Test Sequence N°2 — Nominal Case: Delete All Keys except SCP80

and SCP81 Keys

Initial Conditions

e None
Step  Direction Sequence / Description ‘ Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
ACK_DATA containing the result EUICC_REQ54

of

SCP80_PACKET (

3 DS — eUICC-UT #SPT_VALUE,
#ISD R TAR,
[DELETE2 KEYSETS])
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Step  Direction Sequence / Description ‘

Expected result (=)
1- The ACK_DATA contains a EUICC_REQ13,
response packet EUICC_REQ1S6,
2- Decrypt the response packet EUICC_REQI1S,
with the #SCP80 ENC KEY EUICC_REQ25
4 eUICC-UT — DS | Ack DATA with POR 3- Verify the cryptographic
- checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB 009000]
ACK_DATA containing the result EUICC_REQ54
of
SCP80_PACKET (
2 |me celicsile #SPI VALUE
#ISD R TAR,
[GET DATA EO0])
1- The ACK_DATA contains a EUICC_REQ13,
response packet EUICC_REQ16,
2- Decrypt the response packet EUICC_REQI18,
EUICC_REQ25

6 |eUICC-UT — DS | ACK_DATA with POR

with the #SCP80 ENC KEY

3- Verify the cryptographic

checksum using
#SCP80_AUTH KEY

4- The response data is equal to

[R_ AB EO SCP80 SCP81]
(i.e.no #SCP80 NEW KVN

returned)

7 Close CAT_TP session as described in section 4.2.1.4

4211.2.3 TC.ESS5.FIH.3: FinaliselSDRhandover_HTTPS

Test Purpose

To ensure it is possible to delete ISD-R keys on the eUICC using HTTPS. After keysets
deletion, a GET DATA (TAG ‘EO’ — key information template) is sent to retrieve all the
keysets present on the ISD-R to make sure that the range of keyset has been deleted

correctly.

Referenced Requirements

e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ22, EUICC_REQ25,
EUICC_REQ42, EUICC_REQ43, EUICC_REQ45, EUICC_REQ46, EUICC_REQ47,
EUICC_REQ48, EUICC_REQ49, EUICC_REQ50, EUICC_REQ52, EUICC_REQ54

Initial Conditions

e The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported
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o Only the cipher-suites TLS_PSK WITH_AES 128 GCM_SHA256 and

TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be

accepted

o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.2.11.2.31

and SCP81 Keys

Initial Conditions

Test Sequence N°1 — Nominal Case: Delete All Keys except SCP80

e None
Step Direction Sequence / Description Expected result N=O)

1 Initialization sequence as described in section 4.2.1.1

2 Open HTTPS session on ISD-R as described in section 4.2.1.5
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,

3 |DS — eUICC-UT HTTPS CONTENT ( EUICC_REQ52

[DELETE2 KEYSETS])

1- Decrypt the TLS record EUICC_REQ14,
with the #SCP81 PSK EUICC_REQI1S6,
using the cipher-suite Eg:gg—gggig
negotiated during the TLS EUICC_REQ46,
handshake = EUICC_REQ47,

2- The POST URI is equalto |EUICC_REQ48,
#POST_URI EUICC_REQ52

3- The different headers are
equal to

4 |eUICC-UT—DS |15 APPLICATION with POR ¥HOST
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER ENCODING
#X_ADMIN STATUS_ OK

4- The HTTP content
contains a response data
equalto [R_AF 009000]

TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
5 DS — eUICC-UT EUICC_REQ52

HTTPS CONTENT (

[GET_DATA EO])
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Step Direction

6 eUICC-UT — DS

Sequence / Description

TLS_APPLICATION with POR

Expected result

1- Decrypt the TLS record
with the #SCP81 PSK
using the cipher-suite
negotiated during the TLS
handshake

2- The POST URI is equal to

#POST URI

The different headers are

equal to

#HOST

#X ADMIN PROTOCOL

#X ADMIN FROM ISD R

#CONTENT TYPE

#TRANSFER _ENCODING

#X ADMIN STATUS OK

4- The HTTP content
contains a response data
equal to

[R_AF EQ_SCP80_ SCP81

w
1

(i.e.no #SCP80 NEW KVN

returned)

)

EUICC_REQ14,
EUICC_REQ18,
EUICC_REQ25,
EUICC_REQ43,
EUICC_REQ46,
EUICC_REQ47,
EUICC_REQ48,
EUICC_REQ52

7 Close HTTPS session as described in section 4.2.1.7

4.2.12 ES5 (SM-SR - eUICC): UpdateSMSRAddressingParameters

42121

References

Conformance Requirements

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements

e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ26, EUICC_REQ42, EUICC_REQ43,
EUICC_REQ45, EUICC_REQ46, EUICC_REQ47, EUICC_REQ48, EUICC_REQ49,
EUICC_REQ50, EUICC_REQ52, EUICC_REQ53, EUICC_REQ54

4.212.2 Test Cases

General Initial Conditions

e None
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Test Environment

eUICC-UT

ES5-UpdateSMSRAddressingParameters

——————————

4.212.21 TC.ES5.USAP.1: UpdateSMSRAddrParam_SMS

Test Purpose

To ensure it is possible to update SM-SR addressing parameters on the eUICC using SMS.
Some error cases due to inconsistent values in commands are also defined.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,
EUICC_REQ26, EUICC_REQ54

Initial Conditions
e None

4212211 Test Sequence N°1 — Nominal Case: Update SMS Parameters

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

e #IsSD P AIDI in Disabled state

e #ISD P AIDI has been personalized with the following SCPO03 keys:
0 0 {SCP_KENC}, {SCP_KMAC}, {SCP_KDEK}

e No POL1 is defined on the #DEFAULT ISD P AID andonthe #ISD P AIDI1

e The SMS mode is the default way (priority orderl) to send the notification

e TP-Destination-Address has been set on #ISD_R_AID with #DEST ADDR2

e SMS-C parameters have been set on #DEFAULT ISD P AID and #ISD P AID1
with #TON NPT and #DIALING NUMBER

e For both #DEFAULT ISD P AIDand #ISD P AIDI1, TP-PID and TP-DCS are set
to default values (no specific values have been set)
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Step Direction Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
Execute the test sequence defined in section 4.2.4.2.1.1
2 (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 10 | All steps successfully executed
in order to enable the #ISD P AID1
All steps successfully executed
The TP-Destination-Address
present in the eulCC
Execute the test sequence defined in section 4.2.13.2.1.1 | Notification (SMS) is equal to
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 2 to|#DEST ADDR2 (see step 5 of
3 step 11 in order to manage the different notifications |the test sequence defined in
exchanged with the eUICC and to make sure that the | section 4.2.13.2.1.1)
Profile linked to the #ISD P AIDI1 is now enabled
- Check that TP-PID and TP-DCS
are set to default value:
e TP-PID =00’
TP-DCS = ‘04’
ENVELOPE_SMS PP ( EUICC_REQ22,
EUICC_REQ54
4 DS — eUICC- #SPI VALUE, _
ut #ISD_R_TAR,
[STORE_SMS PARAM])
5 |euicc-uT  |PROACTIVE COMMANDPENDING:
bs SEND SHORT MESSAGE
DS — eUlICC-
6 uT FETCH
1- Decrypt the response packet |EUICC_REQ13,
with the #scpg80_ENC _kKey |EUICC_REQISG,
PROACTIVE COMMAND: 2- Verify the cryptographic EUICC_REQ19,
7 eUICC-UT — checksum usin EUICC_REQZ21,
DS 9 EUICC_REQ22,
#SCP80_AUTH KEY EUICC_REQ26
SEND SHORT MESSAGE 3- The response data is equal -
to [R_AB 9000]
8 Bf — eUICC- | TERMINAL RESPONSE SW='9000
ENVELOPE_SMS PP ( EUICC_REQ17,
EUICC_REQ22,
#SPI_VALUE, EUICC_REQS54
9 DS — eUICC- #ISD P TARI,
uT SCP03_SCRIPT (
#SCP03_KVN,
[STORE_SMS PARAM MNO1]))
10 eUICC-UT — | PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
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Step

11

Direction Sequence / Description

DS — eUICC-

uT FETCH

Non-Confidential

Expected result

)

12

PROACTIVE COMMAND:
SEND SHORT MESSAGE

eUICC-UT
DS

—

1- Decrypt the response packet
with the #SCP80_ENC KEY
2- For each R-APDU received:

a. SwW="9000"
‘61087

or

EUICC_REQ13,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22,
EUICC_REQ23,
EUICC_REQ31

13

DS — eUICC-

uT TERMINAL RESPONSE

SW="9000’

14

Execute the test sequence defined in section 4.2.5.2.1.1
(TC.ES5.DISP.1:DisableProfile_SMS) from step 2 to step
10 in order to disable the #ISD P AID1

All steps executed successfully

15

Execute the test sequence defined in section 4.2.14.2.1.1
(TC.ES5.NOTIFPD.1:Notification_SMS) from step 2 to
step 11 in order to manage the different notifications
exchanged with the eUICC and to make sure that the
Profile linked to the #1SD P AIDI is now Disabled

All steps successfully executed

The TP-Destination-Address
present in the eUlCC
Notification (SMS) is equal to
#DEST ADDR (see step 5 of the
test sequence defined in section
4.2.14.2.1.1)

Check that TP-PID and TP-DCS
are set to default value:

e TP-PID =00
TP-DCS = ‘04’

EUICC_REQ26

16

Execute the test sequence defined in section 4.2.4.2.1.1
(TC.ES5.EP.1:EnableProfile_SMS) from step2 to step 10
in order to enable the #ISD P AID1

All steps successfully executed

17

Execute the test sequence defined in section 4.2.13.2.1.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 2 to
step 11 in order to manage the different notifications
exchanged with the eUICC and to make sure that the
Profile linked to the #1SD_P AIDI is now enabled

All steps successfully executed

The TP-Destination-Address
present in the eUlCC
Notification (SMS) is equal to
#DEST_ADDR (see step 5 of the
test sequence defined in section
4.2.13.2.1.1)

Check that TP-PID and TP-DCS
are the values set in Step 9 :

e TP-PID is set to #PID
TP-DCS is set to #DCS

4.2.12.2.1.2 Test Sequence N°2 — Nominal Case: Update SMS Parameters with
Profiles-Specific SM-SR Destination Addresses

Initial Conditions
#DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)
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#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

#ISD_P AID1 in Disabled state

No POL1 is defined on the #DEFAULT ISD P AID and onthe #ISD P AID1
The SMS mode is the default way (priority orderl) to send the notification
TP-Destination-Address has been seton #ISD R AID with #DEST ADDR
SMS-C parameters have been set on #DEFAULT ISD P AID and #ISD P AID1

with #TON NPT and #DIALING NUMBER

Step Direction Sequence / Description Expected result =)
1 Initialization sequence as described in section 4.2.1.1
Set a specific SM-SR destination address on both Profiles (#DEFAULT_ISD_P_AID and on the #ISD_P_AID1)
ENVELOPE_SMS PP ( EUICC_REQ22,
EUICC_REQ54
5 DS — eUICC- #SPI VALUE, -
ut #ISD_R_TAR,
[STORE SMS PARAM ISDPS])
4 |euicc:uT  —|PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
DS — eUlICC-
4 0T FETCH
1- Decrypt the response EUICC_REQ13,
packet with the EUICC_REQ1S6,
#SCP80_ENC_KEY EUICC_REQ19,
. |euiccuT  |PROACTIVE COMMAND: 2- Verify the cryptographic Eg:gg—gggg
DS SEND SHORT MESSAGE checksum using EUICC_REQ26
#SCP80_AUTH KEY -
3- The response data is equal
to [R_AB_9000]
Execute the test sequence defined in section 4.2.4.2.1.1
6 (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 10 | All steps successfully executed
in order to enable the #ISD P AID1
All steps successfully executed [EUICC_REQ26
Execute the test sequence defined in section 4.2.13.2.1.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 2 to|The TP-Destination-Address
7 step 11 in order to manage the different notifications | present in the eUICC
exchanged with the eUICC and to make sure that the | Notification (SMS) is equal to
Profile linked to the #1SD_P AIDI is now enabled #DEST ADDR3 (see step 5 of
the test sequence defined in
section 4.2.13.2.1.1)
Execute the test sequence defined in section 4.2.5.2.1.1
8 (TC.ES5.DISP.1:DisableProfile_SMS) from step 2 to step | All steps executed successfully
10 in order to disable the #ISD P AIDI1
Version 3.2 Page 135 of 592




GSM Association
SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Non-Confidential

Step Direction Sequence / Description Expected result REQ
All steps successfully executed |EUICC_REQ26
Execute the test sequence defined in section 4.2.14.2.1.1
(TC.ES5.NOTIFPD.1:Notification_SMS) from step 2 to|The TP-Destination-Address
9 step 11 in order to manage the different notifications | present in the eUICC
exchanged with the eUICC and to make sure that the | Notification (SMS) is equal to
Profile linked to the #ISD_P_AID1 is now Disabled #DEST ADDR2 (see step 5 of
the test sequence defined in
section 4.2.14.2.1.1)
Set a specific SM-SR destination address only on the Default Profile (#DEFAULT_ISD_P_AID)
ENVELOPE_SMS PP ( EUICC_REQ22,
EUICC_REQ54
10 DS — eUICC- #SPI VALUE,
ut #ISD_R_TAR,
[STORE_SMS PARAM ISDP])
11 |euiccut | PROACTIVE COMMAND PENDING:
DS SEND SHORT MESSAGE
DS — eUICC-
12 uT FETCH
1- Decrypt the response EUICC_REQ13,
packet with the EUICC_REQ1S6,
#SCP80_ENC_KEY EUICC_REQ19,
13 |euicCUT | PROACTIVE COMMAND: 2- Verify the cryptographic Eﬂ:gg—gggg
DS SEND SHORT MESSAGE checksum using EUICC_REQ26
#SCP80_AUTH KEY -
3- The response data is equal
to [R_AB_9000]
Execute the test sequence defined in section 4.2.4.2.1.1
14 | (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 10| 5| steps successfully executed
in order to enable the #1SD P AID1
All steps successfully executed [EUICC_REQ26
Execute the test sequence defined in section 4.2.13.2.1.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 2 to |y TP-Destination-Address
15 |step 11 in order to manage the different notifications present in the eUICC
exchanged with the eUICC and to make sure that the | \qtification (SMS) is equal to
Profile linked to the #1SD_P AIDI is now enabled #DEST ADDR (see step 5 of the
test sequence defined in section
4.2.13.2.1.1)
4.2.12.2.1.3 Test Sequence N°3 — Error Case: Update CAT_TP Parameters when
CAT_TP Not Supported
Initial Conditions
e None
Step Direction ‘ Sequence / Description Expected result REQ
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Step Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQZ22,
¥SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[STORE _CATTP PARAM])
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
with the #scp80_ENC Key |EUICC_REQIS,
: e EUICC_REQ19
) 2- Verify the cryptographic — '
5 eUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_ﬁgggé
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ26
3- The response data is equal B
to [R_AB 6A80]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

4.2.12.2.1.4 Test Sequence N°4 — Error Case: Update HTTPS Parameters when HTTPS

Not Supported
Initial Conditions
e None
Step Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
SPI_VALUE, EUICC_REQ54
2 DS — eUICC-UT
#ISD R TAR,
[STORE_HTTPS PARAM])
PROACTIVE COMMAND PENDING:
8 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |[EUICC_REQ13,
with the #scps80 _Enc key |EUICC_REQI6,
PROACTIVE COMMAND: 2- Verify the cryptographic Eﬁ:gg_gggi
5 |eulCcC-UT — DS : checksum using EUICC_REQZZI
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ26,
3- The response data is equal -
to [R_AB 6A80]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
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4.212.2.2 TC.ES5.USAP.2: UpdateSMSRAddrParam_CAT_TP

4212.2.21 Test Sequence N°1 — Nominal Case: Update CAT_TP Parameters

Initial Conditions
e None

Step Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2

ACK_DATA containing the result EUICC_REQ54
of

SCP80_PACKET (
3 DS — eUICC-UT ¥SPI_VALUE,
#ISD R TAR,

[STORE CATTP PARAM])

1- The ACK_DATA contains a |EUICC_REQ13,
response packet EUICC_REQ16,

2- Decrypt the response packet EUICC_REQI8,
with the #SCP80_ ENC_KEY EUICC_REQ26

4 eUICC-UT — DS ACK_DATA with POR 3- Verify the cryptographic
checksum using
#SCP80_AUTH_KEY

4- The response data is equal
to [R_AB 9000]

5 Close CAT_TP session as described in section 4.2.1.4

4212.2.3 TC.ES5.USAP.3: UpdateSMSRAddrParam_HTTPS

Test Purpose

To ensure it is possible to update SM-SR addressing parameters on the eUICC using
HTTPS.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ22, EUICC_REQ26,
EUICC_REQA42, EUICC_REQA43, EUICC_REQ45, EUICC_REQ46, EUICC_REQ47,
EUICC_REQ48, EUICC_REQA49, EUICC_REQS50, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES_128 GCM_SHA256 and
TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted
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4.2.12.2.31

Non-Confidential

o The following Pre-Shared Key shall be defined:

= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

Initial Conditions
#DEFAUT ISD_ P AID in Enabled state (shall be the initial state of the eUICC)

#DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

#ISD_P AIDI1 in Disabled state

Test Sequence N°1 — Nominal Case: Update HTTPS Parameters

No POL1 is defined on the #DEFAULT ISD P AID andonthe #ISD P AIDI1
The HTTP mode is the default way (priority order 1) to send the notification in both

#DEFAULT ISD P AID and #ISD P AID1

HTTPS Connectivity Parameters have been set on #ISD R AID with #TCP PORT,

#IP VALUE2, #ADMIN HOST,

#SCP81 KEY ID and #ADMIN URI
HTTPS Connectivity Parameters have been set on #ISD P AID1 and on the

#AGENT 1D,

#PSK_ID,

#SCP81_KVN,

#DEFAULT ISD P AID with #BEARER DESCRIPTION, #NAN VALUE, #LOGIN
and #PwD
Step Direction Sequence / Description Expected result
1 Initialization sequence as described in section 4.2.1.1
Execute the test sequence defined in section 4.2.4.2.3 | All steps successfully executed
2 (TC.ES5.EP.3:EnableProfile_HTTPS) from step 2 to
step 9 in order to enable the #I1SD_P AID1
Execute the test sequence defined in section |All Steps successfully executed
4.2.132.3.1 (TC.ES5.NOTIFPE.3:Notification_HTTPS) |The Data Destination-Address
3 |from step 2 to step 14 in order to manage the different| present in the OPEN CHANNEL
notifications exchanged with the eUICC and to make |is equal to #1p VALUE2 (see
sure that the Profile linked to the #ISD P AIDI is now step 5 of the test sequence
Enabled defined in section 4.2.13.2.3.1)
ENVELOPE_SMS_ PP ( EUICC_REQ22,
4 |PS — eulCC- #SPI_VALUE, EUICC_REQ54
ut #ISD R TAR,
STORE HTTPS PARAM)
DS — eUICC-
5 uT FETCH
1- Decrypt the response packet | EUICC_REQ13,
with the #scp80 EnNc key |EUICC_REQIS,
; i EUICC_REQ19
. 2- Verify the cryptographic - '
eUICC-UT > |PROACTIVE COMMAND: ify the cryptographi EUICC_REQ21,
6 DS checksum using EUICC_REQ22
SEND SHORT MESSAGE — '
#SCPBO_AUTH_KEY. EUICC_REQ26
3- The response data is equal to
[R_AB_9000]
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Step‘ Direction Sequence / Description Expected result REQ

Execute the test sequence defined in section 4.2.5.2.1.1
7 (TC.ES5.DISP.1:DisableProfile_SMS) from step 2 to |All steps successfully executed
step 10 in order to disable the #1SD P AID1

4213231 (TC.ES5.NOTIFPE.3:Notification_HTTPS) [The Data Destination-Address
g |from step 2 to step 14 in order to manage the different | yresent in the OPEN CHANNEL

notifications exchanged with the eUICC and to make |ig equal to #IP VALUE (see
sure that the Profile linked to the #ISD P AIDI is now step 5 of the test sequence

Disabled defined in section 4.2.13.2.3.1)

Execute the test sequence defined in section|All steps successfully executed |EUICC_REQ26

9 Close HTTPS session as described in section 4.2.1.7

4.2.13 ES5 (SM-SR - eUICC): Notification on Profile Enabling

4.2.13.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements

e PF_REQ4, PF_REQ7

¢ PM_REQ3, PM_REQ4

¢ PROC_REQ6, PROC_REQ8, PROC_REQ20, PROC_REQ2, PROC_REQ5 1

e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ27, EUICC_REQ29, EUICC_REQ43,
EUICC_REQ45, EUICC_REQ46, EUICC_REQ47, EUICC_REQ48, EUICC_REQA49,
EUICC_REQ50, EUICC_REQ54

4.213.2 Test Cases

General Initial Conditions
e The #ISD P AIDI1 has just been Enabled
o REFRESH proactive command has been sent by the eUICC
o To Enable this Profile, the Profile enabling process shall be used (i.e. the test
sequence defined in section 4.2.4.2.1.1 may be executed)
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Test Environment
S |
1 I
i : eUICC-UT
I'“'I'“"'

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES5-eUICCCapabilityAudit

4.2.13.21 TC.ES5.NOTIFPE.1: Notification_SMS

Test Purpose
To ensure SMS notification procedure is well implemented when a Profile is Enabled.

Note: As the update of the lifecycle states may become effective after the REFRESH
command, the check of the lifecycle states of the Profiles is performed in this test case.

Referenced Requirements
e PF _REQ4, PF_REQ7
¢ PM_REQS3, PM_REQ4
¢ PROC_REQ6, PROC_REQ8, PROC_REQ20, PROC_REQ5 1
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQZ21, EUICC_REQZ22,
EUICC_REQ27, EUICC_REQ29, EUICC_REQ54

Initial Conditions
e The SMS mode is the default way (priority order 1) to send the notification

e TP-Destination-Address has been set on #ISD R AID with #DEST ADDR

e SMS-C parameters have been set on #ISD_P AID1 with #TON NPI and
#DIALING NUMBER

4.213.21.1 Test Sequence N°1 — Nominal Case: No Follow-up Activities

Initial Conditions
¢ No POL1 defined in the previous Enabled ISD-P (i.e. #DEFAULT ISD P AID)

Step‘ Direction Sequence / Description Expected result N=)
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
1 DS — eUICC-UT |RESET ATR returned by eUICC
) Toolkit initialization
DS — eUICC-UT |[TERMINAL_PROFILE] see Note 2 and Note 3
PROACTIVE COMMAND PENDING:
3 euIiCC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- The TP-Destination-Address |EUICC_REQ16,
is equal to #DEST ADDR EUICC_REQ?27,
ec EUICC_REQ54
2- The SMS-C address is equal — '
48 | prOC REQ20,
to #TON NPI +
#DIALING NUMBER
3- The SPI is equal to
#SPI_NOTIF
5 cUICC-UT — DS PROACTIVE COMMAND: 4- Vr?“f?,( th;ancryir:ographlc
SEND SHORT MESSAGE checksum using
#SCP80_AUTH KEY
5- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE
(see Note 1)
6- Extract the
{NOTIF NUMBER}
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS PP ( PROC_REQ20,
4SPT VALUE, EUICC_REQ54
7 DS — eUICC-UT N
#ISD R TAR,
[NOTIF _CONFIRMATION])
PROACTIVE COMMAND PENDING:
8 euICC-UT — DS SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |[EUICC_REQ13,
with the #scps8o Enc keEy |EUICC_REQI1S6,
; o . EUICC_REQ19
2- Verify the cryptographic — '
: . EUI REQ21
10 |euicc-uT - DS PROACTIVE COMMAND: checksum using Eglgg_RESZZl
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ291
3- The response data is equal PROC__REQZO

to [R_AB NOTIF]

11 (DS — eUICC-UT

TERMINAL RESPONSE

SW='9000’
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Step‘ Direction ‘ Sequence / Description
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Expected result REQ
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
12 |DS — eUICC-UT #ISD R TAR,
[GET ISDP1];
[GET DEFAULT ISDP])
PROACTIVE COMMAND PENDING:
13 |eVICC-UT = DS | sEND SHORT MESSAGE
14 |DS — eUICC-UT (FETCH
1- Decrypt the response packet |PM_REQ3,
with the #scpg0o_ENC KEy |PM_REQ4,
2- Verify the cryptographic PF_REQA4,
PROACTIVE COMMAND: checksum using PF_REQY,
15 | eUICC-UT — DS EUICC_REQ13,
SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ18,
3- The response data is equal | EUICC_REQ19,
to EUICC_REQ21,
[R_AB E3 IsSDP LIST1] |EUICC_REQ22
16 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’

Note 1: The tag ‘14’ (or 94°) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03’) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4213.21.2 Test Sequence N°2 — Nominal Case: Follow-up Activity

Initial Conditions
e The previous Enabled ISD-P’s (i.e. #DEFAULT ISD P AID) POLI contains the rule

“Profile deletion is mandatory when it is disabled”

Step‘ Direction ‘ Sequence / Description Expected result REQ

1 DS — eUICC-UT |RESET ATR returned by eUICC

Toolkit initialization
2 DS — eUICC-UT |[TERMINAL_PROFILE]

see Note 2 and Note 3

PROACTIVE COMMAND PENDING:

3 |eVICC-UT > DS | seNp SHORT MESSAGE

4 DS — eUICC-UT |FETCH
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
1- The TP-Destination-Address |EUICC_REQ16,
is equal to #DEST ADDR EUICC_REQ?27,
e EUICC_REQ54
2- The SMS-C address is equal — '
& | prROC REQ20
to #TON NPI +
#DIALING NUMBER
3- The SPI is equal to
#SPI_NOTIF
5 eUICC-UT — DS PROACTIVE COMMAND: 4- V:nfi the cryptographlc
SEND SHORT MESSAGE checksum using
#SCP80_AUTH KEY
5- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE
(see Note 1)
6- Extract the
{NOTIF NUMBER}
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_PP ( PROC_REQ20,
#SPT_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD R TAR,
[NOTIF CONFIRMATION])
PROACTIVE COMMAND PENDING:
8 |eUICC-UT = DS | qpNp SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
with the #scps8o Enc keEy |EUICC_REQI1S6,
; o . EUICC_REQ19
2- Verify the cryptographic — '
: . EUICC_REQ21
10 |eulCC-UT — DS PROACTIVE COMMAND: checksum using EUICC_RE822,
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ291
3- The response data is equal PROC__REQZO
to [R_AB NOTIF1]
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS_ PP ( EUICC_REQ54

12 |DS — eUICC-UT

#SPI_VALUE,
#ISD R TAR,

[GET DEFAULT ISDP])

13 |eUICC-UT — DS

PROACTIVE COMMAND PENDING:

SEND SHORT MESSAGE

14 |DS — eUICC-UT

FETCH
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Step‘ Direction ‘ Sequence / Description Expected result (=)

1- Decrypt the response packet |PF_REQ?7,
with the #scp80 ENC KEy |EUICC_REQ1S,
; . o EUICC_REQ16
) 2- Verify the cryptographic — g
15 |eUICC-UT — DS PROACTIVE COMMAND: checksum using Eg:gg_ﬁggéi,
SEND SHORT MESSAGE | . #SCP80_AUTH KEY EU|CC—REQ22’
3- The response data is equal EUICCZREQ29
to [R_AB 6A88]
16 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’

Note 1: The tag ‘14’ (or ‘94’) with the IMEI value and the tag ‘6D’ (or 'ED’) with the MEID provided in the TERMINAL
RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE((successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4.213.21.3 Test Sequence N°3 — Nominal Case: No Follow-up Activities when
the Profile is set with the Fall-Back Attribute and POL1 “Profile
deletion is mandatory when its state is changed to disabled”

Initial Conditions

o POL1 “Profile deletion is mandatory when its state is changed to disabled” is defined
in the previous Enabled ISD-P (i.e. #DEFAULT ISD P AID)

Step‘ Direction ‘ Sequence / Description Expected result REQ

1 |ps_ eulcC-UT |RESET ATR returned by eUICC

Toolkit initialization

DS — eUICC-UT |[TERMINAL_PROFILE] see Note 2 and Note 3

PROACTIVE COMMAND PENDING:

3 |eUICC-UT = DS | gEND SHORT MESSAGE

4 DS — eUICC-UT |FETCH
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Step‘ Direction ‘ Sequence / Description

Expected result REQ
1- The TP-Destination- EUICC_REQ16,
Address is equal to EUICC_REQ27,
#DEST ADDR EUICC_REQ54,
2- The SMS-C address is equal PROC_REQZ0,
to #TON NPI +
#DIALING NUMBER
3- The SPI is equal to
] #SPI_NOTIF
5 eUICC-UT — DS PROACTIVE COMMAND: 4- Verify the cryptographic
SEND SHORT MESSAGE checksum using
#SCP80_AUTH KEY
5- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE
(see Note 1)
6- Extract the
{NOTIF NUMBER}
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS PP ( PROC_REQ?20,
#SPI VALUE, EUICC_REQ54
7 DS — eUICC-UT n
#ISD R TAR,
[NOTIF CONFIRMATION])
PROACTIVE COMMAND PENDING:
8 euICC-UT - bS SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response EUICC_REQ13,
packet with the EUICC_REQ1S6,
#SCP80_ENC_KEY Eﬁ:gg_gggéi
10 |eUlCCUT > DS |PROACTIVE COMMAND: 2- Verify the cryptographic EUICC_REQ22,
e Y= checksum using EUICC REQ20
SEND SHORT MESSAGE #SCP8O_AUTH KEY PROC REQ20.
3- The response data is equal
to [R_ AB_NOTIF] EROC—REQS—
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS_ PP ( EUICC_REQ22,
$SPI_VALUE, EUICC_REQ54
12 |DS — eUICC-UT #ISD R TAR,

[GET_ISDP1];
[GET DEFAULT ISDP])

13 |eUICC-UT — DS

PROACTIVE COMMAND PENDING:

SEND SHORT MESSAGE

14 |DS — eUICC-UT

FETCH
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Step‘ Direction ‘ Sequence / Description Expected result (=)

1- Decrypt the response PM_REQ3,

packet with the PM_REQA4,

#SCP80_ENC_KEY PF_REQ4,
2- Verify the cryptographic EETEEQR?E 13
PROACTIVE COMMAND: checksum using —REQLS,
59 || cUlEer= B #SCP80 AUTH KEY EUICC_REQ16,
SEND SHORT MESSAGE = = EUICC_REQ19,
3- The response data is equal EUICC_REQ21,
to EUICC_REQ22,
[R_ AB E3 ISDP LIST1] PROC_REQ5_

1
16 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’

Note 1: The tag ‘14’ (or ‘94°) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4.213.21.4 Test Sequence N°4 — Error Case: SM-SR Unreachable

Initial Conditions
¢ No POL1 defined in the previous Enabled ISD-P (i.e. #DEFAULT ISD P AID)

Step ‘ Direction Sequence / Description ‘ Expected result REQ
1 DS — eUICC-UT |RESET ATR returned by eUICC

Toolkit initialization

2 DS — eUICC-UT |[TERMINAL_PROFILE]
see Note 2 and Note 3

PROACTIVE COMMAND
3 eUICC-UT — DS | PENDING: SEND SHORT
MESSAGE

4 DS — eUICC-UT |FETCH
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Step ‘ Direction

eUICC-UT — DS

Sequence / Description ‘

PROACTIVE COMMAND:
SEND SHORT MESSAGE

Non-Confidential

Expected result

1- The TP-Destination-Address is
equal to #DEST ADDR

2- The SMS-C address is equal to
#TON_NPI +
#DIALING NUMBER

3- The SPI is equal to
#SPI_NOTIF

4- Verify the cryptographic
checksum using
#SCP80_AUTH KEY

5- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE
(see Note 1)

6- Extractthe {NOTIF NUMBER}

REQ

EUICC_REQ186,
EUICC_REQ27,
EUICC_REQ54,
PROC_REQ20

DS — eUICC-UT

TERMINAL RESPONSE

Loop while maximum retries number is not reached

(The maximum number of retries SHALL be given by the EUM to the Test Tool Provider)

eUICC-UT — DS

PROACTIVE
PENDING:
MESSAGE

See Note 4

COMMAND

SEND SHORT

This proactive command MAY be
triggered by either an
ENVELOPE(TIMER
MANAGEMENT) or a STATUS
command (maximum number of
STATUS commands SHALL be
given by the EUM to the Test Tool
Provider)

EUICC_REQ27,
PROC_REQS,
PROC_REQS,
PROC_REQ20

DS — eUICC-UT

FETCH

eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

1- The TP-Destination-Address is
equal to #DEST ADDR

2- The SMS-C address is equal to
#TON_NPI +
#DIALING NUMBER

3- The SPI is equal to
#SPI_NOTIF

4- Verify the cryptographic
checksum using
#SCP80_AUTH KEY

5- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE
(see Note 1)

6- Extractthe {NOTIF_ NUMBER} :
it shall be the same as the
previous one

EUICC_REQ186,
EUICC_REQ27,
EUICC_REQ54,
PROC_REQS,
PROC_REQS,
PROC_REQ20

10

DS — eUICC-UT

TERMINAL RESPONSE

End loop
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Step ‘ Direction

Sequence / Description ‘

Expected result REQ
This proactive command MAY be |EUICC_REQ27,
triggered by either an | PROC_REQS6,
ENVELOPE(TIMER PROC_REQS,
PROACTIVE COMMAND | MANAGEMENT) or a STATUS|PROC_REQ20
11 |euicc-UT — DS |PENDING: REFRESH command (maximum number of
S te 4 STATUS commands SHALL be
ee note given by the EUM to the Test Tool
Provider)
12 |DS — eUICC-UT |FETCH
. PM_REQ3,
13 |eUICC-UT — DS PROACTIVE COMMAND: PROC_REQS,
REFRESH PROC_REQ8
14 (DS — eUICC-UT |RESET ATR returned by eUICC
15 |Initialization sequence as described in section 4.2.1.1
PROACTIVE COMMAND
16 [eUICC-UT — DS [PENDING: SEND SHORT
MESSAGE
17 (DS — eUICC-UT |FETCH
1- The TP-Destination-Address is |EUICC_REQ16,
equal to #DEST_ADDR EUICC_REQ27,
2- The SPl is equal to EUICC_REQ54,
#SPI NOTIF PROC_REQES,
T . PROC_REQ8
3- Verify the cryptographic
checksum using
: #SCP80 AUTH KEY
18 |euICC-UT -~ DS PROACTIVE COMMAND: 4- The secared da_ta shall only
SEND SHORT MESSAGE :
contain the TLV
#NOTIF ROLL_ BACK
(see Note 1)
5- Extractthe {NOTIF NUMBER} :
it shall not be the same as the
previous one
19 |DS — eUICC-UT | TERMINAL RESPONSE SW='9000’
ENVELOPE_SMS PP ( PROC_REQS,
PROC_REQ8
#SPI VALUE, - !
20 |DS — eUICC-UT - EUICC_REQ54
#ISD R TAR,
[NOTIF_CONFIRMATION])
PROACTIVE COMMAND
21 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
22 |DS — eUICC-UT |FETCH
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Step ‘ Direction Sequence / Description ‘ Expected result REQ

1- Decrypt the response packet EUICC_REQ13,
with the #SCP80_ENC_KEY EUICC_REQI16,

- ; EUICC_REQ19
2- Verify the cryptographic — '
PROACTIVE COMMAND: ty yp grap EUICC_REQ21,
23 |eulCC-UT — DS checksum using EUICC_REQ22
SEND SHORT MESSAGE 2. #SCP80 AUTH KEY EUICC_REQ29,

3- The response data is equal to PROC__REQG,

[R_AB NOTIF] PROC_REQ8

24 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

ENVELOPE SMS PP ( EUICC_REQ54

#SPI VALUE,
25 DS — eUICC-UT
#ISD R TAR,

[GET ISDP ENABLED])

PROACTIVE COMMAND
26 | eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE

27 |DS — eUICC-UT |FETCH

1- Decrypt the response packet PM_REQ3,
with the #SCP80_ENC_KEY PM_REQA4,

: : PF_REQ7
2- Verify the cryptographic — !

ify the cryptographi PROC_REQS,

checksum using PROC_REQS
7 GUICEUT s B || FROHETINE RN #SCP80_AUTH_KEY EUICC_REQ13,
SEND SHORT MESSAGE 3- The response data is equalto | EUICC_REQ16,
[R_AB E3 ISDP 3F] EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22,
EUICC_REQ29

29 |DS — eUICC-UT | TERMINAL RESPONSE SW="9000"

Note 1: The tag ‘14’ (or 94°) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03’) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

Note 4: It is assumed that some proactive commands TIMER MANAGEMENT or POLL INTERVALL may be sent by
the eUICC between iterations of the loop. The Device Simulator shall honor these commands as per section 3.2.1.1

4.2.13.2.2 TC.ES5.NOTIFPE.2: Notification_CAT_TP

Test Purpose

To ensure CAT_TP notification procedure is well implemented when a Profile is Enabled.
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Note: As the update of the lifecycle states may become effective after the REFRESH
command, the check of the lifecycle states of the Profiles is performed in this test case.

Referenced Requirements
e PF_REQ4, PF_REQ7
e PM_REQ3, PM_REQ4
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19, EUICC_REQZ21,
EUICC_REQ22, EUICC_REQ27, EUICC_REQ29, EUICC_REQ54

Initial Conditions

e The CAT_TP mode is the default way (priority order 1) to send the notification

4.213.2.21 Test Sequence N°1 — Nominal Case: No Follow-up Activities

Initial Conditions

¢ No POL1 defined in the previous Enabled ISD-P (i.e. #DEFAULT ISD P AID)
e CAT_TP Connectivity Parameters have been set on #ISD R AID with
#UDP_PORT, #CAT TP PORT and #IP VALUE

o CAT_TP Connectivity Parameters have been set

#BEARER DESCRIPTION, #NAN VALUE, #LOGIN and #PWD

on #ISD P AID1 with

Step  Direction

1 DS — eUICC-UT

Sequence / Description

RESET

Expected result

ATR returned by eUICC

2 DS — eUICC-UT

[TERMINAL_PROFILE]

Toolkit initialization

see Note 2 and Note 3

3 eUICC-UT — DS

PROACTIVE COMMAND PENDING:
OPEN CHANNEL

3.

4 DS — eUICC-UT

FETCH

5 eUICC-UT — DS

PROACTIVE COMMAND:
OPEN CHANNEL

1- The bearer description is
equal to
#BEARER DESCRIPTION

2- The NAN is equal to
#NAN_ VALUE

3- The port is equal to
#UDP_PORT

4- The IP is equal to
#IP_VALUE

5- The login/password are
equal to #LOGIN/#PWD

EUICC_REQ18,
EUICC_REQ27

6 DS — eUICC-UT

TERMINAL RESPONSE

For readability reason, the proactive commands are not fully specified in the next steps.

The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.
The CAT_TP PDU used here after shall be compliant with the Annex G.
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Step ‘ Direction ‘ Sequence / Description Expected result =)
The identification data may|EUICC_REQ18
7 |eviCC-UT—DS |SYN contain the #EID
8 DS — eUICC-UT |SYN_ACK
9 eUICC-UT —» DS |aAcK NO DATA The CAT_TP session is open. |EUICC_REQ18
1- The ACK_DATA containsa |EUICC_REQ16,
command packet EUICC_REQ18,
2- The SPl is equal to EUICC_REQ27,
#SPI_NOTIF EUICC_REQ54
3- Verify the cryptographic
checksum using
10 |eUICC-UT — DS [ACK_DATA containing the| #sSCP80 AUTH KEY
notification 4- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE
(see Note 1)
5- Extract the
{NOTIF NUMBER}
ACK_DATA containing the result of EUICC_REQ54
SCP80_PACKET (
11 |DS — eUICC-UT #SPI_VALUE,
#ISD R TAR,
[NOTIF CONFIRMATION])
1- The ACK_DATA containsa |EUICC_REQ13,
response packet EUICC_REQ16,
2- Decrypt the response packet EUICC_REQ18,
with the #SCP80_ ENC_KEY EUICC_REQ29
12 |eUICC-UT —» DS |AcK DATA with POR 3- Verify the cryptographic
- checksum using
#SCP80_AUTH KEY
4- The response data is equal
to [R_AB NOTIF]
13 |Close CAT_TP session as described in section 4.2.1.4
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
14 (DS — eUICC-UT #ISD R TAR,
[GET ISDP1];
[GET DEFAULT ISDP])
PROACTIVE COMMAND PENDING:
15 |eUICC-UT = DS | gD SHORT MESSAGE
16 |DS — eUICC-UT |rgTCH
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Step‘ Direction ‘ Sequence / Description Expected result =)

1- Decrypt the response packet |PM_REQ3,
with the #scpg0_ENC KEy |PM_REQ4,

2- Verify the cryptographic EE—SES?
17 | euicc-UT - DS PROACTIVE COMMAND: ;gchkggmAﬂiggKEY EUICC_REQ13,
SEND SHORT MESSAGE = =" EUICC_REQ16,
3- The response data is equal | EUICC_REQ19,
to EUICC_REQ21,

[R_AB E3 ISDP LISTI1] EUICC_REQ22

18 |DS — eUVICC-UT |TERMINAL RESPONSE SW=000:

Note 1: The tag ‘14’ (or ‘94°) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03’) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4.2.13.2.3 TC.ES5.NOTIFPE.3: Notification_HTTPS

Test Purpose

To ensure HTTPS notification procedure is well implemented when a Profile is Enabled.

Note: As the update of the lifecycle states may become effective after the REFRESH
command, the check of the lifecycle states of the Profiles is performed in this test case.

Referenced Requirements

e PF_REQ4, PF_REQ7

e PM_REQ3, PM_REQ4

¢ PROC_REQ21

e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ19, EUICC_REQ?21,
EUICC_REQ22, EUICC_REQ27, EUICC_REQ29, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQA47, EUICC_REQA48, EUICC_REQA49, EUICC_REQ50,
EUICC_REQ52, EUICC_REQ54

Initial Conditions
e The HTTPS mode is the default way (priority order 1) to send the notification
e The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported
o Only the cipher-suites TLS_PSK_WITH_AES_128 GCM_SHA256 and
TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted
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o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.213.2.3.1 Test Sequence N°1 — Nominal Case: No Follow-up Activities

Initial Conditions
¢ No POL1 defined in the previous Enabled ISD-P (i.e. #DEFAULT ISD P AID)
o HTTPS Connectivity Parameters have been set on #ISD R AID with #TCP PORT,
#IP VALUE, #ADMIN HOST, #AGENT ID, #PS_K__ID, #SCP81__KVN,
#SCP81 KEY ID and #ADMIN URI

e HTTPS Connectivity Parameters have been set on #ISD P AID1 with

#BEARER DESCRIPTION, #NAN VALUE, #LOGIN and #PWD

Step  Direction Sequence / Description Expected result
1 DS — eUICC-UT |RESET ATR returned by eUICC
Toolkit initialization
2 DS — eUICC-UT |[TERMINAL_PROFILE]
see Note 2 and Note 3
PROACTIVE COMMAND PENDING:
3 eUICC-UT — DS OPEN CHANNEL
4 DS — eUICC-UT |FETCH
1- The bearer description is EUICC_REQ13,
equal to EUICC_REQ14,
#BEARER DESCRIPTION PROC_REQ21
2- The NAN is equal to
#NAN_ VALUE
5 eUICC-UT — DS PROACTIVE COMMAND: 3- The port is equal to
OPEN CHANNEL #TCP_PORT
4- The IP is equal to
#IP_VALUE
5- The login/password are
equal to #LOGIN/#PWD
6 DS — eUICC-UT |TERMINAL RESPONSE
For readability reason, the proactive commands are not fully specified in the next steps.
The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.
The TLS records used here after shall be compliant with the 0.
The CLIENT_HELLO shall|EUICC_REQ14,
contain at least one of the|EUICC REQ43,
! eUICC-UT - DS | TLS_CLIENT_HELLO cipher-suites accepted by the |PROC_REQ21
HTTPS server.
TLS_SERVER_HELLO PROC_REQ21
8 DS — eUICC-UT |and
TLS_SERVER_HELLO_DONE
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
TLS_CLIENT_KEY_EXCHANGE The CLIENT_KEY_EXCHANGE | EUICC_REQ14,
d shall contain the #PSK_ID EUICC_REQ43,
an EUICC_REQ45,
9 |eUICC-UT — DS |TLS_CHANGE_CIPHER_SPEC PROC_REQ21
and
TLS_FINISHED
TLS_CHANGE_CIPHER_SPEC PROC_REQ21
10 (DS — eUICC-UT |and
TLS_FINISHED
1- Decrypt the TLS record with |EUICC_REQ14,
the #scP81_PsK using the [EUICC_REQ27,
cipher-suite negotiated EUICC_REQA43,
during the TLS handshake EUICC_REQ4S,
9 _ EUICC_REQ47,
2- The HTTP content is empty PROC_REQ21
11 |eUlCC-UT — DS | TLS_APPLICATION with the first|3" The POST URIis equalto
POST message #POST URI NOTIF (see
Note 1)
4- The headers are equal to
#HOST
#X_ADMIN PROTOCOL
#X ADMIN FROM ISD R
TLS_APPLICATION containing the EUICC_REQ?29,
result of EUICC_REQ49,
12 |DS — eUICC-UT EUICC_REQ50,
HTTPS_CONTENT ( EUICC_REQ52.
[NOTIF CONFIRMATION]) PROC_REQ21
1- Decrypt the TLS record with |EUICC_REQ14,
the #scP81 Psk using the |EUICC_REQI6,
cipher-suite negotiated Eg:gg—ﬁggig
during the TLS handshake EUICCIREQ46:
2- The POST URI is equal to EUICC_REQ47
#POST_URI EUICC_REQ48,
3- The different headers are EUICC_REQ52,
equal to PROC_REQ21
13 |eUICC-UT — DS |71.s_APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK
4- The HTTP content contains
a response data equal to
[R_AF NOTIF]
14 |Close HTTPS session as described in section 4.2.1.7
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Step‘ Direction ‘ Sequence / Description Expected result (=)
ENVELOPE SMS PP ( EUICC_REQ22,
$SPT VALUE, EUICC_REQ54
15 DS — eUICC-UT #ISD R TAR,

[GET ISDP1];

[GET DEFAULT ISDP])

PROACTIVE COMMAND PENDING:

16 |eUICC-UT - DS | oo\ SHORT MESSAGE

17 |DS — eUICC-UT EETCH

1- Decrypt the response packet |PM_REQ3,
with the #scpg0o_ENC KEy |PM_REQ4,

2- Verify the cryptographic EE—SES‘;
18 | euicc-UT — Ds | PROACTIVE COMMAND: ;gicpkggmAE?EgKEY EUICC_REQ13,
SEND SHORT MESSAGE - =" EUICC_REQ16,
3- The response data is equal | EUICC_REQ19,
to EUICC_REQ21,

[R_AB _E3 ISDP LIST1] |EUICC_REQ22

19 DS — eUICC-UT TERMINAL RESPONSE SW='9000’

Note 1: The tag ‘14’ (or ‘94°) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4.2.14 ES5 (SM-SR - eUICC): Notification on Profile Disabling

4.2.141 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PF_REQ5, PF_REQ7
e PM_REQ3, PM_REQ4
¢ PROC_REQZ20, PROC_REQ21
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19,
EUICC_REQZ21, EUICC_REQZ22, EUICC_REQ27, EUICC_REQ?29, EUICC_REQ43,
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EUICC_REQ45, EUICC_REQA46, EUICC_REQA47, EUICC_REQ48, EUICC_REQA49,
EUICC_REQ50, EUICC_REQ54

4.2.14.2 Test Cases

General Initial Conditions
e The #ISD P AIDI1 has just been Disabled
o REFRESH proactive command has been sent by the eUICC
o To Disable this Profile, the Profile disabling process shall be used (i.e. the test
sequence defined in section 4.2.5.2.1.1 may be executed)
e #DEFAULT ISD P AID is the Profile with the Fall-back Attribute Set

Test Environment
e N
: ! eUICC-UT
L___r___J

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES5-eUICCCapabilityAudit

4.2.14.21 TC.ES5.NOTIFPD.1: Notification_SMS

Test Purpose
To ensure SMS notification procedure is well implemented when a Profile is Disabled.

Note: As the update of the lifecycle states may become effective after the REFRESH
command, the check of the lifecycle states of the Profiles is performed in this test case (the
ISD-P with the Fall-back Attribute Set shall be Enabled).

Referenced Requirements
e PF_REQ5, PF_REQ7
¢ PM_REQS3, PM_REQ4
e PROC_REQ20
e EUICC _REQ13, EUICC_REQ16, EUICC _REQ19, EUICC_REQZ21, EUICC_REQZ22,
EUICC_REQ27, EUICC_REQ29, EUICC_REQ54
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Initial Conditions
e The SMS mode is the default way (priority order 1) to send the notification

e TP-Destination-Address has been set on #ISD_R_AID with #DEST_ ADDR
e SMS-C parameters have been set on #DEFAULT ISD P AID with #TON NPI and

#DIALING NUMBER
4.214.21.1 Test Sequence N°1 — Nominal Case: No Follow-up Activities

Initial Conditions
¢ No POL1 defined in the previous Enabled ISD-P (i.e. #ISD P AIDI)

Step  Direction Sequence / Description Expected result

1 DS — eUICC-UT |RESET ATR returned by eUICC

Toolkit initialization
2 DS — eUICC-UT |[TERMINAL_PROFILE]
see Note 2 and Note 3

PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE

4 DS — eUICC-UT |FETCH

1- The TP-Destination-Address is | EUICC_REQ16,
equal to #DEST ADDR EB:gg_SEQéZ

2- The SMS-C address is equal PROC__RESZO d
to #TON NPI +
#DIALING NUMBER

3- The SPl is equal to

#SPI_NOTIF

5 eUICC-UT — DS PROACTIVE COMMAND: 4- Verify the cryptographic

SEND SHORT MESSAGE checksum using
#SCP80_AUTH_KEY

5- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE2
(see Note 1)

6- Extractthe {NOTIF NUMBER}

6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

ENVELOPE SMS PP ( PROC_REQZ20,

#SPI VALUE, EUICC_REQ54

7 DS — eUICC-UT
#ISD R TAR,

[NOTIF CONFIRMATION])

PROACTIVE COMMAND
8 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE

9 DS — eUICC-UT |FETCH
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Step‘ Direction ‘ Sequence / Description ‘ Expected result (=)

1- Decrypt the response packet |EUICC_REQ13,
with the #SCP80_ENC_KEY EUICC_REQ16,

. - EUICC_REQ19

2- Verify the cryptographic — '

PROACTIVE COMMAND: fy ryp grap EUICC_REQZ21,

10 |eUlCC-UT — DS checksum using EUICC_REQ22
SEND SHORT MESSAGE #SCP80 AUTH KEY EUICC_REQ29.

3- The response data is equal to  |PROC_REQ20
[R_AB NOTIF]

11 DS — eUICC-UT |TERMINAL RESPONSE SW="9000'
ENVELOPE SMS PP ( EUICC_REQ22,
4#SPI_VALUE, EUICC_REQ54
12 |DS — eUICC-UT #ISD R TAR,
[GET ISDP1];

[GET DEFAULT ISDP])

PROACTIVE COMMAND
13 [eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE

14 DS — eUICC-UT |FETCH

1- Decrypt the response packet [PM_REQS3,
with the #SCP80_ENC_KEY PM_REQ4,

2- Verify the cryptographic PF_REQS,

PROACTIVE COMMAND: checksum using PF_REQ7,
15 | eUICC-UT — DS EUICC_REQ13,
SEND SHORT MESSAGE #SCP80_AUTH_KEY EUICC_REQ18,
3- The response data is equal to EUICCZREng,
[R_AB E3 ISDP LIST2] EUICC_REQ21,
EUICC_REQ22

16 |DS — eUICC-UT [TERMINAL RESPONSE SW='9000’

Note 1: The tag ‘14’ (or ‘94’) with the IMEI value and the tag ‘6D’ (or 'ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03’) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4214.21.2 Test Sequence N°2 — Nominal Case: Follow-up Activity

Initial Conditions
e The previous Enabled ISD-P’s (i.e. #1SD P AID1) POL1 contains the rule “Profile

deletion is mandatory when it is disabled”

Step  Direction Sequence / Description Expected result
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Step‘ Direction ‘ Sequence / Description ‘

Expected result (=)
1 DS — eUICC-UT |RESET ATR returned by eUICC
Toolkit initialization
2 DS — eUICC-UT |[TERMINAL_PROFILE]
see Note 2 and Note 3
PROACTIVE COMMAND
3 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
4 DS — eUICC-UT |FETCH
1- The TP-Destination-Address is | EUICC_REQ16,
equal to #DEST ADDR EUICC_REQ27,
frace i EUICC_REQ54
2- The SMS-C address is equal — ’
g PROC._REQ20
to #TON NPI +
#DIALING NUMBER
3- The SPI is equal to
] #SPI_NOTIF
5 eUICC-UT — DS PROACTIVE COMMAND: 4- Verify the cryptographic
SEND SHORT MESSAGE checksum using
#SCP80_AUTH KEY
5- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE2
(see Note 1)
6- Extractthe {NOTIF NUMBER}
6 DS — eUICC-UT |TERMINAL RESPONSE SW='9000’
ENVELOPE_SMS_PP ( PROC_REQ20,
#SPT_VALUE, EUICC_REQ54
7 DS — eUICC-UT
#ISD_R TAR,
[NOTIF CONFIRMATION])
PROACTIVE COMMAND
8 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
with the #SCP80_ENC_KEY EUICC_REQ1S,
2- Verify the cryptographic EUICC_REQ1S,
PROACTIVE COMMAND: . EUICC_REQ21,
10 |eUICC-UT — DS checksum using EUICC_REQ22
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ29,
3- The response data is equal to PROC__REQZO’
[R_AB NOTIF2]
11 |DS — eUICC-UT |TERMINAL RESPONSE SW='9000’
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Step‘ Direction ‘ Sequence / Description ‘

Expected result (=)
ENVELOPE SMS PP ( EUICC_REQ54
#SPI_VALUE,
12 |DS — eUICC-UT -
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND
13 |eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
14 |DS — eUICC-UT |FETCH
1- Decrypt the response packet PF_REQ7,
with the #SCP80_ENC KEY EUICC_REQ13,
: e EUICC_REQ16
2- Verify the cryptographic — g
PROACTIVE COMMAND: v ryp grap EUICC_REQ19,
15 |eUICC-UT — DS checksum using EUICC_REQ21
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ22,
3- The response data is equal to EUICCZREQ29,
[R_AB 6A88]
16 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’

Note 1: The tag ‘14’ (or ‘94’) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL
RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4.2.14.2.2 TC.ES5.NOTIFPD.2: Notification_CAT_TP

Test Purpose

To ensure CAT_TP noatification procedure is well implemented when a Profile is Disabled.

Note: As the update of the lifecycle states may become effective after the REFRESH
command, the check of the lifecycle states of the Profiles is performed in this test case (the
ISD-P with the Fall-back Attribute Set shall be Enabled).

Referenced Requirements
e PF_REQ5, PF_REQ7
e PM_REQ3, PM_REQ4
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ19, EUICC_REQZ21,
EUICC_REQ22, EUICC_REQZ27, EUICC_REQ29, EUICC_REQ54

Initial Conditions
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4.2.14.2.21

Non-Confidential

The CAT_TP mode is the default way (priority order 1) to send the notification

Initial Conditions
No POL1 defined in the previous Enabled ISD-P (i.e. #ISD P AIDI)

Step

CAT_TP Connectivity Parameters have been set

on

#UDP_PORT, #CAT TP PORT and #IP VALUE
CAT_TP Connectivity Parameters have been set on #DEFAULT ISD P AID with
#BEARER DESCRIPTION, #NAN VALUE, #LOGIN and #PWD

Direction

Sequence / Description

Expected result

Test Sequence N°1 — Nominal Case: No Follow-up Activities

#ISD R AID with

1 DS — eUICC-UT |RESET ATR returned by eUICC
Toolkit initialization
2 DS — eUICC-UT |[TERMINAL_PROFILE]
see Note 2 and Note 3
PROACTIVE COMMAND
3 euICC-UT - DS PENDING: OPEN CHANNEL
4 DS — eUICC-UT |FETCH
1- The bearer description is equal | EUICC_REQ18,
to #BEARER DESCRIPTION |EUICC_REQ27
2- The NAN is equal to
#NAN VALUE
5 eUICC-UT — DS PROACTIVE COMMAND: 3- The port is equal to
OPEN CHANNEL #UDP_PORT
4- The IP is equal to #IP VALUE
5- The login/password are equal
to #LOGIN/#PWD
6 DS — eUICC-UT |TERMINAL RESPONSE
For readability reason, the proactive commands are not fully specified in the next steps.
The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.
The CAT_TP PDU used here after shall be compliant with the Annex G.
7 eUICC-UT — DS | sYN The _ identification data may|EUICC_REQ18
contain the #EID
8 DS — eUICC-UT |SYN_ACK
9 eUICC-UT - DS |aAck NO DATA The CAT_TP session is open. EUICC_REQ18
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Non-Confidential

Step ‘ Direction ‘ Sequence / Description ‘ Expected result =)
1- The ACK_DATA contains a EUICC_REQ16,
command packet EUICC_REQ18,
2- The SPI is equal to EUICC_REQ27,
#SPT_NOTIF EUICC_REQ54
3- Verify the cryptographic
L checksum using
- ACK_DATA containin the
10 [eUICC-UT — DS ACK DAL g #SCP8O AUTH KEY
4- The secured data shall only
contain the TLV
#NOTIF PROFILE CHANGE2
(see Note 1)
5- Extractthe {NOTIF NUMBER}
ACK_DATA containing the result of EUICC_REQ54
SCP80_PACKET (
11 DS — eUICC-UT #SPI_VALUE,
#ISD R TAR,
[NOTIF CONFIRMATION])
1- The ACK_DATA contains a EUICC_REQ13,
response packet EUICC_REQ1S6,
2- Decrypt the response packet EU:CC—EEQ%&
with the #SCP80_ ENC KEY VICC_REQ29
12 eUICC-UT — DS ACK DATA with POR 3- Verify the cryptographic
B checksum using
#SCP80_AUTH KEY
4- The response data is equal to
[R_AB NOTIF]
13 |Close CAT_TP session as described in section 4.2.1.4
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPI_VALUE, =Ulieie, REGes
14 |DS — eUICC-UT #ISD R TAR,
[GET _ISDP1];
[GET DEFAULT ISDP])
PROACTIVE COMMAND
15 |eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
16 |DS — eUICC-UT FETCH
1- Decrypt the response packet |PM_REQS3,
with the #SCP80_ENC_KEY PM_REQA4,
2- Verify the cryptographic EE—EES?
17 | euicc-UT - DS PROACTIVE COMMAND: checksum using EUTCC_REQ13,
SEND SHORT MESSAGE WSCIRAEI0_FIOIL A EUICC_REQ186,
3- The response data is equal to | EUICC_REQ19,
[R_AB E3 ISDP LIST2] EUICC_REQ21,
EUICC_REQ22
18 |DS — eUICC-UT | TERMINAL RESPONSE SW=9000"
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Step‘ Direction ‘ Sequence / Description ‘ Expected result =)

Note 1: The tag ‘14’ (or ‘94°) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE((successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03’) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4.2.14.2.3 TC.ES5.NOTIFPD.3: Notification_HTTPS

Test Purpose

To ensure HTTPS noatification procedure is well implemented when a Profile is Disabled.

Note: As the update of the lifecycle states may become effective after the REFRESH
command, the check of the lifecycle states of the Profiles is performed in this test case (the
ISD-P with the Fall-back Attribute Set shall be Enabled).

Referenced Requirements

e PF_REQ5, PF_REQ7

¢ PM_REQS3, PM_REQ4

¢ PROC_REQ21

e EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21,
EUICC_REQ22, EUICC_REQ27, EUICC_REQ29, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQA47, EUICC_REQ48, EUICC_REQ49, EUICC_REQ50,
EUICC_REQ52, EUICC REQ54

Initial Conditions
e The HTTPS mode is the default way (priority order 1) to send the notification
e The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported
o Only the cipher-suites TLS_PSK_WITH_AES_128 GCM_SHA256 and
TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted
o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.214.2.31 Test Sequence N°1 — Nominal Case: No Follow-up Activities

Initial Conditions
e No POL1 defined in the previous Enabled ISD-P (i.e. #ISD P AIDI)
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HTTPS Connectivity Parameters have been set on #ISD R AID with #TCP_ PORT,

#IP VALUE,

#ADMIN HOST,

#SCP81 KEY ID and #ADMIN URI
HTTPS Connectivity Parameters have been set on #DEFAULT ISD P AID Wwith
#BEARER DESCRIPTION, #NAN VALUE, #LOGINand #PWD

Step‘ Direction ‘ Sequence / Description

#AGENT ID,

#PSK_1D,

#SCP81 KVN,

Expected result REQ
1 DS — eUICC-UT |RESET ATR returned by eUICC
Toolkit initialization
2 DS — eUICC-UT |[TERMINAL_PROFILE]
see Note 2 and Note 3
PROACTIVE COMMAND PENDING:
3 eUICC-UT — DS OPEN CHANNEL
4 DS — eUICC-UT |FETCH
1- The bearer description is EUICC_REQ13,
equal to EUICC_REQ14,
#BEARER DESCRIPTION PROC_REQ21
2- The NAN is equal to
#NAN VALUE
5 eUICC-UT — DS PROACTIVE COMMAND: 3- The port is equal to
OPEN CHANNEL #TCP_PORT
4- The IP is equal to
#IP_ VALUE
5- The login/password are
equal to #LOGIN/ #PWD
6 DS — eUICC-UT |TERMINAL RESPONSE
For readability reason, the proactive commands are not fully specified in the next steps.
The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.
The TLS records used here after shall be compliant with the 0.
The CLIENT_HELLO shall|EUICC_REQ14,
contain at least one of the|EUICC _REQ43,
! eUICC-UT - DS | TLS_CLIENT_HELLO cipher-suites accepted by the |PROC_REQ21
HTTPS server.
TLS_SERVER_HELLO PROC_REQ21
8 DS — eUICC-UT |and
TLS_SERVER_HELLO_DONE
TLS_CLIENT_KEY_EXCHANGE The CLIENT_KEY_EXCHANGE [ EUICC_REQ14,
d shall contain the #PSK_ID EUICC_REQ43,
an EUICC_REQ45,
9 |eUICC-UT — DS |TLS_CHANGE_CIPHER_SPEC PROC_REQ21
and
TLS_FINISHED
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
TLS_CHANGE_CIPHER_SPEC PROC_REQ21
10 |DS — eUICC-UT |and
TLS_FINISHED
1- Decrypt the TLS record with |EUICC_REQ14,
the #scP81_psk using the [EUICC_REQ27,
cipher-suite negotiated Eg:gg—ngjg
during the TLS handshake EUICC_RE847,
2- The HTTP contentis empty | proC REQ21 '
11 |eUlCC-UT - DS | TLS_APPLICATION with the first|3~ The POST URIis equalto
POST message #POST URI NOTIF2 (see
Note 1)
4- The headers are equal to
#HOST
#X_ADMIN PROTOCOL
#X ADMIN FROM ISD R
TLS_APPLICATION containing the EUICC_REQ?29,
result of EUICC_REQ49,
12 |DS — eUICC-UT EUICC_REQ50,
HTTPS CONTENT ( EUICC_REQS52.
[NOTIF CONFIRMATION]) PROC_REQ21
1- Decrypt the TLS record with |EUICC_REQ14,
the #scP81_Psk using the [EUICC_REQIS6,
cipher-suite negotiated EB:gS—EEQig
during the TLS handshake EUICC_RE846,
2- The POST URI is equal to EU|CC_REQ47,
#POST_URI EUICC_REQ48,
3- The different headers are EUICC_REQ52,
equal to PROC_REQ21
13 |eUICC-UT — DS |71.s_APPLICATION with POR #HOST
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER ENCODING
#X_ADMIN STATUS_OK
4- The HTTP content contains
a response data equal to
[R_AF NOTIF]
14 |Close HTTPS session as described in section 4.2.1.7
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, 2HeE R=0s4
15 |DS — eUICC-UT #ISD R TAR,
[GET ISDP1];
[GET DEFAULT ISDP])
PROACTIVE COMMAND PENDING:
16 lelICC-UT - DS SEND SHORT MESSAGE
17 DS — eUICC-UT FETCH
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Step‘ Direction ‘ Sequence / Description Expected result (=)

1- Decrypt the response packet |PM_REQ3,
with the #scpg0_ENC KEy |PM_REQ4,

2- Verify the cryptographic EE—EES?
18 | eUicC-UT — Ds | PROACTIVE COMMAND: ;gecCPk; SI mAstlggKEY EUICC_REQ13,
SEND SHORT MESSAGE — — EUICC_REQ1S6,
3- The response data is equal |EUICC_REQ19,
to EUICC_REQ21,

[R_AB E3 ISDP LIST2] [EUICC_REQ22

19 |DS — eUICC-UT | TERMINAL RESPONSE Sy

Note 1: The tag ‘14’ (or ‘94°) with the IMEI value and the tag ‘6D’ (or ‘ED’) with the MEID provided in the TERMINAL

RESPONSE(PROVIDE LOCAL INFORMATION) sent during the toolkit initialization process may be also present in
the notification.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03’) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events before issuing the notification (within
a maximum time interval of 10 STATUS events).

4.2.15 ES6 (MNO — eUICC): UpdatePOL1byMNO

4.2.151 Conformance Requirements

References
e GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
e PM_REQ6
e PROC_REQ17
e EUICC_REQ7, EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ18,
EUICC_REQ19, EUICC_REQ21, EUICC_REQ22, EUICC_REQ43, EUICC_REQ48,
EUICC_REQ52

4.2.15.2 Test Cases

General Initial Conditions
e None
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Test Environment

eUICC-UT

ES6-UpdatePOL1byMNO

——————————

4.2.15.21 TC.ES6.UPOL1MNO.1: UpdatePOL1byMNO_SMS

Test Purpose

To ensure MNO can update POL1 on the eUICC using SMS. Some error cases due to
inconsistent values in commands are also defined.

Referenced Requirements
e PM_REQ6
¢ PROC_REQ17

e EUICC_REQ7, EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQ21,
EUICC_REQ22

Initial Conditions
¢ None
4.2.15.21.1 Test Sequence N°1 — Nominal Case: No Rule

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Step Direction Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQL?
#MNO_TAR,

[INSTALL PERSO RES ISDP];
2 DS — eUICC-UT

[STORE_POL1 NO RULE])
Use #MNO SCP80 ENC KEY,

#MNO_SCP80_AUTH_KEY,

#MNO_SCP80 DATA ENC KEY
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Direction ‘

Step Sequence / Description Expected result REQ
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PM_REQS6,
packet with the PROC_REQ17,
#MNO_SCP80_ENC_KEY Ea:gg_ﬁggig
: 2- Verify th t hi - '
5 |eUlcc.UT — DS | PROACTIVE COMMAND: erify the cryptographic EUICC_REQ10,
SEND SHORT MESSAGE checksum using EUICC_REQ21
#MNO_SCP80 AUTH KEY EUICCZREQZZ’

3- The response data is equal

to [R_AB 029000]

6 DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

4.2.15.2.1.2

Initial Conditions

Test Sequence N°2 — Nominal Case: Disabling Not Allowed

e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Direction ‘

Step Sequence / Description Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQ17
#MNO_TAR,
[INSTALL PERSO RES ISDP];
2 DS — eUICC-UT
[STORE_POL1 DIS])
Use #MNO_ SCP80 ENC KEY,
#MNO_SCP80_AUTH KEY,
#MNO_SCP80 DATA ENC_KEY
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PM_REQS6,
packet with the PROC_REQ17,
#MNO_SCP80_ENC_KEY Eﬂ:gg_gggig
: 2- Verify the cryptographic - ’
5 eUICC-UT — DS PROACTIVE COMMAND: ify ryp grapni EUICC_REQ19,
checksum using
SEND SHORT MESSAGE g EUICC_REQ21,
#MNO_SCP80_AUTH_KEY |Ey|CC_REQ22

3- The response data is equal
to [R_AB_029000]

6 DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’
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4.215.21.3 Test Sequence N°3 — Nominal Case: Deletion and Disabling Not
Allowed

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Step Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQ17
#MNO_TAR,

[INSTALL PERSO RES ISDP];
2 DS — eUICC-UT
[STORE_POL1 DEL DIS])
Use #MNO SCP80 ENC KEY,
#MNO_SCP80 AUTH KEY,

#MNO_SCP80 DATA ENC KEY

PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response PM_REQS6,
packet with the PROC_REQ17,
#MNO_SCP80_ENC KEY Eg:gg_ﬁggig
. 2- Verify the cryptographic - '
5 |euicc-uT — ps |PROACTIVE COMMAND: Chegisum uz&gg P EUICC_REQ19.
SEND SHORT MESSAGE EUICC_REQZ21,

#MNO_SCP80_AUTH_KEY |gyjcC REQ22
3- The response data is equal -
to [R_AB_029000]

6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

4.2.15.2.1.4 Test Sequence N°4 — Nominal Case: Delete when Disabled

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Step Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Direction ‘

Step Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQZ22,
#SPI_VALUE, PROC_REQ17
#MNO_TAR,
[INSTALL PERSO RES ISDP];
2 DS — eUICC-UT
[STORE_POL1 DEL AUTO])
Use #MNO SCP80 ENC KEY,
#MNO SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC KEY
PROACTIVE COMMAND PENDING:
8 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PM_REQS6,
packet with the PROC_REQ17,
#MNO_SCP80 ENC_KEY Eg:gg_ﬁggig
: 2- Verify the cryptographic - ’
5 |eUlce.UT  Ds | PROACTIVE COMMAND: cheg(sum uriﬁ]gg p EUICC_REQ1.
EUICC_REQ21,
SEND SHORT MESSAGE #MNO SCP80 AUTH KEY EUlCC_RE822
3- The response data is equal B
to [R_AB 029000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
4.2.15.2.1.5 Test Sequence N°5 — Error Case: Bad POL1 Value

Initial Conditions
#DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Direction ‘

Step Sequence / Description Expected result N=O)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
#SPI VALUE, PROC_REQ17
#MNO_TAR,
[INSTALL PERSO _RES ISDP];
2 DS — eUICC-UT

[BAD_STORE_POL1])
Use #MNO_SCP80_ ENC_KEY,
#MNO_SCP80_AUTH_KEY,

#MNO_SCP80 DATA ENC_KEY

PROACTIVE COMMAND PENDING:

3 |eUICC-UT - DS | geNp SHORT MESSAGE
4 |DpS — euUICC-UT |FETCH
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Step  Direction ‘ Sequence / Description Expected result (=)

1- Decrypt the response PM_REQS6,
packet with the PROC_REQ17,
#MNO_SCP80_ENC_KEY Eg:gg_ﬁggig
: 2- Verify the cryptographic — '
5 |euicc-uT — ps |PROACTIVE COMMAND: Cheg:sum uz&gg P EUICC_REQ19.
SEND SHORT MESSAGE EUICC_REQZ21,

#MNOisCP8 OiAUTHiKEY EUICC REQ22
3- The response data is equal h
to [R_AB 026A80]

6 DS — eUICC-UT | TERMINAL RESPONSE SW='9000’

4.2.15.2.1.6 Test Sequence N°6 — Error Case: Associated ISD-P Not Enabled

Initial Conditions
e #DEFAULT ISD P AID isin Enabled state (shall be the initial state of the eUICC)

e #IsD P AIDI in Disabled state

e #MNO TAR (MNO-SD TAR of the Profile linked to #DEFAULT ISD P AID) is setto
‘010203’

e MNO-SD TAR of the Profile linked to the #ISD_P AIDI1 is setto ‘B20100’ (as
defined in section B.7.1)

e #DEFAULT ISD P AID contains the POL1 “Disabling of the Profile not allowed”

e MNO-SD SCP80 keys of the Profile linked to the #IsD_P AIDI1 are the same as the
ones configured in the Profile #DEFAULT ISD P AID (i.e. #MNO_SCP80 ENC_KEY,
#MNO_ SCP80 AUTH KEY and #MNO SCP80 DATA ENC KEY)

e The SMS mode is the default way (priority order 1) to send the notification

e TP-Destination-Address has been set on #ISD_R_AID with #DEST ADDR

e SMS-C parameters have been set on #DEFAULT ISD P AID and #ISD P AID1
with #TON_NPI and #DIALING NUMBER

Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP (
#SPI_VALUE,
#MNO_TAR,
) DS  eUICC-UT [INSTALL PERSO RES_ISDP];
[STORE POL1 NO RULE])
Use #MNO SCP80 ENC KEY,
#MNO_SCP80_AUTH_KEY,

#MNO SCP80 DATA ENC KEY

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE

3 eUICC-UT — DS
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Direction ‘

Non-Confidential

Step Sequence / Description Expected result REQ
1- Decrypt the response
packet with the
#MNO SCP80 ENC KEY
2- Verify the cryptographic
4 DS — eUICC-UT |FETCH checksum using
#MNO SCP80 AUTH KEY
3- The response data is equal
to [R AB 029000]
5 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
Execute the test sequence defined in section 4.2.4.2.1.1 All t full
6 |(TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 10 execute‘z eps  successiully
in order to enable the #ISD P AIDI
Execute the test sequence defined in section 4.2.13.2.1.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 2 to step :)'('ecutezteps SUEEEES L]
7 11 in order to manage the different notifications exchanged
with the eUICC and to make sure that the Profile linked to
the #ISD P AIDI1 is now Enabled
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQL7
#MNO_TAR,
[INSTALL PERSO RES ISDP];
8 DS — eUICC-UT
[STORE _POL1 NO RULE])
Use #MNO SCP80_ ENC _KEY,
#MNO_SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC_KEY
PROACTIVE COMMAND PENDING: See Note 1
9 eUICC-UT — DS
SEND SHORT MESSAGE
The SCP80 status code is PM_REQS6,
PR REQ17
‘09’ — TAR unknown EUI%C(:Z_ RE%? '
EUICC_REQ13,
10 | DS — eUICC-UT [FETCH EUICC_REQ186,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22
11 DS — eUICC-UT [TERMINAL RESPONSE

Note 1: Depending on the implementation, the eUICC may decide to not send back a POR (i.e. SW ‘9000’ on the
ENVELOPE command). Therefore, the steps 9, 10 and 11 shall be considered as optional.

4.2.15.2.2

Test Purpose
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To ensure MNO can update POL1 on the eUICC using CAT_TP.

Referenced Requirements
e PM_REQ6
¢ PROC_REQ17
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ18, EUICC_REQ22

Initial Conditions
e None
4.2.15.2.21 Test Sequence N°1 — Nominal Case: No Rule

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Step Direction ‘ Sequence / Description Expected result N=O)

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on MNO-SD as described in section 4.2.1.3

ACK_DATA containing the result of PROC_REQ17
SCP80_PACKET (
#SPI_VALUE,
#MNO_TAR,
3 |DS —eUICC-UT [INSTALL PERSO RES ISDP];
[STORE_POL1_NO_RULE])
Use #MNO_SCP80_ENC_KEY,

#MNO_SCP80_ AUTH KEY,
#MNO_SCP80_ DATA ENC KEY

1- Decrypt the response PM_REQS6,
packet with the PROC_REQ17,
#MNO_SCP80_ENC_KEY Eg:gg_gggig

2- Verify the cryptographic - ’

4 |eUICC-UT —» DS | Ack_DATA with POR Chegsum UZE,gg P EUICC_REQ18
#MNO SCP80 AUTH KEY

3- The response data is equal
to [R_AB 029000]

5 Close CAT_TP session as described in section 4.2.1.4

4.2.15.23 TC.ES6.UPOL1MNO.3: UpdatePOL1byMNO_HTTPS

Test Purpose

To ensure MNO can update POL1 on the eUICC using HTTPS.

Referenced Requirements
e PM_REQ6
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e PROC_REQ17
e [EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ22, EUICC_REQ43,
EUICC_REQ48, EUICC_REQ52

Initial Conditions

e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and

TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be

accepted

o The following Pre-Shared Key shall be defined:
*= PSKidentifier: #MNO_PSK ID
= PSKvalue: #MNO SCP81 PSK

4.2.15.2.3.1

Initial Conditions

Test Sequence N°1 — Nominal Case: No Rule

e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Direction ‘

Step Sequence / Description Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on MNO-SD as described in section 4.2.1.6
TLS_APPLICATION containing the PROC_REQ17
result of
3 DS N eUICC'UT HTTPS_CONTENT (
[INSTALL PERSO RES ISDP];
[STORE _POL1 NO_RULE])
1- Decrypt the TLS record PM_REQS6,
with the #MNO_scpg1 psk |PROC_REQ17,
using the cipher-suite EB:%E—ﬁEQig
negotiated during the TLS EUICC_RE843,
handshake EU|CC:REQ48,
2- The POST URlis equalto EUICC_REQ52

4 eUICC-UT — DS

TLS_APPLICATION with POR

#POST_URI

The different headers are
equal to

#HOST

#X_ ADMIN PROTOCOL
#X_ ADMIN FROM MNO
#CONTENT_TYPE
#TRANSFER _ENCODING
#X_ADMIN STATUS OK

w
d

a response data equal to
[R_AF_029000]

The HTTP content contains

5 Close HTTPS session as described in section 4.2.1.7
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4.2.16 ES6 (MNO - eUICC): UpdateConnectivityParametersByMNO

4.2.16.1 Conformance Requirements

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ7
¢ PROC_REQ18
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQZ21, EUICC_REQ22

4.2.16.2 Test Cases

General Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)
Test Environment

I
1
: eUICC-UT
o

ES6-UpdateConnectivityParametersByMNO

mELATTTTR

4.2.16.21 TC.ES6.UCPMNO.1: UpdateConnectParamByMNO_SMS

Test Purpose

To ensure MNO can update the Connectivity Parameters on the eUICC using SMS, and
configure the order of protocols used for the notitications.

Referenced Requirements
e PM_REQ7
e PROC_REQ18
e EUICC_REQ13, EUICC_REQ16, EUICC_REQ19, EUICC_REQZ21, EUICC_REQ22,
EUICC_REQ28

Initial Conditions
e None

4.216.21.1 Test Sequence N°1 — Nominal Case: Update SMS Parameters

Initial Conditions
e None
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Direction ‘

Step Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQ18
#MNO_TAR,
[INSTALL PERSO RES ISDP];
2 DS — eUICC-UT
[STORE_SMS PARAM MNO])
Use #MNO SCP80 ENC KEY,
#MNO SCP80 AUTH KEY,
#MNO SCP80 DATA ENC KEY
PROACTIVE COMMAND PENDING:
8 |eVICC-UT = DS | seNp SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PM_REQ7,
packet with the PROC_REQ18,
#MNO_SCP80 ENC_KEY Eg:gg_gggig
: 2- Verify the cryptographic - '
5 |euicc-uT - ps |PROACTIVE COMMAND: Che;ﬁsum uz&gg P EUICC_REQ19,
SEND SHORT MESSAGE EUICC_REQ21,
#MNO_SCP8 O_AUTH_KEY EUICC REQ22
3- The response data is equall B
to [R_AB 029000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
4.2.16.2.1.2 Test Sequence N°2 — Nominal Case: Update CAT_TP Parameters
Initial Conditions
e None
Step Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS_ PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQ18
#MNO_TAR,
[INSTALL PERSO RES ISDP];
2 DS — eUICC-UT
[STORE_CATTP_ PARAM MNO])
Use #MNO SCP80 ENC KEY,
#MNO_SCP80 AUTH KEY,
#MNO SCP80 DATA ENC KEY
PROACTIVE COMMAND PENDING:
3 euICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
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Step

Direction ‘

eUICC-UT — DS

Sequence / Description

PROACTIVE COMMAND:
SEND SHORT MESSAGE

Expected result

1- Decrypt the response
packet with the
#MNO_SCP80 ENC_KEY

2- Verify the cryptographic
checksum using
#MNO_SCP80 AUTH KEY

3- The response data is equal
to [R_AB_029000]

)

PM_REQ?7,

PROC_REQ18,
EUICC_REQ13,
EUICC_REQ16,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22

6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
4.2.16.2.1.3 Test Sequence N°3 — Nominal Case: Update HTTPS Parameters
Initial Conditions
e None
Step Direction ‘ Sequence / Description Expected result N=O)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQ18
#MNO_TAR,
[INSTALL PERSO RES ISDP];
2 DS — eUICC-UT
[STORE_HTTPS PARAM MNO])
Use #MNO_SCP80_ENC_KEY,
#MNO SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC KEY
PROACTIVE COMMAND PENDING:
3 evICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PM_REQ?7,
packet with the PROC_REQ18,
#MNO_SCP80 ENC_KEY Eg:gg_gggig
: 2- Verify th It hi - ’
5 eUICC-UT — DS PROACTIVE COMMAND: cr?erlc?l/(surencuz&ggrap ICc EUICC_REQ19,
EUICC_REQZ21,
SEND SHORT MESSAGE #MNO_SCPBO_AUTH KEY EUICC_RE822
3- The response data is equal B
to [R_AB 029000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
4.2.16.21.4 Test Sequence N°4 — Nominal Case: Update HTTPS + SMS

Parameters

Initial Conditions
#DEFAULT ISD_P_AID in Enabled state (shall be the initial state of the eUICC)
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e #DEFAULT ISD P AID is the Profile with the Fall-back
Attribute Set

e #ISD P AIDI present on the eUICC, in Disabled state

e No POL1 is defined on the #DEFAULT ISD P AID andonthe #ISD P AID1

e The SMS mode is the only way (priority orderl, an no other protocol set) to send the
notification on both ISD-P

« SMS-C parameters has been seton #ISD P AID1 with #TON NPI and
#DIALING NUMBER

e SMS-C parameters has been set on #DEFAULT ISD P AID with #TON NPI and
#DIALING NUMBER INITIAL

e TP-Destination-Address has been set on #ISD R AID with #DEST ADDR

e HTTPS Connectivity Parameters have been set on #ISD R AID with #TCP PORT,
#IP VALUE,  #ADMIN HOST, #AGENT 1D, #PSK_1ID, #SCP81 KVN,
#SCP81 KEY ID and #ADMIN URI

Specific conditions during execution of the test
The test sequence changes the connectivity parameters in the #DEFAULT ISD P AID,
and also verifies that the following notification sequence obeys the new connectivity
parameters.
In order to trigger usage of both notification protocols, the DS shall be configured to
reject HTTPS session opening, but allow SMS natification to succeed.

Step Direction Sequence / Description

1 Initialization sequence as described in section 4.2.1.1

Update connectivity parameters via ES6

ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPI_VALUE, PROC_REQ18
#MNO_TAR,

[INSTALL PERSO RES ISDP];
2 |DS — eUICC-UT
[STORE_HTTPSSMS_PARAM] )
Use #MNO_SCP80_ ENC_KEY,
#MNO_SCP80_AUTH_KEY,

#MNO_SCP80 DATA ENC KEY

PROACTIVE COMMAND PENDING:

3 |eUICC-UT = DS | gEND SHORT MESSAGE

4 DS — eUICC-UT |FETCH
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Direction ‘

Step Sequence / Description Expected result REQ
1- Decrypt the response PM_REQ7,
packet with the PROC_REQ18,
#MNo scpso ENc ke |EUICC_REQIS,
v - - EUICC_REQ186,
) . . |EUICC_REQ19,
5 |eUICC.UT DS PROACTIVE COMMAND: 2- Verify the cryptographlc EUICC_REQ21.
SEND SHORT MESSAGE checksum using EUICC_REQ22
#MNO SCP80 AUTH KEY
3- The response data is
equal to
[R_AB 029000]
6 DS — eUICC-UT | TERMINAL RESPONSE SW='9000’
Enable #/SD_P_AID1
Execute the test sequence defined in section 4.2.4.2.1.1 Al Steps successfull
7 (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 10 in executed P y
order to enable the #ISD P AID1 xecu
Execute the test sequence defined in section 4.2.13.2.1.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 2 to step Al Steps successfull
8 11 in order to manage the different notifications exchanged executed P y
with the eUICC and to make sure that the Profile linked to the | X€¢Y
#ISD P AIDI1 is now Enabled
Disable #ISD_P_AID1
ENVELOPE_SMS PP ( EUICC_REQ22,
$SPI_VALUE, EUICC_REQ54
9 DS — eUICC-UT
#ISD R TAR,
[DISABLE ISDP1])
PROACTIVE COMMAND PENDING:
10 leUICC-UT - DS SEND SHORT MESSAGE
11 |DS — eUICC-UT |FETCH
1- Decrypt the response PF_REQS5,
packet with the EUICC_REQ13,
#SCP80_ENC_KEY Eg:gg_ﬁgQig.
PROACTIVE COMMAND: 2- Verify the cryptographic ~REQIS,
12 |eUICC-UT — DS checksum using EUICC_REQ21,
SEND SHORT MESSAGE EUICC_REQ22,
#SCP80_AUTH KEY
3-The response data is
equalto [R_AB 9000]
13 |DS — eUICC-UT |TERMINAL RESPONSE
PROACTIVE COMMAND PENDING: [see Note 1
14 |eUICC-UT — DS REFRESH
15 |DS — eUICC-UT |FETCH
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Step  Direction ‘ Sequence / Description

Expected result (=)
PROACTIVE COMMAND: PF_REQ5
16 [eUICC-UT — DS
REFRESH
17 |DS — eUICC-UT |RESET ATR returned by eUICC
Handle notification sequence such that HTTP natification fails
Toolkit initialization
18 -
DS — eUICC-UT |[TERMINAL_PROFILE] see Note 2 and Note 3
PROACTIVE COMMAND PENDING:
19 |[eUICC-UT — DS OPEN CHANNEL
20 |DS — eUICC-UT (FETCH
1- The bearer description |EUICC_REQ13,
is equal to EUICC_REQ14,
#BEARER DESscrIpTI |PROC_REQZ21,
ON - EUICC_REQZ28
2- The NAN is equal to
21 PROACTIVE COMMAND: #NAN VALUE
euICC-UT — DS OPEN CHANNEL 3- The port is equal to
#TCP_PORT
4- The IP is equal to
#IP VALUE

5- The login/password are
equal to #LOGIN/#PWD

22 |DS — eUICC-UT

TERMINAL RESPONSE with Result field
= ‘21" (Network currently unable to
process command)

See Note 4

Potentially loop on steps 18 to 21 (see Note 4 and Note 5)

Handle notification in SMS sequence such that SMS notification succeeds

23 |eUICC-UT — DS

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE

24 |DS — eUICC-UT

FETCH
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Direction ‘

Non-Confidential

Step Sequence / Description Expected result REQ
1- The TP-Destination- EUICC_REQ16,
Address is equal to EUICC_REQ27,
#DEST ADDR EUICC_REQ54,
) g ; PROC_REQ20,
2- The SMS-C address is EUICC_ REQ28
equalto #TON NPI +
#DIALING NUMBER
3- The SPI is equal to
PROACTIVE COMMAND: #SPI_NOTIF _
25 |eUICC-UT — DS 4- Verify the cryptographic
SEND SHORT MESSAGE checksum using
#SCP80_AUTH KEY
5- The secured data shall
only contain the TLV
#NOTIF PROFILE CHAN
GE (see Note 1)
6- Extract the
{NOTIF NUMBER}
26 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_ PP ( PROC_REQ20,
$SPI_VALUE, EUICC_REQ54
27 |DS — eUICC-UT
#ISD R TAR,
[NOTIF_CONFIRMATION])
PROACTIVE COMMAND PENDING:
28 eUICC-UT — DS SEND SHORT MESSAGE
29 |DS — eUICC-UT |FETCH
1- Decrypt the response EUICC_REQ13,
packet with the EUICC_REQ16,
#SCP80_ENC_KEY EUICC_REQ1Y9,
2- Verify the cryptographic EB:%E—ﬁEQg
PROACTIVE COMMAND: checksum using _REQ22,
30 [euICC-UT — DS EUICC_REQ29,
SEND SHORT MESSAGE #SCP80_AUTH KEY PROC_REQ20
3- The response data is
equal to
[R_AB NOTIF]
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Step  Direction ‘ Sequence / Description Expected result (=)

Note 1: Before sending the REFRESH command, the eUICC may wait for several STATUS events. In this case, the
eUICC shall issue the REFRESH command within a maximum time interval of 10 STATUS events.

Note 2: It is assumed that some proactive commands may be sent by the eUICC after sending the TERMINAL

PROFILE (i.e. SET UP EVENT LIST, POLL INTERVAL, PROVIDE LOCAL INFORMATION...). In this case, the DS
shall send the corresponding FETCH and TERMINAL RESPONSE(successfully performed) commands.

Note 3: Depending on the implementation, it may be necessary to send an ENVELOPE (EVENT DOWNLOAD -
Location status) indicating “normal service” (i.e. ‘00’) in order to trigger the sending of the eUICC notification. This
envelope shall be sent only if this event (i.e. encoded with the value ‘03) is present in the SET UP EVENT LIST sent
by the eUICC. Moreover, the eUICC may also wait for several STATUS events between the natifications (within a
maximum time interval of 10 STATUS events).

Note 4: It is assumed that some proactive commands TIMER MANAGEMENT or POLL INTERVALL may be sent by
the eUICC between iterations of the loop. The Device Simulator shall honor these commands as per section 3.2.1.1

Note 5: The maximum number of retries SHALL be given by the EUM to the Test Tool Provider

4.2.17 ESS8 (SM-DP - eUICC): EstablishISDPKeySet

42171 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
e PF_REQ7
e PM_REQS8
e EUICC_REQ5, EUICC_REQ13, EUICC_REQ14, EUICC_REQ15, EUICC_REQ17,
EUICC_REQ18, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22, EUICC_REQ23,
EUICC_REQ42, EUICC_REQA43, EUICC_REQ45, EUICC_REQ46, EUICC_REQ47,
EUICC_REQ48, EUICC_REQA49, EUICC_REQS50, EUICC_REQ51, EUICC_REQ52,
EUICC_REQ53, EUICC_REQ54

4.217.2 Test Cases

General Initial Conditions
e #ISD P AIDI1 present on the eUICC

e #ISD P AIDI in SELECTABLE state
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Test Environment

I
1
: eUlCC-UT
I

ES8-EstablishISDPKevset

ES5-eUICCCapabilityAudit

o e e o

Store SDIN over SCPO03

4.217.21 TC.ES8.EISDPK.1: EstablishiISDPKeyset_SMS

Test Purpose

To ensure the ISD-P keyset establishment process is well implemented on the eUICC using
SMS. After ISD-P SCPO03 keys initialization, the lifecycle state of the ISD-P is checked (shall
be PERSONALIZED) and a new secure channel session is opened to make sure that the
new keys have been set. During the key establishment, different parameters are used (DR,
HostID) to make sure that all configurations are supported on the eUICC. An error case is
defined to test that an incorrect SM-DP certificate is rejected.

Referenced Requirements
e PF_REQ7
e PM_REQS
e EUICC_REQS5, EUICC_REQ13, EUICC_REQ15, EUICC_REQ17, EUICC_REQ19,
EUICC_REQ21, EUICC_REQ22, EUICC_REQ23, EUICC_REQ54

Initial Conditions
e None
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Initial Conditions
e None

Step  Direction Sequence / Description Expected result =)

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE_SMS_PP ( EUICC_REQ22,
#SPT_VALUE, EUICC_REQ54
#ISD R TAR,
2 DS — eUICC-UT
[INSTALL PERSO ISDP1];
[STORE_DP_CERTIF],

#FIRST SCRIPT)

PROACTIVE COMMAND PENDING:
3 |eUICC-UT - DS | geNp SHORT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response packet |PM_REQ8,
with the #scpso_Enc key |EUICC_REQI1S,

; : EUICC_REQ19
2- Verify the cryptographic — '
cheg(sum UZIF:’I o EUICC_REQ21,
#SCP80 AUTHgKEY EUICC_REQ22
PROACTIVE COMMAND: _ _
5 euICC-UT - DS SEND SHORT MESSAGE 3- The response data is equal
to [R_AB 03RC]
4- Retrieve the {RC}
5- The {RC} length is either
16 or 32 bytes
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS PP ( EUICC_REQ22,
¥SPT_VALUE, EUICC_REQ54
#ISD R TAR,

7 |DS — eUICC-UT STORE ISDP KEYS (
#SC3_NO_DR;
{RC}),

#LAST_SCRIPT)

PROACTIVE COMMAND PENDING:

8 |SUICC-UT = DS | gEND SHORT MESSAGE

9 DS — eUICC-UT |FETCH
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Expected result (=)
1- Decrypt the response packet |PM_REQS,
with the #scp80 Enc key |EUICC_REQ1S,
; . o EUICC_REQ19
2- Verify the cryptographic — '
cheg(sum u>s/i$1gg P EUICC_REQ21,
EUICC_REQ22
#SCP80_AUTH KEY
3- The response data is equal
to [R_ AB_02RECEIPT]
4- Calculate ShS from
PROACTIVE COMMAND: #SM_ESK_ECKA and
10 |evieeuT S SEND SHORT MESSAGE fPK_ECASD_ECKA
5- Derive keyset from ShS and
retrieve the {SCP_KENC},
{SCcp_KMAC} and
{SCP_KDEK}
6- Verify the {RECEIPT} (i.e.
it shall be generated by
calculating a MAC across the
tag ‘A6’)
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
17 |DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
18 |eUICC-UT = DS | gD SHORT MESSAGE
19 |DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ?7,
with the #scpg0_ENC Key |PM_REQS,
SR ORETIVE SO AN 2- Verify the cryptographic Eg:gg—gggis
20 | eUlCC-UT — DS ' checksum using EUICC_REQI5,
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ19,
3- The response data is equal EUICCZREQZl,
to [R_AB E3 ISDP1 OF] [EUICC_REQ22
21 (DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS PP ( EUICC_REQ17,
#SPI_VALUE, EUICC_REQ54
#ISD P TARI,
SCP03 SCRIPT (
22 |DS — eUICC-UT -
#SCPO3_KVN,
[STORE_SDIN]))
Use the SCP03 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
23 |eVICC-UT > DS | gD SHORT MESSAGE
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Step‘ Direction ‘ Sequence / Description

Non-Confidential

Expected result (=)
24 |DS — eUICC-UT |FETCH
1- Decrypt the response packet | EUICC_REQ19,
with the #scpg80_ENc ey |EUICC_REQZ21,
2- No SCPO03 security error is EUICC_REQ23
25 |euicc-UT - DS PROACTIVE COMMAND: E;’:\;Sﬁ?\j:;fﬁ;e;zo;;z?gta
SEND SHORT MESSAGE and EXTERNAL
AUTHENTICATE commands
are successfully executed)
26 (DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
4217.21.2 Test Sequence N°2 — Nominal Case: DR, No Host ID
Initial Conditions
e None
Step ‘ Direction ‘ Sequence / Description Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22,
¥SPI_VALUE, EUICC_REQ54
#ISD R TAR,
2 DS — eUICC-UT -
[INSTALL PERSO_ISDP1];
[STORE_DP CERTIF],
#FIRST SCRIPT)
PROACTIVE COMMAND PENDING:
3 eUICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response PM_REQS,
packet with the EUICC_REQ13,
#5SCP80_ENC_KEY Eg:gg_gggi
2- Verify the cryptographic - ’
5 |eulcc-UT — Ds |PROACTIVE COMMAND: checksum using EUICC_REQ22
SEND SHORT MESSAGE #SCP80_AUTH_KEY
3- The response data is equal
to [R_AB 03RC]
4- Retrieve the {RC}
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
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Step‘ Direction ‘

Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQZ22,
4¥SPI_VALUE, EUICC_REQ54
#ISD R TAR,
7 |DS — eUICC-UT STORE_ISDP KEYS (
#SC3 DR;
{RC}),
#LAST SCRIPT)
PROACTIVE COMMAND PENDING:
8 |eVICC-UT—DS | geNp SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response PM_REQS8,
packet with the EUICC_REQ13,
#SCP80_ENC_KEY Eg:gg_gggg
2- Verify the cryptographlc EUICC_REQ22:
checksum using EUICC_REQ54
#SCP80_AUTH KEY -
3- The response data is equal
to
[R_AB 02RECEIPT DR]
4- Calculate ShS from
. #SM ESK ECKA and
10 |eUICC-UT — DS PROACTIVE COMMAND: #PK_ECAED e
SEND SHORT MESSAGE 5- Derive keyset from ShS
and {DR} and retrieve the
{SCP_KENC},
{SCP_KMAC} and
{SCP_KDEK}
6- Verify the {RECEIPT}
(i.e. it shall be generated
by calculating a MAC
across the tags ‘A6’ and
85')
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22,
EUICC_REQ54

12 |DS — eUICC-UT

#SPI_VALUE,
#ISD R TAR,

[GET ISDP1])

13 |eUICC-UT — DS

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE

14 |DS — eUICC-UT

FETCH
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Step‘ Direction ‘

Sequence / Description Expected result REQ
1- Decrypt the response PF_REQ7,
packet with the PM_REQS,
#SCP80_ENC_KEY Eg:gg_ﬁggis
: 2- Verify th t hi = ’
15 | eUICC-UT — DS PROACTIVE COMMAND: Cﬁég(su;CJZ&ggfap Ic EUICC_REQI5.,
EUICC_REQ19,
SEND SHORT MESSAGE $SCP80 AUTH KEY EUICC_RE821
3- The response data is equal EUICCZREQZZ
to [R_ AB E3 ISDP1 OF]
16 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ17,
#SPI_VALUE, EUICC_REQ54
#ISD_P TARI,
SCP03 SCRIPT
17 |DS — eUICC-UT - (
#SCP0O3_KVN,
[STORE_SDIN]))
Use the SCPO3 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
18 |eVICC-UT = DS | gD SHORT MESSAGE
19 |DS — eUICC-UT [FETCH
1- Decrypt the response EUICC_REQ?19,
packet with the EUICC_REQ21,
EUICC_REQ23

20 [eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

#SCP80_ENC_KEY
2- No SCPO03 security error is

raised in the response data

(i.e. INITIALIZE UPDATE
and EXTERNAL
AUTHENTICATE
commands are
successfully executed)

21 (DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

4.217.21.3

Initial Conditions
e None

Step  Direction

Sequence / Description

Test Sequence N°3 — Nominal Case: DR, Host ID

Expected result

1 Initialization sequence as described in section 4.2.1.1
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
ENVELOPE SMS PP ( EUICC_REQZ22,
¥SPI_VALUE, EUICC_REQ54
#ISD R TAR,
2 DS — eUICC-UT T
[INSTALL PERSO_ISDP1];
[STORE DP CERTIF],
#FIRST SCRIPT)
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | PM_REQ8,
with the #scpso ENc kEy |EUICC_REQ13,
- e EUICC_REQ19
2- Verify the cryptographic — '
PROACTIVE COMMAND: Che?lisum uzr;lgg " EUICC_REQ2,
5 |eUICC-UT DS ' #SCP80 AUTH KEY EUICC_REQ22
SEND SHORT MESSAGE — L.
3- The response data is equal
to [R_AB 03RC]
4- Retrieve the {RC}
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_ PP ( EUICC_REQ22,
EUICC_REQ54

7 DS — eUICC-UT

#SPI_VALUE,

#ISD R TAR,

STORE_ISDP_KEYS (
#SC3_DR_HOST;
{RC}),

#LAST SCRIPT)

8 eUICC-UT — DS

PROACTIVE COMMAND PENDING:

SEND SHORT MESSAGE

9 DS — eUICC-UT

FETCH
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
1- Decrypt the response packet |PM_REQS,
with the #scp80_ENc key |EUICC_REQI3,
; Cranhic EUICC_REQ19
2- Verify the cryptographic — '
cheg(sum uns/i‘;gg P EUICC_REQ21,
EUICC_REQ22
#SCP80_AUTH KEY
3- The response data is equal
to [R_ AB_02RECEIPT DR]
4- Calculate ShS from
#SM_ESK_ECKA and
#PK_ECASD_ECKA
10 |eUICC-UT — DS PROACTIVE COMMAND: 5- Derive keyset from ShS
SEND SHORT MESSAGE (using {DR}, #HOST ID,
#ISD R SIN and
#ISD R SDIN) and retrieve
the {SCP_KENC},
{SCP_KMAC} and
{SCP_KDEK}
6- Verify the {RECEIPT} (i.e.
it shall be generated by
calculating a MAC across the
tags ‘A6’ and ‘85’)
11 DS — eUICC-UT |TERMINAL RESPONSE SW='9000’
ENVELOPE SMS PP ( EUICC_REQ22,
#SPI VALUE, =HeE X202
12 |DS — eUICC-UT N
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
L EUESUT = 25 SEND SHORT MESSAGE
14 |DS — eUICC-UT (FETCH
1- Decrypt the response packet |PF_REQ?7,
with the #scpg0_ENC Key |PM_REQS,
PROACTIVE COMMAND: 2- Verify the cryptographic Eg:gg_gggis
15 | eUICC-UT — DS : checksum using EUICC_REQ15,
SEND SHORT MESSAGE #SCP80_AUTH KEY EUICC_REQ19,
3- The response data is equal EUICCIREQ21,
to [R_AB E3 ISDP1 OF] EUICC_REQ22

16 |DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
ENVELOPE SMS PP ( EUICC_REQ17,
#SPI_VALUE, EUICC_REQ54
#ISD P TARI,
SCP03_SCRIPT (
17 |DS — eUICC-UT -
#SCP03_KVN,
[STORE_SDIN]))
Use the SCPO3 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
sy = 2 SEND SHORT MESSAGE
19 |DS — eUICC-UT (FETCH
1- Decrypt the response packet [EUICC_REQ19,
with the #scpg0o_Enc key |EUICC_REQ21,
2- No SCPO03 security error is EUICC_REQ23
20 aiccuT— s |PROACTIVE cOMMALD AL
END SHORT MESSAGE "
S SHO SSAG and EXTERNAL
AUTHENTICATE commands
are successfully executed)
21 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
4217.21.4 Test Sequence N°4 — Error Case: Invalid SM-DP Certificate
Initial Conditions
e None
Step‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP ( EUICC_REQ22,
SPI_VALUE, EUICC_REQ54
#ISD R TAR,
2 DS — eUICC-UT -
[INSTALL PERSO ISDP1];
[STORE_INVALID DP CERTIF],
#FIRST SCRIPT)
PROACTIVE COMMAND PENDING:
3 euicC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
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Step‘ Direction ‘ Sequence / Description Expected result (=)

1- Decrypt the response PM_REQS8,
packet with the EUICC_REQ13,
#SCP80_ENC_KEY EUICC_REQ19,
2- Verify the cryptographic Eg:gg—ﬁggg
5 eUICC-UT — DS PROACTIVE COMMAND: checksum using _
SEND SHORT MESSAGE #SCP80_AUTH_KEY

3- The response data is equal
to [R_AB 036982]

(see Note)

6 DS — eUICC-UT | TERMINAL RESPONSE SW='9000

Note: The SW may be also ‘6A80’

4.2.17.2.2 TC.ES8.EISDPK.2: EstablishISDPKeyset_ CAT_TP

Test Purpose

To ensure the ISD-P keyset establishment process is well implemented on the eUICC using
CAT_TP. After ISD-P SCPO03 keys initialization, the lifecycle state of the ISD-P is checked
(shall be PERSONALIZED) and a new secure channel session is opened to make sure that
the new keys have been set.

Referenced Requirements
e PF REQ7
e PM_REQ8
e EUICC_REQS5, EUICC_REQ13, EUICC_REQ15, EUICC_REQ17, EUICC_REQ18,
EUICC_REQ22, EUICC_REQ23, EUICC_REQ53, EUICC_REQ54

Initial Conditions
e None
4217.2.21 Test Sequence N°1 — Nominal Case: No DR, No Host ID

Initial Conditions
e None

Step Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
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Direction ‘ Sequence / Description

Step Expected result 2{=(0)
ACK_DATA containing the result of EUICC_REQ54
SCP80_PACKET (
#SPI_VALUE,
3 |DS — eUICC-UT #ISD R TAR,
[INSTALL PERSO ISDP1];
[STORE DP CERTIF],
#FIRST SCRIPT)
1- The ACK_DATA contains a PM_REQS,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ18
with the #SCP80_ ENC KEY
3- Verify the cryptographic
4 |eUICC-UT — DS | Ack_DATA with POR checksum using
#SCP80_AUTH_KEY
4- The response data is equal to
[R_AB O3RC]
5- Retrieve the {RC}
ACK_DATA containing the result of EUICC_REQ54
SCP80_PACKET (
#SPI_VALUE,
#ISD R TAR,
5 DS — eUICC-UT
STORE_ISDP KEYS (
#SC3 NO_DR;
{RC}),
#LAST SCRIPT)
1- The ACK_DATA contains a PM_REQS,
response packet EUICC_REQ13,
2- Decrypt the response packet EUICC_REQ18

6 eUICC-UT — DS

ACK_DATA with POR

with the #SCP80_ENC_KEY

3- Verify the cryptographic
checksum using
#SCP80_AUTH KEY

4- The response data is equal to
[R_AB_02RECEIPT]

5- Calculate ShS from
#SM_ESK_ECKA and
#PK_ECASD_ECKA

6- Derive keyset from ShS and
retrieve the {SCP_KENC},
{ScP_KMAC} and
{SCP_KDEK}

7- Verify the {RECEIPT} (i.e. it
shall be generated by
calculating a MAC across the
tag ‘A6’)
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Direction ‘ Sequence / Description

Step Expected result 2{=(0)
ACK_DATA containing the result of EUICC_REQ54
SCP80_ PACKET (
7 |DS — eUICC-UT #SPI VALUE,
#ISD R TAR,
[GET ISDP1])
1- The ACK_DATA contains a PF_REQ7
response packet EUICC_REQS5,
2- Decrypt the response packet Eg:gg—sggig
wnh the #SCP8 OiENC?KEY EUICC_REQ18
8 |eUICC-UT — DS |aAcK DATA with POR 3- Verify the cryptographic
- checksum using
#SCP80 AUTH KEY
4- The response data is equal to
[R_AB E3 ISDPl OF]
ACK_DATA containing the result of EUICC_REQ17,
SCP80_PACKET ( Bl Ribg
#SPI_VALUE,
#ISD P TARI,
9 |DS - euicC-UT SRS Slet K|
#SCP03_KVN,
[STORE_SDIN]))
Use the SCPO03 keys
{SCP_KENC}, {SCP_KMAC} and
{SCP_KDEK}
1- Decrypt the response packet |EUICC_REQ18,
with the #SCP80_ENC_KEY EUICC_REQ23
2- No SCPO03 security error is
raised in the response data
10 1eUICC-UT - DS | Ack_DATA with POR (i.e. INITIALIZE UPDATE and
EXTERNAL AUTHENTICATE
commands are successfully
executed)
11 |[Close CAT_TP session as described in section 4.2.1.4

4.2.17.2.3 TC.ESS8.EISDPK.3: EstablishiISDPKeyset HTTPS

Test Purpose

To ensure the ISD-P keyset establishment process is well implemented on the eUICC using
HTTPS. After ISD-P SCPO03 keys initialization, the lifecycle state of the ISD-P is checked
(shall be PERSONALIZED) and a new secure channel session is opened to make sure that
the new keys have been set.

Referenced Requirements

PF_REQ7
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e PM_REQS

e EUICC_REQ5, EUICC_REQ13, EUICC_REQ14, EUICC_REQ15, EUICC_REQ17,
EUICC_REQ22, EUICC_REQ23, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45,
EUICC_REQ46, EUICC_REQA47, EUICC_REQ48, EUICC_REQA49, EUICC_REQ50,
EUICC_REQ51, EUICC_REQ52, EUICC_REQ54

Initial Conditions

e The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS _PSK WITH_AES 128 GCM_SHA256 and

TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be

accepted

o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4.217.2.3.1 Test Sequence N°1 — Nominal Case: No DR, No Host ID
Initial Conditions
¢ None
Step ‘ Direction ‘ Sequence / Description ‘ Expected result N=0)
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
TLS_APPLICATION containing the EUICC_REQ49,
result of EUICC_REQ50,
3 DS — eUICC-UT HTTPS_CONTENT ( EUICC_REQSZ
[INSTALL PERSO_ISDP1];
[STORE_DP CERTIF])
- Decrypt the TLS record with PM_REQS8,
the #sCP81_PSK using the EUICC_REQ14,
cipher-suite negotiated during EUICC_REQA43,
the TLS handshak EUICC_REQ4S,
© anashake EUICC_REQ47.
- The POST URI is equal to EUICC_REQ48
#POST_URI EUICC_REQ52
- The different headers are
equal to
#HOST

4 eUICC-UT — DS

TLS_APPLICATION with POR

#X_ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER_ENCODING
#X_ADMIN STATUS OK

- The HTTP content contains a

response data equal to
[R_AF_02RC]

5- Retrieve the {RC}
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Expected result (=)
TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQS50,
HTTPS CONTENT ( EUICC_REQ52
DS — eUICC-UT STORE_ISDP KEYS (
#SC3 NO_DR;
{RC}))
1- Decrypt the TLS record with PM_REQS,
the #5CP81 PsK using the EUICC_REQ14,
cipher-suite negotiated during EUICC_REQA43,
the TLS handshake EUICC_REQ4S,
‘ EUICC_REQ47,
2- The POST URl is equal to EUICC REQ48,
#POST_URI EUICC_REQ52
3- The different headers are
equal to
#HOST
#X_ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
eUICC-UT — DS | TLs APPLICATION with POR 4- The HTTP content contains a
response data equal to
[R_AF RECEIPT]
5- Calculate ShS from
#SM_ESK_ECKA and
#PK_ECASD_ ECKA
6- Derive keyset from ShS and
retrieve the {SCP_KENC},
{scp_KMAC} and
{SCP_KDEK}
7- Verify the {RECEIPT} (i.e. it
shall be generated by
calculating a MAC across the
tag ‘A6’)
TLS_APPLICATION containing the EUICC_REQA49,
result of EUICC_REQ50,
DS — eUICC-UT EUICC_REQ52

HTTPS CONTENT (

[GET ISDP1])
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Step‘ Direction ‘ Sequence / Description ‘

Non-Confidential

Expected result (=)

1- Decrypt the TLS record with PF_REQ7,
the #scP81_PSK using the PM_REQ8,
cipher-suite negotiated during EUICC_REQS,
the TLS handshake EUICC_REQ14,

) EUICC_REQ15,

2- The POST URI is equal to EUICC_REQ43,
#POST_URI EUICC_REQ46,

3- The different headers are EUICC_REQA47,
equal to EUICC_REQ48,

8 |eUICC-UT — DS |TLS_APPLICATION with POR #HOST EUICC_REQ52
#X_ ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER _ENCODING
#X_ ADMIN STATUS OK

4- The HTTP content contains a
response data equal to
[R_AF E3 ISDP1 OF]

TLS_APPLICATION containing the EUICC_REQ17,
result of EUICC_REQ49,
EUICC_REQ51,
HTTPS_CONTENT_ ISDP ( EUICCZRE852
#ISD P AID1
9 |bs - euicc-uT SCPQ3_SCRIPT(
#SCP0O3_KVN,
[STORE_SDIN]))
Use the SCPO03 keys
{SCP_KENC}, {SCP KMAC} and
{SCP_KDEK})

1- Decrypt the TLS record with EUICC_REQ14,
the #SCcP81_PSK using the EUICC_REQZ23,
cipher-suite negotiated during EUICC_REQA43,
the TLS handshake E.lge MBoRS,

) EUICC_REQ47,

2- The POST URI is equal to EUICC_REQ48,
#POST_URI EUICC_REQ52

3- The different headers are
equal to
#HOST

10 |eUICC-UT — DS |TLS_APPLICATION with POR P BRI RO
- #X_ ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER ENCODING
#X ADMIN STATUS OK

4- No SCPO03 security error is
raised in the response data
(i.e. INITIALIZE UPDATE and
EXTERNAL AUTHENTICATE
commands are successfully
executed)

11 |Close HTTPS session as described in section 4.2.1.7
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4.2.18 ESS8 (SM-DP - eUICC): DownloadAndInstallation

4.2.18.1 Conformance Requirements

References
e GSMA Embedded SIM Remote Provisioning Architecture [1]
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
e PF_REQ7
¢ PM_REQ3, PM_REQ9
e EUICC_REQ13, EUICC_REQ14, EUICC_REQ17, EUICC_REQ18, EUICC_REQ22,
EUICC_REQ23, EUICC_REQ42, EUICC_REQA43, EUICC_REQ45, EUICC_REQ46,
EUICC_REQA47, EUICC_REQA48, EUICC_REQA49, EUICC_REQ51, EUICC_REQ52,
EUICC_REQ53, EUICC_REQ54, EUICC_REQ57, EUICC_REQ58, EUICC_REQ59,
EUICC_REQ60, EUICC_REQ61
e SEC _REQ23

4.2.18.2 Test Cases

General Initial Conditions
e #ISD P AIDI present on the eUICC and personalized with SCP03 keys
o The process ES8-EstablishISDPKeySet has been used
o {SCP_KENC}, {SCP_KMAC}, {SCP_KDEK} have been set

Test Environment

| =TT T T |
1 1
: : eUICC-UT

1
1
-4
1
[
1
9
1
]
1
1
.

1

|

|
ES8-DownloadAnInstallation

ES5-eUICCCapabilityAudit

————m————r

4.2.18.21 TC.ES8.DAIL1: DownloadAndinstallation_CAT_TP

Test Purpose

To ensure Profile download is possible on the eUICC using CAT_TP. A generic Profile is
downloaded and script chaining, as defined in ETSI TS 102 226 [6], is used in this
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sequence. After the execution of the download process, an audit is sent to make sure that
the new Profile is Disabled. An error case is also defined to check that the ISD-P lifecycle
state remains unchanged when the Profile is not fully downloaded.

Referenced Requirements
e PF_REQ7
¢ PM_REQ3, PM_REQ9
e EUICC_REQ13, EUICC_REQ17, EUICC_REQ18, EUICC_REQZ22, EUICC_REQZ23,

EUICC_REQ53, EUICC_REQ54, EUICC_REQ57, EUICC_REQ58, EUICC_REQ59,
EUICC_REQ60, EUICC_REQ61

e SEC _REQ23

Initial Conditions
e None

4.2.18.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e The #PROFILE PACKAGE shall be split in several parts named from
{PROFILE PART1} to {PROFILE PARTn} in this sequence (n = the last index of
the sub part). Each Profile part contains a list of PEs.

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2

ACK_DATA containing the result of EUICC_REQ17,
EUICC_REQ54,

SCP80_PACKET ( EUICC_REQS57.
#SPI_VALUE, EUICC_REQ58

#ISD_P_TARI,
SCPO3T_SCRIPT (
3 DS — eUICC-UT -
#SCP03_KVN,
{PROFILE_PART1}),
#FIRST SCRIPT)

Use the SCP03 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}
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eUICC-UT — DS

Step‘ Direction ‘ Sequence / Description

ACK_DATA with POR

Non-Confidential

Expected result

1- The ACK_DATA contains a
response packet

Decrypt the response packet
with the #SCP80 ENC KEY
Verify the cryptographic
checksum using
#SCP80_AUTH KEY

The response data is
formatted in an expanded
remote command structure
with definite length coding
The response to the
INITIALIZE UPDATE TLV
command (i.e. TAG ‘84’)
shall be equal to
[R_SCPO3T_INITUP_OK]
The response to the
EXTERNAL
AUTHENTICATE TLV
command (i.e. TAG ‘85")
shall be equal to
[R_SCPO3T_ EXTAUTH OK]
For each SCP03t TLV
command sent (i.e. TAG
‘86’), a response
[R_SCPO3T EMPTY] is
returned

2

w
]

N
1

a1
T

(e}
1

~
1

)

PM_REQ9,
EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ23,
EUICC_REQ59,
EUICC_REQ60,
EUICC_REQ61

Loop until the Profile part index (named i) is equal to n-1

DS — eUICC-UT

ACK_DATA containing the result of
SCP80_PACKET (
#SPI_VALUE,
#ISD_P TARI,
SCPO3T_ SUB_SCRIPT (
{PROFILE_PARTi}),

#SUB_SCRIPT)

EUICC_REQ17,
EUICC_REQ54,
EUICC_REQ57,
EUICC_REQ58
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Step‘ Direction ‘ Sequence / Description

6 eUICC-UT — DS

ACK_DATA with POR

Expected result

1- The ACK_DATA contains a
response packet

Decrypt the response packet
with the #SCP80 ENC KEY
Verify the cryptographic
checksum using
#SCP80_AUTH KEY

The response data is
formatted in an expanded
remote command structure
with definite length coding
For each SCPO3t TLV
command sent (i.e. TAG
‘86’°), a response
[R_SCPO3T EMPTY] is
returned

2

w
]

N
1

a1
T

)

PM_REQ9,
EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ23,
EUICC_REQ61

End loop

7 DS — eUICC-UT

ACK_DATA containing the result of
SCP80_PACKET (
#SPI_VALUE,
#ISD P TARI,
SCPO3T SUB_SCRIPT (
{PROFILE_PARTn}),

#LAST SCRIPT)

EUICC_REQ17,
EUICC_REQ54,
EUICC_REQ57,
EUICC_REQ58

8 eUICC-UT — DS

ACK_DATA with POR

[EnY
'

The ACK_DATA contains a
response packet

Decrypt the response packet
with the #SCP80_ENC_KEY
Verify the cryptographic
checksum using
#SCP80_AUTH KEY

The response data is
formatted in an expanded
remote command structure
with definite length coding
For each SCP03t TLV
command sent (i.e. TAG
‘86’), a response
[R_SCPO3T_EMPTY] is
returned (except for the last
one)

Decrypt the last SCP03t
response using the SCP03
session key and check the R-
MAC

The content of the last
SCPO03t response data is
equal to #R_PROF PKG OK

N
'

w
]

N
1

ol
1

(@]
1

~
]

PM_REQ9,
EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ23,
EUICC_REQ61,
SEC_REQ23

9 Close CAT_TP session as described in section 4.2.1.4
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Step‘ Direction ‘ Sequence / Description

Non-Confidential

Expected result (=)
ENVELOPE SMS PP ( EUICC_REQ22,
#SPT VALUE, EUICC_REQ54
10 |DS — eUICC-UT B
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
e = SEND SHORT MESSAGE
12 |DS — eUICC-UT [FETCH
1- Decrypt the response packet |PF_REQ?7,
with the #scP80_ENC_KEY |PM_REQS3,
- et EUICC_REQ13
) 2- Verify the cryptographic — g
13 | eUICC-UT — DS PROACTIVE COMMAND: checksum using EUICC_REQ22
SEND SHORT MESSAGE #SCP80_AUTH KEY
3- The response data is equal
to [R_AB E3 ISDPl 1F]
14 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
4218.2.1.2 Test Sequence N°2 — Error Case: Profile Downloading Interrupted

Initial Conditions

The #PROFI LE PACKAGE

shall

be split

in several parts

named

from

{PROFILE PART1} to {PROFILE PARTn} in this sequence (n = the last index of
the sub part). Each Profile part contains a list of PEs. Note that only the
{PROFILE PART1} needs to be sent in the following test.

Step‘ Direction ‘ Sequence / Description

Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
ACK_DATA containing the result of EUICC_REQ17,
EUICC_REQ54,
SCP80_PACKET ( EUICC_REQ57.
#SPI_VALUE, EUICC_REQ58
#ISD_P TARI,
SCPO3T SCRIPT (
3 DS — eUICC-UT -
#SCPO3_KVN,
{PROFILE_PART1}),
#FIRST SCRIPT)
Use the SCPO3 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
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Step‘ Direction ‘ Sequence / Description

eUICC-UT — DS

ACK_DATA with POR

Non-Confidential

Expected result

1- The ACK_DATA contains a
response packet

Decrypt the response packet
with the #SCP80 ENC KEY
Verify the cryptographic
checksum using
#SCP80_AUTH KEY

The response data is
formatted in an expanded
remote command structure
with definite length coding
The response to the
INITIALIZE UPDATE TLV
command (i.e. TAG ‘84’)
shall be equal to
[R_SCPO3T_INITUP_OK]
The response to the
EXTERNAL
AUTHENTICATE TLV
command (i.e. TAG ‘85")
shall be equal to
[R_SCPO3T_ EXTAUTH OK]
For each SCP03t TLV
command sent (i.e. TAG
‘86’), a response
[R_SCPO3T EMPTY] is
returned

2

w
]

N
1

(e}
1

~
1

)

PM_REQ9,
EUICC_REQ13,
EUICC_REQ18,
EUICC_REQ23,
EUICC_REQ59,
EUICC_REQ60,
EUICC_REQ61

5 Close CAT_TP session as described in section 4.2.1.4 (the other Profile Elements shall not be sent)
ENVELOPE_SMS PP ( EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54
6 DS — eUICC-UT
#ISD R TAR,
[GET ISDP1])
PROACTIVE COMMAND PENDING:
! evicc-UT - DS SEND SHORT MESSAGE
8 DS — eUICC-UT |FETCH
1- Decrypt the response packet |PF_REQ?7,
with the #scpg80_eEnc _key |PM_REQS,
; ranhi EUICC_REQ13
) 2- Verify the cryptographic — '
9 cUICC-UT — DS PROACTIVE COMMAND: checksum using EUICC_REQ22
SEND SHORT MESSAGE #SCP80_AUTH KEY
3- The response data is equal
to [R AB_ E3 ISDP1 OF]
10 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’
4218.2.2 TC.ES8.DAIL2: DownloadAndinstallation_HTTPS

Test Purpose
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To ensure Profile download is possible on the eUICC using HTTP. A generic Profile is
downloaded and script chaining, as defined in ETSI TS 102 226 [6], is used in this
sequence. After the execution of the download process, an audit is sent to make sure that
the new Profile is Disabled. An error case is also defined to check that the ISD-P lifecycle
state remains unchanged when the Profile is not fully downloaded.

Referenced Requirements

e PF_REQ7

¢ PM_REQ3, PM_REQ9

¢ EUICC_REQ13, EUICC_REQ14, EUICC_REQ17, EUICC_REQZ22, EUICC_REQ23,
EUICC_REQ42, EUICC_REQA43, EUICC_REQ45, EUICC_REQ46, EUICC_REQA47,
EUICC_REQ48, EUICC_REQA49, EUICC_REQ51, EUICC_REQ52, EUICC_REQ54,
EUICC_REQ57, EUICC_REQ58, EUICC_REQ59, EUICC_REQ60, EUICC_REQ61

e SEC REQ23

Initial Conditions
e The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported
o Only the cipher-suites TLS _PSK WITH_AES 128 GCM_SHA256 and

TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

4218.2.21 Test Sequence N°1 — Nominal Case

Initial Conditions
e The #PROFILE PACKAGE shall be split in several parts named from
{PROFILE PART1} to {PROFILE PARTn} in this sequence (n = the last index of
the sub part). Each Profile part contains a list of PEs.

Step‘ Direction ‘ Sequence / Description Expected result N=O)

1 Initialization sequence as described in section 4.2.1.1

2 Open HTTPS session on ISD-R as described in section 4.2.1.5

TLS_APPLICATION containing the EUICC_REQ17,

result of EUICC_REQ49,

EUICC_REQS51,

HTTPS CONTENT ISDP ( EUICC_REQ52.

#ISD_P AIDI1, EUICC_REQ57,

EUICC_REQ58
3 DS — eUICC-UT SCPO3T SCRIPT (
#SCPO3_KVN,

{PROFILE PART1}))

Use the SCP03 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
1- Decrypt the TLS record with | PM_REQ9,
the #sCcP81_psk using the |EUICC_REQ14,
cipher-suite negotiated Eg:gg—ﬁggig
during the TLS handshake EUICC_REQ46:
2- The POST URI is equal to EUlCC_REQ47,
#POST_URT EUICC_REQ48,
3- The different headers are EUICC_REQ52,
equal to EUICC_REQ59,
#HOST EUICC_REQ60,
#X_ADMIN PROTOCOL EUICC_REQ61
#X_ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
4- The HTTP content contains a
response data formatted in
an expanded remote
4 eUICC-UT - DS |15 APPLICATION with POR command structure with
- indefinite length coding
5- The response to the
INITIALIZE UPDATE TLV
command (i.e. TAG ‘84’)
shall be equal to
[R_SCPO3T INITUP_ OK]
6- The response to the
EXTERNAL
AUTHENTICATE TLV
command (i.e. TAG ‘85’)
shall be equal to
[R_SCPO3T EXTAUTH OK]
7- For each SCP0O3t TLV
command sent (i.e. TAG
‘86’), a response
[R_SCPO3T_EMPTY] is
returned
Loop until the Profile part index (named i) is equal to n-1
TLS_APPLICATION containing the EUICC_REQ17,
result of EUICC_REQ49,
HTTPS CONTENT_ ISDP ( Eg:gg—gggg%
5 |DPS—euiCC-UT 4$ISD P AIDI, EUICC_REQS57,
EUICC_REQ58

SCPO3T_SUB_SCRIPT (
{PROFILE_PARTi}))
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Step‘ Direction ‘ Sequence / Description

Expected result (=)
1- Decrypt the TLS record with | PM_REQ9,
the #sCcP81_psk using the |EUICC_REQ14,
cipher-suite negotiated EUICC_REQ23,
during the TLS handshake EUICC_REQ43,
, EUICC_REQ46,
2- The POST URI is equal to EUICC_REQ47,
#POST_URT EUICC_REQ48,
3- The different headers are EUICC_REQ52,
equal to EUICC_REQ61,
#HOST SEC_REQ23
#X_ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT TYPE
6 eUICC-UT — DS TLS_APPLICATION with POR #TRANSFER ENCODING
#X ADMIN STATUS OK
4- The HTTP content contains a
response data formatted in
an expanded remote
command structure with
indefinite length coding
5- For each SCP0O3t TLV
command sent (i.e. TAG
‘86’), a response
[R_SCPO3T_EMPTY] is
returned
End loop
TLS_APPLICATION containing the EUICC_REQ17,
result of EUICC_REQA49,
EUICC_REQ51,
. 0S . eUICG.UT HTTPS CONTENT_ ISDP ( EUICC_REQ52.
#ISD_P_AIDI, EUICC_REQS57,
EUICC_REQ58

SCPO3T_SUB_SCRIPT (
{PROFILE_PARTn}))
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Step‘ Direction ‘ Sequence / Description

eUICC-UT — DS

TLS_APPLICATION with POR

Non-Confidential

Expected result

1- Decrypt the TLS record with
the #SCP81 PSK using the
cipher-suite negotiated
during the TLS handshake
The POST URI is equal to
#POST URI
The different headers are
equal to
#HOST
#X_ADMIN PROTOCOL
#X_ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
4- The HTTP content contains a
response data formatted in
an expanded remote
command structure with
indefinite length coding
For each SCP03t TLV
command sent (i.e. TAG
‘86’), a response
[R_SCPO3T_EMPTY] is
returned (except for the last
one)
Decrypt the last SCP03t
response using the SCP03
session key and check the R-
MAC
7- The content of the last
SCPO03t response data is
equal to #R_PROF PKG OK

1
T

)

PM_REQ9,
EUICC_REQ14,
EUICC_REQ23,
EUICC_REQ43,
EUICC_REQ46,
EUICC_REQ47,
EUICC_REQ48,
EUICC_REQ52,
EUICC_REQ61

Close HTTPS sess

ion as described in section 4.2.1.7

10

DS — eUICC-UT

ENVELOPE_SMS_PP (
#SPI_VALUE,
#ISD_R TAR,

[GET ISDP1])

EUICC_REQ22,
EUICC_REQ54

11

eUICC-UT — DS

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE

12

DS — eUICC-UT

FETCH

13

eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

1- Decrypt the response packet
with the #SCP80 ENC KEY

2- Verify the cryptographic
checksum using
#SCP80_ AUTH KEY

3- The response data is equal
to [R AB_ E3 ISDP1 1F]

PF_REQ7,
PM_REQ3,

EUICC_REQ13,
EUICC_REQ22

14

DS — eUICC-UT

TERMINAL RESPONSE

SW='9000’
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4.218.2.2.2 Test Sequence N°2 — Error Case: Profile Downloading Interrupted

Initial Conditions
e The #PROFILE PACKAGE shall be split in several parts named from
{PROFILE PART1} to {PROFILE PARTn} in this sequence (n = the last index of
the sub part). Each Profile part contains a list of PEs. Note that only the
{PROFILE PART1} needs to be sent in the following test.

Step  Direction Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

2 Open HTTPS session on ISD-R as described in section 4.2.1.5

TLS_APPLICATION containing the EUICC_REQ17,
result of EUICC_REQA49,
EUICC_REQ51,

HTTPS_ CONTENT ISDP ( EUICC_REQS52,
#ISD P AID1, EUICC_REQ57,
EUICC_REQ58

3 DS — eUICC-UT SCPO3T_SCRIPT (
#SCPO3_KVN,
{PROFILE PART1}))

Use the SCPO03 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
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Step‘ Direction ‘ Sequence / Description

4 eUICC-UT — DS

TLS_APPLICATION with POR

Expected result (=)

1- Decrypt the TLS record with | PM_REQ9,
the #sCcP81_psk using the |EUICC_REQ14,
cipher-suite negotiated EUICC_REQ2Z3,
during the TLS handshake EUICC_REQ43,
. EUICC_REQ46,
2- The POST URI is equal to EUICC_REQ47
#POST_URI EUICC_REQ48,
3- The different headers are EUICC_REQ52,
equal to EUICC_REQ59,
#HOST EUICC_REQ60,
#X_ADMIN PROTOCOL EUICC_REQ61

#X_ADMIN FROM ISD R
#CONTENT TYPE
#TRANSFER_ENCODING
#X ADMIN STATUS OK
4- The HTTP content contains a
response data formatted in
an expanded remote
command structure with
indefinite length coding
5- The response to the
INITIALIZE UPDATE TLV
command (i.e. TAG ‘84’)
shall be equal to
[R_SCPO3T_INITUP_OK]
The response to the
EXTERNAL
AUTHENTICATE TLV
command (i.e. TAG ‘85’)
shall be equal to
[R_SCPO3T_EXTAUTH OK]
For each SCP03t TLV
command sent (i.e. TAG
‘86’), a response
[R_SCPO3T_EMPTY] is
returned

(e}
1

~
'

5 Close HTTPS sess

ion as described in section 4.2.1.7 (the

other Profile Elements shall not be sent)

6 DS — eUICC-UT

ENVELOPE_SMS_PP (
#SPI_VALUE,
#ISD_R TAR,

[GET ISDP1])

EUICC_REQ22,
EUICC_REQ54

eUICC-UT — DS

SEND SHORT MESSAGE

PROACTIVE COMMAND PENDING:

DS — eUICC-UT

FETCH
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Step‘ Direction ‘ Sequence / Description

eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

Non-Confidential

Expected result

1- Decrypt the response packet
with the #SCP80 ENC KEY

2- Verify the cryptographic
checksum using
#SCP80_ AUTH KEY

3- The response data is equal
to [R_ AB E3 ISDP1 OF]

)

PF_REQ7,
PM_REQ3,

EUICC_REQ13,
EUICC_REQ22

10

DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

4.2.19 ESS8 (SM-DP - eUICC): UpdateConnectivityParameters

4.2.191

References

GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
EUICC_REQ13, EUICC_REQ14, EUICC_REQ16, EUICC_REQ17, EUICC_REQ18,

EUICC_REQ19, EUICC_REQZ21, EUICC_REQZ22, EUICC_REQ23, EUICC_REQ31,
EUICC_REQ43, EUICC_REQA46, EUICC_REQA47, EUICC_REQ48, EUICC_REQA49,
EUICC_REQ51, EUICC_REQ52, EUICC_REQ54

4.219.2 Test Cases

General Initial Conditions
#DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

Test Environment

Conformance Requirements

eUICC-UT

[ _— [ — -
I ! I )
| ) | 1
I I [ ]
I ! I )
|.___|____I I----I_---I
| |
: !
1 ES8-UpdateConnectivityParameters
|
I |
| |
| 1
| |
| |
4.219.21 TC.ES8.UCP.1: UpdateConnectivityParameters_SMS

Test Purpose
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Non-Confidential

To ensure ISD-P can update the Connectivity Parameters on an Enabled Profile using SMS.

Referenced Requirements
EUICC_REQ13, EUICC_REQ17, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22,
EUICC_REQ23, EUICC_REQ31, EUICC_REQ54

Initial Conditions

e None
4.2.19.21.1 Test Sequence N°1 — Nominal Case: Update SMS Parameters
Initial Conditions
e None
Step Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ17,
EUICC_REQ22,
#SPI_VALUE, EUICC_REQS54
#DEFAULT ISD P TAR,
2 |DS — eUICC-UT
SCP03 SCRIPT (
#DEFAULT ISD P SCP03 KVN,
[STORE_SMS PARAM MNO]))
PROACTIVE COMMAND PENDING:
8 |eVICC-UT =DS | geNp SHORT MESSAGE
4 |DS — eUICC-UT |FETCH
1- Decrypt the response |EUICC_REQ13,
packet with the EUICC_REQ1Y9,
: EUICC_REQ21,
5 |euicc-UT — Ds | PROACTIVE COMMAND: #SCP80_ENC_KEY EUICC_RE822
SEND SHORT MESSAGE 2- For each R-APDU EUICC_REQ23,
received: EUICC_REQ31
a. SW="9000’ or ‘6108’
6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
4.219.21.2 Test Sequence N°2 — Nominal Case: Update CAT_TP Parameters

Initial Conditions

None

Direction

Step

Sequence / Description

Initialization sequence as described in section 4.2.1.1

Expected result

REQ
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Direction ‘

Non-Confidential

Step Sequence / Description Expected result REQ
ENVELOPE SMS PP ( EUICC_REQ17,
EUICC_REQ22,
#SPL_VALUE, EUICC_REQS54
#DEFAULT ISD P TAR,
2 |DS — eUICC-UT - T
SCPO3_SCRIPT (
#DEFAULT ISD P SCP03 KVN,
[STORE CATTP PARAM MNO]))
PROACTIVE COMMAND PENDING: SEND
3 |eUICCUT—DS | g 0T MESSAGE
4 |DS — eUICC-UT |FETCH
1- Decrypt the response |EUICC_REQ13,
packet with the EUICC_REQ1Y9,
) #SCP80_ENC_KEY EUICC_REQ21,
5 |euicc-UT — Ds | PROACTIVE COMMAND: - For oach RAPDU EUICC_REQ22,
SEND SHORT MESSAGE received: EUICC_REQ2Z3,
: EUICC_REQ31
a. SW='9000’ or
‘6108’
6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
4.2.19.21.3 Test Sequence N°3 — Nominal Case: Update HTTPS Parameters
Initial Conditions
e None
Step Direction ‘ Sequence / Description Expected result N=O)
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ17,
EUICC_REQ22,
#SPI_VALUE, EUICC_REQS54
#DEFAULT ISD P TAR,
2 |DS — eUICC-UT
SCP03_ SCRIPT (
#DEFAULT ISD P SCP03 KVN,
[STORE_HTTPS PARAM MNO]))
PROACTIVE COMMAND PENDING: SEND
3 |eVICCUT—DS | g 0T MESSAGE
4 |DS — eUICC-UT |FETCH
1- Decrypt the response |EUICC_REQ13,
packet with the EUICC_REQ1Y9,
: #scp8o_EnNc key |EUICC_REQZ2I,
5 |eulcc-UT — Ds | PROACTIVE COMMAND: o Lot onoh RAPDU EUICC_REQ22,
SEND SHORT MESSAGE received: EUICC_REQ23,
; EUICC_REQ31
a. SW='9000’ or
‘6108’
6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
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4.219.21.4 Test Sequence N°4 — Nominal Case: Update SMS and CAT_TP

Parameters
Initial Conditions
e None
Step  Direction ‘ Sequence / Description Expectedresult =~ REQ
1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP ( ELHCC_REQlI
EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54

#DEFAULT ISD P TAR,
2 DS — eUICC-UT
SCP03_SCRIPT (

#DEFAULT ISD P _SCP03 KVN,

[STORE_SMSCATTP_ PARAM]))

PROACTIVE COMMAND PENDING: SEND

3 |eVICC-UT = DS | gLoRT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response |EUICC_REQ13,

packet with the EUICC_REQ19,
: #scps0 ENC Kpy |EUICC_REQ21,
5 |euicc-UT — Ds | PROACTIVE COMMAND: - For each RAPDU EUICC_REQ22,
SEND SHORT MESSAGE received: EUICC_REQZ3,
) EUICC_REQ31

a. SW="9000’ or

‘6108’
6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’

4.219.21.5 Test Sequence N°5 — Nominal Case: Update HTTPS and SMS
Parameters

Initial Conditions
e None

Step Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE_SMS_ PP ( EUICC_REQ17,
EUICC_REQ22,
#SPI_VALUE, EUICC_REQ54

#DEFAULT ISD P TAR,
2 DS — eUICC-UT
SCP03_SCRIPT (

#DEFAULT ISD P _SCP03 KVN,

[STORE HTTPSSMS PARAM]))

PROACTIVE COMMAND PENDING: SEND

3 |eVICC-UT = DS | gl oRT MESSAGE
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Step  Direction ‘

Sequence / Description Expected result REQ
4 |DS — eUICC-UT |FETCH
1- Decrypt the response |EUICC_REQ13,
packet with the EUICC_REQ1S,
#SCP80 ENC KEY EUICC_REQ?21,
PROACTIVE COMMAND: BN
5 |euICC-UT — DS 2- Foreach R-APDU | EUICC_REQ22,
SEND SHORT MESSAGE received: EUICC_REQ23,
: EUICC_REQ31
a. SW="9000’ or
‘6108’
6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’

4.2.19.2.2 TC.ES8.UCP.2: UpdateConnectivityParameters_CAT_TP

Test Purpose

To ensure ISD-P can update the Connectivity Parameters on a Disabled Profile using

CAT_TP.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ17, EUICC_REQ18, EUICC_REQ23, EUICC_REQ31,
EUICC_REQ54

Initial Conditions

e #ISD P AIDI1 present on the eUICC and personalized with SCP03 keys
e The process ES8-EstablishISDPKeySet has been used
e {SCP KENC}, {SCP KMAC}, {SCP_KDEK} have been set

e #ISD P AIDI1

in Disabled state

4.2.19.2.21 Test Sequence N°1 — Nominal Case: Update CAT_TP Parameters

Initial Conditions

e None
Step‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
ACK_DATA containing the result of EUICC_REQ17,
EUICC_REQ54

3 DS — eUICC-UT

SCPB80_PACKET (
#SPI_VALUE,
#ISD P TARI,
SCP03_SCRIPT (
#SCP0O3_KVN,
[STORE_CATTP_PARAM MNO]))

Use the SCPO3 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
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Step‘ Direction ‘ Sequence / Description Expected result REQ

1- The ACK_DATA EUICC_REQ13,
contains a response EUICC_REQ18,
packet EUICC_REQ23,

EUICC_REQ31

2- Decrypt the response
4 |eUICC-UT — DS | Ack_DATA with POR packet with the
#SCP80 ENC_KEY
3- For each R-APDU
received:
a. SW='9000’ or ‘6108’

5 |Close CAT_TP session as described in section 4.2.1.4

4.219.2.3 TC.ES8.UCP.3: UpdateConnectivityParameters_HTTPS

Test Purpose

To ensure ISD-P can update the Connectivity Parameters on a Disabled Profile using
HTTPS.

Referenced Requirements
e EUICC_REQ14, EUICC_REQ16, EUICC_REQ17, EUICC_REQZ23, EUICC_REQ31,
EUICC_REQA43, EUICC_REQ46, EUICC_REQA47, EUICC_REQ48, EUICC_REQ49,
EUICC_REQ51, EUICC_REQ52, EUICC_REQ54

Initial Conditions
e #ISD P AIDI present on the eUICC and personalized with SCP03 keys
e The process ES8-EstablishISDPKeySet has been used
e {SCP KENC}, {SCP_KMAC}, {SCP_KDEK} have been set
e #IsSD P AIDI in Disabled state

4.219.2.3.1 Test Sequence N°1 — Nominal Case: Update HTTPS Parameters

Initial Conditions
e The HTTPS server shall be configured as follow:

o Only the version TLS Protocol 1.2 [8] shall be supported

o Only the cipher-suites TLS_PSK_WITH_AES_128 GCM_SHA256 and
TLS _PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
= PSKvalue: #SCP81 PSK

Step‘ Direction ‘ Sequence / Description Expected result N=0)

1 Initialization sequence as described in section 4.2.1.1

2 Open HTTPS session on ISD-R as described in section 4.2.1.5
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Step‘ Direction ‘

Sequence / Description Expected result REQ
HTTPS CONTENT ISDP ( EUICC_REQ17,
EUICC_REQ49,
#ISD_P AIDI, EUICC_REQS51.
SCP0O3_ SCRIPT ( EUICC_REQ52,
3 DS — eUICC-UT #SCPO 3_KVN, EU'CC_REQ54
[STORE_HTTPS PARAM MNO]J))
Use the SCP03 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}

1- Decrypt the TLS record EUICC_REQ14,
with the #SCP81 PSK EUICC_REQ16,
using the cipher-suite Eg:gg—sgggi
negotiated during the TLS EUICC_REQ43,
handshake EUICC_REQ46,

2- The POST URlis equal to [EUICC_REQA47,
#POST URI EUICC_REQ48,

3- The different headers are |EUICC_REQ52
equal to

4 eUICC-UT — DS POR #HOST

TLS_APPLICATION with

#X ADMIN PROTOCOL
#X ADMIN FROM ISD R
#CONTENT_TYPE
#TRANSFER_ENCODING
#X_ADMIN STATUS OK
For each R-APDU
received:

a. SW="9000’ or ‘6108’

5 |Close HTTPS session as described in section 4.2.1.7

4.3 Off-card Interfaces

43.1

4311

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Conformance Requirements

Specification [2]

Requirements

e PROC_REQ14
e EUICC_REQ32

e PM_REQ14

4.3.1.2

Test Cases

General Initial Conditions
e #EUM S IDand #EUM S ACCESSPOINT well known to the SM-SR-UT
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e #SM DP S IDand #SM DP S ACCESSPOINT well known to the SM-SR-UT
e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT
e #EUM S PK ECDSA well known to the SM-SR-UT

Test Environment

SM-SR-UT

ES1-RegisterEIS

ES3-GetEIS

4.3.1.21 TC.ES1.REIS.1: RegisterEIS

Test Purpose

To ensure EIS registration is well implemented on SM-SR. The aim is to ask the SM-SR to
add a new EIS in its database and check that the new eUICC information set can be
returned at any moment by the SM-SR. Some error cases are also described:

e the EIS is already registered within the EIS database of the SM-SR

o the EIS signature is invalid
e the EIS data is invalid because the free memory is bigger than full memory

Referenced Requirements
e PROC_REQ14
e EUICC_REQ32
e PM_REQ14

Initial Conditions
e Thevariable {SM SR ID RPS} shall be setto #SM SR UT ID RPS

e Thevariable {SM DP ID RPS} inthe ProfileInfo:
e shallbesetto #SM DP S ID RPS

431.211 Test Sequence N°1 — Nominal Case

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result REQ
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Step Direction Sequence / Description Expected result REQ
SEND_ REQ (
1 EUM-S — SM-SR-UT ES1-RegisterEIS,
#EIS ES1 RPS)
Send the The Status is equal to|PROC_REQ14,
2 |SM-SR-UT - EUM-S  |ES1-RegisterEIS #SUCCESS EUICC_REQ32
response
SEND_REQ (
3 SM-DP-S — SM-SR-UT ES3- GetEIS,
#VIRTUAL EID RPS)
Send the 1- The status is equal to EUICC_REQ32,
4  |SM-SR-UT — SM-DP-S |ES3- GetEIS FSUCCESS . FiLEere
2- The EIS returned is equal to
response #EIS ES3 RPS

4.3.1.21.2 Test Sequence N°2 — Error Case: Already Registered

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is already provisioned on the SM-SR-
uT

Step Direction ‘ Sequence / Description Expected result REQ

SEND_REQ (
1 EUM-S — SM-SR-UT ES1-RegisterEIS,
#ETS_ES1_RPS)

1- The Status is equal to PROC_REQ14,

Send the #FAILED EUICC_REQ32
2- The Subject code isequal

2 |SM-SR-UT — EUM-S [ES1-RegisterEIS fo #SC ETD

response 3- The Reason code is equal

to #RC_OBJ EXIST

43.1.21.3 Test Sequence N°3 — Error Case: Invalid Signature

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result

SEND REQ (
1 EUM-S — SM-SR-UT ES1-RegisterEIS,
#EISiBADEUMS IGN_RPS)
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Step Direction ‘ Sequence / Description Expected result (=)

1- The Sstatus is equal to PROC_REQ14,
#FAILED EUICC_REQ32
Send the 2- The Subject code is

equalto #sC_EIS
3- The Reason code is equal
response to
#RC7VERIFICATION7FAIL
ED

2 SM-SR-UT — EUM-S |ES1-RegisterEIS

43.1.21.4 Test Sequence N°4 — Error Case: Invalid Data

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

SEND REQ (

1 EUM-S — SM-SR-UT ESl1-RegisterEIS,
#INVALID EIS RPS)

1- The status is equal to PROC_REQ14,
#FAILED EUICC_REQ32

2- The Subject code is

equalto #SC EIS
response 3- The Reason code is equal
to #RC_INVALID

Send the
2 SM-SR-UT — EUM-S |ES1-RegisterEIS

4.3.2 ES2 (MNO - SM-DP): GetEIS
4.3.21 Conformance Requirements
References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ10, PM_REQ14

4.3.2.2 Test Cases

General Initial Conditions
e #MNOl1l S IDand #MNO1 S ACCESSPOINT well known to the SM-DP-UT
e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT

Test Environment
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SM-DP-UT

ES2-GetEIS

ES3-GetEIS

ES2-GetEIS

43.2.21 TC.ES2.GEIS.1: GetEIS

Test Purpose

To ensure EIS can be retrieved by the SM-DP through the SM-SR when a MNO requests it.
Some error cases are also defined:
o the SM-SR is unknown

e the EID is unknown to the SM-SR

Referenced Requirements
e PM_REQ10, PM_RE14

Initial Conditions
e Thevariable {SM_SR ID RPS} shall be setto #SM SR S ID RPS

e Thevariable {sM DP ID RPS} shall be setto #SM DP UT ID RPS

43.2.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions

¢ None
Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES2-GetEIS,

1 MNO1-S — SM-DP-UT
#VIRTUAL EID_RPS,

{SM_SR_ID RPS})

Send the The EID parameter is equal to|PM_REQ10,
2 |SM-DP-UT — SM-SR-S |ES3-GetEIS #VIRTUAL_EID_RPS PM_REQ14

request
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Step Direction Sequence / Description Expected result REQ
SEND SUCCESS RESP (
3 |SM-SR-S — SM-DP-UT ES3-GetEIS,
#EIS ES3 RPS)
Send the 1- The status is equal to PM_REQ10
4  |SM-DP-UT — MNO1-S |ES2-GetEIS FSUCCESS
Bt ) © 2- The EIS returned is equal to
response #EIS ES2 RPS
4.3.2.21.2 Test Sequence N°2 — Error Case: Unknown SM-SR
Initial Conditions
e None
Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-GetEIS,
1 |MNO1-S — SM-DP-UT
#VIRTUAL EID RPS,
#UNKNOWN SM SR ID)
1- The status is equal to PM_REQ10
Send the #FAILED
5 SM-DP-UT  MNOL-S | ES2- GetETs 2- The Subject code isequal
Il ’ © to #SC_SM_SR
response 3- The Reason code is equal to
#RC_UNKNOWN
43.2.21.3 Test Sequence N°3 — Error Case: Unknown eUICC
Initial Conditions
e None
Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-GetEIS,
1 |MNO1-S — SM-DP-UT
#VIRTUAL_EID_RPS,
{SM_SR _ID RPS})
The EID parameter is equal to|PM_REQ10,
2 |sM-DP-UT - sSM-SR.g |Send the ES3-GetEIS|4yIRTUAL EID RPS PM_REQ14
request

3 SM-SR-S — SM-DP-UT

SEND ERROR_RESP (
ES3-GetEIS,
#FAILED,
#SC_EID,

#RC_TD UNKNOWN)
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Step Direction Sequence / Description Expected result REQ
1- The status is equal to PM_REQ10
#FAILED
Send the ES2-GetEIS|2- The Subject code isequal

4 - - -
SM-DP-UT — MNO1-S response to #SC EID

3- The Reason code is equal to
#RC_TD_UNKNOWN

4.3.3 ES2 (MNO - SM-DP): DownloadProfile

4.3.3.1 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
¢ PROC_REQ1, PROC_REQ2, PROC_REQ4
¢ PM_REQ11, PM_REQ14, PM_REQ16, PM_REQ17
e PF_REQ20

4.3.3.2 Test Cases

General Initial Conditions
e #MNOl1l S IDand #MNO1 S ACCESSPOINT well known to the SM-DP-UT

e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT
e #EUM S PK ECDSA well known to the SM-DP-UT

Test Environment

SM-DP-UT

ES2-DownloadProfile

ES3-GetEIS

ES3-CreatelISDP

ES3-SendData

ES3-DeleteISDP

ES2-DownloadProfile
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43.3.21 TC.ES2.DP.1: DownloadProfile

Test Purpose

To ensure Profile download process is well implemented on SM-DP. The aim of the test
cases defined below is to make sure that all ES3 methods are correctly sent. Only error
cases are defined:

e the keys establishment fails

o the ISD-P creation fails
e a conditional parameter is missing (neither ProfileType nor ICCID are present in the
request)

Referenced Requirements
¢ PROC_REQ1, PROC_REQ2, PROC_REQ4
¢ PM_REQ11, PM_REQ14, PM_REQ16, PM_REQ17
e PF_REQ20

Initial Conditions
e Thevariable {SM_SR ID RPS} shall be setto #SM SR S ID RPS

e Thevariable {sM DP ID RPS} shall be setto #SM DP UT ID RPS

43.3.21.1 Test Sequence N°1 — Error Case: Keys Establishment Fails

Initial Conditions
e The Profile #PROFILE TYPEL linked to #ICCID1 is well known to the SM-DP-
uT
e An associated Profile, as the #PROFILE PACKAGE, is set on the SM-DP-UT
e The Profile to download shall be compatible with the #£IS ES3 RPS (i.e. enough
memory, the Profile to download is compatible with the eUICC...)

Sequence / Description Expected result

SEND_REQ (
ES2-DownloadProfile,
#VIRTUAL_EID_RPS ’

1 MNO1-S — SM-DP-UT

{SM_SR _ID RPS},

#PROF_TYPE1l RPS,

#EP_FALSE_RPS)

Send the The EID parameter is equal to|PROC_REQL1,

_ #VIRTUAL EID RPS PM_REQ11,
2 SM-DP-UT — SM-SR-S |ES3-GetEIS PM_REQ14

request

SEND SUCCESS_RESP (
3 SM-SR-S — SM-DP-UT ES3-GetEIS,
#ETS_ES3_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The EID parameter is equal [PROC_REQ1,
to #VIRTUAL EID RPS PM_REQ11,
2- The ICCID parameteris PM_REQ16
equalto #ICCID1
3- The MNO-1ID parameter is
Send the equal to #MNO1 S ID
4 |SM-DP-UT - SM-SR-S |ES3-CreateISDP 4- The REQUIRED-MEMORY
parameter is present and
request lower than 750000
5- The MORE-TO-DO
parameter may be present. If
present, it shall be equal to
#MORE_TODO_RPS oOf
#NO MORE_TODO RPS
SEND_SUCCESS_RESP (
5 SM-SR-S — SM-DP-UT ES3-CreateISDP,
#ISD_P AID1)
1- The EID parameter is equal [PROC_REQ?2,
to #VIRTUAL EID RPS PM_REQ11,
2- The SD- AID parameteris PM_REQ17
equalto #ISD R AID
3- The DATA parameter is
Send the present. It shall contain
APDUs related to the
6 SM-DP-UT — SM-SR-S |ES3-SendData .
- ES8.EstablishISDPKeyset
request function (i.e. STORE DATA)
4- The MORE-TO-DO
parameter may be present. If
present, it shall be equal to
#MORE_TODO_RPS of
#NO MORE_TODO_RPS
SEND_ERROR _RESP (
ES3-SendData,
#FAILED,
7 SM-SR-S — SM-DP-UT
#SC_ISDP,
#RC_EXECUTION_ ERROR,
#EUICC _RESP1 RPS)
1- The EID parameter is equal [PROC_REQ4,
Send the —
to #VIRTUAL EID RPS PM_REQ11,
8 |SM-DP-UT — SM-SR-S |ES3-DeleteISDP - = PF_REQ20

request

2- The ICCID parameteris
equalto #ICCID1

9 SM-SR-S — SM-DP-UT

SEND SUCCESS RESP (

ES3-DeleteISDP)
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Step Direction

SM-DP-UT — MNO1-S

Sequence / Description

Send the
ES2-DownloadProfile

response

Expected result

1- The Status is equal to
#FAILED

2- The euiccResponseData is
equal to #EUICC_RESP1 RPS

)

PROC_REQ4,
PM_REQ11

43.3.21.2

Initial Conditions

Test Sequence N°2 — Error Case: ISDP Creation Fails

e The Profile #1ccID1 is well known to the SM-DP-UT

e An associated Profile, as the #PROFILE PACKAGE is set on the SM-DP-UT

e The Profile to download shall be compatible with the #EIS ES3 RPS (i.e. enough
memory, the Profile to download is compatible with the eUICC...)

Step

1 MNO1-S — SM-DP-UT

Direction

Sequence / Description Expected result REQ
SEND REQ (

ES2-DownloadProfile,
#VIRTUAL EID RPS,
{SM_SR_ID RPS},
#ICCID1 RPS,

#EP FALSE RPS)

Send the The EID parameter is equal to|PROC_REQ1,
#VIRTUAL EID RPS PM_REQ11,
2  |SM-DP-UT — SM-SR-S [ES3-GetEIS PM_REQ14
request
SEND_SUCCESS_RESP (
3 SM-SR-S — SM-DP-UT ES3-GetEIS,
#EIS ES3 RPS)
1- The EID parameter is equal [PROC_REQ1,
to #VIRTUAL EID RPS PM_REQ11,
N iy PM_REQ16

4 SM-DP-UT — SM-SR-S

Send the
ES3-CreatelISDP

request

2- The ICCID parameteris
equalto #ICCID1

3- The MNO-1ID parameter is
equal to #MNO1 S ID

4- The REQUIRED-MEMORY
parameter is present and
lower than 750000

5- The MORE-TO-DO
parameter may be present. If
present, it shall be equal to
#MORE_TODO_RPS oOf
#NO_MORE_TODO_RPS
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Step Direction Sequence / Description Expected result N=0)
SEND ERROR RESP (
ES3-CreateISDP,
5 SM-SR-S — SM-DP-UT #FAILED,
#SC_EUICC,

#RC MEMORY)

Send the 1- The status is equal to PM_REQ11
6 |SM-DP-UT - MNO1-S |ES2-DownloadProfile #FAILED
response
4.3.3.21.3 Test Sequence N°3 — Error Case: Conditional Parameters Missing

Initial Conditions
e None

SEND REQ (

ES2-DownloadProfile,
1 |MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR _ID RPS},

#EP_FALSE RPS)

1- The status is equal to PM_REQ11
Send the #FAILED

2 5 LoadProfil 2- The subject code isequal
SM-DP-UT — MNO1-S ES2-DownloadProfile o #5C_FUNCTION

response 3- The Reason code is equal
to #RC_COND_PARAM

4.3.4 ES2 (MNO - SM-DP): UpdatePolicyRules

4.3.41 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PROC_REQ16
e PM_REQ12, PM_REQ19

4.3.4.2 Test Cases

General Initial Conditions
e #MNOl1l S IDand #MNO1 S ACCESSPOINT well known to the SM-DP-UT
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e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT

SM-DP-UT

ES2-UpdatePolicyRules

Test Environment

ES3-UpdatePolicyRules

ES2-UpdatePolicyRules

43421 TC.ES2.UPR.1: UpdatePolicyRules

Test Purpose

To ensure POL2 can be updated by the SM-DP through the SM-SR when a MNO requests
it. An error case is also defined:

¢ the Profile identified by the ICCID is unknown

Referenced Requirements
¢ PROC_REQ16

e PM_REQ12, PM_REQ19

Initial Conditions
e Thevariable {SM SR ID RPS} shall be setto #SM SR S ID RPS

434211 Test Sequence N°1 — Nominal Case: No Rule

Initial Conditions
e None

Step Direction Sequence / Description Expected result REQ

SEND_REQ (
ES2-UpdatePolicyRules,
#VIRTUAL EID RPS,

1 |MNO1-S — SM-DP-UT -

#ICCID1 RPS,

{SM_SR_ID_RPS},

#POL2 EMPTY RPS)
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Step Direction Sequence / Description Expected result REQ
1- The EID parameter is PM_REQ12,
equal to PM_REQ19,
Send the #VIRTUAL EID RPS PROC_REQ16
) 2- The ICCID is equal to
2 SM-DP-UT — SM-SR-S [ES3-UpdatePolicyRules #TCCIDL RPS
request 3- Check that POL2
parameter is equal to
#POL2_ EMPTY RPS
SEND SUCCESS_RESP (
3 SM-SR-S — SM-DP-UT
ES3-UpdatePolicyRules)
Send the The Status is equal to|PM_REQ12,
#SUCCESS PROC_REQ16

4 SM-DP-UT — MNOL1-S

ES2-UpdatePolicyRules

response

43.4.21.2

Initial Conditions

Test Sequence N°2 — Nominal Case: Rule “Disabling not allowed”

e None
Step Direction Sequence / Description Expected result N=0)
SEND_REQ (
ES2-UpdatePolicyRules,
#VIRTUAL EID RPS,
1 MNO1-S — SM-DP-UT B n
#ICCID1 RPS,
{SM_SR_ID RPS},
#POL2_DIS RPS)
1- The EID parameter is PM_REQ12,
equal to PM_REQ19,
Send the #VIRTUAL EID RPS PROC_REQ16
2 SM-DP-UT — SM-SR-S |ES3-UpdatePolicyRules 2- The ICCID is equal to
#ICCID1 RPS
request -
3- The POL2 is equal to
#POL2_DIS RPS
SEND_SUCCESS_RESP (
3 SM-SR-S — SM-DP-UT
ES3-UpdatePolicyRules)
Send the The Status is equal to|PM_REQ12,
#SUCCESS PROC_REQ16

4 SM-DP-UT — MNO1-S

ES2-UpdatePolicyRules

response

43.4.21.3

Initial Conditions
e None
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Step Direction Sequence / Description Expected result REQ

SEND_ REQ (
ES2-UpdatePolicyRules,
#VIRTUAL EID RPS,

1 [MNO1-S — SM-DP-UT

#ICCIDl_RPS,

{SM_SR _ID RPS},

#POL2 DEL RPS)

1- The EID parameter is PM_REQ12,

Send the $VIRTUAL _EID RPS PROC_REQ16
2 SM-DP-UT —» SM-SR-S |ES3-UpdatePolicyRules 2- The ICCID is equal to

#ICCID1 RPS
3- The POL2 is equal to
#POL2 DEL RPS

request

SEND_ERROR RESP (
ES3-UpdatePolicyRules,

3  |SM-SR-S — SM-DP-UT #FATLED,

#SC_PROFILE ICCID,

#RC_UNKNOWN)

1- The status isequalto |PM_REQ12,

#FAILED PROC_REQ16
Send the 2- The Subject code is
4 SM-DP-UT — MNO1-S |[ES2-UpdatePolicyRules equal to

#SC_PROFILE ICCID
3- The Reason code is
equal to #RC_UNKNOWN

response

435 ES2 (MNO - SM-DP): UpdateSubscriptionAddress
4.3.51 Conformance Requirements
References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ13, PM_REQ20

4.3.5.2 Test Cases

General Initial Conditions
e #MNOl1l S IDand #MNO1 S ACCESSPOINT well known to the SM-DP-UT
e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT

Test Environment
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SM-DP-UT

ES2-UpdateSubscriptionAddress

ES3-UpdateSubscriptionAddress

ES2-UpdateSubscriptionAddress

4.3.5.2.1 TC.ES2.USA.1: UpdateSubscriptionAddress

Test Purpose

To ensure Subscription Address can be updated by the SM-DP through the SM-SR when a
MNO requests it.

Referenced Requirements
¢ PM_REQ13, PM_REQ20

Initial Conditions
e Thevariable {SM_SR ID RPS} shall be setto #SM SR S ID RPS

4.3.5.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions

o None
Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-UpdateSubscriptionAddress,
1 MNO1-S #VIRTUAL EID RPS,
— SM-DP-UT #ICCID1 _RPS,
#NEW_ADDR_RPS,
{SM_SR _ID RPS})
1- The EID parameteris |PM_REQ13,
equal to PM_REQZ20
Send the #VIRTUALTEID_RPS
) SM-DP-UT 2- The ICCID is equal to
ES3-UpdateSubscriptionAddress
—, SM-SR-S #ICCIDI_R-P:’.S
request 3- The Subscription
Address is equal to
#NEW ADDR_RPS
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Step Direction Sequence / Description Expected result REQ
3 SM-SR-S SEND_SUCCESS_RESP (
— SM-DP-UT ES3-UpdateSubscriptionAddress)
Send the The Status is equal to|PM_REQ13
4 |SMPPUT . #SUCCESS
ES2-UpdateSubscriptionAddress
— MNO1-S
response

43.6 ES2 (MNO - SM-DP): EnableProfile

4.3.6.1 Conformance Requirements

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
¢ PROC_REQ7
e PF_REQ12, PF_REQ15, PF_REQ17, PF_REQ18, PF_REQ21, PF_REQ23

4.3.6.2 Test Cases

General Initial Conditions
e #MNOl S ID, #MNOl S ACCESSPOINT, #MNO2 S ID and
#MNO2 S ACCESSPOINT well known to the SM-DP-UT

e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT

4.3.6.2.1 TC.ES2.EP.1: EnableProfile

Test Purpose

To ensure a Profile can be Enabled by the SM-DP through the SM-SR when a MNO
requests it. After enabling the Profile, the SM-SR sends the notification
HandleProfileDisabledNotification to the SM-DP: this notification shall be forwarded to the
corresponding MNO.

Some error cases are also defined:
¢ the Profile identified by the ICCID is known to the SM-SR but installed on another
eUICC than the one identified by the SM-DP
e the SM-DP is not allowed to perform this function on the target Profile
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Test Environment

ES2-EnableProfile

SM-DP-UT

ES2-EnableProfile

Non-Confidential

ES3-EnableProfile

ES2-HandleProfileDisabledNotification

Referenced Requirements

e PROC_REQ7

e PF_REQ12, PF_REQ15, PF_REQ18, PF_REQ21

Initial Conditions

e Thevariable {SM SR ID RPS} shall be setto #SM SR S ID RPS

4.3.6.21.1

Initial Conditions

Test Sequence N°1 — Nominal Case

ES3-HandleProfileDisabledNotification

e None
Step Direction Sequence / Description Expected result N=O)
SEND_REQ (
ES2-EnableProfile,
1 [MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR _ID RPS},
#ICCID1 RPS)
1- The EID parameter is PROC_REQ7,
Send the equal to PF_REQ12,
2  |SM-DP-UT — SM-SR-S |ES3-FEnableProfile #VIRTUAL _EID_ RPS PF_REQ18

request

2- The ICCID is equal to
#ICCID1 RPS

3 SM-SR-S — SM-DP-UT

SEND SUCCESS RESP (

ES3-EnableProfile)
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Step Direction Sequence / Description Expected result REQ
Send the The status is equal to|PROC_REQ?7,
4 |SM-DP-UT — MNO1-S |ES2-EnableProfile #SUCCESS PF_REQ12
response
SEND_NOTIF (
ES3-HandleProfile
DisabledNotification,
5 |SM-SR-S — SM-DP-UT #VIRTUAL EID RPS,
#ICCID2 RPS
#MNO2 ID RPS,
#TIMESTAMP RPS)
1- The EID parameter is EEO&%SES?,
Send the igl;?!;gAL_EID_RPS PF_REQ21
5 lenmmur o nens ES2-HandleProfile 2- The ICCID is equal to
DisabledNotification #ICCID2_RPS
e 3- The completion
TEEEEn timestamp is equal to
#TIMESTAMP RPS
4.3.6.2.1.2 Test Sequence N°2 — Error Case: Invalid Destination
Initial Conditions
e None
Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-EnableProfile,
1 |MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR_ID RPS},
#ICCID1 RPS)
1- The EID parameter is PROC_REQ?7,
Send the equal to PF_REQ12,
2 |SM-DP-UT — SM-SR-S |ES3-EnableProfile #VIRTUAL EID RPS PF_REQ18

request

2- The ICCID is equal to
#ICCID1_RPS

3 SM-SR-S — SM-DP-UT

SEND_ ERROR_RESP (
ES3-EnableProfile,
#FAILED,
#SC_PROFILE ICCID,

#RC_INVALID DEST)
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Step Direction Sequence / Description Expected result REQ
1- The status is equalto |PROC_REQ7,
#FAILED PF_REQ12
Send the 2- The Subject code is
_ , equal to
4 SM-DP-UT — MNO1-S |ES2-EnableProfile #SC_PROFILE_ICCID
response 3- The Reason code is
equal to
#RC_INVALID DEST
4.3.6.2.1.3 Test Sequence N°3 — Error Case: Not Allowed
Initial Conditions
¢ None
Step Direction Sequence / Description Expected result N=0)
SEND_REQ (
ES2-EnableProfile,
1 |MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR_ID RPS},
#ICCID1 RPS)
Send the 1- The EID parameter is equal to [PROC_REQ?7,
2 SM-DP-UT —» SM-SR-S |ES3-EnableProfil #VIRTUAL EID RPS PF-REQLZ.
- - - - —kna erro e o -
- * 2- The ICCID is equal to PF_REQ1S8
request #ICCIDl RPS
SEND ERROR_RESP (
ES3-EnableProfile,
3 SM-SR-S — SM-DP-UT #FAILED,
#SC_PROFILE ICCID,
#RC_NOT ALLOWED)
1- The Status is equal to PROC_REQ?7,
Send the #FATLED PF_REQ12
4 5 1 i1 2- The Subject code is equal
SM-DP-UT — MNO1-S ES2-EnableProfile to #SC_PROFILE_ICCID
response 3- The Reason code is equal
to #RC NOT ALLOWED

4.3.6.2.2

Test Purpose

To ensure MNO can ask

the SM-DP

to enable a Profile.

TC.ES2.EP.2: EnableProfileWithDeletion

The notification

HandleProfileDeletedNotification is tested considering that the deletion has been triggered
by the evaluation of POL1 on SM-SR side.

Test Environment
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ES2-EnableProfile

SM-DP-UT

ES2-EnableProfile

ES3-EnableProfile

ES2-HandleProfileDeletedNotification

Referenced Requirements
¢ PROC_REQ7

e PF_REQ12, PF_REQ17, PF_REQ18, PF_REQ23

Initial Conditions

e Thevariable {SM_SR ID RPS} shall be setto #SM SR S ID RPS

ES3-HandleProfileDeletedNotification

4.3.6.2.2.1 Test Sequence N°1 — Nominal Case
Initial Conditions
¢ None
Step Direction Sequence / Description Expected result =0)
SEND REQ (
ES2-EnableProfile,
1 |MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR_ID_RPS},
#ICCID1 RPS)
1- The EID parameter is | PROC_REQ?7,
Send the equal to PF_REQ12,
2 |SM-DP-UT — SM-SR-S |ES3-EnableProfile PF_REQ18

request

#VIRTUAL EID RPS
2- The ICCID is equal to
#ICCID1 RPS
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Step Direction

3 SM-SR-S — SM-DP-UT

Sequence / Description

SEND SUCCESS RESP (

ES3-EnableProfile)

Expected result

)

4 SM-DP-UT — MNO1-S

Send the
ES2-EnableProfile

response

The Status is equal to
#SUCCESS

PROC_REQ?7,
PF_REQ12

5 |SM-SR-S — SM-DP-UT

SEND NOTTIF (
ES3-HandleProfile

DeletedNotification,
#VIRTUAL EID RPS,
#ICCID2 RPS
#MNO2 ID RPS,

#TIMESTAMP RPS)

6 |SM-DP-UT — MNO2-S

Send the
ES2-HandleProfile
DeletedNotification

notification

1- The EID parameter is
equal to
#VIRTUAL EID RPS

2- The ICCID is equal to
#ICCID2 RPS

3- The completion
timestamp is equal to
#TIMESTAMP RPS

PROC_REQ7,
PF_REQ17,
PF_REQ23

4.3.7

43.71

References

ES2 (MNO - SM-DP): DisableProfile

Conformance Requirements

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
e PROC_REQ10

e PF_REQ13, PF_REQ16, PF_REQ19, PF_REQ22

4.3.7.2 Test Cases

General Initial Conditions

e #MNOl S ID, #MNOl S ACCESSPOINT, #MNO2 S ID and
#MNO2 S ACCESSPOINT well known to the SM-DP-UT
e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT

Test Environment
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SM-DP-UT

ES2-DisableProfile

ES3-DisableProfile

ES2-DisableProfile

ES3-HandleProfileEnabledNotification

ES2-HandleProfileEnabledNotification

4.3.7.21 TC.ES2.DISP.1: DisableProfile

Test Purpose

To ensure Profile can be Disabled by the SM-DP through the SM-SR when a MNO requests
it. After disabling the Profile, the SM-SR sends the notification
HandleProfileEnabledNotification which shall be forwarded to the corresponding MNO.
Some error cases are also defined:

e error during execution of the enabling command on the eUICC

e the POL1 of the impacted Profiles does not allow this operation

Referenced Requirements
¢ PROC_REQ10

e PF_REQ13, PF_REQ16, PF_REQ19, PF_REQ22

Initial Conditions
e Thevariable {SM SR ID RPS} shall be setto #SM SR S ID RPS

43.7.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e None

Step Direction Sequence / Description Expected result REQ
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Step Direction Sequence / Description Expected result REQ
SEND_ REQ (
ES2-DisableProfile,
1 [MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR_ID RPS},
#ICCID1 RPS)
1- The EID parameteris |PROC_REQ?10,
Send the equal to PF_REQ13,
2 |SM-DP-UT — SM-SR-S |ES3-DisableProfile #virtuaL 1D RPs |PF_REQIO
request 2- The ICCID is equal to
#ICCID1_RPS
SEND_SUCCESS_RESP (
3 SM-SR-S — SM-DP-UT
ES3-DisableProfile)
Send the The status is equal to|PROC_REQI10,
4  |SM-DP-UT — MNO1-S |ES2-DisableProfile #SUCCESS PF_REQ13
response
SEND_NOTIF (
ES3-HandleProfile
EnabledNotification,
5 SM-SR-S — SM-DP-UT
#VIRTUAL EID RPS,
#ICCID2_ RPS
#MNO2 ID RPS,
#TIMESTAMP RPS)
1- The EID parameteris |PROC_REQ10,
equal to PF_REQ1S6,
Send the #VIRTUAL EID RPS PF_REQ22
ES2-HandleProfile - i
6 SM-DP-UT — MNO2-S 2- The ICCID is equal to
EnabledNotification #ICCID2_RPS
tificati 3- The completion
notitication timestamp is equal to
#TIMESTAMP RPS
4.3.7.21.2 Test Sequence N°2 — Error Case: Execution Error
Initial Conditions
¢ None
Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-DisableProfile,
1 [MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR_ID RPS},
#ICCID1 RPS)
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Step Direction Sequence / Description Expected result REQ
1- The EID parameter is PROC_REQ10,
Send the equal to PF_REQ13,
2 |SM-DP-UT — SM-SR-S |ES3-DisableProfile #VIRTUAL_EID_RPS PF_REQ19
request 2- The ICCID is equal to

#ICCID1 RPS

SEND_ERROR RESP (
ES3-DisableProfile,
#FAILED,

3 SM-SR-S — SM-DP-UT

#SC_ISDR,

#RC_EXECUTION ERROR,

#EUICC_RESP1 RPS)

1- The status is equal to PROC_REQ10,

#FAILED PF_REQ13
Send the 2- The Subject code is
4 |SM-DP-UT —» MNO1-S |ES2-DisableProfile equalto #SC_ISDR
response 3- The Reason code is
equal to

#RC_EXECUTION ERROR

43.7.21.3 Test Sequence N°3 — Error Case: Incompatible POL1

Initial Conditions
e None

Expected result

SEND_REQ (
ES2-DisableProfile,

1 |MNO1-S — SM-DP-UT #VIRTUAL EID RPS,

{SM_SR _ID RPS},

#ICCID1 RPS)

1- The EID parameter is PROC_REQ10,
Send the

equal to PF_REQ13,
2 |SM-DP-UT — SM-SR-S |ES3-DisableProfile #VIRTUAL EID_RPS PF_REQ19
request 2- The ICCID is equal to

#ICCID1_RPS

SEND ERROR_RESP (
ES3-DisableProfile,

3 SM-SR-S — SM-DP-UT #FAILED,

#SC_POLL,

#RC_REFUSED)
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Step Direction Sequence / Description Expected result REQ
1- The status is equalto |PROC_REQI10,

Send the #FAILED PF_REQ13

4 ] ] 2- The Subject code is
SM-DP-UT — MNO1-S ES2-DisableProfile equalto #5C_POL1
response 3- The Reason code is
equal to #RC REFUSED
43.7.21.4 Test Sequence N°4 — Nominal Case: POL2 with “Profile Deletion is

Mandatory when it is Disabled”

Initial Conditions

e None
Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES2-DisableProfile,
1 |MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR_ID_RPS},
#ICCIDl_RPS)
Send th 1- The EID parameter is PROC_REQI0,
endthe equal to PF_REQ13,
2  |SM-DP-UT — SM-SR-S |ES3-DisableProfile #VIRTUAL_EID_RPS PF_REQ19
2- The ICCID is equal to
request #ICCID1_RPS
SEND_ERROR RESP (
ES3-DisableProfile,
3 SM-SR-S — SM-DP-UT #WARNING,
#SC_POL2,
#RC_OBJ EXIST)
1- The Status is equal to PROC_REQI0,
#WARNING PF_REQ13
Send the 2- The Subject code is
4  |SM-DP-UT — MNO1-S |ES2-DisableProfile equalto #sC_POL2
3- The Reason code is
response equalto #RC_OBJ_ EXIST
4.3.8 ES2 (MNO - SM-DP): DeleteProfile
4.3.8.1 Conformance Requirements
References

GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
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e PROC_REQI12
e PF_REQ14, PF_REQ20

4.3.8.2 Test Cases

General Initial Conditions
e #MNOl1l S ID and #MNOl S ACCESSPOINT well known to the SM-DP-UT

e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT

Test Environment

SM-DP-UT

ES2-DeleteProfile

ES3-DeletelISDP

ES2-DeleteProfile

4.3.8.2.1 TC.ES2.DP.1: DeleteProfile

Test Purpose

To ensure Profile can be deleted by the SM-DP through the SM-SR when a MNO requests
it. Some error cases are also defined:

e the POL2 of the impacted Profiles does not allow this operation
o the target Profile cannot be Disabled (in case of the disabling of the Profile shall be
performed before the deletion)

Referenced Requirements
¢ PROC_REQ12

e PF_REQ14, PF_REQ20

Initial Conditions
e Thevariable {SM SR ID RPS} shall be setto #SM SR S ID RPS

4.3.8.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e None

Step Direction Sequence / Description Expected result N=0)
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Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-DeleteProfile,
1 [MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR ID RPS},
#ICCID1 RPS)
1- The EID parameter is PROC_REQ12,
Send the equal to PF_REQ14,
2 SM-DP-UT — SM-SR-S |ES3-DeleteISDP #VIRTUAL EID RPS PF_REQ20
request 2- The ICCID is equal to
#ICCID1 RPS
SEND_SUCCESS_RESP (
3 SM-SR-S — SM-DP-UT
ES3-DeletelISDP)
Send the The status is equal to|PROC_REQ12,
4 |SM-DP-UT = MNOL.S #SUCCESS PF_REQ14

ES2-DeleteProfile

response

4.3.8.21.2

Initial Conditions
e None

Test Sequence N°2 — Error Case: Incompatible POL2

1 MNO1-S — SM-DP-UT

SEND REQ (
ES2-DeleteProfile,
#VIRTUAL EID RPS,
{SM_SR_ID_RPS},

#ICCID1 RPS)

Expected result

1- The EID parameter is PROC_REQ12,
Send the equal to PF_REQ14,
2 |SM-DP-UT — SM-SR-S |ES3-DeleteISDP #VIRTUAL _EID_ RPS PF_REQ20
request 2- The ICCID is equal to
#ICCID1_RPS
SEND ERROR_RESP (
ES3-DeleteISDP,
3 SM-SR-S — SM-DP-UT #FAILED,
#sc_POL2,
#RC_REFUSED)
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Step Direction Sequence / Description Expected result REQ
1- The status is equalto |PROC_REQ12,
Send the #FAILED PF_REQ14
4 5 . 2- The Subject code is
SM-DP-UT — MNO1-S ES2-DeleteProfile equalto #5C_POL?
response 3- The Reason code is
equal to #RC REFUSED
4.3.8.21.3 Test Sequence N°3 — Error Case: Automatic Disabling Not Allowed
Initial Conditions
e None
Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES2-DeleteProfile,
1 |MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR_ID_RPS},
#ICCID1 RPS)
1- The EID parameter is PROC_REQ12,
Send the equal to PF_REQ14,
2 |SM-DP-UT — SM-SR-S |ES3-DeleteISDP #VIRTUAL EID RPS PF_REQ20
request 2- The ICCID is equal to
#ICCID1 RPS
SEND ERROR RESP (
ES3-DeleteISDP,
3 |SM-SR-S — SM-DP-UT #FATLED,
#SC_EUICC,
#RC_REFUSED)
1- The status isequalto |PROC_REQ12,
Send the #FATLED PF_REQ14
4 5 1 fi1 2- The Subject code is
SM-DP-UT — MNO1-S | ES2-DeleteProfile equalto #sC EUICC
response 3- The Reason code is
equalto #RC_REFUSED
43.8.21.4 Test Sequence N°4 — Error Case: ISD-P identified by its AID does
not exist on the targeted eUICC
Initial Conditions
¢ None
Step Direction ‘ Sequence / Description Expected result REQ
Version 3.2

Page 244 of 592




GSM Association

Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

‘ Sequence / Description

Step Direction Expected result 2{=(0)
SEND REQ (
ES2-DeleteProfile,
1 [MNO1-S — SM-DP-UT #VIRTUAL EID RPS,
{SM_SR _ID RPS},
#ICCID1 RPS)
1- The EID parameter is PROC_REQ12,
Send the equal to PF_REQ14,
2 |SM-DP-UT — SM-SR-S |ES3-DeleteISDP #virTuar, r1p rPs |PF_REQ20
2- The ICCID is equal to
request
#ICCID1 RPS
SEND ERROR RESP (
ES3-DeleteISDP,
3 |SM-SR-S — SM-DP-UT #WARNING,
#SC_ISDP,
#RC_NOT PRESENT)
1- The Status is equal to |PROC_REQ12,
#WARNING PF_REQ14

4 SM-DP-UT — MNO1-S

Send the
ES2-DeleteProfile

response

2- The Subject code is
equal to #5C_ISDP
3- The Reason code is
equal to
#RC_NOT_ PRESENT

4.3.9

4.3.91

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]
Requirements
e PM_REQ14

4.3.9.2 Test Cases

General Initial Conditions

ES3 (SM-DP — SM-SR): GetEIS

Conformance Requirements

e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT
e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT
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Test Environment

ES3-GetEIS

4.3.9.21 TC.ES3.GEIS.1: GetEIS

Test Purpose

To ensure EIS can be retrieved by the SM-SR when a SM-DP requests it. An error case is
also defined:

e the EID is unknown to the SM-SR

Referenced Requirements
e PM_REQ14

Initial Conditions
e None

4.3.9.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #EIS ES1 RPS
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND REQ (
1 [SM-DP-S — SM-SR-UT ES3-GetEIS,

#VIRTUAL EID RPS)

Send the 1- The Status is equal to PM_REQ14

2 |SM-SR-UT — SM-DP-S |ES3- GetEIS #SUCCESS
T o © 2- The E1S returned is equal to

response #EIS ES3 RPS

4.3.9.2.1.2 Test Sequence N°2 — Error Case: Unknown eUICC

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result REQ
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Step Direction Sequence / Description Expected result REQ
SEND_ REQ (
1 SM-DP-S — SM-SR-UT ES3-GetEIS,

#VIRTUAL EID RPS)

1- The status is equalto PM_REQ14
Send the #FAILED

2- The Subject code isequa
2  |SM-SR-UT — SM-DP-S |ES3- GetEIS
to #SC_EID

response 3- The Reason code is equal to
#Rcil D UNKNOWN

4.3.10 ES3 (SM-DP - SM-SR): AuditEIS
4.3.10.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ15

4.3.10.2 Test Cases

General Initial Conditions
e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT

SM-SR-UT

Test Environment

ES3-AuditEIS

ES3-AuditEIS

4.3.10.21 TC.ES3.AEIS.1: AuditEIS

Test Purpose

To ensure the EIS audit can be performed by the SM-SR if the EID is known to the SM-SR.
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Referenced Requirements
¢ PM_REQ15

Initial Conditions
e None
4.3.10.2.1.1 Test Sequence N°1 — Error Case: Unknown eUICC

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result REQ
SEND_ REQ (
1 |SM-DP-S — SM-SR-UT ES3-AuditEIS,

#VIRTUAL EID RPS)

1- The status is equal to PM_REQ15
#FAILED
_ : 2- The Subject code is equal
2 |SM-SR-UT - SM-Dp-s |Send the ES3- AuditEIS J a
response to #SC_EID

3- The Reason code is equal to
#RC_UNKNOWN

4.3.11 ES3 (SM-DP - SM-SR): CreatelSDP

4.3.11.1 Conformance Requirements

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQI16

4.3.11.2 Test Cases

General Initial Conditions
e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT
e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT

Test Environment
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SM-SR-UT

ES3-CreateISDP

ES3-CreateISDP

4.3.11.21 TC.ES3.CISDP.1: CreatelSDP

Test Purpose

To ensure the ISDP creation is well implemented on SM-SR. Only error cases are defined:
o the eUICC has not enough free memory to execute the creation of the new ISD-P
with the required amount of memory

e the ICCID is already allocated to another Profile

Referenced Requirements
e PM_REQ16

Initial Conditions
e None

4.3.11.21.1 Test Sequence N°1 — Error Case: Not Enough Memory

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the Profile identified by #ICCIDI1 is not present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES3-CreatelISDP,
#VIRTUAL EID RPS,
1 |SM-DP-S — SM-SR-UT #ICCID1_RPS,
#MNO1 ID RPS,

#BIG_MEM RPS,

#MORE_TODO_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The status is equalto PM_REQ16
Send the #FAILED

2- The Subject code is

equalto #SC EUICC
response 3- The Reason code is equal
to #RC_MEMORY

2 SM-SR-UT — SM-DP-S |ES3-CreateISDP

4.3.11.21.2 Test Sequence N°2 — Error Case: Already In Use

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT

e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and isin Enabled state

Sequence / Description Expected result

SEND_REQ (
ES3-CreateISDP,
#VIRTUAL_EID_RPS,

1 |SM-DP-S — SM-SR-UT #ICCID1 RPS,

#MNO1_ID RPS,

#SMALL MEM RPS,

#NO_MORE_TODO_RPS)

1- The status is equal to PM_REQ16
#FAILED
Send the 2- The Subject code is
2 |SM-SR-UT — SM-DP-S [ES3-CreateISDP equal to
#SC_PROFILE_ICCID
response - -

3- The Reason code is equal
to #RC_ALREADY USED

4.3.12 ES3 (SM-DP - SM-SR): SendData
4.3.121 Conformance Requirements
References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ17

4.3.12.2 Test Cases

General Initial Conditions
e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT
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e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

SM-SR-UT

Test Environment

ES3-SendData

ES3-SendData

43.12.21 TC.ES3.SDATA.1: SendData

Test Purpose

To ensure the SendData method can be used by the SM-DP except if:
e the ISD-P is unknown to the SM-SR or

e the ISD-P is known to the SM-SR but installed on another eUICC than the one
identified by the SM-DP

Referenced Requirements
e PM_REQ17

Initial Conditions
e None

4.3.12.211 Test Sequence N°1 — Error Case: Unknown ISD-P

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the ISD-P identified by #ISDP2 RPS is not present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES3-SendData,
#VIRTUAL EID RPS,
1 [SM-DP-S — SM-SR-UT -
#SD ISDP2 RPS,
#DATA RPS,

#MORE_TODO_RPS)
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Step Direction Sequence / Description

Send the
2 SM-SR-UT — SM-DP-S |ES3-SendData

response

Expected result

1- The status is equalto
#FATILED

2- The Subject code is
equalto #SC SD AID

3- The Reason code is equal
to #RC_UNKNOWN

REQ
PM_REQ17

4.3.12.2.1.2 Test Sequence N°2 — Error Case: Invalid Destination

Initial Conditions

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the ISD-P identified by #ISDP3 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

e The eUICC identified by the #VIRTUAL EID2 is provisioned on the SM-SR-UT with
the #£1S3 ES1 RPS (i.e. the ISD-P identified by #ISDP2 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND_REQ (

ES3-SendData,
#VIRTUAL_EID_RPS ’
1 SM-DP-S — SM-SR-UT
#SD_ISDP2 RPS,
#DATA RPS,

#MORE_TODO_RPS)

Send the
2 SM-SR-UT — SM-DP-S |ES3-SendData

response

1- The status is equal to
#FAILED

2- The Subject code is equal
to #SC_SD AID

3- The Reason code is equal
to #RC_INVALID DEST

PM_REQ17

4.3.13 ES3 (SM-DP - SM-SR): UpdatePolicyRules

4.3.13.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
e PROC_REQI16

e PM_REQ19, PM_REQ22
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4.3.13.2 Test Cases

General Initial Conditions
e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT

e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT
e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT

Test Environment

SM-SR-UT

ES3-UpdatePolicyRules

ES4-GetEIS

4.3.13.21 TC.ES3.UPR.1: UpdatePolicyRules

Test Purpose

To ensure the SM-SR can update the Policy Rules (POL2) according the parameters sent
by the SM-DP. To make sure that the POL2 have been set on SM-SR side, the EIS is
retrieved just after updating the rules.

Referenced Requirements
¢ PROC_REQ16
¢ PM_REQ19, PM_REQ22

Initial Conditions
e None

4.3.13.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£EIS ES1 RPS (i.e. the Profile identified by #ICCID1 is present)
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o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result N=O)
SEND_REQ (
ES3-UpdatePolicyRules,
1 [SM-DP-S — SM-SR-UT #VIRTUAL EID RPS,
#ICCID1_RPS,

#POL2_DIS RPS)

Send the The sStatus is equal to|PM_REQ19,
2 |SM-SR-UT — SM-DP-S |ES3-UpdatePolicyRules #SUCCESS PROC_REQ16
response
SEND_REQ (
3 MNO1-S — SM-SR-UT ES4-GetEIS,

#VIRTUAL EID RPS)

1- The status is equalto |PM_REQ19,

#SUCCESS PM_REQ22,
Send the 2- The EIS returned is PROC_REQ16
4 SM-SR-UT — MNO1-S [ES4- GetEIS equalto #EIS ES4 RPS
response except that POL2 of

#ICCID1 is equal to
#POL2_ DIS RPS

4.3.14 ES3 (SM-DP - SM-SR): UpdateSubscriptionAddress

4.3.14.1 Conformance Requirements

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
¢ PM_REQ20, PM_REQ22

4.3.14.2 Test Cases

General Initial Conditions
e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT

e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT
e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT

Test Environment
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4.3.14.21 TC.ES3.USA.1: UpdateSubscriptionAddress

Test Purpose

ES3-UpdateSubscriptionAddress

SM-SR-UT

ES4-GetEIS

To ensure Subscription Address can be updated by the SM-SR when a SM-DP requests it.
To make sure that the Subscription Address has been set on SM-SR side, the EIS is
retrieved just after updating the address.

Referenced Requirements
¢ PM_REQ20, PM_REQ22

Initial Conditions
e None

4.3.14.2.11

Initial Conditions

Test Sequence N°1 — Nominal Case

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£EIS ES1 RPS (i.e. the Profile identified by #ICCID1 is present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES3-UpdateSubscriptionAddress,
SM-DP-S —
1 #VIRTUAL EID RPS,
SM-SR-UT
#ICCID1 RPS,
#NEW ADDR_RPS)
Send the The Status is equal to|PM_REQ20
SM-SR-UT — e #SUCCESS
2 ES3-UpdateSubscriptionAddress
SM-DP-S
response
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Step Direction Sequence / Description Expected result REQ
SEND REQ (
MNO1-S — -
3 ES4-GetEIS,
SM-SR-UT
#VI RTUAL EID RPS)
1- The status is equal |PM_REQ20,
to #SUCCESS PM_REQ22
2- The EIS returned is
SM-SRUT Send the equal to
4 VINOLS ES4- GetEIS #EIS ES4 RPS except
response that the Subscription
Address of #ICCID1 is
equal to
#SUB_ADDR3 RPS
4.3.15 ES3 (SM-DP - SM-SR): UpdateConnectivityParameters
4.3.15.1 Conformance Requirements
References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
¢ PM REQ21
4.3.15.2 Test Cases
General Initial Conditions
e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT
e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT
Test Environment
SM-SR-UT
ES3-UpdateConnectivityParameters
ES3-UpdateConnectivityParameters
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4.3.15.21 TC.ES3.UCP.1: UpdateConnectivityParameters

Test Purpose

To ensure the UpdateConnectivityParameters method can be performed by the SM-SR

except if:

e the EID is unknown to the SM-SR or
o the Profile identified by the ICCID is unknown

Referenced Requirements
e PM_REQ21

Initial Conditions
e None

4.3.15.2.11

Initial Conditions

Test Sequence N°1 — Error Case: Unknown eUICC

e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction ‘ Sequence / Description Expected result REQ
SEND REQ (
ES3-UpdateConnectivityParameters,
SM-DP-S —
1 #VIRTUAL EID RPS,
SM-SR-UT
#ICCID1 RPS,
#CON_PARAM RPS)
1- The status isequal |PM_REQ21
to #FAILED
SM-SR-UT — Send the 2- The Subject code
2 ES3-UpdateConnectivityParameters is equal to #SC_EID
SM-DP-5 response 3- The Reason code is
equal to
#RC_UNKNOWN

4.3.15.21.2 Test Sequence N°2 — Error Case: Unknown Profile ICCID

Initial Conditions

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with

the #£1S2 ES1 RPS (i.e. the Profile identified by #1CCID1 is not present)

o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction ‘

Sequence / Description Expected result REQ
SEND_REQ (

ES3-UpdateConnectivityParameters,

SM-DP-S —

1 #VIRTUAL EID RPS,

SM-SR-UT - -
#ICCID1 _RPS,
#CON_PARAM RPS)
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Step Direction Sequence / Description Expected result
1- The Status is equal
to #FAILED
Send the 2- The Subject code
SM-SR-UT — -
2 ES3-UpdateConnectivityParameters is equal to
SM-DP-S #SC_PROFILE_ICCID
response 3- The Reason code is
equal to
#RC_UNKNOWN

REQ
PM_REQ21

4.3.16 ES3 (SM-DP - SM-SR): EnableProfile
4.3.16.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PF_REQ18

4.3.16.2 Test Cases

General Initial Conditions

e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT

e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT

SM-SR-UT

Test Environment

ES3-EnableProfile

ES3-EnableProfile

4.3.16.2.1 TC.ES3.EP.1: EnableProfile

Test Purpose

To ensure a Profile can be Enabled by the SM-SR, when an SM-DP requests it, only if:

o the SM-SR is responsible for the management of the targeted eUICC
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¢ the Profile identified by its ICCID is loaded on the targeted eUICC
o the Profile identified by its ICCID is in Disabled state

e the POL2 of the target Profile and the POL2 of the currently Enabled Profile allows
the enabling

Referenced Requirements
e PF_REQ18

Initial Conditions
e None
4.3.16.2.1.1 Test Sequence N°1 - Error Case: Unknown eUICC

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result REQ
SEND REQ (

ES3-EnableProfile,
1 SM-DP-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1 RPS)

1- The status is equal to PF_REQ18
Send the #FAILED
, 2- The Subject code is equal to
2 SM-SR-UT — SM-DP-S |ES3-EnableProfile
#sC_EID
response 3- The Reason code is equal to

#RC_UNKNOWN

4.3.16.2.1.2 Test Sequence N°2 — Error Case: Invalid Destination

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the ISD-P identified by #ISDP3 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

e The eUICC identified by the #VIRTUAL EID2 is provisioned on the SM-SR-UT with
the #£1S3 ES1 RPS (i.e. the ISD-P identified by #ISDP2 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result

SEND REQ (

ES3-EnableProfile,
1 SM-DP-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The status is equal to PF_REQ18
Send the #FAILED

2- The Subject code is equal to
#SC_PROFILE_ICCID

response 3- The Reason code is equal to

#RC_INVALID_DEST

2 SM-SR-UT — SM-DP-S |ES3-EnableProfile

4.3.16.2.1.3 Test Sequence N°3 — Error Case: Already Enabled Profile

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is in Enabled state

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES3-EnableProfile,
1 [SM-DP-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1 RPS)

1- The status is equal to PF_REQ18
Send the #FAILED

2 3 o1 fi1 2- The Subject code is equal
SM-SR-UT — SM-DP-S |ES3-EnableProfile to #5C_PROFTLE 1CCID

response 3- The Reason code is equal
to #RC_NOT ALLOWED

4.3.16.2.1.4 Test Sequence N°4 — Error Case: Incompatible Enabled Profile POL2

Initial Conditions

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)

e The Profile identified by the #1CcCID2 is installed on the eUICC identified by
#VIRTUAL EID and isin Enabled state

e The POL2 of the Profile identified by the #1cC1ID2 is “Disabling of this Profile not
allowed”

e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is in Disabled state

SEND_REQ (

ES3-EnableProfile,
1 SM-DP-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1_RPS)
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Step Direction

2 SM-SR-UT — SM-DP-S

Sequence / Description

Send the

ES3-EnableProfile

response 3-

Expected result

1- The Status is equal to

#FAILED

2- The Ssubject code is equal

to #SC_POL2
The Reason code is equal to
#RC_RE FUSED

REQ
PF_REQ18

4.3.17 ES3 (SM-DP - SM-SR): DisableProfile

4.3.171

References

Conformance Requirements

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
e PF_REQ19

4.3.17.2 Test Cases

General Initial Conditions

e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT
e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

Test Environment

ES3-DisableProfile

SM-SR-UT

ES3-DisableProfile

4.3.17.21

Test Purpose

TC.ES3.DISP.1: DisableProfile

To ensure a Profile can be Disabled by the SM-SR, when an SM-DP requests it, only if:
o the SM-SR is responsible for the management of the targeted eUICC

o the Profile identified by its ICCID is loaded on the targeted eUICC
o the Profile identified by its ICCID is in Enabled state
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e the POL2 of the target Profile allows the disabling

Referenced Requirements
e PF_REQ19

Initial Conditions
e None

4.3.17.21.1 Test Sequence N°1 - Error Case: Unknown eUICC

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result REQ
SEND REQ (

ES3-DisableProfile,
1 SM-DP-S — SM-SR-UT
#VIRTUAL_EID_RPS ,

#ICCID1 RPS)

1- The Status is equal to PF_REQ19
Send the #FATLED

) ) 2- The Subject code is equal to
2 SM-SR-UT — SM-DP-S |ES3-DisableProfile #SC EID

3- The Reason code is equal to
#RC_UNKNOWN

response

4.3.17.21.2 Test Sequence N°2 — Error Case: Invalid Destination

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the ISD-P identified by #ISDP3 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS
e The eUICC identified by the #VIRTUAL EID2 is provisioned on the SM-SR-UT with
the #£1S3 ES1 RPS (i.e. the ISD-P identified by #ISDP2 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result

SEND_REQ (

ES3-DisableProfile,
1 SM-DP-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The Status is equal to PF_REQ19
Send the #FAILED

2- The Ssubject code is equal
to #SC_PROFILE_ICCID
response 3- The Reason code is equal to

#RC_INVALID_DEST

2 SM-SR-UT — SM-DP-S |ES3-DisableProfile

4.3.17.21.3 Test Sequence N°3 — Error Case: Already Disabled Profile

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is in Disabled state

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES3-DisableProfile,
1 [SM-DP-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1 RPS)

1- The Status is equal to PF_REQ19
Send the #FAILED

) ) 2- The Subject code is equal
2 SM-SR-UT — SM-DP-S [ES3-DisableProfile
to #SC_PROFILE ICCID

response 3- The Reason code is equal to
#RC_NOT ALLOWED

4.3.17.21.4 Test Sequence N°4 — Error Case: Incompatible POL2

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The POL2 of the Profile identified by the #IcCID1 is “Disabling of this Profile not
allowed”
e The Profile identified by the #ICCID1 is in Enabled state

SEND_REQ (

ES3-DisableProfile,
1 SM-DP-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The Status is equal to PF_REQ19
Send the #FAILED

2- The Ssubject code is equal
to #SC_POL2

response 3- The Reason code is equal to

#RC_RE FUSED

2 SM-SR-UT — SM-DP-S |ES3-DisableProfile

4.3.18 ES3 (SM-DP — SM-SR): DeletelSDP

4.3.18.1 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PF_REQ20

4.3.18.2 Test Cases

General Initial Conditions
e #SM DP S ID and #SM DP S ACCESSPOINT well known to the SM-SR-UT

e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

Test Environment

SM-SR-UT

ES3-DeleteISDP

ES3-DeleteISDP

4.3.18.2.1 TC.ES3.DISDP.1: DeletelSDP

Test Purpose

To ensure a Profile can be deleted by the SM-SR, when an SM-DP requests it, only if:
o the SM-SR is responsible for the management of the targeted eUICC

¢ the Profile identified by its ICCID is loaded on the targeted eUICC
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o the SM-DP is authorized to delete the target Profile by the MNO owning the target
Profile

e the POL2 of the target Profile allows the deletion
e the target Profile is not the Profile having the Fall-back Attribute

Referenced Requirements
e PF_REQ20

Initial Conditions
¢ None
4.3.18.2.1.1 Test Sequence N°1 - Error Case: Unknown eUICC

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

SEND REQ (

ES3-DeleteISDP,
1 SM-DP-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1 RPS)

1- The Status is equal to PF_REQ20
Send the #FAILED
2- The Subject code is equal
2 |SM-SR-UT — SM-DP-S |ES3-DeleteISDP
to #SC _EID
response 3- The Reason code is equal to

#RC_UNKNOWN

4.3.18.2.1.2 Test Sequence N°2 — Error Case: Invalid Destination

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the ISD-P identified by #ISDP3 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS
e The eUICC identified by the #VIRTUAL EID2 is provisioned on the SM-SR-UT with
the #£1S3 ES1 RPS (i.e. the ISD-P identified by #ISDP2 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result

SEND_REQ (
ES3-DeleteISDP,
1 SM-DP-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The status is equal to PF_REQ20
Send the #FAILED

2- The Subject code isequalto
#SC_PROFILE_ICCID

response 3- The Reason code is equal to

#RC_INVALID_DEST

2 SM-SR-UT — SM-DP-S |ES3-DeleteISDP

4.3.18.2.1.3 Test Sequence N°3 — Error Case: Incompatible POL2

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The POL2 of the Profile identified by the #ICcCID1 is “Deletion of this Profile not
allowed”
o The Profile identified by the #1CcCID1 is in Disabled state

Step Direction Sequence / Description Expected result REQ
SEND_REQ (

ES3-DeleteISDP,
1 SM-DP-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1 RPS)

1- The status is equal to PF_REQ20
Send the #FATLED .
9 5 2- The Subject code is equal
SM-SR-UT — SM-DP-S |ES3-DeleteISDP to #5C_POL2
response 3- The Reason code is equal

to #RC_REFUSED

4.3.18.2.1.4 Test Sequence N°5 — Error Case: Fall-back Profile

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)

¢ The Profile identified by the #1CcCID1 is installed on the eUICC identified by
#VIRTUAL EID

e The Profile identified by the #1CCID1 has the Fall-back Attribute
¢ The Profile identified by the #1CcCID1 is in Disabled state

Step Direction Sequence / Description Expected result

SEND REQ (

ES3-DeleteISDP,
1 SM-DP-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The Status is equal to PF_REQ20
Send the #FAILED

2- The Ssubject code is equal

to #SC_PROFILE_ICCID
response 3- The Reason code is equal to
#RC_REFUSED

2 SM-SR-UT — SM-DP-S |ES3-DeleteISDP

4.3.19 ES4 (MNO - SM-SR): GetEIS

4.3.19.1 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ22

4.3.19.2 Test Cases

General Initial Conditions
e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT

e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT

Test Environment

ES4-GetEIS

4.3.19.21 TC.ES4.GEIS.1: GetEIS

Test Purpose
To ensure EIS can be retrieved by the SM-SR when a MNO requests it.
Referenced Requirements

e PM_REQ22

Initial Conditions
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o None

4.3.19.21.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #EIS ES1 RPS
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND REQ (
1 |MNO1-S — SM-SR-UT ES4-GetEIS,

#VIRTUAL EID RPS)

Send the 1- The status is equal to PM_REQ22
2 #SUCCESS
SM-SR-UT — MNO1-S | ES4- GetELS 2- The EIS returned is equal to
response #EIS _ES4 RPS

4.3.19.21.2 Test Sequence N°2 — Error Case: Not Allowed to Manage the EIS

This test case is defined as FFS pending further clarification in the GSMA Remote
Provisioning Architecture for Embedded UICC - Technical Specification [2].

4.3.20 ES4 (MNO - SM-SR): UpdatePolicyRules

4.3.20.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ22, PM_REQ23

4.3.20.2 Test Cases

General Initial Conditions
e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT

Test Environment
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SM-SR-UT

ES4-UpdatePolicyRules

ES4-GetEIS

4.3.20.2.1 TC.ES4.UPR.1: UpdatePolicyRules

Test Purpose

To ensure the SM-SR can update the Policy Rules (POL2) according the parameters sent
by the MNO. To make sure that the POL2 have been set on SM-SR side, the EIS is
retrieved just after updating the rules.

Referenced Requirements
e PM_REQ22, PM_REQ23

Initial Conditions
¢ None

4.3.20.2.1.1 Test Sequence N°1 — Nominal Case

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£EIS ES1 RPS (i.e. the Profile identified by #ICCID1 is present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} has beensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-UpdatePolicyRules,
1 |MNO1-S — SM-SR-UT #VIRTUAL EID RPS,
#ICCID1_RPS,
#POL2 DIS RPS)

Send the The status is equal to|PM_REQ23
2 SM-SR-UT — MNO1-S |ES4-UpdatePolicyRules #SUCCESS
response
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Step Direction Sequence / Description Expected result REQ
SEND REQ (
3 |MNO1-S — SM-SR-UT ES4-GetEIS,
#VI RTUAL EID RPS)
1- The status is equal |PM_REQ22,
to #SUCCESS PM_REQ23

Send the 2- The EIS returned is

4 |SM-SR-UT — MNO1-S |ES4- GetEIS el

is equal to
#POL2 DIS RPS

#EIS ES4 RPS except
response that POL2 of #1CCID1

4.3.21 ES4 (MNO - SM-SR): UpdateSubscriptionAddress

4.3.21.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ22, PM_REQ24

4.3.21.2 Test Cases

General Initial Conditions
e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT

Test Environment

SM-SR-UT

ES4-UpdateSubscriptionAddress

ES4-GetEIS

Version 3.2 Page 270 of 592




GSM Association

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

4.3.21.21

Test Purpose

TC.ES4.USA.1: UpdateSubscriptionAddress

Non-Confidential

To ensure Subscription Address can be updated by the SM-SR when a MNO requests it. To
make sure that the Subscription Address has been set on SM-SR side, the EIS is retrieved

just after updating the address. An error case is also defined:

the MNO is not allowed to manage the Subscription Address

Referenced Requirements
PM_REQ22, PM_REQ24

Initial Conditions

None

4.3.21.2.11

Initial Conditions

Test Sequence N°1 — Nominal Case

The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #EIS ES1 RPS (i.e. the Profile identified by #ICCID1 is present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction ‘ Sequence / Description Expected result REQ

SEND_REQ (
ES4-UpdateSubscriptionAddress,
MNO1-S —
1 #VIRTUAL EID RPS,
SM-SR-UT
#ICCID1_RPS,
#NEW _ADDR_RPS)
Send the The status is equal to|PM_REQ24
5 SM-SR-UT — L #SUCCESS
ES4-UpdateSubscriptionAddress
MNO1-S
response
SEND REQ (
MNO1-S — —
3 ES4-GetEIS,
SM-SR-UT
#VIRTUAL EID RPS)
1- The status is equal |PM_REQ22,
to #SUCCESS PM_REQ24
. 2- The EIS returned is
Send the
SM-SR-UT — equal to
4 ES4- GetEIS #EIS ES4 RPS except
MNO1-S O hapi
response that the Subscription
Address of #ICCID1 is
equal to
#SUB_ADDR3_RPS
43.21.21.2 Test Sequence N°2 — Error Case: Not Allowed

Initial Conditions
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e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.

using #EIS ES1 RPS)

e The Profile identified by the #1CcCID1 is installed on the eUICC identified by
#VIRTUAL EID and is not owned by MNO1-S (i.e. the MNO-ID is not equal to

#MNO1 S ID)

Step Direction ‘ Sequence / Description Expected result REQ

SEND REQ (
ES4-UpdateSubscriptionAddress,
MNO1-S —
1 #VIRTUAL_EID_RPS ,
SM-SR-UT
#ICCID1 RPS,
#NEW_ADDR_RPS)
1- The Status isequal [PM_REQ24
to #FAILED
Send the 2- The Subject code
SM-SR-UT — ;
2 ES4-UpdateSubscriptionAddress Is equal to
MNO1-S #SC_SUB_ADDR
response 3- The Reason code is
equal to
#RC_NOT ALLOWED

4.3.22 ES4 (MNO - SM-SR): AuditEIS

4.3.22.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
e PM_REQ25

4.3.22.2 Test Cases

General Initial Conditions

e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

e #MNOl S ACCESSPOINT well known to the SM-SR-UT

o A direct connection exists between the MNO1-S and the SM-SR-UT

Test Environment
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SM-SR-UT

ES4-AuditEIS

ES4-AuditEIS

4.3.22.21 TC.ES4.AEIS.1: AuditEIS

Test Purpose

To ensure the EIS audit can be performed by the SM-SR when MNO requests it, except if:
¢ the Profile identified by the ICCID in the list does not belong to the MNO

Referenced Requirements
e PM_REQ25

Initial Conditions
e None

4.3.22.21.1 Test Sequence N°1 — Error Case: Profile does not Belong to MNO

Initial Conditions

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)

e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is not owned by MNO1-S (i.e. the MNO-ID is not equal to
#MNO1 S ID)

e The Profile identified by the #1cCID1 is Enabled

Step Direction Sequence / Description Expected result

SEND REQ (
ES4-AuditEIS,
1 MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The status is equal to PM_REQ25
Send the #FAILED

2- The Subject code isequa
to #SC_PROFILE

response 3- The Reason code is equal to

#RC_NOT ALLOWED

2 SM-SR-UT — MNO1-S |ES4-AuditEIS

4.3.23 ES4 (MNO - SM-SR): EnableProfile

4.3.23.1 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PF_REQ24

4.3.23.2 Test Cases

General Initial Conditions
e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT

e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT

SM-SR-UT

Test Environment

ES4-EnableProfile

ES4-EnableProfile

4.3.23.21 TC.ES4.EP.1: EnableProfile

Test Purpose

To ensure a Profile can be Enabled by the SM-SR, when an MNO requests it, only if:
o the SM-SR is responsible for the management of the targeted eUICC

o the Profile identified by its ICCID is loaded on the targeted eUICC
o the Profile identified by its ICCID is in Disabled state
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e the POL2 of the target Profile and the POL2 of the currently Enabled Profile allows
the enabling

¢ the target Profile is owned by the requesting MNO

Referenced Requirements
e PF_REQ24

Initial Conditions
e None

4.3.23.21.1 Test Sequence N°1 — Error Case: Unknown eUICC

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-EnableProfile,
1 [MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1 RPS)

1- The Status is equal to PF_REQ24
Send the #FAILED

. 2- The Subject code is equal
2 SM-SR-UT — MNO1-S |ES4-EnableProfile
to #SC_EID

response 3- The Reason code is equal to
#RC_UNKNOWN

4.3.23.2.1.2 Test Sequence N°2 — Error Case: Invalid Destination

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the ISD-P identified by #ISDP3 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS
e The eUICC identified by the #VIRTUAL EID2 is provisioned on the SM-SR-UT with
the #£1S3 ES1 RPS (i.e. the ISD-P identified by #ISDP2 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result

SEND REQ (
ES4-EnableProfile,
1 MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description Expected result REQ
1- The status is equal to PF_REQ24
Send the #FAILED

2- The Subject code is equal
to #SC_PROFILE_ICCID
response 3- The Reason code is equal

to #RC_INVALID_DEST

2 SM-SR-UT — MNO1-S |ES4-EnableProfile

4.3.23.2.1.3 Test Sequence N°3 — Error Case: Already Enabled Profile

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.

using #EIS ES1 RPS)
e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is in Enabled state

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-EnableProfile,
1 |[MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1 RPS)

1- The Status is equal to PF_REQ24
#FAILED

2- The Subject code is equal
to #SC_PROFILE_ICCID

response 3- The Reason code is equal

to #RC_NOT ALLOWED

Send the
2 SM-SR-UT —» MNO1-S |ES4-EnableProfile

4.3.23.21.4 Test Sequence N°4 — Error Case: Incompatible Enabled Profile POL2

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.

using #EIS ES1 RPS)

¢ The Profile identified by the #1CcCID2 is installed on the eUICC identified by
#VIRTUAL EID and is in Enabled state

e The POL2 of the Profile identified by the #1cC1ID2 is “Disabling of this Profile not
allowed”

¢ The Profile identified by the #1CcCID1 is installed on the eUICC identified by
#VIRTUAL EID and is in Disabled state

Step Direction Sequence / Description Expected result

SEND REQ (
ES4-enableProfile,
1 MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,

#ICCID1_RPS)
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Step Direction Sequence / Description

Send the
2 SM-SR-UT — MNO1-S |ES4-EnableProfile

response

Expected result

1- The status is equal to
#FAILED

2- The Subject code is equal
to #SC_POL2

3- The Reason code is equal
to #RC_REFUSED

REQ
PF_REQ24

4.3.23.2.1.5 Test Sequence N°5 — Error Case: Bad Profile Owner

Initial Conditions

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.

using #EIS ES1 RPS)

e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is not owned by MNO1-S (i.e. the MNO-ID is not equal to

#MNO1 S ID)

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-EnableProfile,
1 [MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,
#ICCIDl_RPS)
1- The Status is equal to PF_REQ24

Send the
2 SM-SR-UT — MNO1-S |ES4-EnableProfile

response

#FAILED

2- The Subject code is equal to
#SC_PROFILE_ICCID

3- The Reason code is equal to
#RC_NOT_ALLOWED

4.3.24 ES4 (MNO - SM-SR): DisableProfile

4.3.241 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
e PF_REQ25

4.3.24.2 Test Cases

General Initial Conditions

e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT
e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT
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Test Environment

4.3.24.21

ES4-DisableProfile

ES4-DisableProfile

Test Purpose

TC.ES4.DISP.1: DisableProfile

To ensure a Profile can be Disabled by the SM-SR, when an MNO requests it, only if:
the SM-SR is responsible for the management of the targeted eUICC

the Profile identified by its ICCID is loaded on the targeted eUICC
the Profile identified by its ICCID is in Enabled state

Referenced Requirements

the POL2 of the target Profile allows the disabling

the target Profile is owned by the requesting MNO

PF_REQ25

Initial Conditions

4.3.24.2.11

None

Initial Conditions
The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Test Sequence N°1 — Error Case: Unknown eUICC

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DisableProfile,
1 MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,
#ICCID1_RPS)
1- The status is equal to PF_REQ25
Send the #FAILED _
5 1D 1 i1 2- The Subject code is equal
SM-SR-UT — MNO1-S |ES4-DisableProfile to #sC ETD
response 3- The Reason code is equal
to #RC_UNKNOWN
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4.3.24.2.1.2

Initial Conditions

Test Sequence N°2 — Error Case: Invalid Destination

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£I1S2 ES1 RPS (i.e. the ISD-P identified by #I1SDP3 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS
e The eUICC identified by the #VIRTUAL EID2 is provisioned on the SM-SR-UT with
the #£I1S3 ES1 RPS (i.e. the ISD-P identified by # I1SDP2 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DisableProfile,
1  |MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,
#ICCID1 RPS)
1- The status is equal to PF_REQ25

2 SM-SR-UT — MNOL1-S

Send the
ES4-DisableProfile

response

#FAILED
2- The Subject code is equal
to #SC_PROFILE ICCID
3- The Reason code is equal
to #RC_INVALID DEST

4.3.24.2.1.3

Initial Conditions

Test Sequence N°3 — Error Case: Already Disabled Profile

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is in Disabled state

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DisableProfile,
1 [MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,
#ICCIDl_RPS)
1- The Status is equal to PF_REQ25

2 SM-SR-UT — MNO1-S

Send the
ES4-DisableProfile

response

#FAILED
2- The Subject code is equal
to #SC_PROFILE ICCID
3- The Reason code is equal
to #RC_NOT ALLOWED

4.3.24.21.4

Initial Conditions
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e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)

e The POL2 of the Profile identified by the #1CcC1D1 is “Disabling of this Profile not

allowed”

e The Profile identified by the #T1CCID1 is in Enabled state

Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES4-DisableProfile,
1 [MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,
#ICCIDl_RPS)
1- The status is equal to PF_REQ25

2 SM-SR-UT — MNO1-S

Send the
ES4-DisableProfile

response

#FAILED

2- The Subject code is equal
to #SC_POL2

3- The Reason code is equal to
#RC_REFUSED

4.3.24.2.1.5

Initial Conditions

Test Sequence N°6 — Error Case: Bad Profile Owner

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The Profile identified by the #1CcCID1 is installed on the eUICC identified by
#VIRTUAL EID and is not owned by MNO1-S (i.e. the MNO-ID is not equal to

#MNO1 S ID)

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DisableProfile,
1 [MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,
#ICCIDl_RPS)
1- The Sstatus is equal to PF_REQ25

2 SM-SR-UT — MNOL1-S

Send the
ES4-DisableProfile

response

#FAILED

2- The Subject code is equal
to #SC_PROFILE ICCID

3- The Reason code is equal to
#RC_NOT_ALLOWED

4.3.25 ES4 (MNO — SM-SR): DeleteProfile

4.3.25.1

References
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o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]
Requirements
e PF_REQZ26

4.3.25.2 Test Cases

General Initial Conditions
e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

e #MNOl S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO1-S and the SM-SR-UT

Test Environment
SM-SR-UT

ES4-DeleteProfile

ES4-DeleteProfile

4.3.25.21 TC.ES4.DP.1: DeleteProfile

Test Purpose

To ensure a Profile can be Disabled by the SM-SR, when an MNO requests it, only if:
o the SM-SR is responsible for the management of the targeted eUICC

¢ the Profile identified by its ICCID is loaded on the targeted eUICC
e the POL2 of the target Profile allows the deletion

e the target Profile is not the Profile having the Fall-back Attribute

¢ the target Profile is owned by the requesting MNO

Referenced Requirements
e PF_REQ26

Initial Conditions
e None

4.3.25.21.1 Test Sequence N°1 — Error Case: Unknown eUICC

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Step Direction Sequence / Description Expected result REQ
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Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DeleteProfile,
1 MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,
#ICCID1 RPS)
1- The status is equal to PF_REQZ26

2 SM-SR-UT — MNOL1-S

Send the
ES4-DeleteProfile

response

#FAILED

2- The Subject code is equal
to #SC_EID

3- The Reason code is equal
to #RC_UNKNOWN

4.3.25.2.1.2

Initial Conditions

Test Sequence N°2 — Error Case: Invalid Destination

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£1S2 ES1 RPS (i.e. the ISD-P identified by #ISDP3 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS
e The eUICC identified by the #VIRTUAL EID2 is provisioned on the SM-SR-UT with
the #£1S3 ES1 RPS (i.e. the ISD-P identified by #ISDP2 RPS is only present)
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DeleteProfile,
1 [MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,
#ICCIDl_RPS)
1- The Status is equal to PF_REQ26

2 SM-SR-UT — MNOL1-S

Send the
ES4-DeleteProfile

response

#FAILED
2- The Subject code is equal
to #SC_PROFILE ICCID
3- The Reason code is equal
to #RC_INVALID DEST

4.3.25.2.1.3

Initial Conditions

Test Sequence N°3 — Error Case: Incompatible POL2

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The POL2 of the Profile identified by the #IcCID1 is “Deletion of this Profile not

allowed”

e The Profile identified by the #ICCID1 is in Disabled state

Version 3.2

Page 282 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Step Direction Sequence / Description Expected result REQ
SEND_ REQ (
ES4-DeleteProfile,
1  |MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,

#ICCID1 _RPS)

1- The Status is equal to PF_REQZ26
Send the #FAILED
2 |SM-SR-UT — MNOL1-S |ESd4-DeleteProfile 2- The Subject code s equal
to #SC_POL2
response 3- The Reason code is equal to

#RC_REFUSED

4.3.25.2.1.4 Test Sequence N°4 — Error Case: Bad Profile Owner

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)
e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID and is not owned by MNO1-S (i.e. the MNO-ID is not equal to
#MNO1 S ID)

Step Direction Sequence / Description Expected result REQ
SEND_REQ (

ES4-DeleteProfile,
1 MNO1-S —» SM-SR-UT
#VIRTUAL_EID_RPS ’

#ICCID1 RPS)

1- The status is equal to PF_REQ26
Send the #FAILED

5 SM-SR.UT > MNOL-S |ESa-Deleteprofil 2- The Subject code is equal
It i ereterrotise to #SC_PROFILE ICCID
3- The Reason code is equal to

#RC_NOT ALLOWED

response

4.3.25.2.1.5 Test Sequence N°5 — Error Case: Fall-back Profile

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT (e.g.
using #EIS ES1 RPS)

e The Profile identified by the #1CCID1 is installed on the eUICC identified by
#VIRTUAL EID

e The Profile identified by the #1CCID1 has the Fall-back Attribute
e The Profile identified by the #ICCID1 is in Disabled state

Step Direction Sequence / Description Expected result REQ
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Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DeleteProfile,
1 MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,
#ICCID1 RPS)
1- The status is equal to PF_REQZ26

Send the #FAILED

2 SM-SR-UT — MNO1-S |ES4-DeleteProfile {0 #SC_PROFTLE_TCCTD

to #RC_REFUSED

2- The Subject code is equal

response 3- The Reason code is equal

4.3.26 ES4 (MNO - SM-SR): PrepareSMSRChange
4.3.26.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e EUICC REQ35
4.3.26.2 Test Cases

General Initial Conditions
e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT

e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

Test Environment

ES4-PrepareSMSRChange

4.3.26.2.1 TC.ES4.PSMSRC.1: PrepareSMSRChange

Test Purpose

To ensure the method PrepareSMSRChange is well implemented on the SM-SR.
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An error case is also defined:
¢ the SM-SR is not capable of managing the eUICC identified by this EID

Referenced Requirements

e EUICC_REQ35

Initial Conditions
e None

4.3.26.2.1.1

Initial Conditions

Test Sequence N°1 — Nominal Case

¢ All necessary settings have been initialized on SM-SR-UT to accept the SM-SR
change (i.e. business agreement...)

Step Direction

1 MNO1-S — SM-SR-UT

Sequence / Description Expected result REQ
SEND_REQ (

ES4-PrepareSMSRChange,
#VIRTUAL EID RPS,

#CUR SR S ID RPS)

2 SM-SR-UT — MNO1-S

Send the
ES4-PrepareSMSRChange

response

The sStatus
#SUCCESS

is equal to

EUICC_REQ35

4.3.26.2.1.2

the eUICC

Initial Conditions

¢ No setting has been initialized on SM-SR-UT to accept the SM-SR change

Test Sequence N°2 — Error Case: SM-SR Not Capable of Managing

Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES4-PrepareSMSRChange,
1 [MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,
#CUR SR S ID RPS)
1- The Status is equal to EUICC_REQ35

2 SM-SR-UT — MNO1-S

Send the
ES4-PrepareSMSRChange

response

#FAILED
2- The Subject code is
equalto #SC_FUN_ PROV
3- The Reason code is
equalto #RC_COND_USED

4.3.26.2.1.3

current SM-SR

Initial Conditions
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e SM-SR-UT does not know #CUR_SR S ID

Step Direction Sequence / Description Expected result REQ
SEND REQ (
ES4-PrepareSMSRChange,
1 [MNO1-S — SM-SR-UT
#VIRTUAL_EID_RPS,
#CUR_SR_S ID RPS)
1- The Status is equal to EUICC_REQS35

2 SM-SR-UT — MNO1-S

Send the
ES4-PrepareSMSRChange

response

#FAILED

2- The Subject code is equal
to #SC_SM SR

3- The Reason code is equal
to #RC_ID UNKNOWN

4.3.27 ES4 (MNO - SM-SR): SMSRchange

4.3.27.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]
Requirements

e EUICC_REQS36, EUICC_REQ39

4.3.27.2 Test Cases

General Initial Conditions
e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

Test Environment

ES4-SMSRChange

ES4-PrepareSMSRChange
___________________ >

ES4-SMSRChange

ES7-HandoverEUICC

Note that the function ES4-PrepareSMSRChange shall not be performed by the simulators
(in the schema above, this is only an informative message).
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In the following test cases, the Initiator Role (see GSMA Embedded SIM Remote
Provisioning Architecture [1] section 2.3.1) is assumed to be played by the MNO1-S.

43.27.21 TC.ES4.SMSRC.1: SMSRChange

Test Purpose

To ensure the method SMSRChange can be performed by the SM-SR except if:
the ECASD certificate is expired or

the new SM-SR is not capable of managing the eUICC identified by this EID or
the preparation step has not been performed for the eUICC
the targeted SM-SR is unknown

Referenced Requirements
e EUICC_REQ36, EUICC_REQ39

Initial Conditions
e Thevariable {SM SR ID RPS} shall be setto #SM SR UT ID RPS

e Thevariable {sM DP_ID RPS} shall be setto #SM DP S ID RPS

4.3.27.21.1 Test Sequence N°1 — Error Case: Invalid ECASD

Initial Conditions
e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£EIS _ES1 RPS
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} has beensetto #SM DP S ID RPS
Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-SMSRChange,
1 |MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,

#TGT SR _S_ID RPS)

SM-SR-UT— SM-SR-S

Send the
ES7-HandoverEUICC

request

The EIS
#EIS_ES7 _RPS

is

equal

to | EUICC_REQ36,
EUICC_REQ39

SM-SR-S— SM-SR-UT

SEND ERROR RESP (
ES7-HandoverEUICC,
#FAILED,
#5C_ECASD,

#RC_EXPIRED)
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Step Direction

4 SM-SR-UT — MNOL1-S

Sequence / Description

Send the
ES4-SMSRChange

response

Expected result

1- The status is equal to
#FAILED

2- The Subject code is
equalto #SC ECASD

3- The Reason code is equal
to #RC_EXPIRED

)
EUICC_REQ36

4.3.27.21.2

Initial Conditions

Test Sequence N°2 — Error Case: Condition of Use Not Satisfied

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£IS ES1 RPS
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction

1 MNO1-S — SM-SR-UT

Sequence / Description

SEND_REQ (
ES4-SMSRChange,
#VIRTUAL EID RPS,

#TGT SR S ID RPS)

Expected result

REQ

2 SM-SR-UT— SM-SR-S

Send the
ES7-HandoverEUICC

request

The EIS is
#EIS_ES7 RPS

equal to

EUICC_REQ386,
EUICC_REQ39

3 SM-SR-S— SM-SR-UT

SEND ERROR RESP (
ES7-HandoverEUICC,
#FAILED,
#SC_FUN_PROV,
#RC_COND USED)

4 SM-SR-UT — MNO1-S

Send the
ES4-SMSRChange

response

1- The Status is equal to
#FAILED

2- The Subject code is
equalto #SC FUN PROV

3- The Reason code is equal
to #RC_COND_USED

EUICC_REQ36

4.3.27.2.1.3

Initial Conditions

Test Sequence N°3 — Error Case:

Preparation Step Not Performed

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #EIS ES1 RPS
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction
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Step Direction

1 MNO1-S — SM-SR-UT

Sequence / Description

SEND REQ (
ES4-SMSRChange,
#VIRTUAL EID RPS,

#TGT SR S ID RPS)

Expected result

)

2 SM-SR-UT— SM-SR-S

Send the
ES7-HandoverEUICC

request

The EIS is
#EIS_ES7 RPS

equal to

EUICC_REQS36,
EUICC_REQ39

3 SM-SR-S— SM-SR-UT

SEND_ERROR RESP (
ES7-HandoverEUICC,
#FAILED,

#SC_EID,

#RC_ID UNKNOWN)

4 SM-SR-UT — MNO1-S

Send the
ES4-SMSRChange

response

1- The status is equal to
#FAILED

2- The Subject code is
equalto #SC_EID

3- The Reason code is

equal to
#RC_ID UNKNOWN

EUICC_REQ36

4.3.27.2.1.4

Initial Conditions

Test Sequence N°4 — Error Case: Unknown Targeted SM-SR

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with

the #EIS ESI1

RPS

o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} has beensetto #SM DP S ID RPS

Step ‘

Direction Sequence / Description Expected result REQ
SEND_REQ (
MNO1-S — SM- ES4-SMSRChange,
1
SR-UT #VIRTUAL EID_RPS,
#TGT SR_S UNK ID RPS)
1- The Status is equal to EUICC_REQ36
Send the #FAILED
SM-SR-UT N 2- The Subject code is
2 |MNOL-S ES4-SMSRChange equalto #SC SM SR
response 3- The Reason code is equal
to #RC_UNKNOWN
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4.3.28 ES7 (SM-SR - SM-SR): HandoverEUICC

4.3.28.1 Conformance Requirements

References
o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e EUICC_REQ35, EUICC_REQ39

4.3.28.2 Test Cases

General Initial Conditions
¢ All necessary settings have been initialized on SM-SR-UT to accept the SM-SR

change (i.e. business agreement...)
e #EUM S PK ECDSA well known to the SM-SR-UT

Test Environment

SM-SR-UT

|
ES4-PrepareSMSRChange

ES4-SMSRChange
________________________>

ES7-HandoverEUICC

ES7-HandoverEUICC

ES4-SMSRChange
< ________________________

Note that the function ES4-SMSRChange shall not be performed by the simulators (in the
schema above, they are only informative messages).

4.3.28.21 TC.ES7.HEUICC.1: HandoverEUICC

Test Purpose

To ensure the method HandoverEUICC is well implemented on the SM-SR. Only error case
is defined:
o the ECASD certificate is expired
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Referenced Requirements
e EUICC_REQ35, EUICC_REQ39

Initial Conditions
e Thevariable {sSM SR ID RPS} shall be setto #SM SR S ID RPS

e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT
e None

4.3.28.2.1.1 Test Sequence N°1 — Error Case: Invalid ECASD

Initial Conditions
¢ None

Step Direction Sequence / Description Expected result =)

SEND REQ (
ES4-PrepareSMSRChange,

1 MNO1-S — SM-SR-UT

#VIRTUAL EID RPS,

#CUR SR S ID RPS)

Send the The sStatus is equal to|EUICC_REQ35
2 SM-SR-UT — MNO1-S [ES4-PrepareSMSRChange #SUCCESS

response

SEND_REQ (

3 SM-SR-S— SM-SR-UT ES7-HandoverEUICC,
#EIS_EXPIREDCASD_RPS)

1- The status is equal to EUICC_REQ39

Send the #FAILED

2- The Subject code is
equalto #SC_ECASD

response 3- The Reason code is

equalto #RC_EXPIRED

4 SM-SR-UT— SM-SR-S |ES7-HandoverEUICC

4.3.28.2.1.2 Test Sequence N°2 — Error Case: One MNO owning a profile on this
eUICC is unknown by the new SM-SR

Initial Conditions
e #MNO1l S IDis well known to the SM-SR-UT

e #MNO2 S IDis unknown to the SM-SR-UT

Step Direction Sequence / Description Expected result

SEND REQ (
ES4-PrepareSMSRChange,
1 MNO1-S — SM-SR-UT
#VIRTUAL EID RPS,

#CUR_SR S _ID RPS)
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Step Direction Sequence / Description Expected result REQ
Send the The Status is equal to|EUICC_REQ35
E
2 SM-SR-UT —» MNO1-S [ES4-PrepareSMSRChange LR
response
Send the The EIS is equal to
3 SM-SR-S— SM-SR-UT [ES7-HandoverEUICC #ELIS_EST_RPS
request
1- The Statusisequalto |EUICC_REQ39
#FAILED
Send the 2- The Subject code is
4 |SM-SR-UT— SM-SR-S | ES7-HandoverEUICC equal to #SC_EXT RES
response 3- The Reason code is
equal to

#RC_ID UNKNOWN

4.3.29 ES7 (SM-SR - SM-SR): AuthenticateSMSR
4.3.29.1 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e EUICC_REQ36, EUICC_REQ39, EUICC_REQ40

4.3.29.2 Test Cases

General Initial Conditions
e #MNOl S IDand #MNO2 S ID well known to the SM-SR-UT

Test Environment
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ES4-SMSRChange

SM-SR-UT

ES4-SMSRChange

ES7-HandoverEUICC

ES7-AuthenticateSMSR

ES7-HandoverEUICC

4.3.29.21 TC.ES7.ASMSR.1: AuthenticateSMSR

Test Purpose

To ensure the method AuthenticateSMSR is well implemented on the SM-SR. Only error

case is defined:

o SM-SR certificate expired

Referenced Requirements
e EUICC_REQ36, EUICC_REQ39, EUICC_REQ40

Initial Conditions

e Thevariable {SM SR _ID RPS} shall be setto #SM SR UT ID RPS

4.3.29.2.11

Initial Conditions

Test Sequence N°1 — Error Case: Invalid SM-SR Certificate

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #EIS ES1 RPS
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS
o {SM DP ID RPS} hasbeensetto #SM DP S ID RPS

Step Direction Sequence / Description Expected result REQ
SEND REQ (
MNO1-S — ES4-SMSRChange,
! SM-SR-UT #VIRTUAL EID RPS,
#TGT SR S ID RPS)
Send the The EIS is equal to|EUICC_REQ36
p  |SAERUI ST Handove rEULCC #EIS_ES7_RPS EUICC_REQ39
SM-SR-S
request
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Direction ‘

Step Sequence / Description Expected result REQ
SEND_REQ (
3 SM-SR-S— ES7-AuthenticateSMSR,
SM-SR-UT #VIRTUAL EID RPS,
#EXPIRED SM SR CERTIFICATE)
1- The status is equalto |EUICC_REQA40
#FAILED
SM-SR-UT—> Send the 2- The Subject code is
4 ES7-AuthenticateSMSR equal to
SM-SR-S #5C_SM SR CERT
response === _
3- The Reason code is
equalto #RC_EXPIRED
SEND_ERROR_RESP (
ES7-HandoverEUICC,
SM-SR-S—
5 #FAILED,
SM-SR-UT
#SC_SM_SR_CERT,
#RC_EXPIRED)
1- The status is equalto |EUICC_REQ39
#FAILED
Send the . : f
SM-SR-UT — 2- The Subject code is
6 ES4-SMSRChange equal to
MNO1-S #5C_SM_SR_CERT
response == ,
3- The Reason code is
equal to #RC EXPIRED
4.3.29.2.1.2 Test Sequence N°2 — Error Case: SM-SR certificate signature cannot

be verified

Initial Conditions

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #EIS ES1 RPS
o {SM SR _ID RPS} has beensetto #SM SR UT ID RPS

Direction ‘

Step Sequence / Description Expected result REQ
SEND_REQ (
a MNO1-S — ES4-SMSRChange,
SM-SR-UT #VIRTUAL EID RPS,
#TGT SR S ID RPS)
L i T S50 olEeee
2 ES7-HandoverEUICC - - -
SM-SR-S
request
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Step  Direction ‘

Sequence / Description Expected result REQ
SEND_REQ (
3 SM-SR-S— ES7-AuthenticateSMSR,
SM-SR-UT #VIRTUAL EID RPS,
#INVALID SM SR CERTIFICATE)
1- The Status is equal to | EUICC_REQ40
#FAILED
Send th 2- The Subject code is
end the
SM-SR-UT— equal to
4 ES7-AuthenticateSMSR #SC _SM SR _CERT
SM-SR-S 3- The Reason code is
response
equal to
#RC_VERIFICATION FA
ILED
SEND_ERROR_RESP (
ES7-HandoverEUICC,
SM-SR-S—
5 #FAILED,
SM-SR-UT
#SC_SM SR _CERT,
#RC_VERIFICATION FAILED)
1- The Status is equal to | EUICC_REQ39
#FAILED
el 2- The Subject code is
end the
SM-SR-UT — equal to
6 ES4-SMSRChange #SC _SM SR _CERT
MNO1-S 3- The Reason code is
response
equal to
#RC_VERIFICATION FA
ILED

4.3.29.2.1.3 Test Sequence N°3 — Error Case: The target SMSRid is unknown

Initial Conditions

e The eUICC identified by the #VIRTUAL EID is provisioned on the SM-SR-UT with
the #£IS ES1 RPS
o {SM SR ID RPS} hasbeensetto #SM SR UT ID RPS

Step  Direction ‘

Sequence / Description Expected result REQ
SEND REQ (
MNO1-S — ES4-SMSRChange,
! SM-SR-UT #VIRTUAL EID RPS,
#TGT_UK_SR_S_ID_RPS)
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Step  Direction Sequence / Description Expected result

1- The Status is equal to | EUICC_REQ39

Send the WIRLLED
SM-SR-UT — 2- The Subject code is
e MNO1-S ES4-SMSRChange equal to #5C_SM_SR
response 3- The Reason code is

equal to #RC_UNKNOWN

4.3.30 ES7 (SM-SR - SM-SR): CreateAdditionalKeySet

4.3.30.1 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e EUICC_REQ35, EUICC_REQ38, EUICC_REQ39, EUICC_REQ40, PROC_REQ13

4.3.30.2 Test Cases

General Initial Conditions
¢ All necessary settings have been initialized on SM-SR-UT to accept the SM-SR
change (i.e. business agreement...)
e #MNO1l S ID is well known to the SM-SR-UT
e Thevariable {SM SR ID RPS} shall be setto #SM SR S ID RPS
e The eUICC identified by #virTUua1 EID IS not provisioned on the SM-SR-UT

SM-SR-UT

Test Environment

|
ES4-PrepareSMSRChange

ES4-SMSRChange

________________________>
ES7-HandoverEUICC

ES7-AuthenticateSMSR

ES7-AuthenticateSMSR

ES7-CreateAdditionalKeyset

ES7-CreateAdditionalKeyset

ES7-HandoverEUICC

ES4-SMSRChange
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Note that the function ES4-SMSRChange shall not be performed by the simulators (in the
schema above, they are only informative messages).

4.3.30.2.1 TC.ES7.CAK.1: CreateAdditionalKeyset

Test Purpose

To ensure the method CreateAdditionalKeyset is well implemented on the SM-SR. This test
proposes to simulate that an invalid receipt has been generated by the eUICC. In this case,
the new SM-SR shall send a corresponding error code to the former SM-SR through the
method HandoverEUICC.

Referenced Requirements
e EUICC_REQ35, EUICC_REQ38, EUICC_REQ39, EUICC_REQ40, PROC_REQ13

Initial Conditions
e None

4.3.30.2.1.1 Test Sequence N°1 — Error Case: Invalid Receipt

Initial Conditions

e None
Step Direction Sequence / Description
SEND_REQ (
1 MNO1-S — ES4-PrepareSMSRChange,
SM-SR-UT #VIRTUAL EID_RPS,
#CUR SR S ID RPS)
Send the The Status is equal to|EUICC_REQ35
SM-SR-UT _ #SUCCESS
2 ~ MNO1-S ES4-PrepareSMSRChange PROC_REQ13
response
SEND_REQ (
SM-SR-S—
3 SM-SR-UT ES7-HandoverEUICC,
#EIS ES7 RPS)
1- The EID parameter is equal EUICC_REQ40
to #VIRTUAL EID RPS
2- The smsrCertificate PROC_REQ13
SM-SR- Send the parameter is present and
UT—  SM-|ES7-AuthenticateSMSR contain all mandatory TLVs
SR-S 3- Tag ‘73’ of the SM-SR
request certificate contains tags ‘C8
and ‘C9’ (tag ‘C8’ is set to
‘02)
SEND SUCCESS_RESP(
ES7-AuthenticateSMSR,
SM-SR-S— {RC})
SM-SR-UT
The {RC} is randomly generated (16
bytes long)
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Step Direction Sequence / Description Expected result REQ
1- All mandatory input EUICC_REQ38
parameters are present -
2- The EID parameter is equal |PROC_REQ13
to #VIRTUAL EID RPS
3- scenarioParameter shall
be set to ‘09, ‘0B’, ‘0D’ or
SM-SR- Send the OF
6 UT—  SM-|ES7-CreateAdditionalKeyset 4- host1d parameter shall be
SR-S .
request set only if
scenarioParameter
indicates that Host and Card
ID are included in the key
derivation process (i.e. bit3 is
setto 1)
SEND SUCCESS_RESP (
ES7-CreateAdditionalKeyset,
{DR}, {RECEIPT})
7 SM-SR-S—
SM-SR-UT |The {DR} is randomly generated (16 bytes
long)
The {RECEIPT} is randomly generated
(16 bytes long)
See Note
1- The Status isequalto |EUICC_REQ39
#FAILED _ PROC_REQ13
SMLSR Send the 2- The Subject code is
8 UT— SM-|ES7-HandoverEUICC equal to #SC—CERT—_REQ
SR-S 3- The Reason code is equal

response

to
#RC_VERIFICATION FAIL
ED

Note: The {DR} shall be generated and passed as an output parameter only if the scenarioParameter set in the ES7-
CreateAdditionalKeyset request indicates that the derivation random shall be included in the key derivation process

(i.e. bit2 set to 1)
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5 System Behaviour Testing

5.1 General Overview

This section focuses on the implementation of the system according to the GSMA Remote
Provisioning Architecture for Embedded UICC-Technical Specification [2]. The aim is to
verify the functional behaviour of the system.

5.2 eUICC Behaviour

5.2.1 Device - eUICC

5.21.1 Conformance Requirements

References
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e EUICC_REQ10, EUICC_REQ11

5.21.2 Test Cases

General Initial Conditions
e None

5.21.21 TC.ECASD.1: EIDRetrieval

Test Purpose
To ensure the Device can retrieve the EID by reading the ECASD information.

Referenced Requirements
e EUICC_REQ10, EUICC_REQ11

Initial Conditions
e None

5.21.211 Test Sequence N°1 - Nominal Case

Initial Conditions
e None

Step‘ Direction ‘Sequence/Description Expected result N=0)

1 Initialization sequence as described in section 4.2.1.1

2 DS — eUICC-UT | [spLECT ECASD]
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Step ‘ Direction ‘ Sequence / Description

Expected result (=)
3 |euicC-UT DS |ATS SW=9000 Eg:ggzgggig
4 DS — eUICC-UT | [GET DATA 5A]
1- TAG ‘5A’ content: EUICC_REQ10

5 eUICC-UT — DS |TAG ‘5A’ returned

a. isequalto #EID
b. starts with the byte ‘89’
c. is 16 bytes long

2- SW='9000’

3- Using the TAG content as a decimal
integer, the remainder of the division
by 97 shall be equal to 1

Note: On this test, the basic channel 00 is used but it is assumed that a logical channel can be used

5.2.2 LOCKED State Unsupported by ISD-R and ISD-P

5.2.21 Conformance Requirements

References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
e PF_REQ7

e EUICC_REQ1, EUICC_REQ6, EUICC_REQ13, EUICC_REQ19, EUICC_REQ21,

EUICC_REQ22

5.2.2.2 Test Cases

General Initial Conditions

e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

5.2.2.21 TC.LOCKISDR.1: LockISDR

Test Purpose

To ensure ISD-R cannot be locked. After trying to lock the ISD-R, an audit is performed to
make sure that the lifecycle state of the security domain remains unchanged.

Referenced Requirements
e PF_REQ7

e EUICC_REQ1, EUICC_REQ13, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22

Initial Conditions
e None
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5.2.2.2.11

Initial Conditions

Non-Confidential

Test Sequence N°1 — Error Case: Unable to Lock the ISD-R

¢ None
Step ‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22
#SPI_VALUE,
2 DS — eUICC-UT
#ISD R TAR,
[LOCK_ISDR])
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ1,
with the #scpg80_ENc key |EUICC_REQI1S,
5 |euicc.uT - ps |PROACTIVE COMMAND: 2- The response data is equal EB:EE—EES%?
SEND SHORT MESSAGE to [R_AB 6985] EUICC_REQ22
(see Note 1)
6 DS — eUICC-UT | TERMINAL RESPONSE SW='9000’
ENVELOPE SMS PP ( EUICC_REQ22
#SPI VALUE,
7 DS — eUICC-UT B
#ISD R TAR,
[GET_ISDP ENABLED])
PROACTIVE COMMAND PENDING:
8 ST =B SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ1,
with the #scp80 ENc kEy |EUICC_REQ13,
h e o EUICC_REQ19
: 2- The response data is equal — D
10 |auice U o |FROAETRE GOk o (x EB N 3qu EUICC_REQ21,
SEND SHORT MESSAGE . ST e = EUICC_REQ22,
(le. the ISD-R is not|pr REQ7
LOCKED) a
11 (DS — eUICC-UT |TERMINAL RESPONSE SW="9000’

Note 1: The SW may be also ‘6A80’ or ‘6D00’ or ‘6A86° or ‘6A81’

5.2.2.2.2

Test Purpose

Version 3.2

TC.LOCKISDP.1: LockISDP

Page 301 of 592




GSM Association
SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Non-Confidential

To ensure an ISD-P cannot be locked. After trying to lock the ISD-P, an audit is performed
to make sure that the lifecycle state of the security domain remains unchanged.

Referenced Requirements

PF_REQ7

EUICC_REQS6, EUICC_REQ13, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22

Initial Conditions

o None
5.2.2.2.21 Test Sequence N°1 — Error Case: Unable to Lock an ISD-P
Initial Conditions
e None
Step ‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_ PP ( EUICC_REQ22
#SPI VALUE,
2 DS — eUICC-UT N
#ISD R TAR,
[LOCK_DEFAULT_ ISDP])
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | EUICC_REQS6,
' with the #scps80 ENc key |EUICC_REQI1S,
5 eUICC-UT — DS PROACTIVE COMMAND: 2- The response data is equal EB:ES—EES%?
SEND SHORT MESSAGE to [R_AB 6985] EUICCiREQZZy
(see Note 1)
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE SMS PP ( EUICC_REQ22
#SPI VALUE,
7 DS — eUICC-UT B
#ISD R TAR,
[GET_ISDP ENABLED])
PROACTIVE COMMAND PENDING:
8 SUligie-bhr = 2t SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
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Step  Direction Sequence / Description Expected result REQ

1- Decrypt the response packet | EUICC_REQS6,
with the #scpPg80_ENc key |EUICC_REQIS,
10 |eUICC-UT — DS PROACTIVE COMMAND: 2- The response data is equal Eg:gg—sggéi
SEND SHORT MESSAGE to [R_AB_E3_ISDP 3F] |E(iCC REQ22.
PF_REQ7
11 |DS — eUICC-UT [TERMINAL RESPONSE SW="9000’

Note 1: The SW may be also ‘6A80’ or ‘6D00’ or ‘6A86’ or ‘6A81’

5.2.3 Components and Visibility

5.2.3.1 Conformance Requirements

References
o GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PM_REQ1, PM_REQ2, PM_REQ5
e EUICC_REQ?2, EUICC_REQ3, EUICC_REQS8, EUICC_REQ9, EUICC_REQ13,
EUICC_REQ19, EUICC_REQ21, EUICC_REQ22

5.2.3.2 Test Cases

General Initial Conditions
e None

5.2.3.21 TC.CV.1: ComponentVisibility

Test Purpose

To ensure Profile Component cannot have any visibility to components outside its ISD-P
and that an ISD-P shall not have any visibility of, or access to, any other ISD-P.

Referenced Requirements
¢ PM_REQ2
e EUICC_REQ13, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22

Initial Conditions
e None

5.2.3.211 Test Sequence N°1 — Nominal Case: No Visibility for the MNO-SD to
the ISD-R

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)
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Direction ‘ Sequence / Description

Non-Confidential

Step Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP ( EUICC_REQ22
#SPI_ VALUE,
#MNO_TAR,
2 |bS —eUICC-UT [GET_STATUS ISDR])
Use #MNO SCP80 ENC KEY,
#MNO SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC KEY
PROACTIVE COMMAND PENDING:
3 euICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |[EUICC_REQ13,
with the EUICC_REQ19,
#MNO SCP80_ENC_KEY Eg:gg_ﬁgng
PROACTIVE COMMAND: 2- Verify the cryptographic -REQ22
> |eVICC-UT DS checksum using PM_REQ2
SEND SHORT MESSAGE §MNO_SCP80 AUTH KEY
3- The response data is equal
to [R_AB 6A88]
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
5.2.3.21.2 Test Sequence N°2 — Nominal Case: No Visibility for an ISD-P to

another ISD-P

Initial Conditions
#DEFAULT ISD P AIDand #ISD P AIDI1 are present on the eUICC

Direction ‘

Step Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP( EUICC_REQ22
#SPI_VALUE,
#DEFAULT ISD P TAR,
2 DS — eUICC-UT - T

SCP03_SCRIPT (

#DEFAULT ISD P_SCP03 KVN,

[GET ISDP1]))
PROACTIVE COMMAND PENDING:
3 euICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
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Step

Direction ‘

eUICC-UT — DS

Sequence / Description

PROACTIVE COMMAND:
SEND SHORT MESSAGE

Non-Confidential

Expected result

1- Decrypt the response
packet with the
#SCP80 ENC_KEY

2- INITIALIZE UPDATE
and EXTERNAL
AUTHENTICATE
commands are
successfully executed
(i.e. SW="9000’)

3- SW="6A88’ for the GET
STATUS command
(see Note 1)

)

EUICC_REQ13,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22,
PM_REQ2

DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

Note 1: The SW may be also ‘6A80’ or ‘6D00’

5.2.3.2.2

Test Purpose

TC.CV.2: ISDRVisibility

To ensure any component outside the ISD-P cannot have any visibility to Profile
Components. In this test case, the aim is to verify that the ISD-R cannot have any visibility
on the MNO-SD.

Referenced Requirements

PM_REQ1

EUICC_REQ13, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22

Initial Conditions

5.2.3.2.21

None

MNO-SD

Initial Conditions

#DEFAULT ISD P AID presenton the eUICC

Direction ‘ Sequence / Description

Test Sequence N°1 — Nominal Case: No Visibility for the ISD-R to the

Step Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP( EUICC_REQ22
#SPI VALUE,
2 DS — eUICC-UT n
#ISD R TAR,
[GET_MNO SDJ)
PROACTIVE COMMAND PENDING:
3 euICC-UT — DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
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Step Direction ‘ Sequence / Description Expected result REQ

1- Decrypt the response packet |EUICC_REQ13,
with the #scpg0_ENnc key |EUICC_REQIS,

; : EUICC_REQ21
) 2- Verify the cryptographic — '
5 |eulcc.UT — Ds | PROACTIVE COMMAND: checksum using E&ICRCE&EQZZ,

SEND SHORT MESSAGE #SCP80_AUTH KEY
3- The response data is equal
to [R_AB_6A88]

6 DS — eUICC-UT | TERMINAL RESPONSE SW='9000’

5.2.3.2.3 TC.CV.3: ISDPNotEnabled

Test Purpose

To ensure the applications or the file system within a Disabled Profile cannot be selected. In
this test case, a new Profile including an applet and a file is dynamically downloaded: the
selection of these two components shall be only possible when the Profile state is updated
to Enabled.

Referenced Requirements
e EUICC_REQS8, EUICC_REQ9

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

e #ISD P AIDI present on the eUICC and personalized with SCP03 keys
o The process ES8-EstablishISDPKeySet has been used
o {SCP_KENC}, {SCP_KMAC}, {SCP KDEK} have been set

e No POL1 is defined on the #DEFAULT ISD P AID

e TP-Destination-Address has been set on #ISD R _AID with #DEST ADDR

5.2.3.2.31 Test Sequence N°1 - Nominal Case using CAT_TP: Applet
Selectable Only on an Enabled Profile

Initial Conditions
o Applet3 (defined in A.3) is not present on the Profile linked to the
#DEFAULT ISD P AID

e #PE APPLET3 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Sequence / Description Expected result N=0)

Step ‘ Direction

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
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Step ‘
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Direction Sequence / Description Expected result (=)
Execute the test sequence defined in section 4.2.18.2.1.1
3 (TC.ES8.DAI.1:DownloadAndinstallation_CAT_TP) from step 3 to [All steps successfully
step 8 in order to download the #PROFILE PACKAGE (including |executed
#PE_APPLET3) under the #ISD P _AID1
4 Close CAT_TP session as described in section 4.2.1.4
Execute the test sequence defined in section 4.2.19.2.1.1
5 (TC.ES8.UCP.1:UpdateConnectivityParameters_SMS) from step 2 |All steps successfully
to step 6 in order to set the SMS Connectivity Parameters in the | executed
#ISD P AID1
6 |DS — eUICC-UT [SELECT APPLET3]
7 eUICC-UT — DS ATS SW="6A82’ EUICC_REQ9
8 Initialization sequence as described in section 4.2.1.1
Execute the test sequence defined in section 424211 All steps successfull
9 (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 9 in order to executF()ed y
Enable the #1SD P AID1
Execute the test sequence defined in section 4.2.13.2.1.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 1 to step 16 in All steps successfull
10 |order to manage the different notifications exchanged with the executF()ed y
eUICC and to make sure that the Profile linked to the #1SD P AID1
is now Enabled
11 |DS — eUICC-UT [SELECT APPLET3]
12 [eUICC-UT — DS ATS SW="9000’ EUICC_REQ9
5.2.3.23.2 Test Sequence N°2 - Nominal Case using HTTPS: Applet Selectable

Only on an Enabled Profile

Initial Conditions
Applet3 (defined in A.3) is not present on the Profile linked to the

Step‘ Direction ‘

#DEFAULT ISD P AID

#PE_APPLET3 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Sequence / Description Expected result N=O)
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
Execute the test sequence defined in section 4.2.18.2.2.1
3 (TC.ES8.DAI.2:DownloadAndinstallation_HTTPS) from step 3 to step | All steps successfully
8 in order to download the #PROFILE PACKAGE (including|executed
#PE_APPLET3) under the #ISD P AID1
4 Close HTTPS session as described in section 4.2.1.7
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Step‘ Direction ‘

Sequence / Description Expected result N=0)
Execute the test sequence defined in section 4.2.19.2.1.1
5 (TC.ES8.UCP.1:UpdateConnectivityParameters_SMS) from step 2 to | All steps successfully
step 6 in order to set the SMS Connectivity Parameters in the |executed
#ISD P AID1
6 |DS — eUICC-UT | [SELECT APPLET3]
7 eUICC-UT —- DS |ATS SW="6A82’ EUICC_REQ9
8 Initialization sequence as described in section 4.2.1.1
Execute the test sequence defined in section 424211 All st full
9 (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 9 in order to exef:l.?t%ii successtully
Enable the #1SD P AID1
Execute the test sequence defined in section 42.13.21.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 1 to step 16 in All steps successfull
10 |order to manage the different notifications exchanged with the eUICC executgd y
and to make sure that the Profile linked to the #ISD P AID1 is now
Enabled
11 |DS — eUICC-UT | [SELECT_APPLET3]
12 |eUICC-UT —» DS |ATS SW='9000’ EUICC_REQ9
5.2.3.23.3 Test Sequence N°3 - Nominal Case using CAT_TP: File Selectable

Only on an Enabled Profile

Initial Conditions
Elementary File with the identifier 1122 " is not present on the Profile linked to the

Step‘ Direction ‘

#DEFAULT ISD P AID

#PE _EF1122 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
Execute the test sequence defined in section 4.2.18.2.1.1
3 (TC.ES8.DAI.1:DownloadAndinstallation_CAT_TP) from step 3 to|All steps successfully
step 8 in order to download the #PROFILE PACKAGE (including |executed
#PE_EF1122) under the #ISD P AID1
4 Close CAT_TP session as described in section 4.2.1.4
Execute the test sequence defined in section 4.2.19.2.1.1
5 (TC.ES8.UCP.1:UpdateConnectivityParameters_SMS) from step 2 to | All steps successfully
step 6 in order to set the SMS Connectivity Parameters in the |executed
#ISD P AID1
6 |DS — eUICC-UT |[SELECT FILE 1122]
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Step  Direction Sequence / Description Expected result N=0)
7 eUICC-UT —- DS |ATS SW="6A82’ EUICC_REQS8
8 Initialization sequence as described in section 4.2.1.1
Execute the test sequence defined in section 42421.1 All steps successull
9 (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 9 in order to execut?ed u iy
Enable the #1SD P AID1
Execute the test sequence defined in section 4213211
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 1 to step 16 in All steps successull
10 |order to manage the different notifications exchanged with the eUICC execut?ed u iy
and to make sure that the Profile linked to the #ISD P AIDI is now
Enabled
11 |DS — eUICC-UT | [SELECT FILE 1122]
12 |eUICC-UT — DS [ATS SW="9000’ EUICC_REQS8
5.2.3.234 Test Sequence N°4 - Nominal Case using HTTPS: File Selectable

Only on an Enabled Profile

Initial Conditions
Elementary File with the identifier 1122 " is not present on the Profile linked to the
#DEFAULT ISD P AID

#PE EF1122 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Step  Direction
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
Execute the test sequence defined in section 4.2.18.2.2.1
3 (TC.ES8.DAI.2:DownloadAndinstallation_HTTPS) from step 3 to|All steps successfully
step 8 in order to download the #PROFILE PACKAGE (including |executed
#PE_EF1122) under the #ISD P AID1
4 Close HTTPS session as described in section 4.2.1.7
Execute the test sequence defined in section 4.2.19.2.1.1
5 (TC.ES8.UCP.1:UpdateConnectivityParameters_SMS) from step 2 |All steps successfully
to step 6 in order to set the SMS Connectivity Parameters in the | executed
#ISD P AID1
6 |DS — eUICC-UT |[SELECT_FILE 1122]
7 eUICC-UT —- DS |ATS SW="6A82’ EUICC_REQS8
8 Initialization sequence as described in section 4.2.1.1
Execute the test sequence defined in section 424211 Al steps successfull
9 (TC.ES5.EP.1:EnableProfile_SMS) from step 2 to step 9 in order to tpd y
Enable the #1sD_P_AID1 execute
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Step‘ Direction ‘ Sequence / Description Expected result N=0)

Execute the test sequence defined in section 4.2.13.2.1.1
(TC.ES5.NOTIFPE.1:Notification_SMS) from step 1 to step 16 in
10 |order to manage the different notifications exchanged with the
eUICC and to make sure that the Profile linked to the #ISD_P AID1
is now Enabled

All steps successfully
executed

11 |DS — eUICC-UT | [SELECT FILE 1122]

12 |eUICC-UT —» DS |ATS SW="9000’ EUICC_REQS8

52324 TC.CV.4: TarAllocation

Test Purpose

To ensure it is possible to allocate the same TAR within distinct Profiles. In this test case, an
applet is installed through the MNO-SD on the Enabled Profile. Then, another applet with
the same TAR is installed during the downloading of a new Profile. An error case is also
defined to make sure that a Profile Component cannot use the reserved ISD-R TAR.

Referenced Requirements
e EUICC_REQ3

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

e Appletl and Applet2 (defined in Annex A) are not present on the default Profile
identified by #DEFAULT ISD P AID

5.2.3.2.41 Test Sequence N°1 - Nominal Case using CAT_TP: Same TAR within
Two Profiles

Initial Conditions
e #ISD P AIDI presenton the eUICC and personalized with SCP03 keys
o The process ES8-EstablishISDPKeySet has been used
o {SCP KENC}, {SCP KMAC}, {SCP_KDEK} have been set
o Appletl and Applet2 (defined in Annex A) are not present on the Profile identified by
#ISD P AID1

e #PE APPLET1 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Step‘ Direction ‘

Sequence / Description Expected result REQ
ENVELOPE SMS PP (
#SPI_VALUE,
#MNO TAR,
{LOAD APPLET2};
2 DS — eUICC-UT
[INSTALL APPLET2])
Use #MNO SCP80 ENC KEY,
#MNO SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC KEY
PROACTIVE COMMAND PENDING:
3 SUligie-br = 245 SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response
packet with the
#MNO_SCP80 ENC KE
Y
. 2- Verify the cryptographic
PROACTIVE COMMAND:
5 [eUICC-UT — DS checksum using
SEND SHORT MESSAGE $MNO SCP80 AUTH K
EY
3- SW='9000’ for all
commands
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
7 Open CAT_TP session on ISD-R as described in section 4.2.1.2
Execute the test sequence defined in section 4.2.18.2.1.1
8 (TC.ES8.DAI.1:DownloadAndinstallation_CAT_TP) from step|All  steps  successfully EUICC REO3
3 to step 8 in order to download the #PROFILE PACKAGE |executed -REQ
(including #PE_APPLET1) underthe #ISD P AID1

9 Close CAT_TP session as described in section 4.2.1.4

5.2.3.2.4.2

Two Profiles

Initial Conditions

Test Sequence N°2 - Nominal Case using HTTPS: Same TAR within

e #ISD P AIDI presenton the eUICC and personalized with SCPO3 keys
o The process ES8-EstablishISDPKeySet has been used

O

{SCP_KENC},

{SCP_KMAC},

{SCP_KDEK} have been set

o Appletl and Applet2 (defined in Annex A) are not present on the Profile identified by
#ISD P AID1

e #PE APPLET1 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Step‘ Direction ‘
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Step‘ Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP (
#SPI VALUE,
#MNO_TAR,

{LOAD APPLET2};

2 |DS — eUICC-UT
[INSTALL APPLET2])

Use #MNO SCP80 ENC KEY,

#MNO_SCP80 AUTH KEY,

#MNO_SCP80_ DATA ENC KEY

PROACTIVE COMMAND  PENDING:

3 |SUVICC-UT = DS | gEND SHORT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response
packet with the
#MNO_SCP80 ENC KE
Y

. 2- Verify the cryptographic
PROACTIVE COMMAND:
5 |eUICC-UT — DS checksum using

SEND SHORT MESSAGE #MNO SCP80 AUTH K
EY

3- SW="9000’ for all
commands

6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

7 Open HTTPS session on ISD-R as described in section 4.2.1.5

Execute the test sequence defined in section 4.2.18.2.2.1
(TC.ES8.DAI.2:DownloadAndinstallation_HTTPS) from step 3|All  steps  successfully
to step 8 in order to download the #PROFILE PACKAGE |executed

(including #PE_APPLET1) under the #ISD P AID1

EUICC_REQ3

9 Close HTTPS session as described in section 4.2.1.7

5.2.3.2.4.3 Test Sequence N°3 - Error Case: Unauthorized ISD-R TAR

Initial Conditions
e None

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Step ‘ Direction

Sequence / Description Expected result REQ
ENVELOPE SMS PP (
#SPI_VALUE,
#MNO_TAR,
2 DS — eUICC-UT {LOAD APPLET1})
Use #MNO SCP80 ENC KEY,
#MNO_SCP80 AUTH KEY,
#MNO SCP80 DATA ENC KEY
PROACTIVE COMMAND PENDING:
3 |eUVICC-UT - DS | gEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response
packet with the
#MNO_SCP80_ ENC KEY
PROACTIVE COMMAND: 2- Verify the cryptographic
5 |eUICC-UT - DS \ fi yprograp
SEND SHORT MESSAGE CEe U LEng
#MNO_SCP80 AUTH KEY
3- SW="9000’ for all
commands
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
ENVELOPE_SMS_ PP (
#SPI_VALUE,
#MNO_TAR,
7 DS — eUICC-UT [INSTALL TAR ISDR])
Use #MNO_ SCP80 ENC KEY,
#MNO_SCP80_ AUTH KEY,
#MNO_SCP80 DATA ENC_KEY
PROACTIVE COMMAND PENDING:
8 eUICC-UT - DS SEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response EUICC_REQ3
packet with the
#MNO_SCP80_ENC KEY
PROACTIVE COMMAND: 2- Verify the cryptographlc
10 |eUICC-UT — DS checksum using
SEND SHORT MESSAGE #MNO SCP80 AUTH KEY
3- SW='6985’ for the
INSTALL command (see
Note 1)
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’

Note 1: The SW may be also ‘6A80’
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5.2.3.25 TC.CV.5: AIDAllocation

Test Purpose

To ensure it is possible to allocate the same AID within distinct Profiles. In this test case, an
applet is installed through the MNO-SD on the Enabled Profile. Then, another applet with
the same AID is installed during the downloading of a new Profile. An error case is also
defined to make sure that a Profile Component cannot use the reserved ECASD AID.

Referenced Requirements
e EUICC_REQ2

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

o Applet3 (defined in A.3) is not present on the default Profile identified by
#DEFAULT ISD P AID

5.2.3.2.51 Test Sequence N°1 - Nominal Case using CAT_TP: Same AID within
Two Profiles

Initial Conditions
e #ISD P AIDI present on the eUICC and personalized with SCP03 keys
o The process ES8-EstablishiISDPKeySet has been used
o {SCP KENC}, {SCP KMAC}, {SCP_KDEK} have been set
e Applet3 (defined in A.3) is not present on the Profile identified by #ISD P AID1
e #PE APPLET3 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Step Direction Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP (
#SPI_VALUE,
#MNO_TAR,
{LOAD_APPLET3};

2 |DS — eUICC-UT
[INSTALL APPLET3])

Use #MNO_ SCP80_ENC_KEY,

#MNO_SCP80_AUTH_KEY,

#MNO_SCP80_DATA ENC_KEY

PROACTIVE COMMAND PENDING:

3 |eVICC-UT - DS | geNp SHORT MESSAGE

4 DS — eUICC-UT | FETCH
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Step Direction Sequence / Description Expected result REQ
1- Decrypt the response
packet with the
#MNO SCP80 ENC KEY
PROACTIVE COMMAND: 2- Verify the cryptographic
5 |eulCC-UT — DS A fi SRR
SEND SHORT MESSAGE SUEe,sEbin Wl
#MNO SCP80 AUTH KEY
3- SW="9000’ for all
commands
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
7 Open CAT_TP session on ISD-R as described in section 4.2.1.2
Execute the test sequence defined in section 4.2.18.2.1.1
(TC.ES8.DAIl.1:DownloadAndinstallation_CAT_TP) from All ¢ full
8 step 3 to step 8 in order to download the execut:deps successiully EUICC_REQ2
#PROFILE PACKAGE (including #PE APPLET3) under the
#ISD_P AID1
9 Close CAT_TP session as described in section 4.2.1.4
5.2.3.2.5.2 Test Sequence N°2 - Nominal Case using HTTPS: Same AID within

Two Profiles

Initial Conditions
#ISD_P AIDI1 present on the eUICC and personalized with SCP03 keys
o The process ES8-EstablishiISDPKeySet has been used

o {SCP_KENC}, {SCP KMAC}, {SCP_KDEK} have been set
Applet3 (defined in A.3) is not present on the Profile identified by #ISD P AIDI
#PE_APPLET3 defined in section B.7.3 shall be added to the #PROFILE PACKAGE

Step Direction Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP (
#SPI_VALUE,
#MNO_TAR,
{LOAD APPLET3};
2 DS — eUICC-UT

[INSTALL APPLET3])
Use #MNO SCP80 ENC KEY,
#MNO_SCP80_AUTH KEY,

#MNO_SCP80_DATA ENC KEY

PROACTIVE COMMAND PENDING:

3 SUIgetr = SEND SHORT MESSAGE
4 DS — eUICC-UT | FETCH
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Step Direction Sequence / Description Expected result REQ
1- Decrypt the response
packet with the
#MNO SCP80 ENC KEY
PROACTIVE COMMAND: 2- Verify the cryptographic
5 |eulCC-UT — DS A fi SRR
SEND SHORT MESSAGE SUEe,sEbin Wl
#MNO SCP80 AUTH KEY
3- SW="9000’ for all
commands
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
7 Open HTTPS session on ISD-R as described in section 4.2.1.5
Execute the test sequence defined in section 4.2.18.2.2.1
8 (TC.ES8.DAIl.2:DownloadAndinstallation_HTTPS) from step | All steps successfully EUICC REO2
3 to step 8 in order to download the #PROFILE PACKAGE |executed -REQ
(including #PE_APPLET3) under the #ISD_P_AID1
9 Close HTTPS session as described in section 4.2.1.7
5.2.3.25.3 Test Sequence N°3 - Error Case: Unauthorized ECASD AID
Initial Conditions
e None
Step‘ Direction Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP (
#SPI_VALUE,
#MNO_TAR,
2 DS — eUICC-UT {LOAD APPLET3})
Use #MNO SCP80 ENC KEY,
#MNO_SCP80 AUTH KEY,
#MNO_SCP80_DATA ENC_KEY
PROACTIVE COMMAND PENDING:
3 EUIEEEhr = k5 SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response
packet with the
#MNO_SCP80 ENC_KEY
PROACTIVE COMMAND: 2- Verify the ¢ toqgraphic
5 |eulcC-UT — DS A fi L
SEND SHORT MESSAGE A e ety
#MNO_SCP80 AUTH KEY
3- SW="9000’ for all
commands
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
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Step‘ Direction Sequence / Description Expected result REQ

ENVELOPE_SMS_PP (
#SPI_VALUE,
#MNO_TAR,
7 |DS — eUICC-UT [INSTALL AID ECASD])

Use #MNO SCP80 ENC KEY,
#MNO_SCP80 AUTH_KEY,

#MNO_SCP80_DATA ENC KEY

PROACTIVE COMMAND PENDING:
8 |eVICC-UT DS | seNp SHORT MESSAGE

9 DS — eUICC-UT |FETCH

1- Decrypt the response EUICC_REQ2
packet with the
#MNO_SCP80 ENC_KEY
PROACTIVE COMMAND: 2- Verify the cryptographic
SEND SHORT MESSAGE checksum using
#MNO_SCP80 AUTH KEY
3- SW='6985’ for the INSTALL
command (see Note 1)

10 [eUICC-UT — DS

11 |DS — eUICC-UT [TERMINAL RESPONSE SW='9000’

Note 1: The SW may be also ‘6A80’

5.2.3.2.6 TC.CV.6: MNOSDDefinition

Test Purpose

To ensure the MNO-SD AID and TAR can be freely allocated during the Profile definition. In
this test case, a GET STATUS is sent to the MNO-SD to retrieve its information.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ19, EUICC_REQZ21, EUICC_REQ22
e PM_REQ5

Initial Conditions
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)
5.2.3.2.6.1 Test Sequence N°1 - Nominal Case

Initial Conditions
e None

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1
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Step‘ Direction ‘ Sequence / Description

2 DS — eUICC-UT

ENVELOPE SMS PP (
#SPI VALUE,
#MNO_TAR,
[GET MNO ISD])

Use #MNO SCP80 ENC KEY,

#MNO_ SCP80 AUTH KEY,

#MNO_SCP80_ DATA ENC KEY

Expected result (=)
EUICC_REQ22

3 eUICC-UT — DS

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE

4 DS — eUICC-UT

FETCH

5 eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

1- Decrypt the response packet |PM_REQ5,

with the EUICC_REQ13,
#MNO_SCP80_ENC_KEY Eg:gg_gggg
2- Verify the cryptographic EUICCZREQZZI

checksum using

#MNO SCP80 AUTH KEY
3- The response data is equal

to [R_AB MNO SD]

6 DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

5.2.4  Security and Responsibility

5.2.4.1 Conformance Requirements

References

e GSMA Embedded SIM Remote Provisioning Architecture [1]
¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PF REQ1
e SEC _REQ6

o EUICC_REQ13, EUICC_REQ14, EUICC_REQ19, EUICC_REQ20, EUICC_REQ21,
EUICC_REQ22, EUICC_REQ42, EUICC_REQ43, EUICC_REQ45, EUICC_REQ486,
EUICC_REQ47, EUICC_REQ54, EUICC_REQ55, EUICC_REQ56, EUICC_REQ59,
EUICC_REQ60, EUICC_REQ61

5.24.2 Test Cases

General Initial Conditions

¢ None

52421 TC.SAR.1: SecurityError_SMS

Test Purpose
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To ensure a SMS shall be rejected by the eUICC (i.e. no POR returned) when:
e the security level does not meet the one expected by the ISD-R

e the SM-SR is not authenticated

Referenced Requirements
e EUICC_REQ20

Initial Conditions
¢ None
5.24.211 Test Sequence N°1 — Error Case: Low Security Level

Initial Conditions
e None

Ste‘ Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE_SMS_PP (
#BAD SPI,

2 DS — eUICC-UT

#ISD R TAR,

[GET DEFAULT ISDP])

NO  PROACTIVE  COMMAND |No SMS POR sent

EUICC_REQ20

5.24.21.2 Test Sequence N°2 — Error Case: eUICC cannot Authenticate the

SM-SR
Initial Conditions
o None
Step‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS_PP(
#SPI_VALUE,
#ISD R TAR,
[GET_DEFAULT ISDP])
2 |DS - eUICC-UT |pg not use the
#SCP80_ENC KEY,
#SCP80_AUTH KEY,
#SCP80_DATA ENC_KEY
see Note
No SMS POR sent
3 eUICC-UT — DS NO PROACTIVE COMMAND EUICC_REQZ20

PENDING SW="9000"
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Step  Direction Sequence / Description Expected result

Note: The correct ISD-R SCP80 keys shall not be used. Other values with same length can be freely chosen.

5.24.2.2 TC.SAR.2: ISDRResponsibility

Test Purpose

To ensure only ISD-R can create an ISD-P.

Referenced Requirements
e PF _REQ1
e EUICC_REQ13, EUICC_REQ19, EUICC_REQZ21, EUICC_REQ22

Initial Conditions
e None

5.24.2.21 Test Sequence N°1 - Error Case: ISD-P Cannot Create another ISD-P

Initial Conditions
e None

Step  Direction Sequence / Description Expected result

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE_SMS_ PP ( EUICC_REQ22
#SPI_VALUE,
#DEFAULT_ISD_P TAR,

2 |DS — eUICC-UT

SCPO3_SCRIPT (

#DEFAULT_ISD_P_SCP03_KVN,

[INSTALL ISDP]))

PROACTIVE COMMAND PENDING:

3 |eVICC-UT > DS | qpNp SHORT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response EUICC_REQ13,

packet with the EUICC_REQ19,
#SCP80_ENC_KEY EUICC_REQZ21,
2- INITIALIZE UPDATE and ELFJ'%%E?F;EQZZ'
EXTERNAL -
PROACTIVE COMMAND: AUTHENTICATE

5 [eUICC-UT — DS commands are

successfully executed
(i.e. SW="9000’)

3- The SW is ‘6985’ for the
INSTALL command
(see Note 1)

SEND SHORT MESSAGE

Version 3.2 Page 320 of 592



GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Step  Direction Sequence / Description Expected result

6 DS — eUICC-UT | TERMINAL RESPONSE SW='9000’

Note 1: The SW may be also ‘6A80’ or ‘6A88’

52423 TC.SAR.3: ReplayAttack

Test Purpose

To ensure the communication between the SM-SR and the eUICC is protected against
replay attacks. In this test case, the same secured packet is sent twice to make sure that

only the first one is accepted by the eUICC.

Referenced Requirements
e SEC REQ6
e EUICC_REQ13, EUICC_REQ19, EUICC_REQZ21, EUICC_REQ22

Initial Conditions
e None

5.2.4.2.31 Test Sequence N°1 - Error Case: Same Secured Packet Not

Accepted
Initial Conditions
¢ None
Step‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP ( EUICC_REQ22

#SPI_VALUE,
2 |DS — eUICC-UT
#ISD R TAR,

[GET DEFAULT ISDP])

PROACTIVE COMMAND PENDING:

3 |eVICC-UT > DS | gpNp SHORT MESSAGE

4 DS — eUICC-UT |FETCH
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Step‘ Direction ‘ Sequence / Description

Non-Confidential

Expected result (=)
1- Decrypt the response packet |EUICC_REQ13,
with the #scpg8o_Enc key |EUICC_REQIS9,
2- Verify the cryptographic Eg:gg—ﬁggg
PROACTIVE COMMAND: checksum using —
& |lEEr— 98 #SCP80_AUTH KEY
SEND SHORT MESSAGE — -
3- The response data is in
expanded format with
definite length
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
7 DS — eUICC-UT Sen(_j exactly the same SMS as the EUICC_REQ22
previous one
PROACTIVE COMMAND PENDING: | see Note
8 |eVICC-UT = DS | gEND SHORT MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
with the #scpso_Enc key |EUICC_REQLS,
2- Verify the cryptographic ELEJ?%—ERQEGQZL
PROACTIVE COMMAND: checksum using -
10 jeulcC-UT - DS #SCP80 AUTH KEY
SEND SHORT MESSAGE - - .
3- No response data is returned
4- The status code is equal to
‘02’ - Counter low
11 |DS — eUICC-UT |TERMINAL RESPONSE SW='9000’

Note: Depending on the implementation, the eUICC may decide to not send back a POR (i.e. SW ‘9000’ on the

ENVELOPE command). Therefore, the steps 8, 9, 10 and 11 shall be considered as optional.

5.24.2.4

Test Purpose

TC.SAR.4: HTTPSRestrictions

To ensure the following HTTPS restrictions are well configured on the ISD-R:
e TLS 1.2 shall only be supported meaning that the ‘i’ parameter is set to ‘04’

e session resumption shall not be supported
o several parallel sessions shall not be supported

Referenced Requirements
e EUICC_REQ13, EUICC_REQ14, EUICC_REQZ21, EUICC_REQ22, EUICC_REQ42,
EUICC_REQA43, EUICC_REQ45, EUICC_REQ46, EUICC_REQ47, EUICC_REQ54,
EUICC_REQ55, EUICC_REQ56

Initial Conditions

¢ None
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5.24.2.41 Test Sequence N°1 - Nominal Case: TLS 1.2 only Supported by ISD-
R

Initial Conditions
e The HTTPS server shall be configured as follow:

e Only the version TLS Protocol 1.1 [15] shall be supported

e Only the cipher-suite TLS_PSK_WITH_AES_128 CBC_SHAZ256 as defined in
RFC 5487 [9] shall be accepted
= Note: the cipher-suite TLS_PSK_WITH_AES_128 GCM_SHA256 cannot be

used here as it shall be only negotiated using TLS version 1.2

o The following Pre-Shared Key shall be defined:
= PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

Step  Direction Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS PP ( EU|CC_REQ22,

EUICC_REQ42

#SPI VALUE, a )

2 |bs — eulicC-UT - EUICC_REQ54
#ISD_R_TAR,

[OPEN SCP81 SESSION])

PROACTIVE COMMAND PENDING:

3 |eUICC-UT = DS |gEND SHORT MESSAGE

4 DS — eUICC-UT |FETCH

1- Decrypt the response EUICC_REQ21
packet with the

5 eUICC-UT — DS |PROACTIVE COMMAND: SEND #SCP80_ENC_KEY

SHORT MESSAGE 2- The SCP80 status code

is equal to ‘00’ — POR OK

6 DS — eUICC-UT | TERMINAL RESPONSE

PROACTIVE COMMAND PENDING:

7 eUICC-UT — DS OPEN CHANNEL

8 DS — eUICC-UT |FETCH

1- The bearer description is |EUICC_REQ13,
equal to EUICC_REQ14,
#BEARER_DESCRIPTION | EUICC_REQA42

2- The buffer size is equal

PROACTIVE COMMAND: 1) AR, S

9 eUICC-UT — DS 3- The NAN is equal to

OPEN CHANNEL #NAN VALUE

4- The port is equal to
#TCP_PORT

5- The IP is equal to
#IP VALUE

10 |DS — eUICC-UT |TERMINAL RESPONSE
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Step‘ Direction ‘

Sequence / Description Expected result REQ
For readability reason, the proactive commands are not fully specified in the next steps.
11 | The BIP communication between the DS and the eUICC-UT shall be compliant with the Annex F.
The TLS records used here after shall be compliant with the 0.
EUICC_REQ14,
12 |eUICC-UT — DS |TLS_CLIENT_HELLO EUICC_REQ43
TLS_1_1 SERVER_HELLO
13 |DS — eUICC-UT |and
TLS_1_1 _SERVER_HELLO_DONE
14 |eUICC-UT — DS |TLS_ALERT_PROTOCOL_VERSION EUICC_REQ55
PROACTIVE COMMAND: The HTTP session is closed. | EUICC_REQ55

15

eUICC-UT — DS

CLOSE CHANNEL

16

DS — eUICC-UT

TERMINAL RESPONSE

5.2.4.2.4.2

Initial Conditions
The HTTPS server shall be configured as follow:

Step ‘ Direction ‘

(©]
o

Test Sequence N°2 - Nominal Case: No TLS Session Resumption

Only the version TLS Protocol 1.2 [8] shall be supported
Only the cipher-suites TLS_PSK_WITH_AES_128 GCM_SHA256 and

TLS_PSK_WITH_AES_128 CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted

* PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

The following Pre-Shared Key shall be defined:

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP (
5 DS — eUICC- #SPI VALUE,
ut #ISD R TAR,
[OPEN SCP81 WITH RETRY])
3 Execute the generic sub-sequence “Open HTTPS session on ISD-R” defined in section 4.2.1.5 from step 2 to
step 9
The TLS_CLIENT_HELLO does
not contain a SessionTicket
4 g%'CC'UT ~ | TLS_CLIENT HELLO extension EUICC_REQ56
(SessionTicket extension type =
0x0023)
5 Execute the generic sub-sequence “Open HTTPS session on ISD-R” defined in section 4.2.1.5 from step 11
to step 14
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Step ‘ Direction ‘

Non-Confidential

Sequence / Description Expected result REQ
: IP communication is broken
6 DS — eUICC RESET
utT ATR returned by eUICC
7|98 7 YICC | TERMINAL_PROFILE] Toolkit initialization
g |euicc.ur - |PROACTIVE COMMAND PENDING: See Note
DS OPEN CHANNEL
9 LDJ_SI,_. — eUICC- FETCH
. The ISD-R makes first attempt
10 |euicC-UT —|PROACTIVE COMMAND: for resuming the HTTP
DS OPEN CHANNEL administration session
DS eUICC-
177 TERMINAL RESPONSE
The TLS_CLIENT_HELLO
eUICC-UT — contains an empty Session
12 DS TLS_CLIENT_HELLO Identifier (i.e. the previous TLS EUICC_REQS6
session is not reused)
13 Execute the generic sub-sequence “Open HTTPS session on ISD-R” defined in section 4.2.1.5 from step 11
to step 14
14 |Close HTTPS session as described in section 4.2.1.7

Note: The OPEN CHANNEL command may be triggered by a TIMER EXPIRATION if the eUICC supports TIMER
MANAGEMENT.

5.2.4.2.4.3

Initial Conditions
The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported

Step‘ Direction ‘

o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and

Test Sequence N°3 - Nominal Case: No HTTPS Sessions in Parallel

TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted
o The following Pre-Shared Key shall be defined:
*= PSKidentifier: #PSK_ID
= PSKvalue: #SCP81 PSK

Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
ENVELOPE_SMS PP ( EUICC_REQ22,
EUICC_REQ42,
#SPI VALUE, -
3 |Ds - euicc-UT - EUICC_REQS4
#ISD R TAR,
[OPEN_SCP81 SESSION])
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Step  Direction Sequence / Description Expected result
NO OPEN CHANNEL COMMAND A new HTTPS session shall | EUICC_REQ56
4 |eUICC-UT > DS | penpiNG not be open (see Note)

Note: Depending on the implementation, a SMS POR may be returned by the eUICC with an incorrect SW (e.g.
9300).

52425 TC.SAR.5: SCP03t_ErrorManagement

Test Purpose

To ensure SCPO3t is well implemented on the eUICC. This test case proposes to check that
a dedicated error (e.g. reference data not found, error in length, security error) is returned
when incorrect SCP03t command is sent.

Note that all the following error cases propose to send small SCPO03t scripts over SMS.
Depending on the eUICC implementation, it may be necessary to run these tests only over
HTTPS or CAT_TP.

Referenced Requirements
e EUICC_REQ13, EUICC_REQ19, EUICC_REQ21, EUICC_REQ22, EUICC_REQ59,
EUICC_REQ60, EUICC_REQ61

Initial Conditions
e #ISD P AIDI present on the eUICC and personalized with SCP03 keys

e The process ES8-EstablishISDPKeySet has been used
e {SCP KENC}, {SCP_KMAC}, {SCP_KDEK} have been set

5.24.2.51 Test Sequence N°1 - Error Case: Incorrect Length in INITIALIZE

UPDATE
Initial Conditions
¢ None
Step‘ Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

ENVELOPE SMS_PP(
#SPI_VALUE,
#ISD_P TARI,
SCPO3T_SCRIPT (

#SCP03_KVN,

2 DS — eUICC-UT #PE HEADER) )

Use the SCP03 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}

Change the length value of the
INITIALIZE UPDATE TLV command
before sending the script (e.g. with
‘11’ instead of ‘0A’)
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Step‘ Direction ‘ Sequence / Description

Non-Confidential

Expected result REQ
PROACTIVE COMMAND PENDING:
3 evICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet | EUICC_REQ13,
PROACTIVE COMMAND: with the #scpg80_ENc ey |EUICC_REQI9,
5 |eUICC-UT — DS ' 2-The response data is equal Eg:gg—sggg
SEND SHORT MESSAGE to [R_AB SCPO3T IU 01] EUICC:REQSQ,
See Note
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

Note: Instead of using the SCPO03t error tag (0x9F44), the eUICC MAY return the Bad format TLV tag (i.e. 0x90)
indicating “Wrong length found” (i.e. 0x02) as defined in ETSI TS 102 226 [6].

5.24.25.2 Test Sequence N°2 — Error Case: Incorrect Parameter in INITIALIZE
UPDATE
Initial Conditions
e None
Step ‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE SMS PP (
#SPI_VALUE,
#ISD P TARI,
SCPO3T SCRIPT (
2 |DS — eUICC-UT -
#BAD SCP0O3 KVN,
#PE_HEADER) )
Use the SCP03 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
PROACTIVE COMMAND PENDING:
3 |eVICC-UT—DS | geNp SHORT MESSAGE
4 |DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
5 PROACTIVE COMMAND: with the #scp80_ENc_kry |EUICC_REQI19,
eUICC-UT — DS e o EUICC_REQ21,
SEND SHORT MESSAGE 2- The response data is equal EUICC_REQ22.
to [R_AB SCPO3T IU 03] EUICC_REQ59
6 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’
5.24.2.5.3 Test Sequence N°3 — Error Case: Incorrect Length in EXTERNAL
AUTHENTICATE
Initial Conditions
e None
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Step‘ Direction ‘ Sequence / Description

1 Initialization sequence as described in section 4.2.1.1

Expected result

REQ

2 DS — eUICC-UT

ENVELOPE_SMS_PP(
#SPI_VALUE,
#ISD P TARI,
SCPO3T SCRIPT (

#SCP03_KVN,
#PE_HEADER) )

Use the SCP03 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}

Change the length value of the
EXTERNAL AUTHENTICATE TLV
command (TAG ‘85’) before sending
the script (e.g. with ‘19’ instead of
“117)

3 eUICC-UT — DS

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE

4 DS — eUICC-UT

FETCH

5 eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

1- Decrypt the response packet
with the #SCP80_ENC_KEY

2- The response data is equal
to [R_AB SCPO3T EA 01]

See Note

EUICC_REQ13,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22,
EUICC_REQS60

6 DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

Note: Instead of using the SCPO3t error tag (0x9F45), the eUICC MAY return the Bad format TLV tag (i.e. 0x90)
indicating “Wrong length found” (i.e. 0x02) as defined in ETSI TS 102 226 [6].

5.24.254 Test Sequence N°4 — Error Case: Incorrect Security in EXTERNAL
AUTHENTICATE

Initial Conditions
e None

Step  Direction

Sequence / Description

1 Initialization sequence as described in section 4.2.1.1

Expected result
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Step‘ Direction ‘ Sequence / Description

2 DS — eUICC-UT

ENVELOPE SMS PP (
#SPI VALUE,
#ISD P TARI,
SCPO3T_ SCRIPT (

#SCP03 KVN,
#PE_HEADER) )

Do not use the SCPO03 keys
{SCP_KENC}, {SCP_KMAC} and
{SCP_KDEK}

see Note

Expected result

REQ

3 eUICC-UT — DS

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE

4 DS — eUICC-UT

FETCH

5 eUICC-UT — DS

PROACTIVE COMMAND:
SEND SHORT MESSAGE

1- Decrypt the response packet
with the #SCP80_ ENC_KEY

2- The response data is equal
to [R_AB SCPO3T EA 02]

EUICC_REQ13,
EUICC_REQ19,
EUICC_REQ21,
EUICC_REQ22,
EUICC_REQS60

6 DS — eUICC-UT

TERMINAL RESPONSE

SW="9000’

Note: The correct ISD-P SCPO03 keys shall not be used. Other values with same length can be freely chosen.

5.24.2.5.5 Test Sequence N°5 — Error Case: Incorrect Length in Profile TLV
Command

Initial Conditions
e None

Step  Direction

Sequence / Description

1 Initialization sequence as described in section 4.2.1.1

Expected result

2 DS — eUICC-UT

ENVELOPE SMS PP (
#SPI_VALUE,
#ISD P TARI,
SCPO3T_SCRIPT (

#SCPO3_KVN,
#PE_HEADER) )

Use the SCPO3 keys {SCP KENC},
{SCP_KMAC} and {SCP_KDEK}

Change the length value of the
Profile data TLV command (TAG
‘86’) before sending the script

3 eUICC-UT — DS

PROACTIVE COMMAND PENDING:
SEND SHORT MESSAGE
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Step‘ Direction ‘ Sequence / Description

Non-Confidential

Expected result REQ
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
PROACTIVE COMMAND: with the #scpg0_Enc key |EUICC_REQIS,
5 eUICC-UT — DS ' 2- The response data is equal Eg:gg—gggg
SEND SHORT MESSAGE to [R_AB SCPO3T 01] EUICC:REQGl,
See Note
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’

Note: Instead of using the SCP03t error tag (0x9F46), the eUICC MAY return the Bad format TLV tag (i.e. 0x90)
indicating “Wrong length found” (i.e. 0x02) ad defined in ETSI TS 102 226 [6].

5.2.4.2.5.6 Test Sequence N°6 — Error Case: Incorrect Security in Profile TLV
Command
Initial Conditions
None
Step ‘ Direction ‘ Sequence / Description Expected result REQ
1 Initialization sequence as described in section 4.2.1.1
ENVELOPE _SMS_ PP (
#SPI_VALUE,
#ISD P TARI,
SCPO3T SCRIPT(
#SCP03_KVN,
2 DS — eUICC-UT
#PE_HEADER) )
Use the SCP03 keys {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}
Corrupt a block of ciphered data in
the Profile data TLV command (TAG
‘86’) before sending the script
PROACTIVE COMMAND PENDING:
3 euICC-UT - DS SEND SHORT MESSAGE
4 DS — eUICC-UT |FETCH
1- Decrypt the response packet |EUICC_REQ13,
5 PROACTIVE COMMAND: with the #scpg80_Enc _key |EUICC_REQI9,
eUICC-UT — DS a e o EUICC_REQZ21,
SEND SHORT MESSAGE 2- The response data is equal EUICC_REQ22.
to [R_AB SCPO3T 02] EUICC_REQ61
6 DS — eUICC-UT | TERMINAL RESPONSE SW="9000’
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5.2.5

Confidential Setup of MNO Secure Channel Keys

5.2.5.1 Conformance Requirements

References
GSMA Embedded SIM Remote Provisioning Architecture [1]

Requirements

SEC_REQ20

5.2.5.2 Test Cases

General Initial Conditions
#DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)

5.2.5.21 TC.CSMNOSCK.1: Scenario#2.B

Test Purpose

Non-Confidential

To ensure MNO can update the OTA Keys on its Profile using the scenario #2.B as defined
in GlobalPlatform Card Specification v.2.2.1 - UICC Configuration [13].

Referenced Requirements

e SEC REQ20
Initial Conditions
¢ None
5.25.211 Test Sequence N°1 — Nominal Case
Initial Conditions
¢ None
Step ‘ Direction ‘ Sequence / Description ‘ Expected result N=0)
1 DS — eUICC-UT |RESET ATR returned by the eUICC
2 |DS — eUICC-UT |[SELECT_CASD]
3 eUICC-UT —- DS |ATS SW="9000’ SEC_REQ20
4 DS — eUICC-UT |[GET_DATA_CASD_CERT]
1- The response is equal to
[R_CASD]
5 |eUICC-UT — DS |DGI ‘7F21 returned 2- The {PK_CASD_CT} shall be SEC_REQ20
recovered from the signature
using the #£EUM_PK_CA AUT
6 Initialization sequence as described in section 4.2.1.1
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Step‘ Direction ‘ Sequence / Description ‘

Non-Confidential

Expected result REQ
ENVELOPE SMS PP (
#SPI_VALUE,
#MNO TAR,
STORE_MNO_KEYS 2B (
7 DS — eUICC-UT
{PK_CASD CT}))
Use #MNO_SCP80 ENC KEY,
#MNO SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC_KEY
PROACTIVE COMMAND
8 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet with
the #MNO_SCP80 ENC KEY
: 2- Verify the cryptographic checksum
10 fevicC-UT — DS PROACTIVE COMMAND: usinfy #MNO ygcpg8 OpAUTH KEY SEC_REQ20
SEND SHORT MESSAGE 9 - = -
3- The response data is equal to
[R_AB 9000]
11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000’

Note: After the execution of this test, all the MNO-SD keysets should be deleted except the one identified by
#MNO_SCP80_ KVN

5.2.5.2.2

Test Purpose

TC.CSMNOSCK.2: Scenario#3

To ensure MNO can update the OTA Keys on its Profile using the scenario #3 as defined in
GlobalPlatform Card Specification v.2.2 Amendment E: Security Upgrade for Card Content
Management [13].

Referenced Requirements

SEC_REQ20

Initial Conditions

5.2.5.2.21

None

Initial Conditions

None
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Step  Direction Sequence / Description Expected result
1 DS — eUICC-UT |RESET ATR returned by the eUICC

2 |DS — eUICC-UT |[SELECT_CASD]

3 eUICC-UT — DS |ATS SW='9000’ SEC_REQ20

4 |DS —eUICC-UT |[GET DATA CASD_CERT]

1- The response is equal to
[R_CASD]

5 eUICC-UT — DS |DGI ‘7F21’ returned 2-The {PK CASD CT} shall be SEC_REQ20
retrieved from the TAG ‘7F49’
6 Initialization sequence as described in section 4.2.1.1
ENVELOPE_SMS PP (
#SPI_VALUE,
#MNO_TAR,
7 DS — eUICC-UT STORE_MNO_ KEYS 3())
Use #MNO_SCP80_ENC_ KEY,
#MNO_SCP80 AUTH KEY,
#MNO_SCP80 DATA ENC_KEY
PROACTIVE COMMAND
8 eUICC-UT — DS |PENDING: SEND SHORT
MESSAGE
9 DS — eUICC-UT |FETCH
1- Decrypt the response packet
with the #MNO_SCP80_ ENC_KEY
2- Verify the cryptographic
checksum using
#MNO SCP80 AUTH KEY
3- The response data is equal to
[R_AB RECEIPT]
. 4- Calculate ShS from
10 [eUICC-UT — DS PROACTIVE COMMAND: SEC_REQ20

#SM_ESK_ECKA and
{PK_CASD CT}

5- Derive keyset from ShS and
retrieve the {SCP_KENC},
{SCP_KMAC} and {SCP_KDEK}

6- Verify the {RECEIPT} (i.e. it
shall be generated by calculating
a MAC across the tag ‘A6’)

SEND SHORT MESSAGE

11 |DS — eUICC-UT |TERMINAL RESPONSE SW="9000

5.2.6  Full Profile Installation Process

5.2.6.1 Conformance Requirements
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References

¢ GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements
e PROC_REQ1, PROC_REQ2, PROC_REQS3, PROC_REQ7, PROC_REQ19,
PROC_REQ2, EUICC_REQ51_1

5.2.6.2 Test Cases

General Initial Conditions
e ISD-P #IsD P AIDI not present onthe eUICC
e #DEFAULT ISD P AID in Enabled state (shall be the initial state of the eUICC)
e No POL1 is defined onthe #DEFAULT ISD P AID

5.2.6.21 TC.FPIP.1: ProfileDownloadAndEnabling

Test Purpose

To ensure a Profile can be fully downloaded using only one OTA session and Enabled.
Here are the different steps that are executed:
e |SD-P creation

e |SD-P keys establishment with scenario #3
e Download and installation of a Profile
e Profile enabling

The test sequences below propose to execute these steps using either CAT_TP or HTTPS.
Between each step related to the Profile Downloading process, no operation is performed
on the eUICC during a delay of 30 seconds in order to simulate exchanges related to the
off-card interfaces.

Referenced Requirements
e PROC_REQ1, PROC_REQ2, PROC_REQ3, PROC_REQ7, PROC_REQ19,
PROC_REQ21

Initial Conditions
e None
5.2.6.21.1 Test Sequence N°1 — Nominal Case: Using CAT_TP

Initial Conditions
e CAT_TP Connectivity Parameters have been set on #ISD R AID with

#UDP_PORT, #CAT TP PORT and #IP VALUE

Step‘ Direction ‘ Sequence / Description Expected result REQ

1 Initialization sequence as described in section 4.2.1.1

2 Open CAT_TP session on ISD-R as described in section 4.2.1.2
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Step

Direction

Sequence / Description

Execute the test sequence defined in section 4.2.3.2.2.1
(TC.ES5.CISDP.2:CreatelSDP_CAT_TP) from step 3 to step
4 in order to create the #1SD P AIDI1

Expected result

All steps
executed

successfully

PROC_REQ1

Maintain open the CAT_TP session for 30 seconds by sending an ACK NUL every 10 seconds

(as defined in steps 4 and 5)

4 DS — eUICC-UT |ACK_NUL
5 eUICC-UT —- DS [ACK_NO_DATA
Third ACK NUL sent (Timer of 30 seconds reached)

Execute the test sequence defined in section 4.2.17.2.2.1

6 (TC.ES8.EISDPK.2:EstablishISDPkeyset_CAT_TP) from [ All steps successfully PROC_REQ2
step 3 to step 4 in order to start the personalization of the | executed -
#ISD P AID1

7 Maintain open the CAT_TP session for 30 seconds by executing steps 4 and 5 of this sequence
Execute the test sequence defined in section 4.2.17.2.2.1

8 (TC.ES8.EISDPK.2:EstablishISDPkeyset_CAT_TP) from | All steps successfully PROC_REQ2
step 5 to step 6 in order to finish the personalization of the | executed -
#ISD P AIDI

9 Maintain open the CAT_TP session for 30 seconds by executing steps 4 and 5 of this sequence
Execute the test sequence defined in section 4.2.18.2.1.1

10 (TC.ES8.DAI.1:DownloadAndinstallation_CAT_TP) from step | All steps  successfully PROC REO3
3 to step 8 in order to download the #PROFILE PACKAGE |executed -REQ
under the #ISD P AID1

11 |Close CAT_TP session as described in section 4.2.1.4

12 | Open CAT_TP session on ISD-R as described in section 4.2.1.2
Execute the test sequence defined in section 4.2.19.2.2.1

13 (TC.ES8.UCP.2:UpdateConnectivityParameters_CAT_TP) All steps successfully PROC_REQ19
from step 3 to step 4 in order to set the CAT_TP Connectivity [ executed -
Parameters inthe #ISD_P_AID1

14 |Close CAT_TP session as described in section 4.2.1.4

15 |Open CAT_TP session on ISD-R as described in section 4.2.1.2
Execute the test sequence defined in section 4.2.4.2.2.1 Al Stens successull

16 |(TC.ES5.EP.2:EnableProfile_CAT_TP) from step 3 to step 8| > P Y|PROC_REQ7
in order to Enable the #ISD P AID1
Execute the test sequence defined in section 4.2.13.2.2
(TC.ES5.NOTIFPE.2:Notification_CAT_TP) from step 1 to|, ‘ aull

17 |step 18 in order to manage the different natifications executZdepS successiully
exchanged with the eUICC and to make sure that the Profile
linked to the #1SD P AIDI is now Enabled
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5.2.6.2.1.2 Test Sequence N°2 — Nominal Case: Using HTTPS

Initial Conditions
e HTTPS Connectivity Parameters have been set on #ISD R AID with #TCP PORT,
#IP_VALUE,  #ADMIN_ HOST, #AGENT ID, #PSK_1ID, #SCP81 KVN,
#SCP81 KEY ID and #ADMIN URI
e The HTTPS server shall be configured as follow:
o Only the version TLS Protocol 1.2 [8] shall be supported
o Only the cipher-suites TLS_PSK_WITH_AES 128 GCM_SHA256 and
TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in RFC 5487 [9] shall be
accepted
o The following Pre-Shared Key shall be defined:
* PSKidentifier: #PSK_ID
* PSKvalue: #SCP81 PSK

Step  Direction Sequence / Description
1 Initialization sequence as described in section 4.2.1.1
2 Open HTTPS session on ISD-R as described in section 4.2.1.5
Execute the test sequence defined in section 4.2.3.2.3.1 Al steps  successfull
3 (TC.ES5.CISDP.3:CreatelSDP_HTTPS) from step 3 to step 4 executedp y PROC_REQ1
in order to create the #1SD_P AIDI1
TLS_APPLICATION EUICC_REQ51
4 DS — eUICC-UT containing the result of 1
HTTPS_EMPTY CONTENT ()
1- Decrypt the TLS EUICC_REQ51
record with the 1
#SCP81 PSK using
the cipher-suite
negotiated during the
TLS handshake
2- The POST URl is equal
5 eUICC-UT — DS TLS_APPLICATION with| 10 #POST_URI
empty body 3- The different headers
are equal to
#HOST
#X_ADMIN PROTOCOL
#X ADMIN FROM ISD R
4- The HTTP body is
empty
Execute the test sequence defined in section 4.2.17.2.3.1
(TC.ES8.EISDPK.3:EstablishiISDPkeyset HTTPS) from step 3|All  steps  successfully
6 . e PROC_REQ2
to step 4 in order to start the personalization of the |executed
#ISD P AID1
7 Execute steps 4 and 5 of this sequence EfICC—REQM
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Direction ‘

Step Sequence / Description Expected result REQ
Execute the test sequence defined in section 4.2.17.2.3.1
(TC.ES8.EISDPK.3:EstablishiISDPkeyset_ HTTPS) from step 5|All  steps  successfully

8 : - ) PROC_REQ2
to step 6 in order to finish the personalization of the|executed
#ISD P _AID1

9 Execute steps 4 and 5 of this sequence Ef ICC_REQ51
Execute the test sequence defined in section 4.2.18.2.2.1

10 (TC.ES8.DAI.2:DownloadAndInstallation_ HTTPS) from step 3|All  steps  successfully PROC REO3
to step 8 in order to download the #PROFILE PACKAGE under | executed -REQ
the #I1SD P AID1

11 |Close HTTPS session as described in section 4.2.1.7

12 | Open HTTPS session on ISD-R as described in section 4.2.1.5
Execute the test sequence defined in section 4.2.19.2.3.1

13 (TC.ES8.UCP.3:UpdateConnectivityParameters_HTTPS) from [All  steps  successfully PROC_REQ19
step 3 to step 4 in order to set the HTTPS Connectivity | executed -
Parameters in the #ISD P AID1

14 [Close HTTPS session as described in section 4.2.1.7

15 | Open HTTPS session on ISD-R as described in section 4.2.1.5
Execute the test sequence defined in section 4.2.4.2.3.1 Al steps  successfull

16 |(TC.ES5.EP.3:EnableProfile_HTTPS) from step 3 to step 8in | > dp Y|PROC_REQ7
order to Enable the #ISD P AID1
Execute the test sequence defined in section 4.2.13.2.3.1
(TC.ES5.NOTIFPE.3:Notification_HTTPS) from step 1 to step Al steps  successfull

17 (19 in order to manage the different notifications exchanged executedp y PROC_REQ21
with the eUICC and to make sure that the Profile linked to the
#ISD P AIDI is now Enabled

5.3 Platform Behaviour

5.3.1 eUICC Identity Check

5.3.1.1 Conformance Requirements

References

GSMA Embedded SIM Remote Provisioning Architecture [1]
GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements

SEC_REQ15

PROC_REQ1

PM_REQ11, PM_REQ14
EUICC_REQ35, EUICC_REQ39
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5.3.1.2 Test Cases

General Initial Conditions
e None

5.3.1.21 TC.EUICCIC.1: eUICCEligibilitySMDP

Test Purpose

To ensure SM-DP is able to check the validity of an eUICC. In case of a bad ECASD in the
eUICC, the SM-DP shall be able to refuse the download of the Profile.

Test Environment

SM-DP-UT

ES2-DownloadProfile

ES3-GetEIS

ES2-DownloadProfile

Referenced Requirements
e SEC REQI15
¢ PROC_REQ1
e PM_REQ11, PM_REQ14

Initial Conditions
e Thevariable {SM SR ID RPS} shall be setto #SM SR S ID RPS

e Thevariable {sM DP ID RPS} shall be setto #SM DP UT ID RPS

e #MNOl S IDand #MNOl1 S ACCESSPOINT well known to the SM-DP-UT

e #SM SR S IDand #SM SR S ACCESSPOINT well known to the SM-DP-UT
e #EUM S PK ECDSA well known to the SM-DP-UT

e The Profile #1CcCID1 is well known to the SM-DP-UT

5.3.1.21.1 Test Sequence N°1 - Error Case: Invalid Signature in ECASD
Certificate

Initial Conditions
e None
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Step Direction

1 MNO1-S — SM-DP-UT

Sequence / Description
SEND_REQ (

ES2-DownloadProfile,

#VIRTUAL EID RPS,

{SM SR _ID RPS},

#ICCID1 RPS,

#EP_FALSE RPS)

Expected result

)

2 SM-DP-UT — SM-SR-S

Send the
ES3-GetEIS

request

The EID parameter is

equal to
#VIRTUAL EID RPS

PROC_REQ1,
PM_REQ11,
PM_REQ14

3 SM-SR-S — SM-DP-UT

SEND SUCCESS RESP (
ES3-GetEIS,

#EIS_BADCASDSIGN_ RPS)

4 SM-DP-UT — MNO1-S

Send the

ES2-DownloadProfile

response

1- The status is equal
to #FAILED

2- The Subject code
is equal to #SC_ECASD

PM_REQ11,
SEC_REQ15

5.3.1.2.1.2 voID

5.3.1.2.2

Test Purpose

TC.EUICCIC.2: eUICCElIigibilitySMSR

To ensure SM-SR is able to check the validity of an eUICC. In case of a bad ECASD in the
eUICC, the SM-SR shall be able to refuse the change of a SM-SR.

|
ES4-PrepareSMSRChange

Version 3.2

SM-SR-UT

ES4-SMSRChange
________________________>

ES7-HandoverEUICC

ES7-HandoverEUICC

ES4-SMSRChange
F R —
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Test Environment

Note that the function ES4-SMSRChange shall not be performed by the simulators (in the
schema above, they are only informative messages).

Referenced Requirements
e SEC _REQ15
e EUICC_REQ35, EUICC_REQ39

Initial Conditions
e Thevariable {sM SR ID RPS} shall be setto #SM SR S ID RPS

e Thevariable {SM DP ID RPS} shall be setto #SM DP S ID RPS

e #MNO1l S IDand #MNO2 S ID well known to the SM-SR-UT (because Profiles
related to these operators are present in the EIS)

e The eUICC identified by the #VIRTUAL EID is not provisioned on the SM-SR-UT

e #EUM S PK ECDSA well known to the SM-SR-UT

e All necessary settings have been initialized on SM-SR-UT to accept the SM-SR
change (i.e. business agreement...)

5.3.1.2.21 Test Sequence N°1 — Error Case: Invalid Signature in ECASD

Certificate
Initial Conditions
¢ None
Step Direction Sequence / Description Expected result N=O)

SEND REQ (
ES4-PrepareSMSRChange,

1 MNO1-S — SM-SR-UT

#VIRTUAL EID RPS,

#CUR_SR S _ID RPS)

Send the The status is equal to|EUICC_REQ35
2 |SM-SR-UT — MNO1-S |ES4-PrepareSMSRChange #SUCCESS

response

SEND_REQ (

3 SM-SR-S— SM-SR-UT ES7-HandoverEUICC,
#EIsz_BADCASDSIGN_RPS)

Send the 1- The status is equalto |EUICC_REQ39,
#FAILED SEC_REQlS
4 SM-SR-UT— SM-SR-S [ES7-HandoverEUICC 2- The Subject code is
response equalto #SC_ECASD
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5.3.1.2.2.2 voID

5.3.2

5.3.2.1

Profile Download and Installation Process

Conformance Requirements

References

GSMA Remote Provisioning Architecture for Embedded UICC - Technical
Specification [2]

Requirements

5.3.2.2

PROC_REQ1, PROC_REQ2, PROC_REQ3, PROC_REQ7, PROC_REQ20
PM_REQ3, PM_REQ4, PM_REQS8, PM_REQ9, PM_REQ11, PM_REQ14,
PM_REQ16, PM_REQ17, PM_REQ18, PM_REQ22, PM_REQ25
PF_REQ2, PF_REQ3, PF_REQ4, PF_REQ7, PF_REQ18, PF_REQ27
EUICC_REQ27, EUICC_REQ29, EUICC_REQ42, EUICC_REQ53

Test Cases

General Initial Conditions

#MNO1 S IDand #MNO1 S ACCESSPOINT well known to the SM-DP-UT

#MNO1 S ID well known to the SM-SR-UT

#MNO1 S ACCESSPOINT well known to the SM-SR-UT

o A direct connection exists between the MNO1-S and the SM-SR-UT

The variable {SM SR ID RPS} shall be setto #SM SR UT ID RPS

#SM SR _IDand #SM SR ACCESSPOINT well known to the SM-DP-UT

#SM DP_ID and #SM DP ACCESSPOINT well known to the SM-SR-UT

The Profile identified by #1CcCID is owned by MNOZ2-S and is in Enabled state

The SM-SR-UT is able to communicate with the network linked to the default

Enabled Profile of the eUICC (identified by #1CCID)

o It means that the SM-SR-UT knows the Connectivity Parameters of the MNQO’s
network related to the current Enabled Profile (i.e. #MNO2 CON NAN,
#MNO2 CON_ LOGIN, #MNO2 CON_ PWD)

SM-DP-UT is responsible for downloading and installation of the Profile identified by

#NEW_ICCID

o A Profile similar to #PROFILE PACKAGE shall be stored on the SM-DP-UT and
compatible with the eUICC

o The Profile shall be associated with the Subscription Address #NEW MSISDN

5.3.2.21 TC.PROC.DIP.1: DownloadAndInstallProfile

Test Purpose

To ensure that the Profile download and installation procedure is properly implemented on
the SM-DP and the SM-SR. After the Profile download execution, an audit request is sent to
the SM-SR to make sure that the Profile has been downloaded. The OTA capabilities set
during the eUICC registration allow the use of CAT_TP or HTTPS during the download
process.

Version 3.2 Page 341 of 592



GSM Association Non-Confidential
SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

MNO1-S

ES2-DownloadProfile

Device

SM-SR-UT eUICC

SM-DP-UT

ES3-GetEIS

ES3-CreateISDP

ES5-CreateISDP

ES3-CreateISDP

ES3-SendData (ES8-EstablishISDPKeyset)
NI

1

ES3-SendData (ES8-DownloadAndInstallation)

ES3-ProfileDownloadCompleted

ES2-DownloadProfile

ES4-GetEIS

ES4-AuditEIS

I ES5-eUICCCapabilityAudit

ES4-AuditEIS
'l

Test Environment

Referenced Requirements
e EUICC_REQ42, EUICC_REQ53
¢ PROC_REQ1, PROC_REQ2, PROC_REQ3
¢ PM_REQS3, PM_REQ8, PM_REQ9, PM_REQ11, PM_REQ14, PM_REQ16,
PM_REQ17, PM_REQ18, PM_REQ22, PM_REQ25
e PF_REQ2, PF_REQ3, PF_REQ7

Initial Conditions
e None

5.3.2.211 Test Sequence N°1 - Nominal Case: Using CAT_TP

Initial Conditions
e The eUICC identified by #EID has been provisioned on the SM-SR-UT using the
#EIS RPS
o the #EIS RPS shall be adapted to indicate that the eUICC does not support
HTTPS
o the capabilities #CATTP_CAP_RPS shall be used in the #EIS RPS
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Step ‘

Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-DownloadProfile,
#EID RPS,
1 MNO1-S — SM-DP-UT
{SM_SR ID RPS},
#NEW ICCID RPS,
#EP _FALSE RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PROC_REQ1,P
#SUCCESS ROC_REQ2,PR
2- The ICCID returned is OC_REQS,
equal to PM_REQS,
PM_REQ9,
Send the #NEW_ICCID RPS PM_REO1LL,
3  |SM-DP-UT —» MNO1-S |ES2-DownloadProfile PM_REQ14,
PM_REQ16,
response PM_REQ17,
PM_REQ18,
PF_REQ2,
PF_REQ3,
EUICC_REQ53
SEND_REQ (

4 MNO1-S — SM-SR-UT

ES4-GetEIS,
#EID RPS,

{SM_SR ID RPS})
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Step ‘

Direction

SM-SR-UT — MNO1-S

Sequence / Description

Send the
ES4-GetEIS

response

Expected result

1- The Status is equal to
#SUCCESS

2- The EIS returned contains
the new Profile information
(i.e. identified by
#NEW ICCID)

3- The new Profile information
has a state equal to
Disabled

4- The new Profile information
has the SM-DP identifier
setto #SM-DP-1ID

5- The new Profile information
has an ISD-P RID equal to
#ISD P RID

6- The new Profile information
has an ISD-P PIX that
starts with
#ISD P PIX PREFIX

7- The new Profile information
has a MNO-ID equal to
#MNO1 S ID

8- The new Profile information
has the Subscription
Address equal to
#NEW MSISDN

)

PM_REQ3,
PM_REQ22

MNO1-S — SM-SR-UT

SEND_REQ (
ES4-AuditEIS,
#EID RPS,

#NEW_ICCID RPS)

Wait until a response is received (the SM-SR-UT treatment may take several minutes)

SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

1- The status is equal to
#SUCCESS
2- The EIS parameter is
equal to that received in
step 5 except that:
a. the free memory of the
new Profile is updated
(i.e. lower than that
received in step 5)
b. the remaining memory
is updated (i.e. lower than
that received in step 5)

PM_REQ25,
PF_REQ2,
PF_REQ7

5.3.2.2.1.2

Initial
[ ]

Conditions

Test Sequence N°2 - Nominal Case: Using HTTPS

The eUICC identified by #EID has been provisioned on the SM-SR-UT using the

#EIS_RPS
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o the #EIS RPS shall be adapted to indicate that the eUICC does not support
CAT_TP
o the capabilities #HTTPS CAP RPS shall be used in the #EIS RPS

Sequence / Description Expected result

SEND REQ (

ES2-
DownloadProfile,

1  |MNO1-S — SM-DP-UT #EID RPS,
{SM_SR ID RPS},

#NEW ICCID RPS,

#EP FALSE RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

1- The status is equal to PROC_REQ1,P
#SUCCESS ROC_REQ2,PR
; OC_REQ3
2- The 1CCID returned is equal — '
to #NEW ICC;D RP: qU PM_REQS,
Send the - - PM_REQ9,
PM_REQ11,
3 SM-DP-UT — MNO1-S |ES2-DownloadProfile PM_REQ14,
PM_REQ16,
response PM_REQ17.
PM_REQ18,
PF_REQ2,
PF_REQS3,
EUICC_REQ42
SEND_REQ (
ES4-GetEIS,
4 MNO1-S — SM-SR-UT
#EID RPS,
{SM_SR ID RPS})
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Step ‘ Direction

5 SM-SR-UT — MNO1-S

Sequence / Description

Send the
ES4-GetEIS

response

Expected result

1- The status is equal to
#SUCCESS

2- The EIS returned contains
the new Profile information
(i.e. identified by
#NEW ICCID)

3- The new Profile information
has a state equal to Disabled

4- The new Profile information
has the SM-DP identifier set
to #SM-DP-ID

5- The new Profile information
has an ISD-P RID equal to
#ISD P RID

6- The new Profile information
has an ISD-P PIX that starts
with #ISD P PIX PREFIX

7- The new Profile information
has a MNO-ID equal to
#MNO1 S ID

8- The new Profile information
has the Subscription Address
equal to #NEW MSISDN

)

PM_REQ3,
PM_REQ22

6 MNO1-S — SM-SR-UT

SEND_REQ (
ES4-AuditEIS,
#EID RPS,

#NEW ICCID RPS)

7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

8 SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

1- The Status is equal to
#SUCCESS

2- The EIs parameter is equal
to that received in step 5
except that:

a. the free memory of the
new Profile is updated (i.e.
lower than that received in
step 5)

b. the remaining memory is
updated (i.e. lower than that
received in step 5)

PM_REQ25,
PF_REQ2,
PF_REQ7

5.3.2.2.2

Test Purpose

TC.PROC.DIP.2: DownloadAndInstallAndEnableProfile

To ensure that the Profile download process followed by the Enable procedure is properly
implemented on the SM-DP and the SM-SR. After the Profile download execution, an audit
request is sent to the SM-SR to make sure that the Profile has been Enabled. An error case
is also described to illustrate the platforms behaviour in case of enabling error.

Version 3.2

Page 346 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Referenced Requirements
¢ PROC_REQ1, PROC_REQ2, PROC_REQ3, PROC_REQ7, PROC_REQ20
e PM_REQ4, PM_REQ8, PM_REQ9, PM_REQ11, PM_REQ14, PM_REQ16,
PM_REQ17, PM_REQ18, PM_REQ22, PM_REQ25
e PF_REQ2, PF_REQS3, PF_REQ4, PF_REQ7, PF_REQ18, PF_REQ27
e EUICC_REQ27, EUICC_REQ29

Initial Conditions
¢ The SM-SR-UT is able to communicate with the network linked to the new Profile of

the eUICC (identified by #NEW ICCID)

o It means that the SM-SR-UT knows the Connectivity Parameters of the MNO’s
network related to the new Profile (i.e. #MNO1 CON NAN, #MNOl1 CON LOGIN,
#MNO1 CON_PWD)

e The Profile identified by #NEW ICCID shall be adapted to contain correct

Connectivity Parameters (i.e. #MNO1 CON NAN, #MNOl CON LOGIN,

#MNO1 CON_PWD)

e #MNO2 S ID well known to the SM-SR-UT
e #MNO2 S ACCESSPOINT well known to the SM-SR-UT
o A direct connection exists between the MNO2-S and the SM-SR-UT
o The SMS mode is the default way (priority order 1) to send the notification

5.3.2.2.21 Test Sequence N°1 - Nominal Case
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Test Environment

Device

SM-DP-UT

ES2-DownloadProfile

ES3-GetEIS

ES3-CreateISDP

ES5-CreateISDP

ES3-CreateISDP

ES3-SendData (ES8-EstablishISDPKeyset)
SNEZ

T

ES3-SendData (ES8-DownloadAndInstallation)

ES3-ProfileDownloadCompleted

ES3-EnableProfile

ES5-EnableProfile

ES5-HandleDefaultNotification
1 1

1 1
ES5-HandleNotificationConfirmation

ES3-EnableProfile

ES2-DownloadProfile ‘:

ES4-HandleProfileDisabledNotification
]

I |
ES4-GetEIS

ES4-AuditEIS

I ES5-eUICCCapabilityAudit
ES4-AuditEIS K

Initial Conditions
e The eUICC identified by #EID has been provisioned on the SM-SR-UT using the

#EIS RPS

e POL1 and POL2 of the Profile identified by # ICCID do not contain any rules
o Disabling of the Profile is allowed

“Profile deletion is mandatory when it is disabled” is not required

POL2 may be adapted on the #£EIS_RPS

POL1 may be adapted in the eUICC

O O O
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Step‘ Direction Sequence / Description Expected result (=)
SEND_REQ (
ES2-DownloadProfile,
#EID RPS,
1 MNO1-S — SM-DP-UT
{SM_SR ID RPS},
#NEW ICCID RPS,
#EP_TRUE_RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PROC_REQ1,
#SUCCESS PROC_REQ?2,
; PROC_REQ3
2- The 1CCID returned is — '
| urnedt PROC_REQ?,
equal to PROC_REQ20,
#NEW_ICCID RPS PM_REQS,
PM_REQ9,
Send the PM_REQ11,
~ . PM_REQ14,
3 SM-DP-UT — MNO1-S ES2-DownloadProfile PM_REQ16,
response PM_REQ17,
PM_REQ18,
PF_REQ2,
PF_REQS,
PF_REQ4,
PF_REQ18,
EUICC_REQ27,
EUICC_REQ29
1- The EID parameter is PF_REQ27,
Send the _
. equalto #EID RPS PROC_REQ7
ES4- L
4 SM-SR-UT — MNO2-S [HandleProfileDisabledNo 2- The ICCID is equal to
tification #ICCID—RPS
3- The completion timestamp
notification is present
SEND REQ (
ES4-GetEIS,
5 MNO1-S —» SM-SR-UT

#EID RPS,
{SM_SR_ID RPS})
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Step‘ Direction Sequence / Description Expected result (=)

1- The Status is equal to PM_REQ4,
#SUCCESS PM_REQ22

2- The EIS returned contains
the new Profile information
(i.e. identified by
#NEW ICCID)

3- The new Profile information
has a state equal to
Enabled

4- The new Profile information
has the SM-DP identifier

Send the set to #SM-DP-ID

5- The new Profile information
has an ISD-P RID equal to

response #ISD P RID

6- The new Profile information
has an ISD-P PIX that
starts with
#ISD P PIX PREFIX

7- The new Profile information
has a MNO-ID equal to
#MNO1 S ID

8- The new Profile information
has the Subscription
Address equal to
#NEW MSISDN

6 SM-SR-UT — MNO1-S |ES4-GetEIS

SEND_REQ (
ES4-AuditEIS,

7 MNO1-S —» SM-SR-UT

#EID RPS,

#NEW_ICCID RPS)

8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

1- The status is equal to PM_REQ25,
#SUCCESS PF_REQ?2,

2- The EIS is equal to that PF_REQ7
received in step 6 except

Send the that:

) a. the free memory of the
9 SM-SR-UT — MNO1-S ES4-AuditEIS o
new Profile is updated

response (i.e. lower than that
received in step 6)

b. the remaining memory
is updated (i.e. lower than
that received in step 6)

5.3.2.2.2.2 Test Sequence N°2 — Error Case: POL1 Refuses Profile Disabling
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Test Environment

Device

SM-DP-UT

ES2-DownloadProfile

ES3-GetEIS

ES3-CreateISDP

ES5-CreateISDP

ES3-CreateISDP

ES3-SendData (ES8-EstablishISDPKeyset)
SNEZ

T

ES3-SendData (ES8-DownloadAndInstallation)

ES3-ProfileDownloadCompleted

ES3-EnableProfile

ES5-EnableProfile

POL1 refuses
disabling

ES5-EnableProfile

ES3-EnableProfile S
ES2-DownloadProfile
ES4-GetEIS
|
ES4-AuditEIS
M
I ES5-eUICCCapabilityAudit
ES4-AuditETIS k

Initial Conditions
e The eUICC identified by #EID has been provisioned on the SM-SR-UT using the
#EIS RPS

e POL1 of the Profile identified by #ICCID contains the rule “Disabling not Allowed”
e POL2 of the Profile identified by #ICCID does not contain any rules

Step Direction Sequence / Description Expected result
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Step‘ Direction Sequence / Description Expected result (=)
SEND REOQ (
ES2-DownloadProfile,
#EID RPS,
1 MNO1-S — SM-DP-UT B
{SM_SR ID RPS},
#NEW ICCID RPS,
#EP_TRUE_RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PROC_REQ1
#FAILED PROC_REQ?2,
. : PROC_REQ3
2- The Subject code is — '
ubject codel PROC_REQS,
equalto #SC_ISDR PM_REQS8
3- The Reason code is PM:REQQ,
Send the equal to PM_REQ11,
3 SM-DP-UT — MNO1-S |ES2-DownloadProfile #RC_EXECUTION_ERROR Em—EEQig’
4- The euiccResponseData PM_REQ18’
response is present and contains the PF_REQQZ '
POR generated by the PE_REQS,
eUICC (i.e. SW="69E1’) PF_REQ4,
PF_REQ18,
EUICC_REQ27,
EUICC_REQ29
SEND_REQ (
ES4-GetEIS,
4 |MNO1-S — SM-SR-UT
#EID RPS,
{SM_SR ID RPS})
1- The status is equal to PM_REQ4,
#SUCCESS PM_REQ22
2- The EIS is equal to
#EIS_RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
5 |SM-SR-UT - MNOL-S |ES4-GetEIs the MNOL-S are
present among which
response that identified by
#NEW_ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW ICCIDIis
Disabled
SEND_REQ (
ES4-AuditEIS,
6 MNO1-S — SM-SR-UT
#EID RPS,
#NEW_ICCID RPS)
Version 3.2 Page 352 of 592




GSM Association
SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

Step ‘

Non-Confidential

Direction Sequence / Description Expected result (=)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PM_REQ25,
#SUCCESS PF_REQ?2,
PF_REQ7

Send the

2- The EIS is equal to that
received in step 5 except
that:

a. the free memory of the

8 [SM-SR-UT — MNO1-S |ES4-AuditEIS .
new Profile is updated
response (i.e. lower than that
received in step 5)
b. the remaining memory
is updated (i.e. lower than
that received in step 5)
5.3.3 Profile Enabling Process
5.3.31 Conformance Requirements
References

GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]

Requirements
PF_REQ2, PF_REQ4, PF_REQ6, PF_REQ7, PF_REQ12, PF_REQ15, PF_REQ17,
PF_REQ18, PF_REQ21, PF_REQ23, PF_REQ24, PF_REQ27, PF_REQ29
PROC_REQ5, PROC_REQ6, PROC_REQ7, PROC_REQ8, PROC_REQ20
PM_REQ22, PM_REQ26
EUICC_REQZ27, EUICC_REQ29

5.3.3.2 Test Cases

General Initial Conditions

#MNO1 S ID well known to the SM-SR-UT

#MNO1 S ACCESSPOINT well known to the SM-SR-UT

e Addirect connection exists between the MNO1-S and the SM-SR-UT

#MNO2 S ID well known to the SM-SR-UT

The Profile identified by #1CCID is owned by MNOZ2-S and is in Enabled state

The Profile identified by #NEW ICCID is owned by MNO1-S and is in Disabled state

e To download the new Profile (e.g. #PROFILE PACKAGE), the test sequence
defined in section 5.3.2.2.1.1 may be used

The SM-SR-UT is able to communicate with the network linked to the default
Enabled Profile of the eUICC (identified by #TCC1ID)
e It means that the SM-SR-UT knows the Connectivity Parameters of the MNO’s
network related to the default Enabled Profile (i.e. #MNO2 CON NAN,
#MNO2 CON LOGIN, #MNO2 CON_ PWD)
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e The eUICC identified by #EID has been provisioned on the SM-SR-UT using the
#EIS RPS

e The SMS mode is the default way (priority order 1) to send the notification

Note: To facilitate the execution of the test cases, the default Enabled Profile and the Profile
to be Enabled may use the same Connectivity Parameters (i.e. the two Profiles are linked to
the same MNO’s network).

5.3.3.21 TC.PROC.PE.1: ProfileEnablingByMNO

Test Purpose

To ensure a Profile can be Enabled by the SM-SR when the MNO requests it, different
Policy Rules are used and an error case, using bad Connectivity Parameters, is described
to make sure that the roll-back process is well implemented. In case of a successful
enabling process, an audit request is sent to the SM-SR to make sure that the Profile has
been Enabled.

Referenced Requirements
e PF_REQ2, PF_REQ4, PF_REQ6, PF_REQ7, PF_REQ24, PF_REQ27, PF_REQ29
¢ PROC_REQ5, PROC_REQ6, PROC_REQ20
¢ PM_REQ22, PM_REQ26
e EUICC_REQ27, EUICC_REQ29

Initial Conditions
e #MNO2 S ACCESSPOINT well known to the SM-SR-UT

e A direct connection exists between the MNO2-S and the SM-SR-UT

5.3.3.211 Test Sequence N°1 — Nominal Case: Empty POL1 and POL2
Test Environment
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Device
eUICC

SM-SR-UT

ES4-EnableProfile

ES5-EnableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES4-EnableProfile

ES4-HandleProfileDisabledNotification

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions
e The Profile downloaded, identified by #NEW ICCID, shall be adapted to contain
correct Connectivity Parameters (i.e. #MNO1 CON NAN, #MNO1l CON LOGIN,
#MNO1 CON_PWD)
e The SM-SR-UT is able to communicate with the network linked to the new Profile of
the eUICC (identified by #NEW ICCID)
¢ |t means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s
network related to the new Profile (i.e. #MNO1 CON NAN, #MNOl CON LOGIN,
#MNO1 CON_PWD)
e POL1 and POL2 of the Profile identified by #ICCID do not contain any rules and
may need to be adapted on the #£EIS RPS and in the eUICC as follow:
¢ Disabling of the Profile is allowed
e “Profile deletion is mandatory when it is disabled” is not set

Step Direction Sequence / Description Expected result

SEND_REQ (
ES4-EnableProfile,

1 MNO1-S — SM-SR-UT

#EID RPS,

#NEW_ICCID RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result (=)
The status is equal to|PF_REQ?2,
#SUCCESS PF_REQ4,
Send the PF_REQ24,
3  |SM-SR-UT — MNO1-S [ES4-EnableProfile PROC_REQ5,
PROC_REQ20,
response EUICC_REQ27,
EUICC_REQ29
1- The EID parameter is PF_REQ27,
Send the —
s equalto #EID RPS PROC_REQS
ES4- L
4 SM-SR-UT — MNO2-S HandleProfileDisabledNo 2- The ICCID is equal to
tification #ICCID—RP_S .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
#EIS RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
6 |[SM-SR-UT - MNO1-S |ES4-GetEIS the MNOL-S are
present among which
response that identified by
#NEW_ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW ICCIDIis
Enabled
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ2,
. #SUCCESS PF_REQ?7,
9 SM-SR-UT —» MNO1-S [ES4-AuditEIS PM_REQ26

response

2- The EIS is equal to that
received in step 6

5.3.3.2.1.2

Mandatory when it is Disabled”

Test Environment
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Device
SM-SR-UT cUICC

ES5-EnableProfile

ES4-EnableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES4-EnableProfile

ES4-HandleProfileDeletedNotification

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions
e The Profile downloaded, identified by #NEW ICCID, shall be adapted to contain
correct Connectivity Parameters (i.e. #MNO1 CON NAN, #MNO1l CON_ LOGIN,
#MNO1 CON_PWD)
e The SM-SR-UT is able to communicate with the network linked to the new Profile of
the eUICC (identified by #NEW ICCID)
¢ |t means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s
network related to the new Profile (i.e. #MNO1 CON NAN, #MNOl CON LOGIN,
#MNO1 CON_PWD)
e POL1 of the Profile identified by #ICcCID contains only the rule “Delete when
Disabling” (POL1 may need to be adapted on the eUICC)
e POL2 of the Profile identified by # 1CCID does not contain any rules (POL2 may
need to be adapted on the #EIS RPS)
¢ Disabling of the Profile is allowed
o “Profile deletion is mandatory when it is disabled” is not set

Step Direction Sequence / Description Expected result

SEND REQ (
ES4-EnableProfile,
1 MNO1-S — SM-SR-UT
#EID RPS,

#NEW_ICCID RPS)
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Step Direction Sequence / Description Expected result REQ
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
Send the #WARNING EE_EESQA
3 |SM-SR-UT — MNO1-S |ES4-EnableProfile 2- The Subject codels  |opn " RE (s,
equalto #SC_POL1 PROC_REQ20
response EUICC_REQ27,
EUICC_REQ29
1- The EID parameter is PF_REQ29,
Send the —
s equalto #EID RPS PROC_REQ5
ES4- .
4 |SM-SR-UT - MNO2-S |HandleProfileDeletednot |2 1N€ICCIDIS equalto
L . #ICCID RPS
ification - .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS isequal to
#EIS RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
6 |SM-SR-UT - MNO1-S |ES4-GetEIS the MNOL-S are
present among which
response that identified by
#NEW_ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW ICCIDIs
Enabled
SEND REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The Status is equal to PF_REQ2,
#SUCCESS PF_REQ7,
PM_REQ26

9 SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

2- The EIS is equal to that
received in step 6 except
that:

a. the remaining
memory is updated (i.e.
bigger than that
received in step 6)
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5.3.3.21.3 Test Sequence N°3 - Nominal Case: POL2 with “Profile Deletion is
Mandatory when it is Disabled”

- e
SM-SR-UT
eUICC

ES5-EnableProfile

Test Environment

ES4-EnableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES5-DeleteProfile

ES4-EnableProfile

ES4-HandleProfileDeletedNotification

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions
e The Profile downloaded, identified by #NEW ICCID, shall be adapted to contain
correct Connectivity Parameters (i.e. #MNO1 CON NAN, #MNO1l CON LOGIN,
#MNO1 CON_PWD)
e The SM-SR-UT is able to communicate with the network linked to the new Profile of
the eUICC (identified by #NEW ICCID)
¢ It means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s
network related to the new Profile (i.e. #MNO1 CON NAN, #MNOl CON LOGIN,
#MNO1 CON_PWD)
e POL1 of the Profile identified by # TCCID does not contain any rules (POL1 may
need to be adapted on the eUICC)
e Disabling of the Profile is allowed
o “Profile deletion is mandatory when it is disabled” is not set
e POL2 of the Profile identified by # ICCID contains only the rule “Profile deletion is
mandatory when it is disabled” (POL2 may need to be adapted on the #EIS RPS)

Step Direction Sequence / Description Expected result =)
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Step Direction Sequence / Description Expected result (=)
SEND REOQ (
ES4-EnableProfile,
1 MNO1-S — SM-SR-UT
#EID RPS,
#NEW_ICCID_RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2
#WARNING PF_REQA4,
Send the 2- The subject code is EE—EESSZ
3 SM-SR-UT — MNO1-S |ES4-EnableProfile equalto #SC_POL2 PROC_REQ5,
response PROC_REQ?20,
EUICC_REQ27,
EUICC_REQ29
1- The EID parameter is PF_REQ29,
Send the —
) equalto #EID RPS PROC_REQS
ES4- .
4 SM-SR-UT — MNO2-S |HandleProfileDeletedNot 2- The ICCID is equal to
L . #ICCID RPS
ification . .
- 3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS isequal to
#EIS_RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
6 |SM-SR-UT - MNO1-S |ES4-GetEIS the MNOL-S are
present among which
response that identified by
#NEW_ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW ICCIDIs
Enabled
SEND_REQ (

7 MNO1-S — SM-SR-UT

ES4-AuditEIS,

#EID_RPS)

Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result

1- The Status is equal to PF_REQ?2,
#SUCCESS PF_REQ?7,
2- The EIS is equal to that PM_REQ26

send e received in step 6 except
9 |SM-SR-UT —» MNO1-S |ES4-AuditEIS that:
response a. the remaining

memory IS updated (i.e.
bigger than that
received in step 6)

5.3.3.214 Test Sequence N°4 — Error Case: Bad Connectivity Parameters
Test Environment

Device

SM-SR-UT
eUlCC

ES4-EnableProfile

ES5-EnableProfile

Network attachment fails

Enable #ICCID Profile

L

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation
ES4-EnableProfile

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions
e The Profile downloaded, identified by #NEW ICCID, shall be adapted to contain
inconsistent Connectivity Parameters (e.g. #NAN VALUE, #LOGIN, #PWD)

Step Direction Sequence / Description Expected result

SEND REQ (
ES4-EnableProfile,
1 MNO1-S — SM-SR-UT
#EID RPS,

#NEW _ICCID RPS)
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Step Direction Sequence / Description Expected result REQ
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#FATLED PF_REQA4,
Send the 2- The Subject codeis EE_ORCE%?;Q’G
3 |SM-SR-UT — MNO1-S |ES4-EnableProfile equalto #sC_EUICC PROC_REQZb
response 3- The Reason code is EUICC_REQ27,
equal to EUICC_REQ29
#RC_INACCESSIBLE
SEND_REQ (
4 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The Status isequalto |PM_REQ22
#SUCCESS
2- The EIS isequalto
#EIS RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
5 |SM-SR-UT - MNO1-S |ES4-GetEIS the MNOL-S are
present among which
response that identified by
#NEW_ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW ICCIDis
Disabled
SEND_REQ (
6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ?2,
8 |SM-SR-UT — MNO1-S |ES4-AuditEIS FOUCCESS PV REOD
=l ) vt 2- The EIS is equal to that PM_REQ26
response received in step 5
53.3.2.2 TC.PROC.PE.2: ProfileEnablingViaSMDP

Test Purpose

To ensure a Profile can be Enabled by the SM-DP and the SM-SR when the MNO requests
it, different Policy Rules are used and an error case, using bad Connectivity Parameters, is
described to make sure that the roll-back process is well implemented. In case of successful
enabling process, an audit request is sent to the SM-SR to make sure that the Profile has
been Enabled.
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Referenced Requirements
e PF_REQ2, PF_REQ4, PF_REQ6, PF_REQ7, PF_REQ12, PF_REQ15, PF_REQ17,
PF_REQ18, PF_REQ21, PF_REQ23
¢ PROC_REQ7, PROC_REQS8, PROC_REQ20
¢ PM_REQ22, PM_REQ26
e EUICC_REQ27, EUICC_REQ29

Initial Conditions
e #MNO2 S ACCESSPOINT is unknown to the SM-SR-UT

e #MNOl S IDand #MNOl1 S ACCESSPOINT well known to the SM-DP-UT

e #MNO2 S IDand #MNO2 S ACCESSPOINT well known to the SM-DP-UT

e Thevariable {SM SR ID RPS} shall be setto #SM SR UT ID RPS

e #SM SR _IDand #SM SR ACCESSPOINT well known to the SM-DP-UT

e #sSM DP ID and #SM DP ACCESSPOINT well known to the SM-SR-UT

e The Profile identified by # ICCID is linked to the SM-DP identified by #sM DP ID
(the #£1S RPS may need to be adapted on the SM-SR-UT)

5.3.3.2.21 Test Sequence N°1 — Nominal Case: Empty POL1 and POL2

Test Environment
Device
SM-DP-UT SM-SR-UT cUICC

ES2-EnableProfile

ES3-EnableProfile

ES5-EnableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES3-EnableProfile

L:ES2—EnableProfileﬂ<

ES3-HandleProfileDisabledNotification
K 1
~ 1

ES2-HandleProfileDisabledNotification

<

ES4-GetEIS

ES4-AuditEIS

| ES5-eUICCCapabilityAudit

ES4-AuditEIS
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Initial Conditions

e The Profile downloaded, identified by #NEW ICCID, shall be adapted to contain
correct Connectivity Parameters (i.e. #MNO1 CON_NAN, #MNO1l CON_ LOGIN,

#MNO1 CON_PWD)

e The SM-SR-UT is able to communicate with the network linked to the new Profile of
the eUICC (identified by #NEW ICCID)
¢ It means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s

network related to the new Profile (i.e. #MNO1 CON NAN, #MNOl CON LOGIN,
#MNO1 CON_PWD)

e POL1 and POL2 of the Profile identified by #ICCID do not contain any rules and
may need to be adapted on the #EIS_RPS and in the eUICC as follow:
e Disabling of the Profile is allowed
e “Profile deletion is mandatory when it is disabled” is not set

Sequence / Description

Expected result

1 MNO1-S — SM-DP-UT

SEND REQ (
ES2-EnableProfile,
#EID RPS,
{SM_SR_ID RPS},

#NEW_ICCID RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

The status is equal to|PF_REQ2,
#SUCCESS PF_REQ4,
PF_REQ12,
Send the PF_REQ1S,
3 SM-DP-UT — MNO1-S ES2-EnableProfile PF_REQ21,
PROC_REQ?,
response PROC_REQ20,
EUICC_REQ?27,
EUICC_REQ29
1- The EID parameter is PF_REQ15,
Send the _
) equalto #EID RPS PROC_REQ7
ES2- -

4 SM-DP-UT — MNO2-S

HandleProfileDisabledNo
tification

notification

2- The ICCID is equal to
#ICCID RPS

3- The completion timestamp
is present

5 MNO1-S — SM-SR-UT

SEND_REQ (
ES4-GetEIS,
#EID_RPS)
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Step Direction Sequence / Description Expected result REQ

1- The Status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
#EIS RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
the MNO1-S are
present among which
response that identified by
#NEW ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW ICCIDIis

6 SM-SR-UT — MNO1-S [ES4-GetEIS

Enabled

SEND_REQ (

7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)

8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

Send the 1- The Status is equal to PF_REQ?2,
9 |SM-SR-UT — MNO1-S |ES4-AuditEIS FSUCCESS iy e

Rt i ues 2- The EIs isequaltothat |PM-REQ26
response received in step 6

5.3.3.2.2.2 Test Sequence N°2 — Nominal Case: POL1 with “Profile Deletion is
Mandatory when it is Disabled”
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- - e
SM-DP-UT SM-SR-UT
eUICC

ES2-EnableProfile

Test Environment

ES3-EnableProfile

ES5-EnableProfile

k

l: ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES3-EnableProfile
ES2-EnableProfile

ES3-HandleProfileDeletedNotification
1 1

| |

ES2-HandleProfileDeletedNotification

<

ES4-GetEIS

ES4-AuditEIS

| ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions
e The Profile downloaded, identified by #NEW ICCID, shall be adapted to contain
correct Connectivity Parameters (i.e. #MNO1 CON NAN, #MNOl1 CON LOGIN,
#MNO1 CON_PWD)
e The SM-SR-UT is able to communicate with the network linked to the new Profile of
the eUICC (identified by #NEW ICCID)
¢ |t means that the SM-SR-UT knows the Connectivity Parameters of the MNO’s
network related to the new Profile (i.e. #MNO1 CON NAN, #MNOl CON LOGIN,
#MNO1 CON_PWD)
e POL1 of the Profile identified by #1CCID contains only the rule “Profile deletion is
mandatory when it is disabled” (POL1 may need to be adapted on the eUICC)
e POL2 of the Profile identified by #ICCID does not contain any rules (POL2 may
need to be adapted on the #EIS RPS)
e Disabling of the Profile is allowed
o “Profile deletion is mandatory when it is disabled” is not set

Step Direction Sequence / Description Expected result
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Step Direction Sequence / Description Expected result REQ
SEND REOQ (
ES2-EnableProfile,
1 MNO1-S — SM-DP-UT #EID RPS,
{SM_SR_ID RPS},
#NEW ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#WARNING PF_REQ4,
. ; PF_REQ12
2- The Sub t deis - '
Send the ubject code PF_REQ1S,
3 |SM-DP-UT — MNO1-S |ES2-EnableProfile equalto #SC_POL1 PF_REQ23,
PROC_REQ?7,
response PROC_REQ20,
EUICC_REQ?27,
EUICC_REQ29
1- The EID parameter is PF_REQ17,
Send the —
, equalto #EID RPS PROC_REQ7
ES2- -
4 SM-DP-UT — MNO2-S |HandleProfileDeletedNot 2- The ICCID is equal to
.y . #ICCID RPS
ification — " .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The Status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
#EIS RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
6 |SM-SR-UT - MNOL-S |ES4-GetETs the MNOL-S are
present among which
response that identified by
#NEW_ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW_ICCID IS
Enabled
SEND_REQ (

7 MNO1-S — SM-SR-UT

ES4-AuditEIS,

#EID_RPS)

Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result
1- The Status is equal to PF_REQ?2,
#SUCCESS PF_REQ?7,
2- The EIS is equal to that PM_REQ26
Send the received in step 6 except
9 |SM-SR-UT — MNO1-S [ES4-AuditEIS that:
response a. the rema.ining '
memory IS updated (i.e.
bigger than that
received in step 6)
5.3.3.2.23 Test Sequence N°3 — Nominal Case: POL2 with “Profile Deletion is
Mandatory when it is Disabled”
Test Environment
Device

SM-DP-UT

SM-SR-UT cUICC

ES3-EnableProfile

ES2-EnableProfile

ES5-EnableProfile

k

ES5-HandleDefaultNotification

k

ES5-HandleNotificationConfirmation

ES5-DeleteProfile

ES3-EnableProfile
ES2-EnableProfile

ES3-HandleProfileDeletedNotification
1 1

ES2-HandleProfileDeletedNotification

N

ES4-GetEIS

ES4-AuditEIS

| ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions
e The Profile downloaded, identified by #NEwW ICCID, shall be adapted to contain
correct Connectivity Parameters (i.e. #MNO1 CON_NAN, #MNO1l CON LOGIN,
#MNO1 CON_PWD)
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e The SM-SR-UT is able to communicate with the network linked to the new Profile of
the eUICC (identified by #NEW ICCID)
e It means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s
network related to the new Profile (i.e. #MNO1 CON NAN, #MNOl CON LOGIN,
#MNO1 CON_PWD)
e POL1 of the Profile identified by # ICCID does not contain any rules (POL1 may
need to be adapted on the eUICC)
e Disabling of the Profile is allowed
e “Profile deletion is mandatory when it is disabled” is not set
e POL2 of the Profile identified by # ICCID contains only the rule “Profile deletion is
mandatory when it is disabled” (POL2 may need to be adapted on the #EIS RPS)

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-EnableProfile,
1 MNO1-S — SM-DP-UT #EID_RPS,
{SM_SR ID RPS},
#NEW_ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2
#WARNING PF_REQ4,
. . ; PF_REQS6,
Send the 2- The Subject codeis PF REO12,
. equalto #sC_POL1 PF_REQ18
3 SM-DP-UT — MNO1-S ES2-EnableProfile PF:REQ23,
response PROC_REQ?7,
PROC_REQZ20,
EUICC_REQ27,
EUICC_REQ29
1- The EID parameter is PF_REQ17,
Send the —
, equalto #EID RPS PROC_REQ7
ES2- -

4 SM-DP-UT — MNO2-S

HandleProfileDeletedNot
ification

notification

2- The ICCID is equal to
#ICCID RPS

3- The completion timestamp
is present

5 MNO1-S — SM-SR-UT

SEND_REQ (
ES4-GetEIS,
#EID_RPS)
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Step Direction Sequence / Description Expected result REQ

1- The Status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
#EIS RPS except that:
a. the ISD-R information is
not present
Send the b. only Profiles related to
the MNO1-S are
present among which
response that identified by
#NEW ICCID
c. the Profile identified by
#ICCID is not present
d. the Profile identified by
#NEW ICCIDIis

6 SM-SR-UT — MNO1-S [ES4-GetEIS

Enabled
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#SUCCESS PF_REQ7,
2- The EIS is equal to that PM_REQ26
Send the received in step 6 except
9 |SM-SR-UT — MNO1-S |ES4-AuditEIS that:
response a. the remaining

memory IS updated (i.e.
bigger than that
received in step 6)

Version 3.2 Page 370 of 592




GSM Association Non-Confidential

SGP.11 Remote Provisioning Architecture for Embedded UICC Test Specification

5.3.3.2.24 Test Sequence N°4 — Error Case: Bad Connectivity Parameters
Test Environment

Device

SM-SR-UT
eUICC

ES3-EnableProfile

SM-DP-UT

ES2-EnableProfile

ES5-EnableProfile

Network attachment fails

Enable #ICCID Profile

ES5-HandleDefaultNotification

ES3-EnableProfile ES5-HandleNotificationConfirmation

ES2-EnableProfile

ES4-GetEIS

ES4-AuditEIS

I ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions
e The Profile downloaded, identified by #NEW ICCID, shall be adapted to contain
inconsistent Connectivity Parameters (e.g. #NAN VALUE, #LOGIN, #PWD)

Step Direction Sequence / Description Expected result 2=0)
SEND REQ (
ES2-EnableProfile,
1 |MNO1-S — SM-DP-UT #ETID RPS,
{SM_SR_ID_RPS},

#NEW_ICCID RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

1- The status is equal to PF_REQ2,

#FAILED PF_REQ4,
Send the 2- The subject code s EE—EEQig'
3 SM-DP-UT — MNO1-S ES2-EnableProfile equal to #SC_EUICC PRBC_(I??E(lQS,
response 3- The Reason code is PROC_REQ?20,
equal to EUICC_REQ27,
#RC_INACCESSIBLE EUICC_REQ29
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Step Direction Sequence / Description Expected result REQ
SEND REQ (
4 |MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)

1- The status is equal to PM_REQ22
#SUCCESS

2- The EIS isequalto
#EIS_RPS except that:
a. the ISD-R information is

not present

Send the b. only Profiles related to

the MNO1-S are

present among which

response that identified by
#NEW_ICCID

c. the Profile identified by
#ICCID is not present

d. the Profile identified by
#NEW ICCIDis

5 SM-SR-UT — MNO1-S (ES4-GetEIS

Disabled

SEND_REQ (

6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)

7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

Send the 1- The Status is equal to PF_REQ?2,
8 |SM-SR-UT - MNO1-S |ES4-AuditEIS FSUCCESS Sy

SR : ues 2- The EIS is equal to that |PM-REQ26
response received in step 5

5.3.4 Profile Disabling Process

5.3.4.1 Conformance Requirements

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]
Requirements

e PF_REQ2, PF_REQ5, PF_REQ6, PF_REQ7, PF_REQ13, PF_REQ16, PF_REQ19,
PF_REQ22, PF_REQ25, PF_REQ28

¢ PROC_REQ9, PROC _REQ10, PROC_REQ20

¢ PM_REQ22, PM_REQ26

e EUICC _REQ27, EUICC_REQ29

5.34.2 Test Cases

General Initial Conditions
e #MNO1_ s ID well known to the SM-SR-UT
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e #MNOl S ACCESSPOINT well known to the SM-SR-UT
e A direct connection exists between the MNO1-S and the SM-SR-UT

e #MNO2_ s ID well known to the SM-SR-UT

e The Profile identified by #1CCID is owned by MNOZ2-S, is in Disabled state and has
the Fall-back Attribute

e The Profile may need to be adapted to have the Fall-back Attribute Set

e The Profile identified by #NEW_ICCID is owned by MNO1-S and is in Enabled state

e To Enable the new Profile (e.g. #PROFILE PACKAGE), the test sequence defined

in section 5.3.3.2.1.1 may be used
e The SM-SR-UT is able to communicate with the network linked to the Enabled Profile

(identified by #NEW_ICCID)

e It means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s
network related to the Enabled Profile (i.e. #MNO1 CON NAN,
#MNO1 CON LOGIN, #MNOl CON_ PWD)

e The SM-SR-UT is able to communicate with the network linked to the Profile with the

Fall-back Attribute (identified by #I1CCID)

¢ It means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s
network related to the Profile with the Fall-back attribute (i.e. #MNO2 CON NAN,
#MNO2 CON LOGIN, #MNO2 CON_ PWD)

e The eUICC identified by #EID has been provisioned on the SM-SR-UT using the

#EIS RPS

e The SMS mode is the default way (priority order 1) to send the notification

Note: To facilitate the execution of the test cases, the Profile with the Fall-back Attribute and
the Profile to be Disabled may use the same Connectivity Parameters (i.e. the two Profiles
are linked to the same MNQ’s network).

5.3.4.21 TC.PROC.DIS.1: ProfileDisablingByMNO

Test Purpose

To ensure a Profile can be Disabled by the SM-SR when the MNO requests it, different
Policy Rules are used. After the Profile disabling, an audit request is sent to the SM-SR to
make sure that the Profile has been Disabled. Some error cases are also described:

o the Profile with the Fall-back Attribute Set contains bad Connectivity Parameters

o the Profile to be Disabled contains the POL1 “Disabling not Allowed”

Referenced Requirements
e PF_REQ2, PF_REQ5, PF_REQ6, PF_REQ7, PF_REQ25, PF_REQ28
¢ PROC_REQ9, PROC_REQ20
e PM_REQ22, PM_REQ26
e EUICC_REQ27, EUICC_REQ29

Initial Conditions
e #MNO2 S ACCESSPOINT well known to the SM-SR-UT

e A direct connection exists between the MNO2-S and the SM-SR-UT
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5.3.4.211 Test Sequence N°1 - Nominal Case: Empty POL1 and POL2

Test Environment

SM-SR-UT

ES4-DisableProfile

Device

eUICC

ES5-DisableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES4-DisableProfile

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions

e POL1 and POL2 of the Profile identified by #NEwW ICCID do not contain any rules
o Disabling of the Profile is allowed
o “Profile deletion is mandatory when it is disabled” is not set

Step Direction Sequence / Description Expected result

SEND REQ (

1 MNO1-S — SM-SR-UT

ES4-DisableProfile,
#EID_RPS,

#NEW_ICCID RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result REQ
The status is equal to|PF_REQ?2,
#SUCCESS PF_REQS5,
Send the PF_REQ25,
. . PF_REQ28,
3 SM-SR-UT — MNO1-S ES4-DisableProfile EUICC_REQ27,
response EUICC_REQ?29,
PROC_REQ?9,
PROC_REQ20
1- The EID parameter is PF_REQ28,
Send the —
. equalto #EID RPS PROC_REQ9
ES4- .~
4 SM-SR-UT — MNO2-S |HandleProfileEnabledNot 2- The ICCID is equal to
ification #ICCID_RPS
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equal to
SEACE #EIS_RPS except that:
6 SM-SR-UT — MNO1-S (ES4-GetEIS a. the ISD-R information is
response not present
b. the Profile identified by
#NEW ICCIDis
Disabled
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The Status is equal to PF_REQ2,
, #SUCCESS PF_REQ?7,
9 |SM-SR-UT —» MNO1-S |ES4-AuditEIS PM_REQ26

response

2- The EIS is equal to that
received in step 6

5.3.4.2.1.2

Mandatory when it is Disabled”
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Test Environment

ES4-DisableProfile

Device

SM-SR-UT
eUICC

ES4-DisableProfile

ES5-DisableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES4-HandleProfileEnabledNotification

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

I

Initial Conditions

e POL1 of the Profile identified by #NEW ICCID contains the rule “Profile deletion is
mandatory when it is disabled”
e POL2 of the Profile identified by #NEW ICCID allows disabling

Step Direction Sequence / Description Expected result 0]
SEND_REQ (
ES4-DisableProfile,
1 MNO1-S — SM-SR-UT
#EID RPS,
#NEW _ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ?2,
#WARNING PF_REQ5,
Send the 2- The Subject codeis EE—EES%S’
3 SM-SR-UT — MNO1-S |ES4-DisableProfile equal to #SC_ POL1 _ EUTCC_REQZ?,
response 3- The Reason code is EUICC_REQ?29,
equalto #RC_OBJ EXIST |PROC_REQS9,
PROC_REQ20
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Step Direction Sequence / Description Expected result REQ
1- The EID parameter is PF_REQ28,
Send the —
. equalto #EID RPS PROC_REQ9
ES4- .~
4 SM-SR-UT — MNO2-S |HandleProfileEnabledNot 2- The ICCID is equal to
L . #ICCID RPS
ification — . .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The Status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
SEACE #EIS_RPS except that:
6 |SM-SR-UT — MNO1-S [ES4-GetEIS a. the ISD-R information is
response not pres.ent. -
b. the Profile identified by
#NEW ICCID is not
present
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#SUCCESS PF_REQ7,
PM_REQ26

9 SM-SR-UT — MNOL1-S

Send the
ES4-AuditEIS

response

2- The EIS is equal to that
received in step 6 except
that:

a. the remaining
memory IS updated (i.e.
bigger than that
received in step 6)

5.3.4.2.1.3

Mandatory when it is Disabled”
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Test Environment

ES4-DisableProfile

SM-SR-UT

ES4-DisableProfile

ES5-DisableProfile

Device

eUICC

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES5-DeleteProfile

ES4-HandleProfileEnabledNotification

ES4-GetEIS

ES4-AuditEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

Initial Conditions

o Disabling of the Profile is allowed
o “Profile deletion is mandatory when it is disabled” is not set

mandatory when it is disabled”

Step Direction

POL1 of the Profile identified by #NEW ICCID does not contain any rules

POL2 of the Profile identified by #NEW ICCID contains the rule “Profile deletion is

1 MNO1-S — SM-SR-UT

Sequence / Description
SEND REQ (

ES4-DisableProfile,

Expected result

#EID RPS,
#NEW _ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result REQ
1- The status is equal to PF_REQ2,
#WARNING PF_REQS5,
. , PF_REQ6
2- The Sub t de is — !
Send the ubject code PF_REQ25,
3 |SM-SR-UT — MNO1-S |ES4-DisableProfile equalto #SC_POL2 PF_REQ28,
3- The Reason code is EUICC_REQ27,
response equalto #RC_0BJ EXIST |EUICC_REQ29,
PROC_REQ9,
PROC_REQ20
1- The EID parameter is PF_REQ28,
Send the —
. equalto #EID RPS PROC_REQ9
ES4- L
4 |SM-SRUT - MNO2-S |HandleProfileEnablednor |2 M€ ICCID IS equalto
L . #ICCID RPS
ification — . .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
Send the #EIS_RPS except that:
6 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response el pres.ent. .
b. the Profile identified by
#NEW ICCID is not
present
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The Status is equal to PF_REQ2,
#SUCCESS PF_REQY,
PM_REQ26

9 SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

2- The EIS is equal to that
received in step 6 except
that:

a. the remaining
memory IS updated (i.e.
bigger than that
received in step 6)

5.3.4.21.4

Test Sequence N°4 - Nominal Case: POL1 with “Deletion not

Allowed” and POL2 with “Profile Deletion is Mandatory when it is
Disabled”
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Test Environment

Device
eUICC

SM-SR-UT

ES4-DisableProfile

ES5-DisableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES5-DeleteProfile
ES4-DisableProfile y fails

ES4-HandleProfileEnabledNotification
[

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions

e POL1 of the Profile identified by #NEwW ICCID forbids deletion
o Disabling of the Profile is allowed
o Deletion of the Profile is not allowed

e POL2 of the Profile identified by #NEW ICCID contains the rule “Profile deletion is
mandatory when it is disabled”

Step Direction Sequence / Description Expected result

SEND REQ (

ES4-DisableProfile,
1 MNO1-S — SM-SR-UT

#EID RPS,
#NEW _ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result REQ
The sStatus is equal to|PF_REQZ2,
#SUCCESS (see Notel) PF_REQS5,
PF_REQS,
Send the PE_REQ25,
3 |SM-SR-UT — MNO1-S |ES4-DisableProfile PF_REQ28,
EUICC_REQ27,
response EUICC_REQ29,
PROC_REQ9,
PROC_REQ20
1- The EID parameter is PF_REQ28,
Send the —
. equalto #EID RPS PROC_REQ9
ES4- L
4 |SM-SR-UT - MNO2-S |HandleProfileEnabledno |2 M€ ICCID IS equalto
tification #ICCID—RPS
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS isequalto
Send the #EIS_RPS except that:
6 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response not pres_enF -
b. the Profile identified by
#NEW ICCIDis
Disabled
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ?2,
, #SUCCESS PF_REQ7,
9 SM-SR-UT — MNO1-S [ES4-AuditEIS PM_REQ26

response

2- The EIS is equalto that
received in step 6

Note 1: Even if a DELETE command is sent by the SM-SR and fails (because of POL1), the status of the disabling

process shall be successful.
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5.34.21.5 Test Sequence N°5 - Error Case: Bad Connectivity Parameters

Test Environment

SM-SR-UT

ES4-DisableProfile

Device

eUICC

ES5-DisableProfile

Network attachment fails

Enable #NEW ICCID Profile

ES5-HandleDefaultNotification

L]

ES5-HandleNotificationConfirmation

ES4-DisableProfile

k

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Initial Conditions

e The Profile, identified by #1cC1ID, shall be adapted to contain inconsistent

Connectivity Parameters (e.g. #NAN VALUE, #LOGIN, #PWD)

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DisableProfile,
1 MNO1-S — SM-SR-UT
#EID RPS,
#NEW_ICCID_ RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The Status is equal to PF_REQ2,
#FATILED PF_REQ5,
Send the 2- The Subject codeis EE—EES%S’
3  |SM-SR-UT —» MNO1-S |ES4-DisableProfile equalto #sSC_EUICC EUICC RE@?
response 3- The Reason code is EUICC:REQ29,
equal to PROC_REQS9,
#RC_INACCESSIBLE PROC_REQZ20
SEND_REQ (
4 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
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Step Direction Sequence / Description Expected result REQ

1- The Status is equal to PM_REQ22
#SUCCESS

2- The EIS isequal to

SEAC S #ETS_RPS except that:

5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is

not present

response L .
b. the Profile identified by
#NEW ICCIDis
Enabled
SEND_REQ (
6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ?2,
8 SM-SR-UT —» MNO1-S |ES4-AuditEIS FSUCCESS Sy
=l ) vt 2- The EIS is equal to that PM_REQ26
response received in step 5

5.3.4.21.6 Test Sequence N°6 - Error Case: POL1 with “Disabling not Allowed”
Test Environment

Device
eUICC

SM-SR-UT

ES4-DisableProfile

ES5-DisableProfile

ES4-DisableProfile

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit
ES4-AuditEIS K:

Initial Conditions

e POL1 of the Profile identified by #NEW_ICCID contains the rule “Disabling not
Allowed”

e POL2 of the Profile identified by #NEW ICCID does not contain any rules
o Disabling of the Profile is allowed

Step Direction Sequence / Description Expected result N=)
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Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DisableProfile,
1 |MNO1-S — SM-SR-UT
#EID RPS,
#NEW_ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#FATLED PF_REQS,
2- The Subject codeis EE:EES%S:
Send the equalto #sC_POL1 EUICC_REQ27,
) ) 3- The Reason code is EUICC_REQ29
3 -SR- - ES4-D bleProfil — '
SM-SR-UT — MNO1-S toabserrotile equal to #RC REFUSED PROC_REQ9
response 4- The euiccResponseData
is present and contains the
POR generated by the
eUICC (i.e. SW="69E1’)
SEND_REQ (
4 MNO1-S — SM-SR-UT ES4-GetEILS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
Send the #EIS_RPS except that:
5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response el pres.ent. .
b. the Profile identified by
#NEW ICCIDIis
Enabled
SEND_REQ (
6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ2,
. #SUCCESS PF_REQ?7,
8 SM-SR-UT —» MNO1-S [ES4-AuditEIS PM_REQ26

response

2- The EIS is equal to that
received in step 5

5.3.4.2.2

Test Purpose

TC.PROC.DIS.2: ProfileDisablingViaSMDP

To ensure a Profile can be Disabled by the SM-DP and the SM-SR when the MNO requests
it. After the Profile disabling, an audit request is sent to the SM-SR to make sure that the
Profile has been Disabled. An error case is also described:

¢ the Profile with the Fall-back Attribute Set contains bad Connectivity Parameters
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Referenced Requirements

PF_REQ2, PF_REQ5, PF_REQ7, PF_REQ13, PF_REQ16, PF_REQ19, PF_REQ22
PROC_REQ10, PROC_REQ20

PM_REQ22, PM_REQ26

EUICC_REQ27, EUICC_REQ29

Initial Conditions

#MNO2 S ACCESSPOINT is unknown to the SM-SR-UT

#MNO1 S IDand #MNO1 S ACCESSPOINT well known to the SM-DP-UT
#MNO2 S IDand #MNO2 S ACCESSPOINT well known to the SM-DP-UT

The variable {SM_SR ID RPS} shall be setto #SM SR UT ID RPS
#SM SR _IDand #SM SR ACCESSPOINT well known to the SM-DP-UT
#SM_DP_ID and #SM DP ACCESSPOINT well known to the SM-SR-UT

The Profile identified by #ICCID is linked to the SM-DP identified by #sM_DP ID
(the #£1S RPS may need to be adapted on the SM-SR-UT)

5.3.4.2.21 Test Sequence N°1 — Nominal Case: Empty POL1 and POL2
Test Environment

Device
SM-DP-UT SM-SR-UT

ES2-DisableProfile
ES3-DisableProfile

ES5-DisableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES2-DisableProfilef ES3-DisableProfild

ES3-HandleProfileEnabledNotification

I~ ]
~ 1
ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit
ES4-AuditEIS

Initial Conditions

POL1 and POL2 of the Profile identified by #NEW ICCID do not contain any rules
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o Disabling of the Profile is allowed
o “Profile deletion is mandatory when it is disabled” is not set

Step

1 MNO1-S — SM-DP-UT

Direction

Sequence / Description Expected result =)
SEND_ REQ (

ES2-DisableProfile,
#EID RPS,
{SM_SR _ID RPS},

#NEW_ICCID RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

The sStatus is equal to|PF_REQS5,
#SUCCESS PF_REQ13,
Send the PF_REQ19,
. . PF_REQ22,
3 SM-DP-UT — MNO1-S ES2-DisableProfile PROC_REO10,
response PROC_REQ20,
EUICC_REQ?27,
EUICC_REQ29
1- The EID parameter is PF_REQ16,
Send the _
) equalto #EID RPS PROC_REQ10
ES2- .~
4 SM-SR-UT — MNO2-S HandleProfileEnabledNot 2- The ICCID is equal to
. . #ICCID RPS
ification — . .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The Status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
Sien e #ETIS_RPS except that:
6 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response not pres.ent. -
b. the Profile identified by
#NEW_ICCID s
Disabled
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ2,
, #SUCCESS PF_REQ?7,
9 SM-SR-UT — MNO1-S |ES4-AuditEIS PM_REQ26

response

2- The EIS is equal to that
received in step 6
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5.3.4.2.2.2 Test Sequence N°2 — Nominal Case: POL1 with “Profile Deletion is
Mandatory when it is Disabled”
Test Environment

Device
SM-DP-UT SM-SR-UT

ES2-DisableProfild

ES3-DisableProfile

ES5-DisableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation
ES2-DisableProfile

ES3-DisableProfild

ES3-HandleProfileEnabledNotification
| 1
~ 1

ES4-GetEIS
I

ES4-AuditEIS

ES5-eUICCCapabilityAudit
ES4-AuditEIS

Initial Conditions
e POL1 of the Profile identified by #NEW ICCID contains the rule “Profile deletion is
mandatory when it is disabled”

POL2 of the Profile identified by #NEwW ICCID allows disabling

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-DisableProfile,
1

MNO1-S — SM-DP-UT #EID RPS,

{SM_SR_ID_RPS},

#NEW_ICCID RPS)

Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result REQ
1- The Status is equal to|PF_REQS5,
#WARNING PF_REQ13,
PF_REQ19,
Send the 2- The Subject code is PF:RESZZ,
3 |SM-DP-UT — MNO1-S |ES2-DisableProfile equalto #SC_POL1 PROC_REQ10,
response 3- The Reason code is PROC—REQZO’
equal to #RC_OBJ EXIST EUICC_REQ27,
— = EUICC_REQ29
1- The EID parameter is PF_REQ16,
Send the —
, equalto #EID RPS PROC_REQ10
ES2- L
4 SM-SR-UT — MNO2-S HandleProfileEnabledNot 2- The ICCID is equal to
L . #ICCID RPS
ification . .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS isequal to
SEACE #EIS_RPS except that:
6 SM-SR-UT — MNO1-S [ES4-GetEIS a. the ISD-R information is
response el pres.ent. .
b. the Profile identified by
#NEW ICCID is not
present
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ?2,
#SUCCESS PF_REQ7,
PM_REQ26

9 SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

2- The EIS is equal to that
received in step 6 except
that:

a. the remaining
memory IS updated (i.e.
bigger than that
received in step 6)

5.3.4.2.2.3

Mandatory when it is Disabled”
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Test Environment

SM-DP-UT

Device
SM-SR-UT

ES2-DisableProfileg

ES3-DisableProfile

ES5-DisableProfile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES5-DeleteProfile

ES2-DisableProfilef ES3-DisableProfile

ES3-HandleProfileEnabledNotification

< |
~ |

ES4-GetEIS
[ |

ES4-AuditEIS

ES5-eUICCCapabilityAudit
ES4-AuditEIS

Initial Conditions
[ ]

POLL1 of the Profile identified by #NEwW _ICCID does not contain any rules
o Disabling of the Profile is allowed

o “Profile deletion is mandatory when it is disabled” is not set

POL2 of the Profile identified by #NEW ICCID contains the rule “Profile deletion is
mandatory when it is disabled”

Step Direction Sequence / Description

Expected result 0]
SEND_REQ (

ES2-DisableProfile,
1 |MNO1-S — SM-DP-UT #EID RPS,
{SM_SR_ID RPS},

#NEW_ICCID RPS)

Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result REQ
1- The Status is equal to|PF_REQS5,
#WARNING PF_REQ13,
PF_REQ19,
Send the 2- The Subject code is PF:RESZZ,
3 |SM-DP-UT — MNO1-S |ES2-DisableProfile equalto #SC_POL2 PROC_REQ10,
response 3- The Reason code is PROC—REQZO’
equal to #RC_OBJ EXIST EUICC_REQ27,
— = EUICC_REQ29
1- The EID parameter is PF_REQ16,
Send the —
, equalto #EID RPS PROC_REQ10
ES2- L
4 SM-SR-UT — MNO2-S HandleProfileEnabledNot 2- The ICCID is equal to
L . #ICCID RPS
ification . .
3- The completion timestamp
notification is present
SEND_REQ (
5 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS isequal to
SEACE #EIS_RPS except that:
6 SM-SR-UT — MNO1-S [ES4-GetEIS a. the ISD-R information is
response el pres.ent. .
b. the Profile identified by
#NEW ICCID is not
present
SEND_REQ (
7 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
8 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ?2,
#SUCCESS PF_REQ7,
PM_REQ26

9 SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

2- The EIS is equal to that
received in step 6 except
that:

a. the remaining
memory IS updated (i.e.
bigger than that
received in step 6)

5.3.4.2.24
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Test Environment

SM-DP-UT

ES2-DisableProfild

ES3-DisableProfile

ES2-DisableProfile

SM-SR-UT

Device

ES5-DisableProfile

Network attachment fails

Enable #NEW_ICCID Profile

ES5-HandleDefaultNotification

ES5-HandleNotificationConfirmation

ES3-DisableProfile

ES4-GetEIS

ES4-AuditEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

\l/

Initial Conditions

e The Profile, identified by #1CC1ID, shall be adapted to contain inconsistent
Connectivity Parameters (e.g. #NAN VALUE, #LOGIN, #PWD)

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES2-DisableProfile,
1  |MNO1-S — SM-DP-UT #EID RPS,
{SM_SR_ID RPS},
#NEW _ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQS5,
#FAILED PF_REQ13,
Send the 2- The Subject code s EE—EES%%
3 SM-DP-UT — MNO1-S [ES2-DisableProfile equalto #SC_EUICC PROC RE(‘l)lo
response 3- The Reason code is PROC_REQ20,
equal to EUICC_REQ?27,
#RC_INACCESSIBLE EUICC_REQ29
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Step Direction Sequence / Description Expected result (=)

SEND REQ (

4 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto

Send the #EIS_RPS except that:
5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is

response el pres.ent. .

b. the Profile identified by
#NEW ICCIDIis
Enabled

SEND_REQ (

6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)

7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

Send the 1- The status is equal to PF_REQ2,

: #SUCCESS PF_REQ?7,

8 SM-SR-UT — MNO1-S ES4-AuditEIS PM_REQ26

response

2- The EIS is equal to that
received in step 5

535

5.3.5.1

References

o GSMA Remote Provisioning Architecture for Embedded UICC - Technical

Specification [2]
Requirements

Profile Deletion Process

Conformance Requirements

e PF_REQ2, PF_REQS6, PF_REQ7, PF_REQ14, PF_REQ20, PF_REQ26
e PROC_REQ11, PROC_REQ12
e PM_REQ22, PM_REQ26

5.3.5.2 Test Cases

General Initial Conditions

e #MNO1 S ID well known to the SM-SR-UT
e #MNOl S ACCESSPOINT well known to the SM-SR-UT

e A direct connection exists between the MNO1-S and the SM-SR-UT
e #MNO2_ s ID well known to the SM-SR-UT
e The Profile identified by #1CCID is owned by MNO2-S and is in Enabled state
¢ The Profile identified by #NEW ICCID is owned by MNO1-S and is in Disabled state

Version 3.2
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e To download the new Profile (e.g. #PROFILE PACKAGE), the test sequence

defined in section 5.3.2.2.1.1 may be used
e The SM-SR-UT is able to communicate with the network linked to the default

Enabled Profile of the eUICC (identified by #ICCID)

e It means that the SM-SR-UT knows the Connectivity Parameters of the MNO'’s
network related to the default Enabled Profile (i.e. #MNO2 CON NAN,
#MNO2 CON LOGIN, #MNO2 CON_ PWD)

e The eUICC identified by #E1D has been initially provisioned on the SM-SR-UT using
the #EIS RPS

5.3.5.2.1 TC.PROC.DEL.1: ProfileDeletionByMNO

Test Purpose

To ensure a Profile can be deleted by the SM-SR when the MNO requests it. After the
Profile deletion, an audit request is sent to the SM-SR to make sure that the Profile has
been deleted. An error case with a POL1 defined with “Deletion not allowed” is also
described.

Test Environment

SM-SR-UT DS‘('CCS
(2]

ES4-DeleteProfile

ES5-DeleteProfile

ES4-DeleteProfile

ES4-GetEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

ES4-AuditEIS

Referenced Requirements
e PF _REQ2, PF_REQ6, PF_REQ7, PF_REQ26
e PROC _REQ11
¢ PM_REQ22, PM_REQ26

Initial Conditions
e The Profile identified by #1CCID is the Profile with the Fall-back Attribute Set

5.3.5.2.1.1 Test Sequence N°1 - Nominal Case

Initial Conditions
e POL1 and POL2 of the Profile identified by #NEW ICCID do not contain any rules
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e Deletion of the Profile is allowed

Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DeleteProfile,
1 MNO1-S — SM-SR-UT
#EID RPS,
#NEW ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the The status is equal to|PF_REQ?2,
_ . #SUCCESS PF_REQS,
3 SM-SR-UT — MNO1-S |ES4-DeleteProfile PF_REQ26,
response PROC_REQ11
SEND_REQ (
4 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS isequal to
Send the #EIS_RPS except that:
5 SM-SR-UT — MNO1-S (ES4-GetEIS a. the ISD-R information is
response not pres.ent. 3
b. the Profile identified by
#NEW ICCID is not
present
SEND_REQ (
6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The Status is equal to PF_REQ2,
#SUCCESS PF_REQ7,
PM_REQ26

8 SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

2- The EIS is equal to that
received in step 5 except
that:

a. the remaining memory is
updated (i.e. bigger than
that received in step 5)

5.3.5.2.1.2
Initial Conditions

e POL1 of the Profile identified by #NEW ICCID contains the rule “Deletion not

Allowed”

e POL2 of the Profile identified by #NEW ICCID does not contain any rules
e Deletion of the Profile is allowed
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Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DeleteProfile,
1 MNO1-S — SM-SR-UT
#EID RPS,
#NEW_ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#FATLED PF_REQES,
. , PF_REQ26
2- The Sub t de is — !
ubject codel PROC_REQ11
Send the equalto #sC_POL1
3  |SM-SR-UT — MNO1-S |ES4-DeleteProfile 3- The Reason code is
equalto #RC_REFUSED
response 4- The euiccResponseData
is present and contains the
POR generated by the
eUICC (i.e. SW="69E1’)
SEND_REQ (
4 MNO1-S — SM-SR-UT ES4-GetEILS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
Send the #EIS_RPS except that:
5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response el pres.ent. »
b. the Profile identified by
#NEW ICCIDIis
Disabled
SEND_REQ (
6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ?2,
. #SUCCESS PF_REQ7,
8 SM-SR-UT —» MNO1-S [ES4-AuditEIS PM_REQ26

response

2- The EIS is equal to that
received in step 5

5.3.5.2.1.3
Initial Conditions

Test Sequence N°3 - Error Case: ISD-P not present on the eUICC

e The Profile identified by #NEW_ICCID is no more present in the eUICC (even
though it is present in the EIS known to the SM-SR-UT)
e POL2 of the Profile identified by #NEW ICCID do not contain any rules in the EIS
e Deletion of the Profile is allowed
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Step Direction Sequence / Description Expected result REQ
SEND_REQ (
ES4-DeleteProfile,
1 |MNO1-S — SM-SR-UT
#EID RPS,
#NEW_ICCID RPS)
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The Status is equalto |PF_REQ2,
#WARNING PF_REQES,
. , PF_REQ26
2- The Sub t de is — !
ubject codel PROC_REQ11
equalto #sC_ISDP -
3- The Reason code is
Send the equal to
3  |SM-SR-UT — MNO1-S |ES4-DeleteProfile #RC_NOT PRESENT
response 4- The euiccResponseData
may be present. If any, it
shall contain the POR
generated by the eUICC
(i.e. SW="6A88’ or
SW="6A82’)
SEND_REQ (
4 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The Status is equal to| PM_REQ22
#SUCCESS
2- The EIS is equalto
Send the #EIS_RPS except that:
5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response not present

b. the Profile identified by
#NEW ICCIDIS no
more present

5.3.5.2.2

Test Purpose

TC.PROC.DEL.1: ProfileDeletionViaSMDP

To ensure a Profile can be deleted by the SM-DP and the SM-SR when the MNO requests
it. After the Profile deletion, an audit request is sent to the SM-SR to make sure that the
Profile has been deleted. An error case with a POL1 defined with “Deletion not allowed” is

also described.
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Test Environment

SM-DP-UT

- auice
SM-SR-UT
eUICC

ES3-DeleteISDP

ES2-DeleteProfile

ES5-DeleteProfile

ES3-DeleteISDP
ES2-DeleteProfile

ES4-GetEIS

ES4-AuditEIS

ES4-AuditEIS

ES5-eUICCCapabilityAudit

Referenced Requirements

e PF_REQ2, PF_REQS6, PF_REQ7, PF_REQ14, PF_REQ20
e PROC_REQI12

e PM REQ22, PM_REQ26
Initial Conditions

#MNO1 S IDand #MNO1 S ACCESSPOINT well known to the SM-DP-UT
The variable {SM_SR ID RPS} shall be setto #SM SR UT ID RPS

#SM_SR_IDand #SM SR ACCESSPOINT well known to the SM-DP-UT
5.3.5.2.21
Initial Conditions

Test Sequence N°1 - Nominal Case

POL1 and POL2 of the Profile identified by #NEW ICCID do not contain any rules

o Deletion of the Profile is allowed

Step Direction Sequence / Description Expected result
SEND_REQ (
ES2-DeleteProfile,
1 MNO1-S — SM-DP-UT #EID RPS,

{SM_SR_ID RPS},
#NEW ICCID RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
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Step Direction Sequence / Description Expected result REQ
The status is equal to|PF_REQ2,
Send the #SUCCESS PF_REQS6,
3 SM-DP-UT — MNO1-S |ES2-DeleteProfile PF_REQ14,
PF_REQZ20,
response PROC_REQ12
SEND_REQ (
4 MNO1-S —» SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
SEnd iz #EIS_RPS except that:
5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response notpregenF -
b. the Profile identified by
#NEW ICCID is not
present
SEND_REQ (
6 |MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#SUCCESS PF_REQ7,
PM_REQ26

8 SM-SR-UT — MNO1-S

Send the
ES4-AuditEIS

response

2- The EIS is equal to that
received in step 5 except:

a. the remaining memory
is updated (i.e. bigger
than that received in step
5)

5.3.5.2.2.2
Initial Conditions

Test Sequence N°2 - Error Case: POL1 with “Deletion not Allowed”

e POL1 of the Profile identified by #NEW_ICCID contains the rule “Deletion not

Allowed”

e POL2 of the Profile identified by #NEW ICCID does not contain any rules
o Deletion of the Profile is allowed

Step Direction

1 MNO1-S — SM-DP-UT

Sequence / Description
SEND REQ (
ES2-DeleteProfile,
#EID RPS,
{SM_SR_ID RPS},

#NEW _ICCID RPS)

Expected result

o)
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Step Direction Sequence / Description Expected result REQ
2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
1- The status is equal to PF_REQ2,
#FATLED PF_REQES,
. . PF_REQ14,
il 6=
3  |SM-DP-UT — MNO1-S |ES2-DeleteProfile d - _ PROC_REQ12
3- The Reason code is
response equal to #RC_REFUSED
4- The euiccResponseData
is not present
SEND_REQ (
4 MNO1-S —» SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The status is equal to PM_REQ22
#SUCCESS
2- The EIS is equalto
Sl Ui #EIS_RPS except that:
5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
response not pres.enF -
b. the Profile identified by
#NEW ICCIDis
Disabled
SEND_REQ (
6 MNO1-S — SM-SR-UT ES4-AuditEIS,
#EID RPS)
7 Wait until a response is received (the SM-SR-UT treatment may take several minutes)
Send the 1- The status is equal to PF_REQ2,
, #SUCCESS PF_REQ?7,
8 SM-SR-UT —» MNO1-S |ES4-AuditEIS PM_REQ26

response

2- The EIS is equal to that
received in step 5

5.3.5.2.2.3
Initial Conditions

Test Sequence N°3 - Error Case: ISD-P not present on the eUICC

e The Profile identified by #NEW ICCID is no more present in the eUICC (even
though it is present in the EIS known to the SM-SR-UT)
e POL2 of the Profile identified by #NEW ICCID do not contain any rules in the EIS
e Deletion of the Profile is allowed

Step Direction
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Step Direction Sequence / Description Expected result REQ

SEND_ REQ (
ES2-DeleteProfile,

1 MNO1-S — SM-DP-UT #EID RPS,

{SM_SR ID RPS},

#NEW_ICCID RPS)

2 Wait until a response is received (the SM-SR-UT treatment may take several minutes)

1- The Status is equal to |PF_REQ?2,
#WARNING PF_REQS6,

2- The Subject codeis PF_REQ14,
Send the PF_REQZ20,
equalto #SC_ISDP PROC_REQ12
3  |SM-DP-UT - MNO1-S |ES2-DeleteProfile 3- The Reason code is a
response equal to
#RC_NOT PRESENT
4- The euiccResponseData
is not present
SEND_REQ (
4 MNO1-S — SM-SR-UT ES4-GetEIS,
#EID RPS)
1- The Status is equal to| PM_REQ22
#SUCCESS
2- The EIS is equal to
Send the

#EIS RPS except that:

5 SM-SR-UT — MNO1-S |ES4-GetEIS a. the ISD-R information is
not present

b. the Profile identified by
#NEW_ICCI