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Introduction
[bookmark: _Toc330368459][bookmark: _Toc346908963][bookmark: _Toc372031154][bookmark: _Toc375056728][bookmark: _Toc435053951][bookmark: _Toc468371370][bookmark: _Toc481768178][bookmark: _Toc507052683][bookmark: _Toc517280288][bookmark: _Toc520276907][bookmark: _Toc520278164]Overview
This document describes the framework for a M2M (Machine to Machine) Product to demonstrate and declare compliance with the GSMA M2M Architecture and Technical PRDs, SGP.01 [1] and SGP.02 [2].
This version of SGP.16, including its associated annexes, is the initial version applicable from the date of publication, but references pre-existing industry certification processes, as detailed in Annex B. 
Vendors who released M2M Products before the publication of SGP.16 had the opportunity to declare their products to the GSMA on the GSMA infocentre site as M2M early adopters products. These M2M early adopters products are therefore not bound to the rules stated in SGP.16. 
Only after the information in the forms are validated by GSMA, can the M2M Product Vendor then request the issuance of a certificate from the GSMA certificate issuer.  
[bookmark: _Toc520276908][bookmark: _Toc520278165][bookmark: _Toc481768186][bookmark: _Toc483917028]Transition between M2M early adopters products and SGP.16 
The allowed period for products to continue declare M2M early adopters products instead of  SGP.16 compliant products is 12 months after the publication of the SGP.16 initial version. After these 12 months, compliance of new M2M Products can only be declared against SGP.16. See detailed in Annex B.  

[bookmark: _Toc506547388][bookmark: _Toc506547562][bookmark: _Toc431397519][bookmark: _Toc431504388][bookmark: _Toc431560994][bookmark: _Toc431561201][bookmark: _Toc431563466][bookmark: _Toc431576438][bookmark: _Toc432117309][bookmark: _Toc432579593][bookmark: _Toc433147032][bookmark: _Toc433300246][bookmark: _Toc433322407][bookmark: _Toc433322652][bookmark: _Toc435053952][bookmark: _Toc468371371][bookmark: _Toc481768179][bookmark: _Toc507052684][bookmark: _Toc517280289][bookmark: _Toc520276909][bookmark: _Toc520278166][bookmark: _Toc330368460][bookmark: _Toc346908964][bookmark: _Toc372031155][bookmark: _Toc375056729]Scope
The requirements within this document are applicable to the following M2M Products:
SM-SR - Subscription Manager Secured Routing
SM-DP - Subscription Manager Data Preparation
eUICC - Embedded UICC
[bookmark: _Toc431563468][bookmark: _Toc431576440][bookmark: _Toc432117311][bookmark: _Toc432579595][bookmark: _Toc433147034][bookmark: _Toc433300248][bookmark: _Toc433322409][bookmark: _Toc433322654][bookmark: _Toc431563469][bookmark: _Toc431576441][bookmark: _Toc432117312][bookmark: _Toc432579596][bookmark: _Toc433147035][bookmark: _Toc433300249][bookmark: _Toc433322410][bookmark: _Toc433322655][bookmark: _Toc431563470][bookmark: _Toc431576442][bookmark: _Toc432117313][bookmark: _Toc432579597][bookmark: _Toc433147036][bookmark: _Toc433300250][bookmark: _Toc433322411][bookmark: _Toc433322656][bookmark: _Toc431563471][bookmark: _Toc431576443][bookmark: _Toc432117314][bookmark: _Toc432579598][bookmark: _Toc433147037][bookmark: _Toc433300251][bookmark: _Toc433322412][bookmark: _Toc433322657][bookmark: _Toc330368462][bookmark: _Toc346908966][bookmark: _Toc372031157][bookmark: _Toc375056731][bookmark: _Toc435053953][bookmark: _Toc468371372][bookmark: _Toc481768180][bookmark: _Toc507052685][bookmark: _Toc517280290][bookmark: _Toc520276910][bookmark: _Toc520278167]Intended Audience
M2M Product Vendors, telecom service providers, test and certification bodies, and other industry organisations working in the area of M2M/IoT.
[bookmark: _Toc330368463][bookmark: _Toc346908967][bookmark: _Toc372031158][bookmark: _Toc375056732][bookmark: _Toc435053954][bookmark: _Toc468371373][bookmark: _Toc481768181][bookmark: _Toc507052686][bookmark: _Toc517280291][bookmark: _Toc520276911][bookmark: _Toc520278168]Definition of Terms 
	Term 
	Description

	M2M Product
	eUICC, SM-SR (Subscription Manager Secured Routing) or SM-DP (Subscription Manager Data Preparation) products intended to be used for M2M.

	M2M Product Vendor
	The manufacturer or service provider of an M2M Product. 


[bookmark: _Toc330368464][bookmark: _Toc346908968][bookmark: _Toc372031159][bookmark: _Toc375056733][bookmark: _Toc435053955][bookmark: _Toc468371374][bookmark: _Toc481768182][bookmark: _Toc507052687][bookmark: _Toc517280292][bookmark: _Toc520276912][bookmark: _Toc520278169]Abbreviations
	Abbreviation
	Description

	eUICC
	Embedded UICC

	EUM
	eUICC Manufacturer

	M2M
	Machine to machine

	PRD
	Permanent Reference Document

	SAS
	GSMA Security Accreditation Scheme

	SAS-SM
	SAS for Subscription Management 

	SAS-UP
	SAS for UICC Production

	SM
	Subscription Manager

	SM-DP
	Subscription Manager Data Preparation

	SM-SR
	Subscription Manager Secured Routing
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Please refer to the M2M Certification Applicability table in Annex B of this document to identify the valid versions(s)
	Ref
	Document Number
	Title

	[bookmark: _Ref469497035]
	GSMA PRD SGP.01
	Embedded SIM Remote Provisioning Architecture

	[bookmark: ETSI102221][bookmark: _Ref469497042]
	GSMA PRD SGP.02
	Remote Provisioning Architecture for Embedded UICC Technical Specification

	
	GSMA PRD SGP.11
	Remote Provisioning Architecture for Embedded UICC Test Specification

	
	GSMA PRD SGP.05
	Embedded UICC Protection Profile

	
	RFC2119
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner http://www.ietf.org/rfc/rfc2119.txt

	[bookmark: _Ref468204342]
	RFC.5280
	Internet X.509 PKI Certificate and CRL Profile

	
	FS.08
	GSMA SAS Standard for Subscription Manager Roles

	
	FS.04
	Security Accreditation Scheme for UICC Production – Standard


[bookmark: _Toc506908799][bookmark: _Toc507052613][bookmark: _Toc507052692][bookmark: ETSI102671][bookmark: _Toc432117319][bookmark: _Toc432579603][bookmark: _Toc433147042][bookmark: _Toc433300256][bookmark: _Toc433322417][bookmark: _Toc433322662][bookmark: _Toc432117323][bookmark: _Toc432579607][bookmark: _Toc433147046][bookmark: _Toc433300260][bookmark: _Toc433322421][bookmark: _Toc433322666][bookmark: _Toc432117327][bookmark: _Toc432579611][bookmark: _Toc433147050][bookmark: _Toc433300264][bookmark: _Toc433322425][bookmark: _Toc433322670][bookmark: _Toc432117331][bookmark: _Toc432579615][bookmark: _Toc433147054][bookmark: _Toc433300268][bookmark: _Toc433322429][bookmark: _Toc433322674][bookmark: _Toc431561001][bookmark: _Toc431561208][bookmark: _Toc431563476][bookmark: _Toc431576448][bookmark: _Toc432117335][bookmark: _Toc432579619][bookmark: _Toc433147058][bookmark: _Toc433300272][bookmark: _Toc433322433][bookmark: _Toc433322678][bookmark: _Toc431561005][bookmark: _Toc431561212][bookmark: _Toc431563480][bookmark: _Toc431576452][bookmark: _Toc432117339][bookmark: _Toc432579623][bookmark: _Toc433147062][bookmark: _Toc433300276][bookmark: _Toc433322437][bookmark: _Toc433322682][bookmark: _Toc431561009][bookmark: _Toc431561216][bookmark: _Toc431563484][bookmark: _Toc431576456][bookmark: _Toc432117343][bookmark: _Toc432579627][bookmark: _Toc433147066][bookmark: _Toc433300280][bookmark: _Toc433322441][bookmark: _Toc433322686][bookmark: _Toc431561013][bookmark: _Toc431561220][bookmark: _Toc431563488][bookmark: _Toc431576460][bookmark: _Toc432117347][bookmark: _Toc432579631][bookmark: _Toc433147070][bookmark: _Toc433300284][bookmark: _Toc433322445][bookmark: _Toc433322690][bookmark: _Toc506908803][bookmark: _Toc507052617][bookmark: _Toc507052696][bookmark: _Toc435053957][bookmark: _Toc468371376][bookmark: _Toc481768184][bookmark: _Toc507052697][bookmark: _Toc517280294][bookmark: _Toc520276914][bookmark: _Toc520278171][bookmark: _Toc346908970][bookmark: _Toc372031161][bookmark: _Toc375056735]Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in RFC2119 [5].
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The M2M architecture PRD, SGP.01 [1], specifies security and functional requirements for M2M Products, developed into a technical description by SGP.02 [2].   The technical references for the compliancy requirements, split into “Site Security Requirements”, “Product Security Requirements” and “Functional Compliance Requirements” can be found in Annex B.
Annex B of this document identifies all current requirements and specification versions, and should be referenced when planning product compliance. 
Product compliance is essential in proving correct functional interoperability as well as product security within the M2M network. This document provides the framework within which: 
An eUICC, SM-DP or SM-SR can demonstrate functional and security compliance to the M2M requirements.
Details are provided on the expected means to demonstrate compliance, together with declaration templates to be used by M2M Product Vendors.
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[bookmark: _Toc499890245][bookmark: _Toc499890401][bookmark: _Toc499890557][bookmark: _Toc499890713][bookmark: _Toc499892820][bookmark: _Toc499892976][bookmark: _Toc499915825][bookmark: _Toc499915982][bookmark: _Toc499916138][bookmark: _Toc503107173][bookmark: _Toc503111210][bookmark: _Toc503111300][bookmark: _Toc503111477][bookmark: _Toc503114352][bookmark: _Toc503117338][bookmark: _Toc503117487][bookmark: _Toc503118117][bookmark: _Toc503118260][bookmark: _Toc503118377][bookmark: _Toc503118924][bookmark: _Toc503866946][bookmark: _Toc499667191][bookmark: _Toc499827597][bookmark: _Toc499844100][bookmark: _Toc499844257][bookmark: _Toc499890248][bookmark: _Toc499890404][bookmark: _Toc499890560][bookmark: _Toc499890716][bookmark: _Toc499892823][bookmark: _Toc499892979][bookmark: _Toc499915828][bookmark: _Toc499915985][bookmark: _Toc499916141][bookmark: _Toc499667196][bookmark: _Toc499827602][bookmark: _Toc499844105][bookmark: _Toc499844262][bookmark: _Toc499890253][bookmark: _Toc499890409][bookmark: _Toc499890565][bookmark: _Toc499890721][bookmark: _Toc499892828][bookmark: _Toc499892984][bookmark: _Toc499915833][bookmark: _Toc499915990][bookmark: _Toc499916146][bookmark: _Toc497380914][bookmark: _Toc497380919][bookmark: _Toc499844134][bookmark: _Toc499844291][bookmark: _Toc499890282][bookmark: _Toc499890438][bookmark: _Toc499890594][bookmark: _Toc499890750][bookmark: _Toc499892857][bookmark: _Toc499893013][bookmark: _Toc499915862][bookmark: _Toc499916019][bookmark: _Toc499916175][bookmark: _Toc498599870][bookmark: _Toc498601132][bookmark: _Toc498601311][bookmark: _Toc498601431][bookmark: _Toc498601551][bookmark: _Toc498601671][bookmark: _Toc498601790][bookmark: _Toc498601909][bookmark: _Toc499667225][bookmark: _Toc499827631][bookmark: _Toc499844135][bookmark: _Toc499844292][bookmark: _Toc499890283][bookmark: _Toc499890439][bookmark: _Toc499890595][bookmark: _Toc499890751][bookmark: _Toc499892858][bookmark: _Toc499893014][bookmark: _Toc499915863][bookmark: _Toc499916020][bookmark: _Toc499916176][bookmark: _Toc503114358][bookmark: _Toc503117344][bookmark: _Toc503117493][bookmark: _Toc503118123][bookmark: _Toc503118266][bookmark: _Toc503118383][bookmark: _Toc503118930][bookmark: _Toc503866952][bookmark: _Toc498599872][bookmark: _Toc498601134][bookmark: _Toc498601313][bookmark: _Toc498601433][bookmark: _Toc498601553][bookmark: _Toc498601673][bookmark: _Toc498601792][bookmark: _Toc498601911][bookmark: _Toc499667227][bookmark: _Toc499827633][bookmark: _Toc499844137][bookmark: _Toc499844294][bookmark: _Toc499890285][bookmark: _Toc499890441][bookmark: _Toc499890597][bookmark: _Toc499890753][bookmark: _Toc499892860][bookmark: _Toc499893016][bookmark: _Toc499915865][bookmark: _Toc499916022][bookmark: _Toc499916178][bookmark: _Toc503118272][bookmark: _Toc503118389][bookmark: _Toc503118936][bookmark: _Toc503866959][bookmark: _Toc503118277][bookmark: _Toc503118394][bookmark: _Toc503118941][bookmark: _Toc503866964][bookmark: _Toc503118278][bookmark: _Toc503118395][bookmark: _Toc503118942][bookmark: _Toc503866965][bookmark: _Toc503111226][bookmark: _Toc503111316][bookmark: _Toc503111493][bookmark: _Toc503114369][bookmark: _Toc503117355][bookmark: _Toc503117504][bookmark: _Toc503118134][bookmark: _Toc503118280][bookmark: _Toc503118397][bookmark: _Toc503118944][bookmark: _Toc503866967][bookmark: _Toc503111227][bookmark: _Toc503111317][bookmark: _Toc503111494][bookmark: _Toc503114370][bookmark: _Toc503117356][bookmark: _Toc503117505][bookmark: _Toc503118135][bookmark: _Toc503118281][bookmark: _Toc503118398][bookmark: _Toc503118945][bookmark: _Toc503866968][bookmark: _Toc503111228][bookmark: _Toc503111318][bookmark: _Toc503111495][bookmark: _Toc503114371][bookmark: _Toc503117357][bookmark: _Toc503117506][bookmark: _Toc503118136][bookmark: _Toc503118282][bookmark: _Toc503118399][bookmark: _Toc503118946][bookmark: _Toc503866969][bookmark: _Toc503111229][bookmark: _Toc503111319][bookmark: _Toc503111496][bookmark: _Toc503114372][bookmark: _Toc503117358][bookmark: _Toc503117507][bookmark: _Toc503118137][bookmark: _Toc503118283][bookmark: _Toc503118400][bookmark: _Toc503118947][bookmark: _Toc503866970][bookmark: _Toc503886973][bookmark: _Toc503886974][bookmark: _Toc503886975][bookmark: _Toc503886976][bookmark: _Toc503886977][bookmark: _Toc503886978][bookmark: _Toc503886979][bookmark: _Toc503886980][bookmark: _Toc503886981]The compliance declaration templates for M2M Products are detailed in Annex A of this document. A compliance declaration can be made once all compliance requirements have been met, and shall be comprised of as follows:
A completed template Annex A.1, the M2M Product declaration, which also provides details of the organisation responsible for the declaration,
Plus:
A completed template Annex A.2 or A.3 or A.4 providing full compliance details of the declared M2M Product.
Once completed in full, the signed and dated compliance declaration shall be submitted to M2MCompliance@gsma.com for verification.
The GSMA turnaround time for verifying compliance is 2 working days.
	Product type
	Product Declaration
	Details of Security Compliance
	Details of Functional Compliance

	eUICC
	Annex A.1
	Annex A.2
	Annex A.2

	SM-DP
	Annex A.1
	Annex A.3
	Annex A.3

	SM-SR
	Annex A.1
	Annex A.4
	Annex A.4


: M2M Compliance declaration templates
[bookmark: _Toc506547413][bookmark: _Toc506547586][bookmark: _Toc506560062][bookmark: _Toc506904640][bookmark: _Toc506908822][bookmark: _Toc507052636][bookmark: _Toc507052715][bookmark: _Toc507052716][bookmark: _Toc468371378][bookmark: _Toc481768187][bookmark: _Toc517280297][bookmark: _Toc520276917][bookmark: _Toc520278174]Compliance Requirements 
This section details the M2M compliance requirements and their applicability to M2M Products.
[bookmark: _Toc503866943][bookmark: _Toc504395642][bookmark: _Toc507052717][bookmark: _Toc517280298][bookmark: _Toc520276918][bookmark: _Toc520278175]Site Security Requirements
All eUICC production sites and all SM-DP and SM-SR hosting sites used in the M2M ecosystem must hold a valid site security accreditation for the entire time they are being used for eUICC production or SM hosting.
Accreditation is from the GSMA Security Accreditation Scheme (SAS). Further details can be  found on the GSMA’s SAS webpage.
The SAS-UP [8] or SAS-SM [7] certificate reference shall be included in the compliance declaration for an eUICC, SM-DP and SM-SR as appropriate (Annexes A.2, A.3 and A.4).
	Product type
	SAS requirement
	Compliance requirement

	
	Scheme
	Required Scope
	

	eUICC
	SAS-UP
	Processing of data for subscription management
eUICC personalisation 
	Full or Provisional certification

	SM-DP
	SAS-SM
	Data Centre Operations & Management
Data Preparation 
	Full or Provisional certification

	SM-SR
	SAS-SM
	Data Centre Operations & Management
Secure Routing
	Full or Provisional certification


: Operational Security Compliance requirements per M2M product type
[bookmark: _Toc503866947][bookmark: _Toc504395645][bookmark: _Toc507052718][bookmark: _Toc517280299][bookmark: _Toc520276919][bookmark: _Toc520278176]Product Security Requirements (eUICCs only)
The security compliance requirement in IC platform protection profile PP-0084 or PP-0035, certified by Common Criteria, and listed on the common criteria portal (www.commoncriteriaportal.org/products) is mandatory.
An eUICC specific protection profile, defined by PRD SGP.05 [4], is available and mandatory for M2M Products. 
Note:	A GSMA-owned Security Evaluation Scheme certificate will be considered as an alternative, when available.
In all cases, the security evaluation scheme certificate references shall be included in the Annex A.2 details for the declared eUICC.
	Product type
	Product Security Requirement
	Compliance requirement


	eUICC
	Security IC platform protection profile with augmentation package certification (PP-0035 or PP-0084)
	Certified and listed

	
	SGP.05 GSMA PP eUICC for M2M (PP-0089)
Or
GSMA-owned Security Evaluation Scheme, when available (see Note1)
	Certified and listed


: M2M Product Security Compliance requirements 
[bookmark: _Toc503866948][bookmark: _Toc504395646][bookmark: _Toc507052719][bookmark: _Toc517280300][bookmark: _Toc520276920][bookmark: _Toc520278177]Functional Compliance Requirements
Functional compliance is a requirement for all M2M Products to assure correct operation. The M2M Test Specification, SGP.11 [3], provides details of all applicable interface and procedural testing.
Each test in SGP.11 [3] can be mapped to a specific set of requirements in the M2M Technical Specification, SGP.02 [2]. 
To demonstrate product functional compliance to SGP.02 [2], a M2M Product shall successfully pass all applicable tests as per the selected functional options. 
The permitted product dependent test methodologies are either:
Functional testing via industry partner certification schemes (in the case of eUICC products), or
Functional testing via vendor or third party implemented test methodologies referencing SGP.11 [3] tests (in the case of SM-SR and SM-DP only).
[bookmark: _Toc503866949][bookmark: _Toc504395647][bookmark: _Toc507052720][bookmark: _Toc517280301][bookmark: _Toc520276921][bookmark: _Toc520278178]Functional Compliance via Industry Partner Certification Schemes
A M2M compliance test programme for eUICC M2M Products has been established by GlobalPlatform. This provides the required means of test for eUICCs, referencing the SGP.11 [3] test requirements.
eUICCs are judged to have met the M2M functional compliance requirement if:
They can include a valid certification reference for the named M2M Product in their Annex A.2 declaration.
	Product 
	Functional test organisation
	Compliance requirement 
(see Annex B for details)
	Link to industry certification scheme 


	eUICC
	GlobalPlatform, (including SIMalliance profile packages)
	GP Product Qualification to: 
· ‘GSMA eUICC M2M’ functional test suite
· ‘SIMalliance Interoperable Profile’ test suite 
	GlobalPlatform


: M2M Functional compliance via GSMA industry certification scheme partners
[bookmark: _Toc503866951][bookmark: _Toc504395649][bookmark: _Toc507052721][bookmark: _Toc517280302][bookmark: _Toc520276922][bookmark: _Toc520278179]Functional Compliance via Vendor or Third Party Implemented Test Plan
Permitted for subscription management products (SM-DP and SM-SR only). The M2M Vendor specified test plans shall reference all SM-DP/SM-SR tests from the M2M test specification, SGP.11 [3]. Annex A.3 and A.4 provide further details.
	Product type
	Vendor or third party specified test plan permitted
	Reference


	SM-DP
	Yes
	SGP.11

	SM-SR
	Yes
	SGP.11
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M2M Declaration Templates
An M2M Product declaration consists of Annex A.1 plus either Annex A.2, A.3 or A.4, according to the product type. Refer to the SGP.16 zip file for the following Annex A templates:
A.1 M2M Product Declaration
A.2 Details of Declared eUICC
A.3 Details of Declared SM-DP
A.4 Details of Declared SM-SR
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This Annex, found in the SGP.16 zip file, identifies the status for compliance declarations of all M2M specifications and associated processes dependencies (active, planned, expired or deprecated) including:
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Currently recognised exemptions from compliance.
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