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1 Introduction

1.1 Overview
This document

provides a technical description

Architecture fofl].Embedded Ul CC6

1.2 Scope

This specification provides a technical description of:

1 The eUICC Architecture

1 The interfaces used within the Remote Provisioning Architecture and
1 The security functions used within the Remote Provisioning Architecture

1.3 Document Purpose

The aim of this document is to define a technical solution for the remote provisioning and

management of the Embedded

UICC (eUICC) in machine-to-machine Devices which are not

easily reachable. The adoption of this technical solution will provide the basis for ensuring
global interoperability between potentially different Operator deployment scenarios, different
makes of network equipment (for example SM-DP, SM-SR) and different makes of eUICC

platforms.

1.4 Intended Audience

Technical experts working within Operators, SIM solution providers, machine to machine
Device vendors, standards organisations, network infrastructure vendors, Service Providers

and other industry bodies.

1.5 Definition of Terms

Term Description

Actor

Physical entity (person, company or organisation) that can
assume a Role in the functional architecture. It is possible for an
Actor to assume multiple Roles in the same functional
architecture.

Associated (with) /
Association

This term refers to a link of an application, an Executable Load
File or a security domain to (another) security domain, which
provides services to the former as defined in GlobalPlatform
Card Specification [6] section 7.2.

Card Image Number / Card
Identification Number (CIN)

An identifier for a specific GlobalPlatform card and that may be
used by a Card Management System to uniquely identify a card
within its card base.

Certificate Revocation List

A periodically (or exigently) issued list, digitally signed by a CA,
of identified Certificates that have been revoked prior to their

expiration dates. The | ist ge
name, the date of issue, the date of the next scheduled CRL
i ssue, the revoked Certificat g

times and reasons for revocation.

V4.0
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A set of data (for example SMSC address) required by the
Connectivity Parameters eUICC to open a communication channel (for example SMS,
HTTPS) on a dedicated network.

A paying party, in particular a legally responsible juridical person

Customer .
or entity.

Equipment into which an Embedded UICC and a communication
Device module are inserted during assembly. Examples include Utility
meter, car and camera.

The state of a Profile where all files and applications (for
Disabled (Profile) example NAA) present in the Profile are not selectable over the
eUICC-Terminal interface.

Client side on eUICC in charge of initiating the queries to the

DNS Resolver Client DNS server.

Server-side component in charge of providing the IP address(s)

DNS Resolver Server of the target server to the DNS Resolver Client

An internet protocol for translating domain names (or

Domain Name System .
Y hostnames) into IP addresses.

A UICC which is not easily accessible or replaceable, is not
Embedded UICC intended to be removed or replaced in the Device, and enables
the secure changing of Profiles.

An Operational Profile with a Profile Attribute allocated,
indicating that this Profile is an Emergency Profile.

An Emergency Profile complies with regulatory requirements
and only provides the capability to make Emergency Calls and
receive calls from an Emergency centre (e.g. Public Safety
Answering Point)

Emergency Profile

This is an attribute allocated to a Profile which, when set,

E Profile Attri ot i
mergency Profile Attribute | ;0 viifies the Emergency Profile.

The state of a Profile when its files and/or applications (for

Enabled (Profil L
nabled (Profile) example, NAA) are selectable over the UICC-Terminal interface.

An on-card container of one or more application's executable

Executable Load File code as defined in GlobalPlatform Card Specification [6].

The on-card executable code of a single application present
Executable Module within an Executable Load File as defined in GlobalPlatform
Card Specification [6].

A certificate issued by the EUM for a specific, individual, eUICC.
This certificate can be verified using the EUM Certificate.

eUICC Certificate

Supplier of the eUICCs and resident software (for example

eUICC Manufacturer . .
firmware and operating system).

Mechanism to correct existing features on an eUICC by the

eUICC OS Update original OS Manufacturer when the eUICC is in the field.

A certificate issued to a GSMA accredited EUM which can be
EUM Certificate used to verify eUICC Certificates.

This certificate can be verified using the Root Certificate.
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This is an attribute of a Profile which, when set, identifies the
Profile to be enabled by the Fall-Back Mechanism or by the
Fall-Back Attribute execution of the Disable Profile function on another Profile. Only
one Profile on the eUICC can have the Fall-Back attribute set at
atime.

eUICC-based mechanism which enables the Profile with Fall-

Fall-Back Mechanism Back Attribute set when the Enabled Profile loses network
connectivity
Unigue number to identify a Profile in an eUICC.

Integrated Circuit Card ID Note: the ICCID throughout this specification is used to identify
the Profile.

International Mobile Unique identifier owned and issued by Mobile Network

Subscriber Identity Operators as defined in ETSI TS 123 003 [31].

An identifier for a specific issuer that may be used by an off-card
entity to associate the card with a specific Card Management
System.

Issuer Identification Number
(1IN)

A security domain on the UICC as defined by GlobalPlatform

I ity D i .
ssuer Security Domain Card Specification [6].

A function of the interface between a Device and an eUICC that
provides the capability for a Device to locally disable the
Emergency Profile or Test Profile on the eUICC without
involvement of an SM-SR and/or SM-DP.

Local Disable

A function of the interface between a Device and an eUICC that
provides the capability for a Device to locally enable the
Emergency Profile on the eUICC without involvement of an SM-
SR and/or SM-DP.

Local Enable

M2M Service Provider (M2M A Service Provider relying on an Operator providing the Profiles
SP) on the eUICC.

An entity providing access capability and communication
Mobile Network Operator services to its Customers through a mobile network
infrastructure.

Security domain part of the Profile, owned by the Operator,
providing the Secured Channel
It is used to manage the content of a Profile once the Profile is
enabled.

MNO-SD

An application residing on a UICC which provides authorisation

Network Access Application L
PP to access a network for example a USIM application.

A Mobile Network Operator or Mobile Virtual Network Operator;

Operator . . .

a company providing wireless cellular network services.
Operator Notification Operator request to configure Operator specific status change
Configuration (ONC) notifications for Profiles owned by this Operator.

A Profile whose Policy Rules have become unmanageable, for
Orphaned Profile example due to the termination of the Customer 6 s contr
the Operator.

The credentials included in the Profile, used in conjunction with

OTA Keys OTA Platforms.
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OTA Platform

An Operator platform for remote management of UICCs and the
content of Enabled Operator Profiles on eUICCs.

PIX

Proprietary application Identifier eXtension, the value of which is
part of the AID.

Platform Management

A set of functions related to the enabling, disabling and deletion
of a Profile on and the transport of Profile Management
functions to an eUICC. Platform Management actions are
protected by Platform Management Credentials shared between
the SM-SR and the ISD-R. Platform Management does not
affect the content of a Profile.

Profile Component

A Profile Component is an element of the Profile and may be
one of the following:

An element of the file system like an MF, EF or DF
An Application, including NAA and Security Domain
POL1

MNO-SD.

Connectivity Parameters.

Platform Management
Credentials

Data required within an eUICC so that a secured communication
can be set up between an external entity and the eUICC in order
to enable, disable and delete Profiles on the eUICC and to
transport Profile Management functions.

Policy

Principles reflected in a set of rules that governs the behaviour
of eUICC and/or entities involved in the remote management of
the eUICC.

Policy Rule

Defines the atomic action of a Policy and the conditions under
which it is executed.

Profile

Combination of a file structure, data and applications to be
provisioned onto, or present on, an eUICC and which allows,
when enabled, the access to a specific mobile network
infrastructure.

Profile Lifecycle
Management

Execution of certain Platform Management commands by the
M2M SP on a Profile, based on prior Profile Lifecycle
Management Authorisation from the Operator owning the
Profile.

Profile Lifecycle
Management Authorisation
(PLMA)

Authorisation given by an Operator to an M2M SP to permit
Profile Lifecycle Management. Such authorisations are
managed by the SM-SR.

Profile Management

A set of functions related to the downloading, installation and
content update of a Profile in a dedicated ISD-P on the eUICC.
Download and installation are protected by Profile Management
Credentials shared between the SM-DP and the ISD-P.

Profile Management

Data required within an eUICC so that a Profile downloaded
from an external entity can be decrypted and installed on the

Credentials cUICC.
Profile Tvoe Operator specific defined type of Profile. This is equivalent to the
P "ProfileType" as described in 5.1.1.2.4 of this specification.
Page 13 of 399
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RID

Registered Application Provider IDentifier, the value of which is
part of the AID.

Roles

Roles are representing a logical grouping of functions.

Root Certificate

Self-signed certificate of the Cl, used to authenticate certificates
issued to other entities.

Script Chaining

Indication that a command script is split over several secured
messages. Script Chaining indicators will specify when to keep
and restore the command context at the boundary of secure
channels that transport the different parts of the command script

Security Domain Image
Number (SDIN)

Identification number used by an Application Management
System to uniquely identify an instance of a Security Domain on
a card as specified in GlobalPlatform Card Specification [6].

Security Domain Provider
Identification Number (SIN)

Identification number used by an off-card entity to associate the
Security Domain with a specific Card Management System, as
specified in GlobalPlatform Card Specification [6].

It is an IIN, typically contains the 1ISO 7812 [19] defined
identification of the Security Domain provider.

Subscriber

An entity (associated with one or more users) that is engaged in
a Subscription with a Telecommunication Service Provider. The
Subscriber is allowed to subscribe and unsubscribe to services,
to register a user or a list of users authorised to use those
services, and also to set the limits relative to the use that
associated users make of those services.

Subscription

Describes the commercial relationship between the Subscriber
and the Telecommunication Service Provider.

Subscription Address

A unigue network address, such as MSISDN, IMSI or SIP-URI,
of a mobile Subscription within a mobile network. It is used to
route messages, for example SMS, to the eUICC.

Subscription Manager Data
Preparation

Role that prepares the Profiles to be securely provisioned on the
eUICC and manages the secure download and installation of
these Profiles onto the eUICC.

Subscription Manager
Secure Routing

Role that securely performs functions of Platform Management
commands and the transport of Profile Management commands.

Telecommunication Service
Provider

An entity that provides Subscriptions to Subscribers either as
part of an Operator or as a party with a wholesale agreement
with an Operator. The Telecommunication Service Provider
could also be the Operator.

Test Profile

A combination of data and applications to be provisioned on an
eUICC to provide connectivity to test equipment for the purpose
of testing the Device and the eUICC. A Test Profile does not
allow access to an ITU-E.212 [16] network.

1.6 Abbreviations

Abbreviation

Description

AID

Application Identifier

V4.0
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AES Advanced Encryption Standard

CASD Controlling Authority Security Domain

CBC Cipher Block Chaining

CcC Cryptographic Checksum

CERT.DP.ECDSA Certificate of the SM-DP for its ECDSA key
CERT.SR.ECDSA Certificate of the SM-SR for its ECDSA key
CERT.ECASD.ECKA Certificate of the ECASD for its ECKA key

Cl Certificate Issuer

CIN Card Image Number / Card Identification Number
CMAC Cipherbased Message Authentication Code

CRL Certificates Revocation List

ECASD eUICC Controlling Authority Security Domain
ECDSA Elliptic Curve cryptography Digital Signature Algorithm
ECKA Elliptic Curve cryptography Key Agreement algorithm
DAP Data Authentication Pattern

DGl Data Grouping ldentifier

DNS Domain Name System

DR Derivation Random

EUM eUICC Manufacturer

EID eUICC-ID

EIS eUICC Information Set

ETSI European Telecommunications Standards Institute
ePK.DP.ECKA ephemeral Public Key of the SM-DP used for ECKA
ePK.SR.ECKA ephemeral Public Key of the SM-SR used for ECKA
eSK.DP.ECKA ephemeral Private Key of the SM-DP used for ECKA
eSK.SR.ECKA ephemeral Private Key of the SM-SR used for ECKA
eUlCC Embedded UICC

FQDN Fully Qualified Domain Name

GP GlobalPlatform

GSMA GSM Association

ICCID Integrated Circuit Card ID

IIN Issuer Identification Number

IMS IP Multimedia Subsystem

IMSI International Mobile Subscriber Identity

ISD Issuer Security Domain

ISD-P Issuer Security Domain Profile

ISD-R Issuer Security Domain Root

ISO International Standards Organisation
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ITU International Telecommunications Union
LTE Long Term Evolution
LV Length Value
M2M SP Machine to Machine Service Provider
MEP Message Exchange Pattern
MNO Mobile Network Operator
MO Mobile Originated
MOC Mandatory, Optional or Conditional
MT Mobile Terminated
NAA Network Access Application
ONC Operator Notification Configuration
OTA Over The Air
PIX Proprietary application Identifier eXtension
PK Cl.ECDSA Z;?,giuf:: of the ClI in the ECASD for verifying certificate
PK_DP.ECDSA Public Key of the SM-DP, part of the CERT.DP.ECDSA, for

verifying its signatures

PK.ECASD.ECKA

Public Key of the ECASD used for ECKA

Public Key of the SM-SR part of the CERT.SR.ECDSA, for

PK.SR.ECDSA verifying its signatures

PLMA Profile Lifecycle Management Authorisation

POL1 Policy Rules within the Profile

POL2 Policy Rules associated to a Profile and stored in the relevant
EIS at the SM-SR

PoR Proof of Receipt

PPK-ENC Profile Protection Key for message encryption/decryption

PPK-MAC Profile Protection Key for command MAC generation/verification

PPK-RMAC Profile Protection Key for response MAC generation/verification

SCP Secure Channel Protocol

SD Security Domain

SDIN Security Domain Image Number

ShS Shared Secret

SIN Security Domain Provider Identification Number

SK.DP.ECDSA Private Key of the of SM-DP for creating signatures

SK.ECASD.ECKA

Private Key of the ECASD used for ECKA

SK.SR.ECDSA Private Key of the SM-SR for creating signatures
SK.CI.LECDSA Private key of the CI for signing certificates
SM Subscription Manager
SM-DP Subscription Manager Data Preparation
V4.0 Page 16 of 399




GSM Association
Official Document SGP.02 - Remote Provisioning Architecture for Embedded UICC Technical

Non-confidential

Specification
SM-SR Subscription Manager Secure Routing
SOA Service-oriented Architecture
SOAP Simple Object Access Protocol
TAR Toolkit Application Reference
TLS Transport Layer Security
TLV Tag Length Value
URI Uniform Resource Identifier
URL Uniform Resource locator
USIM Universal Subscriber Identity Module
XML Extensible Markup Language
w3cC World Wide Web Consortium
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Remote APDU Structure for (U)SIM Toolkit applications;
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http://www.w3.0rg/TR/ws-addr-core/
[42] WS-Addressing- Web Services Addressing 1.0 - SOAP Binding, 9th of May 2006
SOAP-Binding http://www.w3.0rg/TR/2006/REC-ws-addr-soap-20060509/
Web Services Make Connection (WS-MakeConnection), 2nd
[43] | WS-MakeConnection | February 2009, http://docs.oasis-open.org/ws-
rx/wsmc/200702/wsmc-1.1-spec-0s.html
Web Services Security: SOAP Message Security 1.1 (WS-
WSS- Security 2004), 1 February 2006,
[44] | SOAPMessageSecur | https://www.0asis-
ity open.org/committees/download.php/16790/wss-v1.1-spec-0s-
SOAPMessageSecurity.pdf
WSS- . : .
[45] | UserNameTokenProf Web Services Security UsernameToken Profile 1.1, February
il 2006, http://docs.oasis-open.org/wss/vl.1/
[46] WSS- Web Services Security X.509 Certificate Token Profile 1.1,
X509TokenProfile February 2006, http://docs.oasis-open.org/wss/vl.1/
[47] | xmL Extensible Markup Language (XML) 1.0, W3C Recommendation
10-Feb-98, REC-xmlI-19980210
XML Signature Syntax and Processing (Second Edition),W3C
[48] | XML Signature Recommendation
http://www.w3.0rg/TR/2008/REC-xmldsig-core-20080610/
[49] | BSI TR-03111 BSI Technlcal Guideline TR-03111: Elliptic Curve Cryptography,
Version 2.0
NIST Special Publication SP 800-56A: Recommendation for
[50] | NIST SP 800-56A Pair-Wise Key Establishment Schemes Using Discrete
Logarithm Cryptography (Revision 2), May 2013
ANSSI ECC Avis relatif aux parameétres de courbes elliptiques définis par
[51] I'Etat francais. JORF n°0241 du 16 octobre 2011 page 17533.
FRP256V1
texte n° 30. 2011
Characteristics of the Universal Subscriber Identity Module
[52] | 3GPPTS 31.102 (USIM) application, Release 9
SIMalliance: eUICC Profile Package - Interoperable Format
[53] | SIMAPP Technical Specification V2.2, 10 September 2018,
http://simalliance.org/euicc/euicc-technical-releases/
GlobalPlatform Card Specification v.2.2 Amendment A:
[54] | GPC_SPE_007 Confidential Card Content Management v1.0.1
[55] | NIST SP 800-56C NIST S.peC|aI Publication 8.00—560 Recomn_wendatmn for Key
Derivation through Extraction-then-Expansion
[56] | SGP.14 GSMA eUICC PKI Certificate Policy v1.1
[57] | RFC 5280 Internet X.509 PKI Certificate and CRL Profile
[58] | RFC 1035 DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION
[59] | RFC 3596 DNS Extensions to Support IP Version 6
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Key words for use in RFCs to Indicate Requirement Levels, S.
[60] | RFC 2119 Bradner
http://www.ietf.org/rfc/rfc2119.txt

FS.04 - Security Accreditation Scheme for UICC Production i

[61] | FS.04 Standard v8
FS.08 1 Security Accreditation Scheme for Subscription
[62] | FS.08 Manager - Standard v3
[63] | SGP.05 SGP.05 - Embedded UICC Protection Profile v1.1
[64] | SGP.16 M2M Compliance Process v1.0
65] | RFC 3987 Internationalized Resource Identifiers (IRIs) . January

2005. http://lwww.ietf.org/rfc/rfc3987.txt

1.8 Conventions

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", and "MAY" in this
document SHALL be interpreted as described in RFC 2119 [60].

2 General Parts of the Technical Specification

This section contains a technical description and architecture of the Remote Provisioning
System for the Embedded UICC. It SHALL be compliant with the Remote Provisioning
Architecture for Embedded UICC [1]. In addition, the statements in this section define the
basic characteristics that need to be taken into account when realising this specification.

2.1 General Architecture

This section further specifies the Roles and interfaces associated with the Remote
Provisioning and Management of the eUICC, building on GSMA Remote Provisioning
Architecture for Embedded UICC [1].
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Figure 1. eUICC Remote Provisioning System

The above figure provides the complete description of the eUICC Remote Provisioning and
Management system.

The ES5, ES6, ES8 and ESx interfaces are described in section 4.

The ES1, ES2, ES3, ES4 and ES7 interfaces are described in section 5.

NOTE:

NOTE:

NOTE:

NOTE:

V4.0

Functions of the ES2 interface related to Profile ordering and master delete
are considered out of the scope of this specification as these functions may
be based upon pre-existing Operator processes.

The interface between the SM-DP and EUM and the related function for
Profile Creation is out of the scope of this specification as this function is
based upon proprietary mechanisms.

The ESG6 interface is based on the RAM and RFM mechanisms described in
ETSITS 102 225 [4] and ETSI TS 102 226 [5].

As defined in GSMA Remote Provisioning Architecture for Embedded UICC
[1], the Initiator Role is assumed to be played by the Operator and functions
related to this Role are specified in the ES4 interface.
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NOTE: ESx and its related operations for Emergency and Test Profiles (Local
Enabling and Local Disabling), as well as the support of the Emergency
Profile and Test Profile, are optional features.

2.2 eUICC Architecture

This section focuses on the eUICC architecture which widely leverages current
telecommunication standards, as well as GlobalPlatform standards that are especially well
adapted to establish Role separation and data isolation. In particular, each entity will have a
dedicated Security Domain with different privileges and configuration.

2.2.1 Security Domains

The eUICC architecture comprises the following Security Domains for the purpose of
Platform and Profile Management:

1 The ISD-R is the representative of the off-card entity SM-SR

1 The ECASD is the representative of the off-card entity Cl

1 An ISD-P is the representative of an off-card entity SM-DP. An eUICC can contain
more than one ISD-P

LY

C
< N
,3\ >
Q

Figure 2. Security Domain Architecture Overview

An ISD, as specified in GlobalPlatform Card Specification [6], does not exist in the
architecture of the eUICC.

2211 ISD-R
There SHALL be only one ISD-R on an eUICC.

The ISD-R SHALL be installed and first personalized by the EUM during eUICC
manufacturing. The ISD-R SHALL be Associated with itself.

After eUICC manufacturing, the ISD-R SHALL be in life-cycle state PERSONALIZED as
defined in GlobalPlatform Card Specification [6], section 5.3. The LOCKED state SHALL
NOT be supported by the ISD-R.

The ISD-R privileges SHALL be granted according to Annex C.
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The ISD-R SHALL only be able to perform Platform Management functions on ISD-Ps.

22.1.2 ECASD
There SHALL be only one ECASD on an eUICC.

The ECASD SHALL be installed and personalized by the EUM during the eUICC
manufacturing. The ECASD SHALL be Associated with the ISD-R.

After eUICC manufacturing, the ECASD SHALL be in life-cycle state PERSONALIZED as
defined in GlobalPlatform Card Specification [6], section 5.3.

The ECASD is involved in the following functions:

1 SM-DP key set establishment for Profile Download and Installation
1 SM-SR key set establishment for SM-SR Change

The ECASD SHALL be personalized by the EUM during eUICC manufacturing with:

PK.CI.ECDSA

SK.ECASD.ECKA

CERT.ECASD.ECKA for eUICC Authentication and key establishment
EID

= =4 =8 =

The ECASD SHALL comply with the requirements defined for the CASD in GlobalPlatform
Card Specification UICC configuration [7] except:

1 AIDs and TAR SHALL be allocated as defined in section 2.2.3
9 Support of SCP 02 is not required
1 Only the ISD-R and ISD-Ps SHALL be able to use the ECASD services

2.2.1.3 ISD-P
An ISD-P hosts a unique Profile.

Only one ISD-P SHALL be enabled on an eUICC at any point in time.

An ISD-P SHALL be installed by the ISD-R and then personalized by its related SM-DP (see
section 3.1.1). At least one ISD-P with a Profile SHALL be installed and first personalized by
the EUM during eUICC manufacturing to allow future eUICC connectivity.

No component outside the ISD-P SHALL have visibility or access to any Profile component

with the exception of the ISD-R, which SHALL have read access to POL1 and to the
Connectivity Parameters as defined in section 4.1.3.4.

A Profile Component SHALL NOT have any visibility of, or access to, components outside its
ISD-P. An ISD-P SHALL NOT have any visibility of, or access to, any other ISD-P.

It SHALL be possible to allocate the same AID within different Profiles. A Profile Component
SHALL NOT use the reserved ISD-R, ISD-P and ECASD AIDs.
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It SHALL be possible to allocate the same TAR within distinct Profiles. A Profile Component
SHALL NOT use the reserved ISD-R, ISD-P and ECASD TARs.

An ISD-P SHALL remain associated to the ISD-R during all its life time in order for the ISD-R
to be able to perform the Platform Management functions:

i ISD-P Creation: the Association between the ISD-R and an ISD-P SHALL be created
at that time

ISD-P Deletion and Master Delete

Profile Enabling and Disabling

Fall-Back Attribute setting

Transport function: The Association SHALL allow SCP03/SCP03t establishment
between the SM-DP and the ISD-P.

= =4 =4 =4

ISD-P SHALL follow the life-cycle illustrated in the Figure 3, based on the Security Domain
life-cycle defined in GlobalPlatform Card Specification [6], section 5.3.

1 (ISBPcreation)

1
SELECTABLE [—>delete

I
2 (key establishment) l

PERSONALIZED 1 delete
(Profile creation)

2 (successfuprofile downloao)|

1
DISABLED [—>delete

Transitions triggered by: 'y
1¢ISDR - 1 Hig
2-The ISEP itself - A
3-Faltback mechanism .o,

ENABLED

Figure 3: ISD-P Life-Cycle State Transitions

After execution of the procedure described in section 3.1.1, the ISD-P SHALL be in
SELECTABLE state. After execution of the procedure described in section 3.1.2, the ISD-P
SHALL be in PERSONALIZED state.

NOTE: The INSTALLED state for security domains defined in GlobalPlatform Card
Specification [6] is skipped by the command for ISD-P creation defined in
section 4.1.1.1.
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After execution of the procedure described in section 3.1.3 or 3.4, the ISD-P SHALL be in
the DISABLED state. The ISD-P can also transition to the DISABLED state as the result of
the enabling of another ISD-P as described in section 3.2, or the activation of the Fall-Back
Mechanism.

After execution of the procedure described in section 3.2, the ISD-P SHALL be in the
ENABLED state. The ISD-P can also transition to the ENABLED state as the result of the
activation of the Fall-Back Mechanism.

Deletion removes the ISD-P with its Profile from the eUICC.
The LOCKED state SHALL NOT be supported by an ISD-P.

For coding the states, table 11-5 of GlobalPlatform Card Specification [6] is modified as
follows:

b8 b7 b6 b5 b4 b3 Meaning
olofloflo|o|lo]| 1|1 ]|(NSTALLED)

ojo0of0]0O0]|]O0]1 1 1 | SELECTABLE

PERSONALIZED (Profile
creation)

ojofoj1]|1]1 1 1 | DISABLED
o(o|l1)1]1)1 1 1 | ENABLED

Table 1 ISD-P Coding States

These states can be mapped to the architectural states defined in GSMA Remote
Provisioning Architecture [1] as shown below:

State (as defined in [1]) ‘ State (as defined above)

(INSTALLED)

Created SELECTABLE
PERSONALIZED

Disabled DISABLED

Enabled ENABLED

Deleted No explicit mapping; ISD-P no
longer exists on the eUICC

Table 2 ISD-P State Mapping

ISD-P privileges SHALL be granted according to Annex C.

All Profile Components, in particular the MNO-SD, SHALL remain linked to the ISD-P in
order to enable the following:

91 Profile Download and Installation: the Profile Components, which are affiliated with
the ISD-P, are created at that time
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9 ISD-P Deletion and Master Delete: the Profile Components SHALL be deleted at that
time

1 Profile Enabling and Disabling: Enable and Disable access to all the Profile
Components

1 Update of POL1

91 Provide read access to POL1 when required for Platform Management functions.

The Application privileges (defined in GlobalPlatform Card Specification [6]) assigned to a
Profile Component SHALL apply according to Annex C.

All Profile Components created by the ISD-P SHALL always remain affiliated with the ISD-P.
In particular it is not possible to change the affiliation of any Profile Component.

When an ISD-P is not in enabled state, the eUICC SHALL ensure that:

1 Remote management of any Profile Component is not possible via the ES6 interface;

1 The file system within the Profile cannot be selected by the Device or any application
on the eUICC,;

1 The applications (including NAAs and Security Domains) within the Profile cannot be
selected, triggered or deleted.

2.2.2 ldentification of eUICC: EID

The EID is the eUICC identifier used in the context of Remote Provisioning and Management
of the eUICC.

The EID SHALL be stored within the ECASD and can be retrieved by the Device at any time
using the standard GlobalPlatform GET DATA command by targeting the ECASD as
specified in GlobalPlatform Card Specification [6] as follows:

1 Select the ECASD using the SELECT command with the AID value defined in section
2.2.3

1T Send a O6GET DAT AOGECASDmwithahe datatolgectttah 'BA' to retrieve
the EID

The EID SHALL have the following structure:

1 The EID SHALL always be 32 digits long
1 The EID SHALL always be built of
o A Major Industry Identifier digit of 8 (1% digit), as defined in ISO/IEC 7812 [19].
0 An additional digit of 9 specifying telecommunications, as defined in ISO/IEC
7812 [19],
o An additional three digits for country code (3" to 5™ digits).
A If the country code is one digit long, its value SHALL be prefixed by
two digits of 0,
A If the country code is two digits long, its value SHALL be prefixed by
one digit of 0.
o An additional three digits for issuer identifier (6™ to 8" digits)
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A If the issuer identifier is one digit long, its value SHALL be prefixed by
two digits of 0,

A If the issuer identifier is two digits long, its value SHALL be prefixed by
one digit of 0.

o An additional ten digits for issuer specific information (9™ to 18" digits), of
which the first five digits (9" to 13™) contain version information about the
platform and OS, to be specified by the issuer and the last five digits (14" to
18") contain additional issuer information,

o An additional twelve digits for the individual identification number (19" to 30"
digits),

o A last two digits (315 to 32" digits) containing check digits calculated over all
32 digits as specified below.

9 The country code and issuer identifier SHALL be assigned as specified in ITU E.118
[21]
1 The two check digits are calculated as follows:

o 1. Replace the two check digits by two digits of 0,

0 2. Using the resulting 32 digits as a decimal integer, compute the remainder
of that number on division by 97,

0 3. Subtract the remainder from 98, and use the decimal result for the two
check digits,

A If the result is one digit long, its value SHALL be prefixed by one digit
of 0.
1 When stored as a byte string, the first digit SHALL be put into the highest four bits of
the first byte

Annex J provides a description of how the verification of an EID is performed.

2.2.3 Identification of Security Domains: AID and TAR

The ISD-P AID, the ISD-R AID and the ECASD AID SHALL follow the structure specified in
ETSI TS 101 220 [2], with a RID and a PIX. The ISD-P AID, the ISD-R AID and the ECASD
AID SHALL be 16 bytes long including the TAR.

The RID of the Executable Load File, the Executable Module and the Application of the ISD-
R, the ISD-P and the ECASD SHALL be set to '"AO00000559' (as defined in ISO/IEC 7816-
5:2004).

The ISD-R application SHALL be installed by the EUM during eUICC manufacturing. The
ISD-R Executable Load File AID and the ISD-R Executable Module AID can be freely
selected by the EUM.

ThelSD-R application AI D SHALL be 6A0 00 00 05 59 1
as defined into Annex H.

The ECASD application SHALL be installed by the EUM during eUICC manufacturing. The
ECASD Executable Load File AID and the ECASD Executable Module AID can be freely
selected by the EUM.
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The ECASD application AI D SHALL be 6A0 00 0O

as defined into Annex H.

The ISD-P application SHALL be installed by SM-SR during the firststepof t he A Pr of i
Downl oad and Install at3ilond procedure in secti

ThelSD-P Execut able Load File Al D SHALL be O6AO0
00 OD 00' as defined into Annex H.

ThelSD-P Execut able Module AI D SHALL be 6A0 00O
OE 00' as defined into Annex H.

The ISD-P application AID SHALL be coded according to Annex H. The SM-SR SHALL
allocate the ISD-P application AID in the range defined in Annex H.

NOTE: The choice of having the ISD-P AID allocated by the SM-SR is to avoid
conflicts with other ISD-P AIDs used by already installed ISD-Ps; the SM-DP
cannot have such visibility.

The MNO-SD application AID and TAR(S) can be freely allocated by the Operator during
Profile definition.

2.2.4 Profile Structure

The Profile structure, composed of a set of Profile Components, is specified by, and under
the full control of, the Operator. The full Profile structure SHALL be contained in a unique
ISD-P.

The Profile structure SHALL contain a Profile Component, called MNO-SD, which performs
an identical Role as the ISD for a UICC (see GlobalPlatform Card Specification [6]). This
MNO-SD is the representative of the Operator owning the Profile, meaning it contains the
Operatordés OTA Key sets.
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ISDP

-SMDP_Keyset_scp03
POL1 onnectivi
Parameters

MNO-SD
-MNO_Keyset_scp80

-MNO_Keyset_scp81 (opt.
-MNO other keysets (opt.)

FileSystem

n

4 Application

- J

——> GP association link

Figure 4: Profile Structure Overview
The Profile in the Figure 4 provides an example of a Profile structure.
The Profile structure SHALL include:

The MNO-SD

At least one NAA

POL1, even if not used

The file system

Connectivity Parameters of the Profile

= =4 -4 -4 =9

The Profile structure MAY contain:

1 Several Applications (as defined in GlobalPlatform Card Specification [6]) in addition
to the MNO-SD

1 One CASD (as defined in GlobalPlatform Card Specification UICC Configuration [7])

The privileges that can be allocated to the MNO-SD and to applications SHALL comply with
Annex C.

It SHALL be possible for the Operator to establish secure channels between the Operator
OTA Platform and security domains of the Profile as specified in ETSI TS 102 225 [4] and
ETSITS 102 226 [5].
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2.2.5 Secure Channel on Interfaces

2251 Secure Channel on ES5 (SMsR-eUICC)

The ES5 functions are addressed to the eUICC through a secure channel established
between the SM-SR and the ISD-R. The eUICC SHALL support SCP80 and may support
SCP81 (defined in ETSI 102 225 [4] and ETSI 102 226 [5]). See also section 2.4.

To enable SCP80, the ISD-R SHALL be personalized before issuance by the EUM with at

|l east one key set, with a Key Version Number

Card Specification UICC Configuration [7].

To enable SCP81, the ISD-R SHALL be personalized with at least one key set, with a Key

Ver si on Number bet ween 64006 to 64F06 foll owi

[34].
The key length and algorithm SHALL comply with section 2.3.3.

The key sets SHALL be loaded in the ISD-R, and provided to SM-SR, in the EIS, through
ES1

ES5 function 0

i - Keyset_scp80
= - Keyset_scp8{opt.)
- Keyset_scp80

- Keyset_scp8{opt.)

L J L
Off-card eUiCcC

Figure 5. Secure Channel Between SM-SR and ISD-R

2252 SecureChannel on ES8M-DP - eUICC)

The ES8 functions are addressed to the eUICC through a secure channel established
between the SM-DP and its ISD-P. The eUICC SHALL support SCP03 for ES8 (as defined
in GlobalPlatform Card Specification Amendment D [10], as well as the variant SCP03t
defined in this specification (see section 4.1.3.3).

NOTE: SCPO03 is the only secure channel defined by GlobalPlatform that complies
with requirements of the section 2.3.3.

To enable SCP03 and SCPO03t, the ISD-P SHALL be personalized with at least one key set,
with a Key Version number between 63006 to
Configuration [34]).

The secure channel configuration, key length and algorithm to be used SHALL comply with
section 2.5.

The first SCPO03 key set is loaded into the ISD-P by its SM-DP as described in the procedure

03FO

bet

Gl

(

AKey Establishmesutwiatlh ASid ehreaart iB&ZBH3I i ono, section
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AT
ES8 function /———> SCP03/SCPO03t

SCP80 or SCP81 \}

- Keyset_scp80 - Keyset_scp03
- Keyset_scp81 (opt.)

- Keyset_scp80
- Keyset_scp81 (opt.)

- Keyset_scp03

| J | J
Off-card eUlCC

Figure 6: Secure Channel Between SM-DP and ISD-P

2253 SecureChannel on ES6 (OperatetJICC)

The ES6 functions are addressed to the eUICC through a secure channel (as defined in
ETSI TS 102 225 [4] and ETSI TS 102 226 [5]) established between the Operator and the
MNO-SD (as defined in section 2.2.3).

NOTE:  The Operator can also communicate with any other SSD (of the Profile)
belonging to the Operator. The Figure 7 only illustrates the secure channel
with the MNO-SD.

The initial OTA Key sets are part of the Profile and are loaded by the SM-DP during the
AProfile Downl oad and 3.1, ordoadaed by thea EUM hefore ell@e sect i on
issuance.

______________

MNO ES6 function SCP80 or SCP81

-Keyset_scp80 !
-Keyset_scp81 (opt.),
-other keysets (opt.) !

-Keyset_scp80
-Keyset_scp81 (opt) e
| !-other keysets (opt.) | l |

Off-card eulCC
Figure 7: Secure Channel Between Operator and MNO-SD

2.2.6 eUICC OS Update

An eUICC should support a secure mechanism to allow the eUICC OS Update when the
eUICC is in the field. Such mechanism allows the eUICC Manufacturer to correct errors in
existing features on the eUICC. When an eUICC OS Update mechanism is supported, it
SHALL be declared in the EIS through OSUpdateSupported in the AdditionalProperties field.

The process and mechanisms are EUM implementation specific and therefore out of scope
of this specification.

In case an eUICC OS Update happens, the EUM SHALL ensure that:

1 theresulting eUICC SHALL maintain, at least, the same level of security and
functional compliance than the previous eUICC.

9 The EIS additional property updatedPlatformVersion is updated to reflect the change
of Operating System version
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After an update of the EIS, the SM-SR SHOULD take implementation-dependent actions to
al so update the EI'S field fAiremainingMemoryo.

2.3 Security Overview
This section provides an overview of the overall ecosystem security features.

The expectation of this architecture is to provide a solution offering a security level at least
equivalent to the security reached by the current UICC and its management systems.

The security requirements have to be applied to the different Actors and Roles (Customer,
Operator, SM-DP, SM-SR, ClI, eUICC and eUICC Manufacturer). Each Role is considered as
elements which can belong to a security realm and has to fulfil the appropriate certification
compliance criteria (see section 2.9).

In addition to the intrinsic security of each security realm, the data exchanged between these
entities has to be protected. Any communication between two security realms of the eUICC
ecosystem SHALL be origin authenticated, as well as integrity-Protected and, unless
otherwise specified in detailed sections of this specification, confidentiality protected.

For all the procedures described in this specification the security realms are mutually
authenticated and they have negotiated a minimal-acceptable common cryptographic suite
for further communication.

For the eUICC interfaces, the Platform Management commands (ES5) and the OTA
Platform commands (ES6) SHALL be protected by either a SCP80 or SCP81 secure
channel with security level defined in section 2.4. The Profile Management commands (ES8)
SHALL be at least protected by a SCP03 security level as detailed in section 2.5.

Off-card entities SHALL implement access control mechanisms for all function execution and
data access requests. This access SHALL be authorised and any access SHALL be traced
as defined in the GSMA certification schemes.

2.3.1 Certificate Issuer Role

The Certificate Issuer (Cl) Role issues the certificates for the eUICC Remote Provisioning
System and acts as a trusted third party for the purpose of mutual authentication of the entities
of the system. The CI provides:

1 A self-signed Root Certificate used to verify certificates issued and signed by the ClI

1 A public key (PK.CI.ECDSA), part of that Root Certificate, used on the eUICC to
verify certificates issued by the ClI

1 A certificate (CERT.DP.ECDSA, signed by the CI) to authenticate the SM-DP. This
certificate is used ieo0 trhreo dicdbuarde and | nst al |

1 A certificate (CERT.SR.ECDSA, signed by the CI) to authenticate the SM-SR. This
certificate i-SRuskangeotheod&dur e

1 A certificate, signed by the CI, to authenticate the EUM. This certificate is used in the
"Download and InstallPr of i | e" a+d®R ich atnlyee 0 PMocedur es.

91 A Certificate Revocation List (CRL), issued periodically or on event, as specified in
the GSMA eUICC PKI Certificate Policy SGP.14 [56]. This CRL lists identifiers of the
certificates issued by the CI that have been revoked before their expiration date.
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2.3.2 Certification Chains

The Certificate Issuer Role issues certificates for Embedded UICC remote provisioning system
entities and acts as a trusted root for the purpose of authentication of the entities of the system.

The following certificates SHALL be signed and issued by the CI, according to the policies
specified in SGP.14 [56]:

1 Self-signed Root Certificate
T EUM Certificates

1 SM-SR Certificates

1 SM-DP Certificates

The EUM, SM-SR, and SM-DP certificates, SHALL be requested to the CI, following the
procedures, and using the CSR formats, defined in SGP.14 [56].

The Self-signed Root certificate, and the EUM certificates, SHALL follow the format specified
by SGP.14 [56], based on X.509, including in particular extensions SubjectAltName and
SubjectKeyldentifier.

The SM-SR, SM-DP, and eUICC certificates, SHALL follow the format specified by this
document, in sections 4.1.1 and 4.1.3, based on Global Platform Amendment E [11]

The following certificates SHALL be signed and issued by the EUM:

I eUICC Certificates

Cl
Root Certificate
(self signed)
Public Key for

signature verification

Private Key for
signature

SMDP
SMDP Certificate
(signed by CI)
Public Key
(PK.DP.ECDSA)

Private Key

SMSR

SMSR Certificate
(signed by CI)
Public Key
(PK.SR.ECDSA)

EUM
EUM Certificate
(signed by CI)
Public Key for
signature verification

Private Key for
signature

Private Key

eUICC Certificate

(signed by EUM)
Public Key

(PK.ECASD.ECKA

Private Key
(SK.ECASD.EC

B certificate is signed by A private key

Figure 8 Certificate Chains

The certificate operational period and key pair usage period of all certificates SHALL be set to
the time limits defined in SGP.14 [56] section 8.2.
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2321 Management of certificates on eUICC
The following certificates SHALL be checked by the eUICC:

i the SM-SR Certificate
i the SM-DP Certificate

The following certificate and key SHALL be stored in the eUICC:

9 the eUICC Certificate
1 the public key allowing to verify SM-SR and SM-DP certificates

The eUICC Certificate is part of the EIS (eUICC Information Set) which is stored in the SM-
SR and/or at EUM level. This certificate contains:

1 The PK.ECASD.ECKA used for EIGamal Elliptic Curves key agreement as defined in
GlobalPlatform Card Specification Amendment E [11]

1 The EID

1 The technical reference of the product, which allows the Common Criteria (CC)
certification report to be identified by Common Criteria certification body (for example
BSI, ANSSI).

2.3.2.2 Identification of parent certificates

It is recognized that the CA-ID field (tag 42) in a GlobalPlatform certificate is usually filled
with the identifier of the organization that issues the certificate. In case this organization has
more than one key pair that can be used to sign issued certificates, this tag alone is not
sufficient to distinguish which parent key pair was used.

In the context of this specification, an additional identifier of the parent key pair SHALL
therefore be provided in the parent certificate as an extension SubjectKeyldentifier, (as
described in RFC 5280 [57]).

This identifier SHALL be referenced in the child certificates as an extension Authority Key
Identifier (as described in RFC 5280 [57]) in the EUM certificate, or as a tag C9 Authority
Key ldentifier within the discretionary data field (tag 73) for eUICC, SM-SR, and SM-DP
certificates.

When the Authority Key Identifier extension or tag is present, its value SHALL match the
value of the Subject Key Identifier extension of the parent certificate.

2.3.2.3 Certificate revocation management

The EUM Certificate, SM-DP Certificate, and SM-SR Certificate, can be revoked by the CI for
a number of reasons, described in SGP.14 [56], and following procedures described in the
same document for the triggering and evaluation of the revocation request, and for the
information of relying parties after revocation.

The Operator SHOULD consider the revocation status of the EUM Certificate before
downloading their Profile on an eUICC whose EIS and ECASD Certificate was signed by the
EUM private key.
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The Operator SHOULD consider the revocation status of the Certificate of the SM-DP and

SM-SR which manage the Operatoros Profiles.

NOTE: This can be achieved by retrieving regularly the most up-to-date CRL issued

by the CI, and check if any Certificate of their EUM, SM-DP SM-SR supplier
is listed. From this point the Operator can inspect the reason for revocation.

As a general recommendation, the Operator SHOULD NOT download a Profile on an eUICC
whose EUM Certificate was revoked. And the Operator SHOULD avoid to manage its Profiles
via an SM-DP or an SM-SR whose certificate has been revoked.

However, based on the revocation information, the Operator can make an informed decision
as to whether it can continue to rely on the eUICC, SM-SR, SM-D P, at the Operato

risk, as stipulated in SGP.14 [56]. The SM-DP and SM-SR SHALL obey the

informed decision:

1

When an Operator requests the SM-DP to download a Profile on an eUICC, the SM-
DP SHALL NOT refuse to download the Profile for the sole reason that the EUM
certificate has been revoked.

When an Operator requests a Profile Management or Platform Management
operation, the SM-DP SHALL NOT refuse to perform the operation for the sole reason
that the SM-SR Certificate has been revoked.

When receiving an EIS via ES1 or ES7, the SM-SR SHALL NOT refuse to register the
eUICC for the sole reason that the EUM Certificate has been revoked.

When an Operator requests a Profile Management or Platform Management
operation, the SM-SR SHALL NOT refuse to perform the operation for the sole reason
that the EUM Certificate has been revoked.

When an M2M SP requests a Profile Lifecycle Management operation, the SM-SR
SHALL NOT refuse to perform the operation for the sole reason that the EUM
Certificate has been revoked.

When an Operator requests a Profile Management or Platform Management operation
via the SM-DP, the SM-SR SHALL NOT refuse to perform the operation for the sole
reason that the EUM Certificate has been revoked.

When transferring an eUICC to another SM-SR2 via SM-SR Change, the SM-SR1
SHALL NOT refuse to perform the operation for the sole reason that the SM-SR2
Certificate has been revoked.

Op e

NOTE The above ensures that the eUlI CC doesnot

233

status of the SM-DP certificate or the SM-SR certificate that it receives.

General Consideration on Algorithm and Key Length

Following the recommendations of several security agencies (for example NIST: SP 800-57
Part 1: Recommendation for Key Management [36], which was last revised in 2012; BSI: TR-
02102: Kryptographische Verfahren: Empfehlungen und Schlissellangen [37], which was
updated in 2013. For an overview see also http://www.keylength.com/en/2/), the following
table provides an overview of the key lengths and hashing methods that SHALL be applied
in the context of this specification to ensure a good level of security up to the horizon 2030:

Algorithm Minimum Key Length
Symmetric (AES) 128 bits, block size of 128 bits
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Asymmetric (RSA) 3072 bits
Elliptic curve 256 bits
Hashing for Digital signatures and hash-only SHA-256
applications

Hashing for HMAC, Key Derivation Functions and SHA-256
Random Number Generation

Table 3 Algorithm and Key Length
2.4 OTA Communication on ES5 (SM-SR-eUICC)

2.4.1 General OTA Requirements

In the eUICC Remote Provisioning and Management system the OTA communication is
exclusively handled by the SM-SR. The SM-SR can use SMS, CAT_TP and HTTPS for
remote OTA communication with the eUICC.

The eUICC SHALL support SMS and either CAT_TP or HTTPS or both.

Device requirements are stated in Annex G.

The SM-SR SHALL support SMS, HTTPS and CAT_TP.

In HTTPS case, the SM-SR and eUICC MAY support DNS resolution to resolve the

IP address of the SM-SR

9 For LTE network deployments the system SHALL support SMS as defined in GSMA
PRD IR.92 [38].

1 The SM-SR is free to select the most relevant protocol according to the eUICC and
Device capabilities and the platform or Profile Management operation to execute.

1 The eUICC SHALL support the RAM and RFM as defined in ETSI TS 102 226 [5], in

particular Expanded Remote Application data format and Script Chaining.

=A =4 -4 4

2.4.2 Void

243 SMS
The usage of the SMS protocol may be relevant in several situations:

1 SMS for HTTPS session triggering, as defined in ETSI TS 102 226 [5], and also in
OMA-Smart Card Web Server[14] ( sect i on fARemote Administrat.i
usinga MT-S MS 0 )

1 SMS for CAT_TP session triggering as defined in ETSI TS 102 226 [5].

1 When a command to be sent to the eUICC can fit into a few SMS; such a solution can
be more efficiently handled via SMS, as compared to HTTPS.

The eUICC SHALL support the sending of secure packet over SMS as defined in 3GPP TS
31.115[13]

The eUICC SHALL support RAM over SMS as defined in ETSI TS 102 226 [5].

The eUICC SHALL comply with 3GPP TS 31.111 [27] and 3GPP TS 31.116 [28].
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Except for the notification described in section 3.15.1, concerning the security level, the SMS

(MT or MO) SHALL make use of a CC with a length of 64 bits using AES CMAC mode,

ciphering using AES in CBC mode and counter valu
lengths are defined in section 2.3.3.

9 Procedures for the PoR SHALL follow ETSI TS 102 225 [4] and 3GPP TS 31.115
[13] with the following precisions:In the case that an incoming SMS for the ISD-R
does not meet this security level, it must be rejected by the eUICC and no PoR
SHALL be sent back

1 When the eUICC cannot authenticate the SM-SR, it SHALL NOT send any PoR and
discard the command packet with no further action being taken.

SPI12 SHALL be set to:

f 6006: no PoOoR (this value SHALL only be used
3.15.1 and optionally for the SMS for HTTPS session triggering described in section
2.4.3.1),

T or t oPoRVEt®EC:and encryption.

When a PoR is returned, the SMS SHALL make use of a CC with a length of 64 bits using
AES CMAC mode , ciphering using AES in CBC mode and SHALL be sent using SMS-
SUBMIT mode. Minimum key lengths are defined in section 2.3.3.

All these security requirements SHALL apply also for the SCP80 secured packets
exchanged during a CAT_TP session.

2431 SMS for HTTPS Session Triggering

The SM-SR SHALL make use of a special SMS for triggering the opening of an HTTPS
session to the eUICC.

This SMS SHALL be addressed to the ISD-R. The necessary TAR information SHALL be
included in the EIS. The SMS SHALL comply with the format described in GlobalPlatform
Card Specification Amemidmesmttr aBt i[Bn ,s esesitdr o nt riiAgg

The SM-SR MAY choose to request a PoR or not for this special SMS, and set the SPI2 byte
of the SMS accordingly.

NOTE: Normally the SM-SR will close the session. However, if needed, the eUICC
MAY close the session.

2432 SMS for CAT_TP Session Triggering

The SM-SR SHALL make use of a special SMS for triggering the opening of a CAT_TP
session to the eUICC.

This SMS SHALL be addressed to the ISD-R. The necessary TAR information SHALL be
included in the EIS. The SMS SHALL comply with the format described in:

1 ETSITS 102226 [5],usingthepar amet er fARequest for BIP chan
ARequest for CAT TIhPe slei npka reasnteatbelriss haon.d t he cor
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for BIP channel openingo and fAData for
two different commands sent in the same push SMS.

NOTE: Normally the SM-SR will close the session. However, if needed, the eUICC
MAY close the session.

2.4.3.3 Command Format in SMS

The commands sent to the eUICC within a secure script in SMS SHALL be formatted as an
expanded remote command structure as defined in ETSI TS 102 226 [5]. As a consequence,
the eUICC SHALL provide the answer as an expanded remote response structure.

244 HTTPS
If HTTPS is used, the following sections SHALL apply.

2441 PSK-TLS

2.4.4.1.1 Cipher Suites

The eUICC SHALL support the Transport Layer Security (TLS) protocol v1.2 [15] and
SHALL advertise at least one of the following Pre-Shared Key Cipher suites as defined in
RFC 5487 [17]:

1 TLS_PSK_WITH_AES_128 GCM_SHA256
1 TLS_PSK_WITH_AES_128 CBC_SHA256

The Pre-Shared Keys SHALL have an entropy of at least 128 bits.

CAT_TF

The eUICCISD-R SHALL be configured with 6idé6 = 60406 to

defined in GlobalPlatform Amd B [8].
The SM-SR SHALL select a cipher suite of the same or higher security compared to the two

listed above.

24412 PSK-ID Value for TLS Handshake

The PSK-ID specified in this section defines a format suited for PSK random keys. However,
a SM-SR MAY use a dedicated PSK-ID format in particular to be able to manage PSK derived
from master key. In this case the derivation algorithm used SHALL be robust and follow the
NIST recommendation SP800-56C [55], the derived Pre-Shared Keys SHALL have an entropy
of at least 128 bits.

As specified in RFC 4279 [16], the PSK Identity SHALL be first converted to a character
string, and then sent encoded in octets using UTF-8 [18] by the eUICC.

In the context of this specification, the PSK Identity before conversion is a sequence of
Tag/Length/Value (TLV) objects in hexadecimal string representation.

NOTE: As the PSK Identity is expected to be as short as possible, all lengths are
coded in one byte. BER-TLV coding is unnecessary in this case.
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Description

Tag for identifying PSK-ID format | 1 6806

Length 1 6016

Identification of the PSK-ID 1 Expected value is 60250

format. format for random PSK.

Tag for indicator of EID 1 6816

Length of EID 1 6106

EID value 16 The EID value. The value SHALL be coded in
hexadecimal string representation.

Tag for security domain AID 1 604F©b

Length of security domain AID 1 610606

Security domain AID value 16 The AID value of the ISD-R. The value SHALL
be coded in hexadecimal string representation.

Tag for key identifier 1 682606

Length 1 601606

Key identifier 1 The key identifier value. The value SHALL be
coded in hexadecimal representation.

Tag for Key version 1 68350

Length 1 6016

Key version 1 The key version value. The value SHALL be

coded in hexadecimal representation. Key
version number range reserved for SCP81 is '40'
to '4F'.

Table 4 PSK-ID Format

Example of PSK-ID before conversion to an UTF-8 string:

68001028110010203040506070809010203040506074F100Q¢
ODOEOF8201018301400
2.4.4.1.3 Other restrictions on TLS session management

In addition to restrictions to the TLS protocol specified in GP Amendment B [8], the ISD-R
and SM-SR SHALL NOT support TLS Session resumption (RFC 4507 or RFC 5077) nor
several parallel TLS sessions.

2442 HTTP POST Request of ISDR

The POST request is used by the ISD-R to fetch remote APDU strings and to transmit

response strings. The ISD-R SHALL strictly follow GlobalPlatform Card Specification

Amendment B [8] for the format of the POST request. The content of the HTTP POST
header field X-Admin-Fr om SHALL be fehteddwi it hfohemafiAgn st a
GlobalPlatform Card Specification AmendmentB[8], secti on AAdmini strati on
Triggering Par amet eieldisnotstafdardisedp.r mat of t hi s f
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AnAgent I do information SHALL include two parts:

91 the eUICC identifier (EID)
1 the identifier of the Security Domain representing the Admin Agent function

Each part is built using the following format:
/l<part -id>/<part -id -type> /<part -id -value>

Where:
-<part -id> A& GKS (dF3 GKIFIG AaLISOMRESBREKAOK LI NI Aada RS-
-<part -id -type> ALISOATFTASE GKS GeLlS 2F GKS ARSYGATASNI GKI

- <part -id -value> provides the identifier value itself

For mat cAdmin-Fhreo moX f i el d:
/Ise - id/eid/<EID>;//aa - id/aid/<RID ISD -R AID>/<PIX ISD -R AID>

Note that this representation of AID in the format /aid/<RID>/<PIX> is already used in
Gl obal Pl atform for other purposes than the MfAAgern

Example of Agent Id field:

i / fidteie/89001012012341234012345678901224;//aa-
id/ aid/ AOOOOOO559/1010FFFF89000001000
The eUICC SHALL use the Chunked mode [Transfer-Encoding: chunked CRLF] for the

POST request message.

The SM-SR SHALL use Chunked mode [Transfer-Encoding: chunked CRLF] for the POST
response.

First request sent by the ISD-R:

POSinitial uri>HTTP/1.1CRLF

Host <SMSR ip> CRLF

X-Admin-Protocol globalplatformremote-admin/1.0 CRLF
X-Admin-From//se-id/eid/<value>;//aaid/aid/ <RID ISDRID ¥<PIX ISDRID>CRLF
CRLF

Return of a command response (no error case) sent by the ISD-R:

POSkuri contained in the previous POST resportd&¥P/1.1CRLF

Host <SMSR ip> CRLF

X-Admin-Protocot globalplatformremote-admin/1.0CRLF
X-Admin-From//se-id/eid/<value>;//aaid/aid/ <RID ISDRID valuet<PIX ISDRID>CRLF
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ContentType application/vnd.globalplatform.cardontentmgt-response;version=1.0 CRLF
TransferEncoding chunked CRLF

X-Admin-ScriptStatus ok CRLF

CRLF

[respong-string]

2443 HTTP POST Response of SMSR

The POST response is used by the SM-SR to transmit the next remote APDU format string
to the ISD-R and possibly to provide the next URI that must be used to request the following
admin command.

The POST response SHALL strictly follow the GlobalPlatform Card Specification
Amendment B [8].

POST response sent by the SM-SR containing commands that SHALL be executed by the
ISD-R:

HTTP/1.1 200 CRLF

X-Admin-Protocol: globalplatformremote-admin/1.0 CRLF

ContentType :application/vnd.globalplatform.cardontentmgt;version=1.0 CRLF
X-Admin-NextURI:<uri of the next POSTGRLF

CRLF

[Command script]

POST response sent by the SM-SR containing commands that SHALL be executed by the
ISD-P:

HTTP/1.1 200 CRLF

X-Admin-Protocol:globalplatformremote-admin/1.0 CRLF

ContentType :application/vnd.globalplatform.cardontentmgt;version=1.0 CRLF
X-Admin-Next-URI:<uri of the next POSTSRLF
X-Admin-TargetedApplication//aid/<rid>/<pix> (of the ISBP-AID) CRLF

CRLF

[Command script]

Intermediate POST response sent by the SM-SR containing no command to execute but
instructing to not close the HTTP session: the eUICC SHALL accordingly send a POST on
the next URI provided, with no response body.

HTTP/1.1 204 CRLF
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X-Admin-Protocol: globalplatformremote-admin/1.0 CRLF
X-Admin-Next-URI:<uri of the next POSTCRLF
CRLF

Last POST response sent by the SM-SR with nothing to do, communication SHALL be
closed:

HTTP/1.1 204 CRLF
X-Admin-Protocol: globalplatformremote-admin/1.0 CRLF
CRLF

2444 Command Format in HTTP Message

The commands sent to the eUICC within a secure script in HTTP messages SHALL be
formatted in an expanded remote command structure with indefinite length coding as defined
in ETSI TS 102 226 [5]. As a consequence, the eUICC will provide the answer as an
expanded remote response structure with indefinite length coding.

2445 Sequence for HTTPSSession Triggering

Except if specified differently for a specific procedure, an HTTPS session with the eUICC is
always triggered by the SM-SR by sending a MT-SMS as defined in section 2.4.3.1.

SMSR . ISDR ISDP '

(1) MFSM$<HTTP session triggering commangizk,

(38 ConditionalDNS resolution to retrieve IP address of-SR

< (3b) PSKTLS handshake >

POST <initial uri> HTTP/1.1 CRLF
Host: <SM-SR ip> CRLF (4)
< X-Admin-Protocol: globalplatform-remote-admin/1.0 CRLF
X-Admin-From://se-id/eid/<value>;//aa-id/aid/ <RID ISDR-AID value>/<PIX
ISDR-AID> CRLF

Figure 9: Sequence for HTTPS Session Triggering

(1) The SM-SR sends a MT-SMS to the ISD-R for HTTPS session triggering as defined in
section 2.4.3.1.

(2) The ISD-R checks the security of the MT-SMS. The figure assumes the security is ok as
defined in [13], otherwise section 2.4.3.1 applies.

(3) Opening of TLS socket
a) If supported and if correctly configured by SM-SR and eUICC, the ISD-R MAY

request a DNS resolution to retrieve the IP Address of the SM-SR. See section
2.4.5
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b) The PSK-TLS handshake is performed as defined in [16] and [17]. The figure
assumes the security is ok. In case of a temporary or fixable error, the SM-SR
SHALL retry or fix the error.

(4) The first POST request is sent to the SM-SR as defined in section 2.4.4.2.
Then the SM-SR can continue with the procedure to execute.

245 DNS Resolution
DNS resolution is an optional feature that is triggered only when:

1 The eUICC includes a DNS resolver Client configured to initiate the DNS queries to
server

1 The SM-SR relies upon a DNS Resolver Server able to provide the IP address
associated to the domain name sent by the client query.

i The eUICC determines that it has to resolve the IP address of the SM-SR server

245.1 Criteria to determine whether DNS resolution is needed
If:

91 the eUICC is requested to open an HTTPS session and

the eUICC supports DNS resolution and

9 the ISD-R has no IP address configured in the Connection Parameters of its
Administration Session Triggering Parameters nor in the Administration Session
Triggering SMS that may have triggered the session (as defined by Global Platform
Amendment B [8]) and

91 the ISD-R has a FQDN, and IP addresses of DNS servers, configured in DNS
parameters as defined in section 4.1.1.10 and

1 the ISD-R has not already resolved the FQDN to an IP address, or has resolved it but
has reasons to consider the resolved value is stale

=

then the eUICC SHALL perform a DNS resolution as described in the procedure 2.4.5.3 to
retrieve the IP address(es) of the SM-SR server.

The eUICC MAY also support other heuristics to determine that DNS resolution is needed
and to which DNS servers to send the DNS queries. For example it MAY obtain the IP
addresses of DNS servers from the device as specified in ETSI TS 102 223 release 12.

2452 DNS protocol features
The DNS resolver of SM-SR and eUICC SHALL:

1 Be compliant to RFC 1035 and RFC 3596 defining the Domain Name System and
protocol

1 Support Query type A (IPv4) and AAAA (IPv6)

Use UDP protocol

1 Support only Recursive mode: the DNS resolver Server SHALL recursively resolve
the given FQDN query, meaning that the answer SHALL contain all the available IP
addresses

=
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1 Send short responses: any response returned by DNS Server must fit in one UDP
packet

2453 Procedure flow for DNS resolution
The sequence flow in the Figure 10 describes the basic exchange for DNS resolution

SMSR / DN§ Device euiCC

|
|(1) DNS resolution is requested |

(2) OPEN CHANNEL UDP (parametgrs)

TR=0OK

|
L4
DNS resolution

sequencemay be
b
performed several

| (4) Process DNS resolutich times

1_

(3) DNS query

(5) DNS response

Figure 10. Sequence for Basic DNS resolution

(1) The eUICC determines that DNS resolution of SM-SR IP address is needed (as per section
2.4.5.1)

(2) if the device supports providing DNS IP addresses, the eUICC MAY obtain one or more
IP addresses from the device; otherwise the eUICC SHALL use the IP addresses
configured in the DNS parameters of the ISD-R6s SMSR addressf@ang par a
defined in section 4.1.1.10)
The eUICC opens an UDP channel to the DNS server

(3) The eUICC sends the DNS Query to the DNS Resolver Server

(4) The DNS Resolver Server of SM-SR processes this query, and retrieves the IP
address(es) of the SM-SR server

(5) The DNS Resolver Server of the SM-SR send the DNS response including all the resolved
IP addresses of the SM-SR server
NOTE: The eUICC MAY implement proprietary mechanisms to leverage more than

one IP addresses of DNS server, and more than one IP addresses of SM-
SR server, such as retry procedures, load balancing procedures. The
technical solution of these mechanisms is out of scope.

2.5 Communication on ES8 (SM-DP - eUICC)
The ES8 interface is between the SM-DP and its ISD-P and goes through the SM-SR.

The ES8 is realised by a SCP03 or SCP03t secure channel that is tunnelled through the
secure channel between the SM-DP and the SM-SR (ES3) and on through into the SCP80
or SCP81 secure channel between the SM-SR and the ISD-R (ES5). It is then provided by
the ISD-R to the ISD-P. This is shown in the Figure 6.
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The eUICC SHALL support the Secure Channel Protocol 03 (SCP03) as defined in
GlobalPlatform Card Specification Amendment D [10], as well as the variant SCP03t defined
in this specification (see section 4.1.3.3), with:

1 AES in CBC mode with key length of 128 bits, referred as AES-128

1 Use of C-MAC, C-DECRYPTION R-MAC and R-ENCRYPTION for SCP03 (set in
reference control parameter P1 of the EXTERNAL AUTHENTICATE command) and
for SCPO3t.

f Use of mode i =67006, -ramdomrcardchalleage,R-MAEC angR-e ud o
ENCRYPTION support

As a result the SM-DP and its ISD-P are mutually authenticated, all commands sent from the
SM-DP to the ISD-P are signed and encrypted, and all responses sent by the ISD-P to the
SM-DP are also signed and encrypted.

2.6 SM-DP to SM-SR Link Establishment (ES3)

The link between the SM-DP and the SM-SR (ES3) may have to be established during a

procedur e. For the AProfile Download and I nstall
the SM-DP to contact an SM-SR that may be unknown to the SM-DP. The SM-DP will have

to establish a connection with this new SM-SR.

It is assumed in this specification that:

1 The Operator, requesting an action of an SM-DP through the ES2 interface, is able to
provide the identification of the SM-SR in charge of the management of the eUICC
targeted by the function.

1 The SM-DP, based on the SM-SR identification provided through the ES2 interface, is
able to retrieve the SM-SR address.

1 The SM-DP, based on the SM-SR identification and address, is able to establish a
new link to the identified SM-SR during any procedure requiring this step.

The procedure describing how the SM-DP establishes a link to the SM-SR (for example:
business agreement or technical solution) is not covered by this specification.

2.7 OTA Platform Communication on ES6 (Operator-eUICC)

The ES6 is the interface between the Operator OTA Platform and a Profile inside an eUICC
(see also section 2.2.5.3) through a secure channel as defined in ETSI TS 102 225 [4] and
ETSI TS 102 226 [5]. This interface is the same as the one used with UICCs.

This specification recommends that OTA Platform communication on ES6 makes use of at
least a minimum security settings defined for ES5 in section 2.4.

2.8 Communication on ES1 (EUM - SM-SR)

ES1 is the interface between the EUM and the first SM-SR that will manage the eUICC, to
send to the SM-SR the EIS describing the eUICC or to update the EIS. The EIS contains the
ISD-R keysets that SM-SR will use to secure the ES5 communication as described in
section 2.4. Those keysets SHALL be protected by a mechanism agreed by the two parties.
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The agreement SHALL cover at least the following features. The default value specified
SHALL be supported to ensure that an agreement can be reached:

1 Ciphering algorithm: by default, AES transport key of size 128 bits (as per section
2.3.3)

1 Key sizes (of transported keys), at least as per section 2.3.3

1 Padding: no padding if then length of the key being ciphered is already aligned with
the AES block size, otherwise PKCS#7

91 Cipher mode: ECB

2.9 Compliance

The elements of the ecosystem (SM-DP, SM-SR and eUICC) SHALL be certified according
to section 5 of the GSMA Remote Provisioning Architecture for Embedded UICC [1]. SM-SR,
SM-DP and eUICC SHALL be compliant with SGP.16 [64].

3 Detailed Procedure Specifications

This section contains the detailed specifications of the procedures that realise the Remote
Provisioning and Management system for the eUICC.

The order of sending or reception of the responses of the functions and notifications defined
across this procedures section MAY differ from it in the real implementations.

3.1 Profile Download and Installation
The Profile Download and Installation procedure is sub-divided into four main steps:

1. ISD-P creation on the eUICC

2. Personalization of the ISD-P with a first key set, called the key establishment procedure

3. Download and installation of the Profile onto the eUICC

4. Optional: Enabling of the newly installed Profile.
Optionally the SM-SR MAY send a command ES5.UpdateSMSRAddressingParameters to update the
list of TP-DestinationAddress and define a specific TP-DA for this newly loaded Profile. The command
can be sent anytime after step 1 (ISD-P creation) but before step 4 (enabling of the Profile).

3.1.1 ISD-P Creation

The next figure describes the call flow for the first step which is the ISD-P creation. The
procedure illustrates the usage of RAM over HTTP as an example of the transport protocol,
assuming that the sequence will be followed by a key establishment procedure and the full
download of the Profile.

NOTE: CAT_TP could be used as transport protocol and would have an equivalent
procedure.
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<Body with ES5. createlSD-F function=

| (10) Mew

(11
_—

POST /enext-uriz HTTP/.1 CRLF
Headers
K-Admin-Script-Status: <script-status> CRLF
CELF
<Body with ES5S.createlSD-F responses
I

I

(12) EIS update

(13) create ISDP function |
response |

i
|
|
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
[
[
|

eUICC
Operator SM-DP SM-SR | || 1ISD-R ISD-P
I I I I I
! (1) downloadProfile(srid, ! ! ! !
i 2id, iccid, final state, i i i i
| profileType) - | | |
] ] tElS d ] ] ]
| G g > | |
: : (3) Retrieve EIS | 1 :
| | _ Failed | | |
1 r'(_ | 1 1
' (4) Return EIS ! ! !
- : : :
(5) Chech eUICC eligihility| | | |
Failed | | | |
 (B) createlSDP(eid, iccid, I :
\mno-id, ..} — | |
| |7) Chech initial conditions | |
_ Failed : : :
<H'I'I'F’S session upening> |
] |:9:| ] :
HTTP/1.1 200 CRLF !
Headers I
CRLF |

Y S .

Figure 11: ISD-P creation

Start Conditions:
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The start conditions are described in GSMA Remote Provisioning Architecture for the
Embedded UICC [1].

Procedure:

(1) The Operator owning the Profile to download SHALL ¢ a | | ES2BDe&wnldadProfiled
function with its relevant input data (the Operator has to provide the SM-SR identification
and address). By providing the required final state, the Operator MAY ask the SM-DP to
enable the newly downloaded Profile at the end of the procedure. Else, by default, the
Profile will be in the DISABLED state.

(2) The SM-DP on reception of thiBS3.GetEgSoedtun8SHADD wal |
relevant input data.

(3) The SM-SR SHALL retrieve the EIS of the eUICC based on the EID. At this stage the SM-
SR MAY return an error indicating that the eUICC is unknown in its system. The error
SHALL be finally returned to the Operator and the procedure SHALL end.

(4) The SM-SR SHALL return the EIS of the eUICC.

(5) The SM-DP SHALL check the eligibility of the eUICC against the characteristics of the
Profile to be downloaded. Although the exact checks performed by the SM-DP are out of
scope for this specification, some examples might include:

a. lIs the target Profile compatible with and validated against this type of eUICC?

(including the fact that the SM-DP is able to generate the Profile for this type
of eUICC).

b. Isthere enough memory? In case of uncertainty of the information contained
within the EIS, the SM-DP could request an online audit.

c. Isthe eUICC certified? In case of a non-certified eUICC, the SM-DP MAY
stop the procedure.

The SM-DP SHALL verify the ECASD certificate, which was received as part of the EIS,
using the EUM Certificate and the Clds Root Ce
PK.ECASD.ECKA from the ECASD certificate.

If any of these conditions is not satisfied or if the certificate verification fails, the SM-DP
SHALL return a response indicating a failure.

(6) TheSM-DP SHALL ESBLCHeatelSIDRRO if uncti on with its releva

(7) The SM-SR SHALL verify that the SM-DP request is acceptable (the verifications that the
SM-SR SHALL perform are described in the section 5.4.3).

If any of the conditions to be verified are not satisfied, the SM-SR SHALL return a response
indicating a failure, and the procedure SHALL stop.

Otherwise the SM-SR, SHALLcr eat e a new Profile entry for t
Creationo . The PrSyALL INOT appearhin the rEISsretusédaon e
ES3.GetEIS and ES4.GetEIS

(8) If there is no existing HTTPS session with the eUICC, the SM-SR SHALL trigger the
HTTPS session as defined in section 2.4.4.5.

(99 The SM-.SR SHALL return the HTTP POE&3.Cre#talJDBNse cor
with its relevant input data. The X-Admin-Targeted-Application parameter SHALL be
omitted as the command is targeting the ISD-R.
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(10) The ISD-R SHALL create the ISD-P. In case of an error, the ISD-R SHALL return the
error within the next POST request to the SM-SR. The SM-SR SHALL delete the new
Profile entry h-€vienagi omie fifThewreot SHALL Bd fiRally
returned to the SM-DP and the procedure MAY end depending on the error.

(11) The eUl CC SHALESS.CreatelsbRo tfhuencit i on execution r e
the POST request to the SM-SR.

(12) Assuming a successful ISD-P creation, the SM-SR SHALL update the state of the
Profle i n the EI'S to fnCreatedi.

(13) The SM-SR SHALL return to the SM-DP t BS8.CréatelSDPO f uncti on exec.|
response.

(13a) In case the SM-SR does not receive a function execution response from the eUICC
(e.g. due to a disrupted connection), the SM-SR SHALL trigger ES5.DeletelSDP
function on the targeted ISD-P and update the EIS by removing the new Profile entry
with status "In Creation" from the EIS accordingly.

In this sample procedure, it is assumed thatthe SM-DP has i ndicated fAimore toc
AESS5. €Er 8BPO0 cal |l . -OPM dciads enotthei nSdM c at SR KMAVYor e t o d
end the HTTPS session.

3.1.2 Key Establishment with Scenario#3-Mutual Authentication

The next figure describes the second step in the Profile Download and Installation
procedure.

This sequence defines a neMusecahaAubhertiiledt NG e
sequence uses Scenario#3 based on ECKA EG (ElGamal) scheme as defined in

GlobalPlatform Card Specification Amendment E [11] complemented by an SM-DP

authentication step.
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ES8.EstablishiISDPKeySet(CERT.DP.ECDSA))

:
(1) sendData(eid, sd-aid, i

Failed

)]

T T
| (2) Check initia |
' conditions '
(2a) Conditional
HTTFS Session o

pening
T

elUlCC

HTTP/1.1 200 CRLF

CRLF

<Body with ESB.EstablishISDPKeySet(CERT.OF.ECDSA)=

(3a) CERT.DP.ECDSA

(3b) Werifies that it is
an SM-DP certificate
T

(4) CERT.DP.ECDSA
2=

Continue if

5) verifies CERT.DP.ECDSA
using PK.CIL.ECDSA

- extracts PK.DP ECDSA
from CERT.DF.ECDSA

successful:

- generates RC

B RC oremror

@ ! !

s ' | I

POST /<nexturi> HTTP/1.1 CRLF
X-Admin-Script-Status: <script-status> CRLF | |

CRLF ' '

<Body with ES8.EstablishISDPKeySet response: RC or error= | |

f f i i

(8) sendData response with ! ! ! !
ESB.EstablishISDFKeySet | | | |

. response: RC or error | | | |
I | | | I
(8a) Conditional: Error manageent, see 3.1.4 > |

(2) Generates (eSK.DP.ECKA, ePK.DP.ECKA) | | | |
Signs RC and ePK.DP.ECKA with SK.DF.ECDSA ' ' ' '
| (10) sendData( eid, sd-aid, i 1 \ |
| ESB.keyEstablishISDPKeySet(ePK.DF.ECKA, | | | |
! signature)) ! ! ! !
an ] ) | |

HTTP/1.1 200 CRLF i i

CRLF

<Body with ESB.EstablishISDPKeySet(ePK.DFP.ECKA, RC, signature)= i '

(12) ePK.DP.ECKA, ! !

signature | '

|

(16) Receipt (Opt. DR) or

error

Continue

ePK.DF

13) verifies signature
using PK.DP.ECDSA,

SK.ECASD.ECKA.

if successful:

.ECKA and

(14) ShS or error
3

(15) (Opt.) Generates DR
Derives keyset from ShS (and DR)
Calculates receipt.

I

POST /<next-uri= HTTP/1.1 CRLF

CRLF

X-Admin Script-Status: <script-status> CRLF

<Body with ES8.EstablishiISDFPKeySet response: Receipt (Opt. DR) or error>
T T

(18) sendData response

with

ES8. keyEstablishISDPKeySet
response: Receipt (Opt

. DR) or error

{18a) Conditional: Error management see

3.1.4

V4.0

{19) Calculates ShS from eSK.DP.ECKA
and PK.ECASD.ECKA,

Derives keyset from ShS (and DR)
Verifies receipt

| - calculates ShS from
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Figure 12 Key Establishment, Scenario #3

Start Conditions:

As a pre-condition, the ISD-P SHALL be created as defined in section 3.1.1, the
eUICC/ECASD SHALL support the scenario#3-Mutual Authentication and SHALL be
provisioned with the SK.ECASD.ECKA, PK.CI.ECDSA.

Procedure:

(1) The SM-DP SHALL ES8ISéndDatace fiiu n petifying the targeted eUICC, the
ISD-R, and t he d at a ESB.BstablishiSbPKegSetd htumct i on wi t h
certificate identifying the SM-DP. The certificate SHALL be issued by the SM-DP
Certificate Issuer.

(2) The SM-SR SHALL verify that the SM-DP request is acceptable (the verifications that the
SM-SR SHALL perform are described in the section 5.4.4).

If any of the conditions to be verified are not satisfied, the SM-SR SHALL return a
response indicating a failure, and the procedure SHALL stop.

(2a) The SM-SR SHALL trigger the HTTPS session with the ISD-R if not already
opened as defined in section 2.4.4.5.

(3) The SM-SR SHALL return the HTTP POST response with a body containing the
fES8.EstablishISDPKeySeto f uncti on as p-D®wily &e X-Bdmint he SM
Targeted-Application parameter SHALL be omitted as the command is targeting the ISD-

R

(3a) The ISD-R SHALL forward the content of the STORE DATA command contained
in the HTTP response to the ISD-P.
(3b) The ISD-P SHALL verify that it is an SM-DP certificate.

(4) The ISD-P SHALL forward the CERT.DP.ECDSA to the ECASD for verification.

(5) ECASD SHALL verify the provided CERT.DP.ECDSA with the PK.CI.ECDSA; if
CERT.DP.ECDSA is valid, ECASD SHALL extract and store the PK.DP.ECDSA and
generate a random challenge (RC). The length of the Random Challenge SHALL 16 or 32

(6) The Random Challenge (or error if any) SHALL be returned to the ISD-P which forwards
it to the ISD-R.

(7) The ISD-R SHALL return the execution response (RC or error) within a new HTTP POST
request addressed to the SM-SR.

(8) The SM-SR SHALL return the content of the received HTTP POST (RC or error) to the
SM-DP.

(8a) In case of failure during the key establishment procedure, error management
procedure describes in section 3.1.4 SHALL be executed and the procedure
SHALL stop.

(9) The SM-DP SHALL generate an ephemeral key pair (related to the targeted ICCID), called
ePK.DP.ECKA and eSK.DP.ECKA. The SM-DP signs the received Random
Challenge(RC) and the generated ePK.DP.ECKA with the SK.DP.ECDSA.

(10) TheSM-DP SHALL ES8ISéndDatace fiiluncti on specifying th
it

e
the ISD-R and t he dat a ESBdstdblshil8DPKeySettoh & uimcti on w h
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ePK.DP.ECKA and the previously computed signature on Random Challenge (RC) and
ePK.DP.ECKA using SK.DP.ECDSA.

(11) The SM-SR SHALL return the HTTP POST response with a body containing the

fES8.EstablishISDPKeySetd f uncti on as p-DRiv{l0. 8k X#Agmint h e

Targeted-Application parameter SHALL be omitted as the command is targeting the ISD-
R.

(12) The ISD-P SHALL forward the content of the STORE DATA command, containing the
ePK.DP.ECKA and signature to the ISD-P, which SHALL forward them to the ECASD for
verification.

(13) The ECASD SHALL verify the signature using the previously stored PK.DP.ECDSA. If
the signature is not verified, an error SHALL be returned. Else the ECASD SHALL
calculate the ShS using the ePK.DP.ECKA and the SK.ECASD.ECKA.

(14) The ShS or an error SHALL be returned to the ISD-P.

(15) The ISD-P:
1 MAY optionally compute a Derivation Random (DR, if requested by the SM-DP in
the function call).
1 Derives the key set from ShS (and optionally DR).
9 Calculates the receipt to be returned to SM-DP.
1 In case of error at this step, the length of the returned receipt SHALL be 0.

(16) The ISD-P SHALL return the calculated receipt (and optionally the DR) or the error to
the ISD-R.

(17) The ISD-R SHALL return the execution response to the ISD-P (receipt (opt. DR) or
error) within a new HTTP POST request addressed to the SM-SR.

(18) The SM-SR SHALL return the content of the received HTTP POST (receipt (opt. DR)
or error) to the SM-DP.

(18a) In case of failure during the Key Establishment procedure, the error management
procedure described in section 3.1.4 SHALL be executed and the procedure
SHALL stop.

(19) The SM-DP symmetrically SHALL:
9 Calculate the ShS using the eSK.DP.ECKA and the PK.ECASD.ECKA,
1 Derive the key set from ShS (and optionally DR), and
1 Verify the receipt received in the response to ensure that key set derivation is
consistent with what has been performed by the ISD-P.
The eUICC SHALL support key establishment with and without the DR. The SM-DP decides
which option to use.

BSI TR-03111 [49] contains recommendations and requirements on the generation and
validation of ephemeral keys. In addition, NIST SP 800-56A [50] provides requirements on
the destruction of ephemeral keys and other intermediate secret data after their use.

3.1.3 Download and Installation of the Profile

This section describes the third part of the procedure for the Profile Download and
Installation step. The procedure illustrates the usage of RAM over HTTP as an example of
the transport protocol.

V4.0 Page 52 of 399

SM



GSM Association Non-confidential
Official Document SGP.02 - Remote Provisioning Architecture for Embedded UICC Technical
Specification

V4.0 Page 53 of 399



GSM Association
Official Document SGP.02 - Remote Provisioning Architecture for Embedded UICC Technical

Specification

M2M SP

Operatar

Non-confidential

elICC

ISD-R

ISD-F

(14)

1 I
| (1) sendData(sid, isc-p-aid, |
i [=datal>];, pnat, moreTodo) i

- i
1

conditions

(2) Check initial

(2k) Conditional: HTTPS
session opening

L&)

—=

HTTP/1.1 200 CRLF

CRLF
<Body with [<datal>],, 5 >

X-Admin-Targeted-Application:/faid/<rid=/<pix> (of ISD-P-AID)CRLF

< 7

W

(5) Unwrap
SCPO3t security

1 [
B) Process
Profile data

POST /<next-uri= HTTP/.1 CRLF

CRLF

X-Admin-Script-Status: <script-status> CRLF

<Body with [datal execution response] ;;paat =

8) SendData response +

[datal execution response]
scp03t

< (9) Optional: new data sending

(9a) Conditional: Error management see 3.1.4

{13) Profile download
&installation success

I I
(10) !
profileDownloadCompleted(sid, |

iccid, subdAddress, POL2) |

.
- i

(11) Update
EIS

A

<|['|2]| Optional: : Enable Profile see 3.3>

HandleProfleDownloadedMatification
(eid, iccid, Bnabled)

e e e

V4.0

Figure 13 Download and Installation of the Profile
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Start Conditions:

As a pre-condition, the ISD-P SHALL be created and personalized as defined in section
3.1.1 and section 3.1.2.

Procedure:

(1) TheSM-DP SHALL ES8ISéndDatace ffiu n c tifyirg the targeted eUICC, the
ISD-P, and providing the Profile data to download as input data. The Profile data has to
be given as specified in section 4.1.3.1 and 5.4.4.

(2) The SM-SR SHALL verify that the SM-DP request is acceptable (the verifications that the
SM-SR SHALL perform are described in section 5.4.4).

(2a) Depending on the error, the procedure MAY stop and a global failure message SHALL
be returned to the Operator.

(2b) The SM-SR SHALL trigger the HTTPS session opening with the ISD-R if not already
opened, as defined in section 2.4.4.5.

(3) The SM-SR SHALL return the HTTP POST response containing the secure data as
provided by the SM-DP. The X-Admin-Targeted-Application field SHALL contain the ISD-
P-AID.

(4) The I1SD-R SHALL forward the received secure data to the ISD-P identified by the X-
Admin-Targeted-Application field.

(5) The ISD-P SHALL process the security of the received data. The figure illustrates a
success case; in case of security failure the error SHALL be returned within the next POST
request to the SM-SR and finally returned to the SM-DP; and the procedure MAY end
depending on the error.

(6) The ISD-P SHALL process the received command TLV(s).
(6a) The ISD-P SHALL return the response to the command TLV(s) to the ISD-R.

(7) The ISD-R SHALL returnthe ISD-P6s r esponse within the mnext PC
SR.

(8) The SM-SR SHALL return to the SM-DP the execution statu s o f ES8.9eadDdtad
function.

(9) Optionallythe SM-DP MAY <c al | ES8.%erdDataomeg uimncti on again if t
and installation of the Profile requires several steps. This optional step MAY be repeated
as many times as required.

(9a) In case of failure during the Download and Installation procedure, error management
procedure describes in section 3.1.4 SHALL be executed and the procedure SHALL
stop.

(10) When Profile download is completed the SM-DP SHALL call the
fES3.ProfileDownloadCompletedd f unct i on. This basiSRthdtl y i nd
the Profile is downloaded and installed. The SM-DP MAY take the opportunity to define a
POL2 on the Profile. The Operator SHALL be able to specify the POL2 content even if it
is empty.

As requested by the Operator, after Profile installation the SCP03 key set of the ISD-P
MAY:
i. Be retained by the SM-DP. In this case the Operator can instruct the SM-DP to

hand over or delete the key set at a later point in time;
ii. Be handed over to the Operator. The keys MAY be replaced by the Operator;
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iii. Be deleted from the eUICC by the SM-DP (using the GlobalPlatform DELETE
command).

(11) The SM-SR SHALL update the EIS reflectingthat t he Profile is in AD
and POL2 if present.

(12) If the Operator has initially requested the Profile to be enabled, the SM-DP SHALL
request the SM-SR to enable the newly installed Profile following the procedure in section
3.3 with the following modifications:

1 The procedure SHALL start with step (1)

For the Normal Case, described in section 3.3.1 the following modification SHALL
apply:

1 The SM-DP SHALL NOT perform step 17

For the Failure Case, described in section 3.3.2 the following modification SHALL apply:
1 The SM-DP SHALL NOT perform step (14)

NOTE When a M2M SP has a PLMA set to receive
Notificationso, as described in section
M2M SP may receive the information of a successful Profile download,
based on a notification sent by the SM-SR, earlier than the Operator who
has initiated the Profile Download. The Operator does not receive the result
of a Profile download until the Profile Enable procedure, as described in
section 3.3, has been executed. The result of Profile Download, including
the result of Profile Enabling, is sent as described by step (13) of this
procedure.

‘' -

(13) TheSM-DP SHALL return t ERDovnbadBrofdlee f oantcheé o c al
the Operator. In case the Profile has been downloaded successfully but the optional step
12 failed or expired before completion of the Profile enabling, the function execution
response SHALL include tha&ViedhdMautni oo osti atdu £ aft E
Profile has been downloaded.

(14) If the profile has been successfully downloaded and installed, the SM-SR SHALL send
t h &€S4MandleProfileDownloadedNotificationd t M2MaSP, if authorised by the
Operator owning the Profile, and SHALL indicate if the profile has been enabled as
described in the optional step 12.

If the M2M SP is another Operator directly connected to the SM-SR and it is authorised by
the Operator owning the Profile, the SM-SR SHALL send this notification to this other
Oper at or b yES4.HandlePmofijleDownkmadadNotificationo .

If the M2M SP is another Operator connected through its SM-DP and it is authorised by
the Operator owning the Profile, the SM-SR SHALL send this natification to the SM-DP
associated to this other Operator by calling the
fES3.HandleProfileDownloadedNotificationo .

Then the SM-DP, on reception of this notification, SHALL forward it to the Operator, acting
as the M2M SP, ES2iandleProfileDownloadedNotificationo .
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At the end of this procedure, if the Profile has been enabled, the Operator owning of the
Profile is able to perform any remote management operation to the Profile using its own
Remote Administration Server.

3.1.4 Error Management Sub-Routine

The next figure describes the flow for error management. This procedure is called when an
error occurs during the key-establishment procedure or during the steps 1 to 11 of the Profile
Download and Installation procedure (before the optional enabling of the Profile). The
procedure illustrates the usage of RAM over HTTP as an example of the transport protocol.

elUICC

Operator SM-DF S5M-SR I5D-R ISD-FP ECASD

| [
(1) In case of failure, E E
deletelSDPF(iccid) function _ |

(1a) Conditional:
HTTFS session
opening

| (2) .

HTTP/M.1 200 CRLF

CRLF

<Body with ES5.DeleteFrofila(isd-p-aid)=
| |

(3) Delete ISD-F

NOIN

POST /<next-uri>= HTTP/1.1 CRLF

}t;ﬁdmin-SEript-Status: =script-status> CELF
CRLF
=Body with ES5.DeleteProfile response =

(5) 1SD-P deletion result

(B) Failed

Figure 14 Error Management Sub-Routine

Procedure:
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(1) In case of failure during the key establishment procedure or the Download Profile
procedure, the SM-DP SHALL callthei ES 3. De | e funetiorSviitiPits relevant input
data.

(a) The SM-SR SHALL trigger the HTTP session with the ISD-R if not already opened as
defined in section 2.4.4.5.

(2) The SM-SR SHALL return the HTTP POST response with a body containing the
fESS5.DeleteProfiled function with the ICCID. The X-Admin-Targeted-Application
parameter SHALL be omitted as the command is targeting the ISD-R.

(3) The ISD-R SHALL delete the targeted ISD-P.

(4) The ISD-R SHALL return the execution response to the ISD-P deletion
fES5.DeleteProfiled wit hin a new HTTP POST rSRquest addr

(5) The SM-SRSHALLfor war d t he §&3$3deletedSDBOt ot hteDRfi S M
(6) The failure message SHALL be returned to the Operator.

3.2 Profile Enabling

The Profile Enabling procedure between the Operator and the SM-SR is used to enable a
Profile previously downloaded and installed on an eUICC (see GSMA Remote Provisioning
Architecture for Embedded UICC [1] section 3.5.5). The procedure is initiated by the
Operator owning the Profile to be enabled. The procedure illustrates the usage of SMS as a
possible transport protocol between SM-SR and eUICC, but can also be performed using
other transport protocols.

3.2.1 Normal Case

The sequence flow in the Figure 15 describes the normal case where the target Profile can
successfully be enabled.
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ellCC
M2M SP Operatar2 Operatari SM-SR ISD-R
T T T T T T
! ! 1 (1) EnableProfile(eid, iccid) ! !
(2) Check initial conditions
| Failed
| (3) MT-SMS [ESS STORE DATA command]SCPE0
: (4) Enforce POLT
i | T
! 1 MO-SMS [ESE STORE DATA command Failed resgonse]SCPE0 1
i Failed | :
(5) Enahle 1SD-P
| (B) MO-SMS [ES5 STORE, DATA command responge]SCPS0 |
\_ (Ba) Failed
| (7) REFRESH, (UICC feset)
| (8) Metwork attachment with the enabled profile
T | T
5@ Maotification procedure over SMS >"
T
(10) Check POL2 !
| (1) Cond.: MT-SMS [ES5.DELETE command]SCP8
(11a) Enforce POL1
i i T
. MO-SMS [ES5.DELETE cimmand FAILED responsie] SCPE0
1 Failed

(1) Delete disabled ISD-P
and contained profile

| (11¢) MO-SMS [ESE DELETE command response]$CP80

(12) Update EIS

| (13) Profile enabling result |

| (14) HandlsProfilsDisabledNotification(sid, iccid2)

| [15) HandleProfleEnablsdhotfication (sid, iccid)

| [16) HandleProfieDisabledNotification (sid, iccid2)

Figure 15 Profile Enabling, Success Case

Start Conditions:

The start conditions are described in GSMA Remote Provisioning Architecture for the
Embedded UICC [1].

Procedure:

(1) Operatorl, of the target Profile SHALL callthe i ES 4. En a b | fuiktion fith itse 0
relevant input data.

(2) The SM-SR SHALL verify that the Operatorl request is acceptable (the verifications that
the SM-SR SHALL perform are described in the section 5.5.5), and in particular evaluates
POL2 of the currently Enabled Profile. If any of the conditions to be verified are not
satisfied, the SM-SR SHALL return a response indicating the failure, and the procedure
SHALL end.

(3) The SM-SR SHALL send an MT-SMS containingt h ES58TORE DATA0O command f or
Profile enabling with its relevant input data (see section 4.1.1.2) to the ISD-R. The SM-SR
SHALL requestaPoRtoget t he execut ESESTORE BATACS cod mniahned .

(4) The ISD-R SHALL enforce POL1 of the currently Enabled Profile. If POL1 rejects enabling
of the target Profile, the ISD-R SHALL return directly the MO-SMS containing the response
indicating a failure, and the procedure SHALL end.
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(5) If POL1 allows, the ISD-R SHALL disable the currently enabled ISD-P and enable the
targeted ISD-P.

NOTE: Profile change includes a change of the IMSI that is used to attach to the
network. As indicated in 3GPP TS 31.102 [52], such a change requires special
caution and should always be accompanied by a REFRESH command to
avoid inconsistent information being read by the terminal. So while the
targeted ISD-P is marked as enabled in this step, it MAY actually become
effective after the terminal executes the REFRESH command.

(6) The ISD-R SHALL returnthe MO-SMS cont ai ni ng t he ES%XSTOREI
DATAO command -8R t he SM

Ga) I'f the r es ESISIARE DATAG heormmand i ndi cat &R
SHALL return a response indicating the failure to Operatorl, and the procedure SHALL
end.

(7) The ISD-R SHALL send a REFRESH proactive command in UICC reset mode to the
Device. This will trigger the execution of a network attach procedure.
NOTE: In case of any error after this step, indicating that the currently Enabled
Profile cannot provide connectivity, the ISD-R SHALL re-enable the
previously Enabled Profile as described in section 3.2.2.

(8) The eUICC and the Device SHALL perform a network attach procedure with the newly
Enabled Profile.

(9) The eUICC SHALL perform the notification procedure as described in section 4.1.1.11.
During this procedure, ifthe ISD-R doesndt succeed in sendi
having exhnaust ed al | possible retr i eSR)nptification
confirmation, this SHALL be considered as a fatal error, and the previous note SHALL
apply. On reception of the SM-SR noatification confirmation command, if POL1 of the now
Disabled Prof i | e ¢ o nt @iofilesdeletidn & mandatory whien it is disabledd and
this Profile does not have the Fall-Back Attribute set, the ISD-R SHALL delete the disabled
ISD-P and the contained Profile. The eUICC SHALL send the response to the notification
confirmation indicating whether the disabled ISD-P has been deleted or not.

(9a) If the previously Enabled Profile (now Disabled) has the Fall-Back Attribute, and its
POL1 contains the rule fAProfile deleti
di sabl e d oSHALL beiigsored actorling to Sections 2.4 and 3.6.3.2 in GSMA
Remote Provisioning Architecture for the Embedded UICC [1], and the procedure
SHALL continue at step 10.

(10) On r ecept i BS®.HandleNdtificationConfirmationd r esponse,
response indicates that the Disabled Profile has not been deleted, the SM-SR SHALL
evaluate POL2 of the Disabled Profile. If POL2 of the Disabled Profile contains the rule
fProfile deletion is mandatory when it is disabledo , t KS&® SKBAML perform step (11),
else it SHALL jump to step (12).

(11) The SM-SR SHALL send an MT-SMS c ont a iES3.DEQETEOh ec ofimma n d

its relevant input data (see section 4.1.1.4) to the ISD-R, targeting the Disabled Profile.

The SM-SR SHALL request a PoOR to geESS.DEHLETEGCe X ec u't i

command.

(11a) The ISD-R SHALL enforce POLL1 of the target Profile. If POL1 rejects the deletion of
the target Profile, the ISD-R SHALL return the MO-SMS containing the response
indicating the corresponding failure, and the procedure SHALL end.
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(11b) If POL1 allows its deletion, the ISD-R SHALL delete the targeted ISD-P and the
contained Profile.

(11c) The ISD-R SHALL return the MO-SMS to the SM-SR containing the execution status
of ESDHDEFETEO command.

(12) According to the executed sequence and the eUICC responses, the SM-SR SHALL
update the EIS to reflect that:
1 The target Profile has been enabled

1 The previously Enabled Profile has been disabled or deleted.

NOTE: POL1 and POL2 MAY have different content. As a consequence, both the
eUICC and the SM-SR have to ensure the ISD-P deletion based on their
respective Policy.

(13) The SM-\SR SHALL return t heS4ErablePoofilede ftuonctthe nit
Operatorl, indicating that the Profile has been enabled.

(14) Unless Operator2 has set an ONC (Operator Notifications Configuration) to not receive
those notifications,the SM-SR SHALL send the
fES4.HandleProfileDisabledNotificationd  oES4.HandleProfileDeletedNotificationo
(if deletion was triggered by the evaluation of POL1 and POL2) to Operator2, the owner of
the Profile that was enabled at the beginning of the procedure. In case Operator2 has no
direct connection with the SM-SR (SM-SR SHALL be able to detect such a situation based
on its own database), the SM-SR SHALL send this notification to the SM-DP authorised
by Operator 2 b y ES3anldIeFrafilgDisabléd@lotifidationo or t he
fES3.HandleProfileDeletedNot i f i cat i SR dan reffidvee the SM-DP identity
based on the EIS content. Then the SM-DP, on reception of this notification, SHALL
foomard it t o Oper at oES2HamdiePrafieDisableddotificatiendoA or t he
fES2.HandleProfileDeletedNotificationo .

(15) The SM-SR SHALL send the "ES4.HandleProfileEnabledNotification" to a M2M SP,
if authorised by Operatorl the owner of the Profile that was Disabled at the beginning of
the procedure.

If the M2M SP is another Operator directly connected to the SM-SR and it is authorised by
Operatorl, the SM-SR SHALL send this notification to this other Operator by calling the
fES4.HandleProfileEnabledNotificationo .

If the M2M SP is another Operator connected through its SM-DP and it is authorised by
Operatorl, the SM-SR SHALL send this notification to the SM-DP associated to this other
Oper at or b yES8.HandlePmofijleEhabledNdtificationo .

Then the SM-DP, on reception of this notification, SHALL forward it to the Operator, acting
as the M2M SP, EiHandlePtofileEnabledNbtéicationo .

(16) The SM-SR SHALL send the "ES4.HandleProfileDisabledNotification" or
"ES4.HandleProfileDeletedNotification" (if deletion was triggered by the evaluation of
POL1 and POL2) to a M2M SP, if authorised by Operator2 the owner of the Profile that
was Enabled at the beginning of the procedure.

If the M2M SP is another Operator directly connected to the SM-SR and it is authorised by
Operator2, the SM-SR SHALL send this notification to this other Operator by calling the
fES4.HandleProfileDisabledNotificationdo  &$4.HandleProfileDeletedNotificationo

If the M2M SP is another Operator connected through its SM-DP and it is authorised by
Operator2, the SM-SR SHALL send this notification to the SM-DP associated to this other
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Op

erator

by

fES3.HandleProfileDeletedNotificationo .
Then the SM-DP, on reception of this notification, SHALL forward it to the Operator,

a

cting

as

t he

fES2.HandleProfileDeletedNotificationo

NOTE:

NOTE:

3.2.2

OCcurs.

M2M SP.

Connectivity Failure Case

The sequence flow in the Figure 16 describes the case where the target Profile cannot
provide connectivity after it is enabled, and when roll-back to the previously Enabled Profile

Operator

V4.0

| (1) EnableProfile(eid, iccid) _

SM-SR

|(2) Check initial canditions |

Device

Non-confidential

M2 MES3.HandldProfileDesbled Notficatidne

¢ a |IES3.HarglleProftieDieabledNidtificationo

Dr

This M2M SP might be the same M2M SP as for Operatorl or any other

The MT-SMS and MO-SMS SHALL be secured according to section 2.4.

elICC

ISD-R

,_ Failed \ ! !
(3) MT-SMS [ES5.STCORE DATA command]SCPB0
E E ! (4) Enforce POLY
| MO-SMS [ES5.STORE DATA command Failed resfonss]SCP8O 1
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i | |
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E Ba) Failed E E E
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(13} Profile enabling failure

(8) Metwork attachment with the enabled profile fails
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Motification procedure fails
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ble previous ISD-P

(10) REFRESH, (UICQ reset)

{(11) Netwark attachment with the enab

led profile

(12)

Motification procedure over SMS
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Figure 16. Profile Enabling failure, with roll-back

Start Conditions:
The start conditions are identical to section 3.2.1.

Procedure:
Steps (1), (2), (3), (4), (5), (6), (6a) and (7) are also identical to section 3.2.1.

(8) A network attach failure occurs indicating that the Enabled Profile cannot provide
connectivity, or the eUICC doesndét succeed to
exhausted all possibler et ri es ), or d o é&R nofificatian ecofiematioe. t he S M

(9) The ISD-R SHALL enable the Profile that was previously enabled before the reception of
the command, to re-establish connectivity.

NOTE: Profile change includes a change of the IMSI that is used to attach to the
network. As indicated in 3GPP TS 31.102 [52], such a change requires
special caution and should always be accompanied by a REFRESH
command to avoid inconsistent information being read by the terminal. So
while the targeted ISD-P is marked as enabled in this step, it MAY actually
become effective only after the terminal executes the REFRESH command.

(10) The ISD-R sends a REFRESH proactive command in UICC reset mode to the Device.
This will trigger the execution of a new network attach procedure.

(11) The eUICC and the Device SHALL perform a new network attach procedure with the
Profile Enabled before the start of the procedure.

(12) The eUICC SHALL perform the notification procedure as described in section 4.1.1.11.
On reception of the SMS notification, the SM-SR is informed that the target Profile has not
been enabled.

(13) Finally,the SM-SR SHALL return t E®EnableRuodilecs ef u roc ttihen it
Operatorl; indicating a failure, the target Pr

3.3 Profile Enabling Via SM-DP

The Profile Enabling procedure between the Operator and the SM-DP is used to enable a
Profile previously downloaded and installed on an eUICC (see GSMA Remote Provisioning
Architecture for Embedded UICC [1] section 3.5.5). The procedure is initiated by the
Operator owning the Profile to be enabled. The procedure illustrates the usage of SMS as a
possible transport protocol between SM-SR and eUICC, but can be also performed using
other transport protocols.

This procedure is similar to the pr8®edure AEnNnat

3.3.1 Normal Case

The sequence flow in the 0 describes the normal case where the targeted Profile can
successfully be enabled.
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eUICC
M2M-SP Operator2 Operator1 SM-DP SM-SR ISD-R
E 3 | (0) Cond.: EnableProfile(sid, smsr-id, iccid) | : 3 3
i 1 (1) EnableProfil (eid, iceid) __!
—_————— 3
(2) Check initial conditions
.. Failed
| (3) MT-SMS [ES5.STORE DIATA command]SCPB0 |
! ! (4) Enforce POL1
| MO-SMS [ES5 STORE DATA command Failed resglonse]SCPEO0 |
| Failed i | |
|_ Failed
(5) Enable 1SD-P
| _ (6) MO-SMS [ES5 STORE DATA command responge]SCPB0 |
; o BaFaed
|_ Failed i
; i
| _ (7) REFRESH, (UICC feset)
[ (B) Netwark attachment with the enabled profile
T T
18 HNotification procedure over SMS
T
(10) Check POL2 |
| {11) Cand.; MT-SMS [ES5.DELETE Iscryl |
H i (11a) Enforce POL1
| MO-SMS [ES5.DELETE chmmand FAILED responsg]SCP80 |
| _ Failed |
(11b) Delete disabled ISD-P
and contained profile
i _ (11£) MO-SMS [ES5.DELETE command response|$CP80
(12) Update EIS
i i :{,ﬂ,3)f,',”ﬂ‘?,,E[‘EE“I‘E,!EE‘J,‘L:
I_ (14) HandleProfileDisabledNotification(zid, iceid2)
!_ (15) HandleProfileEnabledMotffication (eid, iceid)
'_ (16) HandleProfileDisabledNofification (sid, iccid2)
| {17) Cond.: Profile enabling result

Figure 17: Profile Enabling, Success Case

Start Conditions:

The start conditions are described in GSMA Remote Provisioning Architecture for the
Embedded UICC [1].

Procedure:

(O) Operatorl, the owner of the target Profile, SHALL callthe A ES2 . Enab | farRtom f i | e o
with its relevant input data, see section 5.3.5, in particular the identification of the SM-SR
in charge of the management of the target eUICC. If the Profile Enabling procedure has
been requested during a Profile Download (see section 3.1.3), this step is not applicable.

(1) The SM-DP SHALL forward the request to the SM-SR provided by the Operator and
SHALL call the f u n ¢ E$3d&EnablédProfileo . During t hDPsmashavwp t he S
establish a link to the SM-SR (see section 2.6).

Steps (2) to (12) are the same asinthepr ocedur e AProfil e decienbl i ngo d¢
3.2.1.

(13) The SM-SR SHALL return t hES3.Enabteprofitedee f uact hen it o
SM-DP, indicating that the Profile has been enabled.
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(14) Unless Operator2 has set an ONC to not receive those notifications, the SM-SR
SHALL send ES4.ElandleProfileDisabledNotificationo or
fES4.HandleProfileDeletedNotificationo (i f del etion was triggerec
POL1 and POLZ2) to Operator2, the owner of the Profile that was enabled at the beginning
of the procedure. In case Operator2 has no direct connection with the SM-SR, the SM-SR
SHALL apply the same process as described in point (14) of section 3.2.1.

(15) The SM-SR SHALL send the "ES4.HandleProfileEnabledNotification" to a M2M SP,
if authorised by Operatorl the owner of the Profile that was disabled at the beginning of
the procedure.

(16) The SM-SR SHALL send the "ES4.HandleProfileDisabledNotification" or
"ES4.HandleProfileDeletedNotification" (if deletion was triggered by the evaluation of
POL1 and POL2) to a M2M SP, if authorised by Operator2 the owner of the Profile that
was enabled at the beginning of the procedure.

If the M2M SP is another Operator directly connected to the SM-SR and it is authorised by
Operatorl, the SM-SR SHALL send this notification to this other Operator by calling the
fES4.HandleProfileEnabledNotificationo .

If the M2M SP is another Operator connected through its SM-DP and it is authorised by
Operatorl, the SM-SR SHALL send this notification to the SM-DP associated to this other
Oper at or b yES8.HandleProfijieEhabledNdtificationo .

Then the SM-DP, on reception of this notification, SHALL forward it to the Operator, acting
as the M2M SP, EiHandlePtofileEnabledNbtéicationo .

NOTE: This M2M SP might be the same M2M SP as for Operatorl or any other
M2M SP.

(17) Finally, the SM-DP SHALL return t hES2.Enabtkprofiese e f tnct hen 7
call to Operatorl. If the Profile Enabling procedure has been requested during a Profile
Download (see section 3.1.3), then the SM-DP SHALL NOT execute this step.

3.3.2 Connectivity Failure Case

The sequence flow in the Figure 18 describes the case where the targeted Profile cannot
provide connectivity after it is enabled, and when roll-back to the previously Enabled Profile
occurs.
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elIiCC

Operatar SM-OP SM-5R I50-R

| 0) Cond.: EnableProfile(eid, smsr-id, iccid) |

' (1) EnableProfile(gid, iccid) _ !

(2) Check initial conditions

E Failed
E Failed !
E (3) MT-5MS [ES5.STORE D:.ATA command]SCP80
! ! (4) Enforce POL1
! i MO-SMS [ESE.STORE DATA command Failed resgonse]SCPE0 |
| Failed i i
i Failed !
s . .
i E (6) MO-SMS [ESS.STORE DATA command responge]SCPE0 !
. (Ba) Failed
E Failed

| [7) REFRESH, (UICC fesat)

(8) Metwork attachrment with the enabled profile fails

Motification procedure fails

B

(9) Enable previous ISD-P
-

' [10) REFRESH, (UIcd] reset)

| (11) Network attachrment with the enabled profile

| (12) Motification procedure over SM3

L (13) Profile enabling failure |

I (14) Caond.: Profile enabling failure

Figure 18 Profile Enabling, With Roll-Back

Start Conditions:
The start conditions are the same as in section 3.3.1.

Procedure:

Steps (0) and (1) are the same as in section 3.3.1. If the Profile Enabling procedure has
been requested during a Profile Download (see section 3.1.3), the step (0) is not applicable.

Steps (2) to (12) are the Bawmefasl ume pcaseduns
section 3.2.2.

(13) The SM-SR SHALL return t hES3.Enabseprofites e f uac
| e

h
SM-DP, indicatinga f ai |l ure, the target Profi [

O =

t hen
di dn
(14) Finally,the SM-DP SHALL retur n t E®2.EnableRrodilecs ef u roc ttihcen fit
Operatorl, indicating a failure, the target Pr

If the Profile Enabling procedure has been requested during a Profile Download (see
section 3.1.3), then the SM-DP SHALL NOT execute this step.
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NOTE: In case the previously Enabled Profile can also not provide connectivity, the
eUICC SHALL activate the Fall-Back Mechanism.

3.4 Profile Disabling

The Profile Disabling procedure is initiated by the Operator owning the Profile to be disabled.

The procedure illustrated using SMS as a possible transport protocol between the SM-SR
and the eUICC, but can be also performed using other transport protocols.

The sequence flow in the 0 describes the case where the targeted Profile can successfully
be disabled.

Figure 19 Profile Disabling

Start Conditions:

The start conditions are described in GSMA Remote Provisioning Architecture for the
Embedded UICC [1].

Procedure:

(1) Operatorl, the owner of the target Profile SHALL ¢ a | | ES4.bisabléProfiled f unct i

with its relevant input data.
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