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1 Introduction

1.1 Overview

The main aim of the GSMA Remote SIM Provisioning specifications [2] & [3] is to provide
solution for the Remote SIM Provisioning of Consumer Devices. The adoption of this
technical solution will provide the basis for global interoperability between different Operator
deployment scenarios, for example network equipment (e.g. Subscription Manager Data
Preparation (SM-DP+)) and various eUICC platforms.

This Test Plan provides a set of test cases to be used for testing the implementations of the
provisioning system specifications documents [2] & [3]. This document offers to the involved
entities an unified test strategy and ensures interoperability between different
implementations.

1.2 Scope
This document is intended for:

o Parties which develop test tools and platforms
e Vendors (Device and eUICC Manufacturers, SM-DP+ and SM-DS Providers)
o Operators

The Test Plan consists of a set of relevant test cases for testing all entities involved in the
eUICC remote provisioning system. The Implementations Under Test (IUT) are:

e theeUICC

¢ the LPAd for a Standalone and Companion Device
e the SM-DP+

e the SM-DS

The testing scopes developed in this document are:

¢ Interface compliance testing: Test cases to verify the compliance of the interfaces
within the system.
e System behaviour testing: Test cases to verify the functional behaviour of the system.

Each test case specified within this Test Plan refers to one or more requirements.
The Test Plan contains test cases for the following versions of SGP.22:

e GSMA RSP Technical Specification V2.1 [2a]
o GSMA RSP Technical Specification V2.2 [2b]
o GSMA RSP Technical Specification V2.2.1 [2]

This document includes an applicability table providing an indication whether test cases are
relevant for a specific entity.
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1.3 Definition of Terms

Term

Activation Code

Description

Information issued by an Operator/Service Provider to an End
User. It is used by the End User to request the download and
installation of a Profile.

Activation Code Token

A part of the Activation Code information provided by the
Operator/Service Provider to reference a Subscription.

Alternative SM-DS

SM-DS used in cascade mode with a Root SM-DS to redirect
Event Registration from a SM-DP+ to the Root SM-DS.

Authenticated Confirmation

A mechanism by which the End User confirms their action
through a method involving the input of personalised information
(e.g. PIN, fingerprint).

Bound Profile Package

A Protected Profile Package that has been cryptographically
linked to a particular eUICC.

Certificate Authority

A Certificate Authority is an entity that issues digital certificates.

Companion Device

A Device that relies on the capabilities of a Primary Device for
the purpose of Remote SIM Provisioning.

Confirmation Code

A code entered by an End User required by the SM-DP+ to
confirm the download of a Profile.

Confirmation Code Required
Flag

A parameter to indicate whether the Confirmation Code is
required.

Device

User equipment used in conjunction with an eUICC to connect to
a mobile network. E.g. a tablet, wearable, smartphone or
handset.

Disabled (Profile)

The state of a Profile where all files and applications (e.g. NAA)
present in the Profile are not selectable.

Enabled (Profile)

The state of a Profile when its files and/or applications (e.g.,
NAA) are selectable.

End User The person using the Device.
A removable or non-removable UICC which enables the remote
eUICC and/or local management of Profiles in a secure way.

NOTE: The term originates from "embedded UICC".

eUICC Certificate

A certificate issued by the EUM for a specific eUICC.
This Certificate can be verified using the EUM Certificate.

eUICC Memory Reset

An action that returns the eUICC to a state equivalent to a
factory state.

eUICC Test Memory Reset

An action that deletes all post-issuance Test Profiles on an
eUICC.

EUM Certificate

A certificate issued by a GSMA ClI to a GSMA accredited EUM
which can be used to verify eUICC Certificates.

A Profile download which is set by an SM-DP+ on behalf of an

Event Operator, to be processed by a specific eUICC.
EventD Unique identifier of an Event for a specific EID generated by the
SM-DP+ / SM-DS.
V14 Page 8 of 777
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Term

Event Record

Non-confidential

Description

The set of information stored on the SM-DS for a specific Event,
via the Event Registration procedure. This information consists
of either:

e the Event-ID, EID, and SM-DP+ address or

o the Event-ID, EID, and SM-DS address.

Event Registration

A process notifying the SM-DS on the availability of information
on either a specific SM-DP+ or a specific SM-DS for a specific
eUICC.

GSMA Certificate Issuer

A Certificate Authority accredited by GSMA.

Integrated Circuit Card ID

Unigue number to identify a Profile in an eUICC as defined by
ITU-T E.118 [10].

International Mobile
Subscriber Identity

Unique identifier owned and issued by Mobile Operators as
defined in 3GPP TS 23.003 [12] section 2.2.

Issuer Identifier Number

The first 8 digits of the EID identifying the EUM issuing the
eUICC.

Issuer Security Domain

A security domain on the UICC as defined by GlobalPlatform
Card Specification [6].

Local Profile Assistant

A functional element in the Device or in the eUICC that provides
the Local Profile Download (LPD), Local Discovery Services
(LDS) and Local User Interface (LUI) features. When the LPA is
located in the Device, they are called LPAd, LPDd, LUId, LDSd.
When the LPA is located in the eUICC, they are called LPAe,
LPDe, LUle, LDSe. Where LPA, LPD, LDS or LUI are used, they
apply to the element independent of its location in the Device or
in the eUICC.

Local Profile Management

Local Profile Management are operations that are locally initiated
on the End User (ESeu) interface.

Local Profile Management
Operation

Local Profile Management Operations include enable Profile,
Disable Profile, Delete Profile, query Profile Metadata, eUICC
Memory Reset, eUICC Test Memory Reset, set/edit Nickname,
add Profile and edit default SM-DP+ address.

MatchinglD

Reference data for an RSP Server which could be an Activation
Code Token or the EventlD.

Mobile Network Operator

An entity providing access capability and communication
services to its End User through a mobile network infrastructure.

Mobile Network Operator
Security Domain (MNO-SD)

Part of the Profile, owned by the Operator, providing the Secured
Channel to the Operator’s Over The Air (OTA) Platform. It is
used to manage the content of a Profile once the Profile is
enabled.

Network Access Application

Application residing in a Profile providing authorisation to access
a network.

Notification

A report about a Profile installation or Local Profile Management
Operation processed by the eUICC.

V14
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Term

Operational Profile
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Description

A combination of Operator data and applications to be
provisioned on an eUICC for the purposes of providing services
by the Operator. The Profile SHALL be in support of a
Subscription with the relevant Operator and allow connectivity to
a mobile network. Applications MAY be included to provide non-
telecommunication services.

Operator

A Mobile Network Operator or Mobile Virtual Network Operator;
a company providing wireless cellular network services.

Other Notification

Any Notification other than a Profile Installation Result.

Primary Device

A Device that can be used to provide some capabilities to a
Companion Device for the purpose of Remote SIM Provisioning.

Profile

A combination of data and applications to be provisioned on an
eUICC for the purpose of providing services.

Profile Component

A Profile Component is an element of the Profile, when installed
in the eUICC, and MAY be one of the following:

o An element of the file system like an MF, EF or DF;

e An Application, including NAA and Security Domain;

e Profile Metadata, including Profile Policy Rules;

e An MNO-SD.

Profile Installation Result

A Notification that contains the result of a Profile installation.

Profile Management

A combination of local and remote management operations (e.g.:
enable Profile, disable Profile, delete Profile, and query Profile
Metadata).

Profile Management
Operation

An operation related to the content and state update of a Profile
in a dedicated ISD-P on the eUICC.

Profile Metadata

Information pertaining to a Profile used for the purpose of Local
Profile Management.

Profile Nickname

Alternative name of the Profile set by the End User.

Profile Owner

The entity that controls the operations that can be performed
upon its Profile. With the exception of Test Profiles, this is
always the Operator.

Profile Package

A personalised Profile using an interoperable description format
that is transmitted to an eUICC to load and install a Profile.

Profile Policy Authorisation
Rule

A set of data that governs the ability of a Profile Owner to make
use of a Profile Policy Rule in a Profile.

Profile Policy Rule

Defines a qualification for or enforcement of an action to be
performed on a Profile when a certain condition occurs.

Protected Profile Package

A Profile Package which has been cryptographically protected
for storage but not linked to a particular eUICC.

V14
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Term Description

A combination of Operator data and applications to be
provisioned on an eUICC for the purposes of providing
connectivity to a mobile network solely for the purpose of the
Provisioning Profile provisioning of Profiles on the eUICC.

NOTE: Use of Provisioning Profiles for other system services in
version 3 of this specification MAY require modifications of this
definition.

The downloading, installing, enabling, disabling, and deleting of

Remote SIM Provisioning a Profile on an eUICC

Roles Roles are representing a logical grouping of functions.

Root SM-DS A globally identified central access point for finding Events from
one or more SM-DP+(s).
A set of Profile Policy Authorisation Rules that, together,

Rules Authorisation Table determines the ability of a Profile Owner to make use of a set of
Profile Policy Rules in a Profile.

RSP Server Either an SM-DS or SM-DP+.

The organization through which the End User obtains PLMN
Service Provider telecommunication services. This is usually the network
Operator or possibly a separate body.

A mechanism by which the End User confirms their action, e.g.
by selecting Yes/No, OK/Cancel

A Certificate issued by a GSMA CI to a GSMA accredited

Simple Confirmation

SM-DP+ Certificate

SM-DP+.
SM-DS Certificate A Certificate used by a GSMA CI to a GSMA accredited SM-DS.
SM-DP+ OID Identifier of the SM-DP+ tha_t_ls globally unique and is included
as part of the SM-DP+ Certificate.
SM-DS OID Identifier of the SM-DS that is globally unique and is included as

part of the SM-DS Certificate.

A Device which provides all the capabilities to be able to be used
Standalone Device in an RSP environment and needs no other Device for the
purpose of Remote SIM Provisioning

Describes the commercial relationship between the End User

Subscription and the Service Provider.

This role prepares Profile Packages, secures them with a Profile
protection key, stores Profile protection keys in a secure manner
and the Protected Profile Packages in a Profile Package
Subscription Manager Data repository, and allocates the Protected Profile Packages to
Preparation+ (SM-DP+) specified EIDs.

The SM-DP+ binds Protected Profile Packages to the respective
EID and securely downloads these Bound Profile Packages to
the LPA of the respective eUICC.

Subscription Manager This is responsible for providing addresses of one or more
Discovery Server (SM-DS) SM-DP+(s) to a LDS.

Current document describing the test cases that allow the RSP

Test Plan
ecosystem to be tested.
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Term

Description

Test Profile

A combination of data and applications to be provisioned on an
eUICC to provide connectivity to test equipment for the purpose
of testing the Device and the eUICC. A Test Profile is not
intended to store any Operator Credentials.

User Intent

Describes the direct, real time acquisition and validation of the
manual End User instruction on the LUI to trigger locally a Profile
download or Profile Management Operation. As defined in

SGP.21 [3].

1.4 Abbreviations

Abbreviation ‘ Description

AID Application Identifier

APDU Application Protocol Data Unit
ASN.1 Abstract Syntax Notation One

ATR Answer To Reset

BPP Bound Profile Package

C-APDU Command APDU

CASD Controlling Authority Security Domain

CERT.CI.LECDSA

Certificate of the CI for its Public ECDSA Key

CERT.DPauth.ECDSA

Certificate of the SM-DP+ for its Public ECDSA key used for
SM-DP+ authentication

CERT.DPpb.ECDSA

Certificate of the SM-DP+ for its Public ECDSA key used for
Profile Package Binding

CERT.DSauth.ECDSA

Certificate of the SM-DS for its Public ECDSA key used for
SM-DS authentication

CERT.EUICC.ECDSA

Certificate of the eUICC for its Public ECDSA key

CERT.EUM.ECDSA

Certificate of the EUM for its Public ECDSA key

CERT.DP.TLS Certificate of the SM-DP+ for securing TLS

CERT.DS.TLS Certificate of the SM-DS for securing TLS

Cl Certificate Issuer

CRL Certificate Revocation List

CRT Control Reference Template

DER TLV Distinguished Encoding Rules - Tag Length Value

DH Diffie-Hellman

ECASD eUICC Controlling Authority Security Domain

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve cryptography Digital Signature Algorithm

ECKA Elliptic Curve cryptography Key Agreement algorithm
V14 Page 12 of 777
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Abbreviation Description

EID eUICC-ID as defined in SGP.02 [1]
ETSI European Telecommunications Standards Institute
EUM eUICC Manufacturer
FCP File Control Parameters
FFS For Future Study
FQDN Fully Qualified Domain Name
GID1 Group Identifier 1, as defined in 3GPP TS 31.102 [18]
GID2 Group Identifier 2, as defined in 3GPP TS 31.102 [18]
GSMA GSM Association
HW Hardware
ICCID Integrated Circuit Card ID
IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
ISD Issuer Security Domain
ISD-P Issuer Security Domain Profile
ISD-R Issuer Security Domain Root
ISO International Standards Organisation
ITU International Telecommunications Union
IUT Implementation Under Test
KVN Key Version Number
LDS Local Discovery Service
LDSd Local Discovery Service when LPA is in the Device
LDSe Local Discovery Service when LPA is in the eUICC
LPA Local Profile Assistant
LPAd Local Profile Assistant when LPA is in the Device
LPAe Local Profile Assistant when LPA is in the eUICC
LPD Local Profile Download
LPDd Local Profile Download when LPA is in the Device
LPDe Local Profile Download when LPA is in the eUICC
LTE Long Term Evolution
LUI Local User Interface
LUId Local User Interface when LPA is in the Device
LUle Local User Interface when LPA is in the eUICC
MAC Message Authentication Code
MNO Mobile Network Operator
MOC Mandatory, Optional or Conditional
NAA Network Access Application
OCE Off-Card Entity
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Abbreviation Description

OTA Over The Air

oS Operating System

otPK.EUICC.ECKA One-time Public Key of the eUICC for ECKA

otSK.EUICC.ECKA One-time Private Key of the eUICC for ECKA

PE Profile Element

PKI Public Key Infrastructure

PIR Profile Installation Result

POR Proof Of Receipt

PPAR Profile Policy Authorisation Rule

PPK-ENC Profile Protection Key for message encryption/decryption

PPK-MAC Profile Protection Key for message MAC generation/verification

PPP Protected Profile Package

PPR Profile Policy Rule

R-APDU Response APDU

RAT Rules Authorisation Table

RSA Rivest / Shamir / Adleman asymmetric algorithm

RSP Remote SIM Provisioning

SAS Security Accreditation Scheme

SCP Secure Channel Protocol

SD Security Domain

S-ENC Session key for message encryption/decryption

S-MAC Session Key for message MAC generation/verification

SK.CI.ECDSA Private key of the CI for signing certificates

SK DPauth.ECDSA :Lrjit\;]aetsti}Z:;Oo: the of SM-DP+ for creating signatures for SM-DP+

SK.EUICC.ECDSA Private key of the eUICC for creating signatures

SK.EUM.ECDSA Private key of the EUM for creating signatures

SM-DP+ Subscription Manager Data Preparation (Enhanced compared to
the SM-DP in SGP.02 [1])

SP Service Provider

SSD Supplemental Security Domain

SVN SGP.22 Specification Version Number (referred to as 'eSVN' in
SGP.21 [3)).

TAC Type Allocation Code

TAR Toolkit Application Reference

TLS Transport Layer Security

UPP Unprotected Profile Package

URI Uniform Resource Identifier
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Abbreviation Description

URL Uniform Resource locator

USIM Universal Subscriber Identity Module

1.5 Document Cross-references

Ref ‘ Document Number ‘ Title

GSMA "Remote Provisioning of Embedded UICC Technical

[1] SGP.02 specification" V3.1

[2] SGP.22 RSP Technical Specification V2.2.x (x21)

[2a] SGP.22 RSP Technical Specification V2.1

[2b] SGP.22 RSP Technical Specification V2.2

[3] SGP.21 RSP Architecture V2.2

[3a] SGP.21 RSP Architecture V2.1

. SIMalliance eUICC Profile Package: Interoperable Format

41 SiMalliance Technical Specification V2.0 or later

[5] ETSI TS 102 221 Smart Cards; UICC-Terminal interface

[6] GPC_SPE_034 GlobalPlatform Card Specification v.2.3

[7] ISO/IEC 7816-4:2013 Ident|f|_cat|_on cards - Integrated circuit carQs - Part 4:
Organization, security and commands for interchange

8] REC 5639 Elliptic Curve Cryptography (ECC) Brainpool Standard

Curves and Curve Generation

Avis relatif aux paramétres de courbes elliptiques définis
[9] ANSSI ECC FRP256V1 | par I'Etat francais. JORF n°0241 du 16 octobre 2011 page
17533. texte n° 30. 2011

[10] ITUE.118 The international telecommunication charge card
NIST Special Publication SP 800-56A: Recommendation for
[11] NIST SP 800-56A Pair-Wise Key Establishment Schemes Using Discrete

Logarithm Cryptography (Revision 2), May 2013

Digital cellular telecommunications system (Phase 2+);
[12] 3GPP TS 23.003 Universal Mobile Telecommunications System (UMTS);
Numbering, addressing and identification

Secured packet structure for UICC based applications;

[13] ETSI TS 102 225 ~elease 12

Remote APDU structure for UICC based applications;

[14] ETSI TS 102 226 Release 9
[15] TS.26 GSMA NFC Handset Requirements V9.0

ASN.1 Encoding Rules: Specification of Basic Encoding
[16] ITU-T X.690 (11/2008) Rules (BER), Canonical Encoding Rules (CER) and

Distinguished Encoding Rules (DER) including
Corrigendum 1 and 2

Smart cards; UICC Application Programming Interface

[17] | ETSITS 102241 (UICC API) for Java Card™
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Ref Document Number s

Characteristics of the Universal Subscriber Identity Module

[18] 3GPP TS 31.102 (USIM) application

GlobalPlatform Card - Digital Letter of Approval - Version

[19] GPC_SPE_095 10

Key words for use in RFCs to Indicate Requirement Levels,
[20] RFC 2119 S. Bradner
http://www.ietf.org/rfc/rfc2119.txt

Remote Provisioning Architecture for Embedded UICC Test
Specification V3.2

[22] 3GPP TS 23.040 Technical realization of the Short Message Service (SMS)

SIMAlliance eUICC Profile Package: Interoperable Format

[21] SGP.11

2 IMalli T . :
[23] SiMalliance Test Test Specification Version 2.1.2
Elliptic Curve Cryptography (ECC) Cipher Suites for
24 RFC 4492 .
[24] C 449 Transport Layer Security (TLS)
[25] SGP.26 RSP Test Certificates Definition v1.2

1.6 Conventions

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", and "MAY" in this
document SHALL be interpreted as described in RFC 2119 [20].

2 Testing Rules
2.1 Applicability

2.1.1 Format of the Optional Features Table
The columns in Table 4 have the following meaning:

Column ‘ Meaning

Option The optional feature supported or not by the implementation.

Mnemonic The mnemonic column contains mnemonic identifiers for each item.

Table 1: Format of the Optional Features Table

2.1.2 Format of the Applicability Table

The applicability of every test in Table 5 is formally expressed by the use of a Boolean
expression defined in the following clause.

The columns in Table 5have the following meaning:

Meaning

Test case The "Test case" column gives a reference to the test case number detailed in
the present document and is required to validate the implementation of the
corresponding item in the "Name" column.
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Name In the "Name" column, a short non-exhaustive description of the test is found.

Roles SM-DP+, SM-DS, Device, LPAd, LPAe or eUICC
Entities under test that take in charge the functions used in the test case.

Version This column indicates which test cases are applicable for the given SGP.22
version.

See clause 2.1.3 'Applicability and Notations'.

Test Env. Test environment used for executing the test case.

Table 2: Format of the Applicability Table

2.1.3 Applicability and Notations
The following notations are used for the Applicability column:

Applicability code Meaning

M mandatory - the capability is required to be supported.

N/A not applicable - in the given context, it is impossible to use the capability.

conditional - the requirement on the capability depends on the support of
other items. "i" is an integer identifying an unique conditional status

Ci expression which is defined immediately following the table. For nested
conditional expressions, the syntax "IF ... THEN (IF ... THEN ... ELSE...)
ELSE ..." is to be used to avoid ambiguities.

Table 3: Applicability and Notations

2.1.4 Optional Features Table
The supplier of the implementation SHALL state the support of possible options in Table 5.

eUICC Options Mnemanic

The eUICC supports NIST P-256 [11] for signing and for verification

(see Note 2) O_E_NIST
The eUICC supports brainpoolP256r1 [8] for signing and for

L O_E_BRP
verification (see Note 2) -
The eUICC supports FRP256V1 [9] for signing and for verification

O_E_FRP

(see Note 2) -
The eUICC supports Test Profiles O_E_TEST_PROF
The eUICC supports CRL O_E_CRL
The eUICC supports the LPAe O_E_LPAe

The eUICC stores the otPK.eUICC.ECKA / otSK.eUICC.ECKA from

: O_E_REUSE_OTPK
previous unsuccessful download attempt for future retry - -

The eUICC can hold two PIR O _E 2 PIR
The Device supports LPAd O_D_LPAD
The Device supports GSM/GERAN O_D_GSM_GERAN
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The Device supports UMTS/UTRAN

O_D_UMTS_UTRAN

The Device supports cdma2000 1X

O_D_CDMA2000_1X

The Device supports cdma2000 HRPD

O_D_CDMA2000_HRPD

The Device supports cdma2000 eHRPD

O_D_CDMA2000_EHRPD

The Device supports LTE/E-UTRAN

O D _LTE

The Device supports NFC as defined in TS26

O_D NFC_TS26

The Device supports eUICC CRL

O_D_CRL

Initiation of the Enable Profile procedure is allowed on a Profile that
is enabled already

O_D_ENPROF

Initiation of the Enable Profile procedure is allowed even if the
currently enabled Profile has PPR1

O_D_ENPREVPPR1

Device supports only cellular connectivity (see Note 1)

O_D_ONLY_CELLULAR_CO
NNECTIVITY

Device offers a user interface to enter a PIN for user authentication

O_D_PIN

Device allows the End User to initiate the disabling or deletion of an
enabled Profile with pprl

O_D_DISDELPPR1

Device allows the End User to initiate the deletion of a Profile with
ppr2

O_D_DELPPR2

Initiation of the Disable Profile procedure is allowed on a Profile that
is disabled already

O_D_DISPROF

Initiation of Disable Profile procedure is allowed even if the currently
enabled Profile has PPR1

O_D_DISPPR1

Device retries after unsuccessful CC entry attempt

O_D_CC_RETRY

The Device provides the LUI functionality to postpone Profile
Download

O_D_EU_POSTPONED

Device supports Power-on Profile discovery

O_D_POW_ON_PROF_DISC
OVERY

Initiation of the Enable Profile procedure is allowed only if no Profile
is enabled already

O_D_ENPROF1ST

The Device provides the LUI functionality to reject Profile Download

O_D_EU_REJECT

The Device supports Set/Edit Nickname procedure and displaying
the profile's Nickname

O_D_NICKNAME

The Device supports additional verification of TLS certificate content
(i.e. key usage, extended key usage and certificate policy)

SM-DP+ reuses otPK.eUICC.ECKA from previous unsuccessful
download attempt

O_D_TLS_FULL_VERIFICATI
ON

SM-DP+ Options Mnemonic

O_P_REUSE_OTPK

SM-DP+ supports usage of session keys (S-ENC, S-MAC) for profile
protection

O_P_SESSION_KEYS
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SM-DS Options Mnemonic

SM-DS is an Alternative SM-DS.

NOTE: If an SM-DS is not an Alternative SM-DS then it is a Root O_S ALT
SM-DS.

Note 1: Devices which supports O_D_ONLY_CELLULAR_CONNECTIVITY are out of scope of the
current version of this document.

Note 2: For this version of test specification:

e O_E FRPis not applicable
e The eUICC SHALL support either O_E_NIST or O_E_BRP or both

Table 4: Options

2.1.5 Applicability Table

Table 5 specifies the applicability of each test case. See clause 2.1.2 for the format of this
table.

Test case V2.1 \2)2(:0;< Test Env.
eUICC Interfaces Compliance Testing
42121 TC_eUICC_ATR_And_ISDR_Selection eulCC C006 C006 | TE_eUICC
42221 TC_eUICC_ES6.UpdateMetadata eUIlCC M M TE_eUICC
42321 TC_eUICC_ESS8+.InitialiseSecureChannel eUlCC M M TE_eUICC
42421 TC_eUICC_ES8+.ConfigurelSDP eulCC M M TE_eUICC
42521 TC_eUICC_ES8+.StoreMetadata eulCC M M TE_eUICC
4.2.6.2.1 TC_eUICC_ES8+.ReplaceSessionKeys eUlCC M M TE_eUICC
42721 TC_eUICC_ES8+.LoadProfileElements eulcC M M TE_eUICC
4.2.8.2.1 TC_eUICC_ES10a.GetEuiccConfiguredAddresses eUlCC M M TE_eUICC
42921 TC_eUICC_ES10a.SetDefaultDpAddress eUlCC M M TE_eUICC
4.2.10.2.1 TC_eUICC_ES10b.PrepareDownloadNIST eulCC C001 C001 | TE_eUICC
4.2.10.2.2 TC_eUICC_ES10b.PrepareDownloadBRP eUiCC C002 C002 TE_eUICC
4.2.10.2.3 TC_eUICC_ES10b.PrepareDownloadFRP eUlCC C003 C003 TE_eUICC
4.2.10.2.4 TC_eUICC_ES10b.PrepareDownloadErrorCases eUICC M M TE_eUICC
421121 TC_eUICC_ES10b.LoadBoundProfilePackageNIST eUlCC C001 C001 TE_eUICC
4.2.11.2.2 TC_eUICC_ES10b.LoadBoundProfilePackageBRP eUlCC C002 C002 TE_eUICC
4.2.11.2.3 TC_eUICC_ES10b.LoadBoundProfilePackageFRP eUlCC C003 C003 TE_eUICC
421124 TC_eUICC_ES10b.LoadBoundProfilePackage_ErrorC cUICC M M TE_eUICC
ases
421221 TC_eUICC_ES10b.GetEUICCChallenge eUICC M M TE_eUICC
4.2.13.2.1 TC_eUICC_ES10b.GetEUICCInfol eUICC M M TE_eUICC
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V2.2.X

Test case V2.1 Test Env.
4.2.13.2.2 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V2.1 eUlCC M N/A TE_eUICC
4.2.13.2.3 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V2.2.x eUlCC N/A M TE_eUICC
4.2.13.24 TC_eUICC_ES10b.GetEUICCInfo2 eUlCC M M TE_eUICC

TC_eUICC_ES10b.ListNotification TE_eUICC
4.2.14.2.1 eulCcC M M

All test sequences except the sequence #5

TC_eUICC_ES10b.ListNotification TE_eUICC
4.2.14.2.1 eulCcC C025 C025

Only the test sequence #5

TC_eUICC_ES10h.RetrieveNaotificationsList TE_eUICC
4.2.15.2.1 eulCcC M M

All test sequences except the sequences #5 and #15

TC_eUICC_ES10h.RetrieveNaotificationsList TE_eUICC
4.2.15.2.1 eUlCC C025 C025

Only the test sequences #5 and #15

TC_eUICC_ES10b.RemoveNotificationFromList TE_eUICC
4.2.16.2.1 eUlCC M M

All test sequences except the sequence #5

TC_eUICC_ES10b.RemoveNotificationFromList TE_eUICC
4.2.16.2.1 eUlCC C025 C025

Only the test sequence #5
4.2.18.2.1 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_NIST |eUICC Co01 coo1 TE_eUICC
4.2.18.2.2 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_BRP |eUICC C002 C002 TE_eUICC
4.2.18.2.3 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_FRP |eUICC C003 C003 TE_eUICC
421824 TC_eUICC_ES10b.AuthenticateServer_SM- cUICC M M TE_eUICC

DP+_ErrorCases
4.2.18.25 TC_eUICC_ES10b.AuthenticateServer_SM-DS_BRP  |eUICC C002 C002 TE_eUICC
4.2.18.2.6 TC_eUICC_ES10b.AuthenticateServer_SM-DS_NIST |eUICC Coo1 coo1 TE_eUICC
4.2.18.2.7 TC_eUICC_ES10b.AuthenticateServer_SM-DS_FRP  |eUICC C003 C003 TE_eUICC
421828 TC_eUICC_ES10b.AuthenticateServer_SM- QUICC M M TE_eUICC

DS_ErrorCases
4.2.19.2.1 TC_eUICC_ES10b.CancelSessionNIST eUlCC Ccoo1 coo1 TE_eUICC
4.2.19.2.2 TC_eUICC_ES10b.CancelSessionBRP eUlCC C002 C002 TE_eUICC
4.2.19.2.3 TC_eUICC_ES10b.CancelSessionFRP eUlCC C003 C003 TE_eUICC
4,2.19.2.4 TC_eUICC_ES10b.CancelSession_ErrorCase eUICC M M TE_eUICC
4.2.20.2.1 TC_eUICC_ES10c.GetProfilesinfo eUlCC M M TE_eUICC
4.2.21.2.1 TC_eUICC_ES10c.EnableProfile_Case3 eUICC M M TE_eUICC
4.2.21.2.2 TC_eUICC_ES10c.EnableProfile_ErrorCases _Case3 |eUICC M M TE_eUICC
4.2.21.2.3 TC_eUICC_ES10c.EnableProfile_Case4 eUICC M M TE_eUICC
4.2.21.2.4 TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 |eUICC M M TE_eUICC
422221 TC_eUICC_ES10c.DisableProfile_Case3 eUICC M M TE_eUICC
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Test case V2.1 V22 Test Env.

4.2.22.2.2 TC_eUICC_ES10c.DisableProfile_ErrorCases_Case3 |eUICC M TE_eUICC

M
4.2.22.2.3 TC_eUICC_ES10c.DisableProfile_Case4 eUiCC M M TE_eUICC
4.2.22.2.4 TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4 |eUICC M M TE_eUICC
422321 TC_eUICC_ES10c.DeleteProfile_Case3 eUilCC M M TE_eUICC
4.2.23.2.2 TC_eUICC_ES10c.DeleteProfile_ErrorCases_Case3 |eUICC M M TE_eUICC
4.2.23.2.3 TC_eUICC_ES10c.DeleteProfile_Case4 eUilCC M M TE_eUICC
4.2.23.2.4 TC_eUICC_ES10c.DeleteProfile_ErrorCases_Case4 |eUICC M M TE_eUICC
4.2.242.1 TC_eUICC_ES10c.eUICCMemoryReset eUiCC M M TE_eUICC
422422 TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases |eUICC M M TE_eUICC
4.2.252.1 TC_eUICC_ES10c.GetEID euUiCC M M TE_eUICC
4.2.26.2.1 TC_eUICC_ES10c.SetNickname eUiCC M M TE_eUICC
422721 TC_eUICC_ES10b.GetRAT eUiCC M M TE_eUICC
SM-DP+ Interfaces Compliance Testing
431221 TC_SM-DP+_ES9+.InitiateAuthenticationNIST SM-DP+ M M TE_P2
4.3.12.2.2 TC_SM-DP+_ES9+.InitiateAuthenticationFRP SM-DP+ M M TE_P2
4.3.12.2.3 TC_SM-DP+_ES9+.InitiateAuthenticationBRP SM-DP+ M M TE_P2

TC_SM-DP+_ES9+.GetBoundProfilePackageNIST
4.3.13.2.1 SM-DP+ C028 C028 TE_P2
Test sequences #1, #2 and #5

TC_SM-DP+_ES9+.GetBoundProfilePackageNIST
4.3.13.2.1 SM-DP+ M M TE_P2
Test sequences #3, #4 and #6

4.3.13.2.2 TC_SM-DP+_ES9+.GetBoundProfilePackageFRP SM-DP+ M M TE_P2

TC_SM-DP+_ES9+.GetBoundProfilePackageBRP
4.3.13.2.3 SM-DP+ C028 C028 TE_P2
Test sequence #1

TC_SM-DP+_ES9+.GetBoundProfilePackageBRP
4.3.13.2.3 SM-DP+ M M TE_P2
Test sequence #2

TC_SM-

DP+_ES9+.GetBoundProfilePackage_RetryCases_Re
4.3.13.2.4 useOTPK_NIST SM-DP+ C029 C029 TE_P2

Test sequences #1, #2, #5 and #6

TC_SM-

DP+_ES9+.GetBoundProfilePackage_RetryCases_Re
4.3.13.2.4 useOTPK_NIST SM-DP+ C015 Co015 TE_P2

Test sequences #3, #4, #7, #8 and #9

TC_SM-

DP+_ES9+.GetBoundProfilePackage_RetryCases_Diff
4.3.13.2.7 erentOTPK_NIST SM-DP+ C030 C030 TE_P2

Test sequences #1 and #2
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V2.2.X
Test case . Test Env.
TC_SM-
DP+_ES9+.GetBoundProfilePackage_RetryCases_Diff
Test sequences #3 and #4
TC_SM-
43.13.2.10 DP+_ES9+.GetBoundProfilePackage_ErrorCasesNIST SM-DP+ M M TE_P2
4.3.14.2.1 TC_SM-DP+_ES9+.AuthenticateClientNIST SM-DP+ M M TE_P2
TC_SM-
431422 DP+_ES9+.AuthenticateClientNIST_ErrorCases SM-DP+ M M TE_P2
4.3.14.2.3 TC_SM-DP+_ES9+.AuthenticateClientFRP SM-DP+ M M TE_P2
4.3.14.25 TC_SM-DP+_ES9+.AuthenticateClientBRP SM-DP+ M M TE_P2
TC_SM-
4.3.14.2.6 DP+_ES9+.AuthenticateClient_RetryCases_Reuse_O |[SM-DP+ C015 C015 TE_P2
TPK
4.3.15.2.1 TC_SM-DP+_ES9+_HandleNotificationNIST SM-DP+ M M TE_P2
4.3.15.2.2 TC_SM_DP+_ES9+_HandleNotificationFRP SM-DP+ M M TE_P2
4.3.15.2.3 TC_SM-DP+_ES9+_HandleNotificationBRP SM-DP+ M M TE_P2
TC_SM-
4.3.16.2.1 DP+_ES9+.CancelSession_After_AuthenticateClientNI |SM-DP+ M M TE_P2
ST
TC_SM-
4.3.16.2.2 DP+_ES9+.CancelSession_After_GetBoundProfilePac |SM-DP+ M M TE_P2
kageNIST
431623 TCTSM_DP+_E89+.CancelSessnon_After_Authentlcat SM-DP+ M M TE P2
eClientFRP -
4.3.16.2.4
4.3.16.2.4 TC_SM_DP+_ES9+.CancelSession_After_GetBoundP |SM-DP+ M M TE_P2
rofilePackageFRP
TC_SM-
4.3.16.25 DP+_ES9+.CancelSession_After_AuthenticateClientB  |SM-DP+ M M TE_P2
RP
TC_SM-
4.3.16.2.6 DP+_ES9+.CancelSession_After_GetBoundProfilePac |SM-DP+ M M TE_P2
kageBRP
TC_SM- SM-DP+ M M TE_P2
43.17.1 DP+_ES9+_Server_Authentication_for HTTPS_Establ
ishmentNIST
TC_SM- SM-DP+ M M TE_P2
4.3.17.2 DP+_ES9+_Server_Authentication_for HTTPS_Establ
ishmentBRP
TC_SM- SM-DP+ M M TE_P1
4.3.20.1 DP+_ES12_Client_Mutual_Authentication_for HTTPS
_EstablishmentNIST
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Test case . V22 Test Env.

TC_SM- SM-DP+ M M TE_P1
4.3.20.2 DP+_ES12_Client_Mutual_Authentication_for HTTPS
_EstablishmentBRP

LPAd Interfaces Compliance Testing

442121 TC_LPAd_InitiateAuthentication_Nominal LPAd C007 Coo7
4.4.21.2.2 TC_LPAd_lInitiateAuthentication_ErrorCases LPAd C007 Coo7
4.4.22.2.1 TC_LPAd_ES9+_GetBoundProfilePackage_Nominal LPAd Co007 Coo7
442222 TC_LPAd_ES9+_GetBoundProfilePackage_Retry LPAd C005 C005
4.422.2.3 TC_LPAd_ES9+_GetBoundProfilePackage_Error LPAd C007 Ccoo7
442321 TC_LPAd_AuthenticatClient_Nominal LPAd C007 Ccoo7
4.4.23.2.2 TC_LPAd_AuthenticateClient_ErrorCases LPAd C007 Ccoo7
4.4.24.2.1 TC_LPAd_ES9+_HandleNotification_Nominal LPAd Co07 Ccoo7

TC_LPAd_ES9+_CancelSession_Nominal
4.4.25.2.1 - - - - LPAd Coo07 C0o07
All test sequences except the sequence #02

TC_LPAd_ES9+_CancelSession_Nominal
4.4.252.1 - - - - LPAd Cco023 C023
Only the test sequences #02

TC_LPAd_ES9+_CancelSession_EndUserPostponed_

4.425.2.2 Nominal LPAd C008 Co008
4.4.25.2.3 TC_LPAd_ES9+_CancelSession_Error LPAd C026 C026
4.4.252.4 TC_LPAd_ES9+_CancelSession_PPRs LPAd C0026 C026
4.4.26.2.1 TC_LPAd_HTTPS_Nominal LPAd C007 C0o07

TC_LPAd_HTTPS_ErrorCases
4.4.26.2.2 LPAd Co07 Ccoo7
All test sequences except the sequence #04, #05, #06

TC_LPAd_HTTPS_ErrorCases

4.4.26.2.2 LPAd C031 C031
Only the test sequences #04, #05, #06
4.4.27.2.1 TC_LPAd_ES11_InitiateAuthentication_Nominal LPAd Co07 Ccoo7
4.4.27.2.2 TC_LPAd_ES11_InitiateAuthentication_ErrorCases LPAd C007 Ccoo7
4.4.28.2.1 TC_LPAd_ES11_AuthenticateClient_Nominal LPAd Co07 Ccoo7
4.4.28.2.2 TC_LPAd_ES11 AuthenticateClient_ErrorCases LPAd Coo7 C0o07
4.4.29.2.1 TC_LPAd_HTTPS_Nominal LPAd C007 C007
4.4.29.2.2 TC_LPAd_HTTPS_Error LPAd C007 C007
All test sequences except the sequence #04, #05, #06
442922 |/C-LPAd_HTTPS Error LPAd cos1 Cco31
Only the test sequences #04, #05, #06
SM-DS Interfaces Compliance Testing
45121 TC_ROOT_SM_DS_ES12.RegisterEvent SM-DS C024 C024 TE_S3
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V2.2.X
Test case Test Env.
45122 TC_ALT_SM_DS_ES12.RegisterEvent SM-DS C021 co21 TE_SAl
45221 TC_ROOT_SM_DS_ES12.DeleteEvent SM-DS C024 Cco024 TE_S3
45222 TC_ALT_SM_DS_ES12.DeleteEvent SM-DS C021 co21 TE_SAl
TC_ALT_SM_DS_ES12.DeleteEvent_Error_Nonexista |SM-DS C021 C021 TE_S2
45223 -
nt_EventID
45321 TC_ROOT_SM_DS_ES15.RegisterEvent SM-DS C024 Cco024 TE_SR2
45421 TC_ROOT_SM_DS_ES15.DeleteEvent SM-DS C024 Cco024 TE_SR2
45521 TC_SM_DS_ESl11.InitiateAuthenticationNIST SM-DS M M TE_S1
456.2.1 TC_SM_DS_ES11.AuthenticateClientNIST SM-DS M M TE_S1
45.6.2.2 TC_SM_DS_ES11.AuthenticateClientBRP SM-DS M M TE_S1
45.7.1 TC_ALT_SM_DS_ES15_Client_Mutual_Authentication | SM-DS C021 C021 TE_SAl
_for_HTTPS_EstablishmentNIST
45.7.2 TC_ALT_SM_DS_ES15_Client_Mutual_Authentication | SM-DS C021 C021 TE_SAl
_for_HTTPS_EstablishmentBRP
458.1 TC_SM_DS_ES12_Server_Mutual_Authentication_for | SM-DS M M TE_S2
_HTTPS_EstablishmentNIST
45.8.2 TC_SM_DS_ES12_Server_Mutual_Authentication_for | SM-DS M M TE_S2
_HTTPS_EstablishmentBRP
4509.1 TC_ROOT_SM_DS_ES15_Server_Mutual_Authenticat | SM-DS C024 C024 TE_SR1
ion_for HTTPS_EstablishmentNIST
4592 TC_ROOT_SM_DS _ES15_Server_Mutual_Authenticat | SM-DS Cco024 C024 TE_SR1
ion_for_HTTPS_EstablishmentBRP
45.10.1 TC_SM_DS_ES11_Server_Mutual_Authentication_for | SM-DS M M TE_S1
_HTTPS_EstablishmentNIST
4.5.10.2 TC_SM_DS_ES11_Server_Mutual_Authentication_for | SM-DS M M TE_S1
_HTTPS_EstablishmentBRP
Procedure - Behaviour Testing
52121 TC_eUICC_PrepareDownload_Retry ReuseOTKeys eUICC C019 C019 TE_eUICC
5.2.1.2.2 TC_eUICC_PrepareDownload_Retry _NewOTKeys eUICC C020 C020 TE_eUICC
52221 TC_eUICC_ForbiddenPPRs eUiCC M M TE_eUICC
5.23.21 TC_eUICC_GetProfilesinfo_GetRAT_RSPSession eUiCC M M TE_eUICC
52421 TC_eUICC_Default_FileSystem eUiCC M M TE_eUICC
5.2521 TC_eUICC_DeleteProfile_ISDP_And_Components eUiCC M M TE_eUICC
5.2.6.2.1 TC_eUICC_EnableProfile_Twice_Notifications eUiCC M M TE_eUICC
5.2.7.21 TC_eUICC_DisableProfile_ApplicationManagement eUiCC M M TE_eUICC
5.2.8.2.1 TC_eUICC_Enable_Disable_Delete_Notifications eUlCC M M TE_eUICC
5.3.3.2.1 TC_SM-DP+_ProfileMetadata SM-DP+ M M
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V2.2.X

Test case . Test Env.
54.1.2.1 TC_LPAd_AddProfile_Manual_Entry LPAd C007 Coo7
5.4.1.2.2 TC_LPAd_AddProfile_QRcode_scanning LPAd C007 Coo7
54123 TC_LPAd_AddProfile_ActivationCode_InvalidFormat_ LPAd C007 C007

QRcode
54124 TC_LPAd_AddProfile_ActivationCode_InvalidFormat_ LPAd C007 C007

ManualEntry
54125 ;’C(SI';PAd_AddProflIe_ConflrmatlonCode_smdpS|gned LPAd C007 C007
54126 TC_LPAd_AddProfile_ConfirmationCode_smdpSigned LPAd C007 C007

2_Manual_Entry
5.4.1.2.7 TC_LPAd_AddProfile_default_SM-DP+_address LPAd Co07 coo7
54128 ZC_LPAd_Add Profile_QRCode_with_ConfirmationCod LPAd C007 C007
5.4.1.2.9 TC_LPAd_AddProfile_PPRs LPAd Co07 coo7
5.4.1.2.10 TC_LPAd_LUI_access_protected LPAd C007 Coo7
54.1.2.11 TC_LPAd_AddProfile_Security_Errors LPAd C007 Coo07
5.4.2.2.1 TC_LPAd_ListProfiles LPAd Co07 coo7
5.4.3.2.1 TC_LPAd_SetNickname LPAd Cc027 Cco27
5.4.3.2.2 TC_LPAd_EditNickname LPAd Co027 Cco27
54421 TC_LPAd_DeleteProfile_Disabled_without PPR LPAd Coo7 C0o07
5.4.4.2.2 TC_LPAd_DeleteProfile_Enabled_without PPR LPAd C009 C009
5.4.4.2.3 TC_LPAd_DeleteProfile_Error_with_ PPR1 LPAd Co012 Cco12
54424 TC_LPAd_DeleteProfile_Error_Disabled_with_PPR2 LPAd C013 C013
5.4.4.25 TC_LPAd_DeleteProfile_Error_Enabled_with_PPR2 LPAd C014 C014
5.4.4.2.6 TC_LPAd_DeleteProfile_Security_Errors LPAd C007 C007
5.45.2.1 TC_LPAd_EnableProfile LPAd C009 C009
5.45.2.2 TC_LPAd_EnableProfile_ImplicitDisable LPAd C009 C009
54523 TC_LPAd_EnableProfile_Error_ProfileAlreadyEnabled |LPAd C010 C010
54524 TC_LPAd_EnableProfile_Error_PPR1Set LPAd Co011 Co011
5.45.25 TC_LPAd_EnableProfile_Security_Errors LPAd C007 Coo7
54.6.2.1 TC_LPAd_DisableProfile LPAd C009 C009
54622 '(;’C_LPAd_DlsabIeProflle_Error_ProflleAIreadyDlsabIe LPAd Co17 Co17
5.4.6.2.3 TC_LPAd_DisableProfile_Error_PPR1Set LPAd C018 Cco18
5.4.6.2.4 TC_LPAd_DisableProfile_Security Errors LPAd Coo07 C0o07
5.4.7.2.1 TC_LPAd_RetrieveEID LPAd C004 C004
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V2.2.X
Test case . Test Env.
5.4.8.2.1 TC_LPAd_eUICCMemoryReset LPAd C007 Coo7
5.4.8.2.2 TC_LPAd_eUICCMemoryResetWithPINVerification LPAd C009 C009
5.4.10.2.1 TC_LPAd_Set/Edit Default SM-DP+ Address LPAd C0oo07 C0o07
541121 TC_LPAd_DevicePowerOnProfileDiscovery SM- LPAd C022 C022
DP+_address
5.4.11.2.2 TC_LPAd_DevicePowerOnProfileDiscovery_SM-DS LPAd C022 C022
Test Specifications
7.1 SIMAlliance eUICC Profile Package Test Specification | eUICC M M See 75elct|on

Table 5: Applicability of Tests

Conditional item Condition

Co01 IF (O_E_NIST) THEN M ELSE N/A

C002 IF (O_E_BRP) THEN M ELSE N/A

C003 IF (O_E_FRP) THEN M ELSE N/A

C004 IF (O_D_LPAD) THEN M ELSE N/A

005 IF (O_D_CC_RETRY AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY)
THEN M ELSE N/A

C006 IF (NOT O_E_LPAe) THEN M ELSE N/A

007 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY) THEN
M ELSE N/A

008 IF (O_D_LPAD AND O_D_EU_POSTPONED AND NOT

O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A
IF (O_D_LPAD AND O_D_PIN AND NOT

€009 O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

Co1o IF (O_D_LPAD AND O_D_ENPROF AND NOT O_D_ENPROF1ST) THEN M
ELSE N/A

co11 IF (O_D_LPAD AND O_D_ENPREVPPR1 AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEM M ELSE N/A

Co12 IF (O_D_LPAD AND O_D_DISDELPPR1 AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

co13 IF (O_D_LPAD AND O_D_DELPPR2 AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

Co14 IF (O_D_LPAD AND O_D_PIN AND O_D_DELPPR2 AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

Co15 IF (O_P_REUSE_OTPK) THEN M ELSE N/A

CO016 IF (NOT O_P_REUSE_OTPK) THEN M ELSE N/A
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Conditional item ‘Condition

Co17 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_DISPROF) THEN M ELSE N/A

co18 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_DISPPR1) THEN M ELSE N/A

Co019 IF (O_E_REUSE_OTPK) THEN M ELSE N/A

€020 IF (NOT O_E_REUSE_OTPK) THEN M ELSE N/A

co21 IF (O_S_ALT) THEN M ELSE N/A

022 IF (O_D_LPAD AND O_D_POW_ON_PROF_DISCOVERY AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

023 IF (O_D_LPAD AND O_D_EU_REJECT AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

C024 IF (NOT O_S_ALT) THEN M ELSE N/A

C025 IF (O_E_2_PIR) THEN M ELSE N/A

026 IF ((O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY) AND
(O_D_EU_POSTPONED OR O_D_EU_REJECT)) THEN M ELSE N/A

Coo7 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_NICKNAME) THEN M ELSE N/A

co28 IF (O_P_SESSION_KEYS) THEN M ELSE N/A

C029 IF (O_P_SESSION_KEYS AND O_P_REUSE_OTPK) THEN M ELSE N/A
IF (O_P_SESSION_KEYS AND NOT O_P_REUSE_OTPK) THEN M ELSE

C030 — = - - - -
N/A

coal IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_TLS_FULL_VERIFICATION) THEN M ELSE N/A

Table 6: Conditional Items Referenced by Table 5

2.2 General Consideration

This section contains some general considerations about the test cases defined in this
document. Note that some external test specifications are referred to in chapter 7.
Consequently, the following sub sections SHALL only apply for test cases defined in
sections 4 and 5 and 6.

2.2.1 Test Case Definition
Test descriptions are independent.

For each test described in this document, a chapter provides a general description of the
initial conditions applicable for the whole test. This description is completed by specific
configurations to each individual sub-case.

It is implicitly assumed that all entities under test SHALL be compliant with the initial states
described in Annex G. An initial state SHALL be considered as a pre-requisite to execute all
the test cases described in this Test Plan.

After completing the test, the configuration is reset before the execution of the following test.
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2.2.2 Test Cases Format
Here is an explanation of the way to define the test cases in chapters 4, 5 and 6.

4 X.Y.Z Test Cases

4.X.Y.Z.1 TC_IUT TestNamel

General Initial Conditions

Entity Description of the general initial condition
Entityl Test case - general condition 1

Entity2 Test case - general condition 2

Test Sequence #01: Short Description

Description of the aim of the test sequence N°1

Initial Conditions

Entity Description of the initial condition

Entityl Test sequence N°1 - initial condition 1

Entity2 Test sequence N°1 - initial condition 2

Step | Direction ‘ Sequence / Description Expected result REQ

Command or Message to send | Expected result N°1.1

Ic1 Entityl — Entity2 from Entity1 to Entity2

Command or Message to send | 1- expected result N°1.2 REQ1

1 Entity1 — Entity2 . .
v Y% |from Entity1 to Entity2 2- expected result N°1.3

Command or Message to send

2 Sl = Fiilye from Entity2 to Entity3

Test Sequence #02

Description of the aim of the test sequence N°2

Step | Direction ‘ Sequence / Description Expected result REQ
. . Command or Message to send
1 Entityl — Entity2 from Entityl to Entity2
1- expected result N°2.1 REQ2
2 Entity2 —> Entity3 Commar?d or Mes;age to send p Q
from Entity2 to Entity3 2- expected result N°2.2

4.X.Y.Z2 TC_IUT_TestName2

The test cases TC_IUT_TestNamel and TC_IUT_TestName2 are referenced in Table 5 that
allows indicating the applicability of the tests.
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In the test case TC_IUT_TestNamel, the requirements REQ1 and REQ2 are respectively
covered by the test sequences #01 and #02.

The test sequence #01 SHALL be executed if and only if these conditions are met:

e Test case - general condition 1
e Test case - general condition 2
e Test sequence N°1 - initial condition 1
e Test sequence N°1 - initial condition 2

The test sequence #02 SHALL be executed if and only if these conditions are met:

e Test case - general condition 1
e Test case - general condition 2

The tables defining the different initial conditions are optional.
Initial Conditions are intended to be reached dynamically using the Test Tool when possible.

No additional operation SHALL be done prior to the test sequence besides those indicated in
the Initial Conditions (e.g. no other Profiles SHALL be present on the eUICC besides those
defined in the Initial Conditions).

In the test sequence #01.:

o the step IC1 corresponds to an additional Initial Condition
e inthe step N°1, if the expected results N°1 and N°2 are validated, the requirement
REQ1 (or a part of the REQ1) SHALL be considered as implemented

Note that all initial states (described in Annex G) SHALL be implemented by the entity under
test whatever the test cases to execute.

In addition, following 2.2.1 sub sections present all information (e.g. Methods, Constants...)
that MAY be referenced in test sequences.

After execution of each test sequence a clean-up procedure (CU) SHALL be executed to
restore the IUT to the Common Initial State as defined in Annex G.

2.2.21 Methods and Procedures
A method is referenced as follow:

e MTD_NAME_OF_THE_METHOD(PARAM1, PARAM2...)

The key word “NO_PARAM” SHALL be set in method call if the related optional parameter is
not used.

All methods and their related parameters are described in Annex C.1.

A procedure is a generic sub-sequence and is referenced as follow:
PROC_NAME OF THE PROCEDURE

All procedures are described in Annex C.2.
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The implementation of these methods and procedures is under the responsibility of the test
tool providers.

2222 Constants and Dynamic Content

A constant (e.g. text, ASN.1 structure, hexadecimal string, icon, URI, integer, EID, AID...) is
referenced as follow:

e #NAME OF THE CONSTANT
All constants are defined in Annex A.

When provided as an ASN.1 value notation, a constant SHALL be encoded in DER TLV (as
specified in ITU-T X.690 [16]) by the test tool.

A dynamic content (e.g. TLV, ASN.1 structure, signature, integer, AID, one-time key pair...)
is referenced as follow:

e <NAME OF THE VARIABLE>
All dynamic contents are defined in Annex B.
A dynamic content is either generated by an IUT or by a test tool provider.

2223 Requests and Responses
An ASN.1 or a JSON request is referenced as follow:

e #NAME OF THE REQUEST
An ASN.1 or a JSON response is referenced as follows:
e #R NAME OF THE RESPONSE

Each ASN.1 or JSON request and response MAY refer to a constant or a dynamic content.
All these structures are defined in Annex D.

When provided as an ASN.1 value notation, a request or a response SHALL be encoded in
DER TLV (as specified in ITU-T X.690 [16]) by the test tool.

When an ASN.1 element definition contains three points (i.e. “...”), it means that fields MAY
be present but SHALL not be checked by the test tool.

In the following example, several fields MAY be part of the ProfileInfoListResponse
but only the profileNickname SHALL be verified.

resp ProfileInfolistResponse ::=
profileInfoListOk :{
{

profileNickname #NICKNAME

V14 Page 30 of 777



GSM Association Non-confidential
Official Document SGP.23 - SGP.23 RSP Test Specification

This rule applies aslo for Constants definition.

2224 APDUs
A C-APDU is referenced as follow:

e [NAME_OF_THE_CAPDU]
All C-APDUSs are defined in Annex D.4.
An R-APDU is referenced as follow:
e [R_NAME_OF THE_RAPDU]
All R-APDUs are defined in Annex D.4.
Each APDU MAY refer to a constant or a dynamic content.

The APDU TERMINAL RESPONSE SHALL be dynamically generated by the test tool
according to the related proactive command. Therefore, this particular command is not
referenced with brackets in this specification. If not explicitly defined in the step, the general
result SHALL be set by default to “Command performed successfully” (i.e. 0x83 01 00).

2.2.25 Profiles

In order to execute the test cases described in this document, Operational, Test and
Provisioning Profiles are necessary. All these Profiles are defined in Annex E with the Profile
Metadata content and the corresponding Profile Package as defined in the SIMalliance
eUICC Profile Package Specification [4].

A Profile is referenced as follow:

e PROFILE OPERATIONALx with x the identifier of the Operational Profile
or

e PROFILE TESTx with x the identifier of the Test Profile
or

e PROFILE PROVISIONINGx With x the identifier of the Provisioning Profile

NOTE: Test Profiles and Provisioning Profiles are out of the scope of this version of test
specification.

2.2.2.6 IUT Settings

For the purpose of some test cases, Device and eUICC manufacturers and Platforms (i.e.
SM-DP+, SM-DS) providers need to give some information related to their products to the
test tools providers (e.g. supported Java Card version).

An IUT setting is referenced as follow:

e #IUT NAME OF SETTING
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All these settings are defined in Annex F.

2227 Referenced Requirements

All requirements referenced in this document by their identifiers are present and described in
Annex |. These requirements have been extracted from the specifications:

¢ GSMA RSP Technical Specification [2]
e GSMA RSP Architecture [3]

2.2.3 General Rules for eUICC Testing

2231 Default Profile Downloading process

By default, when an Operational Profile needs to be downloaded on the eUICC (e.g. As
mentioned in an initial condition), the following rules apply except if it is differently defined in
the Test Case.

The highest priority Cl in euiccCiPKIdListForSigning SHALL be used.

In order to execute the Common Mutual Authentication procedure and the Sub-procedure
Profile Download and Installation (End User Confirmation), the following requests SHALL be
sent by the Test Tool:

e #GET EUICC INFOl and #GET EUICC_ CHALLENGE
#AUTH_SMDP_MATCH ID

o withthe <EUICC CI PK ID TO BE USED> set to the CI for signing
indicated as highest priority in the #R_EUICC INFO1

o withthe #CERT S SM DPauth ECDSA leading to the same CI as the one
chosen for signing

o with the SM-DP+ address #TEST DP_ADDRESS1

#PREP DOWNLOAD NO CC

o withthe #CERT S SM DPpb ECDSA leading to the same Cl as the one
chosen for signing

Neither ES10b.GetRAT nor ES10b.GetProfilesinfo requests SHALL be executed
During the Profile Installation, the following SCP03t TLVs SHALL be used by default:

e #S INIT SC PROF1

e #CONF ISDP EMPTY

e no TLV for "ES8+.ReplaceSessionKeys" function SHALL be used (i.e. the Profile
SHALL be downloaded by using the session keys <s ENC> and <S_MAC>)

2.2.3.2 Default Local Profile Management process

By default, when an Operational Profile needs to be enabled, disabled or deleted on the
eUICC (e.g. As mentioned in an initial condition), the following rules apply except if it is
differently defined in the Test Case.
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The EnableProfileRequest and the DisableProfileRequest SHALL contain the following
parameters:

e |CCID of the Profile to Enable or to Disable
¢ RefreshFlag set to TRUE

The eUICC SHALL send the REFRESH command in "UICC Reset" mode (i.e. the
APDU[TERMINAL_PROFILE] indicating the support "UICC Reset" SHALL be used by the
Test Tool).

The DeleteProfileRequest SHALL contain the following parameter:

e |CCID of the Profile to Delete

2.2.3.3 ASN.1 elements verifications

Each time the eUICC returns an ASN.1 structure containing a SEQUENCE OF elements, the
order of elements SHALL be checked by the Test Tool except for the particular responses:

e notificationMetadatalList Of ListNotificationResponse
o profileInfoListOk of ProfileInfolistResponse

e notificationList of RetrieveNotificationsListResponse

When an Operational Profile class is expected to be indicated in a
ProfileInfolListResponse, the Test Tool SHALL accept two different DER encodings if
the eUICC supports SGP.22 V2.1 [2a]:

e either a tag 0x95 containing the integer value 2
e Or an absent tag

When an Operational Profile class is expected to be indicated in a
ProfileInfolListResponse, the Test Tool SHALL accept only one DER encoding if the
eUICC supports SGP.22 v2.2.x [2] or SGP.22 V2.2 [2b]: a tag 0x95 containing the integer
value 2.

2.2.4 General Rules for Device Testing

2.2.41 Default Profile Download, install and enable Process on the Device Under
Test

By default, when an Operational Profile needs to be downloaded, installed (and if necessary
enabled) on the (Test) eUICC resided in the Device Under Test (e.g. As mentioned in an
initial condition), the following rules apply except if it is defined differently in the Test Case.

The default way to execute the Profile download SHALL be the Add Profile procedure with
Activation Code #ACTIVATION CODE 1. The way to apply the Activation Code (manual
typing or QR code scanning) depends on the Device/LPAd implementation. In order to
execute the Common Mutual Authentication procedure and the Sub-procedure Profile
Download and Installation (End User Confirmation), the following responses SHALL be sent
by the S_SM-DP+:
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e #INITIATE AUTH OK

o withthe <EUICC CI PK ID TO BE USED> set to the CI for signing
indicated as highest priority in euiccCiPKIdListForSigning in the
#R_EUICC_INFO1

o withthe #CERT S SM DPauth ECDSA leading to the same CI as the one
chosen for signing

o with the SM-DP+ address #TEST DP_ADDRESS1

e #AUTH CLIENT OK

o withthe #CERT S SM DPpb ECDSA leading to the same CI as the one
chosen for signing
o Metadata of the downloaded Profile instead of #METADATA OP PROF1

e #GET BPP OK with the content of the installed Profile (no session keys used)

All pending Notifications (sent on the best-effort basis as soon as connectivity is available as
defined in section 3.5 of SGP.22 [2]) have been acknowledged by the simulated SM-DP+(s).
S _SM-DP+(s) SHALL be run with suitable addresses in order to receive and acknowledge all
pending Notifications (including install, enable, disable and delete). The addresses which are
required depend on the server address used for recent profile downloads (typically
#TEST _DP_ADDRESS1 to receive and acknowledge PIR), and the notificationAddress
values in the Metadata of recently downloaded Profiles (for otherSignedNotification). Each
S SM_DP+ SHALL wuse the TLS certificate corresponding to its address
(CERT_S_SM _DP_TLS, CERT_S_SM_DP2_TLS, etc).

If the test case requires a Profile Download to be initiated via SM-DS:
e The mechanism used to initiate this is device-specific.
¢ If the device is using Power-on Profile Discovery the following applies:

o when it is supported, the value of the configuration parameter for Device
Power-on Profile discovery is 'Enabled'.

o the Device has to be powered-off and then powered-on before each test
sequence.

2.2.4.2 LUI Settings and Result Verification Criteria

Some Initial Conditions require the “The protection of access to the LUl is disabled” setting.
It means that no Confirmation is enforced upon entry to the LUI as defined in section 3.2
Local Profile Management of SGP.22 [2].

The way to perform Authenticated Confirmation SHALL be executed by the S_EndUser
according to the description provided by the Device Vendor in
#IUT_LPAd_AuthenticatedConfirmation.

Some of the Expected Results on the IUT side expect “No Error”. In this case the Test Tool
SHALL verify that there is no error message appears on the Ul of the DUT.
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The End User SHALL follow the LUI requests to successfully complete the Profile Download
process. Any combined confirmation for consecutive Local Profile Management Operations
SHALL be avoided by the End User. E.g.: upon installation of a new Profile, the LPA MAY
propose ‘add Profile’ and ‘enable’ into one single step with a single confirmation only (e.g.
“Do you want to install Profile ‘ProfileName’ on your Device and enable it? Yes / No / Install
only”) In this case the End User SHALL select the confirmation only for the single actual
operation (i.e. select “Install only”).

2243 TLS Testing Recommendations
The TLS connection may be rejected either:

e by sending a TLS alert, or

e by closing of the TCP connection, though TLS handshake completed, or

e TLS handshake not completed without sending a TLS alert, or

¢ No further RSP communication has been initiated by LPAd on ES9+/ES11 within
the #lUT_LPAd_SESSION_CLOSE_TIMEOUT

Please note that this is not an exhaustive list, and acting as guidelines for the test tools.

2.2.5 Pass Criteria

A test execution is considered as successful only if the test procedure was fully carried out
successfully.

A test execution is considered as failed if the tested feature provides an unexpected
behaviour.

A test execution is considered as inconclusive when the pass criteria cannot be evaluated
due to issues during the setup of the initial conditions (including the ICx steps) or during the
execution of steps in which no requirement is referenced.

2.2.6 Future Study

Some of the test cases or test sequences described in this Test Plan are FFS (For Future
Study). This MAY mean that some clarifications are expected at the requirement level to
conclude on a test method. As consequence, the corresponding test SHALL not be
executed.

3 Testing Architecture

3.1 Testing Scope

All the interfaces, intended to be tested in the scope of this document, are presented
hereafter:
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Figure 1: Scope of the Tests

Interface ‘ Between ‘ Description

ES2+ Operator | SM-DP+ | Used by the Operator to order Profiles for specific eUICCs as
well as other administrative functions.

NOTE: this interface is out of scope of this specification.

ES6 Operator | eUICC Used by the Operator for the management of Operator services
via OTA services.

ES8+ SM-DP+ | eUICC Provides a secure end-to-end channel between the SM-DP+ and
the eUICC for the administration of the ISD-P and the associated
Profile during download and installation. It provides Perfect
Forward Secrecy.

ES9+ SM-DP+ | LPD Used to provide a secure transport between the SM-DP+ and
the LPA (LPD) for the delivery of the Bound Profile Package and
the delivery of Remote Profile Management Commands.

ES10a LDSd eUlCC Used between the LDSd and the LPA Services to handle a
Profile discovery.

ES10b LPDd eUiCC Used between the LPDd and the LPA services to transfer a
Bound Profile Package to the eUICC. This interface plays no
role in the decryption of Profile Packages.
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Interface ‘ Between Description

ES10c LUId euUlCcC Used between the LUId and the LPA services for Local Profile
Management by the End User.

ES11 LDS SM-DS Used by the LDS to retrieve Event Records for the respective
eUICC.

ES12 SM-DP+ | SM-DS Used by the SM-DP+ to issue or remove Event Registrations on
the SM-DS.

ES15 SM-DS SM-DS Used in the case of deployments of cascaded SM-DSs to

connect those SM-DSs.

Table 7: Interfaces Descriptions

3.2 Testing Execution

This chapter aims to describe the different testing environments and equipments to allow the
test cases to be executed.

To permit the execution of the different test cases described in this Test Plan, specifics
simulators SHALL be used. The simulators that have been defined are listed hereafter:

e S Device: the Device Simulator used to send some commands to the eUICC under
test using ISO/IEC 7816-4 [7] on the contact interface

e S SM-DP+: the SM-DP+ Simulator

e S SM-DS: the SM-DS Simulator

¢ S MNO: the MNO Simulator

e S LPAd: the LPAd Simulator

e S LPAe: the LPAe Simulator

e S EndUser: the End User Simulator that acts as an End User. This simulator MAY be
either a person (i.e. a Tester) or a software that simulates the End User interactions.

e S CLIENT: the HTTPs client Simulator for the purpose of TLS testing. The
S CLIENT MAY be S_SM-DP+, S_SM-DS depending on the component under test.

e S SERVER: the HTTPs server Simulator for the purpose of TLS testing. The
S SERVER MAY be S_SM-DP+ or S_SM-DS depending on the component under
test.

¢ Implementation of these simulators remains under the responsibility of the test tool
providers.

e The aim of all the test cases is to verify the compliance of an Actor/Component (i.e.
eUICC, SM-DP+, Alternative SM-DS, Root SM-DS, LPAe, LPAd, Device).

Following notations are used:

e S ComponentName for a simulated component
e ComponentName for the Implementation Under Test (IUT)
e Where ComponentName is indicated by CLIENT, SERVER

o Depending on the component under test, the CLIENT MAY be the SM-DP+ or the
SM-DS. The Operator component is currently out of scope.
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¢ Depending on the component under test, the SERVER MAY be the SM-DP+ or the
SM-DS. The Operator component is currently out of scope.

e The use of "-- optional” in any ASN.1 elements defined within this document indicate
that the test tool SHALL allow for the value either being present with that value, or
being absent.

3.2.1 eUICC - Test Environment

The following test environment is used for all eUICC test cases as defined in chapter 4.2 and
5.2 (unless it is specified differently in the specific test case). Following conditions apply:

e Removable eUICC is used
¢ Inthe scope of this Test Plan, the eUICC SHALL support Java cardTM
e EUM SHALL provide products with one of the form factors specified in ETSI TS
102 221 [5]
e EUM SHALL provide products compliant with Annex G.2 — eUICC Initial States
o LPAd/MNO / SM-DP+ / SM-DS / Device Simulators SHALL be implemented by the

test tools
S_Device, S_LPAd ES6, ES8+, ES10x
<€ >
(S MNO, S_SM-DP+, S_SM-DS) PC/SC reader

The reference of this Test Environment is TE_eUICC.

3.2.2 SM-DP+ and SM-DS - Test Environment

The following test environment is used for all SM-DP+ and SM-DS Interfaces related test
cases as defined in chapter 4.3 and 4.5 (unless it is specified differently in the specific test
case). Following conditions apply:

e SM-DS/SM-DP+ /LPA Simulators SHALL be implemented by the test tools

e Simulators act as a RSP server or a RSP client

o Definition of the TLS parameters/configuration is provided

e JSON (and ASN.1) input data are used (NOTE: ASN.1 format is out of scope of this
specification)

3.2.21 Test environment for SM-DP+ under test
Test Environment reference:

e TE_P1 (SM-DP+ on ES12)

V14 Page 38 of 777



GSM Association
Official Document SGP.23 - SGP.23 RSP Test Specification

ES12
B <5 5w

Test Environment reference:

e TE_P2 (SM-DP+ on ES9+)

ES9+
EEN—s

3.2.2.2 Test environment for SM-DS under test
Test Environment reference:

e TE_S1 (SM-DS on ES11)

ES11
SM-DS 43--%4 S_LPAd

Test Environment reference:

e TE_S2(SM-DS on ES12)

ES12

Test Environment reference:

e TE_S3(SM-DS on ES12 and ES11)

S SM-DP+ | €= I VED}S

Non-confidential

ES12 ES11
s sw-op [&——>fJEVECRE—3 S LPAd

Test Environment reference:

e TE_SAL (Alternative SM-DS on ES12 and ES15)

V14
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S _SM-DP+

ES12

S SM-DS

(root)

Test Environment reference:

TE_SR1 (Root SM-DS on ES15)

S SMDS | ESLS
(alt)

Test Environment reference:

TE_SR2 (Root SM-DS on ES15 and ES11)

S_SM-DS |et212y

ES11
S_LPAd

(alt)

3.2.3 Device/LPAd - Test Environment

The following test environment is used for all LPAd Interfaces related test cases as defined
in chapter 4.4 and 5.4 (unless it is specified differently in the specific test case). Following
conditions apply:

V14

The Device contains an eUICC configured with Test Certificates and Test Keys

The Test eUICC is either soldered or removable. In case the eUICC is removable, it
SHALL NOT be removed during testing

The Test eUICC is only used for LPAd testing and SHALL not be considered as an
IuT

The Test eUICC SHALL not support LPAe

The Test eUICC SHOULD be compliant with the GSMA RSP Technical Specification
[2]

SM-DP+ Simulator(s) SHALL be implemented by the test tools

SM-DS Simulator(s) SHALL be implemented by the test tools

End User Simulator SHALL be used (S_EndUser)

No modification of the Device HW is required
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e |fthe IUT is a Companion Device it has to be connected to a Primary Device as
defined by the Device Vendor. The Device Vendor SHALL provide detailed
information about which RSP functionality requires a Primary Device.

¢ No modification of the Device OS is required for the usage of S_EndUser

e Test Root Certificate SHALL be configured in the Device

3.2.31 General (Device/LPAd) Test Environment

S _SM-DP+ S _SM-DS S_EndUser

ESO+ $ES11 ESeu

The Test Environment consists of:

e |UT: Device, or Companion Device supporting the LPAd with a Test eUICC
connected to a Primary Device

e S _SM-DP+: a simulated SM-DP+ supporting a connection used by the Device to
establish ES9+, (ES8+)

e S SM-DS: a simulated SM-DS supporting a connection used by the Device to
establish ES11

e S EndUser

In case the Device supports a connection method different from Cellular Network it is
expected that this connection method is used.

NOTE: Device that supports only Cellular Networks is out of scope for this
specification.

3.2.3.2 Device — Test Environment

If the IUT is a Device as defined in SGP21/SGP.22 [2] it SHALL provide at least one method
to establish the IP connection to the S_ SM-DP+, or S_ SM-DS.

When executing a test case with an IUT matching this definition, default Initial States as
defined in G.1.1 apply unless it is specified differently in the specific test case.

3.2.3.3 Companion Device connected to a Primary Device — Test Environment
The Companion Device is connected to a Primary Device.

Device Vendors SHALL provide the mechanism to connect the Primary Device to the
Companion Device.

User interaction and the verification of User Intents can be performed on the User Interface
of the Primary Device or the companion Device.

The Companion Device MAY connect to the S_SM-DP+, or S_SM-DS directly, or MAY use a
connection offered by the Primary Device.
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To connect to the SM-DP+ or the SM-DS the Companion Device uses a connection offered
by the Primary Device.

Initial State as defined in G.1.2 applies unless otherwise stated in the test case.

Primary Device :
y Lol S_SM-DS

ESeu User A
Interface ESO+

S _SM-DP+

Companio
Device

ESeu User

S_EndUser Interface

ES9+

LPAd

ESII
LUI
ES10x

Test eUICC

3.2.4 End-to-End Testing

The aim of all the test cases related to the system behaviour sections is to verify the
functional behaviour of the RSP ecosystem composed of the following Actors:

e eUICC
e SM-DP+
e Device

e LPA

e SM-DS

This test environment is defined as FFS.

4 Interface Compliance Testing

4.1 General Overview

This section focuses on the implementation of the different interfaces according to the
GSMA RSP Technical Specification [2]. The aim is to verify the compliance of all interfaces
within the system.
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4.2 eUICC Interfaces
421 ATR and ISD-R Selection

4211 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements

e RQ34 001
e RQ57_001, RQ57_003, RQ57_005
e RQDO 001

421.2 Test Cases

4.2.1.21 TC_eUICC_ATR_And_ISDR_Selection

Test Sequence #01 Nominal: ATR and Select ISD-R

Step Direction  Sequence / Description Expected result
S_Device — ATR present with the first tBi (i>2)
L eulCC RESET after T = 15 containing b2=1 RQ34_001
i FCP Template present
o | S-Pevice— |iselecT MR pratep
eUICC SW=0x9000
S_Device —
3 — [TERMINAL_CAPABILITY_LPAd] | SW=0x9000
eUICC
S Device — Toolkit initialization THEN
4 eUICC [TERMINAL_PROFILE] SW=0x9000
Extract the
S_LPAd — <CHANNEL_NUMBER> from
5 SUICC [MANAGE_CHANNEL_OPEN] response daa RQ57_001
SW=0x9000
The response data:
Ox6F <L>
84 <L> #ISD_R_AID RQ57_003
6 SGng éd - MTD_SELECT#ISD_R_AID) A5 <L> RQ57_005
<PROPRIETARY_DATA> RQDO_001
#R_ISDR_SELECTION
SW=0x9000

4.2.2 ESG6 (Operator -- eUICC): UpdateMetadata

4.2.21 Conformance Requirements
References

GSMA RSP Technical Specification [2]
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3GPP TS 23.040 - Technical realization of the Short Message Service (SMS) [22]
Requirements

e RQ24 021, RQ24 024

e RQ29 001, RQ29 021

e RQ54 001, RQ54 002, RQ54 003, RQ54 004, RQ54_005, RQ54 006, RQ54 007,
RQ54_008, RQ54_009, RQ54_ 010, RQ54 011, RQ54 012, RQ54 013, RQ54 014,
RQ54 013_1, RQ54 015, RQ54 016

e RQ57 120, RQ57_122, RQ57 123, RQ57 126

4222 Test Cases

4.2.2.21 TC_eUICC_ES6.UpdateMetadata

Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA
channel.

General Initial Conditions

Entity Description of the general initial condition

The PROFILE_OPERATIONALL with #METADATA_WITH_PPRS_AND_ICON

evicc is loaded on the eUICC

Test Sequence #01 Nominal: Unset PPR1

The purpose of this test is to verify that the MNO can unset PPR1 from a Profile and that the
eUICC can handle an Update Metadata request with only one field present.

Initial Conditions

Entity Description of the initial condition

eulCC The PROFILE_OPERATIONALL is Enabled

Step Direction Sequence / Description Expected result

ICL | PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
RQ54_002
RQ54_003
RQ54_004
MTD_SEND_SMS_PP( ey
. RQ54_006
S_Device — [INSTALL_PERSO_RES_ISDP]; _ _
1 |etice MTD_STORE_DATA_SCRIPT( | SW=0X91XX RQ54_007
T SoR1. RQ54_009
#REMOVE_PPRL,
FALSE)) RQ54_010
RQ54_013_1
RQ29_021
RQ24_021
RQ54_011
MTD_CHECK_SMS POR | o0 o\
2 S Device 2eUICC | FETCH “XX ( RQ54_011
0x9000) -
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3 | S-Device > TERMINAL RESPONSE SW=0x9000
eUICC

4 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54 013 1
RQ54_009

MTD_STORE_DATA( #R_GET_UPDATE_N1 RQ57_120

5 | S_LPAd—eUICC | ",GET NEW_ METADATA) SW=0x9000 RQ57_122
RQ57 123
RQ57 126

Test Sequence #02 Nominal: Unset PPR2 and update icon

The purpose of this test is to verify that the MNO can unset PPR2 and update the icon and
icon type values from a Profile.

Initial Conditions

Entity

Description of the initial condition

eulCC

The PROFILE_OPERATIONALL is Enabled

Step Direction Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
RQ54_002
RQ54_003
RQ54_004
MTD_SEND_SMS_PP( RQ54_005
RQ54_006
S_Device — [INSTALL_PERSO_RES_ISDPJ; _ RQ54_007
L | ebicc MTD_STORE_DATA_SCRIPT( SW=0x91XX RQ54_009
#UPD_ICON_REM_PPR?2, RQ54_010
FALSE)) RQ54 011
RQ54_012
RQ54_013_1
RQ29 021
RQ24 021
MTD_CHECK_SMS_POR ROS54. 015
2 | S_Device »eUICC | FETCH “XX ( RO54 011
0x9000)
3 | S Device > TERMINAL RESPONSE SW=0x9000
eulcC
4 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_009
RQ54 012
RQ54_013_1
MTD_STORE_DATA( #R_GET_UPDATE_N2 RQ57_120
5 | S_LPAd—eliCC #GET_NEW_METADATA) SW=0x9000 RQ57_122
RQ57_123
RQ57_126
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Test Sequence #03 Nominal: Unset PPR1 and PPR2 and update Profile name and
Service Provider name

The purpose of this test is to verify that MNO can unset PPR1 and PPR2 from a Profile and
can update the Service Provider Name and Profile Name values.

Initial Conditions

Entity Description of the initial condition

eUiCC The PROFILE_OPERATIONALL1 is Enabled

Step | Direction Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
RQ54_002
RQ54_003
RQ54_004
MTD_SEND_SMS_PP( RQ54_005
RQ54_006
S_Device — [INSTALL_PERSO_RES_ISDP]; _ RQ54_007
L |euicc MTD_STORE_DATA_SCRIPT( SW=0x91XX RQ54_009
#UPD_NAMES_REM_PPRS, RQ54_010
FALSE)) RQ54_011
RQ54_012
RQ54_013_1
RQ29_021
RQ24 021
MTD_CHECK_SMS_POR
. g = == RQ54_015
2 S Device 2eUICC | FETCH “XX ( RQ54_011
0x9000)
3 | S-Device > TERMINAL RESPONSE SW=0x9000
euiCC
4 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_009
RQ54_012
RQ54_013_1
MTD_STORE_DATA( #R_GET_UPDATE_N3 RQ57_120
5 | S_LPAd—eUICC #GET_NEW_METADATA) SW=0x9000 RQ57_122
RQ57_123
RQ57_126

Test Sequence #04 Nominal: Delete PPRs, Service Provider and Profile names

The purpose of this test is to verify that the MNO can delete all PPRs, the Service Provider
name and the Profile name from a Profile.

Initial Conditions

Entity Description of the initial condition

eulCC The PROFILE_OPERATIONALL1 is Enabled

Step Direction Sequence / Description Expected result REQ

V14 Page 46 of 777



GSM Association Non-confidential
Official Document SGP.23 - SGP.23 RSP Test Specification

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
RQ54_002
RQ54_003
RQ54_004
MTD_SEND_SMS_PP( RQ54_005
RQ54_006
S_Device — [INSTALL_PERSO_RES_ISDP]; _ RQ54_007
1 |elicc MTD_STORE_DATA_SCRIPT( | SWZOXI1XX RQ54_009
#REMOVE_NAMES_PPRS, RQ54_010
FALSE)) RQ54 011
RQ54 013
RQ54 013 1
RQ29_021
RQ24 021
MTD_CHECK_SMS_POR
, ey - —>P— RQ54_015
2 | S_Device »euiCC | FETCH “XX ( ROS4 011
0x9000)
3 | S Device > TERMINAL RESPONSE SW=0x9000
eUICC
4 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54 013
RQ54_013_1
RQ54_009
MTD_STORE_DATA( #R_GET_UPDATE_N4 RQ57_120
5 | SLPAd—eUICC #GET_NEW_METADATA) SW=0x9000 RQ57_122
RQ57_123
RQ57_126

Test Sequence #05 Nominal: Delete icon

The purpose of this test is to verify that the MNO can delete the icon and icon type from a
Profile.

This test case is defined as FFS and not applicable for this version of test specification.

Test Sequence #06 Nominal: Delete Unset PPRs

The purpose of this test is to verify that the MNO can delete already unset PPRs using the
Update Metadata request.

Initial Conditions

Entity Description of the initial condition

eulCC The PROFILE_OPERATIONALL1 is Enabled

Step | Direction Sequence / Description Expected result REQ

ICl | PROC_EUICC_INITIALIZATION_SEQUENCE

MTD_SEND_SMS_PP(

S_Device —
eUICC [INSTALL_PERSO_RES_ISDP];

MTD_STORE_DATA_SCRIPT(

IC2 SW=0x91XX
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#REMOVE_NAMES_PPRS,
FALSE))
< Doy MTD_CHECK_SMS_POR
_Device gy
IC3 SelICC FETCH “XX (
0x9000)
ica | S-Device > TERMINAL RESPONSE SW=0x9000
eUICC
RQ54_001
RQ54_002
RQ54_003
RQ54_004
MTD_SEND_SMS_PP( RQ54_005
RQ54_006
. : RQ54_007
S Device [INSTALL_PERSO_RES_ISDP]; _
1 — SW=0x91XX RQ54_009
euICC MTD_STORE_DATA_SCRIPT( RO54 010
#UPD_NAMES_REM_PPRS, RQ54_011
FALSE)) RQ54_013
RQ54_015
RQ54_013_1
RQ29_021
RQ24_021
S Deui MTD_CHECK_SMS_POR
_Device oy
2 Seuice FETCH “XX (
0x9000)
3 S_Device TERMINAL RESPONSE SW=0x9000
eUICC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
RQ54_013
RQ54_013_1
MTD_STORE_DATA( #R_GET_UPDATE_N6 RQ54_009
5 S_LPAd — eUICC RQ57_120
#GET_NEW_METADATA) SW=0x9000 RO57 122
RQ57_123
RQ57_126

Test Sequence #07 Error: Set a pprUpdateControl value to one

The purpose of this test is to verify that the eUICC is correctly handling a pprUpdateControl
value error from the MNO request, and return the expected error code status.

Initial Conditions

Entity Description of the initial condition

euUiCC The PROFILE_OPERATIONALL1 is Enabled

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
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RQ24_021
MTD_SEND_SMS_PP( RQ54_001
RQ54 002
. - RQ54_003
S Device — [INSTALL_PERSO_RES_ISDP]; |
1 — SW=0x91XX RQ54_004
euICC MTD_STORE_DATA_SCRIPT( RQ54_005
#UPD_PPR_CONTROL, RQ54_006
FALSE)) RQ54_010
RQ54 011
RQ54 008
_ MTD_CHECK_SMS_POR | RQ54 014
S Device P -
2 SeUICE FETCH “XX ( RQ54_015
0x6A81) RQ54_016
RQ54 011
3 S_Device > TERMINAL RESPONSE SW=0x9000
euICC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_014
MTD_ STORE. DATA( #R_METADATA_UNCHA | RQ57_120
5 S_LPAd — eUICC SGET NEW METADATA NGED RQ57_122
- - ) SW=0x9000 RQ57_123
RQ57_126

Test Sequence #08 Error: Update Metadata on a Disable Profile

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when the targeted Profile is Disabled.

Initial Conditions

Entity

Description of the initial condition

eulCC

The PROFILE_OPERATIONALL is Disabled

Expected result

Step ‘ Direction Sequence / Description

PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
SW=0x91XX RQ54_002
MTD_SEND_SMS_PP( or SW=0x9000 (i.. RQ54_003
. RQ54_004
| ted —
1 S_Device — [INSTALL_PERSO_RES_ISDP]; Er;\t'z)Ope rejected, see RQ54_005
eulCC MTD_STORE_DATA_SCRIPT( RQ54_006
#REMOVE_PPR1, or any error SW (i.e. RQ54 010
FALSE)) envelope rejected, see RQ54_011
Note) RQ24_024
RQ24 021
SMS POR received
S Device o SCP80 response status RQ54 011
2 Seulcc FETCH "XX code equal to 0x06 RQ54_014
(Unidentified security error) -
or 0x09 (TAR unknown)
3 | S-Device > TERMINAL RESPONSE SW=0x9000
eulCC
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4 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_014

MTD. STORE. DATA( #R_METADATA_UNCHAN | RQ57_120

5 | S_LPAd—eUICC | ", cET NEW METADATA) GED RQ57_122
—NEW_ SW=0x9000 RQ57_123

RQ57 126

NOTE: Depending on the implementation, the eUICC MAY decide to not send back a POR (i.e. SW=0x9000
on the ENVELOPE command). Therefore, the steps 2 and 3 SHALL only be executed in case SW=0x91XX.

Test Sequence #09 Error: Empty request

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when no field is present.

Initial Conditions

Entity Description of the initial condition

euiCC The PROFILE_OPERATIONALL is Enabled

Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_ SEQUENCE
RQ24_021
MTD_SEND_SMS_PP( RO54_001
RQ54_002
. : RQ54_003
S_Device [INSTALL_PERSO_RES_ISDP]; i _
1 eUICC MTD_STORE_DATA_SCRIPT( | SWOX91XX 2823—882’
#UPD_NO_METADATA, RQ54:006
FALSE)) RQ54_010
RQ54_011
MTD_CHECK_SMS_POR
( RQ54 011
2 S_Device >eUICC | FETCH “xx” RQ54_014
RQ54_015
<ANY_SW_IN_ERROR>)
3 S_Device > TERMINAL RESPONSE SW=0x9000
eUICC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
RQ57_120
MTD._STORE DATA( #R_METADATA_UNCHA | RQ57 122
5 S_LPAd — eUICC NGED RQ57_123
#GET _NEW_METADATA) SW=0X9000 RO57 126
RQ54_014

Test Sequence #10 Error: Update Icon without Icon Type field

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when the icon field is present but not the icon type field.
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Initial Conditions
Entity Description of the initial condition
eulCcC The PROFILE_OPERATIONAL1 is Enabled
Step ‘ Direction ‘ Sequence / Description Expected result REQ ‘
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
RQ24_021
MTD_SEND_SMS_PP( RQ54_001
RQ54_002
. : RQ54_003
S Device — [INSTALL_PERSO_RES_ISDPJ; _|
1 - SW=0x91XX RQ54_004
euiCC MTD_STORE_DATA_SCRIPT( RO54_005
#UPD_ICON_NO_TYPE, RQ54_006
FALSE)) RQ54_010
RQ54_011
MTD_CHECK_SMS_POR
S_Device ( RQ54 011
2 SeUICC FETCH “XX” RQ54_014
RQ54_015
<ANY_SW_IN_ERROR>)
3 S_Device > TERMINAL RESPONSE SW=0x9000
euiCcC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_014
MTD_STORE_DATA( #R_METADATA_UNCHA | RQ57 120
5 S_LPAd — eUICC T NEW METADATA NGED RQ57_122
H#GET_NEW_ ) SW=0x9000 RQ57_123
RQ57_126

Test Sequence #11 Error: Update Icon Type without Icon field

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when the Icon Type field is present but not the Icon field.

Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONAL1 is Enabled
Step ‘ Direction ‘ Sequence / Description ‘ Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP( RQ24_021
RQ54_001
. RQ54_002
S Device — . _
_ INSTALL_PERSO_RES_ISDP]; =
1 SUICC [ _ _RES_ISDP]; | SW=0x91XX RQ54_003
MTD_STORE_DATA_SCRIPT( RQ54_004
#UPD_ICON_TYPE_ONLY, RQ54_005
RQ54_006
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FALSE)) RQ54_010
RQ54_011
MTD_CHECK_SMS_POR
( RQ54 011
2 S_Device »>eUICC | FETCH “XX” RQ54_014
RQ54_015
<ANY_SW_IN_ERROR>)
3 S_Device - TERMINAL RESPONSE SW=0x9000
eUICC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_014
MTD_STORE_DATA( #R_METADATA_UNCHA RQ57_120
5 S_LPAd — eUICC G NGED RQ57_122
#GET_NEW_METADATA) SW=0%9000 RO57 123
RQ57_126
4.2.3 ES8+ (SM-DP+ -- eUICC): InitialiseSecureChannel
4.2.31 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements

4.2.3.2

RQ25_024, RQ25_025, RQ25 026
RQ31 162, RQ31 163

RQ35_003 1

RQ55_011, RQ55_012, RQ55 013, RQ55 014, RQ55 015, RQ55_019, RQ55_ 023
RQ57 041 1, RQ57 013, RQ57 016

Test Cases

4.2.3.21 TC_eUICC_ES8+.InitialiseSecureChannel

General Initial Conditions

Entity

Description of the general initial condition

eUiCC

The PROFILE_OPERATIONALL is not loaded on the eUICC

eUICC

The communication between the S_Device and the eUICC has been initialized
and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+

e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

e the same GSMA CI has been chosen for signing and for verification

Sub-procedure Profile Download and Installation — End User Confirmation has
been successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC
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Test Sequence #01 Error: Invalid Remote Operation

Direction Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_OP_ID,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

SW=0x9000 without response data

for all STORE DATA commands RQ31_162
except the last one RQ31_163
RQ55_012
RQ55_015
1 S_LPAd — [ MTD_STORE_DATA_SCRIPT( | 5\y=0x9000 with the response data R855_023
eUICC <BPP_SEG_INIT>) #R_PIR_INVALID_OP_ID for the RQ25_024
last STORE DATA command RQ25_025
The euiccSignPIR SHALL be RQ25_026
verified with the RQ35_003_1

#PK_EUICC_ECDSA

Test Sequence #02 Error: Invalid SM-DP+ Signature

Step ‘Direction Sequence / Description  Expected result ‘REQ

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_SIGN,
#CONF_ISDP_PROF1,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section

SW=0x9000 without response data
all STORE DATA commands except | RQ31_162
for the last one RQ31_163
RQ55_011
S LPAd — MTD_STORE_DATA_SCRIPT( RQ55_015

SW=0x9000 with the response data
euICC RQ25_024
<BPP_SEG_INIT>) #R_PIR_INVALID_SIGN for the last R825_025

STORE DATA command RQ25 026

The euiccSignPIR SHALL be verified | RQ35_003_1
with the #PK_EUICC_ECDSA

V14 Page 53 of 777



GSM Association
Official Document SGP.23 - SGP.23 RSP Test Specification

Non-confidential

Test Sequence #03 Error: Invalid Transaction Identifier

Directio

Sequence / Description

Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_TRANS_ID,
2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
SW=0x9000 without response data
for all STORE DATA commands
except the last one
RQ31_162
. RQ31_163
SW=0x9000 with the response data RQ55_013
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( #R_PIR_INVALID_TRANS_ID for the RQ55:015
eUICC <BPP_SEG_INIT>) last STORE DATA command RQ25_024
The transactionld returned in the RQ25_025
response SHALL not be checked RQ25 026
(any value SHALL be accepted) RQ35_003_1

The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA

Test Sequence #04 Error: Invalid CRT Values

Directio

Sequence / Description

Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_CRT,
- #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
SW=0x9000 without response data for EQgi—igg
the intermediate STORE DATA Q3L
d commands (if any) RQ55_014
S_LPAd | MTD_STORE_DATA_SCRIPT( RQ55_015
! o BPP_SEG_INIT RQ55_019
< >
eUiCC - ) SW=0x9000 with the response data RQ25_024
#R_PIR_INVALID_CRT RQ25_025
RQ25_026
for the last STORE DATA command RQ35_003_1
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The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA

Test Sequence #05 Error: InitialiseSecureChannel request while Secure Channel
Session is ongoing

The purpose of this test is to ensure that the eUICC rejects an InitialiseSecureChannel
request if a secure channel session is already ongoing.

Directio
n

Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

IC3 Execute the step IC3 of the Test Sequence #01 defined in this section

ica | S_LPAd MTD_STORE_DATA_SCRIPT( | Sw=0x9000 without response data
— eUICC <BPP_SEG_INIT>) for all STORE DATA commands
ics | S_LPAd MTD_STORE_DATA_SCRIPT( [ Sw=0x9000 without response data
— eUICC <BPP_SEG_AO0>) for all STORE DATA commands
SW=0x6A88 or 0x6985 RQ55_010
L S_LPAd MTD_STORE_DATA_SCRIPT( | ©F RQ57 041 1
— eUICC <BPP_SEG_INIT>) SW=0x9000 with a RQ57 013
- - ProfilelnstallationResult containing -
RQ57_016
an ErrorResult

4.2.4 ES8+ (SM-DP+ -- eUICC): ConfigurelSDP

4.2.41 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements

e RQ24 010
e RQ25 023, RQ25_024, RQ25_025, RQ25_026
e RQ31 165

e RQ35 003 1
e RQ55_025, RQ55_026, RQ55_027, RQ55_028
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4.2.4.2 Test Cases

4.2.4.2.1 TC_eUICC_ES8+.ConfigurelSDP

General Initial Conditions

Entity Description of the general initial condition

eUiCcC The PROFILE_OPERATIONALL1 is not loaded on the eUICC

The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed between
the eUICC and the S_SM-DP+

e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

e the same GSMA CI has been chosen for signing and for verification

eUlCC

Sub-procedure Profile Download and Installation — End User Confirmation has been
successfully executed between the eUICC and the S_SM-DP+

e #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Nominal: Empty Proprietary Data

Step Direction Sequence/Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_EMPTY,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO>
e <BPP_SEG_Al>

e <BPP_SEG_A3>

ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SW=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for RQ31_165
L eUlCC all STORE DATA commands RQS5_028
<BPP_SEG_A0>) RQ24 010
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_Al>) all STORE DATA commands
SW=0x9000 without response data for
3 S_LPAd — | MTD_STORE_DATA_SCRIPT( | all STORE DATA commands except RQ25_023
euiCC <BPP_SEG_A3>) the last one RQ25_024
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SW=0x9000 with the response data
#R_PIR_OK

for the last STORE DATA command

The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA.

MTD_STORE_DATA(
#GET_CONF_OP_PROF1)

S_LPAd —
eUICC

resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
isdpAid <ISD_P_AID>
-- dpProprietaryData SHALL not

be
-- present
}
}
SW=0x9000

RQ55_025
RQ24 010

Test Sequence #02 Nominal: Proprietary Data with the maximum length authorized
(i.e. 128 bytes)

Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+ ECKA> and <OT_SK_S SM_DP+_ ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
. #CONF_ISDP_MAX_LENGTH,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
Ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ swW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sW=0x9000 without response data for RQ31_165
L eUICC <BPP SEG AO0> all STORE DATA commands RQS5_028
_SEG_A0>) RQ24 010
) S_LPAd — | MTD_STORE_DATA_SCRIPT( | sW=0x9000 without response data for
eUlCC <BPP_SEG_A1l>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except
the last one
MTD_STORE_DATA_SCRIPT
3 Sall‘géd - - - - ( SW=0x9000 with the response data 28;2—832
<BPP_SEG_A3>) #R_PIR_OK _
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA.
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S_LPAd —
eUlCC

MTD_STORE_DATA(
#GET_CONF_OP_PROF1)

#R_CONF_OP_PROF1
SW=0x9000

RQ55_027
RQ24_010

Test Sequence #03 Error: Proprietary Data with the maximum length exceeded (i.e.

129 bytes)
Directio .
Step Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROFI1,
co #CONF_ISDP_SIZE_EXCEEDED,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
Ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sSw=0x9000 without response data
eUlCC <BPP_SEG_INIT>) for all STORE DATA commands
SW=0x9000 without response data RQ55_028
for all STORE DATA commands RQ31_165
except the last one -
S LPAd — | MTD_STORE_DATA_SCRIPT( P RQ55_026
! euicC BPP_SEG_A0>) RQ25_025
< >
- - SW=0x9000 with the response data RQ25_026
#R_PIR_INVALID_DATA for the last | RQ35_003
STORE DATA command 1
425 ES8+ (SM-DP+ -- eUICC): StoreMetadata
4.2.51 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements

V14

RQ24_028

RQ25 017, RQ25_023, RQ25_024, RQ25_ 025, RQ25_026
RQ29 001, RQ29 002
RQ31 166, RQ31 167

RQ32_071,

RQ55_029, RQ55_030, RQ55 031, RQ55 032, RQ55 033, RQ55 034, RQ55 035,
RQ55 036, RQ55_037

RQ57_040
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4.2.5.2 Test Cases

4.2.5.21 TC_eUICC_ES8+.StoreMetadata

General Initial Conditions

Entity Description of the general initial condition

The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed between
the eUICC and the S_SM-DP+

e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and

#AUTHENTICATE_SMDP have been sent to the eUICC

e the same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation has been
successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

eUiCC

Test Sequence #01 Nominal: All Metadata fields present (PNG icon used and PPR1
set)

The purpose of this test is to download the PROFILE_OPERATIONALL1 by setting all
Metadata fields. In this sequence, a PNG icon is used and PPR1 is set.

Initial Conditions

Entity Description of the initial condition

euUiCcC No Operational Profile is present on the eUICC

Step ‘ Direction ‘ Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#FULL_METADATA,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 | e <BPP_SEG_AO>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data

IC4 euicC <BPP_SEG_INIT>) for all STORE DATA commands

S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data

IC5 eUlCC <BPP_SEG_A0>) for all STORE DATA commands
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RQ31_166
RQ31_167
RQ55_029
MTD_STORE_DATA_SCRIPT( - i RQ55_031
S LPAd — _ _ _ SW=0x9000 without response data
L eUICC for all STORE DATA commands RQS5_033
<BPP_SEG_Al>) RQ55_035
RQ24_028
RQ57_040
RQ29_001
SW=0x9000 without response data
for all STORE DATA commands
expect the last one
MTD_STORE_DATA_SCRIPT
2 :L_Jll_g é\ d— - - - ( SW=0x9000 with the response data Eg;g—ggz
<BPP_SEG_A3>) #R_PlR_OK -
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
5 S LPAd— | MTD_STORE_DATA( #R_GET_METADATA OP_PROF1 Eggg—ggi
eUICC #GET_METADATA_OP_PROF1) [ SW=0x9000 RQ29_002

Test Sequence #02 Nominal: With JPG icon

The purpose of this case is to verify the ability to download JPG icon. The icon size does not
allow for the command to fit into one data sequence.

Initial Conditions

Entity

Description of the initial condition

eulCC

The PROFILE_OPERATIONAL1 is not loaded on the eUICC

Step ‘ Direction Sequence / Description Expected result

REQ

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
12 #CONF_ISDP_PROF1,
#METADATA WITH_JPG,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ic4 S LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SWw=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
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RQ31_166
RQ31_167
RQ55_029
S LPAd MTD_STORE_DATA_SCRIPT( = i RQ55_031
_ — _ | _ SW=0x9000 without response data for
L eUICC all STORE DATA commands RQS5_033
RQ24_028
RQ57_040
RQ29_001
SW=0x9000 without response data for
all STORE DATA commands except
the last one
MTD_STORE_DATA_SCRIPT
2 SL_Jll_g é\ d— - - - ( SW=0x9000 with the response data Eg;g—ggz
<BPP_SEG_A3>) #R PIR OK _|
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #/CCID_OP_PROF1,
MTD_GET_PROFILE_INFO . .
3 SGchPéd - cclb OP PROFL. ( iconType jpg, RQ32_071
#ICCID_OP_PROFL, icon #ICON_JPG,
NO_PARAM))
}
}
SW=0x9000

Test Sequence #03 Nominal: Without providing Profile Class

The purpose of this test is to download the PROFILE_ OPERATIONALL1 by not indicating the
Profile Class in the Metadata. In such a case, the default Profile Class 'Operational' SHALL
be set by the eUICC.

Initial Conditions

Entity

Description of the initial condition

euUiCC

The PROFILE_OPERATIONAL1 is not loaded on the eUICC

Step ‘ Direction Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

REQ

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,

IC2 #CONF_ISDP_PROF1,
#METADATA_NO_CLASS,
NO_PARAM,
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#UPP_OP_PROF1)

IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ic4 S_LPAd —» | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
RQ31_166
RQ31_167
RQ55_029
MTD_STORE_DATA_SCRIPT = i RQ55_031
S LPAd — _ _ _ ( | sW=0x9000 without response data for
L eUlCC all STORE DATA commands RQS5_033
RQ24_028
RQ57_040
RQ29_001
SW=0x9000 without response data for
all STORE DATA commands except
for the last one
MTD_STORE_DATA_SCRIPT
2 Sall-cl:j CA d— - - - ( SW=0x9000 with the response data Eg;g_ggi
<BPP_SEG_A3>) #R_PIR_OK _
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( .
3 S LPAd — MTD_GET_PROFILE_INFO( iccid #ICCID_OP_PROF1, 2835_8(7)1
eUlCC #ICCID_OP_PROF1, profileClass operational RQ29:002
NO_PARAM))
}
}
SW=0x9000
Test Sequence #04 Nominal: With PPR2 set
Initial Conditions
Entity Description of the initial condition
eUlCC The PROFILE_OPERATIONAL1 is not loaded on the eUICC
Step Direction ‘ Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
co <BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
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#CONF_ISDP_PROF1,
#METADATA_WITH_PPR2,
NO_PARAM,
#UPP_OP_PROF1)

}
SW=0x9000

IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
S LPAd - | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC4 cUICC data for all STORE DATA
<BPP_SEG_INIT>) commands
S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC5 cUICC data for all STORE DATA
<BPP_SEG_A0>) commands
RQ31_166
RQ31_167
RQ55_029
S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response RQ55 031
1 cUICC data for all STORE DATA RQ55_033
<BPP_SEG_A1>) commands RQ55_035
RQ24_028
RQ57_040
RQ29_001
SW=0x9000 without response
data for all STORE DATA
commands except for the last one
, | S_LPAd— | MTD_STORE DATA SCRIPT( j"lﬁgﬁf’s&""g&the response RO25_023
_ ata _
eUICC <BPP_SEG_A3>) - - RQ25_024
- - for the last STORE DATA
command
The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
S LPAd — | MTD_STORE_DATA( iccid #/ICCID_OP_PROF1, RQ32_071
3 = ) . RQ29 001
eUICC #GET_PPR_OP_PROF1) profilePolicyRules {ppr2} RQ29_002

Test Sequence #05 Nominal: With PPR1 and PPR2 set

Initial Conditions

Entity Description of the initial condition
euUiCcC No Operational Profile is present on the eUICC
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Step ‘ Direction Sequence / Description Expected result REQ
IC1 | Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
c2 #CONF_ISDP_PROF1,
#METADATA_WITH_PPR1_PPR2,
NO_PARAM,
#UPP_OP_PROF1)
IC3 | Execute the step IC3 of the Test Sequence #01 defined in this section
ica | S-LPAd — MTD_STORE_DATA_SCRIPT( | sSw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
. S_LPAd —» | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
RQ31_166
RQ31_167
RQ55_029
MTD_STORE_DATA_SCRIPT = i RQS5_031
S_LPAd — _ _ _ ( | SW=0x9000 without response data for
L euicC all STORE DATA commands RQ55_033
<BPP_SEG_A1>) ROS55_035
RQ24_028
RQ57_040
RQ29_001
SW=0x9000 without response data for
all STORE DATA commands except
for the last one
MTD_STORE_DATA_SCRIPT
2 SGILCPé d— - - - ( SW=0x9000 with the response data 2852—822
<BPP_SEG_A3>) #R_PIR_OK -
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
S LPAd — | MTD_STORE_DATA( iccid #/ICCID_OP_PROF1, RQ32_071
3 eUICC rofilePolicyRules {pprl,ppr2} RQ29_001
#GET_PPR_OP_PROF1) p y pprl,pp RQ29_002
}
}
SW=0x9000

Test Sequence #06 Nominal: With several Notification events configured

Initial Conditions

Entity Description of the initial condition

eUlCC The PROFILE_OPERATIONAL1 is not loaded on the eUICC
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Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
c2 #CONF_ISDP_PROF1,
#METADATA_WITH_NOTIFS,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica | S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
evlcC <BPP_SEG_INIT>) data for all STORE DATA
- - commands
MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
ic5 | S-LPAd — data for all STORE DATA
eUlCC <BPP_SEG_A0>) commands
RQ31_166
RQ31_167
SW=0x9000 without response RQ55_029
1 | S_LPAd— MTD_STORE_DATA_SCRIPT( data for all STORE DATA RQ55_031
euiCC <BPP_SEG_A1>) commands RQ55_033
- - RQ55 035
RQ24 028
RQ57 040
SW=0x9000 without response
data for all STORE DATA
commands except for the last
one
SW=0x9000 with the response
) S_LPAd — MTD_STORE_DATA_SCRIPT( data #R_PIR_OK RQ25_023
eUICC <BPP_SEG_A3>) for the last STORE DATA RQ25_024
command
The euiccSignPIR SHALL
be verified with the
#PK_EUICC_ECDSA
MTD_STORE_DATA( #R_GET_PROF_NOTIF_CONF
3 |S-LPAd— RQ32 071
eulCcC SW=0x9000 -
#GET_NOTIF_CONF_OP_PROF1)

Test Sequence #07 Error: ICCID already present in the eUICC

Initial Conditions
Entity Description of the initial condition
eUlCC General Initial Conditions do not apply
eUlCC The PROFILE_OPERATIONALZ1 has been installed on the eUICC
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eulCC The PROFILE_OPERATIONALL is Disabled
Step ‘ Direction Sequence / Description Expected result N=O)
The communication between the S_Device and the eUICC has been initialized and the S_LPAd has
selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed between the eUICC and
the S_SM-DP+
e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and #AUTHENTICATE_SMDP have
IC1 been sent to the eUICC
e the same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation has been successfully
executed between the eUICC and the S_SM-DP+
e #PREP_DOWNLOAD_NO_CC has been sent to the eUICC
IC2 Generate the <OTPK_S_SM_DP+ ECKA> and <OT_SK_S SM_DP+_ ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
c3 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC4 | Execute the step IC3 of the Test Sequence #01 defined in this section
ics | S_LPAd — MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
Ic6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
RQ31_167
RQ55_029
SW=0x9000 without response data for [ RQ55 031
all STORE DATA commands except RQ55_033
for the last one RQ55_035
RQ24_028
MTD_STORE_DATA_SCRIPT
1 Sall'géd - BI;P SEG_Al ) - ( SW=0x9000 with the response data 282;—8‘11(7)
< > _
- — #R_PIR_ICCID_ALREADY_EXIST RQ31_166
for the last STORE DATA command RQ55_030
The euiccSignPIR SHALL be verified RQ55_032
with the #PK_EUICC_ECDSA RQ25_024
RQ25_025
RQ25_026

Test Sequence #08 Error: Profile Policy Rule is set but Profile Owner is not

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONAL1 is not loaded on the eUICC
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Step ‘ Direction Sequence / Description Expected result REQ

IC1 | Generate the <OTPK_S_SM_DP+ ECKA> and <OT_SK_S_SM_DP+_ECKA>

IC2

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_PPR_NO_OWNER,
NO_PARAM,
#UPP_OP_PROF1)

IC3 Execute the step IC3 of the Test Sequence #01 defined in this section

1c4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd —» | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
RQ31_167
SW=0x9000 without response data for RQ55_029
all STORE DATA commands except RQ55_031
for the last one RQ55_033
RQ55 035
RQ24 028
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 with the response data RQ57_040
euICC <BPP_SEG_A1>) #R_PIR_METADATA_INVALID (See | RQ31_166
T Note) RQ55_030
for the last STORE DATA command RQ55_032
o - RQ25_024
The euiccSignPIR SHALL be verified RQ25 025
with the #PK_EUICC_ECDSA RQ25_026
RQ25_017

eUiCC

Note: The errorReason "pprNotAllowed" or "installFailedDueToUnknownError" MAY be also returned by the

Test Sequence #09 Error: Profile Owner is set with a wildcard ('E") digits

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONAL1 is not loaded on the eUICC
Step ‘ Direction Sequence / Description Expected result N=O)

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,

IC2
#METADATA_WILDCARD,
NO_PARAM,
#UPP_OP_PROF1)
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IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eulCC <BPP_SEG_A0>) all STORE DATA commands
RQ31_167
SW=0x9000 without response data for RQ55_029
all STORE DATA commands except RQ55_031
for the last one RQ55_033
RQ55_035
RQ24_028
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sSWw=0x9000 with the response data RQ57_040
eulCC <BPP_SEG_A1>) #R_PIR_METADATA_INVALID (See RQ31_166
Note) RQ55 030
for the last STORE DATA command | RQ95_032
o - RQ25_024
The euiccSignPIR SHALL be verified RQ25 025
with the #PK_EUICC_ECDSA RQ25_026
RQ25_017

Note: The errorReason "pprNotAllowed" MAY be also returned by the eUICC

Test Sequence #10 Error: Icon Type is set but icon is not

The purpose of this test is to check ASN.1 conditional requirement for icon presence. If icon
type is present then icon SHALL also be present.

Initial Conditions

Entity Description of the initial condition

eulCC The PROFILE_OPERATIONAL1 is not loaded on the eUICC

Step ‘ Direction Sequence / Description Expected result REQ

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_WITHOUT _ICON,
NO_PARAM,
#UPP_OP_PROF1)

IC2

IC3 Execute the step IC3 of the Test Sequence #01 defined in this section

S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sSWw=0x9000 without response data for

IC4 eUICC <BPP_SEG_INIT>) all STORE DATA commands

S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SWw=0x9000 without response data for

IC5 eUlCC <BPP_SEG_AO0>) all STORE DATA commands
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RQ31_167
RQ55_029
SW=0x9000 without response data for | RQ55 031
all STORE DATA commands except RQ55_033

for the last one RQ55 035
RQ24_028
MTD_STORE_DATA_SCRIPT
1 Sall‘gé\d - B;P SEG_Al ) - ( SW=0x9000 with the response data 282:—222
< > .
b #R_PIR_METADATA_INVALID RO55_030
for the last STORE DATA command RQ55_032
The euiccSignPIR SHALL be verified | RQ25_024
with the #PK_EUICC_ECDSA RQ25_025
RQ25_026
RQ25_017
4.2.6 ES8+ (SM-DP+ -- eUICC): ReplaceSessionKeys
4.2.6.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements

4.2.6.2

RQ25_024, RQ25_025, RQ25_026
RQ26_021, RQ26_022

RQ31_168

RQ55_038, RQ55_041

Test Cases

4.2.6.21 TC_eUICC_ES8+.ReplaceSessionKeys

General Initial Conditions

Entity

Description of the general initial condition

eUiCC

The PROFILE_OPERATIONAL1 is not loaded on the eUICC

eUICC

The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed between
the eUICC and the S_SM-DP+

e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

¢ the same GSMA CI has been chosen for signing and for verification
and for verification

Sub-procedure Profile Download and Installation — End User Confirmation has been
successfully executed between the eUICC and the S_SM-DP+

¢ #PREP_DOWNLOAD_NO_CC has been sent to the eUICC
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Test Sequence #01 Error: Incorrect PPK size

The purpose of this test is to verify that the eUICC checks that all PPK sizes are the same as
session keys.

Initial Conditions

Entity Description of the initial condition

euUiCcC The PROFILE_OPERATIONALL1 is not loaded on the eUICC

Step ‘ Direction ‘ Sequence / Description  Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
#REPLACE_S_KEYS_REQ_INV_SIZE,
Ic2 #UPP_OP_PROF1)

MTD_GENERATE_BPP overriding:

For this test sequence, session keys SHALL be used for UPP SCPO03t protection. Therefore:
Encrypt all <UPP_SEG> with <S_ENC>

Calculate and add a MAC to all tags 0x86 of sequenceOf86 by using <S_MAC>

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
Ic3 e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A2>
e <BPP_SEG_A3>

1c4 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sWw=0x9000 without response data
eUICC <BPP_SEG_INIT>) for all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sWw=0x9000 without response data
eUlCC <BPP_SEG_A0>) for all STORE DATA commands
Ic6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SWw=0x9000 without response data
euiCcC <BPP_SEG_A1l>) for all STORE DATA commands
SW=0x9000 without response data
for all STORE DATA commands RQ55_038
except for the last one RQ55_O41
RQ31_168
MTD_STORE_DATA_SCRIPT
1 S_LPAd — - - - ( SW=0x9000 with the response data RQ26_021
euicC <BPP_SEG_A2>) #R PIR PPK INV RQ26_022
- - = RQ25_024
for the last STORE DATA command RQ25_025
The euiccSignPIR SHALL be verified | RQ25_026
with the #PK_EUICC_ECDSA
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4.2.7 ES8+ (SM-DP+ -- eUICC): LoadProfileElements

4.2.71 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ25 023, RQ25 024, RQ25_025, RQ25_026
e RQ31 173

e RQ32 071

o RQ55_045, RQ55_045 2, RQ55_045 3, RQ55_047, RQ55_048
e RQ57_071, RQ57_074

4.2.7.2 Test Cases

4.2.7.2.1 TC_eUICC_ES8+.LoadProfileElements

General Initial Conditions

Entity Description of the general initial condition

eUlCC The PROFILE_OPERATIONALL is not loaded on the eUICC

The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed between
the eUICC and the S_SM-DP+
e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC
¢ the same GSMA CI has been chosen for signing and for verification

eulCC

Sub-procedure Profile Download and Installation — End User Confirmation has been
successfully executed between the eUICC and the S_SM-DP+

e #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: EFiccip different from the ICCID provided in the Profile
Metadata

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONAL2 is not loaded on the eUICC

Step ‘ Direction Sequence / Description Expected result N=O)

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
IC2 #S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
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#METADATA_ICCID_MISMATCH,
NO_PARAM,
#UPP_OP_PROF1)

Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>

NO_PARAM))

SW=0x9000

IC3 e <BPP_SEG_AO>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eulCC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd —» | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
IC6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sWw=0x9000 without response data for
eUlCC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 with the response data RQ25_023
#R_PIR_DATA_MISMATCH RQ25_024
. S_LPAd — | MTD_STORE_DATA_SCRIPT( | for one of the STORE DATA 2822—832
eUICC <BPP_SEG_A3>) commands RQ25:025
The euiccSignPIR SHALL be verified RQ25 026
with the #PK_EUICC_ECDSA RQ31_173
MTD_STORE_DATA( _ _
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ] ] RQ32_071
2 = profileInfoListOk :{} -
euiCC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))
MTD_STORE_DATA( _ _
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ) RQ32_071
3 = profileInfoListOk :{} -
euiCC #ICCID_OP_PROF2, RQ55_048

Test Sequence #02 Error: MCC / MNC of EFug different from MCC / MNC of Profile
Owner present in Metadata

Step Direction Sequence / Description

Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_MCCMNC_MISMATCH,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
euUiCC <BPP_SEG_INIT>) for all STORE DATA commands
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5 S_LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eUlCC <BPP_SEG_A0>) for all STORE DATA commands
Ic6 S_LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eUlCC <BPP_SEG_A1l>) for all STORE DATA commands
SW=0x9000 with the response RQ25_023
data #R_PIR_DATA_MISMATCH RQ25_024
f f the STORE DATA RQ55_043
. S LPAd — | MTD_STORE_DATA_SCRIPT( orone Odt € RQ55_047
- commands -
euicC <BPP_SEG_A3>) RQ55_048
- - The euiccSignPIR SHALL be RQ25_025
verified with the RQ25_026
#PK_EUICC_ECDSA RQ31_173
MTD_STORE_DATA( ProfilelnfoListR
resp ProfilelnfoListResponse ::=
S LPAd — | MTD_GET_PROFILE_INFO( P! _ P RQ32_071
2 cUICC #1CCID OP PROFL profilelnfoListOk :{} RQ55_043
— - ‘ SW=0x9000 RQ55_048
NO_PARAM))

Test Sequence #03 Error: Session MAC chaining used instead of new Initial MAC
chaining

Step Direction Sequence / Description

Expected result

REQ

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
1C2 #REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence, <S_MAC_CHAIN> SHALL be used instead of <PPK_INIT_MAC> for UPP
SCPO03t protection.
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
e <BPP_SEG_A0>
IC3
e <BPP_SEG_Al>
e <BPP_SEG_A2>
e <BPP_SEG_A3>
ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
15 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUiCcC <BPP_SEG_AO0>) all STORE DATA commands
IC6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eulicC <BPP_SEG_A1l>) all STORE DATA commands
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c7 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_A2>) all STORE DATA commands
SW=0x9000 with the response data Eg;g—ggi
#R_PIR_SECU_INVALID for one of —
1 Sﬁlfgéd — | MTD_STORE_DATA_SCRIPT(| ,"sTORE DATA commands Eg;g-ggg
e
<BPP_SEG_A3>) The euiccSignPIR SHALL be verified RQ55_O48
with the #PK_EUICC_ECDSA RQ31 173
MTD_STORE_DATA( , ,
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ) RQ32_071
2 - profileInfoListOk :{} -
euICC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))
Test Sequence #04 Error: S-MAC used instead of PPK-MAC
Step ‘ Direction Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S _SM_DP+ ECKA> and <OT_SK_S SM_DP+_ ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
Ic2 #REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence <S_MAC> SHALL be used instead of <PPK_MAC> for UPP SCP03t
protection.
IC3 Execute the step IC3 of the Test Sequence #03 defined in this section
Ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SWw=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SW=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
IC6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUICC <BPP_SEG_Al>) all STORE DATA commands
Ic7 S LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_A2>) all STORE DATA commands
SW=0x9000 with the response data 28;2—832
#R_PIR_SECU_INVALID for one of _
1 SL—JII-gé‘d — | MTD_STORE_DATA_SCRIPT( the STORE DATA commands sg;g—ggg
e
<BPP_SEG_A3>) The euiccSignPIR SHALL be verified RQ55_048
) S_LPAd — | MTD_STORE_DATA( resp ProfileInfoListResponse ::= RQ32_071
eulCC MTD_GET_PROFILE_INFO( profilelnfoListOk :{} RQ55_048
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#ICCID_OP_PROF1,
NO_PARAM))

SW=0x9000

Test Sequence #05 Error: S-ENC used instead of PPK-ENC

Step ‘ Direction Sequence / Description Expected result

REQ

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
1C2 #REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence <S_ENC> SHALL be used instead of <PPK_ENC> for UPP SCPO03t
protection.
IC3 Execute the step IC3 of the Test Sequence #03 defined in this section
Ica S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SW=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
IC6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUICC <BPP_SEG_Al>) all STORE DATA commands
Ic7 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_A2>) all STORE DATA commands
SW=0x9000 with the response data 2822_822
#R_PIR_SECU_INVALID for one of -
1 S LPAd — | MTD_STORE_DATA_SCRIPT( the STORE DATA commands RQ25_025
eUICC <BPP_SEG_A3>) o . RQ25_026
- - The euiccSignPIR SHALL be verified RQ55_048
with the #PK_EUICC_ECDSA RQ31 173
MTD_STORE_DATA( i .
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ] RQ32_071
2 = profileInfoListOk :{} -
eulCC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))

Test Sequence #06 Error: Profile Downloading stopped by a Reset

Initial Conditions

Entity

Description of the initial condition

eUICC

No pending Notification is present on the eUICC
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Step ‘ Direction Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1c4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd —» | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUlCC <BPP_SEG_Al>) all STORE DATA commands
SW=0x9000 without response data for
S LPAd » | MTD_STORE_DATA_SCRIPT( all STORE DATA commands except
1 Oice the last one. RQ25 023
e _
<BPP_SEG_A3>) Step 2 SHALL be triggered before
sending the last STORE DATA
2 PROC_EUICC_INITIALIZATION_SEQUENCE
3 PROC_OPEN_LOGICAL CHANNEL AND_SELECT ISDR
MTD_STORE_DATA( _ _
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ) RQ32_071
4 = profileInfoListOk :{} -
eulCC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))

Test Sequence #07 Nominal: ICCID in the 'ProfileHeader' PE is ignored by the eUICC

Step ‘ Direction Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

REQ

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1
NO_PARAM,
#UPP_OP_PROF1)

IC2

#UPP_OP_PROF1 overriding:

For this sequence, the iccid field SHALL be set to #/CCID_OP_PROF2 in the ProfileHeader element

Split the <BPP> into several segments arrays named:
<BPP_SEG_INIT>

IC3
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e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
Ic5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sSW=0x9000 without response data for
eulCC <BPP_SEG_A0>) all STORE DATA commands
1c6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data for
eulCC <BPP_SEG_Al>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except
for the last one RQ25_023
SW=0x9000 with the response data EQgg—gig
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ #R_PIR_OK R855_048
eUlCC <BPP_SEG_A3>) for the last STORE DATA command RQ25:025
The euiccSignPIR SHALL be verified RQ25 026
with the #PK_EUICC_ECDSA. RQ55_044
<ISD_P_AID> SHALL be in the range
as defined SGP.02 [1].
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #ICCID_OP_PROF1,
5 Salfgéd N MTD_GET_PROFILE_INFO( isdpAid <ISD_P_AID>, Eggé_gzé
e
#ICCID_OP_PROFL, profileState disabled, -
NO_PARAM))
}
}
SW=0x9000

Test Sequence #08 Nominal: With gid1 and gid2 set

The purpose of this test is to verify that an Operational Profile configured with gid1 and gid2
can be downloaded on the eUICC.

Initial Conditions

Entity

Description of the initial condition

euUiCC

The PROFILE_OPERATIONALS9 is not loaded on the eUICC

Step

Direction

Sequence /

Description

Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
2 <BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
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#CONF_ISDP_PROF1,
#METADATA_OP_PROF9,
NO_PARAM,
#UPP_OP_PROF9)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG Al>
e <BPP_SEG_A3>
MTD_STORE_DATA_SCRIP _
Ica S_LPAd — T( SW=0x9000 without response data
eUICC for all STORE DATA commands
<BPP_SEG_INIT>)
MTD_STORE_DATA_SCRIP ,
IC5 S_LPAd — ( SW=0x9000 without response data
euicC for all STORE DATA commands
<BPP_SEG_A0>)
MTD_STORE_DATA_SCRIP .
IC6 S_LPAd — T( SW=0x9000 without response data
eulCC for all STORE DATA commands
<BPP_SEG_A1>)
SW=0x9000 without response data
for all STORE DATA commands
except for the last one
MTD_STORE_DATA_SCRIP | sw=0x9000 with the response data RQ25_023
S_LPAd — T RQ25 024
1 ice ( #R_PIR_OK_PROF9 RO55 045
€ <BPP_SEG_A3>) for the last STORE DATA command | 5~~~
The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
profileOwner {
MTD_STORE_DATA( mccMnc #MCC_MNC9,
S LPAd — .
2 - id1l #GID1, RQ32_071
eUICC #GET_PROFILES_OWNERS g. Q%2
) gid2 #GID2
}
}
}
SW=0x9000

Test Sequence #09 Error: gid1 and gid2 provided in the Profile Metadata but not in the
Profile Package

The purpose of this test is to verify that if gid1 and gid2 are provided in the Profile Metadata
but ef-gid1 and ef-gid2 are not present and the related services (17 and 18) in ef-ust are not
available, the eUICC returns an error during the LoadProfileElements process.
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Initial Conditions

Entity Description of the initial condition

eUiCcC The PROFILE_OPERATIONAL1 is not loaded on the eUICC

Directio

Sequence / Description  Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP1_GID1GID2_PRESENT,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG Al>
e <BPP_SEG_A3>

icq | S_LPAd— MTD_STORE_DATA_SCRIPT( | SWw=0x9000 without response data
eUICC <BPP_SEG_INIT>) for all STORE DATA commands
cs | S-LPAd —~ MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data
eUiCC <BPP_SEG_A0>) for all STORE DATA commands
Ic6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sw=0x9000 without response data
eUlCC <BPP_SEG_A1>) for all STORE DATA commands
SW=0x9000 with the response data RQ25_023
#R_PIR_DATA MISMATCH 2822—823
for one of the STORE DATA —
1 SL_Jll_gCAd — | MTD_STORE_DATA_SCRIPT( commands 2822_832
e
<BPP_SEG_A3) The euiccSignPIR SHALL be RO25 026
verified with the RQ55_045
#PK_EUICC_ECDSA 2 -
MTD_STORE_DATA( i .
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ! ) RQ32_071
2 - profileInfoListOk :{} -
euiCC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))

Test Sequence #10 Error: gid1 and gid2 not provided in the Profile Metadata but
present in Profile Package

The purpose of this test is to verify that if gid1 and gid2 are not provided in the Profile
Metadata but ef-gid1 and ef-gid2 are present and the related services (17 and 18) in ef-ust
are available, the eUICC returns an error during the LoadProfileElements process.
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Entity

Description of the initial condition

eUiCC

The PROFILE_OPERATIONALS9 is not loaded on the eUICC

Direction Sequence / Description

Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
co #CONF_ISDP_PROF1,
#METADATA_OP9_GID1GID2_MISSING,
NO_PARAM,
#UPP_OP_PROF9)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sSW=0x9000 without response data
eUICC <BPP_SEG_INIT>) for all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ sSW=0x9000 without response data
eUICC <BPP_SEG_AO0>) for all STORE DATA commands
Ic6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sWw=0x9000 without response data
eUICC <BPP_SEG_A1>) for all STORE DATA commands
RQ25_023
SW=0x9000 with the response data | RQ25 024
#R_PIR_DATA_MISMATCH for one RQ55_045
1 SL_JII_CTCAd — | MTD_STORE_DATA_SCRIPT( of the STORE DATA commands RQ55_O48
e _
<BPP_SEG_A3>) The euiccSignPIR SHALL be verified | RQ25_025
with the #PK_EUICC_ECDSA RQ25_026
RQ55 045 3
MTD_STORE_DATA( _ _
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) . RQ32_071
2 - profileInfoListOk :{} -
eUiCC #ICCID_OP_PROF9, RQ55_048
SW=0x9000
NO_PARAM))
4.2.8 ES10a (LPA -- eUICC): GetEuiccConfiguredAddresses
4.2.8.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements
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e RQ33 021 1
e RQ57 017, RQ57_018, RQ57 019

4.2.8.2 Test Cases

4.2.8.21 TC_eUICC_ES10a.GetEuiccConfiguredAddresses

Test Sequence #01 Nominal: Only Root SM-DS Address

Initial Conditions

Entity Description of the initial condition

eUlCC No Default SM-DP+ address has been set on the ISD-R

Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

RQ57_017
MTD_STORE_DATA( RQ57_018
1 SL_JII_gCAd = | #GET EUICC_CONFIGURED_ADDRESS g'\j\/—'isoiggagECA—Ds RQ57_019
ES) RQ33_021
1
Test Sequence #02 Nominal: Root SM-DS and Default SM-DP+ Addresses
Initial Conditions
Entity Description of the initial condition
cUICC The ISD-R is provisioned with the Default SM-DP+ Address
#TEST_DP_ADDRESSI.
Step Direction Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ57_017
MTD_STORE_DATA( RQ57_018
1 SGILgéd - #GET_EUICC_CONFIGURED_ADD zs\/—'f%iggagECA—Ds—Dp—l RQ57_019
RESSES) - RQ31_066
RQ33_021_1

4.2.9 ES10a (LPA -- eUICC): SetDefaultDpAddress

4291 Conformance Requirements
References
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GSMA RSP Technical Specification [2]
Requirements

e RQ33_021_4, RQ33 021 5
e RQ57_020, RQ57 021, RQ57_022, RQ57_023, RQ57_024

4.29.2 Test Cases

4.29.21 TC_eUICC_ES10a.SetDefaultDpAddress

Test Sequence #01 Nominal: Set SM-DP+ Address with Address Empty in eUICC

Initial Conditions

Entity Description of the initial condition

eUlCC No value is assigned to the Default SM-DP+ Address field.

Step Direction | Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ57_020
RQ57_021
MTD_STORE_DATA( -
S LPAd — - - #R_ES10a_SD _DP_A OK | RQ57_023
1 SUICC ZSE)T_EUICC_CONFIGURED_ADDRES SW = 0x9000 RO57 024
— RQ33 021_
4
RQ57_020
S LPAd — MTD_STORE_DATA( #R_ES10a_GECA DS _DP 282;—82
2 — #GET_EUICC_CONFIGURED_ADDRES | _1 -
euicC SES) SW = 0x9000 RQ57_024
- RQ33 021 _
5

Test Sequence #02 Nominal: Set SM-DP+ Address with SM-DP+ Address already in
eUlCC

Initial Conditions

Entity Description of the initial condition

eUICC The SM-DP+ address #TEST_DP_ADDRESSL is provisioned

Step Direction ‘ Sequence / Description Expected result N=O)

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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RQ57_020
RQ57_021
MTD_STORE_DATA( -
S_LPAd — — — #R_ES10a_SD_DP_A_OK | RQ57_023
1 cUIee gSE)T_EUICC_CONFIGURED_ADDRES W = 0x9000 ROS7 024
- RQ33_021
4
RQ57_020
S LPAJ_, | MTD_STORE_DATA( #R_ES10a_GECA_DS_DP Egg;—ggé
2 — #GET_EUICC_CONFIGURED_ADDRES | 2 -
euICC SES) — - SW = 0X9000 RQ57_024
- RQ33_021
5

Test Sequence #03 Nominal: Set Empty SM-DP+ Address with SM-DP+ Address

already in eUICC

Initial Conditions

Entity

Description of the initial condition

eulCC

The SM-DP+ address #TEST_DP_ADDRESSLI is provisioned

Step Direction ‘ Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ57_022
MTD_STORE_DATA( RQ57_023
1 Sﬁlfgéd_) #SET_EUICC_CONFIGURED_ADDRES ZS\/—'ES(’;%‘E‘)B(S)D—DP—A—OK RQ57_024
S_EMPTY) - RQ33_021
4
RQ57_022
MTD_STORE_DATA( RQ57_023
2 Zjlfgéd_) #GET_EUICC_CONFIGURED_ADDRES ’;s\l—'fsc’)}(gg(—)gECA—Ds RQ57_024
SES) - RQ33_021
_5

Test Sequence #04 Nominal: Set Empty SM-DP+ Address with Empty SM-DP+

Address in eUICC

Initial Conditions

Entity Description of the initial condition
eUlCC No value is assigned to the Default SM-DP+ Address field.
Step Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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RQ57_022
S LPAd — MTD_STORE_DATA( #R_ES10a_SD DP_A_ | RQ57_023
1 cUlCe #SET_EUICC_CONFIGURED_ADDRESS | OK RQ57 024
_EMPTY) SW = 0x9000 RQ33 021
4
RQ57_022
MTD_STORE_DATA( RO57 023
2 SGIchéd ~ | #GET_EUICC_CONFIGURED_ADDRESS zsv—fsoiggagECA—Ds RQ57 024
ES) - RQ33_021
5

4.2.10 ES10b (LPA -- eUICC): PrepareDownload

4.2.10.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ26_011, RQ26_029, RQ26_030, RQ26_034, RQ26_035

e RQ31 062, RQ31_130, RQ31 131, RQ31 132, RQ31 133, RQ31_ 134, RQ31 135,
RQ31_136, RQ31_137, RQ31 138, RQ31_ 139, RQ31 140, RQ31_141

e RQ45_006, RQ45 026 1, RQ45_026, RQ45_028, RQ45_030

e RQ57_025, RQ57_026, RQ57_027, RQ57_028, RQ57_029, RQ57_030, RQ57_031,
RQ57_033, RQ57_034, RQ57_035, RQ57_036, RQ57_037, RQ57_038, RQ57_039

4.2.10.2 Test Cases

4.2.10.2.1TC_eUICC_ES10b.PrepareDownloadNIST

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONAL1 is not loaded on the eUICC

The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed between
the eUICC and the S_SM-DP+
e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

e the same GSMA ClI based on NIST P-256 curve has been chosen for
signing and for verification

euUiCC

Test Sequence #01 Nominal: Without Confirmation Code

Step Direction Sequence/Description Expected result

RQ31_130

L S LPAd — | MTD_STORE_DATA_SCRIPT( | #R_PREP_DOWNLOAD_NO_CC RQ31 131
eulCC #PREP_DOWNLOAD_NO_CC) | SW=0x9000 RQ31_132
RQ31_133 |
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The <EUICC_SIGNATURE2> SHALL RQ31_134
be verified with the RQ31_135
#PK_EUICC_ECDSA. RQ31_139

Verify that the RQ31_140
<S_TRANSACTION_ID> presentin | RQ31 141
the euiccSigned2 is the same as in RQ57_025

#PREP_DOWNLOAD NO _CC. RQ57_026
- - = RQ57_027

RQ57_028
RQ57_029
RQ57_030
RQ57_034
RQ57_035
RQ57_036
RQ57_037
RQ57_038
RQ57_039
RQ26_029
RQ26_030
RQ26_011
RQ26_034
RQ26_035
RQ31_062

Test Sequence #02 Nominal: With Confirmation Code

Step | Direction Sequence / Description Expected result

<S_HASHED_CC> = MTD_GENERATE_HASHED_CC(#CONFIRMATION_CODEL,

IC1 | <s_TRANSACTION_ID>)
RQ31_130
RQ31_131
RQ31_132
RQ31 133
RQ31_134
RQ31_135
#R_PREP_DOWNLOAD_WITH_cC | RQ31_139
RQ31_140
SW=0x9000 RO31 141
The <EUICC_SIGNATURE2> RQ57_025
SHALL be verified with the RQ57_026
#PK_EUICC_ECDSA. RQ57_027
- RQ57_028
S LPAd — | MTD_STORE_DATA_SCRIPT( | Verify that the
1 eUICC #PREP_DOWNLOAD_WITH_CC) <S_TRANSACTION_ID> present in 282;—823

the euiccSigned? is the same as in

#PREP_DOWNLOAD WITH cc. | RQ57_034
. - - RQ57_035
Verify that the <S_HASHED_CC> RQ57_036

present in the euiccSigned? is the RQ57_037
same as In RQ57_038
#PREP_DOWNLOAD_WITH_CC. RQ57_039
RQ26_029
RQ26_030
RQ26_011
RQ26_034
RQ26_035
RQ31_062
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Test Sequence #03 Nominal: With an unknown otPK.EUICC.ECKA

The purpose of this test is to verify that the eUICC does not use the one-time key pair given
by the SM-DP+ when its value does not correspond to a stored one-time key pair. In this
case, the eUICC SHALL generate a new set of key.

Step Direction ‘ Sequence / Description Expected result REQ
c1 <S_HASHED_CC> = MTD_GENERATE_HASHED_ CC(#CONFIRMATION_CODEL,
<S_TRANSACTION_ID>)
IC2 S_SM-DP+ generates a random <OTPK_EUICC_ECKA>
RQ31_130
RQ31_131
RQ31_132
RQ31_133
#R_PREP_DOWNLOAD WITH_CC | RQ31_134
_ RQ31_135
SW=0x9000 RQ31 139
The <EUICC_SIGNATURE2> RQ31_140
SHALL be verified with the RQ31 141
#PK_EUICC_ECDSA. RQ31_138
Verify that the RQ57_025
<S_TRANSACTION_ID> presentin | RQ57_026
the euiccSigned?2 is the same as in RQ57_027
1 S LPAd —» | MTD_STORE_DATA_SCRIPT( #PREP_DOWNLOAD _RETRY_CC. RQ57_028
| #PREP_DOWNLOAD_RETRY . RQ57_02
evice _DOWNLOAD_ —CO) | Verity that the <S_HASHED_CC> Rg;—gsg
present in the euiccSigned? is the RQ57_034
same as in -
RQ57_035
#PREP_DOWNLOAD_RETRY_CC. RQ57_036
Verify that the RQ57_037
<OTPK_EUICC_ECKA> present in RQ57_038
the euiccSigned?2 is not the same as | RQ57_039
in RQ57_033
#PREP_DOWNLOAD_RETRY_CC. RQ26_029
RQ26_030
RQ26 011
RQ26_034
RQ26_035

4.2.10.2.2TC_eUICC_ES10b.PrepareDownloadBRP

General Initial Conditions
Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC
The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed between
the eUICC and the S_SM-DP+
evicC e #GET_EUICC_INFOL, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC
e the same GSMA CI based on BrainpoolP256r1 curve has been chosen for
signing and for verification
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Test Sequence #01 Nominal: Without Confirmation Code

This test sequence SHALL be the same as the Test Sequence #01 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #02 Nominal: With Confirmation Code

This test sequence SHALL be the same as the Test Sequence #02 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #03 Nominal: With an unknown otPK.EUICC.ECKA

This test sequence SHALL be the same as the Test Sequence #03 defined in section
4.2.10.2.1 - TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

4.2.10.2.3TC_eUICC_ES10b.PrepareDownloadFRP

This test case is defined as FFS and not applicable for this version of test specification.

4.2.10.2.4TC_eUICC_ES10b.PrepareDownloadErrorCases

General Initial Conditions

Entity Description of the general initial condition

eulCC The PROFILE_OPERATIONALL1 is not loaded on the eUICC

The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed between

eUlCC the eUICC and the S_SM-DP+

e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

¢ the same GSMA CI has been chosen for signing and for verification

Test Sequence #01 Error: No Hashed Confirmation Code but with Confirmation Code
Required Flag set to TRUE

Step ‘ Direction Sequence / Description ‘ Expected result N=O)

<S_HASHED_CC> = MTD_GENERATE_HASHED_CC(
IC1 #CONFIRMATION_CODE1,
<S_TRANSACTION_ID>)

a9 g 1

MTD_STORE_DATA_SCRIPT( RQ31_135

L S LPAd — or RQ31 136
eUICC _ . ~

#PREP_DOWNLOAD_INVALID_CC) | SW=0x9000 with a response RQS57_031

data containing a RQ57_036

downloadResponseError RQ57_037
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RQ57_038
RQ31_136

Test Sequence #02 Error: With incorrect CERT.DPpb.ECDSA (i.e. invalid signhature)

Step Direction Sequence / Description ‘Expected result
RQ31_130
RQ31_131
RQ31_136
RQ57_027
#R_PREP_DOWNLOAD_INV_CERT | pns7 030
SW=0x9000 RQ57_031
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( Verify that the RQ57_036
eviCC #PREP_DOWNLOAD_INV_CERT) | <5 TRANSACTION_ID> present in Egg;_ggg

the response is the same as in
#PREP_DOWNLOAD_INV_CERT. RQ31_136

RQ45_006
RQ45_026_1
RQ45_026
RQ45_028
Test Sequence #03 Error: CERT.DPpb.ECDSA and CERT.DPauth.ECDSA not
belonging to the same entity
Step | Direction  Sequence / Description Expected result N=0)
RQ31_130
RQ31_132
#R_PREP_DOWNLOAD_INV | RQ31_136
_CERT RQ57_029
_ RQ57_031
MTD_STORE_DATA_SCRIPT( SW=0x9000 RQ57 036
1 S_LPAd — Verify that the RQ57_037
evICC #PREP_DOWNLOAD_CERT SMDP2 | <S_TRANSACTION_ID> RQ57_038
) - - - present in the response is the | RQ31_136
same as in RQ45_006
#PREP_DOWNLOAD_CERT RQ45_026
_SMDP2. 1
RQ45_026
RQ45_028
Test Sequence #04 Error: With invalid SM-DP+ signature
Step ‘ Direction Sequence / Description Expected result REQ
RQ31_130
RQ31_133
#R_PREP_DOWNLOAD_INV_SIGN RO31_136
MTD_STORE_DATA_SCRIPT( SW=0x9000 RQ57_028
1 S_LPAd — Verify that the RQ57_031
evicc #PREP_DOWNLOAD_INV_SIGN) | <S_TRANSACTION_ID> presentin | RQ57_036
- - the response is the same as in RQ57_038
#PREP_DOWNLOAD_INV_SIGN. RQ31_136
RQ45_006
RQ45_026_1
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RQ45_026
RQ45_028

Test Sequence #05 Error: With invalid Transaction ID

Sequence / Description

Expected result

Step | Direction

S_LPAd —
eUlCC

MTD_STORE_DATA_SCRIPT(

#PREP_DOWNLOAD_INV_TRANS |
D)

#R_PREP_DOWN_INV_TRA
NS_ID

SW=0x9000
The transactionld returned in
the response SHALL not be

checked (any value SHALL be
accepted)

RQ31_130
RQ31_134
RQ31_136
RQ57_025
RQ57_031
RQ57_036
RQ57_037
RQ57_038

RQ31_136

Test Sequence #06 Error: SM-DP+ has not been previously authenticated

Initial Conditions

Entity Description of the initial condition
No Common Mutual Authentication procedure has been executed between the
evlCC eUICC and the S_SM-DP+

(this condition overrides the last general initial condition defined in this test case)

Step Direction Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the highest priority ClI
Ic3 S_LPAd —» | MTD_STORE_DATA( from
evlCcC #GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FO
R_VERIFI