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ABSTRACT

Long Term Evolution (LTE) is the de-facto standard for mobile com-
munication. It provides effective security features but leaves room
for misunderstandings in its configuration and implementation. In
particular, providers face difficulties when maintaining network
configurations.

In this paper, we analyze the security configuration of commer-
cial LTE networks. We enhance the open baseband srsLTE with
support for commercial networks and perform a subsequent anal-
ysis. In more detail, we test the security algorithm selection in a
total of twelve LTE networks in five European countries. We expose
four misconfigured networks and multiple cases of implementation
issues. Three insecure networks fail to enforce integrity protection
and encryption, which enables an adversary to impersonate vic-
tims towards the network. We provide a proof-of-concept attack
in a live network, where the adversary obtains an IP address at
the victim’s cost. Our work is an appeal to security as a holistic
state, which requires not only secure specifications but also secure
configurations.
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1 INTRODUCTION

LTE is the latest deployed mobile communication standard, offer-
ing high-speed, low-latency Internet access and packet-based tele-
phony. It is used by millions of people worldwide and has become
an integral component of our daily communication. The security
goals of LTE aim to provide mutual authentication, integrity and
confidentiality of traffic, and location privacy.

These security goals and their consideration in the specification
evolved from the lessons learned of previous cellular generations.
Flaws and resulting attack vectors of earlier generations can only be
avoided in the specification of future generations. One central exam-
ple is the first digital mobile generation GSM (2G) that is vulnerable
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to Man-in-the-Middle (MitM) attacks and passive decryption; LTE
overcomes these flaws by employing mutual authentication and by
using strong cryptographic algorithms. Hence, uncovering specifi-
cation flaws in current mobile generations is a crucial accelerator
for new, more secure standards.

However, overcoming well-known vulnerabilities in the specifi-
cation does not guarantee a secure deployment. The specification
defines mandatory security features, whereas their realization is
up to the provider. For example, integrity protection might be dis-
abled for emergency calls — but poses a security risk in any other
scenario [2, Sec. 4.4.4]. This introduces a discrepancy between the
assumed theoretical security (specification) and the actual situation
(configuration). Commercial LTE networks are large-scale systems
with a complex infrastructure for wide-area coverage. Configura-
tion management is not standardized and often vendor-specific. We
assume that this, if accompanied by human error, may result in
configuration issues.

In this paper, we evaluate security-relevant parameters of com-
mercial LTE networks and identify states of misconfiguration that
disagree with the specified security aims. Using an active approach,
we can modify the security parameters of the connecting phone
and thereby test the acceptance by the network. So far, security
configuration testing of LTE networks has only been explored with
commercial basebands or passive approaches [9, 10] that do not
allow the modification of parameters and thus are unsuitable for
querying selected network settings. Recently, Kim et al. [15] exten-
sively test user and network-side equipment with open source base-
bands but do not consider configuration issues. Rupprecht et al. [22]
found flaws in the user-side selection of security algorithms.

We focus on the security algorithm selection of the network as
an integral component of LTE security. One of the consequences
of an incorrect configuration is that attackers could perform a
MitM attack and impersonate users against the network. Due to
dense roaming agreements between providers, misconfiguration
has global implications. It is thus essential to ensure the deployment
of secure configurations in current LTE and future (5G) mobile
networks. In particular, we make the following contributions:

e We develop a low-cost LTE network testing tool to identify
configuration flaws based on the open baseband srsLTE.

e We actively test the infrastructure-side security algorithm
selection of twelve European commercial LTE networks.

o We identify four misconfigured networks and multiple cases
of non-compliant behavior. Three networks are vulnerable
to an impersonation attack, which we demonstrate.

We address operator networks with an alias composed by the
country code and an index, e. g., DE-1 for the German operator we
tested first. It does not refer to the Mobile Network Code (MNC).
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Figure 1: LTE Network Overview.

2 TECHNICAL BACKGROUND

We briefly review the LTE network architecture and relevant mobil-
ity procedures with a focus on security mechanisms. We only cover
the components and procedures required for a basic connection
setup, i. e., connecting and registering on the network.

2.1 LTE Network

The LTE network serves connectivity to the user devices, called
User Equipment (UE). An operator’s network is often called Public
Land Mobile Network (PLMN), which also includes technologies
other than LTE. Figure 1 shows a network overview.

User Equipment (UE). The UE is the user device, often a smart-
phone. It is associated with the permanent International Mobile
Subscriber Identity (IMSI) and a permanent key stored on the Uni-
versal Subscriber Identity Module (USIM). The frequently changing
Temporary Mobile Subscriber Identity (TMSI) replaces the IMSI
after successful network registration for privacy reasons.

Evolved NodeB (eNodeB). eNodeBs provide radio access to the
LTE network by spanning cells within the signal range. UEs usually
select the eNodeB with the highest signal strength and quality.
Rogue cells, which are operated by an attacker and not connected to
the legitimate core network, thereby lure users into their cells. The
Radio Access Network (RAN), or E-UTRAN in LTE, is the wide-area
network of eNodeBs that provides wireless access.

Evolved Packet Core (EPC). Within LTE’s backend core network,
the Mobility Management Entity (MME) is central for user manage-
ment. It provides mutual authentication to the UE, selects security
algorithms, and keeps track of user locations. The Home Subscriber
Server (HSS) stores user credentials, i. e., the IMSI and permanent
keys. Gateways (S-GW and P-GW) route Internet traffic.

2.2 Procedures and Security

LTE separates the management of UE into the Access Stratum (AS)
and Non-Access Stratum (NAS). The AS covers management on
the radio layer between UE and eNodeB using the Radio Resource
Control (RRC) protocol, while the NAS protocol handles the con-
nection management between UEs and core network (MME). The
following covers the interaction of both layers for basic connection
establishment and the roaming scenario.

2.2.1 Attach Procedure & AKA. The UE must perform an initial
attach procedure to access the LTE network, initiating all protocol
layers from the radio layer up to IP. For our propose, we assume
that the UE and the eNodeB already established a radio connection.
Figure 2 depicts the initial attach procedure, which runs as follows.
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Figure 2: LTE Attach Procedure including the AKA.

The UE initially sends the Attach Request (1) with IMSI or TMSI
for identification and the supported security algorithms (Secu-
rity Capabilities). The following Authentication and Key Agree-
ment (AKA) establishes mutual authentication. The MME sends
an Authentication Request (2) containing a random nonce (RAND)
and an authentication token (AUTN). The UE verifies the authen-
tication token, computes and returns the response RES (3), which
is verified by the network. For enabling the security mechanisms,
the network sends the already integrity protected Security Mode
Command (4), indicating the selected security algorithms and a
replay of the original UE Security Capabilities to prevent algorithm
downgrade attacks. The UE acknowledges with a Security Mode
Complete (5). The network finally assigns an IP address with Attach
Accept (6), which the UE confirms (7).

2.2.2  Security Algorithms. LTE supports three algorithms for ci-
phering and integrity protection, referred to as EPS Encryption
Algorithm (EEA) and EPS Integrity Algorithm (EIA). EIA1 and
EEA1 use the Snow3G cipher, EIA2 and EEA2 rely on AES. Every
UE, eNodeB and core network shall support Snow3G and AES. A
later LTE release adds optional ZUC support (EIA3, EEA3). The
null-algorithms EIA0 and EEAO0 disable security, i.e., data is sent
unprotected. This enables emergency calls without valid USIM and
thereby without valid keys. During normal operation, integrity pro-
tection for the signaling plane is mandatory, whereas encryption
is optional but encouraged [1]. Integrity protection is crucial to
ensure the authenticity of exchanged messages. It continuously
proves that both parties are in possession of valid keys. AS and
NAS are not required to select the same algorithms.

2.2.3  Roaming. Roaming allows users to visit the PLMN of for-
eign operators (VPLMN) without having a USIM of that operator.
Figure 3 visualizes the relation between the networks and the user.
During the attach procedure, the VPLMN asks the user’s Home
PLMN (HPLMN) to provide credentials for the user, which requires
cooperation between the operators [1, Sec. 6.1.2]. This procedure
is interesting for security since the home operator authenticates
the user, but the visited network is responsible for securing the
connection to the user. The Home PLMN can by no means detect
which security algorithms are enforced by the VPLMN.
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Figure 3: Authentication and Security Algorithm Negotia-
tion in a Roaming Scenario. The UE is customer of the
HPLMN.

3 SECURITY ALGORITHM SELECTION

We focus on the selection of security algorithms in the attach pro-
cedure as a fundamental element of LTE security that depends both
on operator configuration and implementation support. The UE
and network negotiate security algorithms during the attach proce-
dure (see Section 2.2.1). If the UE requests unsupported algorithms,
the network should deny access. Similarly, a standard-compliant
UE terminates the connection if the network dictates insecure or
unsupported algorithms. We implement a UE that requests insecure
algorithms and does not terminate insecure connections—thus, it
enables the detection of network-supported configurations.

We introduce the test implementation and the experiments con-
ducted. Later, we present security issues found in four out of twelve
tested networks and describe and perform an end-to-end attack on
a commercial UE in a live network, in which the attacker obtains
an IP address at the victim’s cost. Furthermore, we show several
cases of non-compliant network behavior, which indicates bugs in
the eNodeB implementation.

3.1 Implementation

Our test setup builds upon the UE component srsUE of the open
baseband srsLTE [8] with an Ettus B210 USRP and a USIM card
reader. Prior to our work, the srsUE baseband could not access
commercial networks, in particular, it did not feature encryption
(AES, Snow3G) and could not read USIM cards. In collaboration
with the srsLTE developers, both features were added to the project.

To test an operator’s configuration, we perform the attach pro-
cedure for each possible set of supported algorithms (Security Ca-
pabilities) and observe the network’s choice. In particular, we allow
the UE to use the null-encryption and null-integrity. We expect two
cases to emerge: (i) The network accepts the list of capabilities
and signals the chosen algorithms in a Security Mode Command
message, or (ii) the network denies access. To comply with the
standards, the network must explicitly reject illegal or unsupported
Security Capabilities with a NAS Attach Reject message. If the net-
work accepts the configuration, we record the selected algorithms
for AS and NAS. Regarding the srsLTE software, the supported
algorithms are encoded as a bit array (8-bit) that can be arbitrarily
manipulated.

For automated testing of networks, we created a slightly modified
version of the srsUE. To establish unprotected connections to the
LTE network, several protection mechanisms within the UE must be
disabled. Therefore, the test setup does not check the Security Mode
Command replay and does not verify the Message Authentication
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Code (MAC). Outgoing messages with EIA0 have the MAC set to
zeros. For unknown indicated ciphers, we select EIA0 and EEAO.

At the application level, the srsUE iterates through all possi-
ble combinations of Security Capabilities and receives feedback
from the lower layers (NAS, RRC) while the physical layer re-
mains synchronized with the cell. In this way, we do not need
to re-synchronize for a new test case and thus increase the speed
of automated testing. For the evaluation PCAP traces and log files
are written to disk.

3.2 Experiments

The experiment requires successful authentication to the network.
Hence, we use several commercial USIM cards which usually be-
long to roaming partners of the network under test. Note that using
roaming USIM cards does not affect the experiment since the serv-
ing network is responsible for the security algorithm selection [7].

We conducted tests for twelve networks in Austria, Czech Re-
public, Germany, Spain, and France over several months in 2018.
Practical issues arise during the actual experiments, such as lack of
mobile coverage in conference hotels, the need for a matching USIM
card and regional differences due to varying eNodeB vendors (see
the Results paragraph). Therefore, later experiments are conducted
with a car and rooftop-mounted antennas.

3.3 Results

We observe different selection policies, e. g., regarding the ZUC
support or preference of Snow3G or AES. In our analysis, we con-
centrate on the non-compliant behavior, first configuration issues
and then bugs in the MME or eNodeB implementation. Table 1
shows security-relevant results for all operators. The checkmarks
indicate the support of an algorithm.

The providers AT-1, CZ-1, DE-2, and ES-2 require particular
attention since they allow non-encrypted and non-integrity pro-
tected signaling. This behavior is prohibited by the LTE standard,
which requires NAS and RRC control-plane integrity protection [2,
Sec. 4.4.4]. Section 4 presents the implications of this insecure con-
figuration, including a proof-of-concept impersonation attack.

While testing the security algorithms field, we observe that sev-
eral of the tested LTE networks show non-compliant behavior.
Table 1 references the behavior by its number:

¢ (1) Fallback to insecure configurations: The network
prohibits the use of EEAQ if requested explicitly. If the UE in-
dicates that no cipher is supported at all, the network selects
EEAO by default, falling back to an insecure configuration.

¢ (2) Illegal values for algorithm indication: The network
signals the unassigned spare value EIA7 in place of EIAO0.
This violates the LTE standard and may prohibit detection
of EIA0 support during a security assessment. We found this
issue to differ regionally, i. e., we observed that base stations
in one region all abide the standard, while base stations in
other areas show this issue.

¢ (3) Missing support for AES or Snow3G: Networks must
support both AES and Snow3G [2, Sec. 5.1.3.2]. Some tested
networks fail to accept Snow3G or AES on either AS or NAS.
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Table 1: Acceptance of Null-Algorithms in LTE Networks

Network

NV AN AV 4D S Y DN Y DN

Result YNV VI I I IS
AS | / v - v - v - v v / -
R A A A A A
AS / - / — - — ‘/ _ _ / _ _
BAC sl v - v = - - v - - s oo

Bugs 1 1,2 3

-/ v/ algorithm not allowed / algorithm allowed
Detected bugs, see Section 3.3 for details
Red highlights vulnerable configurations (impersonation attack)

While the use of insecure security algorithms indicates a miscon-
figuration, the non-compliant behavior, e. g., the use of spare-bits,
means a faulty implementation at the network components.

4 IMPERSONATION ATTACK

Mutual authentication between the network and the UE relies on
the AKA and subsequent integrity protection of control data. If a
network allows null-integrity along with null-encryption, it exposes
users to impersonation attacks.

Scenario. A commercial network allows null-integrity and null-
encryption for normal operation. The victim UE belongs to that
network or any roaming partner of the affected, insecure operator.

Attacker Model. The adversary uses a UE component and an eN-
odeB component for a MitM attack. She impersonates the commer-
cial network towards the victim UE and the victim UE towards the
network. Note that the adversary does not possess any information
about the victim UE, especially neither IMSI nor cryptographic keys.
She can lure the UE to connect to her cell with similar techniques
that commercially IMSI catchers implement (e.g., UE usually select
the eNodeB with the highest signal strength and quality, or cells on
priority frequencies). The attacker does not have to target a specific
UE if her goal is only to obtain an IP address without authorization,
which results in billing fraud [21].

Attack Procedure. In LTE, the attach procedure including the
AKA is not secured by any transport security mechanism and can
be intercepted and manipulated by a MitM attacker. If the network
selects the null algorithms, the attacker does not require valid keys
to communicate with the network. Thus she can impersonate the
benign UE. The attacker enforces the selection of null algorithms
due to the misconfiguration we observed. Figure 4 depicts the attack
procedure, and the steps are as follows:

(1) The benign UE connects to the attacker and sends an Attach
Request, containing the IMSI and Security Capabilities. (2) The
attacker forwards the Attach Request but modifies the supported
algorithms to EIAO and EEAO only. (3) The commercial network
starts the AKA with an Authentication Request containing the
challenge and network authentication (RAND and AUTN). (4) The
attacker forwards the Authentication Request to the victim UE.
(5) The AUTN authenticates the commercial network; thus, the
UE generates the Authentication Response RES. (6) The attacker
forwards the Authentication Response to the network and thereby
authenticates herself to the commercial network. (7) The attacker
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Figure 4: Impersonation attack exploiting the selection of
EIAO and EEAO in a commercial network.

rejects the UE’s attach request with a permanent reject reason, pro-
hibiting it from re-attaching to the network until restart [24]. (8-9)
Based on the modified Security Capabilities, the network selects
EIA0 and EEA0 on the RRC and NAS layer for further communica-
tion. Therefore, the communication does not require possession of
valid keys. Attacker and network exchange user and control data
in plaintext, without any integrity protection and encryption. (10)
The network finally accepts the Attach Request and assigns an IP
connection to the attacker. The attacker is now able to use the LTE
network for data services, while the connection is associated with
the victim’s identity (IMSI).

Note that in case the UE connects with Attach Request but iden-
tifies with TMSI, the attacker requests the IMSI with an Identity
Request. If the UE connects with Service Request or Tracking Area
Update, the attacker denies access with reason Implicitly Detached,
forcing the UE to re-attach with Attach Request [2, Sec. 5.5.3.3.5].

Implementation Details. We implement the impersonation at-
tack using the srsLTE stack [8] with separate UE and eNodeB com-
ponents and a simple communication protocol in-between using
sockets to exchange the victim’s IMSI and the authentication data.
The attacker’s eNodeB and the victim UE are located in a shielding
box to prevent attacks on other users.

While both attacker components run on the same computer dur-
ing the experiment, the components can be separated to run on
two separate setups, communicating over the Internet. Internet
communication introduces a delay that could interfere with the
timers that the attach procedure and AKA depend on. To test the
viability of separated attacker components, we add an additional
delay between the attacker UE and eNodeB component (see Fig-
ure 5), i. e., between steps (1) and (2), (3) and (4), and between (6)
and (7) in Figure 4.
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Figure 5: Impersonation attack in roaming context.

Proof of Concept in Live Network. We perform the attack in
the commercial DE-2 network and a commercial UE as a victim,
equipped with a standard DE-2 USIM card. After running the above
procedure, the attacker UE successfully establishes an IP connec-
tion over the LTE network and can surf the Internet, while the
commercial UE is denied access.

For delays up to one second between each step in the commu-
nication between the attacker UE and eNodeB component (i.e.,
three seconds additional delay in total), we can successfully and
reliably establish the IP connection for the attacker. This implies
that both attacker components can be in different locations, com-
municating over the Internet. In the discussion, we further go into
the implications of global roaming cooperations.

5 DISCUSSION

We expose severe misconfigurations in four of the twelve tested
networks accompanied by implementation bugs of eNodeBs. In the
following, we discuss the global impact of misconfigured networks,
directions for future work, and ethical considerations of our work.

Global Impact. Even operators with secure configurations are
affected by their roaming partners because the serving network is
responsible for the choice of security algorithms. This requires two
attacker components, an eNodeB component in the vicinity of the
victim and another UE component in the vulnerable network. In this
way, an adversary can steal the authentication vector from users
that reside within the secure network, relay the authentication
procedure over the Internet, and inject it into the insecure network
of the roaming partner (cf. Figure 5).

The protocol allows margins of multiple seconds between the
authentication messages [2, Table 10.2.2], while we empirically con-
firmed delays of up to one second. This is enough time to forward
messages around the world and conduct the attack globally. Given
the density of roaming agreements, we assume that already a few
vulnerable operators pose a threat to users worldwide. Each of the
examined networks has more than 200 cooperating LTE networks,
visible through public lists [19]. We expect that detection and miti-
gation of impersonation attacks become more challenging in this
scenario since all roaming partners of one network operator must
deploy a secure configuration to prevent attacks.
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Future Work. Focusing on the selection of security algorithms
serves as one example of detecting insecure configurations. While
we found misconfigured networks in regard of the selection of se-
curity algorithms, plenty of other security-relevant parameters are
configurable by the network provider, e. g., re-authentication at
inter-generation (LTE to GSM) or eNodeB handovers, or the use of
packet data passwords (APN settings). Failing to configure these
parameters correctly opens up new attack vectors and amplifies ex-
isting ones. In the future, further tests can be quickly implemented
for a comprehensive security assessment of networks.

5G Deployment. Similar to LTE, some of the upcoming 5G security
features are up to the provider’s configuration. The fundamental
problems of the current generation are continuing in 5G. The persis-
tent discrepancy between the specified and the configured security,
therefore, requires a different approach. Our proposed security test-
ing extends the providers’ toolset and improves the resilience of
the deployment process. We argue that only active testing can over-
come the prevalent discrepancy in current and future networks. 5G
brings up new security features, e. g., IMSI encryption, that only
fulfill their purpose given a flawless configuration.

Ethical Considerations. Testing in commercial networks requires
special care since it must not interfere with normal operations. We
took several precautions to avoid negative side-effects. Our system
relies on standard-compliant messaging and procedures only, which
any commercial UE must use to obtain network access. Prior to
testing in commercial networks, we performed tests in an operator’s
laboratory, observing network-side logfiles and PCAP traces of
base stations and the MME. Thereby we verify that our equipment
abides the LTE standard and shows no unexpected behavior. The
test purely probes for the network configuration with the method
designated by the standard. This is independent of the equipment
of the operator, thus we consider it safe to perform tests in other
networks in this particular case. Experiments involving attacks
on our smartphones took place in a shielding box to prevent any
interference.

Responsible Disclosure. Before submission, we have contacted
all affected providers and the GSM Association (GSMA) security
group to resolve the issue, following the guidelines of responsible
disclosure. All vulnerable networks now utilize a secure configu-
ration. The process of finding the reasons for the non-compliant
network behavior is on-going and left to the responsible parties.
This resulted in change requests to the LTE and 5G standards, clar-
ifying the handling of null-integrity [3, 4].

6 RELATED WORK

Providers can configure the frequent reallocation of temporary
identifiers and hinder de-anonymization attacks. Hong et al. [9, 10]
evaluated such configuration by using a non-modifiable baseband.
In contrast to their work, we can actively modify the content of
messages. Li et al. [16] and Kim et al. [14] perform active configu-
ration testing in VOLTE networks, which allow a hidden channel
for free data transmission. While their work focuses on the IP layer
above LTE, we focus on the LTE specific layers.

Various studies have assessed the security of mobile stack im-
plementations. Security testing of the protocol state machines dis-
covered that faulty implementations could result in the acceptance



WiSec ’19, May 15-17, 2019, Miami, FL, USA

of forbidden security algorithms [18, 22]. The latter is most simi-
lar to our work, testing the acceptance of forbidden security algo-
rithms on the UE-side, while we focus on the network side. Recently,
Kim et al. [15] presented a systematical approach for detecting im-
plementation flaws, leading to 36 vulnerabilities in phones and
network components. Our work focuses on the configuration of
live networks and show that operators fail to configure the network
securely. Their AKA bypass attack abuses insecure UE implemen-
tations to eavesdrop on the user, while our attacker obtains an IP
address from the network at the victim’s cost.

Our impersonation attack uses a rogue base station to steal a
valid authentication token. Shaik et al. [24] demonstrated that a
rogue base station could locate victims or deny network access. Lo-
calization attacks are improved by side-channels based on paging
injection [5, 12]. Hussain et al. [11] presented a systematic approach
for finding LTE specification flaws that can be exploited by a rogue
base station. Users can be steered to rogue base stations by jam-
ming attacks [13, 17]. While prior rogue base stations focused on
localization or downgrades, we used them for the impersonation
attack. Recently, Rupprecht et al. [23] demonstrated a transparent
layer-two relay to manipulate DNS requests and redirect users to
malicious websites. In contrast, we impersonate users towards the
network by relaying NAS messages. Prior research focused on rogue
base station detection, that could detect the eNodeB component of
MitM attacker [6, 20].

7 CONCLUSION

The LTE specification overcomes the flaws of previous generations
with new security measures. Unfortunately, the specification leaves
room for misunderstandings in the implementation and configura-
tion. This leads us to a situation in which the erroneous configura-
tion of providers easily compromises the claimed security.

We analyzed the configuration of twelve commercial LTE net-
works concerning the security algorithm selection, and we found
severe configuration issues. Those issues allow an impersonation
attack in three networks. We implemented the impersonation at-
tack as a proof-of-concept and demonstrated that an attacker ob-
tains an IP connection associated with the victim’s identity. Such
a misconfiguration has global implications due to the density of
roaming agreements. Our findings motivate ongoing and perma-
nent security testing of deployed and future mobile generations.
Our contributions support providers in the secure deployment and
configurations of mobile networks.
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