IMEI BLACKLISTING
HELP COMBAT MOBILE DEVICE CRIME
Small, portable and high value, mobile devices - and the
information stored in them - are attractive to criminals.
As high-end handsets can be worth hundreds of dollars,
there is a major international black market for mobile
devices obtained through theft, fuelled in part by
organised crime.

One billion people worldwide

are protected by the GSMA IMEI Blacklist Service

119 mobile operators across 41 countries
share information on stolen devices every day

12 million stolen devices blocked
in 2018 using the GSMA IMEI Blacklist Service

The damage inflicted by mobile device theft
For the victim, the experience can be traumatic, as well as costly: they lose their handset, a highly
personal item, and could get hurt during a robbery. In countries where device theft is rife, insurance
companies will have to charge high premiums, while consumers may end up unwittingly buying
stolen goods. The legal handset market and the taxes it generates are undermined. People that have
had their devices stolen are particularly vulnerable to their personal data being used to commit a
range of additional crimes.

ACT NOW TO PROTECT MORE PEOPLE FROM DEVICE CRIME

What is the GSMA IMEI Blacklist service?
The GSMA allocates Type Allocation Codes
(TAC), which are combined with a serial
number allocated by the manufacturer to create
International Mobile Equipment Identifiers
(IMEIs). The IMEI system underpins the GSMA’s
Blacklist service, which captures in the IMEI
Database, the unique identifiers of mobile
devices reported as lost or stolen by customers
of mobile operators. Through the GSMA IMEI
Blacklist service, more than 110 mobile operators
across more than 40 countries share information
on stolen devices on a daily basis.
When mobile operators detect a device
connecting to their network that is registered
on the Blacklist, the IMEI enables them to block

its use. Once thieves learn that stolen devices
are likely to be quickly disabled, device theft
becomes much less attractive.
This system has had a very positive impact in the
battle against device theft. In Latin America,
where handset theft is a major problem, mobile
operators in 18 countries are sharing device data
via the GSMA, ensuring stolen handsets are
blocked across the region.
To further empower consumers and retailers, a
public IMEI look up service has been deployed in
South America, North America and New Zealand
to check the status of devices that are offered
for sale using the GSMA IMEI blacklisted data.
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The roles of governments and law enforcement agencies
Governments, law enforcement agencies and
mobile operators need to work together to deter
handset theft. The GSMA strongly encourages
mobile operators to use the IMEI Database
to exchange stolen handset data with law
enforcement and other operators. Use of the
IMEI Database for this purpose is free of charge
for operator members of the GSMA.

of IMEIs in mobile devices: Actively identifying
and prosecuting offenders discourages the
bypassing of security controls. Industry, law
enforcement agencies and regulators should
also educate consumers in how to guard against
theft, while taking action against those involved
in stealing devices or distributing them.

The GSMA IMEI Database facilitates a coherent
approach to cross-border information sharing,
increasing the effectiveness of national
measures. Note, however, regulation needs to
allow stolen device information to be shared
across all countries.
As IMEI integrity plays a central role in enabling
stolen devices to be blocked, governments
need to criminalise the unauthorised changing

Contact Chris Li at cli@gsma.com or visit gsma.com/blacklisting

Back IMEI blacklisting today
Both the mobile industry and governments have a responsibility to combat device crime. Every
country should be blacklisting undesirable IMEIs and sharing their data to protect their citizens,
businesses and their borders.

Are your people and their devices protected?
The GSMA is working to connect as many mobile operators as possible to the IMEI Database, while
engaging with governments and regulators around the world. It can advise on how best to harness
the IMEI Blacklist, sharing best practice and expertise.

1 BILLION CUSTOMERS WORLDWIDE
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