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1. Policy Statement

This policy outlines Grand Organisation Ltd's commitment to safeguarding personal and
sensitive information, ensuring its ethical and legal handling. Our policy explains how
Grand Organisation Ltd and its affiliates collect, use, and protect information that applies
to our services, and your choices regarding the collection and use of your information.

We are committed to protecting the privacy and security of the personal data we handle.
This policy provides a clear framework to prevent and address misconduct related to data
handling, ensuring that all our employees and partners understand and comply with data
handling laws. We aim to protect the dignity, rights, and safety of all our stakeholders
regarding their personal data.

2. Purpose of the Policy

The purpose of this Data Privacy Policy is to:

* Provide clear procedures to prevent, report, and address misconduct related to data
handling.

* Ensure employees understand and comply with data handling laws.

* Ensure compliance with local and international laws.

* Protect the dignity, rights, and safety of all stakeholders regarding their personal data.

3. Scope

This policy applies to:

* All users of the Service.

« All individuals accessing sensitive data.

* All employees, board members, interns, and volunteers.
* Contractors, suppliers, and consultants.

* Partners and third-party service providers.

4. Legal and Regulatory Framework

This policy aligns with applicable laws and frameworks including GDPR (General Data
Protection Regulation) and local data protection regulations.We recognize the importance
of principles found in global frameworks, such as consent, data minimisation, and
purpose limitation, and we adhere to these principles in our operations.

5. Definitions



e Personal Data: Any information that can be used to identify an individual, such as
name, address, phone number, or email.

e Sensitive Data: A category of personal data that requires extra protection, such as
racial or ethnic origin, political opinions, religious beliefs, health data, or biometric
information.

e Whistle-blower: Any person who reports suspected wrongdoing in good faith.

e User Content: Text, photos, or other media you create or upload to our services.

6. Policy Guidelines and Key Provisions

6.1. Information We Collect

We collect only the information necessary to provide our services and operate our
business effectively. This includes:

e Information you provide directly: Your name, email address, phone number, and
any information you provide in messages or user content.

¢ Information we collect automatically: When you use our services, we may collect
data about your activity, such as usage patterns and location data, to improve our
services and troubleshoot issues. We use cookies and similar technologies for this
purpose.

6.2. How We Use Your Information
We use the information we collect for the following purposes:

e To provide and improve our services: This includes allowing you to log in,
managing your account, and enhancing your user experience through data
analytics and service improvement efforts.

e To communicate with you: We may send you emails about technical issues,
security alerts, or important updates.

e To ensure safety and security: We use data to prevent fraud and abuse,
enforce our policies, and protect the security of our services and users.

e To comply with legal requirements: We may use or disclose your information
when required by law enforcement or other legal authorities.

6.3. Sharing Your Information

We share your information only when necessary and with your consent, or as required
by law.



e With service providers: We may share your information with trusted third-party
partners who help us provide our services, such as for hosting, customer
support, or billing.

e How you can share your content: Any information or content you choose to
make public or share with a team or other users will be accessible to them.

e With authorities: We will cooperate with law enforcement and government
officials to the extent necessary to comply with legal obligations, enforce our
policies, or protect our rights and the safety of our users.

6.4. Data Storage and Protection

Your information will be stored and processed in a secure manner. We use appropriate
physical and technical safeguards to protect your data from unauthorized access, use,
or disclosure. We take reasonable steps to verify your identity before granting access to
your account. You are responsible for maintaining the secrecy of your password and
account information.

7. Roles and Responsibilities

e Grand Organisation Ltd: We are responsible for the control and processing of
your personal data.

e All Staff: Everyone at Grand Organisation Ltd is responsible for understanding
and adhering to this policy.

8. Reporting, Complaints, and Grievance Procedures

If you have concerns about how your data is being handled, or if you believe there has
been a breach of this policy, please report it immediately to our designated contact
person at [Insert Email or Hotline].

e You have the right to request access to your data, and to request its correction or
deletion.
e You can opt out of receiving marketing messages by updating your preferences.

9. Investigation and Disciplinary Action

Violations of this policy will be investigated seriously. If a violation is confirmed,
disciplinary action will be taken, which may include termination of employment. We will
cooperate with law enforcement as required by law.

10. Training and Awareness



All staff are required to participate in training on data privacy and cybersecurity to
ensure they are familiar with this policy and their responsibilities. This training will be
provided during induction and periodically thereafter.

11. Monitoring, Review, and Continuous Improvement

This policy will be reviewed annually to ensure it remains relevant and effective. We will
log and address lessons learned from any incidents and update the policy to reflect
changes in our business practices or legal requirements.
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