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1 Introduction

1.1 Overview

This document provides a technical description of the GSMA’s 'Remote SIM Provisioning
(RSP) Architecture for consumer Devices' [4] that applies for eSIM Products.

1.2 Scope
This specification provides a technical description of:

e The eUICC Architecture;
e The interfaces used within the Remote SIM Provisioning Architecture; and
e The security functions used within the Remote SIM Provisioning Architecture.

1.3 Document Purpose

This document defines a technical solution for the remote provisioning and management of
the eUICC in consumer Devices as defined in RSP Architecture [4]. The adoption of this
technical solution will provide the basis for global interoperability between different Operator
deployment scenarios, for example network equipment (e.g., Subscription Manager Data
Preparation (SM-DP+)) and various eUICC platforms.

1.4 Intended Audience

Technical experts working for Operators, SIM solution providers, consumer Device vendors,
standards organisations, network infrastructure vendors, Service Providers and other
industry bodies, etc.

1.5 Definition of Terms

Term Description

Information stored on the eUICC that defines whether
applications on the Device are denied or allowed access to
applications on the eUICC as specified by GlobalPlatform
Secure Element Access Control [56].

Access Rules

Information issued by an Operator/Service Provider to an End
Activation Code User. It is used by the End User to request the download and
installation of a Profile.

The part of the Activation Code information provided by the
Operator/Service Provider that refers to a Subscription.

SM-DS used in cascade mode with a Root SM-DS to redirect
Event Registration from an SM-DP+ to that Root SM-DS used
directly to perform Event Registration from an SM-DP+ or for an
installed Profile.

Activation Code Token

Alternative SM-DS

Application Protocol Data The communication unit between the Device and the eUICC, as
Unit defined by ISO/IEC 7816-4 [14].

A Protected Profile Package that has been cryptographically

Bound Profile Package linked to a particular eUICC.

Page 8 of 483



GSM Association
RSP Technical Specification

Non-confidential

(Public Key) Certificate

A certificate as defined in RFC 5280 Error! Reference source
not found.Error! Reference source not found.[17].

Certificate Authority

A Certificate Authority is an entity that issues (Public Key)
Certificates.

Certificate Issuer

An Entity that is Authorised to Issue digital certificates.

Certified eUICC

An eUICC meeting the GSMA requirements for Remote SIM
Provisioning and certified according to the GSMA compliance
programme defined in [64].

Note: Unless stated otherwise, the word eUICC in this
specification refers to a Certified eUICC.

Command Port

eSIM Port on which a given ES10 command is sent. It may be
identical to the Target Port.

Companion Device

A Device that relies on the capabilities of a Primary Device for
the purpose of Remote SIM Provisioning.

Confirmation Code

A code entered by an End User required by the SM-DP+ to
validate the request to download a Profile or proceed with the
Device Change.

Confirmation Code Required
Flag

A parameter to indicate whether the Confirmation Code is
required.

Confirmation Level

Refers to the hierarchy of User Intent and Confirmation Request,
where:

e User Intent is the first and lowest level

e Simple Confirmation is the second level

e Strong Confirmation is the third and highest level

Confirmation Request

A request confirming User Intent by using either Simple
Confirmation or Strong Confirmation.

CRL Issuer

Designates an RSP entity that manages and publishes
Certificate revocation status by means of CRL(S).

Default SM-DP+

An SM-DP+ that is contacted by an LPA by means of a pre-
provisioned address on the eUICC.

Device

User equipment used in conjunction with an eUICC to connect
to a mobile network. E.g., a tablet, wearable, smartphone or
handset.

Device Application

An application installed in a Device.

Device Baseband

A Device component that manages the cellular radio functions.

Device Change

Given that one or more Profiles related to their respective
Subscription are installed in an old Device, the process for
installing one or more Profiles related to the same Subscription(s)
onto a new Device.

Device Change Configuration

Set of rules that apply to a Profile to support Device Change.

Device Information Code

A set of Device-related information used for Remote SIM
Provisioning operations (e.g., for Profile preparation between the
SM-DP+ and the operator).

Delete Notification for Device
Change

Areport containing an information about the deletion of the Profile
for Device Change on the old Device.
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Device Reset

An action that returns the Device to a state equivalent to a
factory state.

Device Test Mode

A mode hidden from the End User that allows access to and use
of Test Profiles.

Digital Letter Of Approval

A digital representation of a Letter of Approval, signed by a
DLOA Authority.

Disabled Profile

A Profile in a state where all files and applications (e.g., NAA)
present in the Profile are not selectable.

Discrete eUICC

An eUICC implemented on discrete hardware.

DLOA Authority

In the context of this document, an entity that provides a
certification, evaluation, approval, qualification, or validation
scheme that delivers Digital Letters of Approval.

DLOA Management System

Any authorised system interested in verifying the level of
certification, evaluation, approval, qualification, or validation of
an eUICC (e.g., an MNO backend system, an SM-DP+).
NOTE: This was called 'Management System' in the prior
versions of this document.

DLOA Registrar

A role that stores DLOAs and provides an interface to enable
Management System to retrieve them.

Enabled Profile

A Profile in a state where all files and/or applications (e.g., NAA)
are selectable.

End User The person using the Device.
A business, organization or government entity that subscribes to
. mobile services to be utilised by its workforce in support of the
Enterprise

business or activities of the Enterprise. The Enterprise as the
Subscriber owns the relationship with the Service Provider(s).

Enterprise Capable Device

A Device that supports the installation and enforcement of
Enterprise Rules.

Enterprise Profile

An Operational Profile for which the Subscriber is an Enterprise.
This Profile may include restrictions on the End User of the
Device.

Enterprise Rule

A rule stored in an Enterprise Profile that can be used by the
Profile Owner to restrict End User controllability for enabling and
installing Profiles on Enterprise Capable Devices.

eSIM CA A GSMA Certificate Issuer or an Independent eSIM CA.
A logical connection between an endpoint in the Device and an
eSIM Port endpoint in the eUICC (i.e., the Enabled Profile and/or the ISD-R

in the context of this specification).

eSIM Products

eUICCs, Devices, and RSP Servers implementing this
specification.

eulCC

A removable or non-removable UICC which enables the remote
and/or local management of Profiles in a secure way.

NOTE: The term originates from "embedded UICC".

eUICC Certificate

A certificate issued by the EUM for a specific eUICC.
This certificate can be verified using the EUM Certificate.
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eUICC Manufacturer Manufacturer of the eUICC.

An action that returns the eUICC to a state equivalent to a

I M Reset
eUICC Memory Rese factory state.

A mechanism to correct existing features on the eUICC by the

eUICC OS Update original OS manufacturer.

An action that deletes all post-issuance Test Profiles on an

eUICC Test Memory Reset cUICC.

A certificate issued by an eSIM CA to a GSMA accredited EUM

EUM Certificate which can be used to verify eUICC Certificates.

EUM Keyset Keyset used by the EUM to update ECASD content.

EUM Public Key Public key included in the EUM Certificate (called PK.EUM.SIG).

Private Key used by the EUM to sign eUICC Certificates (called

EUM Private Key SK.EUM.SIG)

A request for a Profile download or an RPM Operation which is
Event set by an SM-DP+ on behalf of an Operator, to be processed by
a specific eUICC.

Unique identifier of an Event for a specific EID generated by the

EventlD SM-DP+ / SM-DS.

A process for the LDS to query the SM-DS to determine the

Event Checking presence of Event Records registered for an eUICC.

Unique identifier for a specific EID generated by the SM-DS for

EventCheckingID (ECID) Event Checking

The set of information stored on the SM-DS for a specific Event,

Event Record . . .
via the Event Registration procedure.

A process notifying an SM-DS of the availability of information
Event Registration on either a specific SM-DP+ or a specific SM-DS for a specific
eUICC.

A pre-production eUICC whose functional or security

Field-Test eviCC certifications are not yet completed by the EUM.

GSMA Certificate Issuer A Certificate Authority accredited by GSMA.

HRI Server Server providing High Resolution Icons

Independent eSIM CA A non-GSMA ClI that issues Certificates for a specific region,
company or group of companies for eSIM purposes.

Integrated Circuit Card Unique number to identify a Profile in an eUICC as defined by

Identifier ITU-T E.118 [21].

An eUICC implemented on a Tamper Resistant Element (TRE)
Integrated eUICC that is integrated into a System-on-Chip (SoC), optionally
making use of remote volatile/non-volatile memory

Integrated TRE A TRE implemented inside a larger System-on-Chip (SoC)
International Mobile Unique identifier owned and issued by Operators as defined in
Subscriber Identity 3GPP TS 23.003 [35] section 2.2.

Issuer Identifier Number ZBT(II(r:St 8 digits of the EID identifying the EUM issuing the
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Issuer Security Domain

A Security Domain on the UICC as defined by GlobalPlatform
Card Specification [8].

Letter of Approval (LOA)

A letter generated by a Process Certification Authority,
identifying a platform that has completed a certification,
evaluation, approval, qualification, or validation scheme.

Local Profile Assistant (LPA)

A functional element in the Device or in the eUICC that provides
the Local Profile Download (LPD), Local Discovery Services
(LDS) and Local User Interface (LUI) features. When the LPA is
located in the Device, they are called LPAd, LPDd, LUId, LDSd.
When the LPA is located in the eUICC, they are called LPAe,
LPDe, LUle, LDSe. Where LPA, LPD, LDS or LUI are used, they
apply to the element independent of its location in the Device or
in the eUICC.

Local Profile Management

Local Profile Management are operations that are locally
initiated on the End User (ESeu) interface.

Local Profile Management
Operation

Local Profile Management Operations include enable Profile,
disable Profile, delete Profile, query Profile Metadata, eUICC
Memory Reset, eUICC Test Memory Reset, set/edit Nickname,
add Profile and edit Default SM-DP+ address.

Logical SE Interface

As defined in ETSI TS 102 221 [6].

LPA Proxy

An LPA role that establishes a Profile Content Management
session and optionally provides progress information about that
session to a Device Application.

Managing SM-DP+

An SM-DP+ that is authorised by the Profile Owner to perform
RPM to the eUICC on which their Profile resides.

MatchingID

Reference data for an RSP Server which could be an Activation
Code Token or the EventlD.

MEP-Capable Device

A Device where more than one Enabled Profile can be used in
parallel on the same eUICC.

MEP-Capable eUICC

An eUICC where more than one Profile can be in Enabled state
at the same point in time.

Mobile Network Operator

An entity providing access capability and communication
services to its End User through a mobile network infrastructure.

Mobile Network Operator
Security Domain (MNO-SD)

Part of the Profile, owned by the Operator, providing the
Secured Channel to the Operator’s Over The Air (OTA)
Platform. It is used to manage the content of a Profile once the
Profile is enabled.

Mobile Virtual Network
Operator

An entity providing access capability and communication
services to its Subscribers through a mobile network
infrastructure but which does not have an allocation of spectrum.

Network Access Application

Application residing in a Profile providing authorisation to access
a network.

NFC Device

A Device compliant with GSMA TS.26 [40].

NFC Profile

A Profile containing contactless applications.

Non-Enterprise Capable
Device

A Device that does not support the enforcement of Enterprise
Rules.
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Notification

A report about a Profile download, Local/remote Profile
Management Operation or Remote eUICC Management
operation processed by the eUICC or about the progress of
such an operation.

Operational Profile

A combination of Operator data and applications to be
provisioned on an eUICC for the purposes of providing services
by the Operator. The Profile SHALL be in support of a
Subscription with the relevant Operator and allow connectivity to
a mobile network. Applications MAY be included to provide non-
telecommunication services.

Operator

A Mobile Network Operator or Mobile Virtual Network Operator;
a company providing wireless cellular network services.

NOTE: For historic reasons, this document uses the expression
"Operator” for the entity in the architecture and as endpoint for
the specified interfaces, even though the more generic
expression "Service Provider" or "Operator/Service Provider"
might be more applicable. However, the exact work split
between a Mobile Network Operator, a Mobile Virtual Network
Operator and any other Service Provider is irrelevant for this
specification. Their overall activities are covered by the
architecture entity "Operator".

Operator Credentials

A set of credentials owned by the Operator, including Network
Access Credentials, OTA Keys for Remote File/Application
management, and authentication algorithm parameters.

OTA Keys

The credentials included in the Profile, used in conjunction with
OTA Platforms.

OTA Platform

An Operator platform for remote management of UICCs and the
content of Enabled Operator Profiles on eUICCs.

Other Notification

Any Notification other than a Profile Installation Result and a
Load RPM Package Result.

PIX

Proprietary application Identifier extension, the value of which is
part of the Application Identifier (AID).

Polling Address

An address configured in a Profile indicating where the Device
needs to connect to retrieve RPM Events for this Profile.

Primary Device

A Device that can be used to provide some capabilities to a
Companion Device for the purpose of Remote SIM Provisioning.

Process Certification
Authority

The authority that provides the certification, evaluation,

approval, qualification, and validation scheme defined in SGP.24
and that delivers Digital Letters of Approval accordingly.

In the context of this document, the Process Certification
Authority is the GSMA.

Profile

A combination of data and applications to be provisioned on an
eUICC for the purpose of providing services.
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Profile Component

A Profile Component is an element of the Profile, when installed
in the eUICC, and MAY be one of the following:

e An element of the file system like an MF, EF or DF;
e An Application, including NAA and Security Domain;
e Profile Metadata, including Profile Policy Rules;

e An MNO-SD.

Profile Content Management

The update of an Enabled Profile by its Profile Owner, using an
agent (the PCMAA) on the Device as an intermediary between
the Profile and a remote server (the PCMP).

Profile Content Management

Platform (PCMP)

Platform owned by the Profile Owner, used to manage the
content of an enabled Profile.

As this specification defines a generic mechanism for the
PCMAA to request the next data from a different management
platform, the term PCMP is used for all of these platforms and
the term Delegated PCMP (DPCMP) is not used in this
specification.

Profile Installation Result

A Notification that contains the result of a Profile installation.

Profile Management

A combination of local and remote management operations
(enable Profile, disable Profile, delete Profile, list Profile
information and query Profile Metadata).

Profile Management
Operation

An operation related to the content and state update of a Profile
in a dedicated ISD-P on the eUICC.

Profile Metadata

Information pertaining to a Profile used for the purpose of Local
Profile Management and Remote Profile Management.

Profile Nickname

Alternative name of the Profile set by the End User.

Profile Owner

The entity that controls the operations that can be performed
upon its Profile. With the exception of Test Profiles, this is
always the Operator.

Profile Package

A personalised Profile using an interoperable description format
that is transmitted to an eUICC to load and install a Profile.

Profile Policy Authorisation
Rule

A set of data that governs the ability of a Profile Owner to make
use of a Profile Policy Rule in a Profile.

Profile Policy Enabler

The functional element within eUICC that interprets and
enforces Profile Policy Rules.

Profile Policy Management

A policy control system that allows the Service Provider to
implement, manage and enforce its subscription terms and
conditions associated with the installed Profile.

Profile Policy Rule

Defines a qualification for or enforcement of an action to be
performed on a Profile when a certain condition occurs.

Profile Recovery

The process for re-installing a Profile related to the Subscription
onto the old Device under condition that the Profile Installation
onto the new Device for Device Change is failed due to a
permanent error.

Profile Type

Operator specific defined type of Profile. This is equivalent to the
"Profile Description ID" as described in Annex B of SGP.21 [4]
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Protected Profile Package

A Profile Package which has been cryptographically protected
for storage but not linked to a particular eUICC.

Provisioning Profile

A combination of Operator data and applications to be
provisioned on an eUICC for the purposes of providing
connectivity to a mobile network solely for the purpose of the
provisioning of Profiles on the eUICC.

NOTE: Use of Provisioning Profiles for other system services in
version 3 of this specification may require modifications of this
definition.

Public CA

A Certificate Authority, commonly used to issue certificates for
public Internet purposes, which is not subject to the GSMA
Policy Authority as defined in SGP.14 [45].

Push Service

A service provided by a combination of a push server and a
push client on the Device, able to send a push notification from
an SM-DS to an LDS.

Push Token

An identifier that is generated when an LDS registered a Push
Service to a push server.

Reference Enterprise Rule

The Enterprise Rule that is currently being enforced by the
eUICC.

Remote Profile Management

Profile Management operations performed by a Managing SM-
DP+ at the request of the Profile Owner.

Remote SIM Provisioning

The downloading, installing, enabling, disabling, and deleting of
a Profile on an eUICC.

Roles

Roles are representing a logical grouping of functions.

Root SM-DS

A central access point for finding Events from one or more SM-
DP+(s).

Rules Authorisation Table

A set of Profile Policy Authorisation Rules that, together,
determines the ability of a Profile Owner to make use of a set of
Profile Policy Rules in a Profile.

RSP Server Either an SM-DS or SM-DP+.
Sequence of interlinked data exchanges between the eUICC,
the LPA and an RSP Server, starting with the generation of a
RSP Session challenge on the eUICC and ending with a successful operation

(Profile installation, RPM execution or Event List verification) on
the eUICC or by explicit or implicit cancellation.

Service Provider

The organization through which the End User obtains PLMN
telecommunication services. This is usually the network operator
or possibly a separate body.

See also the definition for "Operator".

Simple Confirmation

A secure and non-interceptable mechanism by which the End
User confirms their action, e.g., by selecting Yes/No,
OK/Cancel.

SM-DP+ Certificate

A Certificate issued to a GSMA accredited SM-DP+, which
chains to an eSIM CA RootCA Certificate.

SM-DS Certificate

A Certificate issued to a GSMA accredited SM-DS, which chains
to an eSIM CA RootCA Certificate.
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SM-DP+ OID

Identifier of the SM-DP+ that is globally unique and is included
as part of the SM-DP+ Certificate.

SM-DS OID

Identifier of the SM-DS that is globally unique and is included as
part of the SM-DS Certificate.

Strong Confirmation

A secure and non-interceptable mechanism to guarantee a
higher level of User Intent than Simple Confirmation by which
the End User confirms their action, e.g., by inputting PIN or
fingerprint, repeating Simple Confirmation, entering Confirmation
Code, etc.

SubCA

A CA whose Certificate is signed by another CA.

Subscriber

An entity (associated with one or more End Users) that is
engaged in a Subscription with a Operator/Service Provider.

Subscription

Describes the commercial relationship between the Subscriber
and the Operator/Service Provider.

Subscription Manager Data
Preparation+ (SM-DP+)

Prepares Profile Packages, secures them with a Profile
Protection Key, stores Profile Protection Keys in a secure
manner and the Protected Profile Packages in a Profile Package
repository, and allocates the Protected Profile Packages to
specified EIDs.

The SM-DP+ binds Protected Profile Packages to the respective
EID and securely downloads these Bound Profile Packages to
the LPA of the respective eUICC. The SM-DP+ also performs
Remote Profile Management and Remote eUICC Management.

Subscription Manager
Discovery Service (SM-DS)

This is responsible for providing addresses of one or more
SM-DP+(s) to a LDS.

Tamper Resistant Element

A security module consisting of hardware and low-level software
providing resistance against software and hardware attacks,
capable of securely hosting operating systems together with
applications and their confidential and cryptographic data.

Target Port

eSIM Port which is explicitly affected by an ES10c.EnableProfile
or ES10c.DisableProfile command.

Target Profile

Profile that is explicitly affected by an ES10 command.

NOTE: An ES10c.EnableProfile command may implicitly affect
another Profile by implicitly disabling it.

A combination of data and applications to be provisioned on an
eUICC to provide connectivity to test equipment for the purpose

Test Profile . . L
of testing the Device and the eUICC. A test profile is not
intended to store any Operator Credentials.
Describes the direct, real time acquisition and validation of the
manual End User input on the LUI to trigger locally a Profile
User Intent

download or Profile Management Operation. As defined in
SGP.21 [4].
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1.6 Abbreviations and Notations

Abbreviation ‘ Description

AES Advanced Encryption Standard

AID Application Identifier

APDU Application Protocol Data Unit

API Application Programming Interface

ASN.1 Abstract Syntax Notation One

BPP Bound Profile Package

BSP BPP Security Protocol

CA Certificate Authority

CASD Controlling Authority Security Domain

CAT Card Application Toolkit

Cl Certificate Issuer

CMAC Cipher-based MAC

CP Command Port

CRL Certificate Revocation List

CRT Control Reference Template

DH Diffie-Hellman

DEV-IC Device Information Code

DLOA Digital Letter Of Approval

DPI Delegated Platform Identifier

E4E E4 ENVELOPE (ENVELOPE command with tag 'E4")
ECASD eUICC Controlling Authority Security Domain

ECC Elliptic Curve Cryptography

ECDHE Elliptic Curve Diffie-Hellman using Ephemeral keys
ECDSA Elliptic Curve cryptography Digital Signature Algorithm
ECID Event Checking Identifier

ECKA Elliptic Curve cryptography Key Agreement algorithm
EID eUICC identifier

EIN EUM Identification Number

ESIN EUM Specific Identification Number

ETSI European Telecommunications Standards Institute
EUM eUICC Manufacturer

FCI File Control Information

FFS For Further Study

FQDN Fully Qualified Domain Name

GID1 Group Identifier 1, as defined in 3GPP TS 31.102 [54]
GID2 Group Identifier 2, as defined in 3GPP TS 31.102 [54]
GP GlobalPlatform
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GSMA GSM Association

GSMA CI GSM Assaociation Certificate Issuer

HLR Home Location Register

HRI High Resolution Icon

ICCID Integrated Circuit Card ID

ICV Initial Chaining Vector

IIN Issuer Identifier Number

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

ISD Issuer Security Domain

ISD-P Issuer Security Domain Profile

ISD-R Issuer Security Domain Root

ISO International Standards Organisation

ITU International Telecommunications Union

KA Key Agreement

LDS Local Discovery Service

LDSd Local Discovery Service when LPA is in the Device
LDSe Local Discovery Service when LPA is in the eUICC
LOA Letter Of Approval

LPA Local Profile Assistant

LPAd Local Profile Assistant when LPA is in the Device
LPAe Local Profile Assistant when LPA is in the eUICC
LPD Local Profile Download

LPDd Local Profile Download when LPA is in the Device
LPDe Local Profile Download when LPA is in the eUICC
LPM Local Profile Management

LPRd LPA Proxy when LPA is in the Device

LSl Logical SE Interface

LTE Long Term Evolution

LUI Local User Interface

LuId Local User Interface when LPA is in the Device
LUle Local User Interface when LPA is in the eUICC
M4M Mifare4Mobile™

MAC Message Authentication Code

MEP Multiple Enabled Profiles

MNO Mobile Network Operator

MNO-SD Mobile Network Operator - Security Domain

MOC Mandatory, Optional or Conditional
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Message eXchange Pattern

MXP Note: In version 2.X of this specification, this was abbreviated as
MEP.

NAA Network Access Application

oS Operating System

OTA Over The Air

PCM Profile Content Management

PCMAA PCM Admin Agent

PCMP Profile Content Management Platform

PE Profile Element

PIX Proprietary application Identifier eXtension

PKI Public Key Infrastructure

POS Point Of Sale

PPAR Profile Policy Authorisation Rule

PPE Profile Policy Enabler

PPK Profile Protection Key
Optional Profile Protection Key randomly generated by the

PPK-ENC SM-DP+ and used for encryption/decryption of a Protected
Profile Package
Optional Profile Protection Key randomly generated by the

PPK-MAC SM-DP+ and used for MAC generation/verification of a Protected
Profile Package

PPP Protected Profile Package

PPR Profile Policy Rule

RAT Rules Authorisation Table

RFU Reserved for Future Use

RPM Remote Profile Management

RSA Rivest / Shamir / Adleman asymmetric algorithm

RSP Remote SIM Provisioning

SAS Security Accreditation Scheme

SBPP Segmented Bound Profile Package

SCP Secure Channel Protocol

SCWS Smartcard Web Server

SD Security Domain

SEAC Secure Element Access Control

SEP Single Enabled Profile

SIM Subscriber Identity Module

SVN SGP.22 Specification Version Number (referred to as 'eSVN' in
SGP.21 [4)).

SM-DP+ Subscriptior_1 Manager Data Preparation (Enhanced compared to
the SM-DP in SGP.02 [2])
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SM-DS Subscription Manager Discovery Service
Session key resulting from the key agreement between the SM-

S-ENC DP+ and the eUICC and used for encryption of parts of a Bound
Profile Package
Session Key resulting from the key agreement between the SM-

S-MAC DP+ and the eUICC and used for MAC computation of parts of a
Bound Profile Package

TAC Type Allocation Code

TAR Toolkit Application Reference

TLS Transport Layer Security

TLV Tag-Length-Value

TP Target Port

TRE Tamper Resistant Element

ul User Interface

UM User Interface Module for LPAe

UPP Unprotected Profile Package

URI Uniform Resource Identifier

URL Uniform Resource locator

USIM Universal Subscriber Identity Module

W3C World Wide Web Consortium
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1.8 Conventions

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", and "MAY" in this
document SHALL be interpreted as described in RFC 2119 [61].

1.9 Feature Support

This specification indicates features and data elements that were added starting from v3.0.0
by acronyms encapsulated within hash symbols. This allows the sender of information to
limit the content of its messages to what the receiver indicated to support.

The following acronyms are used:

#SupportedOnlyBeforeV3.0.0#
These data elements were used in pre-3.0.0 versions of the specification and SHALL NOT
be sent to a receiver indicating support for v3.0.0 or higher.

#SupportedFromV2.X.Y#
These data elements relate to a feature introduced in v2.X.Y.

#DevicelnfoExtensibilitySupported#
These data elements relate to the support of Device Information extensibility. These
SHOULD only be sent to an eUICC indicating support for the extensibility (see section 4.3).

#SupportedFromV3.0.0#
These data elements relate to a feature introduced in v3.0.0. These SHALL NOT be sent to
an eUICC indicating support for a version lower than v3.0.0.

#SupportedForRpmV3.0.0#

These data elements relate to the support of the Remote Profile Management, a feature
introduced in v3.0.0. These SHALL only be sent to an eUICC indicating support for this
feature.

#SupportedForEnterpriseV3.0.0#

These data elements relate to the support of Enterprise Profiles, an optional feature
introduced in v3.0.0. These SHALL only be sent to an eUICC indicating support for this
feature.

#SupportedForLpaProxyVv3.0.0#

These data elements relate to the support of the LPA Proxy/Profile Content Management, an
optional feature introduced in v3.0.0. These SHALL only be sent to an eUICC indicating
support for this feature.

#SupportedForDcV3.0.0#
These data elements relate to the support of the Device Change, an optional feature
introduced in v3.0.0.

#SupportedForEventCheckingVv3.0.0#
These data elements relate to the support of the Event Checking, an optional feature
introduced in v3.0.0.
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#SupportedForPushServiceV3.0.0#
These data elements relate to the support of the Push Service, an optional feature
introduced in v3.0.0.

#SupportedForMEPV3.0.0#
These data elements relate to the support of the Multiple Enabled Profiles, an optional
feature introduced in v3.0.0.

#MandatoryFromV3.0.0#
These data elements were optional or not defined in pre-3.0.0 versions and SHALL always
be provided in v3.0.0 or higher.

Backward compatibility with version 1 of this specification is not supported.

1.10 Editorial Guidelines
This specification is built according to these editorial guidelines:

ASN.1 code
ASN.1 references used as character style

JSON definitions
Input Data, Output Data

Status code "Subject - Reason"

Names and phrases that are defined in section 1.5 or referenced in the definition of acronyms
in section 1.6 are capitalised. Words or phrases used according to their commonly understood
meanings are not capitalised.

In addition, within section titles, table captions, and figure captions, the first word and every
other word with length greater than three characters is capitalised.

Octet values and octet string values are represented by uppercase hexadecimal digits
between single quotation marks, optionally with spaces after each pair of digits. For example,
'‘BF12' or '12 34 56 78'.

ASN.1 code is represented by lines containing no more than 80 characters. Where necessary
to conform to this guideline, long definitions are represented by multiple consecutive lines.

Comments within ASN.1 code use only the single-line format defined in section 12.6.3 of [49].
The following additional considerations apply:
¢ Comments, which begin with a pair of hyphens (i.e., --), are always terminated by the

end of the line (i.e., never by a second pair of hyphens).
o Comments that would result in lines longer than 80 characters are represented by
multiple consecutive single-line comments, each less than 80 characters in width.

2 General Architecture

This section contains a technical description and architecture of the Remote SIM
Provisioning System for consumer Devices. The statements in this section define the basic
characteristics that need to be taken into account when reviewing this specification.

2.1 General Architecture Diagram

This section further specifies the Roles and interfaces associated with the Remote SIM
Provisioning and Management of the eUICC for consumer Devices.
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Figure 1: Remote SIM Provisioning System, LPA in the Device

Figure 1 shows the entities required for Profile Download and RPM. Figure 1a shows the
additional entities required for Profile Content Management using an LPA Proxy (LPRd) and
a PCM Admin Agent. The PCM Admin Agent MAY be external to the LPAd.
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Figure 1a: Entities for Profile content management, LPA in the Device

PCM enables the exchange of APDUs between the PCMP and the Enabled Profile. This
includes using all kind of APDU based Secure Channel Protocols, e.g., SCP03 [11] and
SCP11 [13] defined by GlobalPlatform.

The LPRd triggers the PCM Admin Agent to start a PCM session and optionally relays
progress information from the PCM Admin Agent to a Device Application. (See section 3.9.)

A Device with an LPAd SHOULD support PCM.

An eUICC that supports both the LPA Proxy and Remote Profile Management SHALL
support the 'Contact PCMP' command.

A Device compliant with this specification SHALL implement at least one of the following:

e The LPAd, or
e The requirements for one of the options for the LPAe (section 5.11).

A Device that supports a non-removable eUICC without an LPAe SHALL provide an LPAd.
An eUICC compliant with this specification SHALL satisfy the following:

e The eUICC MAY implement the LPAe.

e Aremovable eUICC SHALL implement the LPA Services.

e A non-removable eUICC in a Device containing an LPAd SHALL implement the LPA
Services.
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A Device supporting both the LPAd and the LPAe SHALL implement an appropriate
mechanism that sets the LPA to be used.

The above figure provides the complete description of the consumer Remote SIM
Provisioning and Management system, when LPA is in the Device (LPAd).

The Remote SIM Provisioning and Management system also allows to have the LPA in the
eUICC (LPAe). This architecture is shown in the following figure.
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| e User
#\
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Registrar System €--—-=== > Production interfaces (out of scope)
€= > End User / Enterprise interfaces (out of scope)
\ / Interface tunneled within
/ \ other interfaces

Figure 2: Remote SIM Provisioning System, LPA in the eUICC

NOTE: LPR is not defined for LPAe. This may be added in a future version of this
specification.

2.2 Roles
Roles are defined within SGP.21 [4] Architecture Specification section 3.

The DLOA Registrar is a role that stores DLOAs and provides an interface to enable
authorised DLOA Management System to retrieve them. In the context of RSP, a well-known
DLOA Registrar SHALL be defined (i.e., a well-known URL SHALL be defined), containing
all the valid (not expired and not revoked) DLOAs delivered by the DLOA Authority. This
DLOA Registrar MAY also contain additional DLOAs delivered by other authorities. DLOAS
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delivered by the DLOA Authority MAY be provided to other DLOA Registrars. The DLOA
Registrar is defined in GlobalPlatform DLOA [57].

A DLOA Management System is any authorised system (e.g., a MNO backend system, an
SM-DP+) interested in verifying the level of certification, evaluation, approval, qualification,
or validation of a component (e.g., eUICC platform).

2.3 Interfaces
The following table provides information about the interfaces within the architecture.

Interface ‘ Between ‘ Description

ES2+ Operator SM-DP+ Used by the Operator to order Profiles for specific eUICCs
as well as other administrative functions.

ES6 Operator eUICC Used by the Operator for the management of Operator
services via OTA services.

ES8+ SM-DP+ eUICC Provides a secure end-to-end channel between the SM-
DP+ and the eUICC for the administration of the ISD-P
and the associated Profile during download and
installation. It provides Perfect Forward Secrecy.

ES9+ SM-DP+ LPD Used to provide a secure transport between the SM-DP+
and the LPA (LPD) for Profile Download, RPM, etc.

ES10a LDSd eUICC Used between the LDSd and the LPA Services to handle
a Profile discovery.

ES10b LPDd eUICC Used between the LPDd and the LPA services to transfer

a Bound Profile Package to the eUICC. This interface
plays no role in the decryption of Profile Packages.

ES10c LUId eUICC Used between the LUId and the LPA services for Local
Profile Management by the End User.
ES11 LDS SM-DS Used by the LDS to retrieve Event Records for the
respective eUICC.
ES12 SM-DP+ SM-DS Used by the SM-DP+ to register Event Records with the
SM-DS and to delete its Event Records.
ES15 SM-DS SM-DS Used in the case of deployments of cascaded SM-DSs to
connect those SM-DSs.
ES20 PCMP PCMAA Used to send APDU scripts enhanced by additional
information.
ES21 Device LPRd Used to trigger the PCMAA and to send PCM notifications
Application to the Device Application.
ES22 Device LPAd Used by a Device Application to interwork with the LPA
Application (out of scope of this specification).
ES25 UlMe LUle Used between the UIMe and the LUIe to transfer End
User related interaction.
ESaa PCMAA enabled Used to select an application of the Enabled Profile and to
Profile exchange APDUs subsequently. Identical to the interface

between the Admin Agent and the Secure Element
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Interface ‘ Between ‘ Description
defined in GP SERAM [74] and not further described in
this specification.

ESapp Operator Device Interface between the Operator and the Device
Application Application (out of scope of this specification).
NOTE: an example of a protocol that can be used on
ESapp can be found in [i1].

EShri LUI HRI Server Used to retrieve High Resolution Icons.
ESop Operator End User Business interface between Operator and End user (out
of scope of this specification).
ESent Operator Enterprise Interface between the Operator and the Enterprise (out of
scope of this specification).
ESeu End User LUI Interface to initiate local profile management functions
(out of scope of this specification).
ESeum eUICC EUM Administrative interface between the eUICC vendor
(EUM) and the eUICC (out of scope of this specification).
ESci Cl SM-DP+ This interface is used by the SM-DP+, SM-DS and EUM
SM-DS to request a certificate and retrieve certificate revocation
EUM status. Any other relying party MAY retrieve certificate

revocation status.

The interface for Certificate Signing Request is defined in
SGP.14 [45] section 5.1. The interface for CRL retrieval is
defined in the present document, section 4.5.2.1.2
"Extension CRL Distribution Points".

ESdloa DLOA Management | This interface is defined in GlobalPlatform DLOA [57]
Registrar System section 5.
ESdsps SM-DS push server | Interface between SM-DS and push server (out of scope

of this specification).

ESps push server | push client Interface between push server and push client (out of
scope of this specification).

ESpc push client LPAd Interface between push client and LPAd (out of scope of
this specification).

Table 1: Interfaces
2.4 eUICC Architecture

24.1 eUICC Overview

This section describes the internal high-level architecture of the eUICC. It should be noted
that the eUICC architecture is very similar to that used in the GSMA Remote SIM
Provisioning of Embedded UICC Technical specification [2]. Operator Profiles are stored
inside Security Domains within the eUICC and are implemented using GlobalPlatform
standards. These ensure that it is impossible for any Profile to access the applications or
data of any other Profile stored on the eUICC. The same mechanism is currently in use
within SIM cards to ensure payment applications are kept secure.
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Figure 3: Schematic Representation of the eUICC

24.2 ECASD
The Embedded UICC Controlling Authority Security Domain (ECASD) is responsible for

secure storage of credentials required to support the required Security Domains on the
eUICC.

There SHALL be only one ECASD on an eUICC. The ECASD SHALL be installed and
personalized by the EUM (eUICC Manufacturer) during the eUICC manufacturing. After
eUICC manufacturing, the ECASD SHALL be in life-cycle state PERSONALIZED as defined
in GlobalPlatform Card Specification [8] section 5.3.

The AID of the ECASD SHALL follow SGP.02 [2].
The ECASD SHALL contain:

e The eUICC’s Private Key(s) (SK.EUICC.SIG) for creating digital signatures

e The eUICC’s Certificate(s) for eUICC authentication (CERT.EUICC.SIG) containing
the eUICC’s public key(s) (PK.EUICC.SIG)

o The eSIM Certificate Issuer’s (Cl) RootCA Public Key(s) (PK.CI.SIG) for verifying off-
card entities certificates (e.g., SM-DP+) and Certificate Revocation List (CRL).
ECASD MAY contain several public keys belonging to the same eSIM CA or different
eSIM CAs. Each PK.CI.SIG SHALL be stored with information coming from the
CERT.CL.SIG the key is included in, at least:

o eSIM Certificate Issuer OID
o Subject Key Identifier: required to verify the Certificate chain of the off-card
entity
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e The Certificate(s) of the EUM (CERT.EUM.SIG), and, optionally, the Certificate(s) of
the EUM SubCA (CERT.EUMSuUbCA.SIG)

The ECASD SHOULD also contain:

o eUICC Manufacturer's (EUMs) keyset for key/certificate renewal, which is used in one
or more of the following functions:

Renew eUICC’s Private Key(s) and Certificate(s)

Renew EUM Certificate(s) and, optionally, EUM SubCA Certificate(s)
Renew eSIM CA RootCA public key(s)

Add new eUICC Private Key(s), eUICC Certificate(s), EUM Certificate(s)
and, optionally, EUM SubCA Certificate(s)

Remove eUICC’s Certificate(s)

Remove EUM Certificate(s) and related eUICC’s Certificate(s)

Add new eSIM CA RootCA Public Key(s)

Remove eSIM CA RootCA Public Key(s)

Generate a new Public/Private Key pair to support a new curve

o O O O

O O O O O

The means by which the EUM SHOULD perform key/certificate
renewal/generation/addition/removal is out of scope of this specification but, if provided, it
SHALL be a GlobalPlatform [8] mechanism with a minimum security level corresponding to
the security level of the key/Certificate on which the operation is performed (e.g., AES
algorithm using a minimum key length of 128 bits for a renewal of ECC keys of 256 bits).
The EUM MAY also revoke an eSIM CA RootCA Certificate on the eUICC (e.g., by deleting
the related public key).

The ECASD SHALL provide the following services to the ISD-R:

e eUICC signature creation on material provided by an ISD-R
e Verification of the off-card entities certificates (e.g., SM-DP+), provided by an ISD-R,
with the eSIM CA RootCA public key (PK.CI.SIG)

Personalisation of the ECASD SHALL be done in a certified 'GSMA SAS-UP environment'
according to the SAS UP specification [77].

243 ISD-R

The ISD-R is responsible for the creation of new ISD-Ps and lifecycle management of all
ISD-Ps.

There SHALL be only one ISD-R on an eUICC.

The ISD-R SHALL be installed and personalized by the EUM during eUICC manufacturing.
The ISD-R SHALL be associated with itself. The ISD-R privileges SHALL be granted
according to Annex A.

The ISD-R cannot be deleted or disabled.
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2.4.4 ISD-P

The ISD-P is the on-card representative of the SM-DP+ and is a secure container (Security
Domain) for the hosting of a Profile. The ISD-P is used for the Profile download and
installation in collaboration with the Profile Package Interpreter for the
decoding/interpretation of the received Profile Package.

An ISD-P hosts a unique Profile.

No component outside the ISD-P SHALL have visibility or access to any Profile Component
with the exception of the ISD-R, which SHALL have access to Profile Metadata.

A Profile Component SHALL NOT have any visibility of, or access to, components outside its
ISD-P. An ISD-P SHALL NOT have any visibility of, or access to, any other ISD-P.

Deletion of a Profile SHALL remove the containing ISD-P and all Profile Components of the
Profile.

2.45 Profile
A Profile consists of Profile Components:

e One MNO-SD

e Supplementary Security Domains (SSD) and a CASD
o Applets

e Applications, e.g., NFC applications

e NAAs

e Other elements of the File System

e Profile Metadata, including Profile Policy Rules

The MNO-SD is the on-card representative of the Operator. It contains the Operator’s Over-
The-Air (OTA) keys and provides a secure OTA channel.

All Security Domains of a Profile SHALL be located in the hierarchy of the MNO-SD or an
SD extradited to itself.

The behaviour of an eUICC with an Enabled Profile SHALL be equivalent to a UICC. This
applies especially for the NAAs and applets contained in the Profile.

When a Profile is Disabled, the eUICC SHALL ensure that:

o Remote management of any Profile Component is not possible via the ES6 interface.

e The file system within the Profile cannot be selected by the Device or any application
on the eUICC.

e The applications (including NAAs and Security Domains) within the Profile cannot be
selected, triggered or individually deleted.

e For an eUICC compliant with M4M [58], no M4M Virtual Card inside that Profile is
visible nor accessible through any interface.
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2451 Operational Profile

An Operational Profile SHALL have its Profile Class set to ‘operational’ in its Profile
Metadata to indicate to the LPA and the eUICC that it SHALL be handled in the manner that
is appropriate for an Operational Profile.

245.2 Provisioning Profile

A Provisioning Profile SHALL have its Profile Class set to 'provisioning' in its Profile
Metadata to indicate to the LPA and the eUICC that it SHALL be handled in the manner that
is appropriate for a Provisioning Profile. In every other respect, a Provisioning Profile SHALL
have the same format structure as any other Profile.

Provisioning Profile Impact on LUI

Provisioning Profiles and their associated Profile Metadata SHALL NOT be visible to the End
User in the LUI. As a result, Provisioning Profiles SHALL NOT be selectable by the End User
nor deletable through any End User action, including eUICC Memory Reset.

Provisioning Profile and Operational Profile Policies

Provisioning Profiles SHALL still be usable, even if the currently enabled Operational Profile
is subject to Profile Policy Rule 'pprl'. In the case where a Provisioning Profile needs to be
enabled, the LPA SHALL directly enable the Provisioning Profile, without first explicitly
disabling the currently enabled Operational Profile; the eUICC SHALL allow this operation
and implicitly disable the currently enabled Operational Profile regardless of the Profile
Policy Rule.

2453 Test Profile
An eUICC MAY support Test Profiles.

A Test Profile SHALL have its Profile Class set to 'test' in its Profile Metadata to indicate to
the LPA and the eUICC that it SHALL be handled in the manner that is appropriate for a Test
Profile. To ensure that a Test Profile is not used as an Operational Profile, the value of its
key(s) for network authentication SHALL comply with one of the following:

1. All bits except the lowest 32 bits set to zero.

2. '00 01 02 03 04 0506 07 08 09 OA OB 0C 0D OE OF' (default K value of Test USIM as
defined in Section 8.2 of 3GPP TS 34.108 [62]).

3. Any arbitrary value, if the network authentication algorithm is the Test Algorithm as
defined in Section 8.1.2 of 3GPP TS 34.108 [62] or the IMSI value complies with the
Test USIM IMSI defined in Section 8.3.2.2 of 3GPP TS 34.108 [62].

When a Test Profile is downloaded, the eUICC SHALL accept keys compliant with (1) and
SHOULD accept keys compliant with (2) or (3).

Preloaded Test Profiles SHALL comply with one of these conditions.

In every other respect, a Test Profile SHALL have the same format structure as any other
Profile.

NOTE: A live commercial network would never use a key with so little entropy.
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Test Profiles and their associated Profile Metadata SHALL be visible in the LUl when the
Device is in Device Test Mode.

The only indication the eUICC receives about the Device entering Test Mode is the initial
enabling of a Test Profile. Other Test Profiles may be enabled subsequently. The explicit
disabling of the current Test Profile or the enabling of a non-Test Profile indicates to the
eUICC that Device Test Mode was left. If an Operational Profile was in Enabled state before
the (first) Test Profile was enabled, the eUICC will ensure that this Operational Profile is re-
enabled when the Test Profile is disabled. This ensures that the Profile Policy Rule
"Disabling not allowed" is handled consistently. (See sections 3.2.1 and 3.2.2 for details.)

Even though Profile Policy Rules do not apply for MEP, the same re-enabling mechanism is
specified for MEP. While a Test Profile is enabled on an eSIM Port, the LPAd SHALL not
enable the temporarily disabled Operational Profile on a different eSIM Port. The behaviour
of the eUICC for such attempts or for any other exceptional action by the LPAd is neither
specified nor are such cases covered in the procedures in sections 3.2.1 and 3.2.2.

NOTE: While the LPAd can receive an implementation specific notification when the
Device enters/leaves Test Mode, such a mechanism is not available for the
LPAe. To avoid extra messages, the LPAe MAY implement a protected
option in its user interface for activating Test Mode.

Even if configured in its Metadata, the eUICC will never generate Notifications related to the
Enabling or Disabling of a Test Profile. In addition, no Notifications will be generated for an
Operational Profile when switching to or from a Test Profile.

NOTE: The GSMA Generic Test Profile [85] is an example of a Test Profile that
supports a wide range of development, certification, and
repair/refurbishment testing activities.

2.4.6 Telecom Framework

The Telecom Framework is an Operating System service that provides standardised network
authentication algorithms to the NAAs hosted in the ISD-Ps. Furthermore, it provides the
capabilities to configure the algorithm with the necessary parameters in the Enabled Profile.

2.4.7 Profile Package Interpreter

The Profile Package Interpreter is an eUICC Operating System service that translates the
Profile Package data as defined in eUICC Profile Package Specification [5] into an installed
Profile using the specific internal format of the target eUICC.

NOTE: According to the eUICC Profile Package Specification [5], the eUICC also
attempts to process Profile Packages indicating a different minor version.

248 LPAe

The LPAe is a functional element that provides the LPDe, LDSe and LUIe features. These
features are similar to the features of an LPAd.

LPAe is optional.
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The technical implementation of LPAe is up to the EUM. For example, the LPAe MAY be a
feature of the ISD-R.

249 LPA Services

This role provides the necessary access to the services and data required by LPAd
functions. These services include:

e Provide the address(es) of the Root SM-DS(s) and the Default SM-DP+, if configured
e Transfer Bound Profile Package from the LPAd to the ISD-P

o Provide list of installed Profiles and their Profile Metadata

e Retrieve EID

e Provide Local Profile Management Operations

e Provide Remote Profile Management

¢ Provide authentication and integrity verification for Event Retrieval from an SM-DS

¢ Provide pending Notifications

The conditions under which LPA Services SHALL be present are described in section 2.1.

2.4.10 Hardware Characteristics of the eUICC
The following requirements apply:

e The eUICC SHALL be based on Tamper Resistant Element.

e The eUICC SHALL be either a Discrete eUICC or an Integrated eUICC.

o A Discrete eUICC MAY either be removable or non-removable. A removable eUICC
SHALL be packaged in a form factor specified in ETSI TS 102 221 [6].

2.4.11 Platform Characteristics of the eUICC
In compliance with SGP.21, the following requirements apply:

e The eUICC SHALL support SHA-1.

e The eUICC SHALL support TUAK [51].

e The eUICC SHALL support Milenage [52].

e All cryptographic functions SHALL be implemented in a tamper-resistant way and
SHALL resist side-channel attacks.

24111 Java Card packages

An eUICC supporting Java Card™ SHALL support the Java Packages listed below. The
implementation of each Package SHALL as a minimum be according to the given Package
version and Specification version.

Package Description Package Spec
Version Version
java.* java.io defines a subset of the java.io 1.0 Java Card™
(java.lang, java.io) package in the standard Java 3.05
programming language. Classic
java.lang Provides classes that are 1.0 Edition
fundamental to the design of the Java
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Card technology subset of the Java
programming language.

javacard.*

(javacard.framework,
javacard.security)

javacard.framework Provides a
framework of classes and interfaces for
building, communicating with and
working with Java Card™ technology
based applets.

1.6

Java Card™
3.05
Classic
Edition

javacard.security Provides classes
and interfaces that contain publicly
available functionality for implementing
a security and cryptography framework
on the Java Card™ platform

1.6

javacardx.*
(javacardx.crypto)

javacardx.crypto Extension package
that contains functionality, which may
be subject to export controls, for
implementing a security and
cryptography framework on the Java
Card™ platform.

1.6

Java Card™
3.05
Classic
Edition

uicc.*
(uicc.access,
uicc.system,
uicc.toolkit)

uicc.access This package provides the
means to the applets for accessing the

UICC file system defined in the TS 102

221 [6] specification.

1.2

TS 102 241
[53] Rel-9

uicc.system This package provides the
means to the applets for accessing
system wide services of the UICC
platform.

1.0

uicc.toolkit This package provides the
means for the toolkit applets to register
to the events of the common application
toolkit (CAT) framework, to handle TLV
information and to send proactive
commands according to the ETSI TS
102 223 [31] specification.

1.6

uicc.usim.*

(uicc.usim.access,
uicc.usim.toolkit)

uicc.usim.access This package
provides the means for applets to get
access to the files defined in the USIM,
SIM and ISIM specification.

1.0

3GPP TS
31.130 Rel-
9

uicc.usim.toolkit This package
provides the means for the toolkit
applets to register to the events defined
in the USAT and STK specification to
handle TLV information and to send
proactive command according to the
ETSI 3GPP TS 31.111 and 3GPP TS
51.014 specification.

1.8

org.globalplatform

Provides a framework of classes and
interfaces related to core services
defined for smart cards based on
GlobalPlatform specifications

1.6

GP 2.3 [8]

Table 2: Java Card Packages
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The following additional Java Card packages SHALL be supported by an eUICC supporting

NEC:
Package Description Package Spec
Version Version
javacardx.* javacardx.external Extension package 1.0 Java Card™
(javacardx.external that provides mechanisms to access 3.0:5 Classic
javacardx framewo}k memory subsystems which are not Edition
' " | directly addressable by the Java Card™
tlv, . . ™
javacardx.framework. runtime environment (Java Card™ RE)
C on the Java Card™ platform.
util.intx)
javacardx.framework.tlv Extension 1.0
package that contains functionality, for
managing storage for BER TLV
formatted data, based on the ASN.1
BER encoding rules of ISO/IEC 8825-
1:2002, as well as parsing and editing
BER TLV formatted data in I/O buffers.
javacardx.framework.util.intx 1.0
Extension package that contains
common utility functions for using int
components.
uicc.hci.* uicc.hci.framework This package 1.1 TS 102 705
. . defines the basic interfaces for the HCI Rel-9
(uicc.hci.framework,
, ; . protocol.
uicc.hci.services.carde
mulation, uicc.hci.services.cardemulation This 1.0
uicc.hci.services.conn | package defines the interfaces for the
ectivity, card emulation mode of the HCI protocol.
uicc.hci.services.read . . . . .
ermode) u|cc.hC|.serymes.cqnnectwny This 1.0
package defines the interfaces for the
functionality of the connectivity gate
defined in the HCI protocol.
uicc.hci.services.readermode This 1.0
package defines the interfaces for the
reader emulation mode of the HCI
protocol.
org.globalplatform.co | Provides a framework of classes and 1.3 AmdC 1.2
ntactless interfaces related to contactless services [10]

defined for smart cards based on
GlobalPlatform specifications

Table 3: Java Card Packages

2.4.12 Profile Policy Enabler

The Profile Policy Enabler is described in detail in section 2.9.3.

2.4.13 eUICC OS Update

An eUICC SHOULD support a mechanism for eUICC OS Update. If such a mechanism is
supported, it SHALL be secure. The eUICC OS Update capability allows the OS
manufacturer to correct errors in existing features on the eUICC by updating the eUICC OS.

The process and mechanisms used to perform an eUICC OS Update are Device
manufacturer and EUM implementation-specific and therefore out of scope of this version of
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the specification. However, the eUICC OS Update mechanism SHALL fulfil the requirements
defined in SGP.21 [4].

This operation MAY affect information contained within euiccInfol and euiccInfo?2.

Following any eUICC OS Update, the eUICC SHALL remain compliant according to the RSP
Certification process as specified in SGP.24 [64].

2.4a ASN.1

The description of some data objects in this specification is based on ASN.1 specified in
ITU-T X.680 [49] and encoded in TLV structures using DER (Distinguished Encoding Rule)
encoding as specified in ITU-T X.690 [50]. This provides a flexible description of those data
objects.

The Remote SIM Provisioning format is defined in a single, self-contained, ASN.1 definition
module called RSPDefinitions, with an ISO Object Identifier in the GSMA namespace.

—-— ASN1START

RSPDefinitions {joint-iso-itu-t(2) international-organizations(23) gsma(l146) rsp(l)
spec-version (1) version-three (3)}

DEFINITIONS

AUTOMATIC TAGS

EXTENSIBILITY IMPLIED ::=

BEGIN

—-— ASN1STOP

Two encoding/decoding attributes are defined:

¢ AUTOMATIC TAGS means that the tags are defined automatically using the
encoding rules unless a tag notation is present in a data object format definition.

e EXTENSIBILITY IMPLIED means that types MAY have elements that are not defined
in this specification. This means that decoders SHALL be able to handle values with
unspecified tags, either by processing them if they know their value content, or
ignoring them silently (without reporting an error) if they do not know them. This is
useful when processing data definitions from a newer specification and to handle
proprietary tag values.

As the eUICC cannot implement an off-the-shelf standard decoder, the requirement on
extensibility SHALL NOT apply to the eUICC. In some cases the eUICC is even mandated to
report undefined tags, see e.g., sections 3.1.5 and 5.7.6.

The following general rules SHALL apply for the compliance of entities according to this
specification:

e A sender of data defined in this specification SHALL comply with the exact definition
of the data structure.

e A receiver is only mandated to check incoming data where such a check is explicitly
required by this specification. Otherwise, a receiver is free to tolerate deviations (e.qg.,
strings longer than the defined maximum) or reject them. If the receiver does not
understand a field, the receiver SHALL silently ignore it without reporting an error (i.e.,
SHALL NOT parse or process the value content). If the receiver is requested to sign or
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verify the signature of a data object containing those unknown field(s), the receiver
SHALL perform the request on the entire data object.

NOTE: Unless otherwise specified in this specification, an optional field should be present
only when the field has a value, i.e., it should not be present with empty content.

This specification relies on X.509 data objects imported from libraries defined in RFC 5280
[17]:

—— ASN1START

IMPORTS Certificate, Certificatelist, Time FROM PKIX1Explicit88 {iso(l) identified-
organization(3) dod(6) internet(l) security(5) mechanisms (5) pkix(7) id-mod(0) id-
pkixl-explicit (18)}

SubjectKeyIdentifier FROM PKIX1Implicit88 {iso(l) identified-organization (3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7) id-mod(0) id-pkixl-implicit(19) }
UICCCapability FROM PEDefinitions {joint-iso-itu-t(2) international-
organizations (23) tca(l143) euicc-profile(l) spec-version(l) version-three(3)};

—— The UICCCapability import module version is defined in section 4.3

-— ASN1STOP

2.4a.1 Common ASN.1 datatypes
NOTE: Other common data types may be added here in future versions.

2.4a.1.0 Data type: Miscellaneous

The following constant, types and objects are used in this specification.

—— ASN1START

id-rsp OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) international-organizations (23)
gsma (146) rsp(l)}

-- Basic types, for size constraints

Octetl ::= OCTET STRING(SIZE (1))

Octetd4 ::= OCTET STRING (SIZE(4))

Octet8 = OCTET STRING (SIZE(8))

Octetl6 ::= OCTET STRING (SIZE(1l6))

OctetTol6 ::= OCTET STRING (SIZE(1l..16))

Octet32 ::= OCTET STRING (SIZE(32))

VersionType ::= OCTET STRING(SIZE(3)) -- major/minor/revision version are coded as

binary value on byte 1/2/3, e.g., '02 00 0C' for v2.0.12.
—-— If revision is not used (e.g., v2.1l), byte 3 SHALL be set to '00'.

Iccid ::= [APPLICATION 26] OCTET STRING (SIZE(10)) —-- ICCID as coded in EFiccid,
corresponding tag is '5A'

RemoteOpId ::= [2] INTEGER {installBoundProfilePackage (1)}

TransactionId ::= OCTET STRING (SIZE(1l..16))

-- Definition of OIDs

id-rsp-cert-objects OBJECT IDENTIFIER ::= {id-rsp 2}
-- value 0 in id-rsp-cert-objects was assigned in SGP.22 v2.x
-— #SupportedOnlyBeforev3.0.0#

id-rspRole OBJECT IDENTIFIER ::= {id-rsp-cert-objects 1}

—-— Definition of OIDs for role identification in certificates

id-rspRole-ci OBJECT IDENTIFIER ::= {id-rspRole 0}
id-rspRole-ciSubCa OBJECT IDENTIFIER ::= {id-rspRole-ci 0}
id-rspRole-eum OBJECT IDENTIFIER ::= {id-rspRole-ciSubCa 0}
id-rspRole-eumSubCa OBJECT IDENTIFIER ::= {id-rspRole-eum 0}
id-rspRole-euicc OBJECT IDENTIFIER ::= {id-rspRole-eumSubCa 0}
id-rspRole-dpSubCa OBJECT IDENTIFIER ::= {id-rspRole-ciSubCa 1}
id-rspRole-dp-tls OBJECT IDENTIFIER ::= {id-rspRole-dpSubCa 0}
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id-rspRole-dp-auth OBJECT IDENTIFIER ::= {id-rspRole-dpSubCa 1}
id-rspRole-dp-pb OBJECT IDENTIFIER ::= {id-rspRole-dpSubCa 2}

id-rspRole-dsSubCa OBJECT IDENTIFIER ::= {id-rspRole-ciSubCa 2}
id-rspRole-ds-tls OBJECT IDENTIFIER ::= {id-rspRole-dsSubCa 0}
id-rspRole-ds-auth OBJECT IDENTIFIER ::= {id-rspRole-dsSubCa 1}

—-- The following OIDs are used in Variant O and OO Certificates

id-rspRole-euicc-v2 OBJECT IDENTIFIER ::= {id-rspRole 1}
id-rspRole-eum-v2 OBJECT IDENTIFIER ::= {id-rspRole 2}
id-rspRole-dp-tls-v2 OBJECT IDENTIFIER ::= {id-rspRole 3}
id-rspRole-dp-auth-v2 OBJECT IDENTIFIER ::= {id-rspRole 4}
id-rspRole-dp-pb-v2 OBJECT IDENTIFIER ::= {id-rspRole 5}
id-rspRole-ds-tls-v2 OBJECT IDENTIFIER ::= {id-rspRole 6}
id-rspRole-ds-auth-v2 OBJECT IDENTIFIER ::= {id-rspRole 7}

—— Definition of OIDs for RSP-specific extensions in Certificates

-- #SupportedFromv3.0.0#

id-rsp-extensions OBJECT IDENTIFIER ::= {id-rsp-cert-objects 2}
id-rsp-extension-permitted-eins OBJECT IDENTIFIER ::= { id-rsp-extensions 0}

-- The extnValue field of the id-rsp-extension-permitted-eins extension SHALL be of
type PermittedEins:
PermittedEins ::= SEQUENCE OF PrintableString

—-—- ASN1STOP

2.4a.1.1 Data type: Pprids
The data type PprIds codes the identifiers for Profile Policy Rules defined in this document.

—— ASN1START

PprIds ::= BIT STRING {-- Definition of Profile Policy Rules identifiers
pprUpdateControl (0), -- defines how to update PPRs via ES6
pprl(l), -- Indicator for PPR1 'Disabling of this Profile is not allowed'
ppr2 (2) —-- Indicator for PPR2 'Deletion of this Profile is not allowed'

}

—-— ASN1STOP

For pprX: a bit set to '1' indicates that the corresponding PPR is set.

Further versions of this specification MAY introduce new Profile Policy Rule identifiers

2.4a.1.2 Data type: Operatorld

The data type OperatorId contains the identification of an Operator. This type is used to
identify a Profile Owner.

—— ASN1START
OperatorId ::= SEQUENCE {

mccMnc OCTET STRING (SIZE(3)), -- MCC&MNC coded as 3GPP TS 24.008

gidl OCTET STRING OPTIONAL, -- referring to content of EF GIDl (file identifier
'6F3E') in 3GPP TS 31.102 [54]

gid2 OCTET STRING OPTIONAL -- referring to content of EF GID2 (file identifier

'6F3F') in 3GPP TS 31.102 [54]

}
-- ASNISTOP

Coding of mccMnc: contains MCC (3 digits) and MNC (2 or 3 digits) on 3 bytes coded as in
3GPP TS 24.008 [32]. For instance, an Operator identified by 246 for the MCC and 81 for
the MNC will be coded as bytes 1 to 3: '42' 'F6' '18'.

Coding of gid1 and gid2: both are optional. If provided, their content SHALL be coded as
defined in 3GPP TS 31.102 [54].
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In case the Profile contains multiple USIM applications, the OperatorId SHALL reflect the
values of one of the USIM applications.

NOTE: Additional mechanism for identifying MVNO/Service Providers is for further
study.

2.4a.1.3 Data type: RomConfiguration
The data type RpmConfiguration defines the configuration on RPM support of a Profile.

—— ASN1START
RpmConfiguration ::= SEQUENCE { -- #SupportedForRpmV3.0.0#
managingDpList [0] SEQUENCE OF SEQUENCE ({
managingDpOid [0] OBJECT IDENTIFIER, -- Managing SM-DP+ OID

rpmType [1] RpmType OPTIONAL,
tagList [APPLICATION 28] OCTET STRING OPTIONAL

by

pollingAddress [1] UTF8String OPTIONAL, -- Tag '81'

allowedCiPKId [2] SubjectKeyIdentifier OPTIONAL, -- eSIM CA RootCA PKID that is
allowed for managing SM-DP+s

profileOwnerOid [3] OBJECT IDENTIFIER
}

RpmType ::= BIT STRING({
enable (0), disable(l), delete(2), listProfileInfo(3), contactPcmp (4)
}

—-— ASN1STOP

managingDpList contains a list of Managing SM-DP+s identified by their OIDs. Multiple bits
can be set in rpmType, wWhere a bit set to '1' indicates that the Managing SM-DP+ is allowed
to perform the corresponding RPM Command, except for 'Update Metadata'. If a Managing
SM-DP+ is allowed to perform 'Update Metadata', then the list of data objects that the
Managing SM-DP+ can update SHALL be specified in the tagList (defined in section

5.7.15).
pollingAddress contains the address of either SM-DP+ or SM-DS as an FQDN.

allowedCiPKId specifies the only eSIM CA RootCA public key that is allowed for
authentication of the Managing SM-DP+(s) specified by managingDpList. If
allowedCiPKId is absent then any eSIM CA RootCA public key may be used.

profileOwnerOid contains the OID of the Profile Owner.

2.4a.1.4 Data type: LocalisedTextMessage

The data type LocalisedTextMessage contains a text string and the language associated
with it.

—— ASNI1START
LocalisedTextMessage ::= SEQUENCE { -- #SupportedFromV3.0.04#
languageTag UTF8String DEFAULT "en", -- language tag as defined by RFC 5646

message UTF8String
}

—— ASN1STOP
2.4a.1.5 Data type: LprConfiguration

The data type LprConfiguration defines the configuration for the LPRd.
—— ASNI1START
LprConfiguration ::= SEQUENCE { -- #SupportedForLpaProxyV3.0.0#

pcmpAddress [0] UTF8String,
dpiEnable [1] UTF8String OPTIONAL,
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triggerLprOnEnableProfile [2] NULL OPTIONAL

}
-- ASNI1STOP

pcmpAddress contains the FQDN of the PCMP server.

dpiEnable contains the DPI which if present is appended to the pcmpAddress if the LPR
is triggered upon local enabling.

If triggerLprOnEnableProfile is present, then the LPA SHALL trigger the LPR session
after local enabling the Profile.

2.4a.1.6 Data type: CertificateChain
The data type CertificateChain contains a chain of Certificates.

—— ASN1START
CertificateChain ::= SEQUENCE OF Certificate -- #SupportedFromV3.0.0#
—-— ASN1STOP

Each subsequent Certificate in the list SHALL certify the one preceding it. The eSIM CA
RootCA Certificate SHALL be omitted.

2.4a.1.7 Data type: EnterpriseConfiguration

The data type EnterpriseConfiguration defines the configuration of an Enterprise
Profile.

—— ASN1START
EnterpriseConfiguration ::= SEQUENCE { -- #SupportedForEnterpriseV3.0.0#
enterpriseOid [0] OBJECT IDENTIFIER,
enterpriseName [1] UTF8String (SIZE(0..64)),
enterpriseRules [2] SEQUENCE ({
enterpriseRuleBits [0] BIT STRING {
referenceEnterpriseRule (0),
priorityEnterpriseProfile (1),
onlyEnterpriseProfilesCanBeInstalled (2)

by
numberOfNonEnterpriseProfiles [1] INTEGER -- that can be Enabled

} OPTIONAL
1

—-— ASN1STOP
enterpriseOid contains the OID of the Enterprise. This field SHALL NOT be modifiable
after the installation of an Enterprise Profile.

enterpriseName contains the name of the Enterprise.

enterpriseRules defines the Enterprise Rules of the Enterprise Profile as follows.

e referenceEnterpriseRule indicates that the Enterprise Rule of this Enterprise
Profle is the Reference Enterprise Rule. The next bits and
numberOfNonEnterpriseProfiles described hereunder affect the Enterprise
Capable Device only when this bit is set. The eUICC of an Enterprise Owned Device
SHALL ensure that at most one Enterprise Profile has this bit set among the installed
Enterprise Profiles.

e priorityEnterpriseProfile indicates that the End User can enable only this
Enterprise Profile or has to enable this Enterprise Profile before being able to enable
any other Profile.

e onlyEnterpriseProfilesCanBelInstalled indicates that the End User can
install only Enterprise Profiles.
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e numberOfNonEnterpriseProfiles defines the maximum number of non-
Enterprise Profiles that can be Enabled on an eUICC.

NOTE: This parameter may even be higher than the supported number of Profiles
being Enabled in parallel. Dependent on the latter and the parameter
priorityEnterpriseProfile, the actual number of non-Enterprise
Profiles that can be Enabled may be lower.

2.4a.1.8 Data type: VendorSpecificExtension
The data type VvendorSpecificExtension is used to send additional extensions that are
not defined in this specification.

—— ASNI1START
OPENTYPE ::= CLASS {
&typeId OBJECT IDENTIFIER,
&Type
}
VendorSpecificExtension ::= SEQUENCE OF SEQUENCE { -- #SupportedFromV2.4.0#
vendorOid [0] OPENTYPE.&typeld, -- OID of the vendor who defined this specific
extension

vendorSpecificData [1] OPENTYPE.&Type
}

—-—- ASN1STOP

2.4a.1.9 Data type: DeviceChangeConfiguration

The data type DeviceChangeConfiguration defines the configurations for the LPAd to
support the Device Change of the Profile.

—— ASN1START
DeviceChangeConfiguration ::= CHOICE { -- #SupportedForDcV3.0.0#
requestToDp [0] SEQUENCE {
smdpAddressForDc UTF8String, -- SM-DP+ address that processes the Device
Change
allowedCiPKId SubjectKeyIdentifier OPTIONAL, -- PKID allowed for the SM-DP+
address that processes the Device Change
eidRequired NULL OPTIONAL, -- the EID of the new Device is required
tacRequired NULL OPTIONAL -- the TAC of the new Device is required

by
usingStoredAc [1] SEQUENCE ({

activationCodeForDc UTF8String (SIZE(0..255)), -- Activation Code for Device
Change of this Profile
deleteOldProfile NULL OPTIONAL -- deletion of this Profile is required before

providing the Activation code to the new Device
}

}
-- ASNISTOP

The requestToDp consists of the following data objects for the LPAd to support the Device
Change of the Profile by requesting to the SM-DP+:

e smdpAddressForDc contains the SM-DP+ address that SHALL process the Device
Change of the Profile.

e allowedCiPKId specifies the only eSIM CA RootCA public key that is allowed for
authentication of the SM-DP+ in the smdpAddressForDe. If allowedCiPKId is
absent, then any eSIM CA RootCA public key may be used.
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e ecidRequired indicates that the EID of the new Device is required for the Device
Change of the Profile. If eidRequired is present, then the LPA SHALL retrieve the
EID from the new Device.

e tacRequired indicates that the TAC of the new Device is required for the Device
Change of the Profile. If tacRequired is present, then the LPA SHALL retrieve the
TAC from the new Device.

The usingStoredAc consists of the following data objects for the LPAd to support the Device
Change of the Profile by using the Activation Code stored in the Profile Metadata:

e activationCodeForDc contains the Activation Code to be provided to the new
Device to download the Profile for the Device Change.

e deleteOldProfile indicates that the Profile has to be deleted before the Activation
Code is made available for the new Device.

2.4a.2 ASN.1 data type UTF8String
The size limits for UTF-8 strings apply to the number of UTF-8 characters, each coded on 1

to 4 bytes, see ISO/IEC 10646 [59]. Thus the length of the TLV object counted in bytes can
be up to 4 times the number of characters.

The eUICC is not mandated to analyse the character structure of UTF-8 strings provided in a
command. The LPA and a Managing SM-DP+ SHOULD be able to receive a string with 4
times as many UTF-8 characters as the ASN.1 size limit if such a string was previously
stored in the eUICC.

2.5 Profile Protection and Delivery
This section describes how an Operator’s Profile is protected within a Profile Package prior

to being downloaded to the eUICC. This also applies when the Profile Package is protected
during transmission between Roles within the system.

25.1 Profile Package Types Overview

From generation to download, the Profile Package will take different formats. This
specification uses the following terms:

o Unprotected Profile Package (UPP): Raw eUICC Profile Package TLV sequence.

o Protected Profile Package (PPP): Segmented and protected in BSP payload TLVs.

¢ Bound Profile Package (BPP): Prepended with session key agreement info, key
replacement package, ISD-P creation and configuration info.

o Segmented Bound Profile Package (SBPP): BPP segmented into STORE DATA
APDU script for loading into eUICC. This step is performed by the LPD when LPD is
in the Device.
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Figure 4: Profile Package stage Description

The above diagram describes the case where Profile Package is protected with keys
different from the session keys established during the key agreement with the eUICC
(S-ENC, S-MAC). It MAY also be possible to have a Profile Package protected with the
session keys; in that case the 'Profile Protection Keys' block SHALL NOT be present.

2.5.2 Unprotected Profile Package

The Unprotected Profile Package (UPP) is generated by the SM-DP+, within the Profile
Package Generation function. The Profile Package Generation takes as input the profile
specification established with the Operator and input data provided by the Operator. The
processes of profile specification and input data acquisition are out of scope of this
specification.

The Unprotected Profile Package consists of a sequence of Profile Element (PE) TLVs
according to the eUICC Profile Package specification [5].

2.5.3 Protected Profile Package

The Protected Profile Package (PPP) is generated by the SM-DP+, within the Profile
Package Protection function.

The PPP SHALL be protected by the BSP. Command TLV encryption and MACing follows
section 2.6.4.4. During this step the internal UPP structure is not considered, and rather
seen as a unique block of data. That block of data is split into segments of a maximum size
of 1020 bytes (including the tag, length field and MAC). The eUICC SHALL support receiving
data segments of at least up to this size.

NOTE: When the BSP uses AES-CBC-128/AES-CMAC-128 or SM4-CBC/SM4-
CMAC, the following applies: From the 1020 bytes of each data segment,
only 1008 bytes are usable for payload (deducted the 1 byte tag, 3 bytes
length field and 8 bytes MAC). Considering the necessary padding during
encryption (16 bytes length block encryption and necessary '80' byte
padding), then each data segment can only contain 1007 bytes of the PPP
data block.
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Profile protection SHALL be performed using either:

e Session keys (S-ENC, S-MAC) resulting from the key agreement with eUICC.
e Orrandom keys per Profile (denoted PPK-ENC and PPK-MAC), generated by the
SM-DP+.

The SM-DP+ SHALL support the random key mode and SHOULD support Session keys. It
is the SM-DP+ choice (in line with the agreement with the Operator) as to which mode is
selected.

The eUICC SHALL support both modes.

The random key mode allows performing Profile Package Protection in advance without
having any eUICC knowledge. It may help to provide a better SM-DP+ scalability. If this
mode is selected by the SM-DP+, the initial MAC chaining value to be used for the first
segment of the PPP is provided together with the random keys (section 5.5.4) and the data
block counter for ICV calculation is reset to its initial state (i.e., the value on 16 bytes is
'00...01"). Otherwise, the MAC chaining method defined in section 2.6.4 SHALL be applied
(i.e., the output of the previous segment SHALL be used as MAC chaining value).

S-ENC, S-MAC, PPK-ENC and PPK-MAC SHALL follow the key length defined in section
2.6.5.

Each data segment of the PPP is identified by the tag '86'.

In case the random key mode is used, the PPP is not bound to any particular eUICC or ISD-
P AID value at this stage.

Session keys and, if used, the random keys SHALL only be used in the Profile download
process. They SHALL be deleted on the eUICC latest at the end of the process.

The process of Profile creation is out of scope of this specification; however, the Operator
MAY request the SM-DP+ to create multiple Profiles in advance. In this case the SM-DP+
SHALL create the Profiles in bulk, protect them using the random key mode, and store the
resulting PPPs for later use.

2.5.4 Bound Profile Package

The Bound Profile Package (BPP) is generated by the SM-DP+, within the Profile Package
Binding function. The purpose of this operation is to link a Protected Profile Package to a
particular eUICC. This is done within a key agreement between the eUICC and the SM-DP+.
See download and installation procedure (section 3.1.3).

The BPP comprises a sequence of TLV commands (in this order):

e TLV command for Key agreement in clear.

e Set of BSP payload TLVs (tag '87') containing TLV commands for ConfigurelSDP

o Set of BSP payload TLVs (tag '88") containing TLV command for StoreMetadata

e Set of optional BSP payload TLVs (tag '87') containing TLV command for 'Profile
Protection Keys'

o Followed by the BSP payload TLVs (tag '86") of the PPP
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The encryption counter for ICV calculation is incremented each time a TLV with tag '86', ‘87"
or '88' is received.

The data structure of the Bound Profile Package is as follows:

—-— ASN1START
BoundProfilePackage ::= [54] SEQUENCE { -- Tag 'BF36'
initialiseSecureChannelRequest [35] InitialiseSecureChannelRequest, -- Tag
'BF23"
firstSequenceOf87 [0] SEQUENCE OF [7] OCTET STRING, -- sequence of '87' TLVs
sequenceO0f88 [1] SEQUENCE OF [8] OCTET STRING, -- sequence of '88' TLVs
secondSequenceOf87 [2] SEQUENCE OF [7] OCTET STRING OPTIONAL, -- sequence of
'87' TLVs
sequenceO0f86 [3] SEQUENCE OF [6] OCTET STRING -- sequence of '86' TLVs
}
—-— ASN1STOP

The following table describes the various sequences of '86', '87' and '88' TLV

Tag Length Value Description \V[e]e:
'‘AQ' Var. firstSequenceOf87 M

‘87" Var. | BSP segment containing ConfigurelSDP,
protected with session keys resulting from the
key agreement (S-ENC, S-CMAC) (section
2.6.4) M

Content: TLV for "ES8+.ConfigurelSDP"
function (section 5.5.2)

‘Al Var sequenceOf88 M

'88' Var. BSP segment containing StoreMetadata, MAC
protected with session keys resulting from the
key agreement (S-CMAC) (See section 2.6.4)
(i.e., not encrypted).

Content: TLV for "ES8+.StoreMetadata"
function (section 5.5.3)

'88' Var. | Additional BSP segment(s) containing the
remainder of StoreMetadata, only present if
one '88' TLV is not able to contain the whole
data structure.

‘A2 Var. secondSequenceOf87
SHALL be absent if no content

87 Var. BSP segment containing the Profile Protection
Keys, protected with session keys resulting
from the key agreement (S-ENC, S-CMAC)
(section 2.6.4). o

Content: TLV for "ES8+.ReplaceSessionKeys"
function (section 5.5.4)

‘A3 Var. sequenceOf86 M

'86' Var. BSP payload, segment b1 protected with
Profile Protection Keys (PPK-ENC, PPK-MAC)

or with session keys resulting from the key M
agreement (S-ENC, S-CMAC) (section 2.6.4).
'86' Var. | Subsequent BSP payload, segment b2...bn (0]

Table 4: Profile Installation sequences of TLV
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2541 Description of 'InitialiseSecureChannel' Block

This block comprises the TLVs for opening a remote personalisation session with eUICC,
including key agreement.

These TLVs, part of the function "ES8+.InitialiseSecureChannel”, are listed and described in
section 5.5.1. These TLVs SHALL NOT be encrypted. Integrity and authenticity are ensured
by the signatures.

The execution of this function by the eUICC will result in the generation of the BSP session
keys, denoted S-ENC, S-MAC and initial MAC chaining value, that will be used by the SM-
DP+ to protect subsequent TLVSs.

2542 Description of 'ConfigurelSDP' Block
This block comprises one TLV for ISD-P creation and configuration.

The TLV, part of the function "ES8+.ConfigurelSDP", is listed and described in section 5.5.2
. This TLV SHALL be encrypted and MACed with the BSP session keys.

2543 Description of 'StoreMetadata’ Block
This block comprises one or more TLV(S) containing the Profile Metadata.

The TLV(s), part of the function "ES8+.StoreMetadata", are listed and described in section
5.5.3. These TLV(s) SHALL be MACed only with the BSP session keys.

2544 Description of 'Profile Protection Keys' Block

The 'Profile Protection Keys' block contains the function "ES8+.ReplaceSessionKeys" to
replace the session S-ENC and S-MAC keys resulting from key agreement, by the keys
used for protecting the Protected Profile Package, PPK-ENC and PPK_MAC.

This function is protected by BSP with the S-ENC and S-MAC keys resulting from the key
agreement.

This block is optional depending on the mode selected by the SM-DP+ to protect the Profile
Package (section 2.5.3).

25.5 Segmented Bound Profile Package

The Segmented Bound Profile Package (SBPP) is generated by the LPAd, to transfer the
Bound Profile Package to the eUICC using the local interface ES10b.

The segmentation SHALL be done according to the structure of the Bound Profile Package:

e Tag and length fields of the BoundProfilePackage TLV plus the
initialiseSecureChannelRequest TLV

e Tag and length fields of the first sequence0f87 TLV plus the first '87' TLV

e Tag and length fields of the sequence0£f88 TLV

e Each of the '88' TLVs

e Tag and length fields of the sequence0£87 TLV plus the first '87' TLV

e Tag and length fields of the sequence0f86 TLV

e Each of the '86' TLVs
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Each segment of this list that is up to 255 bytes is transported in one APDU. Larger TLVs
are sent in blocks of 255 bytes for the first blocks and a last block that MAY be shorter.

At the beginning of each segment the block number of the STORE DATA commands SHALL
be reset.

2.5.6 Profile Installation Result

The Profile Installation Result SHALL be returned by the eUICC after the execution of the
last TLVs of the BPP, or right after the first BPP’s TLV executed with error. It MAY also be
returned when the installation is interrupted.

The Profile Installation Result contains the following data:

¢ Notification Metadata: The Notification Metadata includes:

Sequence Number

Profile Management Operation

Recipient Address

ICCID (Not provided if the Notification reports an error that has happened

before ICCID was known by the eUICC, otherwise it SHALL be present)

e Transaction ID: The Transaction Identifier given to the eUICC during the Profile
"Download and Installation" procedure (section 3.1.3).

¢ Final Result: provides the final Profile installation status.

o SM-DP+ OID: The SM-DP+ OID as contained in CERT.DPpb.SIG used during the
profile download and installation procedure (section 3.1.3).

e eUICC signature: A signature created by the eUICC ensuring the authenticity and the
integrity of the Profile Installation Result.

O

O

o

The notificationAddress inthe profileInstallationResultData SHALL be set
to the serverAddress provided in "ES10b.AuthenticateServer".

Until the Profile Download and Installation process is completed or terminated, no Result is
available for the LPA.

The Profile Installation Result SHALL be kept by the eUICC (which can hold one or several
Profile Installation Results) until explicitly deleted by the LPA, after successfully delivered to
the SM-DP+. Before being deleted the Profile Installation Result(s) MAY be retrieved at any
time by the LPA.

When the eUICC needs to store a new Profile Installation Result, if there is not enough room
the eUICC SHALL delete one or more of the previously stored Profile Installation Results in
order of their Sequence Number, beginning with the lowest.

The Profile Installation Result SHALL be encoded in the ASN.1 data object as shown below.
It SHALL include an eUICC signature data object computed as defined in section 2.6.9,
using the eUICC private key SK.EUICC.SIG selected during the Profile Download and
Installation procedure, across the data object ProfileInstallationResultData (tag
'‘BF 27").

—-— ASN1START
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—— Definition of Profile Installation Result

ProfileInstallationResult ::= [55] SEQUENCE { -- Tag 'BF37'
profileInstallationResultData [39] ProfileInstallationResultData,
euiccSignPIR EuiccSign

}

ProfileInstallationResultData ::= [39] SEQUENCE { -- Tag 'BF27'
transactionId[0] TransactionId, -- The TransactionID generated by the SM-DP+
notificationMetadata[47] NotificationMetadata,
smdpOid OBJECT IDENTIFIER, -- SM-DP+ OID (value from CERT.DPpb.SIG)
finalResult [2] CHOICE {

successResult SuccessResult,
errorResult ErrorResult

}

EuiccSign ::= [APPLICATION 55] OCTET STRING -- Tag '5F37', eUICC’s signature
SuccessResult ::= SEQUENCE ({

aid [APPLICATION 15] OCTET STRING (SIZE (5..16)), —-- AID of ISD-P

ppiResponse OCTET STRING -- contains (multiple) 'EUICCResponse' of the Profile

Package Interpreter as defined in [5]

}

ErrorResult ::= SEQUENCE ({

bppCommandId BppCommandId,

errorReason ErrorReason,

ppiResponse OCTET STRING OPTIONAL -- contains (multiple) 'EUICCResponse' of the
Profile Package Interpreter as defined in [5]

}

BppCommandId ::= INTEGER ({
initialiseSecureChannel (0),
configureISDP (1),
storeMetadata (2),
storeMetadata2 (3),
replaceSessionKeys (4),
loadProfileElements (5)

ErrorReason ::= INTEGER {
incorrectInputValues (1),
invalidSignature (2),
invalidTransactionId(3),
unsupportedCrtvalues (4),
unsupportedRemoteOperationType (5),
unsupportedProfileClass (6),
bspStructureError (7),
bspSecurityError (8),
installFailedDueToIccidAlreadyExistsOnEuicc (9),
installFailedDueToInsufficientMemoryForProfile (10),
installFailedDueToInterruption(11),
installFailedDueToPEProcessingError (12),
installFailedDueToDataMismatch (13),
testProfileInstallFailedDueToInvalidNaaKey (14),
pprNotAllowed (15),

enterpriseProfilesNotSupported(1l7), -- #SupportedForEnterprisevV3.0.0#
enterpriseRulesNotAllowed (18), -- #SupportedForEnterpriseV3.0.04#
enterpriseProfileNotAllowed (19), -- #SupportedForEnterprisev3.0.0#
enterpriseOidMismatch (20), -- #SupportedForEnterpriseV3.0.04#
enterpriseRulesError (21), -- #SupportedForEnterprisev3.0.0#
enterpriseProfilesOnly (22), -- #SupportedForEnterpriseV3.0.0#
lprNotSupported (23), -- #SupportedForLpaProxyV3.0.0#
unknownTlvInMetadata (26), -- #SupportedFromV3.0.0#

installFailedDueToUnknownError (127)

}
-- ASNISTOP
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NOTE: Error reason values added since v3.0.0 are aligned with the cancel session
reason values in section 5.7.14.

2.5.6.1 Profile Installation Result errors

ErrorReason data object contained in ErrorResult data object depends on the function
that generated an error during processing of the BoundProfilePackage. The following table
details authorised combinations:

ES8+ function

ErrorReason in ErrorResult Initialise Configure Store Replace Load
Secure ISDP Metadata Session Profile

Channel Keys SEMERNS
incorrectInputValues (1) v v v v

invalidSignature (2)

invalidTransactionId(3)

unsupportedCrtvValues (4)

ANERN RN BN

unsupportedRemoteOperationType (5)

unsupportedProfileClass (6)

\
<\
(\

bspStructureError (7)

bspSecurityError (8) v

installFailedDueToIccidAlreadyExistsO
nEuicc (9)
installFailedDueToInsufficientMemoryF
orProfile (10)
installFailedDueToInterruption (11) v

NN N N NS

installFailedDueToPEProcessingError (1
2)
installFailedDueToDataMismatch (13)

NN NS

testProfileInstallFailedDueToInvalidN
aaKey (14)
pprNotAllowed (15)

enterpriseProfilesNotSupported (17)

enterpriseRulesNotAllowed (18)

enterpriseProfileNotAllowed (19)

enterpriseOidMismatch (20)

enterpriseRulesError (21)

enterpriseProfilesOnly (22)

lprNotSupported (23)

unknownTlvInMetadata (26)

N IENEENEENIEN RN IRNEENEEN AN

installFailedDueToUnknownError (127) v v

Table 4a: Authorised combinations of ES8+ Errors

If an error is generated during the processing of a ProfileElement of the eUICC Profile
Package, ppiResponse SHALL be set as provided by the Profile Package Interpreter, and
a corresponding ErrorReason SHALL be set in the Profile Installation Result according to
the following table:
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eUICC Profile Package error status ErrorReason in ErrorResult

in PEStatus

45g:;6EigG5ESEEEETI7444444444444447 installFailedDueToPEProcessingError (12)
memory-failure (2) installFailedDueToPEProcessingError (12)
bad-values (3) installFailedDueToPEProcessingError (12)
not-enough-memory (4) installFailedDueToInsufficientMemoryForProfile (10)
invalid-request-format (5) installFailedDueToPEProcessingError (12)
invalid-parameter (6) installFailedDueToPEProcessingError (12)
runtime-not-supported(7) installFailedDueToPEProcessingError (12)
lib-not-supported (8) installFailedDueToPEProcessingError (12)
template-not-supported (9) installFailedDueToPEProcessingError (12)
feature-not-supported(10) installFailedDueToPEProcessingError (12)
unsupported-profile-version (31) installFailedDueToPEProcessingError (12)
Other eUICC Profile Package status installFailedDueToPEProcessingError (12)
codes except (0)

Table 4b: eUICC Profile Package error mapping to ErrorReason

For the following ErrorReason values, which indicate that Profile installation failed due to a
requirement in this specification, any eUICC Profile Package status code MAY be set:

installFailedDueToDataMismatch (13)

testProfileInstallFailedDueToInvalidNaaKey (14)

The following ErrorReason values SHALL be treated by the SM-DP+ as temporary errors,
where the SM-DP+ SHALL allow retries of the Profile download as long as the download
retry limit is not exceeded:

installFailedDueToInsufficientMemoryForProfile (10)

installFailedDueToInterruption(11)
All other ErrorReason values SHALL be treated as permanent errors.

2.6 Security Overview
This section provides an overview of the overall ecosystem security features.

2.6.1 Certification of the Entities
Functional compliance and security certification requirements according to SGP.24 [64]
SHALL apply for the eUICC, the EUM, the SM-DP+ and the SM-DS.

The Device and the LPA SHALL comply with the security features defined in this
specification and SGP.21 [4].

2.6.2 Remote Secure Communication

The RSP ecosystem relies on remote secure communication to achieve function execution
requests and data exchanges. Any of the remote secure communication defined for RSP
and not listed in the exceptions at the end of this section SHALL follow the rules below.

Mutual authentication:
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e The Server (the entity providing the function, e.g., SM-DP+) SHALL be authenticated
first by the Client (the entity requesting the function). Authentication SHALL include
the verification of a Server Certificate chain ending at an eSIM CA RootCA Certificate
(section 4.5.2).

e The Client SHALL be authenticated by the Server in a second step. In case the Client
is the eUICC, authentication SHALL include the verification of a eUICC Certificate
chain ending at an eSIM CA RootCA Certificate (section 4.5.2). Client authentication
does not apply to the LPA.

Data privacy:

e The eUICC, as a Client, SHALL NOT reveal any private data to an unauthenticated
Server.

e The eUICC, as a Client, SHALL NOT generate any signed material before having
authenticated the Server.

Communication protection:

e Once authenticated, the remote entities SHALL negotiate a common cryptographic
suite for further communication.

o The communication SHALL be origin authenticated, as well as integrity and
confidentiality protected.

e Session keys SHALL be generated using Perfect Forward Secrecy.

Authorisation:

e On the basis of authentication, the Server SHALL always check that the requesting
Client is authorised before delivering the requested function execution.

The following exception from these security rules exists:

e Other Notifications are origin authenticated, integrity and replay protected, in addition
to the protection provided by TLS as defined in section 2.6.6.

e For the communication between the LPA and the HRI Server, only the protection by
TLS as defined in section 2.6.6 SHALL be used.

2.6.3 Public Key Infrastructure
General security of the RSP ecosystem is based on a Public Key Infrastructure (PKI).

Any Certificate defined in this specification has a validation chain ending at an eSIM CA
RootCA Certificate (section 4.5.2), except TLS Certificates that MAY instead chain to a
Public CA.

Certificates MAY be revoked; Revocation status are managed and made available by their
issuer (see section 2.7).

Certificates are used for authentication of their owners via signatures created with the
associated private keys.
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2.6.4  BPP Security Protocol

This section defines a security protocol for Profile Protection and eUICC Binding, named
BPP Security Protocol (BSP).

NOTE: The protocol was initially derived from GlobalPlatform's SCP11a as specified
by the GlobalPlatform Card Specification Amendment F [13].

2.6.41 Key agreement

An Elliptic Curve Key Agreement Algorithm (ECKA) is used for the establishment of a shared
secret value. It shall follow the definition for the Anonymous Diffie-Hellman Key Agreement in
BSI TR-03111 [41]. The algorithm is executed

e by the SM-DP+ using otPK.EUICC.KA and otSK.DP.KA, and
e by the eUICC using otPK.DP.KA and otSK.EUICC.KA

to calculate the shared secret value.

NOTE 1. Ephemeral keys are renamed to one-time keys in this specification, as they
MAY live longer and are stored in non-volatile memory. With respect to
Perfect Forward Secrecy, they serve the same purpose.

NOTE 2: The BSP itself does not provide authentication. Authentication is provided by
signatures outside of the BSP.

2.6.4.2 Key derivation

Session keys and an initial MAC chaining value are derived from the shared secret value as
follows:

e Concatenate the following values as Sharedinfo as input for the Key Derivation
process (this data is the one given as input data in the function
"ES8+.InitialiseSecureChannel"):

o Key type (1 byte)

o Key length (1 byte)

e HostID-LV and EID-LV. HostID-LV comprises the length and the value field of
the HostID given in the input data; EID-LV comprises the length and value field
of the EID.

¢ [Initial MAC Chaining value, S-ENC and S-MAC are taken from KeyData derived from
the shared secret value and the Sharedinfo as defined in BSI TR-03111 [41] for the
"X9.63 Key Derivation Function". SHA-256 SHALL be used for the key derivation to
calculate KeyData of sufficient length. Data is assigned as defined in the following

table:
KeyData Key
ltolL Initial MAC chaining value
L+1to 2L S-ENC
2L+1to 3L S-MAC

Table 4c: Key Data
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The initial MAC chaining value is used for the computation of the MAC of the first data block
as defined below.

2.6.4.3 Command TLV Protection Overview
The next two section describe how data is protected by the BSP.

NOTE: An earlier version of the protocol, named SCPO03t, was derived from
GlobalPlatform's SCP03 [11] and can be found in SGP.02 [2]. As the
protocol in this document was further modified and not much is left of
SCPO03, a new hame is used.

BSP defines two options for protecting Command TLVs:

e MAC and encryption
e MAC only

Command TLVs do not create response TLVS.

2644 Command TLV MACing and Encryption
BSP C-MAC and C-ENCRYPTION are done as follows:

Data field - plain text {length L)

bl Data field - plain text I Padding .

21 oy " Ciphering  *—— S.ENC or PPK-ENC

Lee = L + length of padding + L MAC

| :
31 MAC chaining value Tag Lee Ciphered Command Data field {length Lee =L MAC)
[4] MAC computation  [*— 5-MAC or PPK-MAC
5] Tag Lec Ciphered Command Data field C-MAC

Figure 4a: TLV Command Data Field Encryption and C-MAC computation
Procedure:

1. The data field is padded according to the encryption algorithm and mode used, as
defined in table 4c.

If this algorithm is AES-CBC-128 or SM4-CBC, padding SHALL be done as follows:
o Append a byte with value '80' to the right of the data block;
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e Append 0to 15 bytes with value '00' so that the length of the padded data block
is a multiple of 16 bytes.
The result of step 1 is encrypted according to the encryption algorithm and mode used,
as defined in table 4c.

If this algorithm is AES-CBC-128 or SM4-CBC, the following applies:
o The data blocks SHALL be numbered starting from 1
e The binary value of this number SHALL be left padded with zeroes to form a
full block.
e This block SHALL be encrypted with S-ENC to produce the ICV for command
encryption.
The input data used for C-MAC computation comprises the MAC Chaining value, the tag,
the final length and the result of step 2.
e The initial MAC Chaining value is set as defined in 2.6.4.2 or 2.6.4.6.
o Subsequent MAC chaining values are the full result of step 4 of the previous
data block (which may also be a data block with C-MAC only).
The full MAC value is computed using the MACing algorithm as defined in table 4c.
The output data is computed by concatenating the following data: the tag, the final
length, the result of step 2 and the C-MAC value.

If the algorithm is AES-CBC-128 or SM4-CBC, the C-MAC value is the 8 most significant
bytes of the result of step 4.

2.6.4.5 Command TLV MACing
BSP C-MAC only is done as follows:

Data field - plain text (length L)

Lcc =L+ LMAC

MAC chaining value Tag Lec Data field - plain text (length L)

[2] CMAC calculation  |«=— S-MAC

3] Tag Lec Data field - plain text (length L) C-MAC

Figure 4b: TLV Command C-MAC computation

Procedure:
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1. Data used for C-MAC computation comprised MAC Chaining value, applicable tag (e.g.,
tag ‘88’ for Metadata data segment), length and data.

In case algorithm is AES-CMAC-128 or SM4-CBC, the following applies:
¢ MAC chaining values are the full result of the previous data block (which may
also be a data block with C-ENCRYPTION and C-MAC).
2. C-MAC is computed according to symmetric algorithm used, as defined in table 4c.
3. The output data is computed by concatenating the following data: the tag, the final
length, the data and the C-MAC value.

If the algorithm is AES-CBC-128 or SM4-CBC, the C-MAC value is the 8 most significant
bytes of the result of step 2.

The data block counter for ICV calculation is incremented also for each segment with C-
MAC only.

2.6.4.6 Key replacement

The session keys can be replaced by providing new keys and a new initial MAC chaining value
within a protected Command TLV, see section 5.5.4.

The data block counter used to calculate the ICV for encryption SHALL also be reset to its
initial value after a key replacement.

2.6.5 Cryptographic Negotiation, Algorithms and Key Length

This section describes the mechanism for cryptographic negotiation at application layer
between the eUICC and the RSP Server used on top of TLS. TLS provides its own
cryptographic negotiation (see section 2.6.6.1). The cryptographic negotiation at the
application layer is independent of TLS.

The application layer cryptographic negotiation proceeds between the eUICC and the RSP
Server at the beginning of each RSP Session. All the cryptography is determined based on
the RSP Server Certificate selected for the Common Mutual Authentication procedure. See
section 3.0.1 for the detailed description of the procedure. Application layer cryptography is
constrained to a limited number of algorithm sets listed in Tables 4c and 4d. Additional
algorithm sets may be defined in the future.

The cryptographic negotiation starts with the eUICC providing the list of eSIM CA RootCA
Public Key Identifiers that it supports for signature verification and signature generation
within the ES9+.InitiateAuthentication function (see section 5.6.1).

Then the SM-DP+ selects a Certificate (CERT.XXauth.SIG) whose chain ends at one of the
eSIM CA RootCA Certificate(s) that the eUICC supports for signature verification (the
selection process is further detailed in section 5.6.1).

Each Public Key Identifier refers to an eSIM CA RootCA Certificate, which implicitly defines
other cryptographic algorithms that the RSP Server and the eUICC SHALL use during the
RSP session. This specification also mandates a simplification that all the Certificates in a
chain SHALL have the same signature algorithm (i.e., ‘Algorithmldentifier.algorithm' and
'Algorithmlidentifier.parameters' fields in the 'subjectPublicKeyInfo' have the same values in
all Certificates of the chain). This simplification ensures that a receiving party is able to verify
both the selected Certificate chain and the signature.
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Based on the signature algorithm mentioned in the CERT.XXauth.SIG, cryptographic
algorithms to be used during the RSP Session SHALL be determined according to the table

below:

Signature algorithm and

parameters from

Key agreement
algorithm and

Symmetric
algorithms for

Hashing for SM-XX digital
sighatures

CERT.XXauth.SIG

ECDSA®, NIST P-256

parameters

PPP

As indicated in the

ECKA®, NIST P-256, AES-CBC-128

SHA-256 AES-CMAC-128 CERT.XXauth.SIG®
ECDSA®, BrainpoolP256r1 |[ECKA®), BrainpoolP256r1,| AES-CBC-128 As indicated in the

SHA-256 AES-CMAC-128 CERT.XXauth.SIG®
ECDSA®, FRP256V1 ECKA®, FRP256V1, SHA-| AES-CBC-128 As indicated in the

256 AES-CMAC-128 CERT.XXauth.SIG®
SM2 Signature ECKA®@, SM2 Curve, SM3 | SM4-CBC SM3

SM4-CMAC

Note 1: ECDSA SHALL follow GlobalPlatform Card Specification Amendment E [12].
Note 2: The ECKA algorithm is defined in section 2.6.4.
Note 3: Currently restricted to SHA-256.

Table 4c: Cryptographic algorithm sets based on CERT.XXauth.SIG

NOTE: As per NIST SP 800-57 Part 1 [86], ECC256 (128-hit security strength) is
sufficient for implementations beyond year 2031.

Algorithm references:

o NIST P-256 is defined in Digital Signature Standard [29] (recommended by NIST).

BrainpoolP256r1 is defined in RFC 5639 [18] (recommended by BSI).

e FRP256V1 is defined in ANSSI ECC [20] (recommended by ANSSI).

e AES-CBC-128, AES in CBC mode with key length of 128 bits, is defined in NIST SP

800-38A [83].

o AES-CMAC-128, CMAC with AES in CBC mode with key length of 128 bits, is
defined in NIST SP 800-38B [84].

e SM2 Curve is defined in RFC8998 [96]

e SM2 is defined in SM2 algorithm [93]

e SM3 is defined in SM3 algorithm [94]

o SM4 is defined in SM4 algorithm [95]

e SM4-CBC, SM4 in CBC mode, with CBC mode as defined in NIST SP 800-38A [83].

¢ SM4-CMAC, SM4 in CMAC mode, with CMAC mode as defined in NIST SP 800-38B

[84].
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An eUICC SHALL have at least two sets of elliptic curve parameters preloaded by the EUM
during eUICC manufacturing, subject to support by the corresponding eSIM CA.

For each eSIM CA trust chain to which it belongs, an RSP Server SHALL support all sets of
elliptic curve parameters that the corresponding eSIM CA supports.

The Key Agreement algorithm is used in RSP for the establishment of the session keys
between the eUICC and the SM-DP+.

The symmetric algorithms are used in RSP for the protection of the Profile Package
(Protected Profile Package), see section 2.5.

This specification allows the eUICC to use different signature algorithms than the RSP
server to generate its signatures, subject to their support by both parties. This is selected by
the RSP Server and indicated in ES9+.InitiateAuthentication response (field
euiccCiPKIdToBeUsed, see section 5.6.1). The eUICC SHALL use the signature algorithm
selected by the RSP Server for all signatures generated by the eUICC during the RSP
Session, including for the Profile Installation Result and the Load RPM Package Result. For
all other signed Notifications related to a Profile, the eUICC SHALL use the digital signature
algorithm selected during the Profile Download and Installation procedure. The selection
SHALL be done according to the table below:

Digital signature algorithm and parameters from Hashing for eUICC digital signatures

CERT.EUICC.SIG

ECDSA®W, NIST P-256@ As indicated in the CERT.EUICC.SIG®
ECDSA®, BrainpoolP256r1®@ )As indicated in the CERT.EUICC.SIG®
ECDSAW®W, FRP256V1(3 )As indicated in the CERT.EUICC.SIG®
SM2 Signature SM3

Note 1: ECDSA SHALL follow GlobalPlatform Card Specification Amendment E [12].
Note 2: The ECC domain parameters are defined above.
Note 3: Currently restricted to SHA-256

Table 4d: Cryptographic algorithm sets for the eUICC Signature

2.6.6 TLS Requirements

RSP mandates use of TLS v1.2 as defined in RFC 5246 [16] as the minimal version for TLS
connection.

TLS with mutual authentication SHALL be used over ES12 and ES15.
TLS with server authentication SHALL be used over ES9+, ES11, ES20 and EShri.

TLS with mutual authentication MAY be used over ES2+. If TLS with mutual authentication is
not used over ES2+, ES2+ SHALL be protected with level of security equivalent to TLS.

On ES12 and ES15, the Root Certificate of a certificate chain used for mutual authentication
SHALL be an eSIM CA or any CA that both parties trust.

On ES9+, ES11 and EShri, the Root Certificate of a certificate chain used for server
authentication SHALL be an eSIM CA or a Public CA.
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On ES20, the Root Certificate of a certificate chain used for server authentication SHALL be
a Public CA.

On ES2+, if TLS is used, the Root Certificate of a certificate chain used for mutual
authentication can be any CA that both parties trust.

The certificates used for TLS SHALL fulfil the requirements described in the next section.

2.6.6.1 Cipher suites and algorithms

In this specification, a number of cryptographic algorithms and security properties applicable
to TLS are specified to ensure a minimum security level and also to facilitate interoperability.

NOTE: for TLS certificates, RSP Servers are allowed to use Public CAs in addition
to eSIM CAs.

2.6.6.1.1 Elliptic curves

For each eSIM CA that it supports, an RSP Server SHALL support the following elliptic
curve(s) for signing and key-agreement:

e NIST P-256 with the namedCurve secp256rl (23) as defined in RFC 8422 [65].

In addition, for each eSIM CA that is supports, an RSP Server implementing TLS 1.3 [42]
MAY support one or more additional elliptic curves for signing and key-agreement, including
but not limited to:

e brainpoolP256r1(26) as defined in RFC 7027 [66],
e NIST P-384 with the namedCurve secp384rl (24) as defined in RFC 8422 [65],

e Ed25519 as defined in RFC 8410 [90], and x25519 with the namedCurve x25519 (29)
as defined in RFC 8422 [65]

For each eSIM CA that it supports, an RSP Client SHALL support the following elliptic
curve(s) for signing and key-agreement:

e NIST P-256 with the namedCurve secp256rl (23) as defined in RFC 8422 [65].
In addition, for each eSIM CA that it supports, an RSP Client MAY support one or more
additional elliptic curves for signing and key-agreement, including but not limited to:

e brainpoolP256r1(26) as defined in RFC 7027 [66],

e NIST P-384 with the namedCurve secp384rl (24) as defined in RFC 8422 [65],
e Ed25519 as defined in RFC 8410 [90], and x25519 with the namedCurve x25519 (29)

as defined in RFC 8422 [65].

2.6.6.1.2 Digital signature algorithm for signing

The eSIM CA SHALL use the following digital signature algorithm for signing RSP Server
TLS certificates:

e ECDSA with NIST P-256 with SHA-256

NOTE: other digital signature algorithm for signing RSP Server TLS certificates
might be used.
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2.6.6.1.3 Cipher suites

To fulfil the security requirements of the previous section, the client SHALL offer
sha256/ecdsa in the "supported_signature_algorithms" of TLS 1.2 [16] and the server
SHALL select this hash/signature pair.

RSP Servers implementing TLS 1.2 [16] (e.g., SM-DP+) SHALL support at least the
following cipher suites which provide(s) perfect forward secrecy:

o TLS_ECDHE_ECDSA_ WITH_AES 128 GCM_SHA256 as defined in RFC 5289 [46]
e TLS_ECDHE_ECDSA_ WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [46]

RSP Servers implementing TLS 1.3 [42] SHALL support at least the following cipher suite(s)
which provide(s) perfect forward secrecy:

e TLS_AES 128 GCM_SHA256 as defined in TLS 1.3 [42]
o TLS_AES 256_GCM_SHA384 as defined in TLS 1.3 [42]

RSP Servers implementing TLS 1.2 [16] MAY support one or more additional cipher suites
which SHALL provide perfect forward secrecy, including but not limited to:

e TLS_ECDHE_ECDSA WITH_CHACHA20_ POLY1305_ SHA256 as defined in RFC
7905 [91]

o TLS_ECDHE_RSA WITH_AES_ 256 _GCM_SHA384 as defined in RFC 5289 [46]
e TLS_ECDHE_ECDSA_WITH_AES 128 _CBC_SHA256 as defined in RFC 5289 [46]

RSP Servers that need to support RSP V2 Clients as defined in SGP.22 V2 SHOULD
support TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 as defined in RFC 5289
[46]. However, the use of this cipher suite SHALL be limited to the case when it is the only
cipher suite commonly supported by the RSP Server and the RSP V2 Client.

RSP Servers implementing TLS 1.3 [42] MAY support one or more additional cipher suites
which SHALL provide perfect forward secrecy, including but not limited to:

e TLS_CHACHA20 POLY1305 SHA256 as defined in TLS 1.3 [42]

Clients implementing TLS 1.2 [16] SHALL support at least the following cipher suite(s) which
provide(s) perfect forward secrecy:

e TLS_ECDHE_ECDSA_WITH_AES_ 128 GCM_SHA256 as defined in RFC 5289 [46]
Clients implementing TLS 1.2 [16] SHALL NOT support the following cipher suite(s).
e TLS_ECDHE_ECDSA_WITH_AES_ 128 CBC_SHA256 as defined in RFC 5289 [46]

NOTE: CBC encryption in MAC-then-Encrypt mode has repeatedly shown
weaknesses in the past, for which only imperfect fixes exist. For this reason,
such cipher suites should no longer be used.
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Clients implementing TLS 1.3 [42] SHALL support at least the following cipher suite(s) which
provide(s) perfect forward secrecy:

e TLS AES 128 GCM_SHAZ256 as defined in TLS 1.3 [42]

Clients implementing TLS 1.2 [16] MAY support one or more additional cipher suites that
provide perfect forward secrecy, including but not limited to:

e TLS ECDHE_ECDSA_ WITH_CHACHA20 POLY1305 SHA256 as defined in RFC
7905 [91]

e TLS_ECDHE_ECDSA_ WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [46]
o TLS_ECDHE_RSA WITH_AES_ 256 _GCM_SHA384 as defined in RFC 5289 [46]

Clients implementing TLS 1.3 [142] MAY support one or more additional cipher suites that
provide perfect forward secrecy, including but not limited to:

e TLS_CHACHA20_POLY1305_SHAZ256 as defined in TLS 1.3 [42]

e TLS_AES 256_GCM_SHA384 as defined in TLS 1.3 [42]

2.6.6.2 Use of Server Name indication extension for ES9+ and ES11

Starting from version 3.0, the specification allows an RSP Server to use, over ES9+ and ES11,
a TLS certificate which chains to a Public CA, whereas versions 2.x required it to chain to an
eSIM CA. This flexibility, even if desirable, adds an additional burden on the RSP Server to
select a TLS certificate chain that the LPA is able to verify.

This section provides to the LPA and the RSP Server a mechanism to guide the RSP Server
selection of an appropriate TLS certificate chain.

The RSP Server and the LPA SHOULD support this mechanism. The Root SM-DS SHALL
support this mechanism. An RSP Server and an LPA that support this mechanism SHALL
comply with this section.

General principle:

In addition to its "base" FQDN, the RSP Server SHALL support a specific FQDN for v3
Devices. The v3-specific FQDN SHALL be the concatenation of the string "rsp3-" and the
"base" UTF-8 encoded FQDN. Therefore the RSP Server SHALL take care that neither the
resulting label nor the domain name in their final encoding violate the length limits of domain
names.

A v3 Device SHALL include the "server_name" extension defined in RFC 6066 [60] in the
ClientHello with the v3-specific FQDN computed from the "base" FQDN known from the RSP
Server.

NOTE: This mechanism increases the probability that the LPA supports the TLS
certificate chain selected by the RSP Server, but there is still a risk that it is
not the case and the TLS handshake may fail. In that case the LPA MAY
retry and the RSP Server MAY select a different certificate chain.
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LPA/Device side:

The LPA SHALL compute the v3-specific FQDN computed from the "base" FQDN known from
the RSP Server (e.g., an address retrieved from the eUICC, an address read from an
Activation code).

The LPA SHALL perform a DNS resolution using the v3-specific FQDN. In case of DNS lookup
failure (e.g., this may happen if the RSP Server is a v2 server), the LPA SHALL revert to the
"base"” FQDN and proceed with the TLS handshake, which SHOULD include sending the
"server_name" extension.

If the DNS resolution using the v3-specific FQDN succeeds, the LPA SHALL include the
"server_name" extension in the ClientHello message and containing the v3-specific FQDN. If
the RSP Server replies with a fatal-level alert, the LPA SHALL retry the TLS handshake
without sending the Server Name indication extension.

RSP Server side:

The RSP Server SHALL support the "server_name" extension to determine the TLS certificate
to use.

¢ Ifthe received ClientHello message contains the "server_name" extension with the v3-
specific FQDN, the RSP Server SHOULD use a TLS certificate that chains to a Public
CA.

o If the received ClientHello message contains the "server_name" extension with an
unrecognized FQDN, the RSP Server SHALL take one of two actions: either abort the
handshake by sending a fatal-level unrecognized_name(112) alert or continue the
handshake with a TLS certificate that chains to a Public CA.

¢ If the received ClientHello message doesn't contain the "server_name" extension, the
RSP Server SHOULD use a TLS certificate that chains to an eSIM CA.

NOTE: An RSP Server cannot rely upon receiving a "server_name" extension for
"base" FQDNSs (i.e., those without an "rsp3-" prefix). If the server can be
reached through multiple "base" FQDNSs that resolve to the same IP
address, then it may be unable to select a TLS certificate containing the
FQDN expected by the LPA.

2.6.7 Void

2.6.8 Random Number Generation

To protect against attacks, a high quality random number generator is required.
Recommendations for appropriate random number generators are given by BSI[78] and NIST
[79].

2.6.9 Digital Sighature Computation

When applied to an ASN.1 data object, the digital signature (using the algorithm determined
as described in section 2.6.5) SHALL be computed for the data object after encoding (i.e., in
its DER representation).

2.7 Certificate Revocation
See also section 4.5.2 that describes certificates’ chains of trust.
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The following certificates MAY be revoked at any time:

¢ eSIM CA RootCA Certificate (CERT.CI.SIG)

e eSIM CA SubCA Certificate (CERT.CISuUbCA.SIG)

e EUM Certificate (CERT.EUM.SIG) and EUM SubCA Certificate
(CERT.EUMSUbCA.SIG)

o SM-DP+ SubCA Certificate (CERT.DPSubCA.SIG)

e SM-DP+ Certificates (CERT.DPauth.SIG, CERT.DPpb.SIG)

e SM-DP+ TLS Certificate (CERT.DP.TLS)

o SM-DS SubCA Certificate (CERT.DSSubCA.SIG)

e SM-DS Certificate (CERT.DSauth.SIG)

e SM-DS TLS Certificate (CERT.DS.TLS)

The means by which an eSIM CA RootCA Certificate revocation status is made available is
out of scope of this specification. However, as soon as such revocation status is known by
an RSP entity, it SHALL no longer accept or perform any RSP operation using a certificate
chain certified by this eSIM CA RootCA Certificate. Section 2.4.2 describes a means by
which the eUICC can be updated to reflect that an eSIM CA RootCA Certificate has been
revoked.

Because of their potential number, eUICC Certificates (CERT.EUICC.SIG) are not revoked
individually. Also, it is unlikely that an individual eUICC would be compromised. It is instead
more probable that an eUICC model or an entire eUICC production batch would be declared
as compromised. This approach is reflected by revoking the EUM Certificate or the EUM
SubCA Certificate, if used by the EUM, attached to the production of the particular eUICC
model or batch.

As a consequence, it is up to the EUM to consider using distinct certificates
(CERT.EUM.SIG or CERT.EUMSUbCA.SIG) for distinct eUICC models or production
batches. This is out of the scope of this specification.

The following RSP entities SHALL manage the revocation status of the Certificates they
issue:

e AneSIM CA.
¢ An EUM, for CERT.EUMSuUbCA.SIG, when the additional EUM SubCA is used.

¢ An SM-DP+ that uses an additional SM-DP+ SubCA, for CERT.DPauth.SIG,
CERT.DPpb.SIG, and CERT.DP.TLS, when these Certificates do not have a short
validity period.

¢ An SM-DS that uses an additional SM-DS SubCA, for CERT.DSauth.SIG, and
CERT.DS.TLS, when these Certificates do not have a short validity period.

NOTE: The notion of the short validity period is further defined in SGP.14 [45].

A revoked certificate SHALL NOT be automatically renewed. Renewal SHALL be upon the
eSIM Certification Authority agreement (see SGP.14 [45] section 5.6).

Page 66 of 483



GSM Association Non-confidential
RSP Technical Specification

RSP entities that manage certificate revocation (further called a CRL Issuer) SHALL publish
the revocation status by means of a CRL.

An RSP Server SHALL support revocation status verification only by means of CRLSs.

2.8 Void

The content of this section has been moved to section 2.4a.

2.9 Profile Policy Management

Profile Policy Management provides mechanisms by which Profile Owners can enforce the
conditions of use under which services are provided.

Profile Policy Management comprises three main elements:

¢ Profile Policy Rules (PPR)
¢ Rules Authorisation Table (RAT)
o Profile Policy Enabler (PPE)

More details are provided in the next sub sections.

2.9.1 Profile Policy Rules

The Profile Policy Rules (PPRs) are defined by the Profile Owners and set by the SM-DP+ in
the Profile Metadata. They are also accessible by the LPA for verification or display to the
End User.

A Profile MAY have zero or more Profile Policy Rules.
A Test Profile SHOULD NOT contain any Profile Policy Rules.

When installed on the eUICC, Profile Policy Rules SHALL be contained in the associated
Profile.

The following Profile Policy Rules are defined in this version of the specification:

e (PPR1) 'Disabling of this Profile is not allowed'
¢ (PPR2) 'Deletion of this Profile is not allowed'

The coding of PPRs is given in section 2.4a.1.1.

2.9.2 Rules Authorisation Table (RAT)

The Rules Authorisation Table (RAT) contains the description of the acceptable set of PPRs
that can be set in a Profile. The RAT is defined at eUICC platform level and is used by the
Profile Policy Enabler (PPE) and the LPA to determine whether or not a Profile that contains
PPRs is authorised and can be installed on the eUICC.

The RAT is initialised at eUICC manufacturing time or during the initial Device setup
provided that there is no installed Operational Profile. The Device manufacturer or EUM is
responsible for setting the content of the RAT.
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The RAT SHALL NOT be affected by the ES10c.eUICCMemoryReset function (section
5.7.19).

29.21 Profile Policy Authorisation Rules (PPAR)
The RAT contains a list of Profile Policy Authorisation Rules (PPAR).

A PPAR is composed of the following information:

Data ‘ Description

Identifies the Profile Policy Rules to which this PPAR applies. This
field SHALL contain one or several PPR(s) being set as defined in
2.4a.1.1.

Profile Policy Rule
Identifier

List of Profile Owners, as defined in section 2.4a.1.2, allowed to use
this PPR.

Wildcards can be used to indicate that all, or a set of, Profile
Owners are allowed. See below.

Allowed Operators

End User Consent Indicates if the related PPR needs the End User Consent for the
Required Profile to be installed (true/false).

Table 5: PPAR description

The RAT MAY contain zero or more PPAR(s) related to a particular PPR. The order of the
PPARs in the RAT is significant (see below).

The RAT of an eUICC supporting MEP SHALL NOT contain any PPAR for PPR1.

'Allowed Operators' field
The 'Allowed Operators' field contains the identifier(s) of the Profile Owner(s) (explicitly listed

or matching a wild card) allowed to use the related PPR. It SHALL be compared against the
profileOwner field of the Metadata of the Profile.

Any of the digits of the mccMnc data object can be wildcard-ed by setting the appropriate
nibble to 'E'.

If present in the PPAR, a non-empty gidl or gid2 value SHALL exactly match the
corresponding value in the profileOwner field.

The gidl or gid2 data objects can be wildcard-ed by setting an empty value (length zero).

An omitted gid1 or gid2 value in the PPAR SHALL only match a profileOwner field
where the corresponding gidl or gid2 value is absent.

NOTE: A PPR MAY be allowed for all Profile Owners by setting the 'Allowed
Operators' field with a unique Operatorld having the mccMnc field value set
to 'EEEEEE' and gidl and gid2 data objects set with an empty value
(length zero).

A PPR MAY be ‘forbidden’ for all Profile Owners by not defining any related PPAR.

Case where multiple PPARs are defined for a PPR:
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A PPR is allowed for a Profile Owner whose identifier appears in the 'Allowed Operators'
field (explicitly listed or matching a wild card) in one of the related PPARSs.

'End User Consent required’ field
When set to 'true’, it indicates that for all Profile Owners allowed by the 'Allowed Operators'

field the LPA SHALL get the End User Consent for the related PPR to install the Profile.

When set to 'false’, it indicates that this End User Consent is not mandatory.

Case where multiple PPARs are defined for a PPR:

When a Profile Owner is allowed in several PPARs (explicitly listed or matching a wild card),
the 'End User Consent required' field value of the first of these PPARs SHALL be used.

Example of RAT configuration (for illustration only and not intended to represent a real
case):

PPRid Allowed Operators End User Consent
Required

PPR1 OP-A false

PPR2 OP-B false

PPR1, PPR2 | * true

The ™" in the 'Allowed Operators' field denotes a PPR that is allowed for any Profile Owner;
and if there is no PPAR for a particular PPR, then that PPR is forbidden.

With this configuration, Operator OP-A:

e can use PPR1 without the End User consent
e can use PPR2 with the End User consent

With this configuration, Operator OP-B:

e can use PPR1 with the End User consent
e can use PPR2 without the End User consent

With this configuration, any other Profile Owner:

e can use PPR1 and PPR2 with the End User consent

29.2.2 Notable RAT configurations
'All PPRs allowed for all Profile Owners, End User Consent required’

PPRid Allowed Operators End User Consent

Required

PPR1, PPR2 | * true

'All PPRs forbidden for all Profile Owners'
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PPRid Allowed Operators End User Consent

Required

<no entry>

29.23 Void

2.9.24 LPA verification

During the Profile Download and Installation procedure (see section 3.1.3), the LPA SHALL
verify that the PPRs defined in the Profile to install can be set by the Profile Owner, and if an
End User Consent is required.

The figure below describes the process to determine if all PPRs of a Profile can be set by
the Profile Owner, and if an End User consent is required, according to RAT configuration.

For each PPR in the Profile

Select next . Is PPR no
PPR in Profile known?,
A
yes

Evaluate PPR
authorisation (see next figure)

Note that End User
consent is required

Operational
Rrofile alreag

) 4

®

Profile allowed Profile allowed Profile not allowed
with End User consent

Figure 5: Profile's PPRs verification by LPA

The figure below describes the process to determine if a particular PPR can be set by the
Profile Owner, and if an End User consent is required, according to its related PPAR(S)
configuration.
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Look for PPAR(s
® , (s)

matching the PPR

PAR(SN no

Non-confidential

>\ defined?

yes

Evaluate PPAR

PPR
allowed

2.9.3 Profile Policy Enabler

PPR allowed with
End User consent

Figure 6: Particular PPR verification by the LPA

PPAR To
ayaluate?

no

The Profile Policy Enabler on the eUICC has two functions:

¢ Verification that a Profile containing PPRs is authorised by the RAT.
o Enforcement of the PPRs of a Profile.

2.9.31 PPRs Verification: Profile installation time

At Profile installation time the Profile Policy Enabler SHALL verify each of the PPRs as
described below, to determine if it allows the Profile installation to continue. If the verification
results in the Profile not being allowed, then the Profile installation SHALL be rejected and a

Profile Installation Result SHALL be generated and returned to the LPA.

A 4

@®
PPR NOT
allowed

The PPE cannot enforce that the End User consent, if any is required, is captured by the
LPA. As a consequence the 'End User Consent required' field SHALL NOT be considered

during the PPRs verification by the PPE.

The figure below describes the process that the PPE SHALL run to determine if a Profile
containing PPRs can be installed on the eUICC, according to the RAT configuration.
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For each PPR in the Profile

Select next . Is PPR no
PPR in Profile known?,
yes

Evaluate PPR
authorisation (see next figure)

Operational

rofile alre
@ stalled? @

Profile allowed

Profile not allowed
Figure 7: Profile's PPRs verification by PPE

The figure below describes the process to determine if a PPR is allowed according to its
related PPAR(s) configuration.

Look for PPAR(s
® (s)

matching the PPR

) 4 ) 4
® ®
PPR PPR NOT

allowed allowed

Figure 8: Particular PPR verification by the PPE

2.9.3.2 PPR Verification: PPR update after Profile is installed

A PPR in a Profile installed in the eUICC can be unset (using the "ES6.UpdateMetadata”

Function by the Profile Owner or the RPM Command 'Update Metadata'). The setting of a
PPR in the eUICC is for further study.
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2.9.3.3 PPR Enforcement

The Profile Policy Enabler SHALL enforce the PPRs of a Profile when a Local Profile
Management Operation is requested upon this Profile. Each of the defined enforcement
cases are described in the concerned procedures (see section 3.2 and 3.3).

2.9.3.3.1 Void
Table 6: Void

2.9.3.3.2 Enforcement involving Test Profile

When a Test Profile is requested to be enabled whereas the currently Enabled Profile has a
PPR1 set, PPE SHALL NOT enforce this PPR1 to allow the Test Profile to be enabled.

2.9.3.3.3 Void

2.10 Remote Profile Management

This section describes the structure of RPM Package composed of one or more RPM
Commands. This section also describes how an eUICC generates the execution result of an
RPM Package.

2.10.1 RPM Package

The SM-DP+ SHALL generate an RPM Package upon the request of Operator. The RPM
Package SHALL be encoded in the ASN.1 data object as shown below.

—— ASN1START
RpmPackage ::= SEQUENCE OF RpmCommand -- #SupportedForRpmV3.0.0#
RpmCommand ::= SEQUENCE ({

continueOnFailure [0] NULL OPTIONAL,
rpmCommandDetails CHOICE ({
enable [1] SEQUENCE {iccid [APPLICATION 26] Iccid},
disable [2] SEQUENCE {iccid [APPLICATION 26] Iccid},
delete [3] SEQUENCE {iccid [APPLICATION 26] Iccid},
listProfileInfo [4] ListProfilelInfo,
updateMetadata [5] SEQUENCE {
iccid [APPLICATION 26] Iccid,
updateMetadataRequest UpdateMetadataRequest
b
contactPcmp [6] SEQUENCE ({
iccid [APPLICATION 26] Iccid,
dpiRpm UTF8String OPTIONAL
}
}
}
—-— ASN1STOP

The SM-DP+ SHALL limit the size of the value part of one RpmPackage to a maximum of
1057 bytes. The eUICC SHALL be able to handle at least this size. If the eUICC receives an
RpmPackage too large to handle, it SHALL reject it with error code
commandPackageTooLarge.

NOTE 1. This allows transporting of one icon with maximum size (1024 bytes),
together with the icon type and continueOnFailure being set.
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NOTE 2: If more RPM Commands need to be sent, an SM-DP+ MAY use
rpmPending to chain multiple RSP sessions as defined in section 5.6.3.

The rpmCommandDetails identifies the type of an RPM Command. The following
limitations exist:

e In order to simplify handling of the REFRESH proactive command after processing of
the RPM Package, the SM-DP+ SHALL restrict Enable and Disable commands in one
RPM Package as follows:

e only one Enable command, or
¢ only one Disable command, or
¢ only one Disable command followed by only one Enable command.

The eUICC MAY terminate processing of a subsequent Enable or Disable command
in the RPM Package with error commandsWithRefreshExceeded.

¢ RPM Command 'Contact PCMP' SHALL NOT be followed by any other RPM
Command in the same RPM Package. Any subsequent command SHALL be rejected
with error commandAfterContactPcmp.

¢ An RPM Command requesting the enabling or disabling of a Test Profile via RPM
SHALL be rejected by the eUICC.

On the execution failure of an RPM Command: if continueOnFailure is present, then the
eUICC SHALL continue to execute the next RPM Command in the RPM Package.
Otherwise, the eUICC SHALL stop processing the RPM.

The iccid indicates the Target Profile.

RPM Command 'List Profile Info'

listProfileInfo SHALL be coded and processed as defined in section 5.7.15.

RPM Command 'Update Metadata'

updateMetadataRequest indicates the Profile Metadata to be updated. It SHALL be
coded and processed as defined in section 5.4.1.

2.10.2 Load RPM Package Result

The RPM Commands in the RPM Package are executed sequentially until the end is reached
or an error is encountered for a command where continueOnFailure is not present. Each
executed command produces an RPM Command Result.

Atomic processing by the eUICC is required only for each RPM Command.

In case of external interruptions (e.g., power loss), the eUICC MAY be unable to process
remaining commands. This SHALL be indicated by placing interruption into the RPM
Command Result.

If an RPM Command in the sequence is unknown or unsupported, or the command data
cannot be interpreted, the eUICC SHALL terminate processing of the command sequence and
return unknownOrDamagedCommand as RPM Command Result.

The eUICC SHALL be able to create a finalResult with a value size of at least 1072 Bytes.
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NOTE: This allows for the response to include one icon with maximum size (1024
bytes), together with the icon type and the ICCID.

If the processing of an RPM command would result in exceeding the maximum size the eUICC
can handle, independent of the presence of continueOnFailure, the eUICC SHALL NOT
process this and all subsequent commands and place resultSizeOverflow into the RPM
Command Result.

The Load RPM Package Result SHALL be returned at the end of executing an RPM Package.

A signed Load RPM Package Result SHALL be kept by the eUICC (which can hold one or
several signed Load RPM Package Results) until explicitly deleted by the LPA, after
successfully delivered to the SM-DP+. Before being deleted the signed Load RPM Package
Result(s) MAY be retrieved at any time by the LPA.

When the eUICC needs to store a new signed Load RPM Package Result and/or Profile
Installation Result, if there is not enough room the eUICC SHALL delete one or more of the
previously stored signed Load RPM Package Results or Profile Installation Results in order of
their Sequence Number, beginning with the lowest.

The Load RPM Package Result SHALL be encoded in the ASN.1 data object as shown below.

—— ASNI1START

LoadRpmPackageResult ::= [68] CHOICE { -- Tag 'BF44' #SupportedForRpmV3.0.04#
loadRpmPackageResultSigned LoadRpmPackageResultSigned,
loadRpmPackageResultNotSigned LoadRpmPackageResultNotSigned

}

LoadRpmPackageResultSigned ::= SEQUENCE ({
loadRpmPackageResultDataSigned LoadRpmPackageResultDataSigned,
euiccSignRPR EuiccSign

}

LoadRpmPackageResultDataSigned ::= SEQUENCE {
transactionId [0] TransactionId,
notificationMetadata[47] NotificationMetadata,
smdpOid OBJECT IDENTIFIER, -- SM-DP+ OID (value from CERT.DPauth.SIG)
finalResult [2] CHOICE {
rpmPackageExecutionResult SEQUENCE OF RpmCommandResult,
loadRpmPackageErrorCodeSigned LoadRpmPackageErrorCodeSigned

}

RpmCommandResult ::= SEQUENCE { -- #SupportedForRpmV3.0.0#
iccid [APPLICATION 26] Iccid OPTIONAL, -- SHALL be present, except for
listProfileInfoResult and rpmProcessingTerminated
rpmCommandResultData CHOICE ({
enableResult [49] EnableProfileResponse, —-- ES10c.EnableProfile
disableResult [50] DisableProfileResponse, -- ES10c.DisableProfile
deleteResult [51] DeleteProfileResponse, —-- ES10c.DeleteProfile
listProfileInfoResult [45] ProfileInfolistResponse, -- ES10c.GetProfilesInfo
updateMetadataResult [42] UpdateMetadataResponse, -- ES6.UpdateMetadata
contactPcmpResult [0] ContactPcmpResponse,
rpmProcessingTerminated INTEGER {
resultSizeOverflow (1),
unknownOrDamagedCommand (2),
interruption (3),
commandsWithRefreshExceeded (4),
commandAfterContactPcmp (5),
commandPackageTooLarge (6)
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ContactPcmpResponse ::= CHOICE {
contactPcmpResponseOk SEQUENCE {
pcmpAddress UTF8String
by
contactPcmpResponseError INTEGER {
profileNotEnabled (2),
commandError (7),
nolprConfiguration (13),
undefinedError (127) }
}

LoadRpmPackageResultNotSigned ::= SEQUENCE ({

transactionId [0] TransactionId,

loadRpmPackageErrorCodeNotSigned LoadRpmPackageErrorCodeNotSigned
}

LoadRpmPackageErrorCodeSigned ::= INTEGER { invalidSignature(2),
invalidTransactionId(5), undefinedError (127)}

LoadRpmPackageErrorCodeNotSigned ::= INTEGER { noSession(4), undefinedError (127) }
—-— ASN1STOP

euiccSignRPR SHALL be created using the SK.EUICC.SIG selected during the RPM
Download procedure, and verified using the related PK.EUICC.SIG as described in section
2.6.9. euiccSignRPR SHALL apply on the concatenated data objects
loadRpmPackageResultDataSigned and smdpSignature3.

In case of the error invalidTransactionId, the transactionId in the
LoadRpmPackageResultDataSigned SHALL be set to the value from the
AuthenticateServerRequest.

dpiRpm contains the DPI which if present in the command data is appended by the LPA to
the pcmpAddress received in the response in order to trigger the LPR.

NOTE: Error codes to RPM commands do not disclose any information about the
existence of a Profile unless the SM-DP+ is authenticated and authorised.

2.11 Overview of version interoperability

Depending on the interfaces, interoperability between parties implementing different versions
of this specification is enabled by SVN and/or RSP capability indication by one party and
appropriate reaction by the other party.

For (LPA and eUICC) to RSP Server communication related functions (ES8+, ES9+, ES10a,
ES10b, ES11), this specification provides a built-in mechanism for capability indication. Each
party compliant with version 3 or higher of this specification has to include its RSP capability.
When the RSP capability is absent, it indicates a party implementing a version prior to version
3. This mechanism is described in section 3.0.1 Common Mutual Authentication Procedure
and related functions.

For RSP Server to RSP Server communication (ES2+, ES12, ES15), the RSP Server that acts
as a client indicates its SVN using the HTTP header X-Admin-Protocol (see section 6.2).

For information, the Device and the LPAd can determine the highestSvn of the eUICC by
using the ES10b.GetEUICCInfo function as described in section 5.7.8. The LPAd uses the
ES10 functions and associated parameters in line with the EuiccRspCapability for further
communication with the eUICC. The eUICC doesn't need to know the 1paSvn of the LPAd
and operates according to the LPAd requests.
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To communicate on ES6 with the eUICC, the Operator SHALL use the protocol and functions
corresponding to the capabilities communicated by the eUICC in EUICCInfo2 during the
Profile Download and Installation.

There is no SVN negotiation on EShri. But the HRI Server can version its services using
different URLSs.

2.12 Multiple Enabled Profiles

This specification defines optional support of Multiple Enabled Profiles (MEP), where several
Profiles can be in Enabled state. This enables a Device with more than one baseband to use
more than one Profile at the same time for providing connectivity to different networks.

The multiplexing of the APDU streams to those Profiles on a single physical interface is
specified in ETSI TS 102 221 [6]. This specification uses the term "eSIM Port" for what ETSI
TS 102 221 [6] calls a logical SE interface (LSI).

eSIM Ports are identified by consecutive numbers starting from zero (and will be written as
eSIM Port 0, eSIM Port 1, etc.).

Each eSIM Port SHALL be assigned to at most one Enabled Profile at any point in time.
Each Profile SHALL be assigned to at most one eSIM Port at any point in time.

Profile Enabling assigns a Profile to an eSIM Port. Profile Disabling releases this
assignment. A Disabled Profile is not assigned to any eSIM Port.

Several options for different features are defined for MEP:

e APDU multiplexing can use any of the mechanisms defined in ETSI TS 102 221 [6],
e.g.:

o eSIM Port selection via the APDU MANAGE LSI (select LSI) when the
transmission protocol T=0 or T=1 is used.

o eSIM Port selection via the NAD byte when the transmission protocol T=1 is
used.

e Three options are defined for the selection of the ISD-R and the assignments of eSIM
Ports:

o MEP-ALl: The ISD-R is selected on eSIM Port 0 only and Profiles are selected
on eSIM Ports 1 and higher, with the eSIM Port being assigned by the LPA.
l.e., Command Port and Target Port will always be different.

o MEP-A2: The ISD-R is selected on eSIM Port 0 only and Profiles are selected
on eSIM Ports 1 and higher, with the eSIM Port being assigned by the eUICC.
I.e., Command Port and Target Port will always be different.

o MEP-B: Profiles are selected on eSIM Ports 0 and higher, with the ISD-R
being selectable on any of these eSIM Ports. ES10c.EnableProfile and, if
CAT is initialised on the Target Port, ES10c.DisableProfile are always sent on
the Target Port (i.e., Command Port and Target Port are identical). If CAT is
not initialised on the Target Port, ES10c.DisableProfile can be sent on any
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eSIM Port. Other ES10 commands can be sent on any eSIM Port where CAT
is initialised.

e As already defined in v2 of this specification, two options exist for processing a
Profile switch:

o Profile switching requires a REFRESH proactive command to be issued by
the eUICC.

o Profile switching is performed without such a proactive command.

This specification treats these options independently and an eUICC MAY implement any
combination. Limitations for the LPA are given in sections 3.2.1 and 3.2.2.

MEP is only defined for non-removable eUICCs, where the options to be used can be pre-
agreed by the OEM and the EUM. Still, an optional setup mechanism is defined in section
3.4.1, which allows Devices and eUICCs to support several modes.

2.13 Overview of Push Service

A Push Service is a service that allows an application server to send push notifications to an
application on a Device. This specification allows an SM-DS and LDS to leverage a Push
Service so that the LDS is informed in a timely manner when a relevant Event Record is
available on the SM-DS.

Figure 8aa shows the entities required for Push Service. A Push Service is implemented by
a combination of a push server and a push client on the Device. The interfaces between the
push server and the push client, between the push client and the LPAd, and between the
SM-DS and the push server, as well as the interactions between them, are out of scope of
this specification.
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[ eUICC ]
€-===== > Push Service Interface (out of scope)

Figure 8aa: Entities for Push Service, LPA in the Device

The SM-DS and a Device MAY support one or more Push Services. The LPAd and SM-DS
perform the Push Service registration so that the SM-DS can subsequently send push
notifications to the LPAd, following the general sequence that follows:

The SM-DS indicates, during Common Mutual Authentication, one or more Push Service(s)
that it supports. If the Device supports at least one of these Push Services, the LPAd
requests the corresponding push client on the Device to allow the LPAd to use this Push
Service. The push client and its related push server perform an operation to generate a Push
Token dedicated to the LPAd. The LPAd then forwards its Push Token together with the EID
of its associated eUICC to the SM-DS (see section 3.6.5).

Later, to inform the LPAd that an Event Record is pending for this LPAd on the SM-DS, the
SM-DS requests the push server to send a push notification for this Push Token. The push
server routes this notification to the push client, which forwards it to the LPAd. The LPAd MAY
then perform an Event Retrieval procedure.

A Push Service MAY limit the validity of a Push Token depending on its implementation. Upon
expiration of the validity, the LPAd SHOULD re-register a Push Token to the SM-DS to remain
able to receive push notifications.

The SM-DS MAY also clean its database of Push Tokens to avoid keeping obsolete Push
Tokens. The LPAd and Push Service may not know about when this happens. An SM-DS that
enacts such a clean-up policy SHOULD instruct the LPAd of a maximum Push Token retention
time. It is the responsibility of the LPAd to register a Push Token, which was previously used
or is newly generated, to the SM-DS when this retention time expires.
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3 Procedures

This section specifies the procedures associated with Remote SIM Provisioning and
Management of the eUICC for consumer Devices.

Some call flows illustrate the case where the LPA is in the Device (LPAd). Such call flows
with an LPAe would be identical except that all ES10a, ES10b and ES10c calls become
internal to the eUICC and out of scope of this specification.

3.0 Common Procedures

3.0.1 Common Mutual Authentication Procedure

This section describes the common mutual authentication call flow that is used in various
others places in this document.

In this section the following notations are used:

e SM-XX denotes either an SM-DP+ or an SM-DS.

e CERT.XXauth.SIG denotes either CERT.DPauth.SIG or CERT.DSauth.SIG.

e SK.XXauth.SIG denotes either SK.DPauth.SIG or SK.DSauth.SIG.

e CERT.XX.TLS denotes either CERT.DP.TLS or CERT.DS.TLS.

e SK.XX.TLS denotes either SK.DP.TLS or SK.DS.TLS.

e ESXX denotes either ES9+ when communicating with an SM-DP+ or an ES11 when
communicating with an SM-DS.

¢ SM-XX SubCA Certificates denote one or more of CERT.CISubCA.SIG,
CERT.DPSuUbCA.SIG, CERT.DSSubCA.SIG, or SubCA Certificates in a trust chain
from CERT.XX.TLS to a public RootCA.

This procedure implies the use of CERT.XXauth.SIG. Following this common mutual
authentication procedure, if any other Certificates of the SM-XX are used, e.g., the
CERT.DPpb.SIG, these Certificates SHALL have a trust chain leading to the same eSIM CA
RootCA Certificate as CERT.XXauth.SIG.
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participant "<b>SM-XX" as DP
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LPA -> E : [la] [ES10b.GetEUICCInfo]

E -—> LPA : [1lb] [euiccInfol]

rnote over LPA #FFFFFF

[lc] [Restrict the set of public keys in euiccInfol

to the allowed CI PKId]

end rnote

LPA -> E : [2] ES10b.GetEUICCChallenge

rnote over E #FFFFFF : [3] Generate euiccChallenge

E --> LPA : [4] eUICCChallenge

rnote over DP, LPA #FFFFFF : [5] Establish HTTPS connection
LPA -> DP : [6] ESXX.InitiateAuthentication \n (eUICCChallenge, euiccInfol, SM-XX
Address, lpaRspCapabiliy)

Page 80 of 483




GSM Association Non-confidential
RSP Technical Specification

rnote over DP #FFFFFF
[7]

- [Verify SM-XX Address]
- Verify euiccInfol
Endrnote

DP --> LPA : [error]

rnote over DP #FFFFFF

[8]

- Generate TransactionID

- Generate serverChallenge

- Build serverSignedl = {TransactionID, euiccChallenge,
serverChallenge, SM-XX Address|[, sessionContext]}

- Compute serverSignaturel over serverSignedl

- [Retrieve CRL(s)]

endrnote

DP --> LPA : [9] TransactionID, serverSignedl,
serverSignaturel, \neuiccCiPKIdToBeUsed, CERT.XXauth.SIG [, otherCertsInChain] [,
crlList]

rnote over LPA #FFFFFF

[10]

- [Verify OID]

- Verify SM-XX Address

- [Verify CI restriction]

- Verify sessionContext

- Generate ctxParamsl

endrnote

LPA -> E : [11] ES10b.AuthenticateServer\n (serverSignedl, serverSignaturel,\n

euiccCiPKIdToBeUsed, CERT.XXauth.SIG or serverCertChain, ctxParamsl

[,otherCertsInChain] [, crlList])

rnote over E #FFFFFF

[12]

- Verify server certificate chain

- Verify serverSignaturel over serverSignedl

- Verify serverSignedl

endrnote

E --> LPA : [error]

rnote over E #FFFFFF

[13]

- Generate euiccSignedl = {TransactionID, serverChallenge,
euiccInfo2, ctxParamsl}

- Compute euiccSignaturel over euiccSignedl

endrnote

E --> LPA : [14] euiccSignedl, euiccSignaturel,\n euiccCertificate, nextCertInChain
[, otherCertsInChain]

LPA -> DP : [15] ESXX.AuthenticateClient \n (euiccSignedl, euiccSignaturel, \n
euiccCertificate, nextCertInChain[, otherCertsInChain])

rnote over DP #FFFFFF

[16]

- Verify eUICC certificate chain

- Verify euiccSignaturel over euiccSignedl
- Verify euiccSignedl

endrnote

DP --> LPA : [error]

LPA --> E : [ES10b.CancelSession]

rnote over DP, E #FFFFFF : [17] Continue...
@enduml
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- Build serverSigned! = {TransactioniD, suiccChallenge,
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- Compute serverSignature! over serverSigned?

- [Retrieve CRL(s})]

[9] TransactioniD, serverSigned! , serverSignature?,
euiccCIPKIdToBelsed, CERT auth.SIG [, otherCertsinChain], orList]

o

- [Verify OID]

- Verify SM-XX Address
- [Verify Cl restriction]

- Verify sessionContext
- Generate ctxParams1

[11] ES10b.AuthenticateServer
(serverSigned! , serverSignaturel,
euiccCiPKldToBelsed, CERT XXauth SIG or serverCertChain, ctxParams1 [,ctherCertsinChain]l, crilist])_

M2

- Verify server certificate chain

- Verify serverSignature! over serverSignedi
- Verify serverSigned!

error]
M3
- Generate euiccSigned1 = {TransactionlD, serverChallenge,
euiccinfo2, ctxParams1}
- Compute euiccSignature! over euiccSigned]
[14] euiccSigned1, euiccSignature! ,
le— ... BudecCerificats, nexiCertinChain |, therCerisimchainl |
[15] ES¥¥ AuthenticateClient
(euiccSigned? , euiceSignature?
euiccCertificate, nextCertinChain|, otherCertsinChain])

18]

- Verify eUICC certificate chain

- Verify eviccSignaturel over euiccSignedi

- Verify euiccSigned1

[error] >
ES10k CancelSession

‘ [17] Continue... ‘

[ I [
Figure 8a: Common Mutual Authentication Procedure

Start conditions:

The SM-XX is provisioned with its Certificate(s) (CERT.XXauth.SIG), its private key(s)
(SK.XXauth.SIG), the eSIM CA RootCA Certificate(s) (CERT.CL.SIG), its TLS Certificate(s)
(CERT.XX.TLS), its TLS Private Key(s) (SK.XX.TLS), and the SM-XX SubCA Certificates, if
any, in the trust chains of its CERT.XXauth.SIG and CERT.XX.TLS Certificates.

The eUICC is provisioned with its Certificate(s) (CERT.EUICC.SIG), its private key(s)
(SK.EUICC.SIG), the EUM Certificate(s) (CERT.EUM.SIG), the eSIM CA RootCA SubCA
Certificate(s), if any (CERT.CISubCA.SIG), the EUM SubCA Certificate(s), if any
(CERT.EUMSUbCA.SIG), and the eSIM CA RootCA Public Key(s) (PK.CI.SIG).

The invocation of this procedure conditionally includes a restriction to a single allowed eSIM
CA RootCA public key identifier.

Procedure:
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1.

(a) Optionally, the LPA MAY request eUICC Information euiccinfol from eUICC by
calling the "ES10b.GetEUICCInfo" function. This is required if the LPAd hasn’t already
retrieved this information.

(b) The eUICC returns the euiccinfol to the LPAd.

(c) If there is a restriction of the allowed eSIM CA RootCA public key(s), the LPAd
SHALL create a new instance of euiccInfol for this invocation of the procedure by
removing all public key identifiers from euiccCiPKIldListForVerification that do not
match the given eSIM CA RootCA public key identifier or indicator. If this process
results in an empty list for euiccCiPKIdListForVerification, then the LPAd SHALL inform
the End User and the procedure SHALL stop.

The LPAd requests an eUICC Challenge from the eUICC by calling the "ES10b.
GetEUICCChallenge" function (section 5.7.7).

The eUICC SHALL generate an eUICC Challenge which SHALL be signed later by the
SM-XX for SM-XX authentication by the eUICC.

The eUICC returns the eUICC Challenge to the LPAd.

The LPAd establishes a new HTTPS connection with the SM-XX in server
authentication mode. The TLS session establishment SHALL perform a new key
exchange (it SHALL NOT reuse keys from a previous session). During this step, the
LPAd SHALL verify that CERT.XX.TLS is valid as described in section 4.5.2.2. If
CERT.XX.TLS is invalid and all retries have been exhausted, the LPAd SHALL stop
the procedure. If there is a restriction of the allowed eSIM RootCA public key(s), it
SHALL NOT affect the establishment of the HTTPS connection.

NOTE 1. The TLS handshake as defined in RFC 5246 [16] doesn't allow the LPAd to

indicate in the "ClientHello" message the list of eSIM CA RootCA public keys
it supports for signature verification. Therefore, in a Multiple eSIM CA
environment, the SM-XX cannot provide with certainty a CERT.XX.TLS that
the LPAd will be able to verify, and the TLS handshake may fail. In that case
the LPAd MAY retry the TLS handshake, and the SM-XX MAY select a
different CERT.XX.TLS.

NOTE 2. The LPAd MAY use a non-empty session_id in the "ClientHello" as

6.

described in RFC 5246 [16].

The LPAd SHALL call the "ESXX.InitiateAuthentication” function (sections 5.6.1 and
5.8.1) with its input data comprising the euiccChallenge, euiccinfol, SM-XX Address
and its capability. SM-XX is the Address used by the LPAd to access the SM-XX. The
way the SM-XX Address is acquired depends on the procedure where this common
call flow is used.

The SM-XX SHALL verify that the SM-XX Address sent by the LPAd is valid. If the SM-
XX Address is not valid, the SM-XX SHALL return an error.

The SM-XX SHALL verify the list of eSIM CA RootCA Public Keys that are associated
to the eUICC credentials (euiccCiPKIdListForSigning and
euiccCiPKIdListForSigningV3 if present, as contained in euicclnfol). If the SM-XX
does not accept any of these eSIM CA RootCA Public Keys it SHALL return an error.
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The SM-XX SHALL verify the received eSIM CA RootCA Public Key Identifier list
(euiccCiPKIdListForVerification contained in the euiccinfol). If it cannot provide a
CERT.XXauth.SIG which chain can be verified by an eSIM CA RootCA Public Key
supported by the eUICC:

e If the LPAd RSP capabilities indicated euiccCiUpdateSupport, the SM-XX
SHOULD select its preferred CERT.XXauth.SIG.

e In all other cases, it SHALL return an error.
If the LPAd receives an error in this step, then the LPAd SHALL stop the procedure.
8. The SM-XX SHALL perform the following:

¢ Generate a TransactionID which is used to uniquely identify the RSP session and
to correlate the multiple ESXX request messages that belong to the same RSP
session.

e Generate an SM-XX Challenge (serverChallenge) which SHALL be signed later
by the eUICC for the eUICC authentication.

e Select one eSIM CA RootCA Public Key among those provided within
euiccCiPKIdListForSigning or euiccCiPKIdListForSigningV3, that is supported by
the RSP Server for signature verification and indicate it in euiccCiPKIdToBeUsed
or in euiccCiPKIdToBeUsedV3 respectively.

e Generate a serverSignedl data structure.

o Compute the serverSignaturel over serverSignedl using the SK.XXauth.SIG
corresponding to the CERT.XXauth.SIG determined in step 7.

¢ If both eUICC and LPA indicate crlStaplingV3Support, retrieve the latest CRL for
each Certificate in the chain that has a cRLDistributionPoints extension set
(unless it is already available).

9. The SM-XX SHALL return to the LPAd the TransactionlD, serverSignedl,
serverSignaturel, euiccCiPKIdToBeUsed, Certificate(s) and conditionally the CRL(S).

10.The LPAd SHALL:

o If the SM-XX is an SM-DP+ and if its OID was provided earlier, verify the OID as
specified in the procedure where this call flow is used.

o Verify that the SM-XX Address returned by the SM-XX matches the SM-XX
Address that the LPAd has provided in step (6).

e If there is a restriction to a single allowed eSIM CA RootCA public key identifier,
verify that the Subject Key Identifier of the eSIM RootCA corresponding to
CERT.XXauth.SIG matches this value.

e If the LPAd indicated euiccCiUpdateSupport, verify that the Subject Key
Identifier of the Root Certificate corresponding to CERT.XXauth.SIG is included in
euiccInfol.euiccCiPKIdListForVerification. If the verification fails,
the LPAd SHALL inform the End User and stop the procedure, after which it MAY
perform the eUICC Root Public Key update procedure (section 3.10) indicating
that Subject Key Identifier.
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(Optional) Verify that each Certificate in the chain and each CRL in the list (if
present) is valid with respect to its time window, i.e., notBefore and
thisUpdate are in the past, and notAfter and nextUpdate are in the future,
with regard to the current time known by the Device.

If any verification fails, the LPAd SHALL inform the End User and stop the
procedure.

Generate a data structure, ctxParams1, to be given to the eUICC to be included
in signed data.

11.The LPAd SHALL call "ES10b.AuthenticateServer" function with input data comprising

12.

the serverSignedl, serverSignaturel, euiccCiPKIdToBeUsed if returned by the SM-
XX, CERT.XXauth.SIG, other certificates in the chain if returned by the SM-XX,

ctxParamsl and conditionally the CRL(S).

The eUICC SHALL:

Verify the CERT.XXauth.SIG and other certificates in the chain, if any, starting
with CERT.XXauth.SIG, using the relevant PK.CI.SIG.

Verify the serverSignaturel performed over serverSignedl.

Verify that euiccChallenge contained in serverSignedl matches the one
generated by the eUICC during step (3).

Verify that the eSIM CA RootCA Public Key Identifier indicated in either
euiccCiPKIdToBeUsed or euiccCiPKIdToBeUsedV3 is supported and related
credentials are available for signing.

If the sessionContext indicates criStaplingvV3Used, verify the validity of each CRL,
and verify that no Certificate in the chain is revoked.

If any verification fails, the eUICC SHALL return a relevant error status and the
procedure SHALL stop.

If all the verifications succeed, the SM-XX is authenticated by the eUICC.

13. The eUICC SHALL:

Generate the euiccSignedl data structure.

Compute the euiccSignaturel over euiccSignedl using SK.EUICC.SIG. When
generating the euiccSignaturel, the eUICC SHALL use the credentials identified
in the previous step.

14.The eUICC SHALL return the euiccSigned1l, euiccSignaturel and the eUICC certificate

chain related to the credentials used in the previous step.

15. The LPAd SHALL call the "ESXX.AuthenticateClient" function with input data

comprising euiccSigned1, euiccSignaturel and the eUICC certificate chain.

16. On reception of the "ESXX.AuthenticateClient" function call, the SM-XX SHALL:

Correlate it with the "ESXX.InitiateAuthentication” function processed in steps (7)
and (8), by verifying the two TransactionIlDs match.
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o Verify that the Root Certificate of the eUICC certificate chain corresponds to the
euiccCiPKIdToBeUsed Of euiccCiPKIdToBeUsedVv3 that the SM-XX
selected when executing the "ESXX.InitiateAuthentication” function.

o Verify that the eUICC Certificate chain is valid as described in section 4.5.2.2.

o Verify the euiccSignaturel performed over euiccSignedl using the PK.EUICC.SIG
contained in the CERT.EUICC.SIG.

¢ Verify that serverChallenge contained in euiccSigned1l matches the one
generated by the SM-XX during step (7).

e Verify that the eUICC and LPA RSP capabilities match those received in
ESXX.InitiateAuthentication.

If any verification fails, the SM-XX SHALL return a relevant error status to the LPAd.

If all verification succeeds, the SM-XX SHALL return a response comprising the
pending RSP operation to the LPAd depending on the procedure within which this
procedure is used.

If all verifications succeed but the SM-XX has no pending RSP operation for the
eUICC:

e The SM-DP+ SHALL return a status code as specified for the type of RSP
operation that was requested.

e The SM-DS SHALL return the TransactionID and an empty list of Event
Records in "ES11.AuthenticateClient" response.

If the LPAd receives an error status, or only the TransactionID from the SM-DP+ in
this step, then the LPAd SHALL send "ES10b.CancelSession" to the eUICC with a
reason sessionAborted.

17.This common call flow SHALL be followed by additional steps depending on the
procedure within which it is used.

3.0.2 Common Cancel Session Procedure

This section describes the cancel session call flow that is used in various other places in this
document.

This procedure can occur due to an error, End User rejection, or timeout at the following steps
of the protocol:

e after the response to "ES9+.AuthenticateClient"

e after the response to "ES9+.GetBoundProfilePackage"
The LPAd MAY provide additional places where the End User would be offered to reject the
Profile or RPM download.
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[1] ES10b.CancelSession(TransactionlD, reason)

12]

- Generate suiccCancelSessionSigned = {
TransactionlD, reason}

- Compute euiccCancelSessionSignature
over euiccCancelSessionSigned

[3] cancelSessionResponseOk

[Stop procedurs if the reason is sessionAbaorted]
T
| 4] [Establish HTTPS connection] \

| [5] ES9+ CancelSession(Transaction|D, cancelSessionResponseCk)

6]

- Retrieve the on-going RSP session
- Werify euiccCancelSessionSignature
- Verify the SM-DP+ OID

[ERROR]
alt [Reason is one of {postponed, timeout}]
[7] 0K
[Otherwisg]

8]

- [Set the Profile in Error state]

- [Delete Event, Refer to Event Deletion section 3.6.3]

opt__/
[9] ES2+ HandleMatification
oK

[10] 0K -

Figure 8b: Common Cancel Session Procedure
Start Conditions:
This procedure can be used in the following cases.
General reasons in the response to "ES9+.AuthenticateClient":

e The LPAd receives an error in the response to "ES9+.AuthenticateClient". In this
case the reason for step (1) SHALL be sessionAborted.

e The LPAd receives only the TransactionID in the response to
"ES9+.AuthenticateClient". In this case the reason for step (1) SHALL be
sessionAborted.

e The End User has rejected or postponed to the download of the Profile or the
execution of the RPM Command(s) (e.g., by selecting 'No' or ‘'Not Now"). In these
cases the reason for step (1) SHALL be endUserRejection Or postponed,
respectively.

e The End User has not responded to the LPAd prompt for User Confirmation within an
implementation-dependent timeout interval. In this case the reason for step (1)
SHALL be timeout.

Cancel reasons after "ES9+.AuthenticateClient"” related to Profile download:

e The PPR(s) in the Profile Metadata are not allowed according to the Rules
Authorisation Table, or PPR1 is present in the Profile Metadata and an Operational
Profile is already installed on the eUICC. In these cases the reason code for step (1)
SHALL be pprNotAllowed.

e The Profile Metadata in the response to "ES9+.AuthenticateClient" includes an
Enterprise Configuration and the eUICC does not support Enterprise Profiles. In this
case the reason for step (1) SHALL be enterpriseProfilesNotSupported.
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The Profile Metadata in the response to "ES9+.AuthenticateClient" includes
Enterprise Rule(s), and the Device is a Non-Enterprise Capable Device, or the End
User disallowed the installation of Enterprise Profiles with Enterprise Rules. In this
case the reason for step (1) SHALL be enterpriseRulesNotAllowed.

The Profile Metadata in the response to "ES9+.AuthenticateClient" contains an
Enterprise Configuration and there is an installed Profile with PPRL1 set. In this case
the reason for step (1) SHALL be enterpriseProfileNotAllowed.

The Profile Metadata in the response to "ES9+.AuthenticateClient" includes an
Enterprise OID that does not match the Enterprise OID of the already installed
Enterprise Profile(s). In this case the reason for step (1) SHALL be
enterpriseOidMismatch.

The Profile Metadata in the response to "ES9+.AuthenticateClient" includes at least
one error in the Enterprise Rule(s). In this case the reason for step (1) SHALL be
enterpriseRulesError.

The Reference Enterprise Rule prohibits the installation of non-Enterprise Profiles. In
this case the reason for step (1) SHALL be enterpriseProfilesOnly.

The Profile Metadata in the response to "ES9+.AuthenticateClient" includes an LPR
Configuration and the Device or the eUICC does not support the LPR. In this case
the reason for step (1) SHALL be 1prNotSupported.

The Profile Metadata in the response to "ES9+.AuthenticateClient" contains a
serviceProviderName and/or profileName data object with an empty string. If
the eUICC and the SM-DP+ both declare cancelForEmptySpnPnSupport in
respectively the euiccRspCapability andthe serverRspCapability, the
reason for step (1) SHALL be emptyProfileOrSpName. Otherwise, the reason
SHALL be undefinedReason.

Cancel reasons after "ES9+.GetBoundProfilePackage":

The Profile Metadata in the Bound Profile Package does not match the Profile
Metadata received previously in the response to "ES9+.AuthenticateClient". In this
case the reason for step (1) SHALL be metadataMismatch.

The LPAd has encountered an error while installing a Bound Profile Package. In this
case the reason for step (1) SHALL be 1cadBppExecutionError.

Cancel reasons after "ES9+.AuthenticateClient" related to RPM:

The response to "ES9+.AuthenticateClient" includes an RPM Package and the RPM
operation is disabled in the LPA by the End User. In this case the reason for step (1)
SHALL be rpmDisabled.

The response to "ES9+.AuthenticateClient” includes an RPM Package and the RPM
package violates any of the limitations defined in section 2.10.1. In this case the
reason for step (1) SHALL be invalidRpmPackage.

The response to "ES9+.AuthenticateClient" includes an RPM Command 'Contact
PCMP' and the LPAd does not support the LPRd. In this case the reason for step (1)
SHALL be 1prNotSupported.

The response to "ES9+.AuthenticateClient” includes an RPM Command ‘Contact
PCMP', and the only available data connection is mobile network (cellular) data, and
the End User has disallowed use of mobile network data for the LPA Proxy. In this
case the reason for step (1) SHALL be 1prNetworkDataNotAllowed.

Page 89 of 483



GSM Association Non-confidential
RSP Technical Specification

The LPAd has encountered an error while transferring an RPM Package to the
eUICC. In this case the reason code for step (1) SHALL be
loadRpmPackageError.

Procedure:

1.

The LPAd SHALL call the "ES10b.CancelSession" function with input data comprising
the TransactionID and the reason.

. The eUICC SHALL:

e Generate the euiccCancelSessionSigned data object containing the
TransactionID and the reason provided by the LPAd.

e Compute the euiccCancelSessionSignature over euiccCancelSessionSigned
using the SK.EUICC.SIG corresponding to the euiccCiPKIdToBeUsed as
received during the common mutual authentication procedure.

The eUICC SHALL return the euiccCancelSessionSigned and
euiccCancelSessionSignature. If the reason is sessionAborted, the LPAd SHALL

ignore the response from the eUICC and stop the procedure.

NOTE: A version 3 or higher LPAd may send the reason sessionAborted, which

4.

is added in version 3, to a version 2 eUICC.

If the HTTPS connection to the SM-DP+ in the RSP session is no longer alive, the
LPAd SHALL establish a new HTTPS connection with the SM-DP+ as described in
Common Mutual Authentication procedure.

The LPAd SHALL call the "ES9+.CancelSession" function with input data comprising
TransactionID, euiccCancelSessionSigned and euiccCancelSessionSignature.

On reception of the "ES9+.CancelSession" function, the SM-DP+ SHALL:

¢ Retrieve the on-going RSP session identified by the TransactionID. If the
TransactionlID is unknown, the SM-DP+ SHALL return a function execution status
'Failed’ with relevant status code and the procedure SHALL stop.

¢ Verify the euiccCancelSessionSignature performed over
euiccCancelSessionSigned using the PK.EUICC.SIG associated with the ongoing
RSP session. If the signature is invalid, the SM-XX SHALL return a function
execution status 'Failed' with relevant status code and the procedure SHALL stop.

o Verify that the received OID is the same value as the one contained in the
CERT.DPauth.SIG used during the common mutual authentication procedure. If
the value doesn't match, the SM-DP+ SHALL return a function execution status
'Failed’ with relevant status code and the procedure SHALL stop.

If the reason contained in euiccCancelSessionSigned indicates 'postponed’ or
‘timeout’, the SM-DP+ SHALL simply return a function execution status 'Executed-
Success' and keep the Profile download order or RPM download order available for a
further retry, and the procedure SHALL stop. If the reason contained in
euiccCancelSessionSigned indicates any other condition, the SM-DP+ SHALL perform
the following steps.
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8. If the on-going RSP session is for Profile download order, the SM-DP+ SHALL set the
Profile associated with the on-going RSP session in 'Error' state (section 3.1.6). If an
SM-DS was involved in the RSP session identified by the TransactionID, the SM-DP+
SHALL delete the corresponding Event from the SM-DS.

9. Depending on the agreed behaviour with the Operator (out of scope of this
specification), the SM-DP+ SHALL call the "ES2+.HandleNotification" function with the
relevant notificationEvent set and a notificationEventStatus indicating 'Failed’ with
status code value depending on the given cancel reason. The cancel session reason
mapping to status code is given in section 5.3.5.

10. The SM-DP+ SHALL return a function execution status 'Executed-Success' and the
procedure SHALL stop.

3.0.3 RSP Sessions and Error Handling
Several procedures implement RSP Sessions:

¢ the Profile Download and Installation Procedure (section 3.1.3),

¢ the RPM Download Procedure together with the RPM Execution Procedure (sections
3.7.2 and 3.7.3),

e the Device Change Procedure (section 3.11.1),

e the Profile Recovery Procedure (section 3.11.2),

¢ the Event Retrieval Procedure (section 3.6.2), and

o the Push Service Registration Procedure (section 3.6.5).

These procedures comprise a sequence of operations between an RSP Server, the LPA,
and the eUICC over a period of time. In addition to errors reported by ES9+, ES11, and
ES10 functions, other conditions MAY impact the successful execution of these procedures.
The LPA SHOULD indicate such failures to the user; however, the specific presentation of
these errors is out of the scope of this document.

An MEP eUICC SHALL only handle one RSP session at any point in time. For MEP-A1 and
MEP-A2, RSP sessions SHALL happen on eSIM Port 0. For MEP-B, the LPA MAY select
any eSIM Port for an RSP session and the eUICC SHALL accept an RSP session on any
eSIM Port. However, the full session SHALL use the same eSIM Port.

The LPA SHOULD NOT initiate a new RSP Session while there is an active RSP Session.
However, in the event that this does occur, even on a different eSIM Port in case of MEP-B,
when a new RSP session is started with "ES10b.GetEUICCChallenge" the eUICC SHALL
discard its session state. Depending upon the specific procedure, this could include the
generated eUICC challenge, downloaded Profile Metadata, Profile contents, RPM Package
contents, Event Records, a Profile Installation Result, and/or a Load RPM Package Result.
However, an unused otPK/otSK.EUICC.KA MAY be stored for future retry.

For MEP-B, in the event that the LPA changes the eSIM Port during an RSP session, the
eUICC SHALL return an error and discard its session state.
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The eUICC MAY discard its session state if a Profile switch occurs, even on a different eSIM
Port, during an RSP Session.

If an eUICC Memory Reset or eUICC Test Memory Reset is successfully processed during a
RSP Session, the eUICC SHALL discard its session state.

An RSP Session MAY fail because of a communications failure between the LPA and the
RSP Server. The LPA MAY retry for a period of time. The LPA SHALL reset its own session
state when all retry attempts have failed.

An RSP Session could fail while the LPA is invoking an ES10 function for reasons other than
an error status reported by the eUICC. Examples of such failures include:

¢ Inthe case of a removable eUICC card, the End User could remove the card.

e The End User could switch off the power or remove the battery.

e A software fault could cause a crash of the LPA, host Device, and/or baseband
processor.

The LPA SHOULD provide an appropriate error indication to the End User when possible
(e.g., when power is restored). The specific presentation of such an error notification is out of
scope of this document.

3.1 Remote Provisioning

3.1.1 Profile Download Initiation
End-User Operator SM-DP+

Contract subscription process

Billing Info, [EID], [IMEI, Device cap....] ->

Download preparation process
(1) ES2+.DownloadOrder([EID], ProfileType or ICCID)

(3) IcciD (2) Reserve ICCID

(4) [Generate MatchingID]
(5) [Any backend provisioning]

(6) ES2+.ConfirmOrder(ICCID, [EID], [MatchingID],
[Confirmation Code], [smdsAddress], releaseFlag )

| (7) [Generate MatchingID]

(8) MatchingID, [SM-DP+ addr]

Contract finalization

<- MatchingID, SM-DP+ addr, [Confirmation Code]
I
[ Subscription activation process (Optional)
| (9) [Any backend provisioning]

(10) [ES2+.ReleaseProfile (ICCID)]

Figure 9: Profile Download Initiation
Start Conditions:
The End User has selected the Operator with whom to sign a contract.
The End User MAY initiate the process:

e From any other Device (e.g., PC)
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e Through a Customer Agent of the Operator
¢ Or any other convenient means provided by the Operator

Procedure:
The download initiation procedure consists of the following sub-processes:

A. Contract subscription process

B. Download preparation process

C. Contract finalization process

D. Subscription activation process (Optional)

NOTE: This section describes the case where these sub-process are performed in
the described order. In this case, it is most likely that the download and
installation procedure will happen right after this procedure. There also are
cases where these sub-processes MAY be performed in different order like
B->A->C[->D]orB->C->A[->D] (e.g., for prepaid Subscription). In
these cases the download order requested from the SM-DP+ MAY remain
pending for a significant amount of time.

NOTE: The following table summarizes the input data to be provided in
"ES2+.DownloadOrder" and "ES2+.ConfirmOrder" functions.

Profile Download Use Cases

. Input
ES2+ Function ivati
PR ETS Default Activation
bownloadord eid O @) @)
ownloadOrder
. iccid 0] O O
(Section 5.3.1) cdl
profileType cao co c®
iccid M M M
eid c@ ] c®@
matchingld M@ oM™ 0o®
ConfirmOrder confirmationCode | O O O
(Section 5.3.2) smdsAddress Not Not Present | C ®)
Present
Not 6
rootSmdsAddress P Not Present | C ®
resent
releaseFlag M M M
NOTE 1: Required if iccid is not present for DownloadOrder
NOTE 2: Required if it is not present for DownloadOrder
NOTE 3: Value SHALL have zero-length
NOTE 4: If present, value SHALL have non-zero-length. If not present, SM-DP+
generates matchingld for ActivationCodeToken
NOTE 5: If present, value SHALL have non-zero-length. If not present, SM-DP+
generates matchingld. It is used as EventID
NOTE 6: One or both of smdsAddress and rootSmdsAddress SHALL be present

Table 6a: "ES2+.DownloadOrder" and "ES2+.ConfirmOrder" input data

As the address of a Default SM-DP+ is pre-configured on the eUICC or Device, no
MatchingID is required. However, in a typical deployment, an SM-DP+ is expected to handle
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all kinds of requests, i.e., those triggered via SM-DS or Activation Code, as well as those in
the role of a Default SM-DP+. Plus an Operator MAY decide to specify the use of
MatchingIDs even if the Default SM-DP+ address has been pre-configured on the Devices.
To cover all such cases, this specification defines a tolerant behaviour, where the SM-DP+
will properly handle requests on ES9+ which target a Default SM-DP+ (i.e., ho Matching ID
is provided), even if a MatchinglD has been generated for the eUICC.

3.1.11 Contract Subscription Process (Informative)

The contract selection process, while being out of scope of this specification, is given as it
SHALL happen prior to the Profile download and installation procedure (section 3.1.3). This
process description describes the information exchanged and data that are used as input
data for the Profile download and installation procedure.

This process can be performed at an Operator's Point of Sale (POS), using the Operator's
web portal from a Device which is not the one onto which the Profile will be downloaded
(e.g., a PC) or from a web browser on the Primary Device, or even using a companion
application on the Primary Device. Any other mean defined by the Operator can also be
possible as far as it provides a convenient End User experience and it provides the expected
output data required for the execution of the Profile download and installation procedure.

During the execution of the process of contract Subscription, the Operator acquires the
necessary information, such as through acquisition of its Device Information Code. As part of
this data, the EID and IMEI of the target Device MAY be provided, and related Device
capabilities MAY be acquired (e.g., based on the TAC information comprised in the IMEI).
Acquisition and verification of these capabilities are out of scope of this specification. The
Root SM-DSs supported by the Device MAY also be acquired. Additional information such
as contract details, user details, payment details and similar are also out of scope of this
specification.

If the EID and the IMEI are provided, the Operator can verify if the target Device (both
eUICC and Device can be relevant for this verification) is supported, and determine the
Profile Type for the target Device and the offer given to the End User. If no information about
the target Device is provided, this preliminary verification cannot be performed and it will be
performed during the execution of the Profile download and installation procedure (section
3.1.3). For additional info see Annex F on Profile eligibility check.

If EID and IMEI are provided and the Operator cannot provide an appropriate Profile, the
process fails and stops at this point.

3.1.1.2 Download Preparation Process

1. The Operator calls the "ES2+.DownloadOrder" (section 5.3.1) function of the SM-DP+
with the relevant input data.

'EID' is optional. If an SM-DS or a Default SM-DP+ is to be used for the Profile
download, then the EID SHALL be present. One of the value 'ProfileType' or 'ICCID'
SHALL be provided. If ICCID is given, the SM-DP+ SHALL verify that this ICCID is
available. If 'ProfileType' is given, the SM-DP+ SHALL pick one of the related ICCID
in its inventory.
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The SM-DP+ MAY optionally verify additional compatibility between the eUICC (if EID
is provided) and the requested Profile Type. This verification is out of scope of this
specification.

2. The SM-DP+ reserves the ICCID for this request. At this stage the SM-DP+ MAY simply
pick the related Protected Profile Package from its inventory or generate and protect
the Profile corresponding to this ICCID.

3. The SM-DP+ returns the acknowledged ICCID (SHALL be the same value as the
received one, if any).

4. Optionally, the Operator MAY generate a MatchingID (section 4.1.1). If a Default SM-
DP+ is to be used for the Profile download, then the Operator MAY send an empty
string in the MatchingID value field.

At this stage the Operator knows the ICCID selected for this contract Subscription. If
an error occurs during this step, the process fails and stops at this point.

5. to 8. The Operator MAY perform any relevant operation on its back-end (e.g.,
provisioning of HLR). The Operator SHALL confirm the download order by calling the
"ES2+.ConfirmOrder" (section 5.3.2) function of the SM-DP+ with the ICCID and its
relevant input data.

o If EID is available, the EID SHALL be included in the input data. If the EID was
provided with previous "ES2+.DownloadOrder", the same EID SHALL be
provided.

¢ If a MatchingID was generated by the Operator in Step 4 or if the Operator
provides a zero-length MatchingID, it SHALL be included in the input data and
then the SM-DP+ SHALL return the acknowledged value that is the same as the
received one. Otherwise, the SM-DP+ SHALL generate a MatchingID and return
the generated value to the Operator. The ICCID SHALL be associated to the
MatchingID.

e |Ifitis required for the End User to enter the Confirmation Code to download the
Profile, the Confirmation Code SHALL be included in the input data of the
"ES2+.ConfirmOrder" (section 5.3.2) function.

e The Operator MAY send one or two SM-DS addresses to the SM-DP+ as defined
in section 3.6.1. If SM-DS address(es) are given, the SM-DP+ SHALL perform
Event Registration to the specified SM-DS(s).

¢ If all necessary operations on Operator’s back-end provisioning has been
completed by this point, releaseFlag SHALL be set to 'true’ in the input data.
Otherwise, releaseFlag SHALL be set to 'false' and additional
"ES2+.ReleaseProfile" function SHALL be called later in Subscription activation
process.

e The SM-DP+ SHALL store the functionRequesterldentifier and
functionCallldentifier values of the "ES2+.ConfirmOrder" function call, which
SHALL be used as notificationReceiverldentifier and notificationldentifier,
respectively, in subsequent "ES2+.HandleNotification" calls related to this order.

The SM-DP+ MAY return an SM-DP+ address value. In this case the Operator SHALL
use this value to generate the Activation Code; otherwise the Default SM-DP+ address
SHALL be used.
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NOTE: If no EID is given at this stage, the Operator MAY be involved later during
the download and installation procedure to determine the right
'ProfileType'/'ICCID' in case the provided 'ProfileType'/'ICCID' is not
compatible with the eUICC identified by the EID once it is acquired by
SM-DP+ during the download and installation procedure. See Annex F on
Profile eligibility check.

3113 Contract Finalization (Informative)

The Operator provides the End User with relevant information necessary for the Profile
download.

If the Activation Code is to be used for the Profile download, the MatchingID and SM-DP+
address are provided via the Activation Code as described in section 4.1. If the optional
Confirmation Code is to be used, it is provided to the End User separately from the
Activation Code.

If an SM-DS or Default SM-DP+ is to be used for the Profile download, the Operator informs
the End User of the condition that triggers the Profile download procedure, e.g., the very first
boot-up and/or IP connection of the device.

3.1.1.4  Subscription Activation Process (Optional)

It is most likely that the Operator backend provisioning can be performed during the
download preparation process. But if it cannot be performed, the Subscription activation
process can be performed as a separate process to decouple the download preparation
processes and Contract finalization process.

9. If all necessary operations on its back-end (e.g., provisioning of HLR) were not
performed in Step 5, they SHALL be performed in this stage.

10. The Operator calls the "ES2+.ReleaseProfile" function of the SM-DP+ with ICCID to
release the Profile to allow the download and installation procedure to be started by
the End User. If the download and installation procedure is initiated by the End User
before this function call, the download and installation procedure SHALL NOT be
allowed and SHALL return a specific error code.

11. The SM-DP+ SHALL return the result.

3.1.2 Void
Figure 10:  Void

3.1.3 Profile Download and Installation
This section describes the Profile download and installation procedure.
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participant "<b>eUICC" as E

rnote over LPA #FFFFFF
[1] (a) Get SM-DP+ Address, Parse Activation Code Token, [SM-DP+ OID], [CI PK ind.]
from AC, or
(b) Get SM-DP+ Address and EventID from SM-DS, or
(c) Get Default SM-DP+ Address, [CI PKID] from eUICC or Device
End rnote

rnote over DP, E #FFFFFF : [2] [Refer to Common mutual authentication procedure
section 3.0.1]

rnote over DP #FFFFFF

[3]

- Look for Profile download pending order

- Eligibility Check using Device Info, euiccInfo2
endrnote

Group Opt.

DP -> OP : [4] ES2+.HandleNotification(...)
OP --> DP : OK

end

DP --> LPA : [error]

rnote over DP #FFFFFF
[5]
— Check if download retry
- Build smdpSigned2 = {TransactionID,
Confirmation Code Required Flag, [bppEuiccOtpk], [rpmPending]}
- Compute smdpSignature2 over smdpSigned2 and euiccSignaturel
- Build Profile Metadata
endrnote
DP -> LPA : [6] TransactionID, Profile Metadata, smdpSigned2, smdpSignatureZz,
CERT.DPpb.SIG

rnote over LPA #FFFFFF
[7] Check if the Profile can be installed

endrnote

Opt If required by LPAd

LPA -> E : [ES10b.GetRAT]

E --> LPA : [RAT]

LPA -> E : [ES10c.GetProfilesInfo]
E --> LPA : [ProfileInfoListOk]
end

rnote over LPA #FFFFFF

[8] [End User consent(s) with
optional Confirmation Code input]
Endrnote

alt Download rejection
rnote over OP, E #FFFFFF : [Refer to Common Cancel Session procedure section
3.0.2]

else Download confirmation
rnote over OP, E #FFFFFF : [Refer to Sub-procedure Profile Download and
installation - Download confirmation]

end

@enduml
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[1]1 (&) Get SM-DP+ Address, Parse Activation Code Token, [SM-DP+ QID], [C1 PK ind.] from AC, or
(b) Get SM-DP+ Address and EvertlD from SM-DS, or
(c) Get Default SM-DP+ Address, [Cl PKID] from eUICC or Device

1
[2] [Refer to Common mutual authertication procedure section 3.0.1]

[7]
- Look for Profile downlead pending order
- Eligikilty Check using Device Info, euiccinfo?

opt. )/
4] ES2+ HandieMotification(...)

....................................... b

[error]

(3]
- Check if download retry
- Build smelpSigned2 = {TransactionlD,

Confirmation Code Required Flag, [bppEBuiceCtpk], [rpmPending]}
- Compute smdpSignature2 over smdpSigned2 and eviccSignature!
- Build Profile Metadata

[B] TransactionlD, Profile Metadata, smdpSigned2, smdpSignature2, CERT DPph.SIG_
=

[7] Check if the Profile can be installed
]

opt / [ifrequired by LRAd]
[ES10h.GetRAT]

[ES10c GetProfilesinfa]
-

[ProfileinfalistOk]

[8] [Enc! User consent(s) with
optional Confirmation Code input]

alt [Download rejection]

| [Refer to Cammon Cancel Session procedure section 3.0.2] |
I [ Il

[I]ownli:uad confirmation] | | |

| [Refer to Sub-procedure Profile Download and installation - Download confirmation] |
I | I |
Figure 11: Profile Download and Installation

Start Conditions:

In addition to the start conditions required by the common mutual authentication procedure
defined in section 3.0.1, this procedure requires the following start conditions depending on
options in step 1:

o If this procedure uses an Activation Code (option a):

o The End User has an Activation Code that is coded as described in the
section 4.1.

o The End User has entered the Activation Code to the LPAd. Depending on
the Device capabilities, the LPAd SHALL support entry of the Activation
Code by manual typing and QR code scanning.

o If the Activation Code specifies an eSIM CA RootCA Public Key indicator,
the LPAd SHALL restrict the allowed eSIM CA RootCA public key
identifiers to that value.

¢ If this procedure uses an SM-DS (option b):
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o The LPAd has retrieved an SM-DP+ Address and EventID from the SM-
DS.

o If there was a restriction of the eSIM CA RootCA public key identifier for
the SM-DS procedure, the LPAd SHALL apply the same restriction for the
Profile download and installation procedure.

If this procedure uses a Default SM-DP+ (option c):

o The LPAd has retrieved the Default SM-DP+ Address and optionally an
allowed eSIM CA RootCA public key identifier from the eUICC by calling
the "ES10a.GetEuiccConfiguredData" function or from the Device in an
implementation-dependent manner. If the retrieved data includes an
allowed eSIM CA RootCA public key identifier, then the LPAd SHALL
restrict the allowed eSIM CA RootCA public key identifiers to that value.

Further, for each Profile in Released state the SM-DP+ SHALL maintain a count of the
number of attempts to download that Profile and a count of the number of attempts to enter
the Confirmation Code during download of that Profile. The SM-DP+ SHALL limit the number
of download attempts and the number of Confirmation Code attempts, respectively.

A Provisioning Profile MAY be enabled by the LPAd upon End User request for RSP
operations as defined in SGP.21 [4], which SHALL include End User consent if an
Operational Profile is to be disabled and if establishment of the connectivity using the
currently Enabled Profile is not successful.

Finally, if there is already an enabled Profile with PPR1 set, the following has occurred: The
End User has been advised of this condition and has given consent for download. The LPA
MAY alternatively request this consent at any later point during the download procedure.

Procedure:

1.

(Optionally for option (a)) The LPAd parses the Activation Code and finds the SM-DP+
address, Activation Code Token, and optional SM-DP+ OID, and optional eSIM CA
RootCA Public Key identifier. If the format of the Activation Code is invalid, the
procedure SHALL stop with an error message provided by the LPAd to the End User.
The common mutual authentication procedure defined in section 3.0.1 SHALL be
executed, conditionally restricting the allowed eSIM CA RootCA public key identifiers
as described in the Start Conditions above. In this procedure, SM-XX is SM-DP+.
CERT.XXauth.SIG, PK.XXauth.SIG and SK.XXauth.SIG are CERT.DPauth.SIG,
PK.DPauth.SIG and SK.DPauth.SIG respectively. ESXX is ES9+.

During the common mutual authentication procedure at step (1), if an Activation Code
is used and it includes an eSIM CA RootCA Public Key indicator, the LPAd verifies that
it matches one in the list of supported eSIM CA RootCA Public Key Identifiers in
eUICClInfol, and if the verification fails, the LPAd stops the Profile download procedure.
After stopping the download procedure, if LPAd and eUICC both support updating the
set of eSIM CA RootCA Public Keys on the eUICC, then the LPAd MAY perform the
eUICC Root Public Key update procedure (section 3.10) indicating the eSIM CA
RootCA Public Key indicator in the Activation Code.
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During the common mutual authentication procedure at step (10), the LPAd SHALL
verify that the SM-DP+ OID contained in the CERT.DPauth.SIG is identical to the SM-
DP+ OID if the LPAd has acquired it from the Activation Code at step (1). If the
verification fails, the LPAd SHALL inform the End User, send "ES10b.CancelSession"
to the eUICC with a reason sessionAborted, and the procedure SHALL stop.

During the common mutual authentication procedure at step (10), the LPAd SHALL
build the ctxParamsl data object to provide the MatchingID, MatchinglD Source,
Device Info and optionally operationType (when the eUICC is version 3 or higher), to
the eUICC for signature. operationType, if present, SHALL include 'profileDownload'.
Only when the eUICC indicates
EuiccRspCapability.serviceProviderMessageSupport, the Device Info
MAY include preferred languages for End User-readable messages from the SM-XX.
The value of the MatchingID and MatchinglD Source SHALL be set as follows:

¢ If an Activation Code is used, the MatchinglID value SHALL be set to Activation
Code Token and the MatchingID Source value SHALL be set to ‘activationCode'.

¢ If an SM-DS is used, the MatchingID value SHALL be set to EventID and the
MatchingID Source value SHALL be set to the OID of the SM-DS that provided
the EventID.

o If a Default SM-DP+ is used, the MatchinglD SHALL be missing and the
MatchingID Source value SHALL be set to 'none'.

3. The SM-DP+ SHALL:

o Verify that there is a related pending Profile download order for the provided
MatchingID.

¢ If this Profile download order is already linked to an EID, verify that it matches the
EID of the authenticated eUICC.

o Verify that the Profile corresponding to the pending Profile download order is in
'Released' state, or, in case of a retry due to a previous installation failure, in
'‘Downloaded' state (section 3.1.6).

If any of these verifications fail, the SM-DP+ SHALL return a relevant error status and

the procedure SHALL stop. Otherwise, the SM-DP+ SHALL:

¢ Increment the count of download attempts for the identified Profile. If the
maximum number of attempts has been exceeded, the SM-DP+ SHALL terminate
the corresponding Profile download order and notify the Operator by calling the
"ES2+.HandleNotification" function with the notificationEventStatus
indicating 'Failed' with the relevant error status, and the procedure SHALL stop.

o Perform appropriate eligibility checks.

4. (Optional step) Depending on the agreed behaviour with the Operator (out of scope of
this specification), the SM-DP+ SHALL notify the Operator with the outcome of the
eligibility check using the function "ES2+.HandleNotification® with the
notificationEvent indicating 'Eligibility an attempt limit check'.

NOTE: This notification step MAY be done asynchronously.

5. If the eligibility check fails, the SM-DP+ SHALL.:
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Set the Profile corresponding with the pending Profile download order in 'Error'
state (section 3.1.6).

Return an error status to the LPAd and the procedure SHALL stop.

Otherwise, the SM-DP+ SHALL:

Determine if a Confirmation Code is required for this pending order.

Determine whether the Profile is already bound to the EID from a previous
unsuccessful download attempt. If so, the SM-DP+ MAY indicate in its response
the otPK.EUICC.KA it wants to use.

Determine if an RPM Package for the eid is also pending.

Generate an smdpSigned2 data structure containing associated data elements.
Compute the smdpSignature?.

Generate the Profile Metadata of the Profile.

6. The SM-DP+ returns "ES9+.AuthenticateClient" response to the LPAd.

7. On reception of the SM-DP+ response, the LPAd SHALL check if the Profile can be
installed as described hereunder. For this check, the LPAd MAY use previously fetched
Rules Authorisation Table and/or list of installed Profiles. If the LPAd has not already
fetched the required information, the LPAd SHALL request those from the eUICC by
calling the "ES10b.GetRAT" and/or "ES10c.GetProfilesInfo" functions.

If the Profile Metadata contains PPR(s), the LPAd SHALL check if the PPR(s) are
allowed based on the Rules Authorisation Table. If one or more PPR(s) are not
allowed, the LPAd SHALL perform the Common Cancel Session procedure with
reason pprNotAllowed (See section 2.9.2.1 for PPRs allowed for an eUICC
supporting MEP).

If the Profile Metadata contains PPR1, and an Operational Profile is installed, the
LPAd SHALL perform the Common Cancel Session procedure with reason
pprNotAllowed.

If the Profile Metadata contains an Enterprise Configuration and there is a Profile
with PPR1 set, the LPAd SHOULD perform the Common Cancel Session procedure
with reason code 'enterpriseProfileNotAllowed'.

If the Profile Metadata contains any Enterprise Rule and the Device is a Non-
Enterprise Capable Device, the LPAd SHOULD perform the Common Cancel
Session procedure with reason enterpriseRulesNotAllowed.

If the Profile Metadata contains any Enterprise Rule and the End User disallowed
the installation of Enterprise Profile with Enterprise Rules, the LPAd SHALL perform
the Common Cancel Session procedure with reason
enterpriseRulesNotAllowed.

If the Profile Metadata contains an Enterprise Configuration and there is a Profile
with PPR1 set, the LPAd SHOULD perform the Common Cancel Session procedure
with reason enterpriseProfileNotAllowed.

If the Profile Metadata contains an Enterprise OID which does not match the
Enterprise OID of the already installed Enterprise Profile(s) (if any), the LPAd
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SHOULD perform the Common Cancel Session procedure with reason
enterpriseOidMismatch.

o If the Profile Metadata contains Enterprise Rules with the referenceEnterpriseRule
bit set, the LPAd SHOULD perform the Common Cancel Session procedure with
reason enterpriseRulesError.

NOTE: The referenceEnterpriseRule bit may be assigned to an Enterprise Profile

8.

via RPM after its installation. It may be required to first enable the Enterprise
Profile in order for the Enterprise Rule update to succeed.

o For an Enterprise Capable Device, if the Reference Enterprise Rule prohibits the
installation of non-Enterprise Profile and the ProfileMetadata does not contain
Enterprise Configuration, the LPAd SHOULD perform the Common Cancel Session
procedure with reason enterpriseProfilesOnly.

¢ If the Profile Metadata contains an LPR Configuration and the Device or the eUICC
does not support the LPR, the LPAd SHOULD perform the Common Cancel
Session procedure with reason 1prNotSupported.

e |If the Profile Metadata contains an empty string profileName and/or
serviceProviderName, the LPAd MAY perform the Common Cancel Session
procedure with reason emptyProfileOrSpName if
cancelForEmptySpnPnSupport is supported by both the SM-DP+ and the
eUICC or with reason undefinedReason otherwise.

If the Profile Metadata contains Profile Policy Rule(s) and/or Enterprise Rule(s) subject
to End User consent, the LPAd SHOULD ask for Strong Confirmation by showing
relevant information. This information (the "LPA-generated message") MAY include the
consequences of the Profile Policy Rule(s) and/or the Enterprise Rule(s) to the End
User, if the Profile includes PPR(s) subject to additional End User consent according
to the RAT and/or the installation of the Enterprise Profile requires its immediate
enabling. The LPA-generated message SHALL be formulated in a descriptive and non-
discriminatory manner (e.g., for Enterprise Profile with "Non-Delete" Profile Policy Rule:
"The profile that you are about to install can be deleted only under the terms you have
agreed with your service provider, and it will be automatically enabled after installation.
Enter your PIN to approve installation?"). If the Profile Metadata includes a Service
Provider message, the LPAd MAY also display that message. The LPAd SHOULD
display this information to the End User such that it can be read in full under the control
of the End User. If the Profile Metadata contains neither Profile Policy Rule(s) nor
Enterprise Rule(s), the LPAd SHALL ask for Simple Confirmation (e.g., simple 'Yes' or
'‘No' or 'Not Now') on the Profile download.

If the Confirmation Code Required Flag is set in either the Activation Code Token or
in the smdpSigned?2, then the LPAd SHALL ask for the End User to enter the
Confirmation Code which was provided by the Operator that MAY be considered as a
Strong Confirmation. If the Confirmation Code is not required, the LPAd SHALL ask
for Simple Confirmation (e.g., simple 'Yes' or 'No' or ‘'Not Now') on the Profile
download.
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The LPAd SHOULD ask for the Simple Confirmation on enabling the Profile to be
downloaded after its successful installation (e.g., "Do you want to automatically
enable the profile after installation YES/NO?"). This request MAY be prompted at any
point in time of the Profile Download and Installation procedure, or immediately
afterwards.

The Confirmation Requests described above MAY:

o display ProfileName or any relevant information contained in the Profile Metadata
to the End User.

e be combined, if prompted, into a single prompt with the highest Confirmation
Level therefore requiring a single confirmation by the End User.

o be performed either at this step or after the BPP has been downloaded by the
LPAd (see section 3.1.3.2 step (12)), since the same Profile Metadata will also be
available then. However, this exception does not apply to Confirmation Code input
which SHALL be obtained no later than this step.

If the End User does not agree to the download of the Profile (e.g., by selecting 'No' or
‘Not Now') on the Profile download, the LPAd SHALL continue with the Common
Cancel Session procedure with reason endUserRejection Or postponed. If a
notification is sent to the Operator, the notificationEvent SHALL be set to
'‘Confirmation Failure'.

If the End User does not respond to the LPAd prompt within an implementation-
dependent timeout interval, the LPAd SHALL cancel the Profile download by
performing the Common Cancel Session procedure with the reason timeout.

If required, the LPAd SHALL calculate the hash of the UTF-8-encoded representation
of the Confirmation Code as follows:

Hashed Confirmation Code = SHA256 (SHA256 (Confirmation Code) |
TransactionID), where '|' means concatenation of data.

If Profile download has not been rejected in the steps above, the procedure SHALL continue
with the Sub-procedure "Profile Download and installation — Download confirmation”

3.1.31 Void
Figure 12: Void

3.1.3.2 Sub-procedure Profile Download and Installation — Download Confirmation

@startuml

hide footbox

skinparam sequenceMessageAlign center
skinparam sequenceArrowFontSize 11
skinparam noteFontSize 11

skinparam monochrome true

skinparam lifelinestrategy solid

participant "<b>Operator" as OP
participant "<b>SM-DP+" as DP
participant "<b>LPAd" as LPA
participant "<b>eUICC" as E

Page 103 of 483




GSM Association
RSP Technical Specification

LPA -> E : [1] ES10b.PrepareDownload \n (smdpSigned2, smdpSignature?2,
CERT.DPpb.SIG, [Hashed Confirmation Code])
rnote over E #FFFFFF
[2]
- Verify CERT.DPpb.SIG
- Verify CERT.DPauth.SIG and CERT.DPpb.SIG have same owner
- Verify smdpSignature2 over smdpSigned2
- Verify smdpSigned2
Endrnote
E --> LPA: [error]
rnote over E #FFFFFF
[3]
- Generate one-time KA key pair
(otPK.EUICC.KA, otSK.EUICC.KA)
unless a valid otPK.EUICC.KA was provided
- Generate euiccSigned2=
{TransactionID, otPK.EUICC.KA, [Hashed Confirmation Code]}
- Compute euiccSignature2 over euiccSigned2 and smdpSignature?2
Endrnote
E -> LPA: [4] euiccSigned2, euiccSignature?2

Non-confidential

LPA -> DP : [5] ES9+.GetBoundProfilePackage \n (euiccSigned2, euiccSignature2)

rnote over DP #FFFFFF

[6]

- Verify euiccSignature2 over euiccSigned2
- Determine if Confirmation Code required
Endrnote

Group Cond. Confirmation Code handling
rnote over DP #FFFFFF

[7] [Verify Hashed Confirmation Code]
Endrnote

Group Cond. On CC retry exceeded

DP -> OP : ES2+.HandleNotification

OP --> DP : OK

end

end

DP --> LPA : [8] [error]

rnote over DP #FFFFEF

[9]

- [Generate one-time KA key pair (otPK.DP.KA, otSK.DP.KA) ]
- [Generate Session Keys]

- Generate Bound Profile Package

Endrnote

Group Opt.

DP -> OP : [10] ES2+.HandleNotification(...)
OP --> DP : OK

end

DP --> LPA : [1l1] TransactionID, Bound Profile Package

rnote over LPA #FFFFFF

[12]

- Verify Metadata

- [Prompt/Display Profile Metadata to End User]
- [End User consent]

Endnote

alt Verification failed or no End User consent

rnote over OP, E #FFFFFF : [13] [Refer to Common Cancel Session
section 3.0.2]
else Otherwise

rnote over OP, E #FFFFFF : [14] [Refer to Sub-procedure Profile
end
@enduml

procedure

Installation]
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[1] ES10bk PrepareDownload
(smdpSigned2, smdpSignature2, CERT DPph SIG, [Hashed Confirmation Code]),

12]

- Yerify CERT.DPph.SIG

- Werify CERT.DPauth.SIG and CERT DPph SIG have same owner
- Werify smdpSignature2 over smdpSigned2

- Werify smdpSigned2

I lettorl

[3]
- Generate one-time KA key pair
(otPK EUICT KA, ofSK.ELICC KA)
unless a valid otPK.EUICC KA was provided
- Generate euiccSigned2=
{TransactionID, otPK EUICT KA, [Hashed Confirmation Code]}
- Compute eui 1ature2 over evi 1ed2 and |pSignature2

[4] euiccSigned?2, eviccSignature2

[5] ES9+ .GetBoundProfiePackage
{euiccSigned2, euiccSignature2)

6]
- Verify euiccSignature2 over eviccSigned2
- Determine if Confirmation Code required

Cond. Confirmation Code handling /

|[T] [Werify Hashed Confirmation Code]

Cond

0On CC retry exceeded

ES2+ HandleMotification

............................... >

.................. Bllerrerl 5

E]
- [Generate one-time KA key pair (otPK.DP KA, otSK DP KA)]
- [Generate Session Keys]
- Generate Bound Profile Package

Opt.

/

[10] ES2+ HancleMatification(...)
€

............................... >

[11] TransactionID, Bound Profile Pa:kaga)

2
- Werify Metadata
- [PromptiDisplay Profile Metacata to End User]

- [End User consent]

alt

[Verification failed or no End User consent] |

[13] [Refer to Common Cancel Session procedure section 3.0.2) ‘

[Other\ifise] i i i

[14] [Refer to Sub-procedure Profile Installation] ‘

Figure 13: Sub-procedure Profile Download and Installation — Download Confirmation

Start Conditions:

The End User has agreed to the download of the Profile (e.g., by selecting 'Yes').

Procedure:

1.

The LPAd SHALL call the "ES10b.PrepareDownload" function optionally including the
Hashed Confirmation Code.
The eUICC SHALL:

o Verify that CERT.DPpb.SIG is valid.

o Verify that CERT.DPauth.SIG and CERT.DPpb.SIG belong to the same entity and
are certified by the same certificate.

o \Verify smdpSignature?2.

e Verify that the TransactionID contained in smdpSigned2 matches the
TransactionID of the on-going RSP session.
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o

If any of the verifications fail, the eUICC SHALL return a relevant error status and the
procedure SHALL stop.

The eUICC SHALL:

e Use the one-time key pair associated with the bppEuiccOtpk if it is provided by
the SM-DP+ and it is still stored in the eUICC, or generate a new one-time key
pair (see section 5.7.5).

e Generate the euiccSigned?2 data structure.

e Compute the euiccSignature?2.

The eUICC SHALL return the "ES10b.PrepareDownload" response.

The LPAd calls the "ES9+.GetBoundProfilePackage" function.

The SM-DP+ SHALL verify the euiccSignature?2.

If a Confirmation Code is required the SM-DP+ SHALL continue with step (7).
Otherwise, the SM-DP+ SHALL continue with step (9).

The SM-DP+ SHALL:

¢ Retrieve the hashed Confirmation Code stored for this order by
"ES2.+ConfirmOrder" and calculate the expected hash value as:

expected hash value =
SHA256(stored hashed Confirmation Code | TransactionID)

¢ Verify that the received Hashed Confirmation Code matches the expected hash
value.

e In case the Confirmation Code verification has failed, the SM-DP+ SHALL
increment the count of incorrect Confirmation Code attempts for the Profile. If the
maximum number of incorrect attempts has been exceeded, the SM-DP+ SHALL:
o set the Profile corresponding to the Profile download order in 'Error' state

(section 3.1.6).
o notify the Operator by calling "ES2+.HandleNotification" with the
notificationEvent indicating ‘Confirmation Failure'.

If any verification in step 6 or 7 failed, the SM-DP+ SHALL return an error status to the
LPAd and the procedure SHALL stop. Unless the maximum number of incorrect
attempts for Confirmation Code entries has been exceeded, the LPAd MAY retry by
restarting the Profile download and installation procedure.

The SM-DP+ SHALL perform the following:

e Dependent on whether a re-usable BPP is present and whether the eUICC can
accept it, the SM-DP+ SHALL do one of the following:
o Reuse the BPP
o Rebind the BPP
o Return an error
o Create a new BPP

10. (Optional step) Depending on the agreed behaviour with the Operator (out of scope of

this specification), the SM-DP+ SHALL notify the Operator that the Profile is
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downloaded using the function "ES2+.HandleNotification" with notificationEvent
indicating 'BPP download'.

NOTE: This notification step MAY be done asynchronously.

11.The SM-DP+ returns "ES9+.GetBoundProfilePackage" response and set the Profile
corresponding to the Profile download order in 'Downloaded’ state (section 3.1.6).

12. The LPAd SHALL perform additional processing using the Profile Metadata contained
within the Bound Profile Package:

o If the LPAd previously used the Profile Metadata returned by
"ES9+.AuthenticateClient" (i.e., in section 3.1.3 step (7) and (8)) then

e The LPAd SHALL verify that the Profile Policy Rules and the Enterprise
Configuration have not changed. If this verification fails, the LPAd SHALL
execute the Common Cancel Session procedure with reason
pprNotAllowed Or metadataMismatch.

e The LPAd SHOULD verify that all other Profile Metadata elements it used in
that earlier step (such as the Profile Name, Icon, etc.) have not changed. If the
verification fails, the LPAd MAY inform the End User and offer the End User to
postpone or reject the Profile installation. Alternatively, the LPAd MAY stop the
download by executing the Common Cancel Session procedure with reason
metadataMismatch.

¢ If the LPAd has not previously captured the End User consent(s) related to the
Profile download as defined in section 3.1.3 step (8), it SHALL do so at this point
as described in that step.

13.1f any of the cancel conditions given above is true, the Common Cancel Session
procedure SHALL be executed. If a notification is sent to the Operator within this
procedure, the notificationEvent SHALL be setto 'BPP download'.

14. Otherwise, sub-procedure Profile installation described in section hereafter SHALL be
executed.

3.1.3.3 Sub-procedure Profile Installation

@startuml
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participant "<b>Operator" as OP
participant "<b>SM-DP+" as DP
participant "<b>LPAd" as LPA
participant "<b>eUICC" as E

LPA -> E : [1] ES10b.LoadBoundProfilePackage x N\n (ES8+.InitialiseSecureChannel)

rnote over E #FFFFFF

[2]

- Verify InitialiseSecureChannel data
- Generate Session Keys

endnote
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Operator SM-DP+ LPAd elicc

[1] ES10k LoacBoundProfiePackage x M
(ESE+ InitialiseSecureChannel)

i
>

[2]
- Yerify IntialiseSecureChannel data
- Generate Session Keys

Response APDU x N
. ponse APDUXN

[3] ES10b LoadBoundProfilePackage x N
(ESE+.ConfigurelSDP)

L
R APDU x N
.. esponse AFDY ]
[4] ES10b LoacBoundProfiePackage x N
(ES8+ StoreMetadata) -

e

Response APDU x N
. ponse APDUXN

[4a] Werify PPR(s) against RAT
[4b] [Werify Enterprise Configuration]

[5] [ES1 0k LoadBoundProfilePackage x M]
(ESB+ ReplaceSessionKeys)

i,
=

Response APDU x N
P [Response APDU x I

[8] ES1 0k LoacBoundProfiePackage x M
(ES8+ LoadProfileElements)

i
p

Response APDU x M
(ProfilelnstallationResult)

{ .....................................................
_[7] ES9+ Handlghatification(ProfileinstalationResult)
=
oK
................................................................ )
[E] [Terminate Download order]
_{[9] [ES2+ HandleMeatification]
oK
.................................... ).
[10] [Delete Event, Refer to Event Deletion section 3.6.3]
[11] ES1 0k RemoveNdtificationFromList
=
[12] Delete Motification
IR ok .

| [13] [Mext RSP session follows] |

| I |
Figure 14: Sub-procedure Profile Installation

Start Conditions:

The BPP has been downloaded to the LPA and all verifications by the LPA were successful.

Procedure:

In this sub-procedure the LPAd generates the Segmented Bound Profile Package according
to the description in section 2.5.5 and transfers it to the eUICC using a sequence of
"ES10b.LoadBoundProfilePackage" commands. If the LPAd is unable to perform the
segmentation (e.g., because of an error in the BPP structure), or if any call of
"ES10b.LoadBoundProfilePackage" returns status words other than '90 00" or '91 XX, the
LPAd SHALL perform the Common Cancel Session procedure with reason
loadBppExecutionError. If a subsequent notification is sent to the Operator, the
notificationEvent SHALL be setto 'BPP installation'.
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1.

4a.

4b.

The LPAd SHALL transfer the part of Bound Profile Package containing the
"ES8+.InitialiseSecureChannel" function to the eUICC by repeatedly calling the
"ES10b.LoadBoundProfilePackage" function.

The eUICC SHALL verify the received "ES8+.InitialiseSecureChannel". If the
verification succeeds, the eUICC SHALL generate the Session Keys using the input
data received in previous step and the key agreement algorithm determined according
to section 2.6.5.

The LPAd SHALL transfer the part of Bound Profile Package containing the
"ES8+.ConfigurelSDP" function to the eUICC by repeatedly calling the
"ES10b.LoadBoundProfilePackage" function.

The LPAd SHALL transfer the part of Bound Profile Package containing the
"ES8+.StoreMetadata” function to the eUICC by repeatedly calling the
"ES10b.LoadBoundProfilePackage" function.

If the Profile Metadata contains PPR(s), the eUICC SHALL verify each PPR according
to PPR verification section 2.9.3.1.

If "ES8+.StoreMetadata” contains an Enterprise Configuration, the eUICC SHALL
verify that this configuration is acceptable. If the Reference Enterprise Rule only allows
Enterprise Profiles to be installed, the eUICC SHALL verify that the Profile to be
installed is an Enterprise Profile.

If the Profile Protection Keys (PPK) were included in the Bound Profile Package, the
LPAd SHALL transfer the part of Bound Profile Package containing the
"ES8+.ReplaceSessionKeys" function to the eUICC by repeatedly calling the
"ES10b.LoadBoundProfilePackage" function. The eUICC SHALL decrypt the Profile
Protection Keys and replace the current BSP Session Keys with the decrypted Profile
Protection Keys.

The LPAd SHALL transfer the Profile Elements included in the
"ES8+.LoadProfileElements” functions by repeatedly calling the
"ES10b.LoadBoundProfilePackage" function.

If all the Profile Elements are successfully processed and installed, with or without
any warning, the last response of the "ES10b.LoadBoundProfilePackage" function
SHALL deliver the signed Profile Installation Result as defined in section 2.5.6.
Installation notifications as configured in the Profile Metadata, if any, SHALL be
generated.

Otherwise, if an error occurs during the transfer and processing of the Profile Elements,
or any previous ES8+ function, which does not result in error status words, the eUICC
SHALL stop the procedure and SHALL report to the LPAd with a response of the
"ES10b.LoadBoundProfilePackage" function including the Profile Installation Result.

The eUICC SHALL store the Profile Installation Result in its non-volatile memory
before delivering it to the LPAd.

The eUICC SHALL erase the otSK.EUICC.KA attached to this RSP session no later
than the successful completion of the BPP installation.

The LPAd MAY inform the End User of the success or error status indicated by the
Profile Installation Result.
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7. The LPAd calls the "ES9+.HandleNotification" function in order to deliver the Profile
Installation Result to the SM-DP+. The SM-DP+ acknowledges the reception of the
Notification to the LPAd.

8. The SM-DP+ SHALL:

¢ Retrieve the pending download order identified by the TransactionID. If
TransactionID is unknown, the SM-DP+ SHALL terminate its processing.

¢ (Conditional) Terminate the pending download order and set the corresponding
Profile in state 'Installed’ or 'Error’ (section 3.1.6) as indicated by the Profile
Installation Result.

9. (Conditional) The SM-DP+ SHALL call the "ES2+.HandleNotification" with:

e notificationEvent indicating 'BPP installation’;

e notificationEventStatus reflecting the value received in
ES9+.HandleNoaotification;

e notificationReceiverIdentifier reflecting the functionRequesterldentifier
value of the associated ES2+.ConfirmOrder;

e notificationIdentifier reflecting the functionCallldentifier value of the
associated ES2+.ConfirmOrder;

10. (Conditional) If this procedure is executed in the context of option (b), the SM-DP+
SHALL execute the SM-DS event deletion procedure (section 3.6.3).

11.0On reception of the acknowledgement message from the SM-DP+ the LPAd SHALL
call "ES10b.RemoveNotificationFromList" with the corresponding segNumber.

12.The eUICC SHALL delete the Profile Installation Result from its non-volatile memory.

13. (Conditional) If the LPAd has received rpmPending in the response of

"ES9+.AuthenticateClient" function call, the LPAd SHOULD initiate an additional RSP

Session with the SM-DP+, setting the operationType to indicate rpm. If this RSP

session was triggered by an Event Record from an SM-DS, the pending RSP session with

the SM-DP+ SHOULD be executed before continuing processing any remaining Event

Records from that SM-DS.

3.1.4 Limitation for Profile Installation
Several profiles MAY be installed on the eUICC, subject to non-volatile memory limitations.

3.1.5 Error Handling Within the Profile Download and Installation Procedure

During Profile Installation (section 3.1.3.3), when the next segment of an SBPP is to be sent
to the eUICC, the eUICC SHALL handle TLVs that are different from what is defined for the
SBPP in section 2.5.5 as follows:

e The eUICC SHALL process the commands "ES10b.GetEUICCChallenge” (indicating
the start of a new download session) and "ES10b.CancelSession” (indicating the
termination of the current download session) as specified.

e The eUICC MAY also process other ES10 commands.
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e The eUICC SHALL reject other ES10 commands it does not process and any other
TLV with status words '69 85' (Conditions of use not satisfied) or '6A 88' (Reference
data not found).

In the latter 2 cases, the eUICC SHALL NOT discard the download session state.

3.1.6 Profile Lifecycle at SM-DP+

The previous sections provide detailed procedures associated with Remote Provisioning.
Each Profile has state information on the SM-DP+ associated with it during the provisioning
into an eUICC. The Profile lifecycle state can be one of the states listed in the following
table.

Additional states and additional or customised ES2+ functions MAY be agreed between the
Operator and the SM-DP+.

State Name Description

Available The Profile is available in the inventory of the SM-DP+.

Allocated The Profile is reserved for downloading without being linked to an EID.

Linked The Profile is reserved for downloading and is linked to an EID.

Confirmed The Profile is reserved for downloading (linked or not linked to an EID) with
Matching ID and Confirmation Code if required.

Released The Profile is ready for download and installation after Network
Configuration by the Operator (e.g.: HLR Registration).

Downloaded The Bound Profile was delivered to the LPA.

Installed The Profile was successfully installed on the eUICC.

Error The Profile has not been installed because of one of the following error
cases:

- Confirmation Code Retry Limit exceeded

- Download Retry Limit exceeded

- End User Rejection

- Permanent error during download and installation

Unavailable The Profile cannot be reused anymore by the SM-DP+.

Table 6b: Profile State in the SM-DP+

The following additional Profile states MAY be tracked by an SM-DP+ that receives
Notifications from an eUICC.

State Name ‘ Description

Enabled The last Notification received from the eUICC was an enable Notification.
Disabled The last Notification received from the eUICC was a disable Notification.
Deleted The last Notification received from the eUICC was a delete Notification.

Table 6¢: Notified Profile States in the SM-DP+
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The following two state transition diagrams show the Profile lifecycle state on the SM-DP+ and
provide the details of the actions previously performed on a Profile together with the possible
next action.

@startuml
skinparam monochrome true

State Available {
}

state Allocated {

state Linked {

state Confirmed {

state Released {

state Downloaded {

state Installed {

state Error{

}

Available --> Allocated : ES2+.DownloadOrder (ICCID) or \n ES2+.DownloadOrder
(Profile Type)

Available --> Linked : ES2+.DownloadOrder (EID, ICCID) or \n ES2+.DownloadOrder
(EID, Profile Type)

Allocated --> Confirmed : ES2+.ConfirmOrder (ICCID, [EID], [MatchingID], [CCode],
releaseFlag=false)

Allocated --> Released : ES2+.ConfirmOrder \n(ICCID, [EID], \n [MatchingID],
\n[CCode], releaseFlag=true)

Linked --> Confirmed : ES2+.ConfirmOrder \n(ICCID, [EID], [MatchingID], \n[CCode],
[SM-DS address], \nreleaseFlag=false)

Linked --> Released : ES2+.ConfirmOrder \n (ICCID, [EID], [MatchingID], \n [CCode],
[SM-DS address(es)], \nreleaseFlag=true)

Confirmed --> Released : ES2+.ReleaseProfile (ICCID)
Released -down--> Downloaded : ES9+.GetBoundProfilePackage

Downloaded --> Installed : ES9+.HandleNotification (Success)

Installed -[dashed
DeleteNotification
Installed -[dashed
DeleteNotification

-> Released : optional: ES9+.HandleNotification \n(Success -

-> Available : optional: ES9+.HandleNotification \n (Success -

Downloaded --> Downloaded : ES9+.GetBoundProfilePackage (retry)
\nES9+.HandleNotification (temporary error)

Downloaded -down--> Error : ES9+.HandleNotification (Permanent error)

Downloaded --> Error : ES9+.GetBoundProfilePackage (Fail) \n - Eligibility check
failed \n - Exceed CCode Try Limit \n - Exceed Download Try Limit \n - End User
Rejection \n - BPP not available for rebinding

Released --> Error : ES9+.GetBoundProfilePackage (Fail) \n - Eligibility check
failed \n - Exceed CCode Try Limit \n - Exceed Download Try Limit \n - End User
Rejection

@enduml
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Available

ES2+ DownloadOrder (EID, ICCID) or | ES2+ DownloadOrder (ICCID) ar N
ES2+ DownloadOrder (EID, Profile Type) | ES2+ DawnloadOrder (Profile Type) .

Allocated |
L/ —J

ES2+ ConfirmOrder
(ICCID, [EID], [MatchingiD],
[CCade], [SM-DS address],
releaseFlag=false)

ES2+ ConfirmOrder (CCID, [EID], [

D). [CCade], releaseFlag

ES2+ConfirmOrder

(ICCID, [EID], [MatchinglD],
[CCode], [SM-DS address(es)], -

releaseFlag=true)

ES2+ ConfirmCrder
(IcCID, [EID],
[MlatchinglD],

[CCode], releaseFlag=trug)

ES2+ ReleaseProfile (ICCID)

N

1
Ioptional: ES9+ HandlsNotification

“ (Success - DeleteNatification)

\
'
|
|
|
|
|
|
|
|
|
|
|
|
'
|
|
|
|
1
I
|
|

:nptinna\ ES9+ HandlsNotification
(Success - DeleteNotification)

ES9+ GetBoundProfilePackage

‘ ES9+ GetBoundProfilePackage (Fail)
ES9+ GetBoundProfilsPackage (fetry) ' Eliblity chack falled

ES3+ HandleNtification (temporary error) y h

- Exceed Download Try Limit

| - End User Rejection

Downloaded

1
|

ESS+ HandleMotification (Success) -
'

- -

ES3+ GetBoundProfilePackage (Fail)
- Eligibility check failed
- Exceed CCode Try Limit
- Exceed Download Try Limit
- End User Rejection
- BPP nat available for rebinding

ESS+ HandleMotification (Permanent error)

NOTE: "ES2+.HandleNotification" does not have any impact on the Profile state.

@startuml
skinparam monochrome true

state Available {
}

state States {
state Allocated {
;tate Linked {
;tate Confirmed {
;tate Released {

}

state Error({

}

State Unavailable {
}

States -left--> Available : ES2+.CancelOrder (ICCID, EID, MatchingID) \n with
finalProfileStatusIndicator = Available

States -right--> Unavailable : ES2+.CancelOrder (ICCID, EID, MatchingID) \n with
finalProfileStatusIndicator = Unavailable

Error -up--> Available : ES2+.CancelOrder (ICCID, EID, MatchingID) \n with
finalProfileStatusIndicator = Available \n or Automatic Transition
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Error -up--> Unavailable: ES2+.CancelOrder (ICCID, EID, MatchingID) \n with
{ finalProfileStatusIndicator = Unavailable \n or Automatic Transition
@enduml

' ™
States

ES2+ CancelOrder (ICCID, EID, MatchinglD) ESZ+ CancelOrder (ICCID, EID, MatchinglD)
Available with finalProfileStatusindicator = Available with finalProfileStatusindicator = Unavailable Unavailable
Allocated Linked [ Confirmed [ Released [
N— N J )\ 2\ ) /»“—’
T ~ v
—
~— /
T
~ -
T~ ES2+ CancelCrder (ICCID, EID, MatchinglD) / ES2+ CancelOrder {ICCID, EID, MatchinglD)
"“\H with finalProfileStatusindicator = Available - with finalProfileStatusindicator = Unavailable
\“ﬁ\ or Automatic Transition - or Autornatic Transition
. 7
~—_ -
~— 7
.
\ — //

Figure 15: Profile Instance Lifecycle State Transit Diagram at SM-DP+

3.2 Local Profile Management

The End User initiates Local Profile Management procedures using the LUI. As specified in
SGP.21 [4], User Intent is required for all procedures directed to Operational Profiles, except
List Profiles. For each procedure the LPA SHALL enforce the Confirmation Level that is
equal to or higher than the Confirmation Level defined in this specification. The specific
implementation of Confirmation Requests by the LPA is out of scope of this specification.

In all cases, if the End User refuses or does not respond to a Confirmation Request, then the
associated operation SHALL stop.

Confirmation Requests MAY be combined for consecutive operations to simplify the user
experience and avoid repeated input steps for the End User. For instance, when performing
a Profile download with an Activation Code, the Strong Confirmation for download and
Simple Confirmation for enabling the Profile MAY be combined. In the case of combined
Confirmation Requests, it SHALL be clear to the End User what operations will be
performed, and the highest level of confirmation SHALL be obtained.

The LUI implementation of Add Profile (section 3.2.5) and Update all Profiles (in section
3.2.7) MAY be combined. For instance, as a composite Add/Update All operation, the LPAd
MAY initiate Profile downloads and RPM downloads from the Default SM-DP+(s), Root SM-
DS(s), and all Polling Addresses of the installed Profiles.

Some Local Profile Management procedures provide two options: Using a REFRESH
proactive command to notify the Device about a change and performing such a change
without such a command. While both options are available for LPAd, the procedures SHALL
always use the option with the REFRESH proactive command for the LPAe.

3.21 Enable Profile
This procedure is used to enable a Profile already downloaded and installed on an eUICC.

The procedure applies for SEP and MEP. The following applies for Command Port and
Target Port:
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Command Port Target Port

MEP-A1/A2 0 >0
MEP-B >=0 Identical to Command Port
SEP Physical interface Physical interface

For MEP-A2, the eUICC SHALL select an eSIM Port which currently has no Profile enabled,
i.e., implicit disabling will never occur.

For MEP-B, the LPA SHALL set the refreshFlag.

For MEP-A2, the LPA SHALL NOT set the refreshFlag.

@startuml
skinparam monochrome true
skinparam ArrowColor Black

hide footbox

participant "End-user" as EndUser #FFFFFF

participant "LUId" as LPA #FFFFFF

participant "eUICC \n LPA Services (ISD-R)" as LPAServices #FFFFFF
participant "Device baseband" as DevBB #FFFFEFF

rnote over EndUser, LPA #FFFFFF
[0] End-user interactions
end rnote

Opt refreshFlag not set

rnote over LPA, DevBB #FFFFFF

[1] TP: The Device
a) Runs the application session termination procedure
b) Closes logical channels
c) Terminate an ongoing proactive command session

end rnote

end opt

LPA -> LPAServices: [2] CP: ES10c.Enable(ISD-P AID or ICCID, [TP], refreshFlag)
rnote over LPAServices #FFFFFF
[3] Verify Profile state
[4a] Enforce Profile Policy Rules
[4b] [Verify Reference Enterprise Rule]
[5] [Perform Test Profile checks]
end rnote
LPAServices --> LPA: [Error]

Alt REFRESH required
rnote over LPAServices #FFFFFF
[6a] TP: Determine if proactive session is ongoing
end rnote
LPAServices —--> LPA: [Error: catBusy]
LPAServices -> LPA: [6b] Ok
LPAServices -> DevBB: [7] TP: REFRESH
DevBB -> LPAServices: Terminal Response or RESET
rnote over LPAServices #FFFFFF
[8] TP: The Target Profile is Enabled
end rnote

Else REFRESH not required

rnote over LPAServices #FFFFFF

[9] TP: The Target Profile is Enabled
end rnote

LPAServices -> LPA: [10] Ok
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LPA -> DevBB: [11] New Enabled Profile

end

rnote over DevBB #FFFFFF

[12] TP: Baseband executing a
network attach procedure with
the newly Enabled Profile

end rnote

rnote over LPA
[13] [trigger PCM session]

end rnote

@enduml

elUICC
End-user Luld LPA Services (ISD-R) Device baseband

|[U] End-user interactions |
T

nEt / [refreshFlag not set] | |

[1] TP: The Device
a) Runs the application session termination procedure
b) Closes logical channels
c) Terminate an ongoing proactive command session

| [2] CP: ES10c.Enable(ISD-P AID or ICCID, [TP], refreshFlag) ,_:
-
\ [3] Verify Profile state

! [4a] Enforce Profile Policy Rules

i [4b] [Werify Reference Enterprise Rule]
X [5] [Perfarm Test Profile checks]

. [Errar]

alt [REFRESH required] |

[6a] TP: Determine if proactive session is angoing

[Errar: catBusy]

A

[Bb] Ok

[7] TP: REFRESH N
L]

Terminal Response or RESET |

-
- |

A

|11 TP The Target Profils is Enabled|

[REFRESH not required]

|19] TP The Target Profils is Enabled|

_[10] Ok |

' [11] New Enabled Profile |

L.
-~
T

[12] TP: Basehand executing a
network attach procedure with
the newly Enabled Profile

[13] [trigger PCM session]

Figure 16: Enable Profile

Start Conditions:

When the Profile to be enabled is an Operational Profile:
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e User Intent is acquired as defined in SGP.21 [4].
When the Profile to be enabled is a Test Profile:

e The Device is in Device Test Mode.
When the Profile to be enabled is a Provisioning Profile:

e The currently-enabled Operational Profile, if any, is unsuitable to provide the
connectivity required for an operation such as Add Profile.

Procedure:

0. The End User is presented with a user interface that displays the list of installed
Profiles within the eUICC, with their current states (Enabled or Disabled). The End
User selects the Profile to be enabled. The LPAd MAY check the Profile Policy Rules
of the Profiles and give appropriate warnings to the End User (e.g., that due to Profile
Policy Rules the Profile cannot be enabled). The enabling of a Provisioning Profile
can be initiated by the LPAd itself without any End User interaction. The enabling of a
Profile combined with its download can omit this step.

1. Before the LPAd calls the EnableProfile function with the refreshFlag not set, the
Device has the responsibility to ensure that the relevant conditions for use are met:

For SEP, MEP-A1 and MEP-B, if a Profile currently is enabled on the Target Port:

a) The Device SHALL run the application session termination procedure in
accordance with ETSI TS 102 221 [6] for every active application of the Profile
currently enabled on the Target Port.

b) The Device SHALL close all logical channels that were used to select these
applications.

c) The Device SHOULD take implementation-dependent action to terminate an
ongoing proactive command session.

For MEP-A2, the Device MAY verify if an eSIM Port is available which has currently
no Profile enabled.

Before the LPAd calls the EnableProfile function with the refreshFlag set, the Device
has the responsibility to ensure that CAT is initialised on the Target Port.

2. On the Command Port, the LPAd SHALL call the "ES10c.EnableProfile" (section
5.7.16) function of the ISD-R with its relevant input data, which includes the indication
if a REFRESH proactive command is needed. For MEP, the Target Port is determined
as follows:

o For MEP-AL, the Target Port SHALL be indicated in the input data.
o For MEP-A2, the Target Port SHALL be selected by the eUICC in step 9.
o For MEP-B, the command SHALL be sent on the Target Port.

3. The ISD-R SHALL verify the state of the Target Profile. If the Target Profile is not in
Disabled state, the ISD-R SHALL return a response indicating a failure, and the
procedure SHALL stop.
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4a. If the Target Profile is not a Test Profile, the ISD-R SHALL check the Profile Policy
Rules of the Profile currently enabled on the Target Port (if any). If it has a Profile
Policy Rule "Disabling not allowed", the ISD-R SHALL return a response indicating a
failure, and the procedure SHALL stop.

4b. If the eUICC contains a Profile with a Reference Enterprise Rule, it SHALL verify the
following:

e |f the Target Profile is not an Enterprise Profile or a Test Profile: That the
maximum number of non-Enterprise Profiles that can be Enabled is not
exceeded.

o If the Reference Enterprise Rule indicates "priorityEnterpriseProfile"
and the Profile with the Reference Enterprise Rule is currently disabled, that
itself or a Test Profile is the Target Profile.

If any of these verifications fail, the ISD-R SHALL return a response indicating a

failure, and the procedure SHALL stop.

5. If the Profile currently enabled on the Target Port is a Test Profile, the ISD-R SHALL
check if the Target Profile is either another Test Profile or the Operational profile that
was previously in Enable state. If this is not the case, the ISD-R SHALL return a
response indicating a failure, and the procedure SHALL stop.

If the refreshFlag is set, steps 6 to 8 SHALL be executed.

6a. If a proactive session is ongoing on the Target Port, the ISD-R MAY return a
catBusy error response to the LUId. If this occurs, the LPAd MAY take
implementation-dependent actions to terminate the proactive command session, after
which the LPAd MAY call again the "ES10c.EnableProfile” function without any
further End User interaction.

6b. If the ISD-R does not stop execution due to an ongoing proactive session, then it
SHALL return a response indicating result OK back to the LUId.

7. The eUICC SHALL trigger a REFRESH of the Target Port as follows:

e For SEP and MEP-B, the eUICC SHALL send a REFRESH proactive command on
the Target Port.

e For MEP-A1, the eUICC SHALL send an LSI COMMAND proactive command with
the action "Proactive session request" on the Command Port. This results in the
Device checking for pending proactive commands on the Target Port, whereupon
the eUICC sends a REFRESH proactive command on the Target Port.

8. Upon reception of the Terminal Response or after the RESET of the Target Port, the

ISD-R SHALL disable the currently Enabled Profile (if any) and then enable the

Target Profile on the Target Port.

If the refreshFlag is not set, steps 9 to 11 SHALL be executed.

9. For MEP-A2, the eUICC SHALL select an eSIM Port which currently has no Profile
enabled as Target Port. If no eSIM Port is available, the ISD-R SHALL return a
response indicating a failure, and the procedure SHALL stop. The ISD-R SHALL
disable the Profile currently enabled on the Target Port (if any). The ISD-R SHALL
enable the Target Profile on the Target Port.

10. The ISD-R SHALL return a response indicating result OK back to the LUId. For
MEP-A2, the response SHALL include the Target Port.
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11. The Device SHALL discard any state, including the PIN state, and any cached file
content including EFiccip and EFpir, and any proactive command session from the
previously enabled Profile, if any, on the Target Port. The LPA signals the baseband
connected to the Target Port that a new Profile was enabled. The Device SHALL
proceed with the UICC activation procedure including TERMINAL PROFILE, as
defined in ETSI TS 102 221 [6] clause 14.5.1.

12. The baseband triggers the execution of a network attach procedure with the newly
Enabled Profile on the Target Port.

13.If the Device supports PCM, 1lprConfiguration.triggerLprOnEnableProfile
is present in the Profile Metadata of the enabled Profile, and appropriate connectivity
is available, then the LPRd SHALL trigger a Profile Content Management session
using the optional DPI in the Profile Metadata as described in section 3.9.

If the currently Enabled Profile is not a Provisioning Profile and is not able to provide
connectivity, there SHALL NOT be any fallback to the previously Enabled Profile. Further
action SHALL remain under the responsibility of the End User.

3.2.2 Disable Profile

This procedure is used to disable a Profile, already downloaded and installed on an eUICC,
and Enabled on the Target Port.

The procedure applies for SEP and MEP. The following applies for Command Port and
Target Port:

Command Target Port
Port

MEP- 0 >0

A1/A2

MEP-B >=0 >=0

If CAT has been initialised on the Target Port, then identical to
Command Port.

Otherwise, MAY be different from Command Port.

SEP Physical Physical interface
interface

For MEP, the Target Port is the eSIM Port where the Target Profile is currently enabled.
For MEP-B, the LPA SHALL set the refreshFlag.
For MEP-A2, the LPA SHALL NOT set the refreshFlag.

NOTE: There may be situations where a Profile is enabled on an eSIM Port which is
no longer accessible by the baseband, e.g., due to switching to a physical
SIM. For a Device typically using refresh mode when switching profiles, this
procedure allows gracefully handling of such situations: even if the
refreshFlag is set, the eUICC will skip the refresh if CAT is not initialised
(see step 6), and for MEP-B, the DisableProfile function can be sent on a
different eSIM Port.
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@startuml
skinparam monochrome true
skinparam ArrowColor Black

hide footbox

participant "End-user" as EndUser #FFFFFF

participant "LUId" as LPA #FFFFFF

participant "eUICC \n LPA Services (ISD-R)" as LPAServices #FFFFFF
participant "Device baseband" as DevBB #FFFFFF

rnote over EndUser, LPA #FFFFFF
[0] End-user interactions
end rnote

Opt refreshFlag not set

rnote over LPA, DevBB #FFFFFF

[1] TP: The Device
a) Runs the application session termination procedure
b) Closes logical channels
c) Terminate an ongoing proactive command session

end rnote

end opt

LPA -> LPAServices: [2] CP: ES10c.Disable(ISD-P AID or ICCID, refreshFlag)
note over LPAServices #FFFFFF

[3] Verify Profile state

[4] Enforce Profile Policy Rules
end note

LPAServices --> LPA: [Error]

Alt REFRESH required
rnote over LPAServices #FFFFFF
[5a] TP: Determine if proactive session is ongoing
end rnote
LPAServices —--> LPA: [Error: catBusy]
LPAServices -> LPA: [5b] Ok
LPAServices -> DevBB: [6] TP : REFRESH
DevBB -> LPAServices: Terminal Response or RESET
rnote over LPAServices #FFFFFF
[7] TP: The Target Profile is Disabled
end rnote

Alt If the Target Profile is a Test Profile, an Operational Profile was formerly
Enabled \nand this Operational Profile was not deleted while a Test Profile was
Enabled

rnote over LPAServices #FFFFFF

[8] TP: Enable formerly Enabled Operational Profile

end rnote

rnote over DevBB #FFFFFF

TP: Baseband executing a

network attach procedure with

the newly Enabled Profile

end rnote

end Alt

Else REFRESH not required

rnote over LPAServices #FFFFFF

[9] TP: The Target Profile is Disabled

end rnote

Alt If the Target Profile is a Test Profile, an Operational Profile was formerly
Enabled \nand this Operational Profile was not deleted while a Test Profile was

Enabled
rnote over LPAServices #FFFFFF
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the newly Enabled Profile
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i
i
.
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alt : [if the Targe:t Profile is a Test Profile, an Operational Profile was formerly Epahled
| and this Operational Profile was not deleted while a Test Profile was Enabled]

|[10] TP: Enahble formerly Enabled Operational F‘|‘0ﬂ|e|
1

[12] TP: The Device SHALL discard:
- any state of the previously Enabled Profile
- any cached file content

- any proactive command session

| [13] New Enabled Profile

-
Cal]

TF: Baseband executing a
network attach procedure with
the newly Enabled Profile

[else]

[14] Ok

[15] TP: The Device SHALL discard:
- any state of the previously Enabled Profile
- any cached file content

- any proactive command session

! [16] No Enabled Prafile

\d

Start Conditions:

When the Profile to be disabled

Figure 17: Disable Profile

is an Operational Profile:
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User Intent is acquired as defined in SGP.21 [4].

When the Profile to be disabled is a Test Profile:

The Device is in Device Test Mode.

When the Profile to be disabled is a Provisioning Profile:

The operation requiring connectivity from the Provisioning Profile, such as a Profile
download, has completed.

Procedure:

0.

The End User is presented with a user interface that displays the list of installed Profiles
within the eUICC, with their current states (Enabled or Disabled), as described in "List
Profiles" procedure (section 3.2.4). The End User selects the Profile to be Disabled.
The disabling of a Provisioning Profile or a Test Profile can be initiated by the LPAd
itself without any End User interaction. The LPAd MAY check the Profile Policy Rules
of the Profile and give appropriate warnings to the End User.

Before the LPAd calls the DisableProfile function with the refreshFlag not set, the
Device has the responsibility to ensure that the relevant conditions for use are met on
the Target Port. l.e., the Device:

a) SHALL run the application session termination procedure in accordance with
ETSI TS 102 221 [6] for every active application of the currently enabled
Profile on the Target Port.

b) SHALL close all logical channels that were used to select these applications.

c) SHOULD take implementation-dependent action to terminate an ongoing
proactive command session.

On the Command Port, the LPAd SHALL call the "ES10c.DisableProfile" (section
5.7.17) function of the ISD-R with its relevant input data, which includes the indication
if a REFRESH proactive command is needed.

The ISD-R SHALL verify the state of the Target Profile. If the Target Profile is not in the
Enabled state, the ISD-R SHALL return a response indicating a failure, and the
procedure SHALL stop.

For non MEP-Capable eUICC: The ISD-R SHALL check the Profile Policy Rules of
the currently Enabled Profile.

If it has a Profile Policy Rule "Disabling not allowed", the ISD-R SHALL return a
response indicating a failure, and the procedure SHALL stop.

If refreshFlag is set, steps 5 to 8 SHALL be executed.

5a. If a proactive session is ongoing on the Target Port, the ISD-R MAY return a

catBusy error response to the LUId. If this occurs, the LPAd MAY take
implementation-dependent actions to terminate the proactive command session, after
which the LPAd MAY call again the "ES10c.DisableProfile" function without any
further End User interaction.

5b.If the ISD-R does not stop execution due to an ongoing proactive session, then it

SHALL return a response indicating result OK back to the LUId.
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6.

If the Target Profile is enabled on an eSIM Port where CAT has been initialised, the
eUICC SHALL trigger a REFRESH of the Target Port as follows:

For SEP and MEP-B, the eUICC SHALL send a REFRESH proactive command on
the Target Port.

For MEP-A1, the eUICC SHALL send an LSI COMMAND proactive command with
the action "Proactive session request” on the Command Port. This results in the
Device checking for pending proactive commands on the Target Port, whereupon
the eUICC sends a REFRESH proactive command on the Target Port.

If the Target Profile is enabled on an eSIM Port where CAT has not been initialised,
the Device SHALL discard any state, including the PIN state, of the Target Profile and
any cached file content including EFiccio and EFpir.

Upon reception of the Terminal Response or after the RESET of the Target Port, or
immediately if the Target Profile is enabled on an eSIM Port where CAT has not been
initialised, the ISD-R SHALL disable the currently Enabled Profile on the Target Port.
If the Target Profile is a Test Profile, an Operational Profile was in Enabled state while
the Test Profile was enabled on the Target Port and this Operational Profile was not
deleted while a Test Profile was Enabled, this previous Operational Profile SHALL be
enabled again on the Target Port.

If refreshFlag is not set, steps 9 to 16 SHALL be executed as specified below.

3.2.3

9.

The ISD-R SHALL disable the Target Profile.

Check if a previous Operational Profile needs to be Enabled: If the Target Profile
is a Test Profile, an Operational Profile was in Enabled state on the Target Port
while the Test Profile was enabled and such Operational Profile was not deleted
while a Test Profile was Enabled, the procedure SHALL end with the execution of
steps 10 to 13:

10. This previous Operational Profile SHALL be enabled again on the Target Port.

11. The ISD-R SHALL return a response indicating result OK back to the LUId.

12. The Device SHALL discard any state, including the PIN state, of the previously
Enabled Profile, any cached file content including EFccio and EFpir, and any
proactive command session.

13. The LPA SHALL signal the baseband that a new Profile was Enabled. The
baseband triggers the execution of a network attach procedure with the newly
Enabled Profile.

Otherwise: if no previous Operational Profile needs to be Enabled, the procedure
SHALL end with the execution of steps 14 to 16.

14. The ISD-R SHALL return a response indicating result OK back to the LUId.

15. The Device SHALL discard any state, including the PIN state, of the previously
Enabled Profile, any cached file content including EFccio and EFpir, and any
proactive command session.

16. The LPA SHALL signal the baseband that the Profile was disabled.

Delete Profile

This procedure is used to delete a Profile already downloaded and installed on an eUICC.
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The conditions under which the LPAd MAY delete a Provisioning Profile are implementation-
dependent and out of the scope of this specification. The eUICC implementation MAY not
support deletion of a Provisioning Profile or a preloaded Test Profile.

@startuml

skinparam monochrome true
skinparam ArrowColor Black
hide footbox

participant "End-user" as EndUser #FFFFFF

participant "LUId" as LPA #FFFFFF

participant "eUICC \n LPA Services (ISD-R)" as LPAServices #FFFFFF
participant "Device Baseband" as Baseband #FFFFFF

note over EndUser, LPAServices #FFFFFF
[0] End-user interactions
end note

group If Profile to be deleted is enabled
note over LPA, Baseband #FFFFFF
[1] Steps 1-9 of the Disable Profile Procedure are executed
end note
end
LPA -> LPAServices: [2] ES10c.DeleteProfile(ICCID or ISD-P AID)

alt ISD-R checks the target Profile is in Enabled state or Profile Policy Rules
does not allow deletion

LPAServices -> LPA : [3] ERROR

else The target Profile is in a Disabled state and Profile Policy Rules allows
deletion

note over LPAServices #FFFFFF

[4] Delete Profile

end note
LPAServices -> LPA : [5] OK
end
@enduml
elICC
End-user LuId LPA Services (ISD-R) Device Baseband
) ) ) )
[0] End-user interactions % |
If Profile to be deleted is enabled  / X X
| [1] Steps 1-9 of the Disahle Profile Procedure are executed [ﬁ
! !

' [2] ES10c.DeleteProfile{ICCID or ISD-P AID)

alt [ISD-R checks the target Profile is in Enahlald state or Profile Policy Rulgs does not allow deletion]
1 1
1 [3] ERROR |
[

—
-

[The target Profile is in a Disabled state and Profile Pulirhr Rules allows deletion]

[4] Delete Profile !
)

1 [51 OK |

Figure 18: Delete Profile
Start Conditions:

When the Profile to be deleted is an Operational Profile:
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e User Intent is acquired as defined in SGP.21 [4].
When the Profile to be deleted is a Test Profile:

e The Device is in Device Test Mode.
o The Test Profile to be deleted is not a pre-loaded Test Profile, or the eUICC
implementation permits deletion of the preloaded Test Profiles.

Procedure:

0. The End User is presented with a user interface that displays the list of installed
Profiles within the eUICC, with their current states (Enabled or Disabled), as
described in "List Profiles" procedure (section 3.2.4Error! Reference source not f
ound.) The End User selects the Profile to be deleted. The LPAd SHALL ask for
Strong Confirmation by presenting the consequences. The LPA MAY check the
Profile Policy Rules of the Profile and give appropriate warnings to the End User
(e.g., that due to Profile Policy Rules the Profile cannot be deleted). The deletion of a
Provisioning Profile can be initiated by the LPAd itself without any End User
interaction.

1. If the identified Profile to be deleted is Enabled on any eSIM Port then steps 1-9 of
the disable profile procedure SHALL be executed as defined in section 3.2.2.

2. The LPAd SHALL call the "ES10c.DeleteProfile" function of the ISD-R with its
relevant input data.

3. The ISD-R SHALL verify the state of the target Profile and check its Profile Policy
Rules. If the target Profile is in the Enabled state or the Profile Policy Rules do not
allow deletion, the ISD-R SHALL return a response indicating a failure, and the
procedure SHALL stop.

4. The eUICC SHALL delete the Profile.

5. The ISD-R SHALL return a response indicating result OK back to the LPAd.

3.2.4 List Profiles

This procedure is used by the LPAd to list the Profiles, and their current states, pre-installed
or previously downloaded and installed on an eUICC, in human readable format. The
procedure is initiated by the LPAd either implicitly (e.g., at first Device boot up) or explicitly
(e.g., through LUI user interface options).

@startuml
skinparam monochrome true
skinparam ArrowColor Black

hide footbox

participant "End-user" as EndUser #FFFFFF
participant "LUId" as LPA #FFFFFF
participant "eUICC \n LPA Services (ISD-R)" as LPAServices #FFFFFF

note over EndUser, LPA #FFFFFF
[0] End-user interactions
end note
LPA -> LPAServices: [1] ES10c.GetProfilesInfo()
LPAServices -> LPA: [2] List of Profiles
LPA -> EndUser: [3] Display List
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@enduml

elicc
End-user Lund LFA Services (ISD-R)

[0] End-user interactions B]

! [1] ES10c. GetProfilesinfa() -

E{ [2] List of Profiles

g [3] Display List !

Figure 19: List Profiles
Start Conditions:
e None.
Procedure:

0. The LPAd is started on the Device. The user MAY be presented with the user interface
options.

1. Either as part of the LPA launch procedure or through explicit user menu selection, the
LPAd SHALL call "ES10c.GetProfilesinfo" to request the list of Profiles from the LPAd
Services.

2. The eUICC SHALL return the Profile Metadata and status of the Profile(s) as defined
in section 5.7.15.

3. The LUId SHALL display a subset of the set of installed Profiles along with their current
states (Enabled or Disabled) to the End User in human readable format. This subset
could be empty. The displayed subset SHALL include the Operational Profiles if the
Device is not in Device Test Mode. It SHALL include the Test Profiles if the Device is
in Device Test Mode. It SHALL NOT include the Provisioning Profiles.

End Conditions:
Any Profile information presented to the user SHALL always be in human readable format.

The specific presentation of Profile information to the End User is out of the scope of this
document. However, it SHALL be possible for the End User to obtain the ICCID of each
installed Operational Profile.

3.2.5 Add Profile

This procedure will allow the End User to add a single Profile. This procedure can further
enable the downloaded Profile upon Confirmation Request, which consequently disables the
currently Enabled Profile (if any). Network connectivity is assumed. The download can be
initiated by the input of an Activation Code, by retrieval of a pending Profile download Event
from an SM-DS, or by retrieval of a pending Profile download from a Default SM-DP+. The
LPAd MAY implement a combination of these methods, as applicable, as a composite Add
Profile operation.
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If a Default SM-DP+ address is configured on the eUICC or Default SM-DP+ addresses are
configured on the Device, the LPAd SHALL allow the End User to perform Add Profile
operations using a configured Default SM-DP+ and to perform Add Profile operations using
the Root SM-DS(s) that it supports. As described above, the LPAd MAY implement this as a
composite Add Profile operation.

When the End User initiates the Add Profile procedure and the Profile Metadata indicates
that the Profile is not an Operational Profile, the LPAd SHOULD notify the End User and
stop the procedure.

@startuml
skinparam monochrome true
skinparam ArrowColor Black

hide footbox

participant "End User" as EndUser #FFFFFF

participant "LUId / LPDdA" as LPA #FFFFFF

participant "eUICC \n LPA Services (ISD-R)" as LPAServices #FFFFFF
participant "SM-DP+" as SMDP #FFFFFF

participant "SM-DS" as SMDS #FFFFFF

rnote over EndUser, LPA #FFFFFF
(1) End User interaction
end rnote

alt Activation Code

rnote over EndUser, LPA #FFFFFF
(2a) Activation Code input

end rnote

else SM-DS
rnote over LPA, SMDS #FFFFFF
(2b) Event Retrieval Procedure, see 3.6.2
end rnote
else Default SM-DP+
rnote over LPA, LPAServices #FFFFFF
(2c) Default SM-DP+ address retrieval
end rnote
end

rnote over LPA, SMDP #FFFFFF

(3) Profile Download and Installation Procedure, see 3.1.3
end rnote
@enduml
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elICC
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(1) End User interaction
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(2a) Activation Code input
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Figure 20: Add Profile
Start Conditions:
e User Intent is acquired as defined in SGP.21 [4].
Procedure:

1. The End User initiates the Add Profile operation within the LUId.

When performing subsequent Common Mutual Authentication procedure(s) with the SM-
XX(s), the LPAd SHOULD set operationType, Which, if present, SHALL include

profileDownload.
2. The LPAd obtains the parameters for the Profile to be downloaded:

a. If an Activation Code is used, the LUId SHALL obtain the Activation Code from
the End User (e.g., by manual entry or QR code scanning).

b. If an SM-DS is used, the LPAd SHALL retrieve the SM-DP+ address and
EventID from that SM-DS using the Event Retrieval Procedure (section 3.6.2).

c. If a Default SM-DP+ is used, the LPAd SHALL retrieve the Default SM-DP+
address from the eUICC or from the Device.

3. The Profile is downloaded from the SM-DP+ via the Profile download and installation
procedure as defined in section 3.1.3, with the Confirmation Request(s) as described
therein.

End Conditions:

1. The Profile and its associated Profile Metadata have been installed on the End User’s
eUICC.

3.2.6 Set/Edit Nickname

This procedure is used to add or change the Profile Nickname associated to a Profile
already downloaded and installed on an eUICC.
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This procedure is not applicable to Provisioning Profiles.

@startuml
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participant "End User" as User
participant "LUId" as LUI
participant "eUICC \n LPA Services (ISD-R)" as LPAsvc

rnote over User,LPAsvc #FFFFFF : [0] End User selects the target Profile
rnote over User,LUI #FFFFFF : [1] End User edits the nickname
LUI -> LPAsvc : [2] ES10c.SetNickname (ICCID, Nickname)
@enduml
elJICC
End User Luid LPA Services (ISD-R)

[0] End User selects the target Profile

[1] End User edits the nickname

[
| | [21 ES10c.SetMickname(ICCID, Nicknamej}:

Figure 21: Set/Edit Nickname
Start Conditions:
When the Profile to be renamed is an Operational Profile:
e User Intent is acquired as defined in SGP.21 [4].
When the Profile to be renamed is a Test Profile:
e The Device is in Device Test Mode.
Procedure:

0. The End User selects the Profile to be modified. For example, the End User MAY be
presented with a user interface that displays the list of installed profiles within the
eUICC, as described in the "List Profiles" procedure (section 3.2.4) from which the
relevant Profile can be selected.

1. Through the LUId, the End User edits the Profile Nickname.

2. The LUId calls the function "ES10c.SetNickname" with the relevant ICCID and edited
Nickname.

End Conditions:

The new Profile Nickname is stored in the Profile Metadata of the relevant Profile.
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3.2.7 Update Profile

This procedure is used to update Profile(s) already downloaded and installed on an eUICC
via RPM Command(s). Network connectivity is assumed.

@startuml

hide footbox

skinparam sequenceMessageAlign center
skinparam sequenceArrowFontSize 12
skinparam noteFontSize 12

skinparam monochrome true

skinparam ArrowColor Black

skinparam lifelinestrategy solid
skinparam sequenceMessageAlign center
skinparam noteBackgroundColor #FFFFFF
skinparam participantBackgroundColor #FFFFFF
hide footbox

participant "End User" as User

participant "LPA" as LPA

participant "eUICC \n LPA Services (ISD-R)" as LPAsvc
participant "SM-DP+" as DP

participant "SM-DS" as DS

rnote over User, LPAsvc : [1l] End User interactions

loop As many times as the number of Polling Addresses

rnote over LPA, LPAsvc : [2] Retrieve the Polling Address
rnote over LPA, DS : [3] [Event Retrieval Procedure, see 3.6.2]
rnote over LPA, DP : [4] RPM Download and Execution (section 3.7.2)
end
@enduml

elICC

End User LPA LPA Services (ISD-R) SM-DF+ SM-DS
| | |

[1] End Userinteractions
[ [
loo [As man]rtimer as the number of Polling Addresses]

[2] Retrieve the Polling Address
[ [
[3] [Event Retfrieval Procedure, see 3.6.2]
[ [ [
[4] RPM Download and Execution (section 3.7.2)

Figure 21a: Update Profile

Start Conditions:
A Polling Address is present in the Profile Metadata of the target Profile.
When the target Profile is an Operational Profile:

e User Intent is acquired as defined in SGP.21 [4].

Procedure:
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1. The End User selects target Profile(s) to be updated. The implementation of selecting
the Profile is Device manufacturer specific. For instance:

a) 'Update a Profile’: The End User is presented with a user interface that displays
the list of installed Profiles within the eUICC as described in "List Profiles"
procedure (section 3.2.4). The End User selects a target Profile, and confirms
its update. When performing subsequent Common Mutual Authentication
procedure(s) with the SM-XX(s), the LPAd SHALL set operationType to
include rpm and SHALL provide the ICCID of the target Profile.

b) 'Update all Profiles': The End User is presented with a user interface describing
that all installed Profiles will be updated. The End User confirms the update of
all Profiles. When performing subsequent the Common Mutual Authentication
procedure(s) with the SM-XX(s), the LPAd SHALL set operationType tO
include rpm and SHOULD provide the ICCID of the target Profile.

The LPAd iterates steps (2) to (4) for all Polling Addresses as required in step (1).

2. The LPAd retrieves the Polling Address of the target Profile.

3. (Optional) If the Polling Address is an SM-DS, the LPAd performs Event Retrieval
procedure as described in section 3.6.2.

4. The LPAd retrieves and executes the RPM Command(s) from the SM-DP+ as defined
in section 3.7.2, with the Confirmation Request(s) as described therein.

End Conditions:

The target Profile(s) is updated by the RPM Command(s).

3.2.8 Add/Update All

This procedure will allow the End User to add (a) new Profile(s) and update all installed
Profiles in a single action. Network connectivity is assumed. The LPAd MAY support this
procedure, as applicable, by combining Local Profile Management operations "Add Profile"
(see section 3.2.5) and "Update Profile" (see section 3.2.7). If the LPAd supports this
procedure, the LPAd SHALL set operationType to include both profileDownload and
rpm when performing subsequent Common Mutual Authentication procedure(s) with the SM-
XX(s).

3.3 Local eUICC Management

3.3.1 Retrieve EID

The Device SHALL provide means for the End User to access the EID in the numeric text
representation described hereunder. The Device SHOULD provide means for the End User
to access the EID in the QR code representation described hereunder. If the EID is provided
to the End User by the LPAd, it is retrieved by the LPAd over the ES10c interface using the
function "ES10c.GetEID" as described in section 5.7.20. The EID MAY also be provided to
the End User by any other means in any other representation.

The numeric text representation SHALL comprise 32 digits, where each digit is represented
by one character in the set [0123456789]. The QR code representation SHALL also be
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prefixed with "EID:" and SHALL be encoded in alphanumeric mode according to ISO/IEC
18004 [15].

When included in an Octet16 ASN.1 object, the first, third, fifth... digits SHALL be put into
the highest four bits of the first, second, third... bytes.

NOTE: Presentation of the EID on the package of a Device should use the same
QR code format or, alternatively, a barcode format. The EID should also be
printed on the package as a barcode.

3.3.2 eUICC Memory Reset

This procedure is used to delete all the Operational Profiles and their associated Profile
Metadata stored on the eUICC regardless of their status. The procedure is initiated by the
End User using the LUI of the LPAd.

@startuml
skinparam monochrome true
skinparam ArrowColor Black

hide footbox

participant "End User" as EndUser #FFFFFF

participant "LUId" as LPA #FFFFFF

participant "eUICC\n LPA Services (ISD-R)" as LPAServices #FFFFFF
participant "Device Baseband" as Baseband #FFFFFF

note over EndUser, LPA #FFFFFF
[0] End User interactions
end note
LPA -> LPAServices: [1] ES10c.eUICCMemoryReset (deleteOperationalProfiles)

note over LPAServices #FFFFFF
[2] Delete all ISD-Ps with Operational Profiles
and associated Profile Metadata,
[reset Default SM-DP+ address to initial value]
end note

LPAServices --> LPA : [3] OK

alt SEP

LPAServices —--> Baseband : [4] [REFRESH (UICC Reset) ]

else MEP

LPAServices -> Baseband : [4] [LSI COMMAND (UICC Platform Reset) ]
end

Baseband -> LPAServices: RESET

@enduml

Page 134 of 483




GSM Association Non-confidential
RSP Technical Specification

elIcC
‘ End User ‘ Luid LPA Services (ISD-R) Device Baseband

‘ [0] End User interactions H

| [1] ES10c.eUICCMemoaoryReset(delete Operational Profiles)

|

|
—
F

and associated Profile Metadata,
[reset Default SW-DP+ address to initial value]

[2] Delete all ISD-Ps with Operational Profiles B‘

E, [3] OK

alt [SEP]
i [4] [REFRESH (UICC Reset)]

L
. Lt
IMEP] |

o

]
1

! [4] [LS| COMMAND (UICC Platform Reset)] _ |

T
' RESET

Figure 22: eUICC Memlory Reset
Start Conditions:
e User Intent is acquired as defined in SGP.21 [4].
Procedure:

0. The End User initiates the eUICC Memory Reset. The LPAd SHALL ask for Strong
Confirmation by presenting the consequences.

1. The LPAd SHALL call the "ES10c.eUICCMemoryReset" (section 5.7.19) function of the
ISD-R, specifying that Operational Profiles are to be erased.

2. If a proactive session is ongoing on the Command Port:

a) The function MAY return the appropriate error code and stop its execution. If so,
the LPAd MAY take implementation-dependent actions to terminate the
proactive command session, and MAY call again the
"ES10c.eUICCMemoryReset" function without any further End User interaction.

If the ISD-R does not stop execution due to an ongoing proactive session on the

Command Port, it SHALL:

b) Delete all ISD-Ps with Operational Profiles and their associated data and Profile
Metadata.

c) If required by the command: reset the Default SM-DP+ address to its initial
value.

The ISD-R SHALL return a response indicating result OK back to the LUId.

4. If there was an Enabled Profile, the ISD-R SHALL send a proactive command to the
Device to reset the eUICC. For SEP, the ISD-R SHALL send a REFRESH with mode
"UICC Reset". For MEP, the ISD-R SHALL send an LSI COMMAND with "UICC
Platform Reset".

w

NOTE: Instead of fetching the proactive command, the Device MAY reset the
eUICC interface.

End Conditions:

The Operational Profiles and their associated Profile Metadata are deleted from the eUICC.
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3.3.3 eUICC Test Memory Reset

This procedure is used to delete all the field-loaded (non-preloaded) Test Profiles and their
associated Profile Metadata stored on the eUICC regardless of their status. The procedure is
initiated by the End User using the LUI while the Device is in Test Mode.

This procedure is only required if the Device supports Test Mode.

@startuml
skinparam monochrome true
skinparam ArrowColor Black

hide footbox

participant "End User" as EndUser #FFFFFF

participant "LUId" as LPA #FFFFFF

participant "eUICC\n LPA Services (ISD-R)" as LPAServices #FFFFFF
participant "Device Baseband" as Baseband #FFFFFF

note over EndUser, LPA #FFFFFF
[0] End User interactions
end note
LPA -> LPAServices: [1l] ES10c.eUICCMemoryReset (deleteFieldLoadedTestProfiles)

note over LPAServices #FFFFFF
[2] Delete all the ISD-Ps with Test Profiles
and associated Profile Metadata

end note

LPAServices --> LPA : [3] OK

alt SEP

LPAServices —--> Baseband : [4] [REFRESH (UICC Reset) ]

else MEP

LPAServices -> Baseband : [4] [LSI COMMAND (UICC Platform Reset) ]
end

Baseband -> LPAServices: RESET

@enduml

eUICC
Luld LPA Services (I1SD-R) Device Baseband

I
| [0] End User interactions Iﬁ |

j [1] ES10c. eICCMemoryReset{deleteFieldLoadedTestPraofiles)

L
F o

[2] Delete all the 1SD-Ps with Test Profiles
and associated Profile Metadata

3] 0K

alt [/ [SEP]

| \ [4] [REFRESH [UICC Reset)] .
i . >

[MEP] | |
1 [4] [LSI COMMAND (UICC Platform Reset)]

_ RESET I
Figure 23: eUICC Test Memory Reset
Start Conditions:

e The Device is in Test Mode
e User Intent is acquired as defined in SGP.21 [4].
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Procedure:

0.

w

The End User initiates the eUICC Test Memory Reset. The LPAd SHALL ask for Simple
Confirmation by presenting the consequences.

The LPAd SHALL call the "ES10c.eUICCMemoryReset" (section 5.7.19) function of the
ISD-R as defined in section 5.7.19, specifying that field-loaded (non-preinstalled) Test
Profiles are to be erased.

If the eUICC does not support Test Profiles then the ISD-R SHALL return an OK result
to the LPA and the procedure SHALL stop. Otherwise:

a) If a proactive session is ongoing on the Command Port:

The function MAY return the appropriate error code and stop its execution.
If so, the LPAd MAY take implementation-dependent actions to terminate
the proactive command session, and MAY call again the
"ES10c.eUICCMemoryReset" function without any further End User
interaction.

b) If the ISD-R does not stop execution due to an ongoing proactive session on the
Command Port, it SHALL delete all the selected ISD-Ps with their Profiles and
their associated data and Profile Metadata.

The ISD-R SHALL return a response indicating result OK back to the LUId.

If there was an Enabled Profile, the ISD-R SHALL send a proactive command to the
Device to reset the eUICC. For SEP, the ISD-R SHALL send a REFRESH with mode
"UICC Reset". For MEP, the ISD-R SHALL send an LSI COMMAND with "UICC
Platform Reset".

NOTE: Instead of fetching the proactive command, the Device MAY reset the

eUICC interface.

End conditions:

The Test Profiles and their associated Profile Metadata are deleted from the eUICC.

3.34

Set/Edit Default SM-DP+ Address

This procedure is used to set or update the Default SM-DP+ address stored in an eUICC.
The LPAd MAY also support an implementation-specific procedure to set or update a Default
SM-DP+ address stored in the Device.

@startuml
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participant "End User" as User
participant "LUI" as LUI
participant "eUICC\n LPA Services (ISD-R)" as LPAsvc

LUI -> LPAsvc : [1l] ESl0a.GetEuiccConfiguredData
LPAsvc --> LUI : defaultDpAddress, allowedCiPKId, CI List
rnote over User,LPAsvc #FFFFFF : <b>End User interactions\n[2] End User is shown

the current Default SM-DP+ address\n [and currently allowed CI]\n[3] End User
enters a new Default SM-DP+ address\n [and selects CI]
LUI -> LPAsvc : [4] ES1l0a.SetDefaultDpAddress (defaultDpAddress|[, allowedCiPKId])
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@enduml
elJICC
End User LU LPA Services (ISD-R)
I I
: [1] ES10a.GetEuiccConfiguredData }1:

:“( defaultDpAddress, allowedCiPkId, Cl List
................................................................................................. ;

End User interactions

[2] End Useris shown the current Default SM-DP+ address
[and currently allowed CI]

[3] End User enters a new Default SM-DP+ address
[and selects CI]

I [4] ES10a.5etDefaultDpAddress{defaultDpAddress(, allowedCiPKId])

I
>

Figure 23a: Set/Edit Default SM-DP+ Address

Start Conditions:

User Intent is acquired as defined in SGP.21 [4].

Procedure:

1. The LUId calls the function "ES10a.GetEuiccConfiguredData" to retrieve the Default

SM-DP+ address and allowed eSIM CA RootCA public key, currently set in the eUICC.
Each MAY be an empty value. In addition, the function provides the list of eSIM CA
RootCA public key identifiers that the eUICC supports for signature verification together
with eSIM CA names.

The End User MAY be presented with a user interface that displays the current Default
SM-DP+ address. The LUId MAY also display the currently allowed eSIM CA, if any.
Through the LUId, the End User enters a new Default SM-DP+ address. The LUId
SHALL allow setting an empty value. The LUId MAY display the list of the names of
the eSIM CAs supported by the eUICC and allow the End User to select one or an
empty value.

The LUId calls the function "ES10a.SetDefaultDpAddress" with the new Default SM-
DP+ address and identifier of the allowed eSIM CA RootCA public key chosen by the
End User, if any.

End Conditions:

The Default SM-DP+ address is updated with the value set by the End User. If the End User
selected an eSIM CA, then the allowed eSIM CA RootCA public key is updated with its
identifier; otherwise, no allowed eSIM CA RootCA public key is set.

3.35

Retrieve DEV-IC

The Device supporting the DEV-IC SHOULD provide a means for the End User to access the
DEV-IC in the text and/or the QR code representation defined in section 4.X. If the Device
contains multiple eUICCs and the End User has selected one of the eUICCs, the DEV-IC
SHALL contain the EID of the selected eUICC in the Path field. The Device MAY also provide
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a means for the End User to access the DEV-IC in any other means in any other
representation.

3.4 Device and eUICC Initialisation

3.4.1 eUICC Initialisation

The eUICC SHALL indicate its support of eUICC functionality in ATR Global Interface byte
as defined in ETSI TS 102 221 [6].

An MEP-capable eUICC SHALL indicate its support of LSIs in the ATR Global Interface byte
and an MEP-Capable Device SHALL indicate in PPS2 if LSIs are to be used for the card
session as defined in ETSI TS 102 221 [6]. eSIM Port 0 SHALL always be implicitly selected
by the eUICC at the beginning of a card session.

Unless pre-configured between the MEP-Capable Device and the MEP-Capable eUICC, and
before using additional eSIM Ports, an MEP-capable Device SHALL perform the setup of the
LSI configuration as defined in ETSI TS 102 221 [6] with the additional TLVs defined in clause
3.4.1.1.

NOTE: It is not required to perform the LSI configuration immediately after PPS.

Upon the indication of support for eUICC in the ATR, the LPAd MAY obtain additional eUICC
information, such as SVN, as described in this section below and in section 5.7.1.

If the eUICC contains an Enabled Profile on an eSIM port, the eUICC initialisation procedure
SHALL follow the UICC activation procedure as defined in ETSI TS 102 221 [6].

NOTE: For SEP, the term eSIM Port is considered as the physical interface.

If the eUICC does not contain an Enabled Profile on an eSIM Port, but only the default file
system as described in section 3.4.3, containing only a limited number of files, the Device
SHALL be able to initialise the eUICC and send a Terminal Profile command on this eSIM
Port as defined in ETSI TS 102 223 [31] indicating at least that REFRESH (UICC Reset
Mode) proactive command is supported.

The Device MAY select the ISD-R to determine if there is an Enabled Profile on the eUICC
during eUICC initialisation through FCI template of the ISD-R as defined in section 5.7.1. If
there is no Enabled Profile on the eUICC, the Device SHALL maintain the card session
between the Device and the eUICC.

If the ISD-R is selected by the Device during eUICC initialisation, the Device MAY send the
information contained in the ISDRProprietaryApplicationTemplate data object to the LPA.

The Device SHALL NOT expect the ISD-R to be multi-selectable.

3411 Additional TLVs for MANAGE LSI (Configure LSIs)

The command data of the MANAGE LSI (configure LSIs) SHALL contain the following
additional TLVs:

Page 139 of 483



GSM Association Non-confidential
RSP Technical Specification

Byte(s) Description Value Length

1 Tag for MEP mode(s) of the Device '90' 1
2 Length of next field N 1
3to N+2 | MEP mode(s) supported by the Device in the order of =
priority 1to3
'01": MEP-A1
'02": MEP-A2
'03": MEP-B
N+3 Tag for maximum number of LSIs for Enabled Profiles '91' 1
of the Device
N+4 Length of next field 1 1
N+5 Maximum number of LSIs supported for Enabled 1
Profiles

Table 6d: Configure LSIs additional command data

e The response data of the MANAGE LSI (configure LSIs) SHALL contain the following
additional TLVs:

Byte(s) Description Value Length

1 Tag for MEP modes '90' 1
2 Length of next field 1+M 1
3 Jointly supported MEP mode, see Table 6d for coding 1
Set to '00" in case of no jointly supported MEP mode.
4 to M+3 | All MEP modes supported by the eUICC (including the M
mode given in byte 3) in arbitrary order, see Table 6d
for coding
M+4 Tag for jointly supported maximum number of LSls for '91' 1
Enabled Profiles
M+5 Length of next field 1 1
M+6 Maximum number of LSIs jointly supported for 1

Enabled Profiles

Table 6e: Configure LSIs additional response data

If there is no jointly supported MEP mode, the eUICC SHALL set the value field of the
jointly supported MEP mode to '00'. Subsequent actions for the Device (e.g., switching
to SEP mode) are out of scope.

NOTE 1. This setup mechanism allows Devices and eUICCs to support several
modes.

NOTE 2:  As MEP is only defined for non-removable eUICCs, reconfiguration between
different MEP modes, between MEP and SEP or when changing the number
of eSIM Ports (e.g., assignment of Profiles to the eSIM Ports or implicit
disabling of Profiles) does not need to be defined.
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NOTE 3: For MEP-A1 and MEP-A2, Device and eUICC use the dedicated eSIM Port
0 for communication with the ISD-R in addition to the eSIM Ports for enabled
Profiles. For MEP-B, no additional eSIM Port is used.

Examples
(The value fields of the TLVs are highlighted.)

Example 1:

Command data for a Device supporting a maximum of 3 LSIs, MEP-B (preferred) and MEP-
Al, and a maximum of 2 Enabled Profiles:

‘80 01 039002 03 01 91 01 02'

Response data for an eUICC supporting MEP-A1 and MEP-A2, with 3 or more LSIs and 2 or
more Enabled Profiles:

‘8001 039003 01 02 01910102

Jointly supported and used for the card session: 3 LSIs, MEP-A1, and a maximum of 2
Enabled Profiles.

Example 2:

Device as in example 1. Response data for an eUICC supporting MEP-A1, MEP-A2 and MEP-
B, with 2 LSIs and 2 Enabled Profiles:

'80 01 02 90 04 03 01 02 03 91 01 02’

Jointly supported and used for the card session: 2 LSls, MEP-B, and a maximum of 2 Enabled
Profiles.

Example 3:

Device as in example 1. Response data for an eUICC supporting MEP-A2 only, with 3 LSIs
and 2 Enabled Profiles:

'‘80 01 03 90 02 00 02 91 01 02'
No jointly supported MEP mode.

Example 4:

Command data for a Device supporting a maximum of 5 LSIs, MEP-AL1 (preferred) and MEP-
A2, with a maximum of 4 Enabled Profiles:

‘80 01 059002 01 02 91 01 04'

Response data for an eUICC supporting MEP-A2 and MEP-B, but only 4 LSIs and 3 Enabled
Profiles:

‘80 01 04 90 03 02 02 03 91 01 03'
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Jointly supported and used for the card session: 4 LSIs, MEP-A2, and a maximum of 3
Enabled Profiles.

3.4.2 RSP Device Capabilities

The eUICC SHALL request the Device to send the Terminal Capability command by setting
the related bit in the file control parameters of the MF.

The Device SHALL report its support of LPA functions using the Terminal Capability
command data defined in ETSI TS 102 221 [6]. This command SHALL be sent before the
SELECT ISD-R command defined in section 5.7.1.

Within the Terminal Capability template (tag 'A9’), the tag '83' is used for indicating the
Device’s support for eUICC related functions.

The support of LPA and some Device capabilities is indicated in the first byte within the TLV
object under tag '83":

b8 b7 b6 b5 |bd b2 bl Meaning
- - - - - - - 1 Local User Interface in the Device (LUId) supported

- - - - - - - 0 Local User Interface in the Device (LUId) not supported

- - - - - - 1 - Local Profile Download in the Device (LPDd) supported

- - - - - - 0 - Local Profile Download in the Device (LPDd) not
supported

- - - - - 1 - - Local Discovery Service in the Device (LDSd) supported

- - - - - 0 - - Local Discovery Service in the Device (LDSd) not
supported

- - - - 1 - - - LUle based on SCWS supported
- - - - 0 - - - LUle based on SCWS not supported

- - - 1 - - - - Metadata update alerting supported

- - - 0 - - - - Metadata update alerting not supported

- - - - - Enterprise Capable Device

1
- - 0 - - - - - Non-Enterprise Capable Device

- 1 - - - - - - LUle using E4E supported

- 0 - - - - - - LUle using E4E not supported

1 - - - - - - - LPR supported

0 - - - - - - - LPR not supported

Table 7: eUICC-related Device Capabilities byte 1

For LPAd implementations according to this version of the specification, b1, b2 and b3
SHALL either all be set to 1 or all be set to 0.

The eUICC SHALL only enable the functions of ES10c if the Device indicates support for the
LUId.
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The eUICC SHALL only enable the functions of ES10b if the Device indicates support for the
LPDd.

The eUICC SHALL only enable the functions of ES10a if the Device indicates support for the
LDSd.

The conditions for enabling the LPAe are defined in section 5.7.1.

If the Device and eUICC are MEP-Capable, the Terminal Capability sent to the eUICC SHALL
be the same on all eSIM Ports.

Support for Metadata update alerting is optional for the Device. However, a Device that
caches any Metadata SHOULD support it in order to get informed about Metadata updates
that happen via ES6. If Metadata update alerting is supported, the Device SHALL also
indicate support for REFRESH with "Application Update" mode in the Terminal Profile
according to ETSI TS 102 223 [31] on each eSIM Port where the ISD-R can be selected
(i.e., eSIM Port 0 for MEP-A1 and MEP-A2; each eSIM Port where a Profile is enabled for
SEP and MEP-B).

For Non-Enterprise Capable Devices, the eUICC SHALL restrict the installation of Profiles
with Enterprise Rules as specified in this document. For Enterprise Capable Devices,
Enterprise Rules are allowed. For subsequent operation (e.g., enabling or Metadata update),
this bit in the Device Capabilities is not (again) evaluated.

A device supporting LUle using E4E SHALL NOT set bits 1 to 6 of byte 1.

Subsequent bytes are RFU.

3.4.3 eUICC File Structure

If there is no Enabled Profile on the eUICC, the eUICC SHALL ensure a default file system is
available to the Device. This file system SHALL contain at least the MF and MAY contain the
MF-level EFs shown below.

e EFenv-cLasses
e EFuwmrc

It SHALL NOT be possible to modify either file via ES6 of a Profile.

EFenv-cLasses SHALL never be present in any Profile Package, however if present, it SHALL
be ignored by the eUICC when installing the Profile.

EFuvec MAY be present in a Profile Package. If present and EFuwmec is also present in the
default file system, the second byte of the default file SHALL take the content of the Profile
Package into account when this Profile is enabled: it SHALL be set to the higher of both
values. The eUICC SHALL ignore the content of all the other bytes of the file present in the
Profile Package. If present and EFuwmec is not present in the default file system, the whole file
from the Profile SHALL be taken into account.

When a Profile is enabled, the eUICC SHALL present a file system comprising that Profile's
file system and the EFs listed above if existing.
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3.4.4 Device Setup and Power-on Profile Discovery

As part of Device setup, means SHALL exist for the End User to retrieve pending Profiles via
a Default SM-DP+(s) if configured, via Root SM-DS(s), and via the Activation Code
procedure. The implementation is Device manufacturer specific. Profile discovery during
Device setup MAY be implemented as a special case of Device power-on Profile discovery
as described hereunder. Alternatively, it MAY be implemented in some other manner; for
example, by informing the End User how to retrieve the pending Profiles after Device setup
is completed.

The means by which the LPA detects Device setup is out of the scope of this specification.

When appropriate for the class and usage of the device, the LPA SHALL conditionally
perform Profile discovery when the Device is powered on, rebooted, or reset. In addition the
LPA MAY support an End User configurable parameter that enables or disables this
operation.

When it is supported, the initial value of the configuration parameter SHALL be 'Enabled’,
and its value SHALL be persistent across Device reset and power cycles.

The specific point at which power-on Profile discovery occurs and the means by which the
LPA is launched to perform Profile discovery are Device-specific and out of the scope of this
specification. It SHALL be performed if all of the following conditions are satisfied:

o Power-on Profile discovery is appropriate for the class and usage of the Device. (For
example, this could be inappropriate for an open-market cellular-enabled notebook
computer).

¢ No Operational Profile is installed on the eUICC.

e The value of the configuration parameter is 'Enabled'.

When all of these conditions are satisfied the LPA SHALL perform the following steps:

1. The LPA SHALL perform the following two sub-steps in any order:

a. If there is one or more configured Default SM-DP+ address in the eUICC or the
Device, then the LPA SHALL initiate the Profile download and installation
procedure with each Default SM-DP+ as defined in section 3.1.3, using the Default
SM-DP+ address and a missing Matching ID.

b. Ifthere is one or more configured SM-DS address, then the LPA SHALL initiate the
event retrieval procedure with each SM-DS where events could be expected as
defined in section 3.6.2, with no EventIlD, and process any retrieved Profile
download(s).

NOTE: It is out of scope of this specification how the LPA determines from
which SM-DS, if any, to expect events. This may be based e.g., on
regional or deployment information.

2. If no Operational Profile was downloaded in step 1, the LPA MAY prompt the End User
to add a Profile using an Activation Code (such as by manual entry or QR code
scanning).

When downloading Profile(s) as part of Device setup, the LPA SHALL perform the
Confirmation Request(s) as described in section 3.1.3.
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3.5 Notifications

This section describes the procedure to provide a report (in the context of this procedure
referred to as "Notification") to a remote entity (Recipient Address) that a Profile
Management Operation was successfully performed on the eUICC or about the progress of
such an operation. The remote entity receiving the Notification is the SM-DP+ or the
Operator.

Several types of Notifications are defined on ES9+: Profile Installation Results, generated as
an answer to the Profile installation, see section 2.5.6; Load RPM Package Result generated
as an answer to RPM command execution, see section 2.10.2; and Other Notifications,
generated due to the 'NotificationConfigurationinformation' data object defined in the
"ES8+.StoreMetadata” function. The eUICC SHALL manage the storage of these types of
Notifications separately.

A Notification on ES9+ is made up of the following fields:

¢ Sequence Number (generated by the eUICC)

¢ Profile Management Operation (i.e., the event whose occurrence SHALL be notified)
e Recipient Address (i.e., SM-DP+ address)

e |CCID, present as specified below

o Additional data in case of a Profile Installation Result, see section 2.5.6

o Additional data in case of a Load RPM Package Result, see section 2.10.2

e eUICC signature

e eUICC certificate chain in case of an Other Notification, see section 5.7.10

Sequence Number is used to protect the recipient against replay attacks. Each time a new
Notification is generated by the eUICC, the Sequence Number SHALL be incremented.
There SHALL be a single Sequence Number counter per eUICC, which SHALL be used
across all Profiles and for all types of Notifications. Neither an eUICC Memory Reset nor a
reset of the eUICC SHALL affect this Sequence Number.

The ICCID is used to identify the Profile upon which the operation, leading to the generation
of the Notification, has been performed. ICCID SHALL conditionally be present as follows:

e For a Profile Installation Result, ICCID SHALL be present if known by the eUICC.
e For aLoad RPM Package Result, ICCID SHALL NOT be present.
e For an Other Notification, ICCID SHALL be present.

Each Profile Metadata MAY contain Notification Configuration Information for Other
Notifications, made up of the following:

¢ Profile Management Operation
e Recipient Address (i.e., SM-DP+ address)

When the Profile Management Operation indicated in the Notification Configuration
Information is successfully performed, the eUICC SHALL generate and store a Notification.

When an eUICC Memory Reset is successfully performed, a Local Delete Notification
SHALL be generated for all the deleted Profiles for which the local delete Profile operation is
indicated in the Notification Configuration List.
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When an Enable Profile is successfully performed and the currently enabled Operational
Profile is implicitly disabled as a consequence of the enable Profile, the Notifications on both
the disable Profile and enable Profile SHALL be generated, provided that each operation is
indicated in the Notification Configuration List.

The LPA retrieves the pending Notifications and SHALL send the Notifications one at a time.
Each Notification is sent on a best-effort basis, as described below, to the recipient when
connectivity is available.

After the LPA receives the acknowledgement from the SM-DP+ that the Notification was
received, it SHALL communicate to the eUICC to remove that Notification.

When the eUICC needs to store a hew Other Notification and if there is not enough space,
the eUICC SHALL delete one or more of the previously stored Other Notifications in order of
their Sequence Number, beginning with the lowest.

The LPA SHALL sort the Notifications and group them by SM-DP+. The LPA SHALL send
Notifications of a group one by one according to the sequence number, lowest number
(oldest Notification) first. The next Notification of a group SHALL NOT be sent until LPA
receives a success or failure response from the SM-DP+ for the previous Notification. The
LPA MAY send Notifications from different groups sequentially or in parallel (i.e., there is no
need to wait for the acknowledgment of a Notification from one group before sending a
Notification from another group).

The SM-DP+ SHALL forward notifications as agreed with the Operator owning the Profile.
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participant "Operator " as Operatorl #FFFFFF
participant "SM-DP+" as SMDP1l #FFFFFF
participant "LPAd" as LPA #FFFFFF
Participant "eUICC" as eUICC #FFFFFF

alt Notifications are retrieved from the eUICC LPA -> eUICC : [1]
[ES10b.ListNotification]

eUICC -> LPA : [2] [List of pending Notification Metadata]

LPA -> eUICC : [3] ES10Ob.Retrieve PendingNotificationsList

eUICC -> LPA : [4] List of pending Notifications

else Notifications are retrieved from another LPAd (e.g., in Device Change)

rnote over LPA #FFFFFF

[4a] LPAd receives Notification(s) from another LPAd
end rnote

end

rnote over LPA #FFFFFF

[4b] LPAd sorts the Notifications according to the SM-DP+s
end rnote

loop for each SM-DP+

rnote over SMDP1l, LPA #FFFFFF

[5] TLS session establishment

end rnote

loop for each Notification (sent to this SM-DP+)

LPA -> SMDP1 : [6] ES9+.HandleNotification (notification)
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alt Notification ack failed

SMDP1 --> LPA : \n[7a] Error

else Notification ack successful

SMDP1 -> LPA : \n[7b] Ok

rnote over SMDP1l #FFFFFF

[7c] Verify signature

[7d] [Verify ICCID]

[7e] Handle sequence number

end rnote

SMDP1 -> Operatorl : [8] ES2+.HandleNotification (notification)
Operatorl -> SMDP1 : [9] Ok

LPA -> eUICC : [10] ES10b.RemoveNotificationFromList (SegNumber)
rnote over eUICC #FFFFFF

[11] eUICC removes

this Notification

from the storage

end rnote

end
end
end
@enduml
Operatar SM-DP + LPAd elicC
alt [Hotifications are retrieved from the eUICC LPA -> eUICC : [1] [d51l]h.ListNotiﬁcation]]
[2] [List of pending Metification Metadata)]
[3] ES10k Retrieve PendingMotificationsList
. [4] List of pending Motifications
—
[Hotifications are retrieved from another LPAd (e.g., in Device Change)]
|[4a] LPAd receives MNotification(s) from another LPAd |
[
|[4b] LPAd sorts the Metifications according to the SM-DP+s |
loop [for each SM-DP+]

[5] TLS session establishment

|
loop ) [for each Notification (sent to this{SM-DP+)]

_[6] ES9+ HandleNatification{natification)
=

alt /) [Notification ack failed]

____________________ ralgwor o

[Hotification ack successful]

[7h] Ok

Y

[7e] Werify signature
[7dl] [Verify ICCID]
[7e] Handle sequence number

_[8] ES2+ HandleMatification{netification)
-

[4] Ok

L.
2o

[10] ES10b RemoveNatificationFromList{Seghumber)
>

[11] eUICC removes
this Notification
from the storage

Figure 24: Sending of Notifications

The figure above illustrates the sending of Notifications to two distinct SM-DP+s in a
sequential manner for ease of representation. However, the LPA MAY send Notifications to
SM-DP+ n and SM-DP+ m in parallel. The figure illustrates also the forwarding of
Notifications to two distinct Operators.
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Start Conditions:
A Profile has been Enabled, Disabled, Installed or Deleted.

Procedure:

The following steps 1 to 4 are performed if the LPAd retrieves Notification(s) from the
eUICC:

1. Optionally, the LPAd queries the eUICC for the List of Pending Notifications.

2. The eUICC provides the LPAd with the List of Pending Notification Metadata.

3. The LPAd queries the eUICC for the Pending Natifications List.

4. The eUICC provides the LPAd with the Pending Notifications List.
The following step 4a is performed if the LPAd retrieves Notification(s) from another LPAd
(e.g., in case of Device Change):

4a. The LPAd (e.g., the LPAd of new Device in Device Change) receives Notification(s)
from another LPAd (e.g., the LPAd of old Device in Device Change).

4b. The LPAd sorts the Natifications according to the addressed SM-DP+s.
The following steps 5 to 11 are performed for each addressed SM-DP+:

5. The LPAd establishes a TLS secure channel with the SM-DP+.

The following steps 6 to 11 are performed for each Notification for this SM-DP+ in order
of their sequence numbers:

6. The LPAd sends the Notification to the SM-DP+.
7a.The SM-DP+ SHOULD return one of HTTP status code 4XX or 5XX for an error
preventing the PendingNotification from being processed.
7b. The SM-DP+ SHALL return HTTP status code 204 if the PendingNotification has
been successfully received, even if the sequence number is lower than or equal to
the highest sequence number of all valid Notifications received so far.
7c. The SM-DP+ SHALL verify the signature of the notification. Processing for
Notifications failing this verification SHALL stop.
7d.If the SM-DP+ has the information which Profile was loaded onto which eUICC, it
SHALL verify that EID and ICCID of the notification are matching.
Actions upon a failure of these verifications are out of scope of this specification.
7e. If the sequence number is lower than or equal to the highest sequence number of all
valid Natifications received so far, the SM-DP+ SHALL NOT update the Profile state
and SHOULD NOT forward the notification to the Operator.
8. The SM-DP+ forwards the Notification to the Operator.
9. The Operator acknowledges Notification reception.
10.The LPAd:
e SHALL call the "ES10b.RemoveNotificationFromList" function upon receiving
HTTP status code 204.
e SHALL NOT call the "ES10b.RemoveNoaotificationFromList" function upon
receiving HTTP status code 5XX.
e MAY call the "ES10b.RemoveNotificationFromList" function upon receiving HTTP
status code 4XX.
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11. The eUICC removes the Notification from the Pending Notifications List.

Steps 6 — 11 SHALL be repeated per each Notification in the Pending Notifications List.
3.6 SM-DS

3.6.0 Requirements

A Root SM-DS SHALL process Event Registrations and Event Retrieval in a non-
discriminatory manner.

An SM-DS SHOULD protect itself to avoid becoming a point of injection for DoS or spam
attacks.

An SM-DS MAY limit the lifetime of Event Records based upon service agreements for
operational reasons. If this was a cascaded registration to a Root SM-DS, the SM-DS
SHALL first delete the cascaded event on that Root SM-DS.

NOTE: the lifetime of an Event Record can expire if, e.g., it is not retrieved or processed by
the LPA due to any reason including filtering, or it is not properly deleted by the SM-DP+.

3.6.1 Event Registration

Profile download events and RPM events are registered to a Root SM-DS specified by the
Operator, optionally cascaded through an Alternative SM-DS specified by the Operator.

If the Operator specifies an SM-DS using the string ' .unspecified', the SM-DP+
SHOULD determine the SM-DS in an implementation-dependent manner. (As one example,
the SM-DP+ could default to the GSMA Root SM-DS.) The SM-DP+ MAY also interpret
additional strings that begin with the prefix ' . x-' (e.g., ' .x-example')in an
implementation-dependent manner.

3.6.1.1 Event Registration without Cascade
This procedure applies when the SM-DP+ registers an event directly to a Root SM-DS.
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participant "<b>Operator" as O
participant "<b>SM-DP+" as DP
participant "<b>SM-DS" as DS

O -> DP : ES2+.ConfirmOrder or\nES2+.RpmOrder

DP -> DS : [1] ES12.RegisterEvent\n(EID, SM-DP+ address, EventID,
ForwardingIndicator=false, \nEventType, [HashedIccid(s)], [Salt],
[ServiceProviderName], [OperatorId])

rnote over DS #FFFFFF

[2] Store the Event Record
together with SM-DP+ OID

endrnote

DS --> DP : [3] OK
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{ DP -—> O : OK

%@enduml
Operator SM-DP+ S5M-DS
ES2+. ConfirmQrder or
ES2+.RpmOrder
F
[1] ES12 RegisterEvent
(EID, SM-DP+ address, EventlD, Forwardingindicator=rfalse,
EventType, [Hashedlccidis)]. [Salt]. [ServiceProviderName], [Operatorld]]
>
[2] Store the Event Record
together with SM-DP+ QID
[3] OK
{ ..........................................................................................................
oK

{ ...................................

Figure 25: Event Registration Procedure without Cascade
Start Conditions:

The Operator places a Profile download or RPM order to the SM-DP+ with a Root SM-DS
Address, as described in section 3.6.1.

The SM-DP+ generates an EventID that is used to uniquely identify within its context either
the Profile download order or RPM order.

EventIDs SHALL be unique per SM-DP+ and SHALL NOT be reused.

NOTE: This allows the LPA to keep a trace of already processed events and detect
events still pending at an SM-DS that have been already processed.

The SM-DP+ and SM-DS are mutually authenticated. The SM-DP+ OID has been retrieved
from the TLS certificate used for mutual authentication.

Procedure:

1. The SM-DP+ calls "ES12.RegisterEvent” function comprising of EID, RSP Server
address, EventID, Forwardingindicator set to 'false’, EventType, and optionally
Hashedlccid(s), Salt, ServiceProviderName, and Operatorld.

2. The SM-DS stores the received Event Record, together with the SM-DP+ OID
retrieved from the SM-DP+ Certificate. The value of Forwardingindicator SHALL be
ignored by the Root SM-DS.

3. The SM-DS acknowledges the registration.

3.6.1.2 Event Registration with Cascade

This procedure applies when the SM-DP+ registers an event to an Alternative SM-DS, which
in turn registers it to a Root SM-DS.
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rnote over ADS #FFFFFF
[2] Generate EventID2
[3] Store the Event Record
together with EventID2, SM-DP+ OID, Root SM-DS address
Endrnote

ADS -> RDS : [4] ES15.RegisterEvent\n (EID, Alt SM-DS address, EventID2,
ForwardingIndicator=false, \nEventType, [HashedIccid(s)], [Salt],
[ServiceProviderName], [OperatorId])

rnote over RDS #FFFFFF
[5] Store the Event Record
together with Alt SM-DS OID

Endrnote
RDS --> ADS : [6] OK
ADS --> DP : [7] OK

DP --> O : OK
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Figure 26: Event Registration Procedure with Cascade
Start Conditions:

The Operator places a Profile download or RPM order to the SM-DP+ with an Alternative
SM-DS address and/or a Root SM-DS address, as described in section 3.6.1.

The requirements for EventIDs in section 3.6.1.1 SHALL also apply to EventID1 and
EventlD2; the latter SHALL be unique, and not be re-used, per Alternative SM-DS.
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The SM-DP+ and Alternative SM-DS are mutually authenticated. The SM-DP+ OID has
been retrieved from the TLS certificate used for mutual authentication.

The Alternative SM-DS and Root SM-DS are mutually authenticated. The Alternative SM-DS
OID has been retrieved from the TLS certificate used for mutual authentication.

Procedure:

1. The SM-DP+ calls "ES12.RegisterEvent" function comprising of EID, RSP Server
address of SM-DP+, EventIlD1, ForwardingIndicator set to 'true’', Root SM-DS address
(FQDN), EventType, and optionally Hashedlccid(s), Salt, ServiceProviderName, and

Operatorld.

2. As the Forwardingindicator indicates forwarding of the registration, the Alternative
SM-DS generates a new EventlD2.

3. The Alternative SM-DS stores the received Event Record, together with EventlD2, the
SM-DP+ OID retrieved from the SM-DP+ Certificate, and the address of the Root
SM-DS.

4. The Alternative SM-DS calls "ES15.RegisterEvent” function of the Root SM-DS
comprising EID, RSP Server address of the Alternative SM-DS, generated EventiD2,
Forwardingindicator set to ‘'false’, and EventType. This function call further comprises
Hashedlccid(s), Salt, ServiceProviderName, and Operatorld if these are received in
step (2).

5. The Root SM-DS stores the received Event Record, together with the SM-DS OID
retrieved from the Alternative SM-DS Certificate.

6. The Root SM-DS acknowledges the registration.

7. The Alternative SM-DS acknowledges the registration.

3.6.2 Event Retrieval
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| I |

| [1] [Refer to Common mutual authentication procedure section 3.0.1] |
[

[2]
- Look for pendingEvent Record(s) for the elICT
[

Cond Matchingld not found.
............................. e
Cond. eUICC indicated signedSmdsResponseV3Support ./
T T
|Refer to Common Cancel Session procedure section 3.0.2
alt J [LPA and SM-DS both support signed Event Records]

[3]
- [Build smdsSigned2 = {TransactionlD, list of Event Records, [ECID], [pushServiceRefreshTime]}]
- [Compute smdsSignature2 over smdsSignedz2 and euiccSignature1]

[4] TransactionlD, smdsSigned2, smdsSignature2

[5] Yerify SM-DS response

I
Cond. signed Event Records are missing

|Refer to Common Cancel Session procedure section 3.0.2 |

| |
Cond. eUICC supports signed Fvent Records ./

[6] ES10a.VerifySmdsResponse,

£
[7] Werify smdsSignature2
okferror

ks S

[Otherwise]

............ (8] TransactionD, Event Records |

[9] [Fitter the Event Record(s)]
[10] [Process the Event Record(s) sequentially]

opt /  [ECIDis receiyed]

|[1 1] Store and associate the ECID with the SM-DS address |

I
Figure 27: Event Retrieval Procedure

Start Conditions:

In addition to the start conditions required by the common mutual authentication procedure
defined in section 3.0.1, Event(s) are registered on the SM-DS by one or more
SM-DP+(s)/SM-DS(s).

The LPAd has determined the set of configured Root SM-DS addresses. It MAY retrieve one
or more Root SM-DS addresses configured on the eUICC (using
ES10a.GetEuiccConfiguredData). In addition, it MAY retrieve them from where they are
configured on the Device.

As a result of previous Event Retrieval(s), if the LPAd received ECID(s) for the
corresponding SM-DS(s) and stored them into the Device, the LPAd SHOULD initiate the
Event Checking procedure, as described in section 3.6.4, to the SM-DS prior to the Event
Retrieval procedure. The LPAd SHOULD use the Root SM-DS address(es) configured on a
removable eUICC.

The event retrieval procedure is used in the following cases:

a) To retrieve Events from an SM-DS (a Root SM-DS or a Profile Polling Address) when
there is no EventID. This includes, but is not limited to, the following trigger conditions:
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o The End User MAY manually query for pending Event Records from the
configured SM-DS(s). The LUId MAY implement this query in combination
with other related operations, for example, as a composite 'Add Profile’
operation.

o The LPAd MAY query the configured SM-DS(s) as part of Device power-on
Profile discovery as described in section 3.4.4.

o The LPAd MAY query the SM-DS(s) if the received i sPendingEvent was
setto true as aresponse of the ES11.CheckEvent from the configured
SM-DS(s).

o Inthe case of the Profile Polling Address, if an allowed eSIM CA RootCA
public key identifier is stored in the Profile, the LPAd SHALL restrict the
eSIM CA RootCA public key identifiers to that value.

o The LPAd MAY query the SM-DS(s) if the LPAd received a push
notification of the SM-DS(s) from the push client hosted on the Device.

o Inthe case of the Root SM-DS(s) the LPAd SHALL NOT restrict the eSIM
CA RootCA public key identifiers that are used for this procedure.

b) To retrieve an Event from an SM-DS with a specific EventID. This corresponds to the

retrieval of a cascaded Event from the alternative SM-DS. If there was a restriction to
a single eSIM CA RootCA public key identifier to obtain the EventID, then the LPAd
SHALL apply the same restriction in this procedure.

Procedure:

1.

2.

The common mutual authentication procedure defined in section 3.0.1 SHALL be
executed. When this procedure is used for SM-DS, SM-XX, CERT.XXauth.SIG,
PK.XXauth.SIG, SK.XXauth.SIG, and ESXX are SM-DS, CERT.DSauth.SIG,
PK.DSauth.SIG, SK.DSauth.SIG, and ES11, respectively.

In addition, the LPAd SHALL build the ctxParamsl1 data object to provide the
MatchingID, the MatchinglD Source, the operationType, and Device Info to the
eUICC for signature. The value of the MatchingID and MatchinglD Source SHALL be
set as follows:

e For case a), the MatchinglD SHALL be missing, and the MatchinglD Source value
SHALL be set to 'none'.

e For case b), the MatchinglD value SHALL be set to the EventID found in the
Event Record that LPAd is processing, and the MatchingID Source value SHALL
be set to the OID of the Root SM-DS that provided the EventID.

After having successfully authenticated the eUICC at the end of the step (1), the SM-DS
SHALL ignore the matchingldSource, and iccid (if any) parameters contained in the
"ES9+.AuthenticateClient" function call, and check if there are pending Event Records
matching the following criteria, where the absence of operationType SHALL be
regarded as a Profile Download request:

e |If MatchingID is missing: the EID and the EventType in an Event Record match
the EID in the CERT.EUICC.SIG obtained during step (1) and the operationType
in the function call, respectively (Case a)). The resulting list MAY be empty.
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¢ If MatchingID has a value of non-zero-length:

¢ the EventlD2, the EID, and the EventType in an Event Record match the
EventlID in the MatchingID, the EID in the CERT.EUICC.SIG obtained during
step (1), and the operationType in the function call, respectively (case b)).

¢ If no Event Record is found, an appropriate error status SHALL be returned to
the LPAd. If the eUICC indicated signedSmdsResponseV3Support, the
LPAd SHALL send "ES10b.CancelSession" to the eUICC with a reason
sessionAborted. The procedure SHALL stop.

If the LPAd indicated signedSmdsResponseV3Support and the SM-DS indicated
eventListSigningV3Support during Common Mutual Authentication, the procedure
continues with step 3; otherwise, it continues with step 8.

3.

The SM-DS SHALL generate an smdsSigned2 data structure containing the
TransactionlD, Event  Record(s) : optionally the  ECID, and
pushServiceRefreshTime and compute the smdsSignature2 over
smdsSigned2 and euiccSignaturel using the SK.DSauth.SIG. The Event
Record(s) SHALL be ordered as registered in the SM-DS.

The SM-DS SHALL respond to the LPAd with TransactionID, smdsSigned2, and
smdsSignature?.

If smdsSigned2 or smdsSignature2 is missing, then the LPAd SHALL send
"ES10b.CancelSession" to the eUICC with a reason sessionAborted, and the
procedure SHALL stop.

If the eUICC indicated signedSmdsResponseV3Support during Common Mutual
Authentication:

The LPAd SHALL call the "ES10a.VerifySmdsResponse" function to verify the SM-DS
signature.

. The eUICC SHALL verify smdsSignature2 and return success or an error status to

the LPAd. If the eUICC returns an error the procedure SHALL stop, otherwise the
procedure SHALL continue with step 9.

NOTE: If the eUICC did not indicate signedSmdsResponseV3Support, the LPAd
MAY verify smdsSignature? itself.

If either the LPAd or SM-DS does not support signed Event Records:

8.

The SM-DS SHALL respond to the LPAd with TransactionID and unsigned Event
Records. The Event Record(s) SHALL be ordered as registered in the SM-DS.

Finally:

9.

The LPAd SHOULD filter the received Event Record(s) based upon the information

contained therein and Profile Metadata of the installed Profile(s). Example of the

filtering includes, but not limited to:

¢ The LPAd can check if the Profile that will be installed by the Event Record is
already installed. If so, the LPAd can ignore the Event Record.

e The LPAd can check if the target Profile(s) of the RPM Package that will be
received by the Event Record is available. If not, the LPAd can ignore the Event
Record.
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e The LPAd can check if the Service Provider and/or Operator is Profile Owner of
the target Profile(s). If not, the LPAd can ignore the Event Record.

10. If the filtered Event Record list is not empty, the LPAd SHALL process the received
Event Records in the order received, by sequentially contacting each RSP Server with
the corresponding EventID with MatchingID source set to the OID of the SM-DS from
which the Events were retrieved.

NOTE: The LPA MAY also process the Event Record that are filtered out in step
(9).

11.1f the ECID was received in the response from an SM-DS, the LPAd SHOULD store
and associate the ECID with the SM-DS address.

3.6.3 Event Deletion

3.6.3.1 Event Deletion without Cascade
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Figure 28: Event Deletion Procedure without Cascade
Start Conditions:

An Event Record is stored in the SM-DS, which is identified by the EID, EventID and
SM-DP+ OID.

The related Registration was not cascaded.

The SM-DP+ and SM-DS are mutually authenticated. The SM-DP+ OID has been retrieved
from the TLS certificate used for mutual authentication.

Procedure:

1. The SM-DP+ calls "ES12.DeleteEvent" function including the EID and EventID.

2. The SM-DS SHALL verify that there is an Event Record identified by the SM-DP+ OID
and EventID. If no Event Record is found, the SM-DS SHALL return the relevant error
status and the procedure SHALL stop.

2a.The SM-DS SHALL delete the Event Record identified by the SM-DP+ OID and
EventID.

3. The SM-DS SHALL return the deletion status.

3.6.3.2 Event Deletion with Cascade

@startuml

hide footbox

skinparam sequenceMessageAlign center
skinparam sequenceArrowFontSize 11
skinparam noteFontSize 11

skinparam monochrome true

skinparam lifelinestrategy solid

participant "<b>SM-DP+" as DP
participant "<b>Alt SM-DS" as ADS
participant "<b>Root SM-DS" as RDS
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Endrnote

RDS --> ADS : [5] Deletion Status
rnote over ADS #FFFFFF
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- [Delete the Event Record]
endrnote

ADS —--> DP : [7] Deletion Status
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Figure 29: Event Deletion Procedure with Cascade
Start Conditions:
Start condition is same as for section 3.6.3.1 except the following:

The related Registration was cascaded. The Alternative SM-DS has stored the Root SM-DS
associated with each cascaded Event Record.

Procedure:

1. The SM-DP+ calls "ES12.DeleteEvent” function including the EID and EventID1.

2. The Alternative SM-DS SHALL verify that there is a stored Event Record identified by
the SM-DP+ OID and EventID1. If no Event Record is found, the SM-DS SHALL return
the relevant error status and the procedure SHALL stop.
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3. As EventlD2 is not empty, i.e., the Alternative SM-DS previously cascaded the
registration according to 3.6.1.2, the Alternative SM-DS calls "ES12.DeleteEvent"”
function including the EID and EventlD2 which were used in the registration to the Root
SM-DS whose address it stored along with the Event Record when the event was
registered.

4. The Root SM-DS SHALL verifies that there is a stored Event Record identified by the
SM-DS OID and EventlD2. If no Event Record is found, the Root SM-DS SHALL return
the relevant error status.

4a. Otherwise, the Root SM-DS SHALL delete the Event Record identified by the SM-DS
OID and EventID2.

5. The Root SM-DS SHALL return the deletion status.

6. If, at the Root SM-DS, the deletion of the Event Record is successful or the Event
Record is not found, the Alternative SM-DS SHALL delete the associated Event Record
from its storage.

7. The Alternative SM-DS SHALL return the deletion status.

3.6.4 Event Checking
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SM-DS LPAd

| [1] Estahlish HTTPS connection |

[2] ES11 CheckEvent

ECID
< [ )
|[3] Verify the ECID |
|
alt ./ [IfFECID i ot valid]
erral
............................ }
| [4] Delete the ECID |
[IF ECID is valid]

[5] Look for pending Event Record(s) for the ECID |

[6] izPendingEvert

If isPendingEvent is true or ECID is not valid

[7] Refer to Evert Retrieval procedure section 3.6.2 |

S5M-D5 LPAd

| 1] Establish HTTPS connection |

[2] E511.CheckEvent
< [ECID)

|(31 verify the ECID

alt [If ECID is not valid]

| (41 Delete the ECID

[iF ECTD is vaiid]

[5] Look for pending Event Recordis) for the ECID

[6] isPendingEvent

If isPendingEvent is true or ECID is not valid ./

|[?] Refer to Event Retrieval procedure section 3.6.2 |

Figure 29aa: Event Retrieval Procedure
Start Conditions:

The LPAd has determined the set of configured Root SM-DS addresses. It MAY retrieve one
or more Root SM-DS addresses configured on the eUICC (using
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ES10a.GetEuiccConfiguredData). In addition, it MAY retrieve them from where they are
configured on the Device.

As a result of previous Event Retrieval(s), the LPAd received ECID(s) for the corresponding
SM-DS(s) and stored them into the Device. If the LPAd cannot determine the ECID for the
corresponding SM-DS, the LPAd SHOULD initiate Event Retrieval procedure to the SM-DS
as described in section 3.6.2 instead of the Event Checking procedure.

The Event Checking procedure is used to determine the presence of an Event on an SM-DS.
This includes, but is not limited to, the following trigger conditions:

o The End User MAY manually query to check the presence of pending Event
Records from the configured SM-DS(s). The LUId MAY implement this query in
combination with other related operations, for example, as a composite 'Add
Profile' operation.

o The LPAd MAY query the configured SM-DS(s) as part of Device power-on Profile
discovery as described in section 3.4.4.

Procedure:

1. The LPAd establishes a HTTPS connection with the SM-DS as defined at step (5) of
the Common Mutual Authentication procedure in section 3.0.1.

2. The LPAd SHALL call the "ES11.EventCheck" function with the ECID corresponding
to the SM-DS.

3. The SM-DS SHALL verify that the received ECID is valid. If the verification fails, the
SM-DS SHALL return an error status "ECID — Unknown". Otherwise, the procedure
continues at step (5).

4. The LPAd SHALL delete the ECID which was used in step (2) and the procedure
continues at step (7).

5. The SM-DS SHALL check if there is a pending Event Record associated with the
received ECID. If there is a pending Event Record associated with the ECID, the SM-
DS SHALL set i sPendingEvent to true. Otherwise, the SM-DS SHALL set
isPendingEvent to false.

6. The SM-DS SHALL respond to the LPAd with the i sPendingEvent.

7. The LPAd SHOULD perform the event retrieval procedure as defined in section 3.6.2
if the LPAd has received isPendingEvent Setto true or has received an error
status "ECID — Unknown" or "ECID — Expired". Otherwise, the LPAd SHALL
terminate the Event Checking procedure.

3.6.5 Push Service Registration

This procedure is used to register to the SM-DS a Push Token for a Push Service, so that the
SM-DS can subsequently send push notifications to the LPAd.
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|[5] Verify SM-DS response
|

Cond. smdsSigned? or smdsSignature? is missing
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|Refer to Commen Cancel Session procedure section 3.0.2 |

[ [
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( .........................................

|[8] Enable the Push Service for corresponding SM-DS |

Figure 29ab: Push Service Registration Procedure

Start Conditions:

In addition to the start conditions required by the common mutual authentication procedure
defined in section 3.0.1, the LPAd supports a Push Service and the eUICC supports
ES10a.VeritySmdsResponse.

The LPAd has retrieved the list of configured Root SM-DS addresses. It MAY retrieve one or
more Root SM-DS addresses configured on the eUICC (using
ES10a.GetEuiccConfiguredData). In addition, it MAY retrieve them from where they are
configured on the Device.

The LPAd SHOULD use the Root SM-DS address(es) configured on a removable eUICC.
Push Service registration MAY be used in following cases:
. To register a new Push Token to the Root SM-DS(s).

. To re-register a Push Token when:
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o) the LPAd detects the Push Token, which was used for the Push Service, is not
valid.

o the time indicated in the pushServiceRefreshTime has been reached.

Procedure:

1.

The common mutual authentication procedure defined in section 3.0.1 SHALL be
executed. When this procedure is used for SM-DS, SM-XX, CERT.XXauth.SIG,
PK.XXauth.SIG, SK.XXauth.SIG, and ESXX are SM-DS, CERT.DSauth.SIG,
PK.DSauth.SIG, SK.DSauth.SIG, and ES11, respectively.

During the common mutual authentication procedure at step (10), if both the LPAd
and the SM-DS indicated their support of a Push Service, in 1paRspCapability
and serverRspCapability respectively, and the SM-DS provided
supportedPushServices at step (9), the LPAd SHALL select one Push Service
supported by both the LPAd and the SM-DS from the supportedPushService.

NOTE: The LPAd may perform additional operations to retrieve an appropriate
Push Token for the selected Push Service, e.g., interaction with the push
server, which are out of scope of this specification.

In addition, the LPAd SHALL build the ctxParams1 data object with
ctxParamsForPushServiceRegistration comprising the

selectedPushService and the pushToken.

After having successfully authenticated the eUICC at the end of the step (1), the
SM-DS SHALL verify that the selectedPushService indicated in the
pushServiceRegistration is supported by the SM-DS. If supported, the SM-DS
SHALL store the receivied Push Token and associate the Push Token with the EID.
Otherwise, an appropriate error status SHALL be returned to the LPAd and the
procedure SHALL stop.

The SM-DS SHALL generate an smdsSigned2 data structure containing the
TransactionID and optionally pushServiceRefreshTime and compute the
smdsSignature?2 over smdsSigned2 and euiccSignaturel using the
SK.DSauth.SIG.

The SM-DS SHALL respond to the LPAd with TransactionID, smdsSigned2, and
smdsSignature?.

If smdsSigned2 or smdsSignature2 is missing, then the LPAd SHALL send
"ES10b.CancelSession" to the eUICC with a reason sessionAborted, and the
procedure SHALL stop.

If the eUICC indicated signedSmdsResponseV3Support during Common Mutual
Authentication:
6. The LPAd SHALL call the "ES10a.VerifySmdsResponse" function to verify the SM-DS

7.

signature.
The eUICC SHALL verify smdsSignature2 and return success or an error status to
the LPAd. If the eUICC returns an error, the procedure SHALL stop.
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NOTE: If the eUICC did not indicate signedSmdsResponseV3Support, the LPAd MAY
verify smdsSignature? itself.

Finally:

8. The LPAd enables the selected Push Service for a corresponding SM-DS. If
pushServiceRefreshTime was received in the response from the SM-DS, the LPA
SHALL store the value.

3.7 Remote Profile Management

The Operator initiates Remote Profile Management (RPM) procedure using the ES2+
interface.

RPM is executed by a Managing SM-DP+. A Profile MAY be configured to allow RPM by
several Managing SM-DP+s. This specification assumes that a Managing SM-DP+ that
prepares an RPM Package has full knowledge of the state of a Profile. How this state is
synchronised among multiple Managing SM-DP+s, or procedures where a Managing SM-DP+
does not have full knowledge of the state of a Profile are out of the scope of this specification.

The LPA downloads an RPM Package using the ES9+ interface as described in section 3.7.2.
An RPM Package MAY contain one or more RPM Commands.

Each RPM Command SHALL require Confirmation Request enforced by the LPA as described
in section 3.7.2. The specific implementation of Confirmation Request by the LPA is out of
scope of this specification.

Confirmation Request on multiple RPM Commands for consecutive operations MAY be
combined to simplify the user experience and avoid repeated input steps for the End User.
For instance, when executing two RPM Commands in an RPM Package, the Strong
Confirmation for the first RPM Command and the Simple Confirmation for the second RPM
Command MAY be combined. In the case of combined Confirmation Requests, it SHALL be
clear to the End User what RPM Commands will be executed, and the highest Confirmation
Level SHALL be obtained.

If End User accepts the execution of the RPM Package, the LPA transfers the RPM Package
to the eUICC as described in section 3.7.3. The eUICC executes the RPM Command(s)
contained in the RPM Package in the received order and generates the Load RPM Package
Result specified in section 2.10.2.

Upon completing the execution of an RPM Package, the Operator receives the Load RPM
Package Result. Based upon the outcome, the Operator can choose to initiate additional RPM
operations. For instance, if a ‘Contact PCMP' command resulted in a noLprConfiguration
error, the Operator could request a new RPM Package containing both an 'Update Metadata'
command with pcmpAddress and a 'Contact PCMP' command.

3.7.1 RPM Initiation

This procedure is used by Operator to issue an RPM Command(s).
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participant "<b>SM-DS" as DS

rnote over OP : [1l] [Generate a MatchingID]
OP -> DP : [2] ES2+.RpmOrder (eid, rpmScript, [MatchingID], [rootSmdsAddress [,
altSmdsAddress]])

rnote left DS

[3] Verify Profile Owner
[4] Prepare RPM Package

[5] [Generate a MatchingID]

endrnote
rnote over DP, DS : [6] [Event Registration]
DP --> OP : [7] MatchingID
@enduml
Operator SM-DP+ | | SM-DS

[1] [Generate a MatchinglD]

[2] ES2+.RpmOrder(eid, rpmScript, [MatchinglD], [rootSmdsAddress [, altSmdsAddress]])
-

[3] Werify Profile Owner
[4] Prepare RPM Package
[5] [Generate a MatchinglD]
[
[6] [Event Registration]

[7] MatchinglD

A

Figure 29a: RPM Initiation

Start Condition:

e The target eUICC has already installed a Profile from the Operator.
e The SM-DP+ is a Managing SM-DP+ of the target Profile.

Procedure:
1. Optionally, the Operator MAY generate a MatchingID.

2. The Operator calls the "ES2+.RpmOrder"” (section 5.3.6) function for the SM-DP+ with
the relevant input data.

The Operator SHALL send the rpmScript.

The Operator MAY send the MatchinglD generated in step (1). If a Default SM-DP+ is
to be used for the RPM download, then the Operator MAY send an empty string in the
MatchingID value field.

The Operator MAY send the address of a Root SM-DS, and optionally also the address
of an Alternative SM-DS, to the SM-DP+ as defined in section 3.6.1. If the Default
SM-DP+ is to be used, then the SM-DS address SHALL NOT be present.

The SM-DP+ SHALL store the functionRequesterldentifier and functionCallldentifier
values of the "ES2+.RpmOrder" function call, which SHALL be used as
notificationReceiverldentifier and notificationldentifier, respectively, in subsequent
"ES2+.HandleNotification" calls related to this order.

3. If an rpmScript is provided, the SM-DP+ SHALL verify that the Operator is the Profile
Owner of all targeted Profiles.
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The SM-DP+ prepares an RPM Package.

If the MatchingID is not provided in step (2), the SM-DP+ SHALL generate a
MatchingID in this step. The RPM Package SHALL be associated to the MatchingID.

6. As an optional step, if the SM-DS address is given in step (2), then the SM-DP+ SHALL
perform Event Registration to the specified SM-DS.

7. The SM-DP+ returns MatchinglD to the Operator. If the Operator provided a
MatchingID in step (2), then the returned MatchinglD SHALL be the same.

3.7.2 RPM Download

This procedure is used by LPA to download an RPM Package and to get End User consent
on RPM Execution.

The procedure applies for SEP and MEP. The following applies for Command Port:

Command Port ‘

MEP-A1/A2 0
MEP-B >=0

SEP Physical interface

All communication between the LPA and the eUICC in the RPM Download procedure
SHALL use the Command Port.
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participant "<b>Operator" as OP
participant "<b>SM-DP+" as DP
participant "<b>LPAd" as LPA
participant "<b>eUICC" as E

rnote over LPA, E
[1] (a) Get SM-DP+ Address [and CI PKid] from Polling Address, or
(b) Get SM-DP+ Address and EventID from SM-DS, or
(c) Get Default SM-DP+ Address [and CI PKID] from eUICC or Device, or
(d) Reuse SM-DP+ Address [and CI PKID] from the previous RSP session
endrnote

rnote over DP, E : [2] Refer to Common mutual authentication procedure section
3.0.1

rnote over DP
[3] Look for pending RPM Package
endrnote

DP --> LPA : [ERROR]

group Opt.

DP -> OP : [4] ES2+.HandleNotification(...)
OP --> DP : OK

end

rnote over DP
[5]
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- Build smdpSigned3 = {TransactionID, RpmPackage, [rpmPending]}
- Compute smdpSignature3 over smdpSigned3 and euiccSignaturel
endrnote

DP -> LPA : [6] TransactionID, smdpSigned3, smdpSignature3

opt RPM disabled, RPM Package contains unsupported command, or invalid RPM Package
rnote over OP, E : Refer to Common Cancel Session procedure section 3.0.2
end

LPA -> E : [7] [ES10c.GetProfilesInfo]
E -—> LPA : [ProfileInfolListOk]

rnote over LPA

[8]

- Check RPM Package against PPR(s)
- [User Consent]

- [User Confirmation]

- [Invalidate cached Metadata]
endrnote

alt Download rejection

rnote over OP, E : Refer to Common Cancel Session procedure section 3.0.2
else Download confirmation

rnote over OP, E : Refer to Sub-procedure RPM Execution

end

@enduml

[1] (a) Get SM-DP+ Address [and Cl PKid] from Polling Address, or
(b) Get SM-DP+ Address and EventlD from SM-DS, or
(c) Get Default SM-DP+ Address [and Cl PKID] from elUICC or Device, or
(d) Reuse SM-DP+ Address [and Cl PKID] from the previous RSP session

1 1
| [2] Refer to Commaon mutual authentication procedure section 3.0.1
T

|[3] Look for pending RFM Package|

[ERROR]

hd

opt. /
_[4] ES2+ HandleNotification(...)
<

oK

-
-

5]
- Build smdpSigned3 = {TransactionlD, RpmPackage, [rpmPending]}
- Compute smdpSignature3 over smdpSigned3 and euiccSignature!

[E] TransactionlD, smdpSigned3, smdpSignature3_
>

pported command, or invalid RPM Package]

opt _/ [RPM disabled, RPM Package c

| Referto Common Cancel Session procedure section 3.0.2 |

[7] [ES10c. GetProfilesinfo]
>

[FrofileinfoListOk]

A

[8]

- Check RFM Package against PPR(s)
- [User Consent]

- [User Confirmation]

- [Invalidate cached Metadata]

alt [Download rejection]

| Refer to Common Cancel Session procedure section 3.0.2 |

[Downli:vad confirmation] | | |

| Refer to Sub-procedurs RPM Execution |

| | | |
Figure 29b: RPM Download
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Start Condition:

In addition to the start conditions required by the common mutual authentication procedure
defined in section 3.0.1, this procedure requires the following start conditions depending on
options in step (1):

o If this procedure uses a Polling Address (option a):

o The LPAd has retrieved the SM-DP+ Address and allowed eSIM CA RootCA
public key identifier, if any, from the Profile Metadata, if the Polling Address
indicates the SM-DP+; or

o The LPAd has retrieved the SM-DP+ Address and EventID from the SM-DS,
if the Polling Address indicates the SM-DS.

o The LPAd has retrieved the allowed eSIM CA RootCA public key identifier
associated with the Polling Address, if any, from the eUICC. If the retrieved
data includes an allowed eSIM CA RootCA public key identifier, then the
LPAd SHALL restrict the allowed eSIM CA RootCA public key identifiers to
that value.

o If this procedure uses an SM-DS (option b):

o The LPAd has retrieved an SM-DP+ Address and EventID from the SM-DS.
If there was a restriction of the eSIM CA RootCA public key identifier for
the SM-DS procedure, the LPAd SHALL apply a restriction to the same
eSIM CA RootCA public key identifier for the RPM download and
installation procedure.

o If this procedure uses a Default SM-DP+ (option c):

o The LPAd has retrieved the Default SM-DP+ Address and allowed eSIM CA
RootCA public key identifier, if any, from the eUICC or the Device. If the
retrieved data includes an allowed eSIM CA RootCA public key identifier,
then the LPAd SHALL restrict the allowed eSIM CA RootCA public key
identifiers to that value.

e |f this procedure is triggered by rpomPending returned in a previous RSP session
(option d):

o The LPAd SHALL reuse the SM-DP+ Address from the previous RSP
session. The LPAd SHALL apply a restriction to the same eSIM CA RootCA
public key identifier on the allowed CI public key identifiers.

A Provisioning Profile MAY be enabled by the LPAd upon End User request for RSP
operations as defined in SGP.21 [4], which SHALL include End User consent if an Operational

Profile is to be disabled and if establishment of the connectivity using the currently Enabled
Profile is not successful.

Procedure:
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1. The LPAd has retrieved an SM-DP+ address from either SM-DS, eUICC or Polling
Address and allowed eSIM CA RootCA Public Key identifier, if any.

2. The common mutual authentication procedure defined in section 3.0.1 SHALL be
executed, conditionally restricting the allowed eSIM CA RootCA public key identifiers
to a single allowed value as described in the Start Conditions above. In this procedure,
SM-XX is SM-DP+. CERT.XXauth.SIG, PK.XXauth.SIG and SK.XXauth.SIG are
CERT.DPauth.SIG, PK.DPauth.SIG and SK.DPauth.SIG respectively. ESXX is ES9+.
During the common mutual authentication procedure at step (10), the LPAd SHALL
build the ctxParamsl data object to provide the MatchinglD, MatchinglD Source,
Device Info, operationType and iccid (optional) to the eUICC for signature. The
operationType SHALL include 'rpm'. If this function is called in the context of polling
RPM for a specific Target Profile, the iccid of the Target Profile SHALL be present;
otherwise, it SHALL NOT be present. The value of the MatchingID and MatchinglD
Source SHALL be set as follows:

o If a Default SM-DP+ or Polling Address (which indicates an SM-DP+) is used, the
MatchingID SHALL be missing and the MatchingID Source value SHALL be set to
‘none’.

e |fan SM-DS is used, the MatchingID value SHALL be set to EventID and the
MatchingID Source value SHALL be set to the OID of the SM-DS that provided
the EventID.

e If rpmPending was received in the previous RSP session, the matchingId
SHALL be missing and the matchingIdSource value SHALL be set to none.

3. The SM-DP+ SHALL:
e Verify that there is a pending RPM Package for the EID of the authenticated
eUICC.
o If there is a pending RPM Package, then verify that the eUICC indicates
rpmSupport in EuiccRspCapability.
¢ |f MatchingID is provided, then verify that it matches the MatchinglD bound to the
pending RPM Package.

If any of these verifications fail, the SM-DP+ SHALL return a relevant error status and
the procedure SHALL stop.

4. (Optional step) Depending on the agreed behaviour with the Operator (out of scope of
this specification), the SM-DP+ SHALL notify the Operator using the function
"ES2+.HandleNotification" with the notificationEvent indicating 'Eligibility and
attempt limit check.

NOTE: This notification step MAY be done asynchronously.

5. The SM-DP+ SHALL:

e Determine if another RPM Package for the eid is pending.
e Generate an smdpSigned3 data structure containing associated data elements.
e Compute the smdpSignature3.

6. The SM-DP+ returns the "ES9+.AuthenticateClient" response to the LPAd. The LPAd
SHALL check the following.
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e If the RPM operation is disabled in the LPA by the End User, then the LPAd
SHALL cancel the RPM download by performing the Common Cancel Session
procedure with the reason rpmDisabled.

e |f the RPM Package violates any of the limitations defined in section 2.10.1, then
the LPAd SHOULD cancel the RPM Package download by performing the
Common Cancel Session procedure hereunder with the reason
invalidRpmPackage.

¢ If the RPM Package contains an RPM Command 'Contact PCMP":

o If the LPAd does not support the LPRd, then the LPAd SHOULD cancel the
RPM download by performing the Common Cancel Session procedure with
the reason lprNotSupported.

o If the only available data connection is mobile network (cellular) data, and if
the End User has disallowed use of mobile network data for the LPA Proxy,
then the LPAd SHALL cancel the RPM download by performing the
Common Cancel Session procedure with the reason
lprNetworkDataNotAllowed.

7. As an optional step, if the LPAd does not already have the Profile Metadata of the
Target Profile(s) identified by the ICCID(s) in the RPM Package (if any), then the LPAd
SHALL request the information from the eUICC by calling the "ES10c.GetProfilesInfo"
function.

8. The LPAd SHALL check the Profile Metadata of the Target Profile(s). If the Profile
Metadata of the Target Profile includes any PPR and/or Enterprise Rule, then the LPAd
SHOULD ask for the End User consent by showing relevant information concerning
the Profile and PPR(s) and/or Enterprise Rule(s). This information MAY include the
consequences of the Profile Policy Rule and/or Enterprise Rule to the End User. This
message SHALL be formulated in a descriptive and non-discriminatory manner (e.g.,
for "Non-Disable" Profile Policy Rule: "The RPM Command for Profile X that you are
about to allow can be undone only under the terms you have agreed with your service
provider. Approve RPM Command YES/NO?").

The LPAd MAY show relevant information to the End User if the RPM Command
results in PPR(S) being unset.

The LPAd SHALL ask for Confirmation Request(s) on the execution of RPM
Commands, either combined or separated, by showing any relevant information in the
RPM Package and the Profile Metadata of the Target Profile(s). The Confirmation
Request(s) MAY be combined with the End User consent on PPR and/or Enterprise
Rule above. The Confirmation Level for each RPM Command SHALL be higher than
or equal to the following:

¢ No User Confirmation: List Profile Info, Update Metadata (except for the case
below), Contact PCMP

e Simple Confirmation: Enable Profile, Disable Profile, Update Metadata (only if
the command sets the Reference Enterprise Rule)

e Strong Confirmation: Delete Profile

NOTE: For MEP-A1 and MEP-B, if there are several eSIM Ports available, the LPAd
may select an eSIM Port for Profile enabling via RPM. This may include
some End User interaction.
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If the End User refuses the execution of any RPM Command (e.g., by selecting 'No' or
'Not Now' in combined or separate User Confirmation(s)), the LPAd SHALL continue
with the Common Cancel Session procedure with the reason endUserRejection or
postponed.

If the End User does not respond to the LPAd prompt within an implementation-
dependent timeout interval, the LPAd SHALL cancel the RPM Package download by
performing the Common Cancel Session procedure with the reason timeout.

If the RPM Package contains (an) Update Metadata command(s) and the LPAd caches
such Profile Metadata objects, the LPAd SHOULD invalidate these objects.

If the execution of the RPM Command(s) has not been rejected in the steps above, the
procedure SHALL continue with the sub-procedure "RPM Execution".

3.7.3 RPM Execution

This procedure is used by LPA to transfer RPM Package to eUICC. The eUICC sequentially
executes the RPM Command(s) contained in the RPM Package.

The procedure applies for SEP and MEP. The following applies for Command Port and

Target Port:
Command Port Target Port

MEP-A1/A2 0 >0

MEP-B As selected in the >=0, identical to or different
RPM Download from Command Port
procedure

SEP Physical interface Physical interface

The Target Port is selected in the procedure depending on the presence of Disable or
Enable commands.
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participant "<b>Operator" as OP
participant "<b>SM-DP+" as DP

participant "<b>LPAd" as LPA

participant "<b>eUICC" as E

participant "<b>Device baseband" as DevBB

LPA -> E : [1] CP: ES10b.LoadRpmPackage\n (smdpSigned3, smdpSignature3,
[targetEsimPort])

rnote over E

[2]

- Verify CERT.DPauth.SIG

- Verify smdpSignature3 over smdpSigned3

- Verify smdpSigned3

endrnote
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SM-DP+ LPAd Device baseband

[1] CP: ES10b.LoadRpmPackage
(smdpSigned3, smdpSignature3, [targetEsimPor])

12]

- Verify CERT.DPauth.SIG

- Verify smdpSignature3 over smdpSigned3
- Verify smdpSigned3

loo, [Up|to the number of
transferred RPM Commands]

[3] Execute an RPM Command
(see sections 3.7.3.1 to 3.7.3.6)

I
|[3a] Generate LoadRpmPackageResult |

Response AFDU
(LoadRpmPackageResult)

opt J [Any|marked Profile]

[3b] TP: REFRESH

_Terminal Response or RESET

[32] The marked Profile(s) are
enabled, disabled ar deleted

[Metwork attach procedure

with the newly Enabled Profile]

[4] ES9+. HandleMotification
(LoadRpmPackageResult)

OK

[Trigger PCM session]
|5] [Terminate RPM arder]

[6] [ES2+ HandleMotification]

Ok

‘[?] [Delete Event, Refer to Event Deletion section 3.6.3] |

[8] CP: ES10b.RemoveNotificationFromList

[9] Delete Matification

0K

<
-« |

‘ [10] [Next RSP session follows] ‘

T \ \
Figure 29c: Sub-procedure RPM Execution

Start Conditions:
The RPM Download procedure was successfully executed.
Procedure:

If any call of "ES10b.LoadRpmPackage" in this sub-procedure returns status words other
than '90 00' or '91 XX, the LPAd SHALL perform the Common Cancel Session procedure
with reason code 'loadRpmPackageError'.

1. On the Command Port, the LPAd SHALL transfer smdpSigned3 and
smdpSignature3, plus for MEP-Al and MEP-B optionally targetEsimPort (the
eSIM Port to be used for enabling a Profile via RPM) to the eUICC by calling the
"ES10b.LoadRpmPackage" function.

2. The eUICC SHALL:

e Verify smdpSignature3.
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3a.

3b.

e Verify that the TransactionID contained in smdpSigned3 matches the
TransactionID of the on-going RSP session.

If any of the verifications fails, the eUICC SHALL skip to step 3a and return a relevant
error status in the generated result.

The eUICC SHALL execute the RPM Commands contained in the RPM Package.
Processing of a command MAY involve the Device Baseband. An error within one
command MAY terminate processing. No RpmCommandResult is generated for the
remaining commands.

The eUICC SHALL generate the LoadRpmPackageResult data structure comprising
the RpmCommandResult data structure(s) generated during the processing and
execution of the RPM Command(s).

The eUICC SHALL store a signed Load RPM Package Result in its non-volatile
memory and return it to the LPAd.

The LPAd MAY inform the End User of the success or error status(es) indicated by
the LoadRpmPackageResult.

If any Profile is marked as "to be disabled", "to be disabled and deleted", or "to be
enabled”, the eUICC SHALL trigger a REFRESH of the Target Port as follows:

e For SEP and MEP-B if the Target Port is identical to the Command Port, the
eUICC SHALL send a REFRESH proactive command on the Target Port.

e For MEP-Al, MEP-A2 and MEP-B if the Target Port is not identical to the
Command Port, the eUICC SHALL send an LSI COMMAND proactive command
with the action "Proactive session request" on the Command Port. This results in
the Device checking for pending proactive commands on the Target Port,
whereupon the eUICC sends a REFRESH proactive command on the Target Port.

NOTE: Enabling or Disabling via RPM always uses REFRESH. A mode which does

3c

not require a REFRESH is only defined for Local Profile Management.
Upon reception of the Terminal Response or after the RESET, the ISD-R SHALL:

e |f a Profile is marked "to be disabled": disable the marked Profile.

o |f a Profile is marked "to be disabled and deleted": disable the marked Profile
and then delete it.

e |f a Profile is marked "to be enabled": enable the marked Profile.

o If any marked Profile is successfully enabled, disabled or deleted in the
previous steps, generate as many Notifications as configured in each Profile
Metadata (notificationConfigurationInfo) in the format of
OtherSignedNotification.

e Unmark all marked Profiles.

If a Profile is now in Enabled state, the Device baseband executes the network attach
procedure on the Target Port.
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4. The LPAd calls the "ES9+.HandleNotification" function in order to deliver the Load RPM
Package Result to the SM-DP+. The SM-DP+ SHALL acknowledge the reception of
the Notification to the LPAd. If the Load RPM Package Result was not signed by the
eUICC, the procedure SHALL stop.

If the Device and the eUICC support the LPA Proxy and if appropriate connectivity is
available:

e |fthe Load RPM Package Result includes the FQDN of PCMP server, the LPRd
SHALL trigger a Profile Content Management session, with the DPI in the RPM
Command (if present), as described in section 3.9.

¢ Ifthe Load RPM Package Result includes a successful
EnableProfileResponse and
lprConfiguration.triggerLprOnEnableProfile is presentin the
Profile Metadata of the enabled Profile, the LPAd SHALL trigger a Profile
Content Management session using the DPI in the Profile Metadata (if
present) as described in section 3.9.

5. The SM-DP+ SHALL:

¢ Retrieve the RPM order identified by the TransactionID. If TransactionID is
unknown, the SM-DP+ SHALL terminate its processing.
¢ (Conditional) Terminate the RPM order.

6. (Conditional) The SM-DP+ SHALL call the "ES2+.HandleNoatification" with:

e notificationReceiverIdentifier reflecting the functionRequesterldentifier
value of the associated "ES2+.RpmOrder";

e notificationIdentifier reflecting the functionCallldentifier value of the
associated "ES2+.RpmOrder";

e notificationEvent indicating 'RPM execution’;

e notificationEventStatus reflecting the value received in
"ES9+.HandleNotification";

e resultData containing the result of the execution of the RPM Package.

NOTE: The content of resultData is generated by the eUICC while processing the
ES10b.LoadRpmPackage command, and before the Device Baseband
processes a potential REFRESH proactive command. This implies that
resultData, and accordingly, notificationEventStatus, cannot reflect
any error that may occur afterwards, such as, network attachment failure.

7. (Conditional) If this procedure is executed in the context of option (b), the SM-DP+
SHALL execute the SM-DS event deletion procedure (section 3.6.3).

8. On the Command Port, the LPAd SHALL call "ES10b.RemoveNotificationFromList"
with the corresponding seqNumber. For MEP-B, this function MAY use a different
Command Port.

9. The eUICC SHALL delete the Load RPM Package Result from its non-volatile memory.
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10.(Conditional) If the LPAd has received rpmPending in the response of
"ES9+.AuthenticateClient" function call, the LPAd SHOULD initiate an additional RSP
Session with the SM-DP+, setting the operationType to indicate rpm. If this RSP
session was triggered by an Event Record from an SM-DS, the pending RSP session
with the SM-DP+ SHOULD be executed before continuing processing any remaining
Event Records from that SM-DS. For MEP-B, a subsequent RPM session MAY use a
different Command Port.

3.7.3.1 Enable Profile

This procedure is used to remotely enable a Profile already downloaded and installed on an
eUICC.
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participant "<b>eUICC\n<b>LPA Services (ISD-R)" as LPAServices

rnote over LPAServices

[1] Find the Target Profile

[2] Verify authorisation of the SM-DP+

[3] Verify Profiles type[4] Verify Profile state[5] Enforce Profile Policy Rules
and Enterprise Rules[6] Verify preceding Disable or available Port

[6a] [Set Target Port]end rnoternote over LPAServices
[7] Mark Target Profile "to be enabled"
endrnote

rnote over LPAServices

[8] Generate an RpmCommandResult
data structure

endrnote

rnote over LPAServices
[9] [If required:

Stop processing of the RPM Package]
endrnote

@enduml
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elicc
LPA Services (ISD-R)

|

[1] Find the Target Profile

[2] Verify authorisation of the SM-DP+

[3] Verify Profiles type

[4] Verify Profile state

[5] Enforce Profile Policy Rules and Enterprise Rules

[6] Werify preceding Disable or available PortO[6a] [Set Target Port]
[

[7] Mark Target Profile "to be enakled”
[

[B] Generate an RpmCommandResult

data structure

[

[9] [If required:
Stop processing of the RPM Package]

|
Figure 29d: Enable Profile

Start Conditions:

In addition to the start conditions described in section 3.2.1 "Enable Profile", an RPM
Command 'Enable Profile' is received within an "ES10b.LoadRpmPackage".

Procedure:

1.

The ISD-R SHALL find the Target Profile with the ICCID. If the Target Profile is not
found, the ISD-R SHALL proceed to step (8) with a result indicating a failure.

The ISD-R SHALL verify the authorisation of the SM-DP+ for the RPM Command. If
the verification fails, then the ISD-R SHALL proceed to step (8) with a result indicating
a failure.

The ISD-R SHALL verify the type of the Target Profile and the currently Enabled Profile
(if any). If at least one of them is a Test Profile, the ISD-R SHALL proceed to step (8)
with a result indicating a failure.

The ISD-R SHALL verify the state of the Target Profile. If the Target Profile is not in
Disabled state, the ISD-R SHALL proceed to step (8) with a result indicating a failure.

The ISD-R SHALL check the Profile Policy Rules of the currently Enabled Profile (if
any) and the Reference Enterprise Rule (if any). If the target Profile cannot be enabled,
the ISD-R SHALL proceed to step (8) with a result indicating a failure.

For SEP, the ISD-R SHALL verify that either no Profile is currently Enabled or the
currently Enabled Profile is marked "to be disabled" or "to be disabled and deleted".
Otherwise, the ISD-R SHALL proceed to step (8) with a result indicating a failure.

6a. For MEP, if the Target Port was not already set in a previous RPM Disable command:

e The ISD-R SHALL verify that at least one eSIM Port is available (i.e., has no
Enabled Profile assigned). Otherwise, the ISD-R SHALL proceed to step (8)
with a result indicating a failure.
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e For MEP-B, if the LPAd did not indicate an eSIM Port to be used in the
"ES10b.LoadRpmPackage" and if the Command Port is available, the eUICC
SHALL select the Command Port as Target Port.

e For MEP-A1 and MEP-B, if the LPAd indicated an eSIM Port to be used in the
"ES10b.LoadRpmPackage" and if the indicated eSIM Port is available, the
eUICC SHALL select this eSIM Port as Target Port.

o For other cases for MEP-A1 and MEP-B, the behaviour of the eUICC is
implementation specific. (E.g., ho eSIM Port or a non-available eSIM Port
indicated for MEP-A1 and the eUICC selecting the eSIM Port or the eUICC
generating an error.) However, it SHALL NOT result in the implicit disabling of
an Enabled Profile.

e For MEP-A2, the eUICC SHALL select an available eSIM Port as Target Port.

7. The eUICC SHALL mark the Target Profile "to be enabled".

8. The eUICC SHALL generate an RpmCommandResult data structure indicating the
result of the RPM Command 'Enable Profile'.

9. If the execution of this RPM Command fails and continueOnFailure is not present,
the ISD-R SHALL stop the execution of the remaining RPM Command(s).

End Conditions:

The Target Profile is marked "to be enabled" and, for MEP, the Target Port is defined. An
RpmCommandResult data structure containing the result of Enable Profile is stored in the
eUICC.

3.7.3.2 Disable Profile

This procedure is used to remotely disable an Enabled Profile already downloaded and
installed on an eUICC.
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participant "<b>eUICC\n<b>LPA Services (ISD-R)" as LPAServices

rnote over LPAServices[l] Find the Target Profile

[2] Verify authorisation of the SM-DP+

[3] Verify Profile type and state

[4] Enforce Profile Policy Rulesend rnoternote over LPAServices[5] Mark Target
Profile "to be disabled"

[5a] [Set Target Port]

end rnote

rnote over LPAServices

[6] Generate an RpmCommandResult
data structure

endrnote

rnote over LPAServices

[7] [If required:
Stop processing of the RPM Package]
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i endrnote

%@enduml

euicC
LPA Services (ISD-R)

[1] Find the Target Profile
[2] Werify authorisation of the SM-DP +
[3] Werify Profile type and state
[4] Enforce Profile Policy Rules
I
[5] Mark Target Profile "to be disabled”
[5a] [Set Target Port]
[
[6] Generate an RpmCommandResult
data structure
[

[7] [If required:
Stop processing of the RPM Package]
|

Figure 29e: Disable Profile

Start Conditions:

In addition to the start conditions described in section 3.2.2 "Disable Profile", an RPM
Command 'Disable Profile' is received over "ES10b.LoadRpmPackage".

Procedure:

1.

2.

The ISD-R SHALL find the Target Profile with the ICCID. If the Target Profile is not
found, the ISD-R SHALL proceed to step (6) with a result indicating a failure.

The ISD-R SHALL verify the authorization of the SM-DP+ for the RPM Command. If
the verification fails, then the ISD-R SHALL proceed to step (6) with a result indicating
a failure.

The ISD-R SHALL verify the type and the state of the Target Profile. If the Target Profile
is a Test Profile or if it is not in the Enabled state, the ISD-R SHALL proceed to step
(6) with a result indicating a failure.

The ISD-R SHALL check the Profile Policy Rules of the currently Enabled Profile. If it
has a Profile Policy Rule "Disabling not allowed", the ISD-R SHALL proceed to step (6)
with a result indicating a failure.

NOTE: The eUICC may check in addition if the eSIM Port of the Target Profile

matches the eSIM Port indicated in the "ES10b.LoadRpmPackage". The
response to a mismatch is implementation specific. It may silently be ignored
or result in an error.

The eUICC SHALL mark the Target Profile "to be disabled" and, for MEP, set the Target
Port to the eSIM Port where the Target Profile is currently Enabled.

The eUICC SHALL generate an RpmCommandResult data structure indicating the
result of the RPM Command 'Disable Profile'.
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7. If the execution of this RPM Command fails and continueOnFailure iS not present,
the ISD-R SHALL stop the execution of the remaining RPM Command(s).

End Conditions:

The Target Profile is marked "to be disabled" and, for MEP, the Target Port is defined. An
RpmCommandResult data structure containing the result of Disable Profile is stored in the
eUICC.

3.7.3.3 Delete Profile

This procedure is used to remotely delete a Profile already downloaded and installed on an
eUICC.

The conditions under which the RPM Command MAY delete a Provisioning Profile are
implementation-dependent and out of the scope of this specification. The eUICC
implementation MAY not support deletion of a Provisioning Profile or a preloaded Test
Profile.
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participant "<b>eUICC\n<b>LPA Services (ISD-R)" as LPAServices

rnote over LPAServices[l] Find the target Profile

[2] Verify authorisation of the SM-DP+

[3] Enforce Profile Policy Rulesend rnotealt If the Profile is in Disabled state
and\n is not marked "to be enabled"

rnote over LPAServices

[4a] Delete the target Profile

endrnote

else If the Profile is marked "to be disabled"

rnote over LPAServices

[4b] Mark the target Profile "to be disabled and deleted"
endrnote

else Otherwise

rnote over LPAServices

[4c] Failure

endrnote

end

rnote over LPAServices

[5] Generate an RpmCommandResult
data structure

endrnote

rnote over LPAServices

[6] [If required:

Stop processing of the RPM Package]
endrnote

@enduml
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euicC
LPA Services (ISD-R)

[1] Find the target Profile
[2] Werify authorisation of the SM-DP+
[3] Enforce Profile Paolicy Rules

alt ) [if the Profile is in|Disabled state and
is not marked "to be enabled™]

[4a] Delete the target Profile

[if the Profile is marked "to be disabled™]

[4b] Mark the target Profile "to be disabled and deleted"

[Otherwise]

[4c] Failure

I
[5] Generate an RpmCommandResult
data structure
I

[B] [If required:
Stop processing of the RPM Package]

|
Figure 29f: Delete Profile

Start Conditions:

In addition to the start conditions described in section 3.2.3 "Delete Profile", an RPM
Command 'Delete Profile' is received over "ES10b.LoadRpmPackage".

Procedure:

1.

4a.

4Db.

4c.

The ISD-R SHALL find the target Profile with the ICCID. If the target Profile is not found,
the ISD-R SHALL proceed to step (5) with a result indicating a failure.

The ISD-R SHALL verify the authorisation of the SM-DP+ for the RPM Command. If
the verificationfails then the ISD-R SHALL proceed to step (5) with a result indicating a
failure.

The ISD-R SHALL check the Profile Policy Rules of the target Profile. If it does not
allow deletion, the ISD-R SHALL proceed to step (5) with a result indicating a failure.
If the target Profile is in Disabled state and not marked "to be enabled": The eUICC
SHALL delete the Profile. If the target Profile is successfully deleted, the eUICC
SHALL generate as many Notifications as configured in its Profile Metadata
(notificationConfigurationInfo) in the format of
OtherSignedNotification.

If the Profile is in Enabled state and marked "to be disabled": The eUICC SHALL re-
mark the target Profile "to be disabled and deleted".

If the target Profile is in Enabled state and is not marked "to be disabled", or the target
Profile is in Disabled state and is marked "to be enabled”, the ISD-R SHALL proceed
to step (5) with a result indicating a failure.
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5. The eUICC SHALL generate an RpmCommandResult data structure indicating the
result of the RPM Command 'Delete Profile'.

6. If the execution of this RPM Command fails and continueOnFailure is not present,
the ISD-R SHALL stop the execution of the remaining RPM Command(s).

End Conditions:

The target Profile is deleted. An RpomCommandResult data structure containing the result of
Delete Profile is stored in the eUICC.

3.7.34 List Profile Info
This procedure is used to list information about Profiles on an eUICC.
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participant "<b>eUICC\n<b>LPA Services (ISD-R)" as LPAServices

rnote over LPAServices

[1] Find the target Profile(s)

[2] Verify authorisation of the SM-DP+

endrnote

rnote over LPAServices

[3] Generate an RpmCommandResult with the ProfileInfo of the target Profile(s)
endrnote

rnote over LPAServices

[4] [If required:

Stop processing of the RPM Package]
endrnote

@enduml

euicC
LPA Services (ISD-R)

|
[1] Find the target Profile(s)
[2] Werify authaorisation of the SM-OF+
[
[3] Generate an RpmCommandResult
with the Profilelnfo of the target Profile(s)
[

[4] [f required:
Stop processing of the RPM Package]

Figure 29g: List Profiles Info

Start Conditions:

An RPM Command 'List Profile Info' is received over ES10b.LoadRpmPackage.
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Procedure:

1. The ISD-R SHALL find the target Profile(s) with the ICCID or the Profile Owner OID. If
no matching Profile is found, the ISD-R SHALL generate an empty response, and
proceed to step (3).

2. For all identified Profiles, the ISD-R SHALL verify the authorisation of the SM-DP+ for
the RPM Command. If the verification fails, the ISD-R SHALL remove this Profile from
the list of identified Profiles.

3. The ISD-R SHALL generate an RpmCommandResult data structure for the found
Profile(s).

4. If the execution of this RPM Command fails and continueOnFailure iS not present,
the ISD-R SHALL stop the execution of the remaining RPM Command(s).

End Conditions:

An RpmCommandResult data structure containing the ProfileInfo data object(s) that a
Managing SM-DP+ is authorised to receive.

3.7.3.5 Update Metadata

This procedure is used to remotely update the Profile Metadata of a Profile already
downloaded and installed on an eUICC.
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participant "<b>eUICC\n<b>LPA Services (ISD-R)" as LPAServices

rnote over LPAServices
[l1] Find the target Profile
[2] Verify authorisation of the SM-DP+
[3] [Verify Enterprise Configuration]
rnote over LPAServices
[4] Update the Profile Metadata

of the target Profile
[5] [Remove referenceEnterpriseRule]
endrnote

rnote over LPAServices

[6] Generate an RpmCommandResult
data structure

endrnote

rnote over LPAServices

[7] [If required:

Stop processing of the RPM Package]
endrnote

@enduml
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euicc
LPA Services (ISD-R)

[1] Find the target Profile
[2] Werify authorisation of the SM-DP+
[3] [Werify Enterprise Configuration]
I
[4] Update the Profile Metadata
of the target Profile
[5] [Remove referenceEnterpriseRule]
[
[E] Generate an RpmCommandResult
data structure
[

[7] [If required:
Stop processing of the RPM Package]

!
Figure 29h: Update Metadata

Start Conditions:

An RPM Command 'Update Metadata' is received over "ES10b.LoadRpmPackage".

Procedure:

1.

The ISD-R SHALL find the target Profile with the ICCID. If the target Profile is not found,
the ISD-R SHALL proceed to step (6) with a result indicating a failure.

. The ISD-R SHALL verify the authorisation of the SM-DP+ for the RPM Command.If the

verification fails, then the ISD-R SHALL proceed to step (6) with a result indicating a
failure.

If an Enterprise Configuration is to be updated: The ISD-R SHALL verify that this
update is permitted as defined in section 5.4.1. If the verification fails, the ISD-R SHALL
proceed to step (6) with a result indicating a failure.

The ISD-R SHALL update the Profile Metadata of the target Profile by using the
UpdateMetadataRequest specified in the RPM Command.

If the UpdateMetadataRequest contains an Enterprise Rule with the
referenceEnterpriseRule bit set: the ISD-R SHALL unset the referenceEnterpriseRule
bit of the Enterprise Profile for which it is currently set, if any.

The eUICC SHALL generate an RpmCommandResult data structure indicating the
result of the RPM Command 'Update Metadata'.

If execution of this RPM Command fails and continueOnFailure is not present, the
ISD-R SHALL stop the execution of the remaining RPM Command(s).

End Conditions:

The Profile Metadata of the target Profile is updated, and optionally the target Profile is
enabled. An RomCommandResult data structure containing the result of RPM Command
'Update Metadata’ is stored in the eUICC.
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3.7.3.6 Contact PCMP
The support of the RPM Command '‘Contact PCMP' is optional for the eUICC.

This procedure is used to fetch the PCMP address configured in the enabled Profile.
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participant "<b>eUICC\n<b>LPA Services (ISD-R)" as LPAServices
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Verify ICCID

Verify authorisation of the SM-DP+
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Figure 29i: Contact PCMP

Start Conditions:
An RPM Command 'Contact PCMP' is received over "ES10b.LoadRpmPackage".

Procedure:

0. If the eUICC does not support the RPM Command 'Contact PCMP’, the ISD-R SHALL

proceed to step (5) with a result indicating unknownOrDamagedCommand.

1. Ifthe target Profile cannot be identified by the ICCID, the ISD-R SHALL proceed to step

(5) with a result indicating commandError.
2. The ISD-R SHALL verify the following:

e The SM-DP+ OID specified in the RPM Command is included

managingDpList and is authorised to perform the RPM Command. Otherwise,
the ISD-R SHALL proceed to step (5) with a result indicating commandError.

If the Profile Metadata specifies an allowed CI public key identifier: the Subject Key
Identifier of the CI corresponding to CERT.DPauth.SIG matches that value.
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Otherwise, the ISD-R SHALL proceed to step (5) with a result indicating
commandError.

3. If the target Profile is not currently enabled, the ISD-R SHALL proceed to step (4) with
a result indicating profileNotEnabled.

4. The ISD-R SHALL fetch the LPR Configuration of the target Profile to include the PCMP
Address in the RomCommandResult. If the target Profile does not contain an LPR

Configuration, the ISD-R SHALL proceed to step (5) with a result indicating
nolprConfiguration.

5. The eUICC SHALL generate an RpmCommandResult data structure indicating the
result of the RPM Command 'Contact PCMP".

End Conditions:

An RpmCommandResult data structure containing the result of Contact PCMP is stored in
the eUICC.

NOTE: See section 3.7.3 for triggering of a PCM session.
3.8 Remote Management by the Operator

3.8.1 Metadata Update via ES6

This procedure is used by the Profile Owner to update Metadata of an enabled Profile.
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participant "<b>Operator" as OP
participant "<b>Device" as Device
participant "<b>eUICC" as eUICC

OP -> eUICC: [1] ES6.UpdateMetadata(...)

rnote over eUICC

[2] Verify command and update Metadata

endrnote

Opt Metadata update alerting supported

eUICC -> Device: [3] REFRESH (tag list)

rnote over Device, eUICC : [4] [Invalidate or update\n cached Profile Metadata]
end opt

@enduml
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Operator | | Device euicc
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-
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| [31 REFRESH (tag list)

[4] [Invalidate ar update
cached Profile Metadata]

Figure 29j: Metadata Update

Start Condition:

The Profile owned by the Operator is enabled.

Procedure:

1
2

. The Operator sends an UpdateMetadata via ES6 to the enabled Profile.
. The eUICC verifies the command and updates the Metadata as defined in section

5.4.1.

Steps 3 and 4 apply for a Device that supports Metadata update alerting:

3

4

. The eUICC alerts the Device as follows:

e For SEP and MEP-B, the eUICC sends a REFRESH proactive command on the eSIM
Port of the Profile with mode "Application Update" and providing the tag list of all
Metadata objects updated or deleted by the UpdateMetadata.

e For MEP-A1l and MEP-A2, the eUICC first sends an LSI COMMAND proactive
command with the action "Proactive session request” for eSIM Port 0 on the eSIM Port
of the Profile. This results in the Device checking for pending proactive commands on
eSIM Port 0, whereupon the eUICC sends a REFRESH proactive command on eSIM
Port 0 with mode "Application Update", providing the ICCID of the Profile and the tag list
of all Metadata objects updated or deleted by the UpdateMetadata.

e The internal processing of the "Application Update" REFRESH command in the
Device, especially how the LPA is alerted, is out of scope.

. For Profile Metadata objects that are cached in the LPA, the Device invalidates or

updates these objects.

NOTE: A Device not supporting Metadata update alerting SHOULD NOT cache

3.8.2

Profile Metadata to avoid using outdated information after Metadata updates
via ES6.

Pending Operation Alerting

This procedure is used by the Profile Owner to alert the LPA of pending RSP operations.

@startuml
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Figure 29k: Pending Operation Alerting

Start Condition:

The Profile owned by the Operator is enabled.

The Device supports pending operation alerting.
NOTE: An SM-DP+ can know from

LpaRspCapability.pendingOperationAlertingSupport whether
this feature is supported on the Device and can use this feature.

Procedure:
1. The Operator sends an application specific message to an application in the enabled
Profile.
NOTE: For remote management, ETSI TS 102 226 [39] specifies a command

'Immediate Action' that can be used to trigger a proactive REFRESH
command. However, the support of this command by the eUICC is not
mandatory and error responses are not specified.
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2. The application triggers the LPA by sending a REFRESH proactive command on the
eSIM Port of the enabled Profile with mode "Application Update" to the Device,
providing the indication of the server to be checked for pending operations. (The
internal processing of this command in the Device, especially how the alert is
forwarded to the LPA, is out of scope). When connecting to a Server as described
below, the operation type SHALL indicate all possible operations.

3. If the command indicates the Default SM-DP+, the LPAd SHOULD retrieve the
Default SM-DP+ address(es) from the eUICC and the Device to download Profile(s)
or RPM package(s) from the SM-DP+ as defined in section 3.1.3 or 3.7.2.

4. If the command indicates the Root SM-DS, the LPAd SHOULD retrieve pending events
from all configured SM-DSs using the Event Retrieval Procedure defined in section
3.6.2 and process the events accordingly.

5. If the command indicates the Polling Address of the Profile, the LPAd SHOULD
retrieve the Polling Address of the Enabled Profile from the eUICC. If the Polling
Address is an SM-DS, the LPAd performs the Event Retrieval procedure as
described in section 3.6.2 and processes the events accordingly. If the Polling
Address is an SM-DP+, the LPAd downloads a Profile or an RPM package from the
SM-DP+ as defined in section 3.1.3 or 3.7.2.

6. If the command indicates an explicit address: if the address is an SM-DS, the LPAd
performs the Event Retrieval procedure as described in section 3.6.2 and processes
the events accordingly. If the address is an SM-DP+, the LPAd downloads a Profile
or an RPM package from the SM-DP+ as defined in section 3.1.3 or 3.7.2.

3.9 Profile Content Management
This procedure applies when a PCM session is triggered.
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autonumber "[0]"

participant "<b>Device\n<b>App" as App
participant "<b>LPRd" as LPR
participant "<b>PCMAA" as AA
participant "<b>PCMP" as PCMP
participant "<b>Profile" as P

App -> LPR : [ES2l1.InitiateProfileContentManagement]
rnote over LPR
PCM trigger received
Calculate initial URI
end rnote
LPR -> AA: Start PCM (initial URI)
loop until done
AA -> PCMP: HTTP request
AA -> LPR : notify (HTTP request)
LPR -> App : [ES21.PcmProgressInformation (HTTP request) ]

PCMP --> AA: HTTP response
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AA -> LPR : notify (HTTP response)
LPR -> App : [ES21.PcmProgressInformation (HTTP response) ]

loop for each part of the multipart response
alt progress message
AA -> LPR : notify(progress message)
LPR -> App : [ES21.PcmProgressInformation (progress message) ]
else script part
loop for each APDU in the script part
AA -> P : APDU header and data
P --> AA : SW1,SW2 and response data
end loop
AA -> LPR : notify(script part delivery)
LPR -> App: [ES21.PcmProgressInformation (script part delivery) ]
end alt
end loop

end loop

AA -> LPR: notify(end of PCM session)
LPR -> App: [ES21.PcmProgressInformation(end of PCM session) ]

@enduml
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. [5] [ES21 PcmProgressinformation(HTTP request)]
-
|61 HTTP response
[7] notify(HTTP response)
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Figure 29I: Profile Content Management

This section is normative with respect to the LPRd and — if applicable — its interaction with a
Device Application. The behaviours of the PCMAA, PCMP, and Enabled Profile within a
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Profile Content Management session are specified in GP SERAM [74]; the description of
their behaviours in this specification is informative.

Start Conditions:
Three methods may trigger PCM:

e A Profile is enabled which has PCM triggering enabled. The optional DPI is configured
in the Profile Metadata.

¢ An RPM command sent from a SM-DP+ to the LPRd, which MAY contain a DPI.

¢ An API command sent from a Device Application to the LPRd, which MAY contain a
DPI.

The LPRd SHALL calculate the initial URI by concatenating the PCMP address it retrieved
from the Metadata of the enabled Profile and the DPI if provided.

Additionally, at least one of the following conditions SHALL be satisfied:

e The End User has not disallowed mobile network data (cellular data) to be used for the
LPA Proxy/PCM session, and mobile network data is available; or
e Some other data connectivity is available (e.g., WiFi).

Procedure:

1. A Device Application MAY initiate the PCM session by invoking
ES21.InitiateProfileContentManagement. The Device Application MAY request the
LPRd to send it progress notifications during the PCM session. The PCM session
MAY also be triggered by a Profile enabling or a '‘Contact PCMP' RPM command.
Upon receipt of a trigger, the LPRd SHALL calculate the initial URI.

2. The LPRd SHALL request the PCMAA to start a new PCM session, passing it the
initial URI.

The PCMAA repeatedly sends HTTP requests to the PCMP and processes the HTTP
responses until all work within the PCM session is completed. For each iteration:

3. The PCMAA sends an HTTP request to the PCMP. Dependant on information in the
previous HTTP response, this request may go to a different server.

4. The PCMAA sends a notification to the LPRd of the HTTP request it sent to the
PCMP.

5. If a Device Application has requested progress notifications, the LPRd SHALL send
an ES21.PcmProgressinformation notification to the Device Application, indicating an
HTTP request along with the targeted URI.

6. The PCMP sends an HTTP response to the PCMAA.

7. The PCMAA sends a notification to the LPRd that it has received the HTTP response
from the PCMP.

8. If a Device Application has requested progress notifications, the LPRd SHALL send
an ES21.PcmProgressinformation notification to the Device Application, indicating an
HTTP response was received from the PCMP along with the number of script parts it
contains.
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The HTTP response from the PCMAA may contain multiple HTTP parts, each of which
may either contain a progress message or a script part. For each HTTP part:

If the HTTP part contains a progress message:

9. The PCMAA sends a notification to the LPRd containing the progress message.

10. If a Device Application has requested progress notifications, the LPRd SHALL
send an ES21.PcmProgressinformation notification to the Device Application
containing the progress message.

Otherwise (the HTTP part contains a script part):
For each APDU within the script part:

11. The PCMAA sends the APDU to the Enabled Profile.
12. The Enabled Profile returns status words and response data.

After all APDUs in the script part have been sent:

13. The PCMAA sends a notification to the LPRd containing the result of the script
part.

14. If a Device Application has requested progress notifications, the LPRd SHALL
send an ES21.PcmProgressinformation notification to the Device Application
containing the script part number, the delivery status of the script part, and the
status words of all APDUs that were processed by the Enabled Profile.

Upon completion of the PCM session:

15. The PCMAA send a notification to the LPRd that the PCM session has ended.
16. If a Device Application has requested progress notifications, the LPRd SHALL send

an ES21.PcmProgressinformation notification to the Device Application indicating the
termination status of the session.

If the PCM session was triggered via RPM, the LPA SHALL start any subsequent RSP
session only after the PCM session ended.

3.10 eUICC Root Public Key Update

The Device and eUICC MAY provide a mechanism to update the set of eSIM CA RootCA
Public Keys in the ECASD of the eUICC. The mechanism, where provided, is Device
Manufacturer/EUM-specific and SHALL be secure.

A Certificate installed into the ECASD SHALL be from an eSIM CA.
This LPAd MAY start this procedure when either:

The LPAd has determined that the eSIM CA RootCA Public Key indicator in an
Activation Code is not supported by the eUICC, or

During the Common Mutual Authentication procedure, the SM-XX has returned a
CERT.XXauth.SIG that chains to a Root Certificate that is not supported by the
eUICC.

If supported, the LPAd SHOULD initiate the secure update mechanism (section 2.4.2) with the
eUICC indicating the requested eSIM CA RootCA Public Key indicator or identifier, which MAY
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include communication with an external EUM-specific server. This MAY provision additional
related eSIM CA RootCA Public Keys (e.g., one for each curve supported by the requested
eSIM CA). As part of this process, the Device SHALL inform the End User of the proposed
update and SHALL obtain End User consent.

Upon successful completion of the credential update, the LPAd MAY retry the Profile
Download procedure again.

3.11 Device Change and Profile Recovery

3.11.1 Device Change

This procedure will allow the End User having a Profile in the old Device to add a Profile
related to the same Subscription in the new Device. This procedure can further enable the
downloaded Profile upon End User consent, which consequently MAY disable a currently
Enabled Profile of the new Device (if any). Network connectivity is assumed.
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participant "End User" as EU

box "Old Device"

participant "LPAd" as LPAl

participant "eUICC\nLPA Services (ISD-R)" as EUICC1
end box

participant "SM-DP+" as DP

box "New Device"

participant "LPAd" as LPA2

participant "eUICC\nLPA Services (ISD-R)" as EUICC2
end box

participant "Service Provider" as SP

rnote over EU, LPAl : [1l] End User interactions

LPAl1 -> EUICC1 : [2] ES10c.GetProfilesInfo

EUICC1 --> LPAl : Profile Metadata

rnote over LPAl : Check Device Change Configuration

LPA1 -> LPAl : [3] Identify the SM-DP+ Address

opt If new Device's information is required

LPAl <- LPA2 : [4] Retrieval from new device ([EID], [TAC])

end

rnote over LPAl, DP : [5] Common Mutual Authentication Procedure, see 3.0.1

LPAl -> DP : ES9+.AuthenticateClient request (ctxParamsForDeviceChange)
Opt If ES2+.HandleDeviceChangeRequest is configured by the Service Provider

DP -> SP : [6] [ES2+.HandleDeviceChangeRequest (ICCID, [EID], [TAC])]

SP --> DP : [OK (isNewProfileRequired, [Service Provider Message for Device
Change], [Confirmation Code]) ]

end

alt Device Change is not supported or not allowed

DP --> LPAl1 : [7] Error

else Otherwise - Device Change is allowed

Opt If ES2+.HandleNotification is configured by the Service Provider

DP -> SP : [8] [ES2+.HandleNotification (Device Change Request) ]
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SP --> DP : [OK]
end
DP --> LPAl : [9] ES9+.AuthenticateClient response \n (transactionId, smdpSigned4,

smdpSignature4, [Service Provider Message for Device Change])

opt If isNewProfileRequired = TRUE or depending on a service agreement

rnote over DP, SP : [10] Prepare Profile Download section 3.1.1\n (this process can
be performed in parallel to steps 6 to 19)

end

rnote over EU, LPAl : [11] \n - [Display Service Provider Message for Device
Change] \n - Confirmation Request\n - [Confirmation Code entry]

LPAl -> EUICC1 : [12] ES10b.PrepareDeviceChange \n (smdpSigned4, smdpSignature4,

Hashed Confirmation Code)
EUICC1 --> LPAl : ES10b.PrepareDeviceChange response

LPAl -> DP : [13] ES9+.ConfirmDeviceChange request \n (transactionId,
prepareDeviceChangeResponse)

DP -> SP : [1l4] [ES2+.HandleNotification (Device Change Confirmation or
Confirmation Failure) ]

SP --> DP : [OK]

alt If End User confirmed
opt If isNewProfileRequired=FALSE or if configured by the Service Provider

rnote over DP : [15] Prepare the Profile \n identified by ICCID

end

Opt If ES2+.HandleNotification is configured by the Service Provider

DP -> SP : [ES2+.HandleNotification (Profile preparation for Device Change) ]
SP --> DP : [OK]

end

end

DP --> LPAl : [1l6] ES9+.ConfirmDeviceChange response

rnote over LPAl, EUICCl : [Disable the target Profile]

LPAl -> EUICC1l : ES10b.VerifyDeviceChange (deviceChangeConfirmation)
EUICC1 --> LPAl : [OK]

end

opt If the installed Profile has to be deleted

rnote over LPAl, EUICC1l : [17] Delete the installed Profile

LPAl -> DP : [18] [ES9+.HandleNotification (Delete Notification) ]

opt If the SM-DP+ supports the Delete Notification for Device Change and \n the
Delete Notification was not transmitted

LPAl -> LPAl : Generate an Activation Code containing the Delete Notification for
Device Change

end

end

LPAl -> LPA2 : [19] Provide the Activation Code (e.g., via LUI)

rnote over EUICC2, DP : [20] Profile Download and Installation Procedure, see 3.1.3
@enduml
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Figure 29m: Device Change

Start Conditions:

The Service Provider has provided to the SM-DP+ the relevant information and

configuration for the Device Change (see Annex O).

¢ The End User has an old Device containing a Profile.

e The eUICC and the LPAd of the old Device support Device Change.

e The Profile on the old Device contains a Device Change Configuration with the
information as provided by the Service Provider.

o None of the Profile Policy Rules is set for the Profile with a Device Change
Configuration.

e The End User gets a new Device.
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User Intent is acquired as defined in SGP.21 [4] in the old Device.

Procedure:

1.

The End User initiates the Device Change operation from the LPAd of the old Device
and selects the Profile to be installed in their new Device.

The LPAd of the old Device retrieves the DeviceChangeConfiguration from the
Profile Metadata of the selected Profile. The LPAd of the old Device SHALL check the
retrieved DeviceChangeConfiguration and proceed based upon its value as
follows:

o Ifthe DeviceChangeConfiguration indicates requestToDp, the
procedure continues with step (3).

e |[fthe DeviceChangeConfiguration indicates usingStoredAc, the
procedure continues with step (17).

The LPAd of the old Device SHALL determine the SM-DP+ address from
smdpAddressForDc in DeviceChangeConfiguration of the Profile.

If the DeviceChangeConfiguration indicates any of the EID and/or TAC of the
new Device is required, the LPAd of the old Device SHALL retrieve the required
information from the new Device. The detailed interface and mechanism to retrieve the
required information is out of scope of the specification.

NOTE: For instance, the LPAd of the old Device can guide the End User to use
"Show EID" menu of the LPAd of the new Device, and then provide a
means to scan/input the EID in a QR code format or human-readable text
format.

If the DeviceChangeConfiguration indicates that any of the EID and/or TAC of
the new Device is required but the LPAd of the old Device cannot retrieve the
required information, the LPAd SHALL display an appropriate error state to the End
User and stop the procedure.

The LPAd of the old Device initiates the Common Mutual Authentication procedure
defined in section 3.0.1 to the retrieved SM-DP+ address. During the Common Mutual
Authentication procedure, if the DeviceChangeConfiguration includes an allowed
eSIM CA RootCA public key identifier, the LPAd SHALL restrict the allowed eSIM CA
RootCA public key identifiers to that value.

During the Common Mutual Authentication procedure at step (10), the LPAd SHALL
build the ctxParamsl data object with ctxParamsForDeviceChange comprising
the ICCID of the selected Profile and, if indicated as required in
DeviceChangeConfiguration, any of the EID and/or TAC of the new Device.

If configured by the Service Provider, the SM-DP+ SHALL call
ES2+.HandleDeviceChangeRequest function comprising the ICCID and, if present in
the ctxParamsForDeviceChange data object, the EID and/or TAC of the new
Device. The Service Provider SHALL provide isNewProfileRequired and optionally
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10.

a Service Provider Message for Device Change in the response of
ES2+.HandleDeviceChangeRequest function.

If it is required for the End User to enter a Confirmation Code in order to proceed with
the Device Change of the Profile, the Service Provider SHALL provide the value of the
Confirmation Code in the response of ES2+.HandleDeviceChangeRequest function.

If the SM-DP+ does not support Device Change, the SM-DP+ SHALL return an error
status "Device Change — Unsupported" and the procedure SHALL stop. If the Device
Change is not allowed for the Profile identified by the ICCID, the SM-DP+ SHALL return
an error status "Device Change — Not Allowed" and the procedure SHALL stop.

If the LPAd of the old Device receives any error status, the LPAd of the old Device
MAY display an appropriate error state to the End User and SHALL stop the
procedure.

NOTE: This provides compatibility with SM-DP+ that does not understand or
cannot appropriately process the Device Change request (e.g., v3 SM-
DP+ not supporting the Device Change feature or v2 SM-DP+).

NOTE: If the procedure stopped due to an error, the LPAd MAY send
"ES10b.CancelSession" to the eUICC with a reason sessionAborted.

If configured by the Service Provider, the SM-DP+ SHALL notify the Service Provider
of the Device Change request by calling ES2+.HandleNoatification function.

If the Device Change is allowed for the Profile identified by the ICCID, the SM-DP+
returns  ES9+.AuthenticateClient  response  comprising transactionId,
smdpSigned4, smdpSignature4 and optionally Service Provider Message for
Device Change.

If isNewProfileRequired was set to TRUE in the response to
ES2+.HandleDeviceChangeRequest function and/or if there is an agreed behaviour
between the Service Provider and the SM-DP+ on the Profile identified by the ICCID,
the Service Provider SHALL run the Download Preparation Process, as defined in
3.1.1.2 and optionally the Subscription Activation Process, as defined in 3.1.1.4.

NOTE: This process can be performed in parallel to steps 6 to 19. The Profile

11.

identified by the ICCID has to be in 'Released' state before step 20.

The LPAd of the old Device SHALL ask for the Strong Confirmation on the Device
Change. If Service Provider Message for Device Change was provided in the
ES9+.AuthenticateClient response, it SHOULD be presented to the End User.

If ccRequiredFlag is setto TRUE in smdpSigned4, the LPAd of the old Device
SHALL ask for the End User to enter the Confirmation Code which was provided by
the Operator that MAY be considered as a Strong Confirmation.

The Confirmation Requests described above MAY:

e display profileName or any relevant information contained in the Profile
Metadata and smdpSigned4 to the End User.
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12.

13.

14.

15.

16.

e be combined, if prompted, into a single prompt with the highest Confirmation
Level therefore requiring a single confirmation by the End User.

If the End User does not confirm the Device Change of the Profile, the LPAd SHALL
continue with the Common Cancel Session procedure with reason code
‘endUserRejection'. If the End User does not respond to the LPAd prompt within an
implementation-dependent timeout interval, the LPAd SHALL cancel the Profile
download by performing the Common Cancel Session procedure with the reason
'timeout’. For both cases, the notificationEvent SHALL be set to 'Device Change
confirmation failure' if a notification is sent to the Service Provider.

The LPA of the old Device SHALL call the "ES10b.PrepareDeviceChange" function
including the smdpSigned4, smdpSignatured4 and optionally the Hashed
Confirmation Code. The Hashed Confirmation Code SHALL be calculated with the
UTF-8-encoded representation of the Confirmation Code as follows:

Hashed Confirmation Code = SHA256 (SHA256(Confirmation Code) | TransactionID),
where '|' means concatenation of data

The LPAd of the old Device SHALL call ES9+.ConfirmDeviceChange function
comprising transactionlId, prepareDeviceChangeResponse.

If configured by the Service Provider or if isNewProfileRequired was setto TRUE in
the response to ES2+.HandleDeviceChangeRequest function, the SM-DP+ SHALL
notify the Service Provider of the End User's confirmation result by calling
ES2+.HandleNotification function. If the End User accepted the Device Change, the
procedure continues with the next step. Otherwise, the procedure continues with step
(16).

If isNewProfileRequired was set to FALSE in the response to
ES2+.HandleDeviceChangeRequest function or if configured by the Service Provider,
the SM-DP+ SHALL prepare a Profile for download and the associated MatchingID. If
an EID was provided in the Device Change Request in the step 5, the SM-DP+ SHALL
link the prepared Profile download with the EID. The SM-DP+ SHALL determine the
deletion of the Profile on the old Device as per Service Provider's configuration and
SHALL generate the associated Activation Code. If the Activation Code is to be
encrypted as per section 5.6.6, the SM-DP+ SHALL use a MatchingID that has not
previously been used in the Activation Code. The SM-DP+ SHALL notify the Service
Provider of the Profile preparation result by calling ES2+.HandleNotification function if
configured by the Service Provider.

If the End User accepted the Device Change, the SM-DP+ SHALL return the
ES9+.ConfirmDeviceChange response comprising the Device Change response.
Upon receiving the response, the LPAd of the old Device SHOULD disable the installed
Profile if the response contains encryptedDeviceChangeData, and SHALL call
"ES10b.VerifyDeviceChange" function comprising deviceChangeConfirmation to
verify the SM-DP+ signature and optionally decrypt the Device Change Response via
eUICC as described in section 5.7.27. |If the eUICC returns a
profileNotInDisabledState error, the LPA MAY disable the installed Profile and
retry the "ES10b.VerifyDeviceChange" function call. If the eUICC returns any other
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17.

18.

error or the LPA does not retry the "ES10b.VerifyDeviceChange" function call, the
procedure SHALL stop.

NOTE 1. The use of an SM-DS in the context of Device Change is FFS.

NOTE 2: If the LPA does not retry the "ES10b.VerifyDeviceChange" function call,
the LPA can terminate the RSP session by calling "ES10b.CancelSession"
with the reason sessionAborted.

If the End User rejected the Device Change, the SM-DP+ SHALL return the
ES9+.ConfirmDeviceChange response without the Device Change response, and the
procedure SHALL stop.
If the LPAd of the old Device has been instructed in the Device Change Response to
delete the installed Profile or the DeviceChangeConfiguration indicates that the
deletion of the installed profile is required, the LPAd of the old Device SHALL delete
the installed Profile from the eUICC using ES10c.DeleteProfile and retrieve the
corresponding Delete Notification from the eUICC. Additionally, if the
DeviceChangeConfiguration indicates requestToDp and the SM-DP+ has
indicated in the Device Change Response that it supports the recovery of the deleted
Profile, the LPAd of the old Device SHOULD store the following values of the deleted
Profile:

e |CCID, and

e from DeviceChangeConfiguration: the smdpAddressForDc and, if

present, the allowedCiPKId.

If the deletion of the installed Profile is not required, the procedure continues with step
(29).

NOTE: The LPA of the old Device should store the Profile Recovery Information
until the expiration of time indicated in
profileRecoveryValidityPeriod inthe deviceChangeResponse
or successful Profile Recovery, whichever comes first.

The LPAd of the old Device SHALL send the Delete Notification of the deleted Profile
to the corresponding Recipient Address. For that, the LPAd MAY perform one of the
following:

o The LPAd MAY call ES9+.HandleNoaotification function (as defined in section
3.5) and receive the acknowledgement of the Delete Notification.

e The LPAd MAY send the Delete Notification to the LPAd of the new Device
via implementation-specific channel. In this case the LPAd of the new Device
SHALL relay the Delete Natification by calling ES9+.HandleNotification
function (as defined in section 3.5) before executing step (20).

o If the SM-DP+ has indicated that it supports the Delete Notification for Device
Change of the deleted Profile in the Device Change Response, the LPAd
MAY embed the Delete Notification for Device Change corresponding to the
notificationAddress in the Device Change Response in an Activation
Code (as defined in section 4.1 and 4.1.3).
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The procedure SHALL stop if the LPAd of the old Device cannot send the Delete
Notification.

NOTE1l: The Recipient Address may not be the FQDN of the SM-DP+ in figure
21b. In such a case, it is out of scope of this document how the
Notification receiver delivers the Delete Notification to the SM-DP+ in
figure 21b.

NOTE2: The LPAd of the old Device MAY send additional Notifications to the SM-
DP+(s) other than the SM-DP+ in figure 21b.

NOTE3: Execution of this step MAY require an extended period of time. For
instance, if the LPAd does not presently have network connectivity, it can
wait until connectivity is available in order to deliver the natification.

19. The LPAd of the old Device provides the Activation Code to the LPAd of the new
Device.

e |[fthe DeviceChangeConfiguration indicates requestToDp, the LPAd
SHALL use the Activation Code in the ES9+.ConfirmDeviceChange response
or the Activation Code at step (18), if generated.

e |[fthe DeviceChangeConfiguration indicates usingStoredAc, the LPAd
SHALL use the Activation Code from the activationCodeForDc.

The LPAd of the old Device SHOULD provide to the new Device the state of the Profile
during the procedure in order to allow the LPAd of the new Device to restore the state
of the Profile of the old Device.

The LPAd of the old Device MAY present the information via the LUI. Additional means
to provide the information to the LPAd of the new Device is out of scope of this
specification.

20. The Profile is downloaded from the SM-DP+ to the new Device via the Profile download
and installation procedure as defined in section 3.1.3, based upon the Activation Code.

¢ If the Activation Code, provided at step (19), contains the Delete Natification for
Device Change, the LPAd of the new Device SHALL provide the Delete
Notification for Device Change by calling ES9+.AuthenticateClient function
comprising a deleteNotificationForDc.

o If the Activation Code, provided at step (19), indicates Confirmation Code
Required Flag, the Confirmation Code that was used in this procedure has to
be used at step (8) of the Profile download and installation procedure defined
in section 3.1.3.

End Conditions:

The Profile and its associated Profile Metadata have been installed on the End User’s
eUICC of the new Device.
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311141 Multiple Profiles Device Change

The LPA supporting Device Change SHALL be able to allow the End User to perform the
Device Change procedure for one or more Profiles installed in the eUICC.

The LUId SHOULD present to the End User all applicable Profiles and allow their selection for
the Device Change operation.

For each selected Profile, steps from 2 to 20 of section 3.11.1 are repeated. When multiple
Profiles have been selected for Device Change, if one of these steps fails due to an error, the
LPAd SHOULD continue the Device Change procedure with the other Profiles.

If more than one Profile is selected for Device Change, the LPAd of the old Device SHOULD
provide all Activation Codes to the LPAd of the new Device in one step. In this case, step 19
of section 3.11.1 is put on hold until all Activation Codes are ready to be provided to the new
Device.

3.11.2 Profile Recovery

This procedure will allow the End User to recover the deleted Profile on the old Device.

@startuml
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participant "End User" as EU

box "Old Device"

participant "LPAd" as LPAl

participant "eUICC\nLPA Services (ISD-R)" as EUICC1
end box

participant "SM-DP+" as DP

participant "Service Provider" as SP

rnote over EU, LPAl : [1] End User interactions

rnote right EU

[2]

Get ICCID, SM-DP+ Address,

[allowedCiPkId]

endrnote

rnote over LPAl, DP: [3] Common Mutual Authentication Procedure, see 3.0.1

LPA1l -> DP: ES9+.AuthenticateClient request \n (ctxParamsForProfileRecovery)

rnote left SP
[4] Verify the Profile Installation Result of
the new Device for Device Change

endrnote
DP --> LPAl: [error]
rnote over DP, SP: [5] Prepare Profile Download and Activation Code

DP —-> LPAl: [6] ES9+.AuthenticateClient response \n (transactionId, smdpSigned4,
smdpSignatured)

Opt If eUICC supports Device Change
LPA1l -> EUICCl: [7] ES10b.VerifyDeviceChange\n (profileRecoveryResponse)
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alt If verification fails

EUICC1 --> LPAl : error

else Otherwise

EUICC1 --> LPAl : OK

end

end

rnote over DP, LPAl

[8] Profile Download and Installation Procedure, see 3.1.3

endrnote
@enduml
Old Device
elICC
End User LPAd LPA Services (ISD-R) SM-DP+ Service Pravider
| |

|[1] End Userinteractions |
1 1

(2]

GetICCID, SM-DP+ Address,
[allowed CiPkld]

I

[3] Common Mutual Authentication Procedure, see 3.01

ES9+ AuthenticateClignt request
(ctxParamsForProfildRecoverny)

>

[4] Werify the Profile Installation Result of
the new Device for Device Change

[errar]

[6] Prepare Profile Download and Activation Code

[E] ESS+ AuthenticateClignt response
< (transactionld, smdpSigned4] smdpSignatufed)

opt / [f eNICC supports Device Change]

[F1 ES10h MerifyDeviceChange
(profileRecoveryResponse)

alt / [if verification fails]

errar
e

[Otherwise]

Ok

-
-

[
[8] Profile Download and Installation Procedure, see 3.1.3 |

Figure 29n: Profile Recovery procedure

Start Conditions:

e The LPAd of the old Device has deleted the installed Profile as instructed by the SM-
DP+ during the Device Change procedure.

e The SM-DP+ has indicated to the LPAd of the old Device the support of the recovery
of the deleted Profile in the Device Change Response.
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The relevant information for the recovery of the deleted Profile has been stored and
validity period of the Profile Recovery is not expired in the LPAd of the old Device.
The Profile Installation on the eUICC of the new Device has failed due to a
permanent error described in section 2.5.6.1.

The LPAd of the new Device has delivered the Profile Installation Result to the SM-
DP+ by calling the "ES9+.HandleNotification".

Procedure:

1.

The End User initiates the Profile Recovery operation within the LUId of the old
Device by selecting the Profile that was deleted for Device Change.

The LPAd of the old Device retrieves the SM-DP+ address and an optional allowed
eSIM CA RootCA Public Key identifier for recovery of the selected Profile. If the LPAd
of the old Device cannot retrieve the SM-DP+ address, the procedure SHALL stop.
The LPAd of the old Device initiates the Common Mutual Authentication procedure
defined in section 3.0.1 to the retrieved SM-DP+ address. If an allowed eSIM CA
RootCA public key identifier was retrieved, the LPAd SHALL restrict the allowed eSIM
CA RootCA public key identifiers to that value.

During the Common Mutual Authentication procedure at step (10), the LPAd SHALL
build the ctxParams1 data object with ctxParamsForProfileRecovery
comprising the ICCID of the selected Profile to be recovered.

On reception of the "ES9+.AuthenticateClient" function call comprising
ctxParamsForProfileRecovery, the SM-DP+ SHALL verify that there was a
permanent error in installing the prepared Profile on the new Device for Device
Change, corresponding to the ICCID therein. If verification fails, the SM-DP+ SHALL
return a status code "Profile — Not allowed".

The SM-DP+ SHALL prepare a Profile for recovery and the associated Activation
Code for the old Device. The SM-DP+ MAY interact with the Service Provider for the
Profile preparation.

The SM-DP+ SHALL return the ES9+.AuthenticateClient response comprising
transactionId, smdpSigned4 and smdpSignature4.

Upon receiving the response, if the eUICC supports Device Change, the LPAd of the
old Device SHALL call "ES10b.VerifyDeviceChange" function comprising
profileRecoveryResponse to verify the SM-DP+ signature via eUICC as
described in section 5.7.27. If the eUICC returns an error, the procedure SHALL stop.
The LPAd of the old Device initiate Profile download and installation procedure, as
defined in section 3.1.3, by opening a new RSP session to the SM-DP+ identified by
the Activation Code contained in the smdpSigned4 (see step 6 above).

End Conditions:

The Profile for recovery and its associated Profile Metadata have been installed on the End
User’s eUICC of the old Device.
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4 Data Elements

4.1 Activation Code
The Activation Code SHALL be coded to be the concatenation of the strings listed in the

following table:

INETE ‘ Description MOC
Format of the Activation Code. SHALL be set to "1" for this format of the | M
AC Format Activation Code and any subsequent backward compatible format
- NOTE: The value "2" designates an Advanced Activation Code, as
described in section 4.1a
Delimiter SHALL be set to "$" M
SM-DP+ FQDN (Fully Qualified Domain Name) of the SM-DP+ M
Address (e.g., SMDP.EXAMPLE.COM) restricted to the Alphanumeric mode
character set defined in table 5 of ISO/IEC 18004 [15] excluding "$"
Delimiter SHALL be set to "$" M
AC_Token MatchingID as described in section (0) M
Delimiter SHALL be present and set to "$" if any of the following optional C
parameters is present
SM-DP+ OID SM-DP+ OID in the CERT.DPauth.SIG O
Delimiter SHALL be present and set to "$" if any of the following optional C
parameters is present
Confirmation SHALL be present and set to "1" if Confirmation Code is required; (0]
Code Required | otherwise it SHALL be absent
Flag
Delimiter SHALL be p_resent and set to "$" if any of the following optional c
parameters is present
) #SupportedFromV3.0.0#
Cl Public Key . - - .
indicator If present, it specifies an indicator of an eSIM CA RootCA public key as | O
specified below.
Delimiter SHALL be present and set to "$" if any of the following optional c
parameters is present
Delete #SupportedForDcV3.0.0#
Notification for | If present in an Activation Code, it specifies the Delete Notification for 0]

Device Change

Device Change. See section 4.1.3.

Table 8: Activation Code Structure

The maximum length of an Activation Code which does not contain a Delete Notification for
Device Change SHALL be 255 characters, but in practise it is recommended to consider the
user experience when choosing the length. When the Activation Code contains a Delete
Notification for Device Change, the length of the Activation Code MAY be longer than 255

characters.

To support extension by future versions of this specification, the Device SHALL ignore a
delimiter and any further parameters following those defined in Table 8.
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The Device SHALL treat an AC_Format other than "1" or "2" as invalid.
Examples of the Activation Code are as follows:

e 1$SMDP.EXAMPLE.COM$04386-AGYFT-A74Y8-3F815
(if SM-DP+ OID and Confirmation Code Required Flag are not present)
e 1$SMDP.EXAMPLE.COM$04386-AGYFT-A74Y8-3F815%$$1
(if SM-DP+ OID is not present and Confirmation Code Required Flag is present)
e 1$SMDP.EXAMPLE.COM$04386-AGYFT-A74Y8-3F815%$1.3.6.1.4.1.31746%1
(if SM-DP+ OID and Confirmation Code Required flag are present)
e 1$SMDP.EXAMPLE.COM$04386-AGYFT-A74Y8-3F815%$1.3.6.1.4.1.31746
(If SM-DP+ OID is present and Confirmation Code Required Flag is not present)
e 1$SMDP.EXAMPLE.COM$%$1.3.6.1.4.1.31746
(If SM-DP+ OID is present, Activation token is left blank and Confirmation Code
Required Flag is not present)
e 1$SMDP.EXAMPLE.NET$KL14XA-8C7RLY$1.3.6.1.4.1.31746%$$A14D8-971
(If SM-DP+ OID and CI Public Key indicator are present)

When entered manually, the Activation Code SHALL be used as defined above.

When provided in a QR code according to ISO/IEC 18004 [15], the Activation Code SHALL
be prefixed with "LPA:".

4.1.1 Matching ID

The MatchinglID is mandatory information (but MAY be zero-length) that SHALL be set-up
between the Operator and the SM-DP+, to identify the context of a specific management
order given to the SM-DP+. The MatchingID is generated during the download initiation
procedure (section 3.1.1) or RPM initiation procedure (section 3.7.1).

The MatchingID included in an Activation Code is equivalent to the "Activation Code Token"
as defined is SGP.21 [4].

The format and content of the MatchingID is subject to the following constraints:

The MatchingID, when not a zero-length value, SHALL be a unique identifier in the context
of the Operator and the SM-DP+ to:

e Match a download order initiated by the Operator with a Profile Download or RPM
request coming from an LPD.

e As a protection for the SM-DP+: the SM-DP+ SHALL only process requests
containing a MatchinglD known to the SM-DP+ (and therefore inherently valid).

It SHALL consist only of upper case alphanumeric characters (0-9, A-Z) and the "-" in any
combination.

NOTE: This selection allows more compact alphanumeric QR code encoding and is
expected to be supported for manual entry.

On ES9+ and ES11, the data object containing the MatchingID MAY also be missing

completely. Whenever this specification refers to a "missing MatchingID", this refers to this
data object either to be missing or to having a length of zero.
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In turn, a MatchinglD being present refers to the data object having a non-zero-length value.

4.1.2 eSIM CA RootCA Public Key indicator

The eSIM CA RootCA Public Key indicator is the potentially truncated hexadecimal
representation of the eSIM CA RootCA public key identifier. It SHALL consist of an even
number of hexadecimal characters with letters written in upper case and no inserted spaces.
"-" characters MAY be inserted at any place for better readability.

NOTE: As the number of eSIM CA RootCAs is limited, a short string can be
sufficient to uniguely identify one of these.

4.1.3 Delete Notification for Device Change

Delete Notification for Device Change contains a part of Delete Notification of the deleted
Profile excluding EUM Certificate, Sub-EUM Certificate (if any), and eUICC Certificate
therein.

DeleteNotificationForDc is defined as follows:

—— ASN1START

DeleteNotificationForDc ::= SEQUENCE ({
notificationMetadata NotificationMetadata,
euiccNotificationSignature EuiccSign

}

-- ASN1STOP

The notificationMetadata and euiccNotificationSignature data object SHALL
contain the value of tbsOtherNotification and euiccNotificationSignature data
object in the retrieved the OtherSignedNotification TLV of the deleted Profile,
respectively.

When the LPA of the old Device generates an Activation Code containing a Delete
Notification for Device Change, the LPA SHALL use the ASN.1 DER encoded
DeleteNotificationForDc TLV in hexadecimal byte expression using the character set
0 to 9 and A to F in any combination.

4.2 Device Information

Device Information is mainly in destination of the SM-DP+ for the purpose of Device
eligibility check. The SM-DP+/Operator is free to use or ignore this information at their
discretion.

Device Information includes:

e TAC
o Device capabilities: The Device SHALL set all the capabilities it supports

¢ Radio access technologies, including release.

¢ Contactless: the SWP and HCI interfaces as well as the associated APIs
¢ RSP CRL SVN

e LPASVN

e Card Application Toolkit support.
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e eUICC form factor type

e |MEI (optional)

e Preferred languages (optional)
e Device Test Mode

e RSP functions supported:

o CRL stapling

e RSP Server certificate chain variant A, B, and C
e APDU API

e Enterprise Capable Device

o LPA Proxy (Profile Content Management)

¢ Signed SM-DS responses

e Cl update on the eUICC

e Event Checking

e Push Service

e Pending operations alerting

Device Information

DevicelInfo is defined as follows:

—— ASN1START
DeviceInfo ::= SEQUENCE {

tac Octet4,

deviceCapabilities DeviceCapabilities,

imei Octet8 OPTIONAL,

preferredLanguages SEQUENCE OF UTF8String OPTIONAL, --
#DeviceInfoExtensibilitySupported#

deviceTestMode NULL OPTIONAL, -- #DevicelInfoExtensibilitySupported# if present
the Device is operating in Device Test Mode

lpaRspCapability LpaRspCapability OPTIONAL -- #DeviceInfoExtensibilitySupported#
}

DeviceCapabilities ::= SEQUENCE { -- Highest fully supported release for each
definition

-—- The device SHALL set all the capabilities it supports

gsmSupportedRelease VersionType OPTIONAL,

utranSupportedRelease VersionType OPTIONAL,

cdma2000onexSupportedRelease VersionType OPTIONAL,

cdma2000hrpdSupportedRelease VersionType OPTIONAL,

cdma2000ehrpdSupportedRelease VersionType OPTIONAL,

eutranEpcSupportedRelease VersionType OPTIONAL,

contactlessSupportedRelease VersionType OPTIONAL,

rspCrlSupportedVersion VersionType OPTIONAL, -- #SupportedOnlyBeforeV3.0.0#

nrEpcSupportedRelease VersionType OPTIONAL, --
#DeviceInfoExtensibilitySupported#

nr5gcSupportedRelease VersionType OPTIONAL, --
#DeviceInfoExtensibilitySupported#

eutranSgcSupportedRelease VersionType OPTIONAL, --
#DeviceInfoExtensibilitySupported#

lpaSvn VersionType OPTIONAL, -- #DeviceInfoExtensibilitySupported# provided for
information only

catSupportedClasses CatSupportedClasses OPTIONAL, —-—
#DeviceInfoExtensibilitySupported#

euiccFormFactorType EuiccFormFactorType OPTIONAL --
#DeviceInfoExtensibilitySupported#
}
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CatSupportedClasses ::=
a(0), b(l1), c(2), d
k(10), 1(11), m(12)
u(20), v(21), w(22)

BIT STRING ({
3

(3), e(4), £(5), g(6), h(7), 1(8), J(9),
15), q(le), r(17), s(18), t(19),
25),

) aa(26), ab(27), ac(28), ad(29)

n(l3), o(14)

g
’ =X
, x(23), y(24), z(
}

—-- Definition of EuiccFormFactorType

EuiccFormFactorType ::= INTEGER ({
removableEuicc (0), —-- eUICC can be removed
nonRemovableEuicc (1) -- eUICC cannot be removed

}

——- Definition of LpaRspCapability

LpaRspCapability ::= BIT STRING ({
crlStaplingV3Support (0),
certChainV3Support (1),
apduApiSupport (2),
enterpriseCapableDevice (3),
lpaProxySupport (4),
signedSmdsResponseV3Support (5),
euiccCiUpdateSupport (6),
eventCheckingSupport (7),
pushServiceSupport (8),
pendingOperationAlertingSupport (9)

}
-- ASNISTOP

The TAC and IMEI are defined in 3GPP TS 23.003 [35].

The TAC SHALL be represented as a string of 4 octets that is coded as a Telephony Binary
Coded Decimal String as defined in 3GPP TS 29.002 [63].

The IMEI (including the check digit) SHALL be represented as a string of 8 octets that is
coded as a Telephony Binary Coded Decimal String as defined in 3GPP TS 29.002 [63],
except that the last octet contains the check digit (in low nibble) and an 'F' filler (in high
nibble). The check digit SHALL be computed according to 3GPP TS 23.003 [35]. The IMEI
SHOULD be present if the Device contains a hon-removable eUICC.

Example: If IMEI (14 digits) is: 12345678901234, then the check digit is 7 and the value part
of the imei ASN.1 objectis '21 43 65 87 09 21 43 F7'. The value part of the tac ASN.1
object is '21 43 65 87'.

NOTE: The SM-DP+ and the Operator should be aware that the IMEI in version 2 of
this specification defines an encoding where the order of the nibbles in the
last octet is different.

The Device Information MAY include preferred languages. If provided, the preferred
languages SHALL be represented as a sequence of language tags as defined by RFC 5646
[70] in decreasing order of preference.

NOTE: The method by which the Device determines the preferred languages is out
of scope of this specification.

The Device SHALL indicate whether it is currently operating in Device Test Mode.

The capabilities SHALL be represented as follows:
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gsmSupportedRelease — if GSM/GERAN is supported, this SHALL be the highest
3GPP release N fully supported by the device, encoded as the octet string {N, 0, 0}. If
GSM/GERAN is not supported this SHALL NOT be present.
utranSupportedRelease — if UMTS/UTRAN is supported, this SHALL be the highest
3GPP release N fully supported by the device, encoded as the octet string {N, 0, 0}. If
UMTS/UTRAN is not supported this SHALL NOT be present.
cdma2000onexSupportedRelease — if cdma2000 1X is supported, this SHALL be
encoded as the octet string {1, 0, 0}. If cdma2000 1X is not supported this SHALL
NOT be present.

cdma2000hrpdSupportedRelease — if cdma2000 HRPD is supported, this SHALL
be encoded as the octet string {R, 0, 0}. If cdma2000 HRPD is not supported this
SHALL NOT be present. The value R SHALL represent the EVDO revision as follows:

o Rev 0 SHALL be encoded as 1
o Rev A SHALL be encoded as 2
o Rev B SHALL be encoded as 3

cdma2000ehrpdSupportedRelease — if cdma2000 eHRPD, is supported this SHALL
be the highest 3GPP release N fully supported by the device, encoded as the octet
string {N, 0, 0}. If cdma2000 eHRPD is not supported this SHALL NOT be present.
eutranEpcSupportedRelease — if LTE/E-UTRAN using a 4G core network (Evolved
Packet Core) is supported, this SHALL be the highest 3GPP release N fully
supported by the device, encoded as the octet string {N, 0, 0}. If LTE/E-UTRAN is not
supported this SHALL NOT be present.

contactlessSupportedRelease — if NFC is supported, this SHALL be the highest
(version, revision) number of TS.26 [40], encoded as the octet string {version,
revision, 0}. If NFC is not supported this SHALL NOT be present.
rspCriSupportedVersion — if load eUICC CRL as it was defined in section 5.7.12 of
version 2 of this specification is supported, this SHALL be the highest SGP.22 version
number supported by the Device for this function. If this function is not supported, this
field SHALL NOT be present.

LPA SHOULD NOT send the following fields to the eUICC unless the eUICC indicates
deviceInfoExtensibilitySupport.

NOTE: If LPA sends the following fields to an eUICC that does not indicate

deviceInfoExtensibilitySupport, the eUICC may reject them (see
also section 2.4a).

nrEpcSupportedRelease — if NR (5G New Radio) using a 4G core network (Evolved
Packet Core) is supported, this SHALL be the highest 3GPP release N fully
supported by the device, encoded as the octet string {N, 0, 0}. If NR using a 4G core
network is not supported this SHALL NOT be present.

nr5gcSupportedRelease — if NR using a 5G core network is supported, this SHALL
be the highest 3GPP release N fully supported by the device, encoded as the octet
string {N, 0, 0}. If NR using a 5G core network is not supported this SHALL NOT be
present.
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eutran5gcSupportedRelease — if LTE/E-UTRAN using a 5G core network is
supported, this SHALL be the highest 3GPP release N fully supported by the device,
encoded as the octet string {N, 0, 0}. If LTE/E-UTRAN using a 5G core network is not
supported this SHALL NOT be present.

IpaSvn — indicates the highest Specification Version Number of this specification
supported by the LPA. The SVN SHALL have the same three digit number as the
highest supported specification version. Example of value: '3.0.0'. A version 3, or
higher, Device SHALL include this information. The 1paSvn is provided for
information only (see Annex M).

catSupportedClasses — indicates the set of supported Card Application Toolkit letter
classes as defined in [31] and [76]. A version 3, or higher, Device SHALL include this
information.

euiccFormFactorType — indicates whether the eUICC is removable or non-
removable. A version 3, or higher, Device SHALL include this information. If this
element is omitted the form factor type of the eUICC is unspecified.

Description of LpaRspCapability:

A version 3 or higher Device SHALL include this data object in DeviceInfo. Refer to Annex
M that describes how a version 3 LPA SHALL be configured.

The crlstaplingV3Support bit SHALL be set to '1' if and only if the LPA supports
the CRL stapling during the Common Mutual Authentication procedure.

The certChainv3sSupport bit SHALL be setto '1' if and only if the LPA supports
RSP Server certificate chain Variant A, B and C.

The apduApiSupport bit SHALL be set to '1' if and only if the Device supports the
APDU API.

The enterpriseCapableDevice bit SHALL be set to '1' if and only if the Device is
an Enterprise Capable Device. The bit SHALL be identical to the corresponding
setting in the RSP Device Capabilities.

The 1paProxySupport bit SHALL be set to '1' if and only if the Device supports the
LPA Proxy. The bit SHALL be identical to the corresponding setting in the RSP
Device Capabilities.

NOTE: The LPA Proxy is usable only if the Local Proxy Configuration (section

2.4a.1.5) is also present in the Profile Metadata of the Enabled Profile.

The signedSmdsResponseV3Support bit SHALL be set to '1' if and only if the
LPA supports the handling of SM-DS signed Event Records.

The euiccCiUpdateSupport bit SHALL be set to '1' if and only if the Device
together with the eUICC supports update of eSIM CA RootCA Public Keys on the
eUICC. The method by which the Device determines its compatibility with the eUICC
for update is proprietary to the Device Manufacturer and EUM.
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4.3

The eventCheckingSupport bit SHALL be set to '1' if and only if the LPA supports
the Event Checking procedure as defined in section 3.6.4.

The pushServiceSupport bit SHALL be set to '1' if and only if the LPA supports
the Push Service.

The pendingOperationAlertingSupport bit SHALL be setto '1'if and only if
the LPA supports the pending operations alerting defined in this specification. If this
bit is set to '1', the Device SHALL also indicate support for REFRESH with
"Application Update" mode in the Terminal Profile according to ETSI TS 102 223 [31]
on each eSIM Port where a Profile is enabled.

eUICC Information

The eUICC information comprises EUICCInfol and EUICCInfo2. EUICCInfol is a subset of
EUICCInfo2, designed to be sent to an RSP Server before it is authenticated. EUICCInfo2
contains the full eUICC information and is disclosed to an RSP Server only after it is
authenticated.

The eUICC information SHALL be generated by the eUICC and MAY be requested by the
LPA at any point in time.

The eUICC information includes:

Profile Package Versions

Specification Version Numbers
Firmware version

Available amount of non-volatile memory
UICC capabilities

ETSI TS 102 241 version

GlobalPlatform version

RSP capabilities

Lists of supported eSIM CA RootCA Public Key Identifiers
eUICC Category

Forbidden PPRs

Protection Profile version

SAS Accreditation Number

Certification Data Object

TRE properties

TRE product reference

LPA Mode

EUM specific information

eUICC Information

EUICCInfol and EUICCInfo2 are defined as follows:

—— ASNI1START
EUICCInfol ::= [32] SEQUENCE { -- Tag 'BF20'
lowestSvn [2] VersionType,
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euiccCiPKIdListForVerification [9] SEQUENCE OF SubjectKeyIdentifier, -- List of
eSIM CA RootCA Public Key Identifiers supported on the eUICC for signature
verification

euiccCiPKIdListForSigning [10] SEQUENCE OF SubjectKeyIdentifier, -- List of eSIM
CA RootCA Public Key Identifier supported on the eUICC for signature creation that
can be verified by a certificate chain Variant O

euiccCiPKIdListForSigningV3 [17] SEQUENCE OF SubjectKeyIdentifier OPTIONAL, --
#SupportedFromv3.0.0# List of eSIM CA RootCA Public Key Identifiers supported on
the eUICC for signature creation that can be verified by a certificate chain
different from Variant O.

euiccRspCapability [8] EuiccRspCapability OPTIONAL, -- #MandatoryFromV3.0.O0#

highestSvn [19] VersionType OPTIONAL -- #SupportedFromV3.0.0#
}

EUICCInfo2 ::= [34] SEQUENCE { -- Tag 'BF22'

baseProfilePackageVersion [1l] VersionType, -- Base eUICC Profile package
version supported

lowestSvn [2] VersionType,

euiccFirmwareVersion [3] VersionType, -- eUICC Firmware version

extCardResource [4] OCTET STRING, -- Extended Card Resource Information
according to ETSI TS 102 226

uiccCapability [5] UICCCapability,

tsl102241Version [6] VersionType OPTIONAL,

globalplatformVersion [7] VersionType OPTIONAL, -- #MandatoryFromV3.0.0#
euiccRspCapability [8] EuiccRspCapability,
euiccCiPKIdListForVerification [9] SEQUENCE OF SubjectKeyIdentifier, -- List of

eSIM CA RootCA Public Key Identifiers supported on the eUICC for signature
verification
euiccCiPKIdListForSigning [10] SEQUENCE OF SubjectKeyIdentifier, -- List of eSIM
CA RootCA Public Key Identifier supported on the eUICC for signature creation that
can be verified by a certificate chain Variant O
euiccCategory [11] INTEGER ({
other (0),
basicEuicc (1),
mediumEuicc (2),
contactlessEuicc (3)
} OPTIONAL, -- #MandatoryFromV3.0.0#
forbiddenProfilePolicyRules [25] PprIds OPTIONAL, -- Tag '99'
ppVersion VersionType, -- Protection Profile version
sasAcreditationNumber UTF8String (SIZE(0..64)),
certificationDataObject [12] CertificationDataObject OPTIONAL, --
#MandatoryFromv3.0.0#
treProperties [13] BIT STRING {
isDiscrete (0),
isIntegrated(l),

usesRemoteMemory (2) -- refers to the usage of remote memory protected by
-- the Remote Memory Protection Function described in SGP.21 [4]
} OPTIONAL, -- #MandatoryFromV3.0.0#
treProductReference [14] UTF8String OPTIONAL, -- #SupportedFromV3.0.0#

Platform Label as defined in GlobalPlatform DLOA specification [57]

additionalProfilePackageVersions [15] SEQUENCE OF VersionType OPTIONAL, --
#SupportedFromv3.0.0#

lpaMode [16] LpaMode OPTIONAL, -- #MandatoryFromV3.0.0# active LPA

euiccCiPKIdListForSigningV3 [17] SEQUENCE OF SubjectKeyIdentifier OPTIONAL, --
#SupportedFromv3.0.0# List of eSIM CA RootCA Public Key Identifiers supported on
the eUICC for signature creation that can be verified by a certificate chain
different from Variant O.

additionalEuiccInfo [18] OCTET STRING (SIZE(0..32)) OPTIONAL, —-=
#SupportedFromv3.0.0# EUM specific eUICC information

highestSvn [19] VersionType OPTIONAL -- #SupportedFromV3.0.0#
}

-- Definition of EuiccRspCapability

EuiccRspCapability ::= BIT STRING {
additionalProfile (0), -- at least one more Profile can be installed
loadCrlSupport (1), —-- #SupportedOnlyBeforeV3.0.0# Support for ES10b.LoadCRL
rpmSupport (2), —-- Remote Profile Management
testProfileSupport (3), -- support for test profile
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deviceInfoExtensibilitySupport (4), -- #SupportedFromV2.2.2# support for ASN.1
extensibility in the Device Info

serviceSpecificDataSupport (5), -- #SupportedFromV2.4.0# support for Service
Specific Data in the Profile Metadata

hriServerAddressSupport (6), —-- #SupportedFromV3.0.0# support for storing HRI
server address

serviceProviderMessageSupport (7), -- #SupportedFromV3.0.0# Service Provider
message is allowed within Profile metadata

lpaProxySupport (8), -- #SupportedForLpaProxyV3.0.0# support for LPA Proxy

enterpriseProfilesSupport (9), -- #SupportedForEnterpriseV3.0.0# support for
enterprise profiles

serviceDescriptionSupport (10), -- #SupportedFromV3.0.0# support for storing
Service Description

deviceChangeSupport (11), -- #SupportedFromV3.0.0# support for Device change

encryptedDeviceChangeDataSupport (12), -- #SupportedFromvV3.0.0# support for
encrypted Device Change data in Device Change response

estimatedProfileSizeIndicationSupport (13), -- #SupportedFromv3.0.0# support for
including estimated profile size

profileSizeInProfilesInfoSupport (14), -- #SupportedFromvV3.0.0# support for
profile size in GetProfilesInfo

crlStaplingV3Support (15), -- #SupportedFromV3.0.0# support for CRL stapling

certChainV3VerificationSupport (16), —-- #SupportedFromV3.0.0# support for
certificate chain verification Variant A, B and C

signedSmdsResponseV3Support (17), —-- #SupportedFromV3.0.0# support for SM-DS
signed response

euiccRspCapInInfol (18), -- #SupportedFromV3.0.0# EUICCInfol includes
euiccRspCapability

osUpdateSupport (19), -- #SupportedFromV3.0.0# support for eUICC OS Update

cancelForEmptySpnPnSupport (20), -- #SupportedFromvV3.0.0# support for cancel
session reasons empty SPN and empty Profile Name

updateNotifConfigInfoSupport (21), -- #SupportedFromV3.0.0# support for updating
NotificationConfigurationInfo as defined in section 5.4.1

updateMetadataV3Support (22) -- #SupportedFromvV3.0.0# support for the modified
update metadata mechanism defined in section 5.4.1

}

—— Definition of CertificationDataObject

CertificationDataObject ::= SEQUENCE ({

platformLabel UTF8String, -- Platform Label as defined in GlobalPlatform
DLOA specification [57]

discoveryBaseURL UTF8String -- Discovery Base URL of the SE default DLOA

Registrar as defined in GlobalPlatform DLOA specification [57]
}

-- Definition of LpaMode

LpaMode ::= INTEGER ({
lpad (0), -- LPAd is active
lpae (1) -- LPAe is active
}
—-— ASN1STOP

The baseProfilePackageVersion field indicates:

o the lowest major version number and
o the associated highest minor version number

of the TCA eUICC Profile Package: Interoperable Format Technical Specification [5]
supported by the eUICC. In order to provide backward compatibility, the major version
number SHALL indicate 2 and the associated highest minor version number SHALL indicate
at least 3.1 (e.g., baseProfilePackageVersion = 2.3.1).

NOTE: Backward compatibility may be removed in future version of this
specification.
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The additionalProfilePackageVersions field lists additional major versions
including the associated highest minor version number of the TCA eUICC Profile Package:
Interoperable Format Technical Specification [5] supported by the eUICC. This field SHALL
be present only when the eUICC supports additional versions of [5] with the major version
higher than the one indicated in baseProfilePackageVersion field. This sequence, if
present, SHALL contain version 3.1 or higher and SHOULD contain version 3.2 or higher.

The lowestSvn field is deprecated and is only present for backward compatibility with the
previous version of this specification. The highestSvn field indicates the highest
Specification Version Number of this specification supported by the eUICC and is provided
for information only. These fields SHALL be set as defined in Annex M.

NOTE: The lowestsSvn field was called svn in the previous versions of the
specification.

The euiccFirmwareVersion field indicates the version information of the eUICC’s
platform and the OS. This value is EUM specific.

The extCardResource field is defined in ETSI TS 102 226 [39]. This field includes the
current total available memory, expressed in bytes, for Profile download and installation. The
"number of installed application" value field of extCardResource SHALL be set to '00'.

The uiccCapability field contains the UICC capabilities supported by the eUICC. The
related type definition SHALL be imported from the following version of the TCA eUICC
Profile Package: Interoperable Format Technical Specification [5]:

¢ for the eUICC, the highest version declared in
additionalProfilePackageVersions, the minimum being version 3.2;

o for the SM-DP+, the highest version supported by this server, the minimum being
version 3.2; and

o for other entities, version 3.2 or higher.

The ts102241Version field indicates the latest version of ETSI TS 102 241 [53] supported
by the eUICC. This field SHALL NOT be present if the eUICC doesn't support this Java
Card™ API.

The globalplatformVersion field SHALL indicate the latest version of GlobalPlatform
Card Specification [8] supported by the eUICC.

The euiccRspCapability field contains the optional RSP capabilities supported by the
eUICC.

The euiccCiPKIdListForVerification field indicates the list of eSIM CA RootCA
Public Key Identifiers supported on the eUICC for RSP Server signature verification.

The euiccCiPKIdListForSigning data object contains the list of eSIM CA RootCA
Public Key Identifiers supported on the eUICC for signature creation that can be verified by a
certificate chain Variant O. The euiccCiPKIdListForSigningV3 contains the list of
eSIM CA RootCA Public Key Identifiers supported on the eUICC for signature creation that
can be verified by a certificate chain of one of the other Variants. A version 3 or higher
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eUICC not supporting signature creation that can be verified by a certificate chain Variant O,
SHALL include an empty euiccCiPKIdListForSigning data object. A version 3 or
higher eUICC not supporting signature creation that can be verified by one of the other
certificate chain Variants SHALL omit the euiccCiPKIdListForSigningV3 data object.
A version 3 or higher eUICC SHALL provide at least one identifier in one of the two lists.

Elements in euiccCiPKIdListForVerification, euiccCiPKIdListForSigning
and euiccCiPKIdListForSigningVv3 SHALL be setin decreasing order of priority by the
eUICC, where the first element in the list is the most preferred and the last element in the list
is the least preferred.

NOTE: By indicating a Public Key identifier in the
euiccCiPKIdListForVerification for supporting signature
verification, the eUICC also indicates support for key agreement associated
to the Public Key identifier, see section 2.6.5.

The euiccCategory field indicates the eUICC category as described below. A version 3 or
higher eUICC SHALL include this data object; it was optional before version 3.

Basic eUICCs SHALL be compliant with at least the following features:
¢ Memory size available when no Profiles are installed (EEPROM): 64kB
¢ ISO interface PPS 96
o BIP over HTTPS features

Medium eUICCs SHALL be compliant with at least the following features:
¢ Memory size available when no Profiles are installed (EEPROM): 384kB
e |SO interface PPS 97
e BIP over HTTPS features
e Processor >= 25MHz
e Crypto processor >= 100MHz
¢ Memory Protection Unit

Contactless eUICCs SHALL be compliant with at least the following features:
¢ Memory size available when no Profiles are installed (EEPROM): 1024kB
¢ ISO interface PPS 97
o BIP over HTTPS features
e Processor >= 25MHz
e Crypto processor >= 100MHz
e Memory Protection Unit

¢ In combination with an enabled Operational NFC Profile, a contactless
eUICC SHALL support all requirements specified in the SGP.03 GSMA
NFC UICC Requirements Specification [55]

The forbiddenProfilePolicyRules data object SHALL contain the list of PPRs that
are 'forbidden’ to be set in any Profile (the PprIds type is defined in section 2.8.1.1). A PPR
is 'forbidden' when there is no PPAR related to this PPR. In addition, PPR1 is 'forbidden' if
an Operational Profile is currently installed on the eUICC.
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The information contained in forbiddenProfilePolicyRules data object SHALL be
used during the eligibility check performed by the SM-DP+: the SM-DP+ SHALL NOT deliver
a Profile containing a PPR 'forbidden' by the eUICC.

The ppVersion data object indicates the version of the GSMA eUICC Protection Profile for
Consumer Devices [92] against which the eUICC has been certified. ppversion
V255.255.255 indicates a Field-Test eUICC.

NOTE: An eUICC certified during the interim period, when certification against the GSMA
eUICC Protection Profile for Consumer Devices [92] was not available, has a
ppVersion of the form VO.X.Y.

The sasAcreditationNumber data object indicates the SAS for RSP accreditation
number obtained by the EUM (according to the SAS UP specification [77]).

Description of EuiccRspCapability:

A version 3 or higher eUICC SHALL include this data object with identical content in
euiccInfol and euiccInfo?2. Refer to Annex M that describes how a version 3 eUICC

SHALL be configured.

e The additionalProfile bit SHALL be setto 'l if and only if at least one more
Profile can be installed.

e The loadCrlSupport bit SHALL be setto '1' if and only if the eUICC supports the
optional function ES10b.LoadCRL.

NOTE: Prior to version 3, this bit indicated that the eUICC implemented the
ES10b.LoadCRL function which is no longer supported. Setting this bit to 0
in a eUICC version 3 prevents the LPAd, in case a removable eUICC
version 3 is inserted in a Device prior to version 3, to use the
ES10b.LoadCRL function.

e The rpmSupport bit SHALL be set to '1' if and only if the eUICC supports the
Remote Profile Management feature.

e The testProfileSupport bit SHALL be set to '1"if and only if the eUICC supports
the Test Profile feature.

e The deviceInfoExtensibilitySupport bit SHALL be setto '1' if and only if the
eUICC supports the extensibility in the Devicelnfo.

e The serviceSpecificDataSupport bit SHALL be setto '1' if and only if the
eUICC supports the Service Specific Data in the Profile Metadata.

e The hriServerAddressSupport bit SHALL be set to '1' if and only if the eUICC
supports the HRI server address in the Profile Metadata.

e The serviceProviderMessageSupport bit SHALL be set to '1' if and only if the
eUICC can accept a Service Provider message within the Profile Metadata.
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The 1paProxySupport bit SHALL be set to '1'if and only if the eUICC supports
the features for the LPA Proxy.

The enterpriseProfilesSupport bit SHALL be set to '1' if and only if the
eUICC supports the features for Enterprise Profiles.

The serviceDescriptionSupport bit SHALL be setto '1'if and only if the eUICC
supports the service description in the Profile Metadata.

The deviceChangeSupport bit SHALL be set to '1'if and only if the eUICC
supports the features defined for Device Change and Profile Recovery (tagged with
#SupportedForDcV3.0.0#) except the encrypted device change data.

The encryptedbDeviceChangeDataSupport bit SHALL be setto 'l'if and only if
the eUICC supports the encrypted Device Change data in Device Change response.

NOTE: this bit can be setto '1' if and only if deviceChangeSupport is setto '1'.

The estimatedProfileSizeIndicationSupport bit SHALL be setto '1'if and
only if the eUICC accepts an estimated Profile size in the Profile Metadata.

The profileSizeInProfilesInfoSupport bit SHALL be setto 'l'if and only if
the eUICC provides an estimated Profile size in ES10c.GetProfilesInfo.

The crlStaplingV3sSupport bit SHALL be set to '1' if and only if the eUICC
supports the CRL stapling and certificate revocation status verification during the
Common Mutual Authentication procedure.

The certChainV3VerificationSupport bit SHALL be setto 'l"if and only if the
eUICC supports the verification of RSP Server certificate chain Variant A, B and C.

The signedSmdsResponseV3Support bit SHALL be set to '1' if and only if the
eUICC supports the handling of SM-DS signed response, e.g., Event Records, i.e.,
implements the function ES10a.VerifySmdsResponse.

The euiccRspCapInInfol bit SHALL be setto ‘1" if and only if
euiccRspCapability is presentin EUICCInfol.

The osUpdateSupport bit SHALL be set to '1' if and only if the eUICC supports
the OS Update capability.

The cancelForEmptySpnPnSupport bit SHALL be set to '1' if and only if the
eUICC supports cancel session reason code "emptyProfileOrSpName".

The updateNotifConfigInfoSupport bit SHALL be setto '1'if and only if the
eUICC supports updating of the NotificationConfigurationInfo as defined
in section 5.4.1.

The updateMetadataV3Support bit SHALL be setto '1'if and only if the eUICC
supports the modified update metadata mechanism defined in section 5.4.1.
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Within the CertificationDataObject, the platformLabel SHALL identify the DLOA
in the DLOA Registrar. This value SHALL be coded as defined in GlobalPlatform DLOA
specification [57] section 7.1.1. The discoveryBaseURL MAY be an empty string or
contain a value allowing to discover alternate DLOA Registrar(s) (in complement to the well-
known DLOA Registrar, see section 2.2) where the corresponding DLOA(s) MAY be
retrieved. This value SHALL be coded as defined in GlobalPlatform DLOA specification [57]
section 7.1.2.

The 1paMode indicates whether the LPAd or the LPAe is active.

The additionalEuiccInfo contains information about the eUICC as defined by the EUM.
It MAY correlate with the additional issuer information contained in the EID.

The treProperties field describes properties of the TRE that the eUICC is based upon. It

SHALL be present for an Integrated eUICC and MAY be present for a Discrete eUICC. This
field SHALL contain one of the following settings:

e 1isDiscrete
e isIntegrated
e isIntegrated, usesRemoteMemory

The treProductReference SHALL be present for an Integrated eUICC. This value SHALL
be coded as defined in GlobalPlatform DLOA specification [57] section 7.1.1 and contain an
unique reference of the Integrated TRE product that the eUICC is based upon. This field
SHALL NOT be modifiable.

4.3.1 eUICC identifier (EID)
The EID SHALL uniquely identify an eUICC. The owner of the EIN SHALL guarantee the

uniqueness of the EID, also with respect to eUICCs produced according to previous versions
of this specification and to all versions of SGP.02 [2].

This section specifies the general structure of the EID. The different parts of the EID may
have different sizes depending on the EID assignment scheme.

The EID SHALL have the following general structure:

e The EID SHALL be 32 digits long
e The EID SHALL be built of
An EUM Identification Number (EIN) of M digits.
An EUM-Specific Identification Number (ESIN) of 30-M digits.
o Afinal two digits (315 to 32" digits) containing check digits calculated over all
32 digits as specified below.

When stored as a byte string, the first digit SHALL be put into the highest four bits of the first
byte.

The EUM SHALL construct the EIN and ESIN, according to the requirements of one of the
following EID assignment schemes:
e The assignment scheme defined in SGP.29 [89]

e The E.118-based assignment scheme specified in 4.3.1.1

The two check digits are calculated as follows:
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1. Replace the two check digits by two digits of 0,

2. Using the resulting 32 digits as a decimal integer, compute the remainder of
that number on division by 97,

3. Subtract the remainder from 98, and use the decimal result for the two check
digits,
= If the result is one digit long, its value SHALL be prefixed by one digit
of 0.

Verification of the check digits of an EID is performed as follows:
e Using the 32 digits as a decimal integer, compute the remainder of that number on

division by 97.

e |f the remainder of the division is 1, the verification is successful; otherwise the EID is
invalid.

NOTE: Examples of valid EIDs are:

e 8900 1012 0123 4123 4012 3456 7890 1224
e 8900 1567 01020304 0506 0708 0910 1152
e 89044011 1122 3344 1122 3344 1122 3321
e 0090 9231 2229 9992 3581 2903 6544 3008

4.3.1.1 Details of the EID structure according to the E.118-based assignment scheme
The EIN SHALL have the following structure:

o A Major Industry Identifier digit of 8 (1%t digit), as defined in ISO/IEC 7812
Error! Reference source not found..
o An additional digit of 9 specifying telecommunications, as defined in ISO/IEC
7812 Error! Reference source not found.,
o An additional three digits for country code (3™ to 5" digits).
= |f the country code is one digit long, its value SHALL be prefixed by
two digits of 0,
= |f the country code is two digits long, its value SHALL be prefixed by
one digit of 0.
o An additional three digits for issuer identifier (6™ to 8™ digits).
= |f the issuer identifier is one digit long, its value SHALL be prefixed by
two digits of 0,
= |f the issuer identifier is two digits long, its value SHALL be prefixed by
one digit of 0.

The country code and issuer identifier SHALL be assigned as specified in ITU E.118 Error! R
eference source not found..

NOTE: The EIN according to this scheme was called IIN in former versions of this
specification.

The ESIN SHALL have the following structure:

o Ten digits for issuer specific information (9" to 18" digits),
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o An additional twelve digits for the individual identification number (19" to 30"
digits).

4.4 Profile Metadata

During the Profile download and installation procedure, Profile Metadata needs to be
provided to the LPAd for display and to the eUICC. Profile Metadata is generated by the SM-
DP+ in plain text to be readable by the LPA. Profile Metadata is also contained protected in
BPP to be loaded into the eUICC, so that the LPA will be able to access the same
information any time after the Profile has been successfully loaded into the eUICC, using the
"ES10c.GetProfilesInfo" function.

Profile Metadata values, like any other Profile data, are under the responsibility of, and
defined by, the Profile owner. Profile Metadata is communicated to the SM-DP+ by means
which are out of scope of this specification.

Profile Metadata includes:

e |ICCID of the Profile

¢ Profile Name (corresponds to "Short description" in SGP.21 [4]) as a plain text
information: content free information defined by the Operator

e Service Provider name, as a plain text information: content free information defined
by the Operator/Service Provider (e.g., 'Orange’, 'AT&T'...)

o End User’s Profile Nickname

e con

¢ Profile Class: indicates the sort of profile among the defined values: 'Test',
'‘Operational' and 'Provisioning' (section 4.4.1)

¢ Notification Configuration Information, defined in section 3.5 "Notifications"

e Profile owner, including MCC, MNC, GID1 and GID2 if the Profile is not PIN protected

e Profile Policy Rules (PPRs) (section 2.9.1 and 4.4.2)

e The address of the HRI Server (section 4.4.3)

e Enterprise Configuration (section 4.4.4)

e RPM Configuration (section 2.4a.1.3)

e Service Provider Message (section 2.4a.1.4)

e Local Proxy Configuration (section 2.4a.1.5)

e Service Description (section 4.4.5)

Profile Metadata is available to the LPA during Profile download to provide information to the
End User about the Profile to be installed. But it is out of scope of this implementation what
the LPA does exactly with this Profile Metadata, e.g., the LPA can display all or only part of
this information.

441 Profile Class

A Profile can be defined as a Test Profile, an Operational Profile or a Provisioning Profile.
The Profile Class is set in the Profile Metadata and indicates to the LPA and the eUICC
which rules to apply.
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4.4.2 Profile Policy Rules

The PPRs are provided within the ES8+.StoreMetadata function of the Bound Profile
Package. The pol field of the ProfileHeader PE of the TCA Profile Package (UPP in
section 2.5.2) SHALL NOT be used.

The PPRs defined in this document are coded using the ASN.1 data type PprIds, see
section 2.4a.1.1. pprUpdateControl has no meaning when provided in
ES8+.StoreMetadata.

4.4.3 High Resolution Icons

In addition to the (standard) icon provided directly in the Metadata, which has only limited
graphical capabilities, a second mechanism is defined, which allows for better graphics.

The Metadata includes the address of an HRI Server, which together with some other
parameters can be used by the LPA to retrieve an icon with higher resolution and a different
shape. Such an icon SHOULD be used by the LPA instead of the standard icon. Different
icons can be retrieved by the LPA for different usages: During Profile download, for Profile
selection, etc.

The LPA MAY store icons it retrieved in local memory for later re-use.
See section 5.11.2 for handling by the LPAe.

4.4.4  Enterprise Configuration

The Enterprise Configuration SHALL be provided if and only if a Profile is an Enterprise
Profile. The Enterprise Configuration includes the OID and name of the Enterprise, and
optionally the Enterprise Rules associated with the Enterprise Profile.

4.45 Service Description

The Service Description MAY be provided by the Profile Owner to indicate the services offered by its
associated subscription. This field is for information only and no action is specified in this document
based on this field.

4.5 Keys and Certificates

45.1 Keys and Certificates Naming Conventions

The keys and Certificates used in this specification are named according to the conventions
described in this section.

The general name structure is: <XX>.<YY>.<ZZ>
Where:
o <XX> designates the nature of the element, the following values are defined:
o PK: the public key of an asymmetric key pair
o SK: the private key of an asymmetric key pair
o CERT: a Certificate containing a public key

o OtPK: a public key of an asymmetric one-time key pair

o

otSK: a private key of an asymmetric one-time key pair
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¢ <YY> designates the owner of the element, the following values are defined:
o Cl:aneSIM CA
o CISubCA: an eSIM CA SubCA
o DP: an SM-DP+ when no further qualification is required
o DPauth: the Authentication function of an SM-DP+
o DPpb: the Profile Package Binding function of an SM-DP+
o DPSubCA: an SM-DP+ SubCA
o DS: an SM-DS when no further qualification is required
o DSauth: the Authentication function of an SM-DS
o DSSubCA: an SM-DS SubCA
o EUICC: an eUICC
o EUM:an EUM
o EUMSUbCA: an EUM SubCA
e <ZZ> designates the usage of the element, the following values are defined:
o SIG: for a digital signature
o KA: for a key agreement

o TLS: for TLS connection establishment

Examples:
- PK.EUICC.SIG: Public key of an eUICC, used to verify an eUICC signature.
- CERT.DP.TLS: Certificate of the SM-DP+, used to establish TLS connection

- CERT.DPauth.SIG: Certificate of the SM-DP+, used to verify an SM-DP+ signature for
its authentication.

Table 9: Void

45.2 Certificates

A Certificate Issuer issues certificates for Remote SIM Provisioning system entities and acts
as a trusted root for the purpose of authentication of the entities of the system. The
specification supports X.509 certificate format as defined in Section 4.5.2.1.

Certificates used in this specification all chain to an eSIM CA RootCA Certificate, except TLS
Certificates that MAY chain to a Public CA Certificate.

Certificates according to v2 of this specification have the following drawbacks:

e The values used in the Certificate Policies extension are not assigned as specified in
RFC 5280 [17].

e The Name Constraints extension for EUM and eUICC Certificates are not used as
specified in RFC 5280 [17].

¢ EUM, SM-DP+ and SM-DS Certificates are directly signed by the offline eSIM CA
RootCA, which is not the best practice.
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For backwards compatibility, v2 Certificates are still covered as Variant O in this specification
and eSIM CAs that issued v2 Certificates may still need to support them.

However, for new eSIM CAs where support of v2 Certificates is not required (e.g., if they use
an SM2 Signature), it is strongly recommended to only issue Certificates according to
Variants Ov3, A, B or C.

4.5.2.0a eUICC Certificate chains
The eUICC Certificate chains are described in the figure below.
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Figure 30: eUICC Certificate Chain

- Variant O (Original) and Variant Ov3: the eUICC Certificate chains to the eSIM CA
RootCA Certificate through only the EUM Certificate.

- Variant A: the eUICC Certificate chains to the eSIM CA RootCA Certificate through
the EUM SubCA and EUM Certificates.

- Variant B: the eUICC Certificate chains to the eSIM CA RootCA Certificate through
the EUM and eSIM CA SubCA Certificates.

- Variant C: the eUICC Certificate chains to the eSIM CA RootCA Certificate through
the EUM SubCA, EUM and eSIM CA SubCA Certificates.
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Variant O eUICC and EUM Certificates contain Certificate Policies and Name Constraints
extensions as defined in v2 of this specification.

All Certificates of the eUICC Certificate chains of all other Variants (including Variant Ov3)
contain Certificate Policies, Name Constraints and Permitted EINs extensions as defined in
this version of this specification.

Variants A and C may be used, for example, to provide to the EUM the capability to split its
eUICC production under different EUM SubCA Certificates while not involving the eSIM CA
for that (see section 2.7). If this additional level of EUM SubCA Certificate is used, the EUM
SHALL manage its revocation status.

Even though each eUICC SHALL support at least two sets of elliptic curve parameters
(section 2.6.5), which can be chosen from by an RSP server for its signatures and key
agreement, an eUICC SHALL have at least one CERT.EUICC.SIG.

4.5.2.0b RSP Servers certificate chains
The RSP Server certificate chains are described in the figure below.
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Figure 30a: RSP Server Certificate Chains

- Variant O (Original): the RSP Server Certificates chain directly to the eSIM CA
RootCA Certificate (no intermediate SubCA), and containing a Certificate Policies
extension as defined in v2 of this specification.

- Variant A: the RSP Server Certificates chain to the eSIM CA RootCA Certificate
through intermediate SubCA Certificates under the control of the RSP Server
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providers (CERT.DPSubCA.SIG or CERT.DSSubCA.SIG), each containing a
Certificate Policies extension as defined in this version of this specification.

- Variant B: the RSP Server Certificates chain to the eSIM CA RootCA Certificate
through an intermediate SubCA Certificate under the control of the eSIM CA
(CERT.CISubCA.SIG), each containing a Certificate Policies extension as defined in

this version of this specification.

- Variant C: the RSP Server Certificates chain to the eSIM CA RootCA Certificate
through two levels of intermediate SubCA Certificates, each containing a Certificate
Policies extension as defined in this version of this specification.

At least one of the variants A, B or C SHALL be supported by the eSIM CA. Variant O MAY
be supported. The SM-DS and SM-DP+ SHALL be able to request their certificate(s)

following any of the variants supported by the eSIM CA.

If the Variant A or C is used, the RSP Server MAY choose not to manage revocation status
of its leaf certificates. In that case the RSP Server SHALL adopt an appropriate renewal
policy in order to mitigate the risk of a compromised certificate being used (i.e., limit their
validity periods).

The RSP Server TLS certificate chains are described in the figure below.
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Figure 30b: RSP Server TLS Certificate Chains with eSIM CA

- Variant O (Original): the RSP Server TLS certificates chain directly to the eSIM CA
RootCA Certificate (no intermediate SubCA), and containing a Certificate Policies

extension as defined in v2 of this specification.
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- Variant A: the RSP Server TLS certificates chain to the eSIM CA RootCA Certificate
through intermediate SubCA certificates under the control of the RSP Servers
(CERT.DPSuUbCA.SIG or CERT.DSSubCA.SIG), each containing a Certificate
Policies extension as defined in this version of this specification.

- Variant B: the RSP Server TLS certificates chain to the eSIM CA RootCA Certificate
through an intermediate SubCA certificate under the control of the eSIM CA
(CERT.CISubCA.SIG), each containing a Certificate Policies extension as defined in
this version of this specification.

- Variant C: the RSP Server TLS certificates chain to the eSIM CA RootCA Certificate
through two levels of intermediate SubCA certificates, each containing a Certificate
Policies extension as defined in this version of this specification.
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Figure 30c: RSP Server TLS Certificate Chains with Public CA

- Variant OO: the RSP Server TLS certificates chain to a Public CA Root Certificate,
with zero, one or several Public CA SubCA Certificates in the chain.

- Variant AA: the RSP Server TLS certificates chain to a Public CA Root Certificate,
through an intermediate SubCA certificate under the control of the RSP Servers, and
zero, one or several Public CA SubCA Certificates in the chain.

At least one of the variants A or B or C SHALL be supported by the eSIM CA. Variant O
MAY be supported. The SM-DS and SM-DP+ SHALL be able to request their certificate(s)
following any of the variants supported by the eSIM CA or Public CA.

If the Variant A or AA is used, the RSP Server MAY choose not to manage revocation status
of its leaf certificates. In that case the RSP Server SHALL adopt an appropriate renewal
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policy in order to mitigate the risk of a compromised certificate being used (i.e., limit their
validity periods).

The RSP Servers MAY select different variants for certificate chains for TLS and
CERT.X.SIG Certificates.

The Algorithm Identifiers of all certificates of a certificate chain SHALL point to the same
curve.

The SM-DP+ has 2 Certificates for digital signature (CERT.DPauth.SIG and
CERT.DPpb.SIG). The CERT.DPauth.SIG is used for authentication to the eUICC, and the
CERT.DPpb.SIG is used for Profile binding.

These certificates are described in the next sections.

4.5.2.1 X.509 Certificate Profile

This section describes the X.509 certificate profile. Those certificates SHALL follow RFC
5280 [17], with the specific coding given in this section.

In particular:

e ‘'Issuer' and 'Subject’ fields SHALL be limited to standard attributes defined in ITU-T
X.520 [24] and RFC 4519 [28].

o Certificates SHALL contain all extensions defined in their respective profile, except if
stated otherwise.

o Certificates SHALL NOT contain the freshestCRL extension (use of Delta CRL is not
supported).

e The Subject Key Identifier SHOULD be computed using method 1 specified in section
4.2.1.2 in RFC 5280 [17] for all the certificates listed in section 4.5.2.1.0.

Entities SHALL perform certificate verification according to section 4.5.2.2.

NOTE: Certificates are described using table representation for easiness, but
conform to the ASN.1 format given in RFC 5280 [17].

4.5.21.0 Certificates description

4.5.2.1.0.0 Certificates common fields

The table below describes the common fields that all certificates defined in this section
SHALL contain. A certificate MAY have additional fields or a different content for a field; in
that case it will be indicated in its specific description.

Certificate common fields
Field ‘ Value Description

tbsCertificate Data to be signed

Field ‘ Value Description

version Version SHALL be 3 (value is 2) as extensions are

used in all certificates defined in this specification.
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serialNumber

Certificate serial number.

signature

Contains the algorithm identifier used by the issuer to
compute the value of the field 'signatureValue'
(section 4.5.2.1.1).

NOTE: The algorithm identifier value SHALL be the
same as the one of the field 'signatureAlgorithm'.

issuer

Distinguished Name of the entity that has signed the
certificate. It SHALL match the 'subject’ field of the
issuing entity certificate.

validity

Validity period of the certificate. The validity period
allowed for each certificate is defined in SGP.14 [45].

subject

Distinguished Name of the entity owning the
certificate.

Example of eSIM CA DN:

cn = GSMA Class 3 Public Primary Certification Authority
ou = GSMA Trust Network

0 =GSMA

c=UK

subjectPublicKeyInfo

Contains the algorithm identifier, parameters and
public key value.

Algorithm identifier and parameters SHALL be set
according to section 4.5.2.1.1.
subjectPublicKeyInfo.subjectPublicKey contains the
public key value and SHALL be coded as defined in
RFC 5480 [27].

extensions

Extension for Subject Key Identifier. (RFC 5280 [17]
section 4.2.1.2). This extension SHALL be set with:

extnID = id-ce-subjectKeyldentifier
critical = false

extnValue = <ldentifier of the public key bound in the
certificate>

signatureAlgorithm

Section 4.5.2.1.1

signatureValue

Signature computed accordingly to one of the possible algorithm