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1 Introduction

1.1 Overview

This document provides an architecture approach as a proposed solution for the Remote
SIM Provisioning of eSIM Devices across all markets.

This version focuses on eSIM Devices for the consumer market.

1.2 Scope

The aim of this document is to define a common architecture framework to enable the
Remote SIM Provisioning and management of the Embedded UICC (eUICC) in Devices.
The aim of this architecture framework is to provide the basis for ensuring global
interoperability for Remote SIM Provisioning between Operators in different deployment
scenarios.

1.3 Intended Audience

Technical experts working within Operators, SIM solution providers, Device vendors,
standards organisations, network infrastructure vendors, Mobile Service Providers and other
industry bodies.

1.4 Definition of Terms

Term ‘ Description

Information stored on the eUICC that defines whether applications
on the Device are denied or allowed access to applications on the
eUICC as specified by Global Platform Secure Element Access
Control [15].

Access Rules

Information issued by a Mobile Service Provider to a Subscriber or
Activation Code an End User. It is used by the End User to request the download
and installation of a Profile.

The part of the Activation Code information provided by the Mobile

Activation Code Token . . . -
val Service Provider which refers to a Subscription.

SM-DS used in cascade mode with a Root SM-DS to redirect Event
Registration from an SM-DP+ to that Root SM-DS or used directly
to perform Event Registration from an SM-DP+ for an installed
Profile.

Alternative SM-DS

A privileged assignment as defined in GlobalPlatform Card

Authorised Management Specification [9].

A Protected Profile Package which has been cryptographically

Bound Profile Package linked to a particular eUICC.

Certificate or Public Key

Certificate A certificate as defined in RFC.5280 [1][1][1].

An eUICC meeting the GSMA requirements for Remote SIM
Provisioning and certified according to the GSMA compliance
Certified eUICC programme defined in SGP.24 [27].

Note: Unless stated otherwise, the word eUICC in this specification
refers to a Certifed eUICC.

SGP.21V3.1 Page 4 of 138



GSM Association

Non-confidential

Official Document SGP.21 - RSP Architecture

Term

Companion Device

‘ Description

A Device that relies on the capabilities of a Primary Device for the
purpose of Remote SIM Provisioning.

Confirmation Code

A code entered by an End User required by the SM-DP+ to validate
the request to download a Profile.

Confirmation Code Required
Flag

A parameter to indicate whether the Confirmation Code is required
or not.

Confirmation Level

Refers to the hierarchy of User Intent and Confirmation Request,
where:

e User Intent is the first and lowest level
e Simple Confirmation is the second level
e Strong Confirmation is the third and highest level
Note: For examples of implementation, please refer to Annex C.

Confirmation Request

Describes a request for Strong Confirmation or a Simple
Confirmation as defined in this specification.

Delegated Management

A privileged assignment as defined in GlobalPlatform Card
Specification [9].

Delegated Platform Identifier

Identifier of a third party platform used to delegate the management
of a Profile.

Delegated Profile Content
Management Platform
(DPCMP)

Platform delegated by the Profile Owner and used for the same
purpose as the Profile Content Management Platform: to manage
the contents of an installed Profile.

Device

User equipment used in conjunction with an eUICC to connect to a
mobile network. E.g. a tablet, wearable, smartphone or handset.

Device Application

An application installed in a Device.

Device Change

Given that one or more Profiles related to their respective
Subscriptions are installed in an old Device, the process for
installing one or more Profiles related to the same Subscriptions to
a new Device.

Device Change
Configuration

Set of rules that apply to a Profile to support Device Change.

Device Information Code

A set of Device-related information used for Remote SIM
Provisioning operations (e.g. for Profile preparation between the
SM-DP+ and the Operator).

Device Manufacturer

An entity responsible for manufacturing Devices. The Device
Manufacturer MAY be responsible for the selection and insertion of
eUICCs in Devices.

Device Test Mode

A mode hidden from the End User that allows access to and use of
Test Profiles.

Disabled Profile

A Profile in a state where all files and applications (e.g. NAA)
present in the Profile are not selectable.

Discovery Request

An interrogation of the Discovery Service by a Device for Event
Records that are registered for its eUICC.

Discrete eUICC

An eUICC implemented on discrete standalone hardware, including
its own dedicated volatile and non-volatile memory.

SGP.21V3.1
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Term

Eligibility Check

‘ Description ‘

Procedure operated between the eUICC and the SM-DP+ to enable
the SM-DP+ and the Operator or Mobile Service Provider to
validate the eligibility of an eUICC and the Device for the
installation of a Profile using information sent by the eUICC.

Eligibility Check Information

The information set sent from the eUICC to the SM-DP+ to allow
eligibility checking of the combination of an eUICC and a Device.

Enabled Profile

A Profile in a state where all files and/or applications (e.g. NAA) are
selectable.

End User

The person using the Device.

End User Data

Information that pertains to the identity of an End User e.g.
personal details, name, address, biometric characteristics,
assigned identification numbers, etc.

Enterprise

A business, organisation, or government entity that subscribes to
mobile services to be utilised by its workforce in support of the
business or activities of the Enterprise. The Enterprise, as the
Subscriber, owns the relationship with the Mobile Service
Provider(s).

Enterprise Capable Device

A Device that supports the installation and enforcement of
Enterprise Rules.

Enterprise Profile

An Operational Profile for which the Subscriber is an Enterprise.
This Profile may include restrictions on the End User of the Device.

Enterprise Rule

A rule stored in an Enterprise Profile that can be used by the Profile
Owner to restrict End User controllability for enabling and installing
Profiles on Enterprise Capable Devices.

eSIM

eSIM is the top level generic descriptor applied to the Devices and
eUICCs that support Remote SIM Provisioning.

eSIM CA

A GSMA Certificate Issuer or an Independent eSIM CA.

eSIM Products

eUICC, Devices, and Servers defined in this specification.

eUICC

A UICC which enables the remote and/or local management of
Profiles in a secure way.

Note: The term originates from “embedded UICC”.

eUICC Authentication

Mechanism used by the SM-DP+ or SM-DS to authenticate the
eUICC.

eUICC Certificate

A Certificate issued by the EUM for a specific eUICC.
This Certificate can be verified using the EUM Certificate.

eUICC Eligibility Check
Information

The information set sent from the eUICC to the SM-DP+ to allow
eligibility checks.

eUICC Form Factor Type

Defines the eUICC Type which is either removable or non-
removable.

eUICC Manufacturer (EUM)

The eUICC Manufacturer provides eUICC products.

eUICC Memory Reset

An action that returns the eUICC to a state equivalent to a factory
state.

eUICC OS Update

A mechanism to correct existing features on the eUICC by the
original OS manufacturer.

SGP.21V3.1
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Term

eUICC OS Manager

‘ Description ‘

The eUICC OS Manager is a Device component that consolidates
the functions dealing with the eUICC OS Update.

eUICC Test Memory Reset

An action that deletes all post-issuance Test Profiles on an eUICC.

EUM Certificate

A Certificate chaining to an eSIM CA, of a GSMA accredited EUM
which can be used to verify eUICC Certificates.

EUM Keyset

Keyset used by the EUM to update ECASD content.

EUM Public Key

Public key included in the EUM Certificate (called PK.EUM.ECDSA
in SGP.22 [24]).

EUM Private Key

Key used by the EUM to sign eUICC Certificates (called
SK.EUM.ECDSA in SGP.22 [24]).

A request for a Profile download or an RPM operation which is set

Event by an SM-DP+ on behalf of a Mobile Service Provider or an
Operator, to be processed by a specific eUICC.
. A process for the LDS to query the SM-DS to determine the
Event Check .
ven ecking presence of Event Records registered for an eUICC.
Event-ID Unique identifier of an Event for a specific EID generated by the

SM-DP+/SM-DS.

Event Record

The set of information stored on the SM-DS for a specific Event, via
the Event Registration procedure. This information consists of
either:

e the Event-ID, EID, and SM-DP+ address or
e the Event-ID, EID, and SM-DS address

Event Registration

A process notifying the SM-DS on the availability of information on
either a specific SM-DP+ or a specific SM-DS for a specific eUICC.

Event Retrieval

A process for the LDS to retrieve Event Records for an eUICC from
an SM-DS.

Field-Test eUICC

A pre-production eUICC whose functional or security certifications
are not yet completed by the EUM.

Form Factor

Physical manifestation of the UICC.

GSMA Certificate Issuer

A Certificate Authority accredited by GSMA.

ICCID

Unique number to identify a Profile in an eUICC as defined by ITU-
TE.118 [14].

Independent eSIM CA

A non-GSMA ClI that issues digital public key Certificates for a
specific region, company or group of companies for eSIM
purposes.

Integrated eUICC

An eUICC implemented on an Integrated TRE.

Integrated eUICC Test
Interface

An external interface for the purpose of testing eUICC functionality.

Integrated TRE

A TRE implemented inside a System-on-Chip (SoC), optionally
making use of remote volatile and/or non-volatile memory.

International Mobile
Subscriber Identity

Unique identifier owned and issued by Operators as defined in
3GPP TS 23.003 [3] Section 2.2.

SGP.21V3.1
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Term

Interoperable Application

‘ Description ‘

An application that can be downloaded, installed, executed and
removed on any eUICC compliant with technical requirements of a
runtime environment (resources, APIs, version, ...), regardless of its
Form Factor, its Manufacturer, Device type, Device Manufacturer,
Operator, and Mobile Service Provider.

Issuer Security Domain

A Security Domain on the UICC as defined by GlobalPlatform Card
Specification [9].

Link Profile

The process that associates a Protected Profile Package with a
specific eUICC so that a Profile Download including Bound Profile
Package generation can be triggered.

Note: This is normally an offline process, binding is an online
process happening during the communication between the SM-
DP+ and the eUICC.

Local Profile Assistant (LPA)

A functional element in the Device or in the eUICC that provides
the LPD, LDS and LUI features.

Local Profile Management

Local Profile Management are operations that are locally initiated
on the ESeu interface.

Local Profile Management
Operation

Local Profile Management Operations are enable Profile, disable
Profile, delete Profile, query Profile Metadata, eUICC Memory
Reset, eUICC Test Memory Reset, set/edit nickname, add Profile,
and edit default SM-DP+ address.

Logical Interface

In case of MEP: logical connection between an endpoint in the
Device and an Enabled Profile or another logical secure element.

LPA Integrity

Assurance that the LPA has not been compromised or affected.
The assurance SHALL be provided to the various Remote SIM
Provisioning entities to ensure that the LPA can be trusted to
execute the actions requested

Note: This could be linked with a certification process.

Defines the operational LPA Mode which is either LPA in the

LPA Mode eUICC or in the Device.
A component of the Device used as a proxy between an Operator
LPA Proxy authorised platform and the corresponding Profile to manage the

Profile’s content.

Managing SM-DP+

An SM-DP+ that is authorised by the Profile Owner to perform RPM
on the Profile to the eUICC on which their Profile resides.

Matchingld

Reference data for an RSP Server which could be an Activation
Code Token or the EventlID.

MEP-capable Device

A Device where more than one enabled Profile can be used on the
same eUICC.

Mobile Network Operator

An entity providing access capability and communication services
to Subscribers through a mobile network infrastructure.

Mobile Service Provider

The Mobile Service Provider provides Subscriptions to Subscribers
either as part of an Operator or as a party with a wholesale
agreement with an Operator. The Mobile Service Provider could
also be the Operator.

SGP.21V3.1
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Term

Mobile Virtual Network
Operator

‘Descnpﬂon

An entity providing access capability and communication services
to its Subscribers through a mobile network infrastructure but does
not have an allocation of spectrum. This refers to an MVNO with
own IMSI range and core network.

Network Access Application

Application residing in a Profile providing authorisation to access a
network.

Network Access Credentials

Data required to authenticate to an ITU E.212 [4] network. This
MAY include data such as Ki/K and IMSI stored within a NAA.

NFC Device A Device compliant with GSMA TS.26 [17].

An eUICC supporting the contactless functionalities defined in
NFC eUicC SGP.03 [20].
NFC Profile A Profile containing contactless applications.

Non-Enterprise Capable
Device

A Device that does not support the enforcement of Enterprise
Rules.

An arbitrary random number generated for one time use, employed

Nonce . L

for cryptographic communication.

A report about a Profile download or Remote/Local Profile
Notification Management Operation processed by the eUICC or about the

progress of such an operation.

Notification Receivers

A list defined in the Profile containing SM-DP+s that are to receive
Notifications concerning that Profile.

Operational Profile

A combination of data and applications to be provisioned on an
eUICC for the purpose of providing services by a Mobile Service
Provider. The Profile SHALL be in support of a Subscription with
the relevant Mobile Service Provider and allow connectivity to a
mobile network. Applications MAY be included to provide non-
telecommunication services.

Operator

A Mobile Network Operator or Mobile Virtual Network Operator; a
company providing wireless cellular network services. An Operator
owns one or more IMSI ranges.

Operator Credentials

A set of credentials owned by the Operator, including Network
Access Credentials, OTA Keys for Remote File/Application
management, and authentication algorithm parameters.

OTA Keys

The credentials included in the Profile used in conjunction with OTA
Platforms.

OTA Platform

A platform for remote management of UICCs and the content of
enabled Profiles on the eUICCs.

Policy Enforcement

A function that executes Policy Rules to implement a policy.

Policy Rule

Defines the atomic action of a policy and the conditions under
which it is executed.

Polling Address

Address configured in a Profile indicating where the Device needs
to connect to retrieve RPM Events for this Profile.

Primary Device

A Device that can be used to provide some capabilities to a
Companion Device for the purpose of Remote SIM Provisioning.

SGP.21V3.1
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Term

Profile

‘ Description

A combination of data and applications to be provisioned on an
eUICC for the purpose of providing services.

Profile Content Management
Platform (PCMP)

Platform owned by the Profile Owner, used to manage the content
of an enabled Profile.

Profile Description

The description of a Profile in a format specific to the Mobile
Service Provider or Operator; example formats could be an Excel
table, xml format, or plain text.

Profile Management

A combination of local and remote management operations (enable
Profile, disable Profile, delete Profile, list Profile information, and
query Profile Metadata)

Profile Management
Lifecycle

Encompasses all the procedures applied during the lifetime of a
Profile.

Profile Management
Operation

An operation related to the content and state update of a Profile in
a dedicated ISD-P on the eUICC.

Profile Metadata

Information pertaining to a Profile used for the purpose of Local
Profile Management and Remote Profile Management.

Profile Owner

The entity that controls the operations that can be performed upon
its Profile. With the exception of Test Profile, this is always a Mobile
Service Provider or an Operator.

Profile Package

A personalised Profile using an interoperable description format
that is transmitted to an eUICC to load and install a Profile as
defined by Trusted Connectivity Alliance [5].

Profile Policy Enabler

The functional element within the Profile Policy Management
system that interprets and enforces Profile Policy Rules.

Profile Policy Management

A policy control system that allows the Mobile Service Provider to
implement, manage and enforce its subscription terms and
conditions associated with the installed Profile.

Profile Policy Rule

Defines a qualification for or enforcement of an action to be
performed on a Profile when a certain condition occurs.

Protected Profile Package

A Profile Package which has been cryptographically protected for
storage but not linked to a particular eUICC.

Protection Profile

Defines an implementation-independent set of security
requirements and objectives for a category of products or systems
which meet similar consumers’ needs for IT security. A Protection
Profile is intended to be reusable and to define requirements which
are known to be useful and effective in meeting the identified
objectives.

Push Service

A service which is provided by a combination of a push server and
a push client on the Device, to send a push notification from an
SM-DS to an LDS.

Remote Memory

Volatile or non-volatile memory residing outside of the TRE

Remote Profile Management
(RPM)

Profile Management operations performed by a Managing SM-DP+
at the request of the Profile Owner.

Remote SIM Provisioning

The downloading, installing, enabling, disabling, and deleting of a
Profile on an eUICC.

SGP.21V3.1
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Term
Replay Attack

‘ Description ‘
An attack based on previously used or outdated data.

Root Certificate

A Certificate used to authenticate other entities within the Remote
SIM Provisioning framework.

Root SM-DS

A globally identified central access point for finding Events from
one or more SM-DP+(s).

Security Domain

As defined in GlobalPlatform Card Specification [9].

Simple Confirmation

A secure and non-interceptable mechanism by which the End User
confirms their action, e.g. by selecting Yes/No, OK/Cancel.

Simple Mode

A privileged assignment as defined in GlobalPlatform Card
Specification [9].

SM-DP+ Certificate

A Certificate chaining to an eSIM CA of a GSMA accredited SM-
DP+.

SM-DS Certificate

A Certificate chaining to an eSIM CA of a GSMA accredited SM-
DS.

SMDPid

Identifier of the SM-DP+ that is globally unique and is included as
part of the SM-DP+ Certificate.

Note: This is referred to as the smdpOid in SGP.22 [24].

Strong Confirmation

A secure and non-interceptable mechanism to guarantee a higher
level of User Intent than Simple Confirmation by which the End
User confirms their action, e.g., by inputting PIN or fingerprint,
repeating Simple Confirmation, entering Confirmation Code, etc.

Subscriber

An entity (associated with one or more users) that is engaged in a
Subscription with a Mobile Service Provider.

Subscriber Data

Information that pertains to the identity of a Subscriber such as
contract details, authentication credentials, cryptographic keys etc.
Note: In many instances, the Subscriber is also the End User and
therefore Subscriber Data is likely to include End User Data.

Subscription

A Subscription describes the commercial relationship between the
Subscriber and the Mobile Service Provider.

Subscription Manager Data
Preparation+ (SM-DP+)

Prepares Profile Packages, secures each with a Profile protection
key, stores Profile protection keys in a secure manner as well as
the Protected Profile Packages in a Profile Package repository, and
links the Protected Profile Packages to specified EIDs.

The SM-DP+ binds Protected Profile Packages to the respective
EID and securely downloads these Bound Profile Packages to the
LPA of the respective eUICC. The SM-DP+ is also capable of
performing Remote Profile Management.

Subscription Manager
Discovery Service (SM-DS)

This entity is responsible for providing addresses of one or more
SM-DP+(s) to an LDS.

Tamper Resistant Element
(TRE)

A security module consisting of hardware and low-level software
providing resistance against software and hardware attacks,
capable of securely hosting operating systems together with

applications and their confidential and cryptographic data.

SGP.21V3.1
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Term Description

A combination of data and applications to be provisioned on an
eUICC to provide connectivity to test equipment for the purpose of
testing the Device and the eUICC. A test Profile is not intended to
store any Operator Credentials.

According to NIST SP 800-53r4 [18], a mechanism by which an
End User (through an input Device) can communicate directly with
the security functions of the information system with the necessary
Trusted Link confidence to support the system security policy. This mechanism
can only be activated by the End User or the security functions of
the information system and cannot be imitated by untrusted

Test Profile

software.

User Intent Describes the acquisition of the End User input.
1.5 Abbreviations

Abbreviation ‘ Description ‘
AC Activation Code

AID Application Identifier

APDU Application Protocol Data Unit

API Application Programming Interface

ARA-M Access Rule Application - Master

ARF Access Rule File

AuC Authentication Centre

BSS Business Support Services

CA Certificate Authority

CASD Controlling Authority Security Domain

CAT Card Application Toolkit

CcC Confirmation Code

Cl Certificate Issuer

CREL Contactless Registry Event Listener

CRS Contactless Registry Services

DNSCurve Domain Name System Curve

DNSSEC Domain Name System Security Extensions
DPCMP Delegated Profile Content Management Platform
DPI Delegated Platform Identifier

ECASD eUICC Controlling Authority Security Domain
EID Embedded UICC Identifier

eSVN embedded UICC Specification Version Number
ETSI European Telecommunications Standards Institute
eUICC Embedded UICC

EUM eUICC Manufacturer
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Abbreviation

‘ Description

Non-confidential

FASG Fraud and Security Group
FFS For Further Study
FIFO First In First Out
GSMA GSM Association
GSMA CI GSMA Certificate Issuer
HLR Home Location Register
HR High Resolution
HTTP Hypertext Transfer Protocol
ICCID Integrated Circuit Card Identifier
IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
ISD-P Issuer Security Domain - Profile
ISD-R Issuer Security Domain - Root
ISIM IP Multimedia Services Identity Module
ISO International Standards Organisation
ITU International Telecommunications Union
LDS Local Discovery Service
LPA Local Profile Assistant
LPD Local Profile Download
LPR LPA PRoxy
LUI Local User Interface
M4M Mifare4Mobile
MEP Multiple Enabled Profiles
MNO-SD Mobile Network Operator - Security Domain
MSISDN Mobile Subscriber International Subscriber Directory Number
MSP Mobile Service Provider
NAA Network Access Application
NFC Near Field Communication
OCR Optical Character Recognition
oS Operating System
OTA Over The Air
PCMP Profile Content Management Platform
PFS Perfect Forward Secrecy
PPR Profile Policy Rule
PPSE Proximity Payment System Environment
QR Code Quick Response Code
RAM Remote Application Management
RAT Rules Authorisation Table
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Abbreviation ‘ Description ‘
RFM Remote File Management

RMPF Remote Memory Protection Function

RPM Remote Profile Management

RSP Remote SIM Provisioning

SEAC (Global Platform) Secure Element Access Control
SAS Security Accreditation Scheme

SCP Secure Channel Protocol

SCWS Smart Card Web Server

SD Security Domain

SIM Subscriber Identity Module

SM-DP+ Subscription Manager - Data Preparation +
SM-DS Subscription Manager - Discovery Service

SoC System-on-Chip

SSD Supplementary Secure Domain

TRE Tamper Resistant Element

UlMe User Interface Module for LPAe

URL Uniform Resource Locator

uUsIiM Universal Subscriber Identity Module

1.6 References

Ref Document Number Title ‘

X.509 Public Key Infrastructure Certificate and

[1] RFC 5280 Certificate Revocation List (CRL) Profile

2] ETSI TS 102 221 UICC-Ter.m|'naI interface; Physical and logical
characteristics
Digital cellular telecommunications system (Phase 2+);

[3] 3GPP TS 23.003 Universal Mobile Telecommunications System (UMTS);
Numbering, addressing and identification

[4] ITU E.212 The mternafuo_nal identification plan for public networks
and Subscriptions

[5] TCAPP Trusted Connectivity Alliance: eUICC Profile Package -
Interoperable Format Technical Specification
“Key words for use in RFCs to Indicate Requirement

[6] RFC 2119 Levels”, S. Bradner
http://www.ietf.org/rfc/rfc2119.txt

[7] 3GPP TS 21.133 3G security; Security threats and requirements

8] SGP.02 GSMA Remote Prowsmplng Arch|.tect.ure for
Embedded UICC Technical specification

[9] GPC_SPE_034 GlobalPlatform Card Specification with its Amendments
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Ref Document Number ‘ Title ‘

[10] 3GPP TS 35.231 SpeC|.f|cat|on of.t'he TUAK Algorithm Set; Document 1:
Algorithm Specification

[11] 3GPP TS 35.205 Specn‘lcatlon. of the MILENAGE Algorithm Set;
Document 1: General
Specification of the MILENAGE Algorithm Set;

[12] 3GPP TS 35.206 Document 2: Algorithm Specification
FS.04 - Security Accreditation Scheme for UICC

[13] EUM SAS Production — Standard

[14] ITU-T E.118 The International Telecommunication Charge Card

[15] GPD_SPE_013 GlobalPlatform DeV|C(=T Technology Secure Element
Access Control - Version 1.1

[16] 3GPP TS 22.022 Persc_)nallgatlon of _Mot_)lle Equipment - Mobile
functionality specification

[17] TS.26 GSMA NFC Handset Requirements

[18] NIST SP 800-53r4 Security and Prlvacy antrols for Egderal Information
Systems and Organisations — Revision 4

[19] OMAPI SiMalliance Open Mobile API Specification

[20] SGP.03 NFC UICC Requirements Specification V6.1

[21] SGP.05 Embedded UICC Protection Profile

[22] FS.08 FS.08 SAS-SM Standard v3.1 or higher

[23] [Void] [Void]

[24] SGP.22 SGP.22 RSP Technical Specification - Version 3.0

[25] SGP.25 SGP_.25 RSP eUICC for Consumer Device Protection
Profile

[26] SGP.14 SGP.14 GSMA eUICC PKI Certificate Policy v1.1

[27] SGP.24 RSP Compliance Process

[28] SCP02 GlobalPlatform Card Specifications V2.3, Appendix E

[29] SCPO3 GlobalPlatform Card Specification v2.2 — Amendment
D,v1.1.1

[30] SCP11 GlobalPlatform Card Specification v2.2 — Amendment
F,v1.0

[31] EMVCo_Sec EMVCo Security Evaluation Process 5.1 — June 2016

[32] FS.09 FS.09 SAS-SM Methodology v8.0 or higher

[33] 3GPP TS 31.111 USIM Application Toolkit

[34] ETSI TS 102 223 Smart Cards; Card Application Toolkit (CAT)
ISO/IEC 14888-3:2018 IT Security techniques — Digital

[35] SM2 algorithm signatures with appendix — Part 3: Discrete logarithm
based mechanisms

. ISO/IEC 10118-3:2018 IT Security techniques — Hash-
[36] SM3 algorithm functions — Part 3: Dedicated hash-functions
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Ref Document Number ‘ Title ‘

ISO/IEC 18033-3:2010/AMD1:2021 Information
technology — Security techniques — Encryption

(371 SM4 algorithm algorithms — Part 3: Block ciphers — Amendment 1:
SM4
OMA-TS- OMA SpecWorks: Smartcard-Web-Server, Version
[38] Smartcard_Web_Server- 121 —13 Sep 2013
V1 2 1-20130913-A e P
[39] GSMA TS.06 IMEI Allocation and Approval Process
[40] [Void] [Void]
[41] [Void] [Void]
[42] [Void] [Void]
[43] [Void] [Void]
JIL-Application-of- Application of Attack Potential to Smartcards and
[44] Attack-Potential-to- Similar Devices
Smartcards-v3-1 Version 3.1, Jun 2020
[45] [Void] [Void]
[46] [Void] [Void]
[47] SGP.23 RSP Test Specification
[48] TS.37 Requirements for Multi SIM Devices
[49] 3GPP TS 33.102 3G security; Security architecture
[50] 3GPP TS 33.401 3GPP System Architecture Evolution (SAE); Security
architecture
[51] 3GPP TS 33.501 Security architecture and procedures for 5G System

Ambiguity of Uppercase vs Lowercase in RFC 2119
[52] RFC 8174 Key Words
https://www.rfc-editor.org/info/rfc8174

Information technology — Security techniques —

[53] ISO 15408-1:2009 Evaluation criteria for IT security — Partl1: Introduction
and general model
[54] TS.43 GSMA PRD, Service Entitlement Configuration
lobalPlatform Device Technology Device API A
[55] GPD_SPE_068 GlobalPlatform Device Technology Device ccess

Control - Version 1.0

Security Evaluation of Integrated eUICC

[56] SGP.08 based on PP-0084

Security Evaluation of Integrated eUICC

[57] SGP.18
based on PP-0117

1.7 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”,
“SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be
interpreted as described in RFC2119 [6] and clarified by RFC8174 [52], when, and only
when, they appear in all capitals, as shown here.
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“FFS” or “For Further Study” means that it will be covered in the next version of SGP.21.

2 Principles

This section contains the principles related to the GSMA Remote SIM Provisioning system
for the Embedded UICC.

The solution based on the requirements described within this document has to be provided
in a non-discriminatory manner.

2.1 Basic Principles

All parties either implementing or operating systems based on these specifications should be
aware that any data items passed between system elements that can be used to identify an
individual can be classified as personal data (as defined in the General Data Protection
Regulation (EU) 2016/679). Responsibility for the management of Personal Data and
compliance with any necessary legislation lies with implementing and operating
organisations, according to each organisation’s respective legal status with respect to the
data processes (i.e. whether the entity acts as a data controller or as a data processor).

Principle no. Description ‘
Existing standards and specifications SHALL be used where possible for

BAS1 L L
the specification of the eUICC and related provisioning systems.
GlobalPlatform specifications SHALL be used as a framework of choice for
BAS2 . .
the implementation of the eUICC.
The overall security of the eUICC in combination with the related
BAS3 management processes SHALL at all times and under all circumstances be

at least equivalent to the current removable UICC and its provisioning
processes.

The architecture of the eUICC and its Remote SIM Provisioning system
BAS4 SHALL comply with the requirements of 3GPP TS 33.102 [49], 3GPP TS
33.401 [50] and 3GPP TS 33.501 [51].

The architecture SHALL support a level of security with respect to the
protection of Operator Credentials which is at least equivalent to the
present levels of security. This applies in particular to:

BASS ¢ the confidentiality of cryptographic keys and authentication

parameters;
¢ the integrity of Subscriber identities (e.g. IMSI).

The architecture SHALL support a level of security for all Profile content
BAS6 which is at least equivalent to the current state of the art level of security of
the UICC.

The architecture SHALL NOT compromise the security and privacy of
Subscriber Data, nor the security and privacy of End User Data. Examples
depending on territory include identities that can be used for tracking such
as ICCID, MSISDN, EID, IMSI, Ki etc.

BAS7

Regulatory issues are considered outside the scope of this document.
However, any data which could be used to identify an individual SHALL be
treated as personal data and subject to local regulations e.g. the EID,
ICCID, IMEI, IMSI etc.

BASS8
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Principle no. Description ‘

BASO The RSP Session SHALL prevent sending IMEI and EID information to a
non-authenticated RSP Server.

BAS10 The SM-DP+ acts on behalf of the Profile Owner.

Table 1: Basic Principles

2.2 Profile Requirements

Req no. Description ‘
PRO1 [Void]

PRO2 [Void]

PRO3 A Profile SHALL be uniquely identified by its ICCID.

An Enabled Profile in combination with an eUICC SHALL be able to carry all

PRO4 logical characteristics of a UICC.

Once the Profile is enabled, all relevant UICC characteristics or features as
PRO5 described in ETSI 102 221 [2] specifications SHALL apply, with the
exceptions as defined within this specification.

It SHALL be possible to delete Profiles only when in a disabled state, with

PROG6 the exception of eUICC Memory Reset, and eUICC Test Memory Reset
functions.

PRO7 [Void]

PROS8 A Profile SHALL be either an Operational Profile or a Test Profile.

Table 2: Profile Requirements

3 Roles

3.1 eUICC Manufacturer

Role no. Description ‘
The eUICC Manufacturer is responsible for the initial cryptographic
EUM1 . . . .
configuration and security architecture of the eUICC.
EUM2 [Void]
EUM3 Relevant parts of the eUICC Manufacturer’s products and processes are
certified by a GSMA-specified certification process.
The EUM issues the eUICC Certificate to allow:
EUM4 e eUICC Authentication and proof of certification to other entities;
¢ authenticated keyset establishment between an SM-DP+ and an
eUICC.
EUMS5 [Void]
EUM6 Field-Test eUICCs SHALL be tracked by the EUM.

Table 3: eUICC Manufacturer Role
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3.2 [Void]

3.3 Operator and Mobile Service Provider

This section describes the characteristics of the Operator and Mobile Service Provider roles
relevant to this architecture and its operation. Other characteristics exist but are considered
out of scope. Note: The commercial and support system interfaces needed between the
Mobile Service Provider and the supporting Operator (e.g. for Profile ordering and
distribution) are out of scope.

Role no. Description
OPE1 The Operator has access to an SM-DP+ via the ES2+ interface.

In the event that a Subscriber has selected a Mobile Service Provider, that
OPE2 Mobile Service Provider will initiate the provisioning of a Profile Package.
The details of this are out of scope.

The Operator, potentially on behalf of the Mobile Service Provider, specifies
OPES3 the Profile characteristics and any features and applications analogous to
removable UICCs.

The Operator potentially on behalf of a Mobile Service Provider, is able to
OPE4 use an OTA Platform via the ES6 interface to manage the content of its
Enabled Profile in the eUICC (RAM, RFM).

Table 4: Operator Role
3.4 [Void]

3.5 Certificate Issuer

Role no. Description
A Certificate Issuer issues Certificates for Remote SIM Provisioning system
CISs1 entities and acts as a trusted root for the purpose of authentication of the

entities of the system.

The Certificate Issuer communicates with the SM-DP+, SM-DS and the EUM
CIS2 through the interfaces ESci that are out of scope of this specification
according to SGP.14 [26].

Table 5: Certificate Issuer Role
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4 Remote SIM Provisioning System Architecture

This section contains the functional description of the Remote SIM Provisioning system
architecture for the Embedded UICC.
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Figure 1: Remote SIM Provisioning System Architecture
4.1 eUICC Architecture

4.1.1 eUICC Architecture Overview

This section describes the internal high-level architecture of the eUICC. The eUICC
architecture is similar to that used in the GSMA Remote SIM Provisioning of Embedded
UICC Technical specification [8]. Profiles are provisioned based on the security framework
defined in the GlobalPlatform Card Specification [9].
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Figure 2: Schematic Representation of the eUICC

4111 ECASD

The Embedded UICC Controlling Authority Security Domain (ECASD) is responsible for the
secure storage of credentials needed to support the required security domains on the
eUICC.

There SHALL only be one ECASD on an eUICC. The ECASD SHALL be installed and
personalised by the EUM during the eUICC manufacturing as described in GlobalPlatform

Card Specification [9].
The ECASD SHALL contain the following:

e eUICC private keys for creating signatures.
e Associated Certificates for eUICC Authentication.
e The Certificate Issuers’ (Cl) root public keys for verifying SM-DP+ and SM-DS

Certificates.
¢ eUICC Manufacturers’ (EUMs) keyset for key/Certificate renewal.

Additionally, the ECASD SHALL provide security functions used during key establishment
and eUICC Authentication.

41.1.2 ISD-R

The ISD-R is responsible for the creation of new ISD-Ps and the lifecycle management of all
ISD-Ps.
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4113 ISD-P

The ISD-P is a secure container (security domain) for the hosting of a Profile. The ISD-P is
used for Profile download and installation in collaboration with the Profile Package
interpreter for the decoding/interpretation of the received Bound Profile Package.

The ISD-P is the on-card representative of the SM-DP+.

4114 MNO-SD

The MNO-SD is the on-card representative of the Operator which issued the Profile. It
contains the Operator’s Over-The-Air (OTA) Keys and provides a secure OTA channel.

4115 Profile Policy Enabler

The eUICC Operating System (OS) service which offers Profile Policy Rules validation and
enforcement.

41.1.6 Telecom Framework

The telecom framework is an operating system service that provides standardised network
authentication algorithms to the NAAs hosted in the ISD-Ps. Furthermore, it offers the
capability to configure the algorithms with the necessary parameters.

41.1.7 Profile Package Interpreter

The Profile Package interpreter is an eUICC operating system service that translates the
Profile Package data into an installed Profile using the specific internal format of the target
eUICC.

41.1.8 LPA Services

The LPA services provide necessary access to the services and data required by the LPA
functions for the following:

The Root SM-DS address.

The optionally stored default SM-DP+ address(es).

Facilitates the reception of the Bound Profile Package in transfer from the LPA.
Provides information regarding the installed Profiles and their Profile Metadata.
Provides Local Profile Management

Supports Remote Profile Management operations

Provides functions for the LPA to authenticate and interact with the SM-DS.
Ensures access to the EID is restricted to only the LPA.

©NOOAWNE
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4.2 Interfaces
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Figure 3: Interfaces on the eUICC Architecture with the LPA in the Device
Configuration

4.2.1 Operator — SM-DP+ (ES2+)

The ES2+ interface is used by the Operator to order Profiles for specific eUICCs as well as
other administrative functions.

422 [Void]

4.2.3 End User - LUI (ESeu)
ESeu is the interface between the End User and the LUI.

The ESeu interface is used to support the following requirements:

Req no. Description
ESeul [Void]
All Local Profile Management Operations of the LPA defined in Section
ESeu2 4.11.3 SHALL be explicitly initiated or authorised by the End User or
Device owner.
The ESeu interface SHALL support the triggering and confirmation of the
ESeu3 Profile download and installation operation and Local Profile Management
Operations requested by the End User.
Table 6: End User to LUI (ESeu) Interface Requirements
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4.2.4  Operator — eUICC (ES6)

The ES6 interface is used by the Operator for the management of Operator services via
OTA services.

425 SM-DP+—LPD (ES9+)

The ES9+ interface is used to provide a secure transport for the delivery of the Bound Profile
Package between the SM-DP+ and the LPD, and for RPM and ReM.

426 SM-DP+—eUICC (ES8+)

The ES8+ interface provides a secure end-to-end channel between the SM-DP+ and the
eUICC for the administration of the ISD-P and the associated Profile during download and
installation.

42.7 SM-DP+ - SM-DS (ES12)

The ES12 interface allows the SM-DP+ to register Event Records with the SM-DS and to
delete its Event Records.

428 LDS-SM-DS (ES11)
The ES11 interface allows the LDS to retrieve Event Records for the respective eUICC.

429 EUM - eUICC (ESeum)
ESeum is the interface between the EUM and the eUICC.

This interface is out of scope of this specification.

4.2.10 LDS - LPA Services (ES10a)

The ES10a interface is used by the LPA in the Device to get the configured addresses from
the eUICC for Root SM-DS, and optionally the default SM-DP+(s).

4.2.11 LPD - LPA Services (ES10b)

The ES10b interface is used by the LPD in the Device and the LPA services to transfer a
Bound Profile Package to the eUICC.

4.2.12 LUI-LPA Services (ES10c)
The ES10c interface is used

o Dbetween the LUI in the Device and the LPA services for Local Profile Management by
the End User.

e between the LPR in the Device and the LPA services to retrieve Metadata that would
be needed for Profile content management through LPA Proxy.

4.2.13 SM-DS - SM-DS (ES15)

In the case of deployments with cascaded SM-DSs, the ES15 interface is used to connect
the SM-DSs.
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4.2.14 Device — SM-DP+ (Established Connection)
This connection will be provided either by:

¢ An internet connectivity available or provided on the same Device where the LPA
resides
or

¢ An internet connection shared from another Device via a local go-between connection

[ SM-DP+ ]

Companion Primary Companion
Device Device Device Device

Key
Local Wifi connection Mobile data bearer
Local proximity connection — L PA secured control interface

Link to SM-DP+

Mobile / Fixed line backhaul
Figure 4. Example Connection Methods for Companion Devices to reach out to the
SM-DP+

g i, / \ —flnternet - —

........ Ul Events

Mobile gay-"""
Network’ Route Network’ Router etwork Router
- * =———— ES9+ Secure Channel

User Interface e
Other

Netwaork

eUICC eUICC

Remaote Primary Companion Device Remote Primary Companion Device

Figure 5: Example Connection Methods for Companion Devices to reach out to the
SM-DP+ with a Remote Primary Device
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4.2.15 General Interface Requirements
Req no. Description
INT1 All interfaces from the eUICC SHALL indicate the eSVN.
INT2 The behaviour of all interfaces SHALL support the indicated eSVN.

The SM-DP+ and SM-DS SHALL use the capabilities indicated by the eUICC
to determine its response to the eUICC.

INT3

All communicating entities involved in Remote SIM Provisioning SHALL be
INT4 mutually authenticated. The Device and the eUICC are considered as one
entity in this context.

Table 7: General Interface Requirements

4216 (D)PCMP - LPR (ES20)

The ES20 interface is used by the PCMP or DPCMP to manage Profile contents through the
use of the LPA as a proxy.

4.2.17 LUl in the eUICC - UIMe (ES25)

The ES25 interface is used between the LUI in the eUICC and the UIMe to transfer End
User related interaction. This interface uses one of the following options:

e The LUl uses CAT commands (e.g. CAT menu navigation) as defined in ETSI TS
102 223 [34] and the UIMe is the CAT interpreter. Besides the support of these
commands, there are no additional requirements for the UIMe.

e The LUl uses SCWS as defined by OMA SpecWorks [38] and the UIMe is a browser.
Besides the support of these commands, there are no additional requirements for the
UlMe.

e The LUl uses a limited set of specific CAT Envelopes and the UIMe is a tailored
application.

The following specific requirement applies for ES25:

Description

If the LUI in the eUICC uses specific CAT Envelopes defined in SGP.22
[24], then the UIMe SHALL fulfil the requirements related to the LUI.

ES25 REQ1

Table 8: LUI in the eUICC - UIMe (ES25) Interface Requirements

4.2.18 Device Application - LPR (ES21)

The ES21 interface is used for exchanges between the LPR and a Device Application to
trigger from the Device Application, a Profile content management session between a
(D)PCMP and a Profile, or to send Notifications to the Device Application.

4.2.19 Device Application — LPA (ES22)

The ES22 interface is an LPA API used for exchanges between the LPA and a Device
Application.
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4.2.20 LPR-eUICC (ESaa)

The ESaa interface is used between the LPR in the Device and the Profile of the eUICC for
Profile content management through the use of the LPA as a proxy.

4.2.21 eUICC - eUICC OS Manager (ESosup)

The eUICC OS Manager communicates with the eUICC through the ESosup interface. The
ESosup interface delivers to the eUICC the commands to perform the eUICC OS Update.
The implementation of the eUICC OS Manager and the ESosup are out of the scope of this
specification

4.2.22 OEM - eUICC OS Manager (ESoem)

ESoem is the interface betweem OEM and the eUICC OS Manager. This interface can be
used to receive the eUICC OS Update package(s) from the OEM and to dispatch it to the
eUICC OS Manager in charge of the eUICC OS Update. The implementation of this interface
is out of the scope of this specification but it has to deliver, together with the eUICC OS
Update package(s), a minimum set of information.

4.2.23 Device Application — Operator (ESapp)

The ESapp interface is used for exchanges between a Device Application and the Operator.
The exchanges are triggered by the Device Application.

GSMA PRD Specification TS.43 [54] is an example for the protocol to use on the ESapp
interface.

4.2.24 Cl = SM-DP+/SM-DS/EUM (Esci)

ESci is the interface between the Cl and the SM-DP+ / the SM-DS / the EUM, used by the
SM-DP+, SM-DS and EUM to request a certificate and to retrieve the certificate revocation
status.

This interface is out of scope of this specification.

4.3 eUICC Requirements

Req no. Description ‘
The eUICC SHALL be a discrete or integrated tamper resistant component
consisting of hardware and software, capable of securely hosting

EUICC1 applications as well as confidential and cryptographic data.

Note: Wherever a distinction is required, the former is referred to as

Discrete eUICC, and the latter as Integrated eUICC.

EUICC2 A removable eUICC is packaged in a standardised ETSI Form Factor [2].
EUICC3 The Discrete eUICC SHALL be either removable or non-removabile.

The behaviour of the eUICC with an Enabled Profile SHALL be equivalent
EUICC4

to the UICC.
EUICCS The eUICC SHALL be able to contain zero or more Profiles.
EUICC6 [Void]

The behaviour of a NAA USIM, ISIM or CSIM within a Profile on an eUICC

EUICCY SHALL be identical to a removable UICC NAAs USIM, ISIM or CSIM.
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Req no. Description
Note: No changes to existing 3GPP/3GPP2 USIM, CSIM and ISIM
specifications are expected.
EUICCS8 The eUICC SHALL support Milenage [11][12] and TUAK [10] algorithm sets.
EUICC9 The EUM Keyset shall be issued by the EUM.
EUICCL0 If any Profile Management operation does not complete successfully, the
eUICC SHALL maintain the state it was in before it received the request.
The eUICC SHALL contain an ECASD security domain as well as an ISD-R
EUICC11 i i . .
security domain installed and personalised during manufacture.
It SHALL NOT be possible to delete or disable the ECASD after eUICC
EUICC12
manufacture.
The ISD-R SHALL be responsible for the creation of new ISD-Ps and the
EUICC13 .
lifecycle management of all ISD-Ps.
EUICC14 The ISD-R SHALL be installed and personalised by the EUM during eUICC
manufacturing as described in GlobalPlatform Card Specification [9].
EUICC15 The eUICC SHALL support an eUICC Memory Reset.
If the eUICC supports Test Profiles, the eUICC SHALL support eUICC Test
EUICC16
Memory Reset.
EUICCL7 The eUICC SHALL support the eUICC Profile Package Interoperable Format
Specification as defined by Trusted Connectivity Alliance [5].
An ISD-R SHALL:
EUICC18 e NOT be deleted or disabled;
e NOT be able to perform any operations inside an ISD-P.
EUICC19 An eUICC MAY provide LPA functions.
EUICC20 An ISD-P SHALL be created by the ISD-R at the request of the SM-DP+.
Communication between the eUICC and the SM-DP+ SHALL be protected
EUICC21 . L . . L
in authenticity, integrity and confidentiality.
EUICC22 The eUICC SHALL NOT export Profiles installed on the eUICC.
The eUICC SHALL enforce an isolation of Profiles and prevent Profiles from
EUICC23 operating outside of their execution environment i.e. Profile SHALL run in a
sandbox.
The integrity of the Bound Profile Package SHALL be ensured during its
EUICC24 . :
installation on the eUICC.
EUICC25 [Void]
Profile keys and algorithm parameters SHALL NOT be extractable from the
EUICC26
eUICC.
All cryptographic functions SHALL be implemented in a robust tamper-
EUICC27 ) . .
resistant way and be resistant to side-channel attacks.
EUICC28 [Void]
EUICC29 A downloaded Profile Package SHALL be installed on the eUICC in a
disabled state.
EUICC30 The eUICC SHALL always report its eSVN in the first communication during
the commencement of each session with the SM-DP+ or SM-DS.
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Req no. Description
The EUM SHALL install an eUICC Certificate in the eUICC to authenticate
EUICC31
the eUICC.
The EUM SHALL install an EUM Certificate in the eUICC to verify the
EUICC32 .
eUICC Certificate.
EUICCS3 The eUICC SHALL have a means to authenticate itself to the SM-DS.
EUICC34 [Void]
Upon Profile deletion, the eUICC SHALL ensure a complete deletion of all
EUICC35 :
data related to the Profile.
EUICC36 The eUICC SHALL only accept Profile Management operations sent from
the LPA (in either the eUICC, or the Device), and from Managing SM-DP+s.
The eUICC SHALL reject any Profile Management operations that are in
EUICC37 S ) . . )
conflict with the Profile Policy Rules of the respective Profile.
If any Bound Profile Package download or installation does not complete
EUICC38 successfully, the eUICC SHALL maintain the state it was in before it
received the request.
EUICC39 [Void]
EUICC40 The eUICC SHALL be able to store one or more default SM-DP+
address(es).
EUICC41 The eUICC SHALL be able to store one or more Root SM-DS addresses.
EUICCA1a A removable eUICC SHALL have at least one Root SM-DS address
configured.
EUICCA2 The eUICC SHALL be able to send a delete Notification to the LPA to notify
the Notification Receivers that the Profile has been deleted.
In EUICCA42, if connectivity is not available to send the Notification of
EUICCA43 deletion to the Notification Receivers, each Notification SHALL be retained
and sent as soon as connectivity becomes available again.
The delete Notification process SHALL also be executed for each deleted
EUICC44 L
Profile in case of eUICC Memory reset.
The eUICC SHOULD support Java Card. If supported, the specifics of these
EUICCA45 functions and features SHALL be explicitly referenced within the technical
specification (SGP.22 [24]).
The eUICC SHALL support USIM Toolkit functions and GlobalPlatform
EUICC46 features. The specifics of these functions and features SHALL be explicitly
referenced within the technical specification (SGP.22 [24]).
An eUICC SHALL support at least two elliptic curves preloaded by the EUM
EUICC47 . .
during eUICC manufacturing.
Each Notification SHALL be uniquely identifiable and SHALL be signed by
EUICC48
the eUICC.
Each Notification SHALL be protected against re-play attacks and signed by
EUICC49
the eUICC.
EUICC50 [Void]
EUICC51 [Void]
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Req no. Description
The Profile SHALL be able to contain a list of zero or more Notification
EUICC52 . .
Receivers for each type of Notification.
EUICC53 [Void]
EUICC54 The EID SHALL NOT be modifiable. The EID SHALL NOT be affected by
any of the procedures, including the change of eUICC Private keys.
EUICCS5 An Integrated eUICC SHALL be certified according to SGP.08 [56] or
SGP.18 [57] as described in SGP.24 [27].
EUICC56 The Integrated eUICC SHALL be based on an Integrated TRE.
EUICCS7 An Integrated eUICC SHALL be able to execute the test cases defined in
SGP.23 [47].
The Integrated eUICC SHALL allow the SM-DP+ to identify the type of the
Integrated TRE including its component configuration (e.g. use of internal or
EUICC57a : . .
Remote Memory, use of other optional components), its manufacturer, in
addition to the RSP OS provider.
The Integrated TRE SHOULD have priority access to Remote Memory in
EUICC57b ;
cases of shared resource contention.
The Integrated eUICC Test Interface SHALL be compatible with commonly
EUICC57c . .
used interfaces for smartcard testing.
EUICCSS For the purpose of integration and/or end-to-end testing, a Field-Test
eUICC MAY contain certificates that chain up to the GSMA CI.
The eUICC MAY provide a means by which the Profile Owner of an
EUICC59 Enabled Profile can request the LPA to check for Events (Root SM-DS(s))
or pending RSP operations (Default SM-DP+(s)).
The eUICC MAY provide a means by which the Profile Owner of an
EUICC60 Enabled Profile can request the LPA to check for Events or pending RSP
operations on the Polling Address configured in the Enabled Profile.
EUICC61 The eUICC SHALL support the ‘set/edit nickname’ function.
The eUICC SHALL support at least one eSIM CA for:
EUICCE?2 e Profile binding o
o mutual authentication between eUICC and SM-DP+
e mutual authentication between eUICC and SM-DS.
An eUICC MAY support SM2, SM3 and SM4 cryptographic algorithms,
defined in [35], [36] and [37] for mutual authentication and data encryption
EUICC63 between the SM-XX and eUICCs.
Note: TLS is used between the LPA and the SM-XX and is not considered
in this requirement.
EUICCE4 A non-removable eUICC MAY support Multiple Enabled Profiles (MEP).
NOTE: Support of Multiple Enabled Profiles on a removable eUICC is FFS.
The eUICC MAY provide a means by which the LPA is able to determine
EUICC65 . . . )
the current estimated size of an installed Profile.
EUICC66 An eUICC SHOULD support Interoperable Applications.
An eUICC implementing EUICC66 SHALL support an application runtime
EUICC67 environment facilitating interoperability, e.g. Java Card. The application
runtime environment(s) SHALL be explicitly indicated to the SM-DP+,
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The Enabled/Disabled state of a Profile SHALL remain unchanged when

the eUICC undergoes the following operations outside of an ‘Enable Profile’

or ‘Disable Profile’ procedure:

EUICC68 e Powering down or powering up the eUICC

e Removing the eUICC from the Device

e Inserting the eUICC in the Device (whether the same Device or a
different Device)

Table 9: eUICC Requirements

4.4 Eligibility Check

Eligibility Check enables an SM-DP+ to validate the eligibility of an eUICC and the Device for
the installation of a Profile using information sent by the eUICC. The set of information sent
by the eUICC to the SM-DP+ for Eligibility Checking purposes is referenced herein as the
Eligibility Check Information. Some Eligibility Check parameters MAY be required due to
Device capabilities which must be supported by the Profile/eUICC and delivered as part of
the Eligibility Check Information set.

Note: Device capability refers to a Device feature or service-enabling function provided by
the Device that MAY have a direct effect on the content of the Profile or the procedure used
to download the Profile, and consequently requires support from the eUICC.

4.4.1 Eligibility Check Requirements

Req no. Description ‘
The eUICC SHALL indicate the specification versions it is supporting.
ELG1 This parameter SHALL be transmitted to the SM-DP+ during the
Eligibility Check.
ELG2 The eUICC SHALL include the available memory in the Eligibility Check
Information.
The eUICC SHALL declare in the Eligibility Check Information if it is
ELG3 " i
unable to accept an additional Profile.
The eUICC SHALL provide a valid current Certificate to the SM-DP+
ELG4 .
signed by the EUM.
ELGS The eUICC SHALL provide an identification of the EUM.
ELG6 The eUICC SHALL provide the current OS version in the Eligibility Check
Information.
The eUICC SHALL provide in the Eligibility Check Information, Device
ELG7 enabler information relating to services that may require Profile support
(e.g. NFC enablers).
ELGS Eligibility Check Information SHALL be integrity and authenticity
protected by the eUICC before it is sent to the SM-DP+.
ELGOY The eUICC SHALL indicate the application runtime environment version
and libraries versions supported in Eligibility Check Information.
ELG10 The eUICC SHALL indicate cryptographic algorithms and their respective
key lengths supported in the Eligibility Check Information.
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ELG11 The eUICC SHALL declare in the Eligibility Check Information the list of
supported Cls.
ELG12 [Void]
ELG13 The eUICC SHALL declare in the Eligibility Check Information if it is a
NFC eUICC.
ELG14 [Void]
An eUICC SHALL provide information indicating if it is a Discrete eUICC
ELG15
or an Integrated eUICC.
ELG16 An eUICC SHALL indicate in the Eligibility Check Information if it is a
Field-Test eUICC.
The eUICC SHALL declare which LPA Mode is being used during the
ELG17 . .
secure session with the SM-DP+.
ELG18 The eUICC SHALL declare in the Eligibility Check Information if it
supports eUICC OS Update.
The eUICC SHALL declare permitted Profile Policy Rules in the Eligibility
ELG19 .
Check Information.
ELG20 The Eligibility Check Information MAY include the Device’s IMEI.
ELG21 Eligibility Check Information SHALL include the Device Type allocation
code.
ELG22 Eligibility Check Information SHALL include the Device radio access
technologies, including release.
The eUICC SHALL declare the eUICC Form Factor Type in the Eligibility
ELG23 .
Check Information.
ELG24 Eligibility Check Information SHALL include the Device letter class(es)
according to 3GPP TS 31.111 [33] and ETSI TS 102 223 [34].
When the Device is Enterprise Capable, this SHALL be indicated in the
ELG25 N .
Eligibility Check Information
ELG26 There SHALL be a means to retrieve the certifications (functional and

security) of the eUICC.

Table 10: Eligibility Check Requirements

Note: It is assumed that the EID is normally shared to the SM-DP+ by other means and
could be used for the Eligibility Check procedure.

4.5 Device Requirements

Req no.

DEV1

Description

The Device SHALL conform to the terminal requirements within ETSI TS
102 221 [2] with the exceptions as defined in this specification.

DEV2

When technically feasible, the EID SHALL be accessible by the End
User in a defined human readable format via the Device (e.g. On a
Primary Device, printed on the Device itself, displayed on the screen
etc.), otherwise, the EID SHALL be accessible by the End User via
alternate forms out of scope of this specification (e.g. printed in the

Device’s packaging, accessible via a support web site etc.).
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DEV3

Description

If an eUICC is within the Device packaging, then the EID SHOULD be
printed in machine readable form on the Device packaging. If the EID is
not printed in machine readable form, a mechanism SHOULD be
provided to retrieve the EID from the other information on the packaging
(e.g. a database of correspondence between EIDs and IMEIS)

DEV4

Bearer connection of the Companion Device to the SM-DP+ SHALL only
be determined by the bearer availability.

Note: The Companion Device MAY use any connectivity method
available to connect to the SM-DP+.

DEV5

[Void]

DEV6

The implementation of the Remote SIM Provisioning specification in the
Device SHALL NOT impact the potential use of the SIM Lock
mechanism defined in 3GPP TS 22.022 [16].

DEV7

[Void]

DEVS8

[Void]

DEV9

A Device that supports an embedded UICC without an LPA in the
eUICC, SHALL provide LPA functions.

DEV10

A Device that supports only an embedded UICC with an LPA in the
eUICC, MAY provide LPA functions.

DEV11

If the Device supports Device Test Modes, the Device SHALL support
eUICC Test Memory Reset. eUICC Test Memory Reset can only be
requested by the End User when the Device is in Device Test Mode.

DEV12

Where technically feasible, the Device SHALL implement a mechanism
allowing the End User to protect the access to the Device and its Profile
Management Operations with personal data. Implementation is OEM
specific.

Note: This can be achieved by the implementation of a Device PIN lock,
fingerprint, password, facial recognition (etc.)

DEV13

The End User SHOULD be able to enable/disable the mechanism
described in DEV12. Implementation is OEM specific.

Note: The mechanism described in DEV12 should be enabled by
default.

DEV14

[Void]

DEV15

[Void]

DEV16

There SHALL be a means on the Device for the End User to access the
ICCID of the enabled Operational Profile(s).

DEV17

The EID and/or the Device Information Code SHOULD be accessible by
the End User in a defined machine readable format (e.g. OCR, QR
Code, etc.) via the Device (e.g. On a Primary Device, printed on the
Device itself, displayed on the screen etc.).

DEV18

IMEIs SHALL be assigned by the Device Manufacturer to and used by
the Device in compliance with TS.06 [39].

DEV19

There SHALL be a means for the Device supporting LDS to present the
associated Root SM-DS address(es). The presentation is
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implementation specific (e.g., it could be displayed on the screen, or
printed on the Device itself or packaging of the Device).

If both the Device and its eUICC supports MEP, then each Enabled

DEV20 Profile SHALL be associated with a different IMEL.

DEV21 If the eUICC supports EUICC64, it SHALL be possible to enable more
than one profile on the same eUICC for a MEP-capable Device.

DEV22 There MAY be a means to store one or more default SM-DP+

address(es) in the Device.

Table 11: Device Requirements

45.1 Device Capability Requirements

Description

There SHALL be a mechanism that is able to provide the Device capabilities
to the SM-DP+.

DEVCAP1

Table 12: Device Capability Requirements

4.5.2 Devices with Integrated eUICC

Req no. Description ‘
Access to any Remote Memory used by the TRE to store software and data
DIE1 SHALL be protected against attacks on availability (e.g. Denial of Service,
memory corruption, tampering) by other Device components.

All Integrated TRE software and data stored in Remote Memory outside the
DIE2 SoC SHALL be protected against access by non Integrated TRE
components.

Table 13: Device with Integrated eUICC Requirements

45.3 Device Information Code Requirements

Req no. Description ‘
The Device Information Code SHALL include a field listing the available
DEV-IC1
EID(s).
DEV-IC2 The Device Information Code SHALL be able to include a field listing the

available TAC(s) or IMEI(s).

The Device Information Code SHALL be able to include a field for the SM-
DEV-IC3 DS FQDN(s) where SM-DS Events can be registered by the SM-DP+ on
behalf of the Mobile Service Provider.

The Device Information Code SHALL be able to include additional

DEV-IC4 proprietary information e.g. Device brand,

In case of multiple EIDs, the Device Information Code SHALL be able to

DEV-ICS indicate which EID has to be used for SM-DS Event Registration.
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4.6 Device Initialisation

4.6.1 Device Reset Requirements

Req no. Description

It SHALL be possible for the End User to perform a Device reset without

FACL affecting the status of the eUICC.

The Device SHALL by means of a secured procedure, trigger/request the

FAC2 eUICC Memory Reset.

The Device SHALL by means of a secured procedure, trigger/request the

FAC3 eUICC Test Memory Reset.

Table 14: Device Reset Requirements

4.6.2 eUICC Memory Reset Requirements

Req no. Description
MEM1 [Void]
eUICC Memory Reset SHALL delete all Operational Profiles on the

MEM2 . . . .
eUICC regardless of their Profile Policy Rules and of their state.
MEMS3 Strong Confirmation SHALL be verified in order to initiate eUICC Memory
Reset.
In addition to MEM3, other secure means MAY be provided to perform
MEM4 the eUICC Memory Reset function. The same level of security as is

offered by the LUI based reset function SHALL apply. User Intent and
Confirmation Request SHALL apply.

Table 15: eUICC Memory Reset Requirements

4.6.3 eUICC Test Memory Reset Requirements

Req no. ‘ Description ‘

eUICC Test Memory Reset SHALL delete all post-issuance installed Test
MEMT1 . .

Profiles on the eUICC regardless of their state.

Simple Confirmation SHALL be verified in order to enable eUICC Test
MEMT2

Memory Reset.

If Test Profiles are not supported, then eUICC Test Memory Reset is not
MEMTS3 required

Table 16: eUICC Test Memory Reset Requirements
4.7 Profile Requirements

4.7.1 Test Profile Requirements

Description

Itis OPTIONAL for the eUICC to support the requirements of Test
TPRO1 Profiles described in this section. If Test Profiles are not supported, it
SHALL NOT be possible to download Test Profiles into the eUICC.
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Test Profiles SHALL NOT be able to authenticate to an Operator’s
mobile network using Operator Credentials. The eUICC SHALL ensure

TPRO2 that such Profiles cannot be used to connect to any Operator’s mobile
network even if authentication information is contained in the Test
Profile.
TPRO3 A Test Profile SHALL be installed in its own individual ISD-P.
TPRO4 Test Profiles MAY be pre-installed on the eUICC.
Test Profiles SHALL only be visible and usable when the Device is in
TPROS .
Device Test Mode.
It SHALL be possible to download, install, enable, disable or delete Test
TPRO6 Profiles in the eUICC only in Device Test Mode with the exception of
the eUICC Memory Reset operation.
Test Profiles, as with any other Profile, SHALL be managed through a
TPRO7 "
certified SM-DP+.
TPROS The enabling of a Test Profile SHALL override the ‘Disabling of this
Profile is not allowed’ (POL RULE1) Profile Policy Rule.
When the Device Test Mode is deactivated, the LPA SHALL disable
TPRO9 .
any enabled Test Profile.
When the Test Profile is disabled, the eUICC SHALL enable the
TPRO10 : , . .
Operational Profile that was previously enabled, if any.
TPRO11 The Device Test Mode activation SHALL be obfuscated from the End
User.
When exiting Device Test Mode, an End User notice SHALL be
TPRO12 presented to prompt the tester to perform an eUICC Test Memory

Reset.

Note: The Device MAY implement a mechanism for connecting an external SIM card for the

Table 17: Test Profiles Requirements

purpose of testing in the context of Device repair, without affecting the state of the eUICC.

472 [Void]

4.8 Profile Metadata Requirements

Req no. Description
META1 All Profiles SHALL have associated Profile Metadata.
META2 Unless specified otherwise in the below requirements, the Profile Metadata
SHALL be stored in the eUICC.
The Profile Metadata SHALL be accessible irrespective of the state of the
META3 i
Profile.
The Profile Metadata SHALL include a field for the Mobile Service Provider
name.
META4 . . . . :
Note: EFSPN is already used in a different context outside of this
specification and could be blank.
METAS5 The Profile Metadata SHALL include a field for the ICCID of the Profile.
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METAG The_ProfiIe Metadata SHALL include a field for the End User nickname of the
Profile.
META7 The Profile Metadata SHALL include a field for containing a short description
of the Profile defined by the Operator or Mobile Service Provider.
METAS8 [Void]
METAQ The Profile Mgtgdata SHALF always be available to the LPA. The display to
the End User is implementation-specific.
The Profile Metadata SHALL include an OPTIONAL field to allow the display
META10 of an icon defined by the Operator or Mobile Service Provider for the
respective Profile.
META11 The Profile Metadata SHALF be able to include a copy of the Profile Policy
Rules associated to the Profile.
The Profile Metadata SHALL be able to include a message that is to be
METAlla displayed to the End User when the Profile contains a Profile Policy Rule. It
SHALL NOT be stored after Profile download.
META12 All Prof_iles SHALI__ pe _uniquely identifi_ed in the Profile Metadata as
Operational, Provisioning or Test Profile.
An Operator, potentially on behalf of a Mobile Service Provider SHALL be
able to access and update the following Profile Metadata of its Profile using
the ES6 interface if the Profile is Enabled:
e Mobile Service Provider name
e Short description of the Profile
¢ Icon of the Profile
e HR icon reference
¢ List of Managing SM-DP+ and their respective authorisations to update
individual Profile Metadata items
META13 ¢ Profile Owner OIDs that are allowed to implicitly disable this Profile by
RPM ‘Enable’
e Polling Address
¢ Profile Policy Rules (unset only)
e Enterprise ID (access only)
¢ Enterprise Name
e Enterprise Rules
e Device Change Configuration of the Profile
The content of the respective Profile SHALL reflect the updated Profile
Metadata.
The Profile Metadata SHALL include an OPTIONAL field (named HR icon
META14 reference) that enables access to high resolution icons. The icons MAY be
hosted by the SM-DP+ that handles the Profile.
The HR icon reference SHALL allow the LPA to retrieve one or several icons
METALS for a Profile in the format(s) best suited for presentation on the user
interface. Best fitting icons are intended to be shown during Profile
download, Profile selection etc.
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META16

Description

The HR icon solution SHALL provide an option to allow the HR icon(s) to be
provided during the Profile download procedure.

META17

The Profile Metadata SHALL include an OPTIONAL field for Device Change
Configuration of the Profile. This field SHALL include OPTIONAL sub-fields
for:
e The address of the SM-DP+ that processes Device Change request
e The Activation Code to be used by the new Device for Device Change
¢ An indication of whether the Profile has to be deleted before the
Activation Code is made available for the new Device, where the
Activation Code is either from the present sub-field or what was used to
trigger the original Profile Download procedure
Note: If an Activation Code is present in the sub-field, then it supersedes the
Activation Code that was used to trigger the original Profile Download
procedure.

META18

The Profile Metadata SHALL be able to include an optional field for the
estimated installed size of the Profile.

META19

The Profile Metadata SHALL be able to include a list of Managing SM-
DP+(s).

META20

The Profile Metadata SHALL include an optional field to allow for the
inclusion of the Enterprise ID.

META21

The Profile Metadata SHALL include an optional field to allow for the
inclusion of the Enterprise Name.

META22

The Profile Metadata SHALL be able to include additional proprietary
information. The additional proprietary information SHALL include a field for
uniquely identifying the issuer of the additional proprietary information.

META23

With regard to META22, the eUICC SHALL ignore fields it does not support.

META24

With regard to META22, the LPA SHALL ignore fields it does not support.

META25

The information defined in META22 SHALL NOT impact the functionalities
and Profile Management Operations defined in this specification that are not
Vendor specific.

META26

The information defined in META22 SHALL NOT impact the interoperability
of the solution defined in this specification (incl. Devices, Profiles and SM-
DP+).

META27

With regard to META22, the eUICC SHALL store the additional proprietary
information in its memory if indicated by the Profile Owner

Table 18: Profile Metadata Requirements

4.9 NFC Requirements
An NFC Device and an NFC eUICC SHALL be compliant with the following list of

requirements:

Req no. Description
NFC1 An NFC Device SHALL be compliant with GSMA TS 26 [17] .
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In combination with an enabled Operational NFC Profile, the NFC eUICC
NFC2 SHALL support all requirements as specified in the SGP.03 GSMA NFC
UICC Requirements Specification [20].
NFC3 [Void]
NFC4 [Void]
NFC5 [Void]
NFC6 [Void]
If the NFC eUICC is compliant with M4M, the eUICC SHALL reset all the
NFC7 M4M virtual cards associated to that Profile when a Profile containing
M4M applications is disabled.
NFC8 [Void]
NFC9 [Void]

Table 19: NFC Requirements
4.10 Subscription Manager Data Preparation + (SM-DP+)

4.10.1 SM-DP+ Overview

The SM-DP+ is responsible for the creation, generation, management and the protection of
resulting Profiles upon the input/request of the Operator on behalf of served Mobile Service
Providers. It is also responsible for the delivery of a Profile within a Bound Profile Package,
making the Bound Profile Package available for the secure delivery. In addition, the SM-DP+
is responsible for requesting the creation of the ISD-P in the eUICC into which the Profile will
be installed. The SM-DP+ will also be the off-card entity that will be responsible for the
lifecycle management of the ISD-P that was created at its request. This is performed via the
distinct functions listed below.

K SM-DP+ \
G D
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Profile Profile Profile
Package Package Package
Generation Protection Binding
\. VAN VAN J
( NN/ )
Ppr‘l’(ﬁ'e P:rc“’(:'ee SM-DS Event
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Figure 6: SM-DP+ Functions
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Function name

Profile Package
Generation

‘ Description ‘

Creates Profile Packages (i.e. Personalised Profiles, including (IMSI, Ki,
ICCID,...)) from Profile Descriptions agreed with Operators. This can be an
off-line batch or real time process.

Profile Package
Protection

Secures each Profile Package according to the security process creating
the Protected Profile Package.

Profile Package
Binding

Binds the Protected Profile Package to a target eUICC using the security
process thus creating the Bound Profile Package.

Profile Package
Storage

Temporarily stores Protected Profile Packages or Bound Profile Packages
for subsequent delivery to the eUICC.

Profile Package
Delivery

Securely transmits and installs the Bound Profile Package to the eUICC
through the LPA.

SM-DS Event
Registration

Notifies the SM-DS of a pending operation for a specific eUICC.

Remote Profile
Management

Profile Management operations (Enabling, Disabling, deleting, list Profile
information, query, update Metadata) within the eUICC managed by the
Managing SM-DP+. RPM command authorisation is enforced by the
eUICC.

Table 20: SM-DP+ Function Descriptions

4.10.2 SM-DP+ Requirements

Req no. Description ‘
SMDP1 [Void]
The SM-DP+ SHALL be able to initiate the request for ISD-P creation as
SMDP2 i .
part of the Bound Profile Package delivery.
SMDP3 The SM-DP+ SHALL establish an end-to-end secure channel to the
eUICC to download and install Bound Profile Packages on the eUICC.
SMDP4 The SM-DP+ SHALL link a Protected Profile Package for binding to a
specific eUICC only at the request of the respective Operator.
SMDP5 The SM-DP+ SHALL create a Bound Profile Package from the linked
Protected Profile Package only at the request of the respective eUICC.
SMDP6 The SM-DP+ SHALL be able to create a Bound Profile Package for any
Certified eUICC.
SMDP7 Only the target eUICC SHALL be able to decrypt the content of a Bound
Profile Package delivered by the SM-DP+.
SMDPS Profile Packages SHALL only leave the SM-DP+ after completing all
production steps, Profile Package Protection, and binding.
SMDP9 Communication session between the SM-DP+ and the LPA SHALL be
terminated by the SM-DP+ after execution of intended Operation(s).
End-to-end communication between the SM-DP+ and the eUICC
SMDP10 involved in the Profile download and installation SHALL be protected in
terms of integrity, authenticity and confidentiality.
Profile Packages stored within the SM-DP+ SHALL always be protected
SMDP11 .
through encryption.
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On the SM-DP+, backups as well as used data within the Profile
SMDP12 creation and storage infrastructure SHALL be discarded using secure

deletion procedures (logically and physically).

SM-DP+/eUICC communication SHALL incorporate Perfect Forward

MDP1
S 3 Secrecy (PFS).
SMDP14 The transport used for the Bound Profile Package SHALL implement
anti-replay mechanisms between the SM-DP+ and the eUICC.
SMDP14a The SM-DP+ SHALL check the information referenced by the digital

identification in ELG26.

Connectivity to the SM-DP+ SHALL be aborted and an explicit error
message SHALL be triggered by the SM-DP+ upon failure to verify
SMDP15 authenticity or failure to verify the information referenced by the digital
identification in ELG26 of the connecting party. (No message SHALL be
sent to the connecting party)

After a configurable number of failed attempts to download a Bound
Profile Package to the LPA, the transport encryption procedure SHALL
be renewed.

SMDP16 If subsequent attempts to download the Bound Profile Package fail more
than a configurable number of times, the provisioning transaction
SHALL be terminated and the Mobile Service Provider and the
supporting Operator SHALL be notified.

The SM-DP+ SHALL use a secure version of Internet protocols
whenever available (e.g. DNSSEC, DNSCurve, etc.).

The SM-DP+ SHALL prepare Profile Packages following the eUICC
SMDP18 Profile Package Interoperable Format Specification as defined by
Trusted Connectivity Alliance [5].

The SM-DP+ SHALL be able to create Bound Profile Packages on
demand.

SMDP20 It SHALL be possible for the SM-DP+ to create Profile Packages in bulk.

SMDP17

SMDP19

The SM-DP+ SHALL send a confirmation of the successfully completed
SMDP21 download and installation of a Profile to the Mobile Service Provider and
the supporting Operator.

There SHALL be a mechanism to remove any relationship between any
SM-DP+ and the ISD-P following the successful installation of the
Profile. Such a mechanism SHALL either be ordered by the Operator or

SMDP22 be performed by the Operator itself. If such deletion mechanism is used,
there will be no off-card entity responsible for managing the ISD-P of the
installed Profile.

SMDP23 The SM-DP+ SHALL be globally uniquely identified by its SMDPid.

SMDP24 The SM-DP+ Certificate SHALL include the SMDPid.

The SM-DP+ SHALL be able to send a Notification to the Operator

SMDP25 informing them that a specific Bound Profile Package download is

starting. Such notifications MAY be forwarded by the Operator to the
Mobile Service Provider.
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SMDP26

Description

The SM-DP+ SHALL be able to send an Eligibility Check Information
report and other relevant information (e.g. Activation Code, ICCID, etc.)
to the Mobile Service Provider and the supporting Operator ahead
of/prior to the eUICC Bound Profile Package download.

SMDP26a

Before a Profile download, the SM-DP+ SHALL be able to check
whether the eUICC has enough memory to install the Profile.

SMDP27

The SM-DP+ SHALL be able to perform Event Registrations to the SM-
DS that is requested by the Operator.

SMDP27a

It SHALL be possible for the SM-DP+ to indicate to the Operator lists of
Root SM-DSs and Alternative SM-DSs to which the SM-DP+ can
perform the (possibly cascaded) Event Registration associated with an
RSP operation.

Note: This could be part of the static configuration between the SM-DP+
and the Operator.

SMDP27b

It SHALL be possible for the Operator to indicate to the SM-DP+, the
Root SM-DS to which the SM-DP+ performs the (possibly cascaded)
Event Registration associated with an RSP operation.

SMDP27c

It SHALL be possible for the Operator to indicate to the SM-DP+ that an
Event Registration be cascaded and indicate the Alternative SM-DS to
be used.

SMDP28

The SM-DP+ SHALL be able to request an Alternative SM-DS not to
cascade an Event Registration to a specific Root SM-DS.

SMDP29

The SM-DP+ SHALL be able to send a Profile delete Notification to the
Mobile Service Provider and the supporting Operator owning a Profile
when a related delete Notification is received from the eUICC.

SMDP30

The SM-DP+ SHALL support the following states for a Profile Package,
triggered by the Profile Owner:

¢ A Profile Package is not released for Profile Package download.
o A Profile Package is released for Profile Package download.

SMDP31

The SM-DP+ SHALL be able to select the elliptic curve parameter in the
Profile download procedure.

SMDP32 (FFS)

[Void]

SMDP33 (FFS)

[Void]

SMDP34 (FFS)

[Void]

SMDP35 (FFS)

[Void]

A SM-DP+ SHALL support all sets of elliptic curve parameters for the

SMDP36 CAs that it uses.

SMDP37 If a Profile Package is not yet released for download then the LPA
SHALL be informed by means of a specific error code.

SMDP38 An SM-DP+ SHALL be able to distinguish a Field-Test eUICC from a
Certified eUICC through eUICC Eligibility Check Information.

SMDP39 The SM-DP+ SHALL be able to be instructed by the Profile Owner to
reject an RSP operation to Field-Test eUICCs.
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Req no. Description ‘
Note: The mechanism is out of the scope of this document and it is left
to implementation.

The SM-DP+ SHALL NOT perform an RSP operation to a Field-Test
eUICC if it has been instructed so by the Profile Owner as per SMDP49.

The Managing SM-DP+ SHALL be able to send a Notification to the
SMDP41 Profile Owner informing them that a requested RPM command is about
to be executed.

SMDP40

Only a Managing SM-DP+ SHALL be allowed to perform RPM on a
Profile.

If RPM is supported by the Managing SM-DP+, the LPA and the eUICC:
the Managing SM-DP+ SHALL establish a secure channel to the eUICC
SMDP43 to perform Remote Profile Management (RPM) providing authentication,
authorisation, and integrity checking. Ciphering SHALL be provided
between the SM-DP+ and the LPA.

The SM-DP+ SHALL be able to send a Profile enabled Notification to
SMDP44 the Mobile Service Provider and the supporting Operator owning a
Profile when a related enabled Notification is received from the eUICC.

The SM-DP+ SHALL be able to send a Profile disabled Notification to
SMDP45 the Mobile Service Provider and the supporting Operator owning a
Profile when a related disabled Notification is received from the eUICC.

SMDP42

The SM-DP+ SHALL provide means for the Operator to query about the
SMDP46 current status of a Profile Package. The search criteria and level of
details of the returned information are implementation-dependent.

In the Event Registration, the SM-DP+ SHALL indicate to the SM-DS
the RSP operation type (i.e., Profile download or RPM).

In the Event Registration, the SM-DP+ SHALL be able to provide to the
SM-DS information that can be used by the LPA to identify the target
SMDP48 Profile(s) upon Event Retrieval.

Note: See BAS7 and the text at the beginning of Basic Principles 2.1 for
privacy requirements to be covered.

The information in SMDP48 SHALL NOT disclose to the SM-DS any
private or confidential data of the target Profile.

In the Event Registration, the SM-DP+ SHALL be able to provide the
SMDP50 Mobile Service Provider Name to the SM-DS to be forwarded to the LPA
upon Event Retrieval.

The SM-DP+ SHOULD ensure that repeated Profile or RPM download
SMDP51 attempts due to expired/outdated Event Records are prevented (as per
SMDP52 and SMDP53).

The SM-DP+ SHALL request the deletion of the associated Event

SMDP47

SMDP49

SMDP52 Record (if any) of a successful Profile or RPM download.
The SM-DP+ SHOULD request the deletion of the associated Event
SMDP53 Record (if known) of an expired/outdated Profile or RPM download

attempt.

Table 21: SM-DP+ Requirements
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4.10.3 Default SM-DP+ Address on the eUICC Requirements

Req no. Description

DF1 [Void]

DE? The default SM-DP+ address(es) in the eUICC or Device SHALL be
accessible by the LPA to establish a connection to an SM-DP+.

DF3 The default SM-DP+ address(es) in the eUICC or Device MAY be left
blank.

DF4 [Void]

DF5 [Void]

Table 22: Default SM-DP+ Address on the eUICC Requirements

4.11 Local Profile Assistant (LPA)

Primary Device

v

End User

Companion
Device

Figure 7: End User Interaction and Interfaces between a Primary and Companion
Device, where the Companion Device MAY have a Ul

4111 LPA Overview

This role exists both within the Device in conjunction with LPA Services provided by the

eUICC, and within the eUICC with the LPA function provided by the eUICC. It provides four
distinct functions, the Local Discovery Service (LDS), the Local Profile Download (LPD), the
Local User Interface (LUI), and the LPA PRoxy (LPR) as described below. Whilst the eUICC

SGP.21V3.1 Page 44 of 138



GSM Association

Official Document SGP.21 -

Non-confidential
RSP Architecture

alone cannot provide any of these functions without Device interaction, the specific level of
interaction will depend upon the capability within the Device. The way this variability is
implemented across different Devices and Device types is for further study.

4 LPA
Local {,— ------- -\1
oca
. Local Profile Local User |1 I
Dlsc:m_rery Download Interface I LPA PRoxy I
Service I i
\. i -
Figure 8: LPA Functions
Function name Description

Local Discovery
Service

(LDS)

Where required, the LDS is responsible for retrieving pending Event
Records from the SM-DS.

Local Profile
Download

(LPD)

This plays a proxy role for the efficient download of a Bound Profile
Package in two stages: (i) the download of a Bound Profile Package
from the SM-DP+ to the LPD in a single transaction, and (ii) the onward
transfer of the Bound Profile Package into the eUICC in segments.

This function will depend on network, Device, and eUICC capabilities.

Local User Interface
(Lun

This function allows the End User to perform Local Profile Management
on the Device. User Intent SHALL be enforced.

LPA PRoxy (LPR)

This plays a proxy role for the efficient management of Profile contents
from a Profile Content Management Platform, or a Delegated Profile
Content Management Platform.

Table 23: LPA Function Descriptions

4.11.2 Operational LPA Modes
When there is an LPA in the Device and in the eUICC, then the LPA to be used is specified

by the Device settings:

e LPA in the Device
e LPAinthe eUICC
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411.21 LPAin the eUICC
LPA functions are provided by the eUICC.
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Figure 9: LPA in the eUICC

411.2.2 LPA in the Device
LPA functions are provided by the Device.
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Figure 10: LPA in the Device

4.11.3 LPA Requirements

Req no. Description ‘

LPA1L [Void]

LPA2 [Void]

LPA3 Security between the LUI and the associated display or input applications on
the Device SHALL be provided according to current industry best practices.

LPA4 Access to the LUI SHALL be protected according to current industry best
practices.

LPAS All Local Profile Management Operations SHALL require User Intent except
where otherwise noted in this specification.

LPAG [Void]

LPA7 [Void]

LPAS The LPA SHALL protect Profile Metadata from unauthorised access.

LPAQ The Local Profile Management Operation, ‘enable’ SHALL be supported. This
operation SHALL allow the End User to select the Profile to be enabled.

LPA10 The Local Profile Management Operation, ‘disable’ SHALL be supported.
The Local Profile Management Operation, ‘delete’ SHALL be supported. This

LPA11 operation SHALL allow the End User to delete a Disabled Profile from the
eUICC. The End User SHALL acknowledge the message of consequences for
the deletion of the Profile. Strong Confirmation SHALL be enforced.
The Local Profile Management Operation ‘query’ SHALL be supported. This

LPAL2 operation SHALL allow the End User to view the list of installed Operational
Profiles on the eUICC and relevant associated information through the Profile
Metadata.
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Req no.

LPA13

Description

The Local Profile Management Operation, ‘edit default SM-DP+ address’
SHOULD be supported. When supported, this operation SHALL allow the End
User to edit a default SM-DP+ address. Simple confirmation SHALL be
enforced. If the LPA does not support 'edit default SM-DP+ address', alternative
vendor-specific methods to edit a default SM-DP+ address SHALL be provided
to the End User.

LPA14

The Local Profile Management Operation ‘eUICC Memory Reset’ SHALL be
supported. This operation SHALL execute the eUICC Memory Reset as
described in Section 4.6.2. The End User SHALL acknowledge the message of
consequences of ‘eUICC Memory Reset’. Strong Confirmation SHALL be
enforced.

LPA15

The Local Profile Management Operation ‘eUICC Test Memory Reset’ SHALL
execute the eUICC Test Memory Reset as described in Section 4.6.3. Simple
Confirmation SHALL be enforced.

LPA16

The Local Profile Management Operation ‘set/edit nickname’ SHOULD be
supported. When supported, this operation SHALL allow the End User to add or
modify a nickname for the selected Profile. The operation SHALL NOT modify
the Mobile Service Provider name. If the LPA does not support ‘set/edit
nickname’, alternative vendor-specific methods to distinguish Profiles on the
LUI SHOULD be provided by the LPA.

LPAl6a

The Local Profile Management Operation ‘add Profile via Default SM-DP+’
SHALL be supported and available to the End User if a Default SM-DP+ is
populated. This operation SHALL allow the LPA to download and install a new
Profile to the eUICC using the Default SM-DP+ address(es) configured on the
eUICC or the Device.

Simple Confirmation SHALL be enforced.

Note: The presentation of Profile management operations to the End User on
the LUl is OEM specific. For example two Profile management operations could
be combined within one menu item.

LPA17

The Local Profile Management Operation ‘add Profile’ SHALL be supported.
This operation SHALL allow the LPA to download and install a new Profile to
the eUICC.

At least these mechanisms SHALL be supported by the LPA depending on the
type of Device where technically capable:

o Profile download from default SM-DP+
¢ Profile download via SM-DS service discovery
¢ Profile download with Activation Code

Simple Confirmation SHALL be enforced.

LPAl7a

An LPA with an LDS SHALL support the Local Profile Management Operation
‘add Profile via SM-DS’ and make it available to the End User.
Note: The presentation of Profile management operations to the End User on

the LUl is OEM specific. For example, two Profile management operations
could be combined within one menu item.

LPA17b

Operation in LPA17aLPA17 SHALL allow the LPA to download and install a new
Profile to the eUICC by contacting a Root SM-DS fetched by the LPA to retrieve
pending events.

Simple Confirmation SHALL be enforced.
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The Local Profile Management Operation ‘add Profile via Activation Code’
SHALL be supported and available to the End User. This operation SHALL
allow the LPA to download and install a new Profile to the eUICC with the use
L PALT of an Activation Code.
¢ Simple Confirmation SHALL be enforced.
Note: The presentation of Profile management operations to the End User on
the LUl is OEM specific. For example, two Profile management operations
could be combined within one menu item.
If RPM is supported by the LPA and the eUICC: the Local Profile Management
Operation 'update Profile’ SHOULD be supported and available to the End
User. This operation SHALL trigger Event retrieval(s) from the Polling Address
LPA17d (Managing SM-DP+/SM-DS address) stored in the selected Profile to retrieve
RPM operations for this specific Profile.
Note: The presentation of Profile management operations to the End User on
the LUl is OEM specific. For example, two Profile management operations
could be combined within one menu item.
LPA18 [Void]
LPA19 [Void]
LPA20 [Void]
LPA21 [Void]
LPA22 [Void]
LPA23 [Void]
LPA24 [Void]
LPA25 [Void]
LPA26 [Void]
When enforced, any Confirmation Request SHALL allow the End User to cancel
LPA27 . .
the Local Profile Management Operation.
It SHALL be possible to expose the LUI of a Companion Device allowing input
LPA28 . . .
from an End User interface on the Primary Device.
LPA29 [Void]
LPA30 [Void]
A point-to-point secure link initiated by the End User and offering confidentiality
LPA31 and integrity SHALL be established between the Companion and Primary
Device for any input executed from the Primary Device.
LPA32 [Void]
LPA33 The Device Manufacturer of the Companion Device SHALL implement a secure
measure to ensure integrity and eligibility of any application accessing the LUI.
LPA34 [Void]
The LPA SHALL be able to utilise any on-Device and existing connection to the
LPA35 internet, such as Wi-Fi or Wi-Fi direct, in order to reach out to the SM-DP+.
Over such connection, ES8+ and ES9+ interfaces can be established.
LPA36 The LPA SHALL be able to utilise any internet connection offered by another
Device, via other connectivity mechanisms such as cabled tethering, locally
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Req no.

Description
shared Wi-Fi connections or Bluetooth in order to reach out to the SM-DP+.
Over such connection, ES8+, and ES9+ interfaces can be established.

LPA37

The LPA SHALL be able to determine if connectivity to the SM-DP+ is available
by any means.

LPA38

The LPA SHALL be able to notify the End User that there is no connection to
the internet and or no connection to the SM-DP+ in order to allow the End User
to enable or troubleshoot required connectivity.

LPA39

[Void]

LPA40

There SHALL be at most one active LPA per eUICC.

LPA41

[Void]

LPA42

[Void]

LPA43

[Void]

LPA44

The LPA SHALL be able to read the Profile Policy Rules.

LPA45

[Void]

LPA46

Prior to downloading a new Profile, the LPA SHALL check the condition for
whether the Enabled Profile, if any, has enabled POL RULELX. If this is the case,
a dedicated message SHALL be displayed identifying the consequences to the
End User. Examples of information that may be displayed would be:
¢ Enabling of the new Profile will not be possible because the currently
Enabled Profile cannot be disabled.

e The Profile name of the Enabled Profile.

e For more information, the End User should contact the Profile Owner of
this Profile.
With displaying this message, the End User SHALL be able to decide on
whether to continue the download or to cancel the operation.
This dialogue MAY be combined with the regular User Intent for confirming a
Profile download.

LPA47

The communication between the End User interface of the Primary Device and
the LUI of the Companion Device SHALL be protected (confidentiality, integrity
and authentication).

LPA48

[Void]

LPA49

Confirmation Requests for consecutive Local Profile Management Operations
MAY be achieved in one step as long as the different actions of the separate
operations are clearly explained and offered to the End User. For instance,
upon installation of a new Profile, the LPA MAY propose ‘add Profile’ and
‘enable’ into one single step with a single confirmation only (e.g. “Do you want
to install Profile ‘ProfileName’ on your Device and enable it? Yes / No / Install
only”)

LPAS50

When consecutive operations are achieved in one single step (LPA49), the
highest level of confirmation SHALL be applied - i.e. in the case of two
operations having respectively Strong and Simple Confirmation Requests, the
single step SHALL use the Strong Confirmation Request.

LPA51

The Local Profile Management Operations ‘enable’ (LPA9), ‘disable’ (LPA10),
and ‘delete’ (LPA11) SHALL be able to trigger a Notification to the Notification
Receivers of the respective Profile being managed to indicate that this
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Req no. Description ‘
operation was actioned. These Notifications are sent on a best effort basis and
SHALL NOT impact otherwise the operation.

The LPA SHALL provide a Trusted Link from the End User to the eUICC

LPAS2 through the LUI.
LPA53 The End User SHOULD be able to configure the LPA such that the automatic
Event Record retrieval from the SM-DS is disabled.
The LPA SHALL be able to read any SM-DS and SM-DP+ addresses
LPA54 ' .
configured in the eUICC.
LPA55 [Void]
LPA Integrity SHALL be ensured using the best practice methods on the
LPA5S6
targeted platform. See Annex G.
The polling mechanism in the LPA SHALL have two types of triggers; those that
LPAS57 -
are event based, and those that are End User initiated.
Event based triggers for polling SHOULD include Device power-up when no
LPA58 Operational Profile is installed; in addition other triggers MAY be provided.
Event based triggers MAY be disabled by the End User.
LPAS59 [Void]
LPAG0O [Void]

Error/retry handling of the LPA polling mechanism SHOULD be implemented
LPAG1 e.g. advise the End User to retry or automatically retry as appropriate. The
corresponding confirmation needs to be enforced in the retry cases.

As part of the initial Device setup, if no Operational Profile is already installed,
means SHALL be provided to the End User to retrieve pending Profiles. This
includes means such as checking for pending Profiles from Default SM-DP(s)+
if configured, pending profiles registered to Root/Alternative SM-DS(s), and/or
LPAG2 using Activation Codes provided by the Mobile Service Provider.

Simple Confirmation is required.

Note: This is implementation dependent and retrieval does not need to happen
exactly during the initial Device setup if the End User, as an example, is
informed on how to retrieve these Profiles after the setup.

The End User SHALL always be able to manually request the retrieval of any
waiting Event Record via the LPA if there are no default SM-DP+ addresses.

LPAG3
Note: This may be achieved through the combination with existing operations —
e.g. pressing “add Profile” would contact the server to retrieve an Event.
The Mobile Service Provider name SHALL be given in the signalling information
L PAGA from the SM-DP+ to the LPA when initiating the download of a Profile and shown
to the End User before the Profile is downloaded.
Simple Confirmation SHALL be enforced.
LPAGBS [Void]
LPAG6 [Void]
If the SM-DP+ stops the Profile download procedure, the LPA SHALL notify the
LPA67
End User.
LPAGS [Void]
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LPAGY As part of the process of downloading a new Profile, the LPA SHOULD offer the
choice to the End User to enable or not enable the new Profile.
The LUI SHOULD provide a local configuration option that allows the End User
LPA70 .
to turn on/off RPM operations.
The LPA MAY provide a means by which the eUICC can request the LPA to
LPA71 check for Events or pending RSP operations as described by EUICC55 and
EUICC56.
LPAT2 An LPA with an LDS SHALL retrieve one or more Root SM-DS addresses,
either stored on the eUICC or stored within the Device.
LPAT3 It SHALL NOT be required for the LPA to maintain state for any transactions

from the SM-DS(s) except the cascade Event Retrieval(s).

Table 24: LPA Requirements

4.11.4 LDS Requirements

Req no.

LDS1

‘ Description

in the eUICC and the Alternative SM-DS address configured in the
installed Profiles.

The LDS SHALL be able to read out the root SM-DS address configured

LDS2

The LDS MAY support the Event Checking procedure. If the Event
Checking procedure is supported by the LDS, requirements LDS3 to
LDS6 SHALL apply.

LDS3

The Event Checking procedure SHALL provide a means for the LDS to
guery the SM-DS to determine the presence of any Event Records
registered for an eUICC, without requiring the eUICC and SM-DS to
perform the common mutual authentication procedure.

LDS4

During the Event Checking procedure, the LDS SHALL provide the SM-
DS an information for identifying the eUICC in order to check the
presence of Event Record(s) registered for that eUICC, without
compromising the privacy of the EID.

LDS5

There SHALL be a means for the LDS to determine whether the SM-DS
supports the Event Checking (e.g. by a pre-configuration by the OEM or
by a response from the SM-DS).

LDS6

If both the LDS and the SM-DS support Event Checking, the LDS
SHOULD perform the Event Checking procedure prior to the Event
Retrieval against that SM-DS.

LDS7

The LDS MAY support a Push Service. If a Push Service is supported by
the LDS, requirements LDS8 and LDS9 SHALL apply.

LDS8

There SHALL be a means for the LDS to request an SM-DS to be notified
about Events registered for the eUICC.

LDS9

With regard to LDS8, the request SHALL include the information for
identifying the corresponding eUICC and the information about the Push
Service to be used by the SM-DS for the notification.
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4.11.5 LPA API Requirements

This section describes requirements for an Application Programming Interface offered by the
LPA in the Device. API requirements for the LPA in the eUICC are FFS.

4.11.5.1 LPA API Access Control Requirements

Req no. Description ‘
LPAAPIACL A Device sypportmg a.n LP,A API SHALL provide a mechanism which
can authorise applications’ access to LPA API.
LPAAPIAC2 The Device MAY refer to GP SEAC [15] or GP_DAC [55] to
implement the LPA API access control mechanism.

Table 26: LPA API Access Control Requirements

4.11.6 APDU Access APl Requirements

This section describes requirements for an APDU access interface on the Device. This
interface MAY be provided by some other Device component external to the LPA (e.g. a
smart-card interface) provided that when it is used with an eUICC it satisfies the following
requirements.

Req no. ‘ Description ‘
A Device MAY support the APDU Access API requirements in this
APDUAPI1 section. NFC Devices SHALL support the APDU Access API

requirements in this section.

If the Device supports APDU Access API as per requirement
APDUAPI2 APDUAPI1, the Device SHALL provide a mechanism by which
authorised applications can send APDUs to the Enabled Profile.

The Device SHALL authorise applications by retrieving and enforcing
APDUAPI3 Access Rules of the corresponding Profile as specified in the
GlobalPlatform SEAC specification [15].

The Access Rules for the Enabled Profile SHALL be stored as part of
the Profile.

Within the Enabled Profile only the contents of the Profile itself SHALL
be accessible to authorised applications.

APDUAPI4

APDUAPI5

Table 27: APDU Access APl Requirements
4.12 Subscription Manager — Discovery Service (SM-DS)

4121 SM-DS Overview

The role of the SM-DS is to provide mechanisms that allow an SM-DP+ to inform the LDS
within any Device that an SM-DP+ wishes to communicate with it. The purpose of the SM-
DS to LDS communication SHALL be informing the LDS of a pending Event

The principle of operation remains the same for all use cases. The SM-DP+ will send an
Event Registration message for a target Device to an SM-DS.

In a simple deployment, only the Root SM-DS is configured on the eUICC. The Root SM-DS
address is unique and filled in the eUICC. The LDS in the target Device polls the Root SM-
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DS using the same logical location. When the Root SM-DS has an Event-ID for the target
Device it will respond with the SM-DP+ address, or if there is no Event-ID the response will
be a null response.

In a deployment with cascaded SM-DSs, the SM-DP+ will send an Event Registration to an
Alternative SM-DS, which may not be configured as the Root SM-DS on the eUICC. This
Alternative SM-DS will cascade the Event Registration to the Root SM-DS. The LDS in the
target Device polls the Root SM-DS and will receive the Alternative SM-DS address. It will
then request the Event from the Alternative SM-DS, which will respond with the SM-DP+

address.
SM-DP+ Alternative SM-DS Roat SM-DS
I | |
i 1. | have an action | |
i forelICC xyz |
| \ 2. Event Registration for eUICC xyz, Alternative SM-DS address \_:
Figure 11: Alternative SM-DS Event Registration
eUICC/Device/LDS Root SM-DS Sh-DP+
| | |
! 1. Poll Root SM-DS .. !
i 2. SM-DP+ address | !
! 3. Hella, | am elICC xyz }:
' 4. Response for eUICC xyz !
Figure 12: Device to Root SM-DS Event Discovery
eICC/Device/LDS Root SM-DS Alternative SM-DS SM-DP +
' 1. Poll Root SM-DS N
:_, 2. Alternative SM-DS address | E E
' 3. Poll Aternative SMDS | S
|_ 4 SM-DP+ address | !
' 5. Hello, | am eUICC xyz ! ! R
:_, 6. Response for eUICC xyz : : :
Figure 13: Alternative SM-DS Event Discovery
4.12.2 SM-DS Implementation

Two configurations of the SM-DS MAY exist:
e A Root SM-DS
e An Alternative SM-DS
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unique Root SM-
DS is configured in —
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1 , event push
device ) device device

retrieve event(s)

Figure 14: SM-DS Implementation

Figure 14 shows both configurations. The Root SM-DS is configured at the time of Device
manufacture and is invariant.

4.12.3 SM-DS Implementation Guidelines

The following statements SHOULD be considered when defining a technical implementation:

e A competitive environment on the supply of SM-DS services SHOULD be favoured by
the approach.

e There SHOULD be no single-points-of-failure.

¢ Implementation SHOULD inherently provide both vertical and horizontal
performance/scalability.

e There SHOULD be no need for pre-registration of Devices or eUICCs at a certain
SM-DS.

4.12.4 SM-DS functions
The SM-DS has four distinct functions:

SM-DS

Event Event Event Event
Registration Deletion Checking Retrieval

Figure 15: SM-DS Functions

Function name Description ‘
Event Registration Process by which an Event Record received from an SM-DP+ is stored.
Event Deletion Process by which an SM-DP+ can delete its own Event Record.
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Function name

Event Checking

Description

Provides the presence of registered Event Records, upon Event
Checking request from any enquiring LDS.

Event Retrieval

Provides all registered Event Records, upon Discovery Request from
any enquiring LDS.

Table 28: SM-DS Function Descriptions

4.125 SM-DS Requirements

Req no. ‘ Description ‘
SMDSL1 The SM-DS SHALL enable a LDS to discover its own Event Records

registered by SM-DP+(s) or by Alternative SM-DS(s).
SMDS2 [Void]

All Discovery Requests and Event Registrations SHALL be processed
SMDS3 . o

by any Root SM-DS in a non-discriminatory manner.

The SM-DS SHALL accept Event Registrations from

¢ any authorised and authenticated SM-DP+(s) having a valid
SMDS4 Certificate.
e any authorised and authenticated SM-DS(s) having a valid
Certificate.

SMDS5 The SM-DS SHALL only accept Discovery Requests authenticated by the

eUICC via the corresponding LDS.

The SM-DS and the SM-DP+ as well as connected SM-DSs SHALL be
SMDS6 .

mutually authenticated.

The SM-DS SHALL NOT have visibility of any data that may be used to
SMDS7 . .

compromise the End User’s privacy.

The SM-DS SHALL support multiple concurrent Event Registrations per
SMDS8 eUICC and SHALL present to the LDS all currently valid Event Records

in the same order as they were received by the SM-DS (first in, first out).
SMDSS8a As per SMDSS8, the valid Event Records SHALL be filtered by the RSP

operation type provided by the LDS (if any).

The SM-DS SHOULD protect itself to avoid becoming a point of injection
SMDS9

for DoS or spam attacks.

Subscriber Specific data and Profile related contents SHALL NOT be
SMDS10 L

stored within the SM-DS.

The SM-DS SHALL NOT allow the harvesting of any information such
SMDS11 as Mobile Service Provider, Operator, EIDs, Device Manufacturers,

Devices, etc.

The SM-DS SHALL only return to the LDS, the Event Records related to
SMDS12

the served eUICC.

The SM-DS SHALL NOT have any contact with the Profile Packages
SMDS13 e.g. SHALL NOT store or process any Profile Package, or RPM

commands.
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Req no. ‘ Description
The SM-DS SHALL provide the same data regardless of the status of

SMDS14 the Device that queries it (i.e. consistent in time and in geographic
location).

SMDS15 The SMDS S_HOULD NOT significantly impact the end-to-end
provisioning time.

SMDS16 The SM-DS SHALL provide defence against Denial of Service attacks.
All communications to, from and between entities of the SM-DS SHALL

SMDS17 . .
be encrypted and integrity protected.

SMDS18 The SM-DP+ SHALL be able to delete any of its own Event Records
registered on the SM-DS.
An Alternative SM-DS SHALL be able to delete any of its own Event

SMDS19 Records registered on the Root SM-DS (In response to an SM-DP+
delete operation defined in SMDS18).

SMDS20 An Alternative SM-DS SHALL propagate the Event Record to the Root
SM-DS if requested by the SM-DP+.
If there are multiple Event Records registered on the SM-DS for one
eUICC, these SHALL all be sent as a single response unless the

SMDS21 . . " . .
discovery operation requests a specific event to be returned, in which
case only that Event SHALL be sent.
An SM-DP+ SHALL be able to send an Event Record to an LDS either

SMDS22 by a Root SM-DS or via any Alternative SM-DS selected by the SM-
DP+. If an Alternative SM-DS is selected, the Event Record to the LDS
SHALL come from this Alternative SM-DS.

SMDS23 [Void]

SMDS24 A Root SM-DS SHALL be managed by the GSMA. This Root SM-DS
MAY be used as a default Root SM-DS.

SMDS25 (FFS) [Void]

SMDS26 (FFS) [Void]

SMDS27 (FFS) [Void]

SMDS28 (FFS) [Void]

SMDS29 (FFS) [Void]

SMDS30 (FFS) [Void]

SMDS31 (FFS) [Void]

The SM-DS MAY support the Event Checking procedure. If the Event

SMDS32 Checking procedure is supported by the SM-DS, SMDS33 SHALL
apply.
Upon the request from an LDS for Event Checking, the SM-DS SHALL
SMDS33 provide the information to the LDS whether it has any Event registered
for the corresponding eUICC.
The SM-DS MAY support none, one, or multiple kinds of Push Services
SMDS34 available in the industry. If a Push Service is supported by the SM-DS,
SMDS35 and SMDS36 SHALL apply.
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Req no. ‘ Description ‘
If requested by the LDS as per LDS8, the SM-DS SHALL return the
indication whether it accepts or rejects the request.

If accepted by the SM-DS as per SMDS35, the SM-DS SHALL notify the

SMDS36 LDS about the Event Registration using the Push Service, whenever an
Event is newly registered for the eUICC.

SMDS35

Table 29: SM-DS Requirements

4.12.6 Event Registration/Deletion Procedure

The figure below shows the procedure for a deployment with the Root SM-DS and an
Alternative SM-DS (cascade mode).

RSP Discovery Service (SM-DS and Root SM-DS) - Event Registration/Deletion

SM-DP+ SM-DS Root SM-DS LDS ellcC
T

| s
lEvent“ gistration |5

\ 1 Setup secure connection, e.g. TLS _|

\ 2 registerEvent(EID, \
'~ SM-DP+ addrass, Event-I0) o !

E EID url Registration
1 3 (EID, SM-DP+ address,
\ Event-ID)

5 Setup secure connection, e.g. TLS

6 registerEvent (EID, SM-DS address, Event-ID) \:
1 7 EID url Registration (EID, SM-DS address, Event-ID) |

:k(B..Q.ﬂnﬁ!'.m.Eve.n.t.Re.s.i.s?!'.atiqn... )

i i —
- - IEventD = -

1 1 Setup secure connection, e.g. TLS

| ., DeleteEvent(EID,
| SM-DP+ address, Event-ID)

, deleteEvent
1 3 (EID, SM-DF+ address,
| Event-ID)

\_ 4 Confirm deletion

i 5 Setup secure connection, e.g. TLS

i 6 deleteEvent (EID, SM-DS address, Event-ID)
i 17 daletsEvent (EID, SM-DS address, Event-ID)

E{ﬁ@.ﬂnﬁ!m.d.e_'se.tipn e
Figure 16: Event Registration/Deletion Procedure

4.12.6.1 Event Registration Procedure

Starting Condition:

a. The SM-DP+ has an Event Registration action waiting for a target eUICC identified by
the EID.
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Procedure:

1. The SM-DP+ establishes a secure connection to an Alternative SM-DS of the
Profile Owner’s choice.

2. The SM-DP+ notifies the Alternative SM-DS about an Event Registration action.

3.t0 4. The Alternative SM-DS registers and confirms the Event Registration.

5. The Alternative SM-DS establishes a secure connection to the Root SM-DS.

6 The Alternative SM-DS informs the Root SM-DS that for the given EID, an Event
Record is waiting at the Alternative SM-DS.

7. The Root SM-DS registers the Event Registration.

8. The Root SM-DS confirms the receipt of the information.

4.12.6.2 Event Deletion Procedure
Starting Condition:

a. The SM-DP+ has an Event Deletion action waiting for a target eUICC identified by the
EID

Procedure:

1. The SM-DP+ establishes a secure connection to an Alternative SM-DS of the Profile
Owner’s choice.

2. The SM-DP+ notifies the Alternative SM-DS about an Event Deletion action.

3. to 4. The Alternative SM-DS deletes the Event Record and confirms the Event Deletion.

5. The Alternative SM-DS establishes a secure connection to the Root SM-DS.

6. The Alternative SM-DS informs the Root SM-DS that for the given EID, an Event

Record has to be deleted.
7. The Root SM-DS deletes the Event Record.
8. The Root SM-DS confirms the deletion of the Event Record.

4.12.7 Discovery Request Procedure

The figure below shows the procedure for a deployment with an Alternative SM-DS and the
Root SM-DS (cascade mode)|
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RSP Discovery Service (SM-DS and Root SM-DS - Discovery Request)
SM-DP+ SM-DS Root SM-DS LDS eulcC
T T T T T

| P — |
| y Request |
T
1. Generate Roat SM-DS request

SM-DS or SM-DP+ address & 2. sUICC Authentication information(sUICC _private_key)
providing is not considered here .;

:_( 3 eUICC t ation information, Root SM-DS address, EID |
! 4. Setup secure connection, &.g. TLS
1 5. urRetrievalRequest '
i [EID, eUICC Authentication information)
|6 Check sUICC Authsrtication information |
alt__/ [Root SM-DS provides LPA the SM-DP+ addregs] j
! ! 7a. SM-DP+ address >
[Root §M-DS provides LPA the SM-DS address] H |
; : 7b i. SM-DS address >
L TR Setup secure comnection, e.0. TLS L
1 Thii.EID, eUICC |
! 7biii. Check eUICC Authentication information ! !
! 1 7b iv. SM-DP+ address »!
I T T T '
H H H |y —— H
T T T IAl:tlnn | -
Action execution | | |
| B Action,le.g. Profils Download (SGP.21, Section 5.1.2) which is notified will be exscuted ! !
SM-DP+ SM-DS Root SM-DS LDS eulcC

Figure 17: Discovery Request Procedure

Procedure:

1.to 3. In order to generate a Discovery Request, the LDS requests the eUICC to generate
its Authentication information which contains (at least) the eUICC-Certificate and is
signed by the eUICC.

4.t0 5. The LDS establishes a secure communication to the Root SM-DS.

6. The Root SM-DS verifies the authenticity of the eUICC by checking the eUICC
Authentication information.
7. In case the eUICC is authentic and an Event Record is waiting, it delivers back:
a. The address of the SM-DP+, where an action is waiting.
or

b. The rest of the following actions:
i. The address of the Alternative SM-DS, where an Event Record can be
retrieved.

ii. The LDS establishes a secure connection to the Alternative SM-DS.

iii. The Alternative SM-DS verifies the authenticity of the eUICC by
checking the eUICC Authentication information.

iv. In case the eUICC is authentic and an Event Record has been
received, it delivers back the address of the SM-DP+, where an action
is waiting.

8. The LPA establishes a connection to the SM-DP+ and the waiting action can be
performed.

4.13 Profile Policy Management

4.13.1 Introduction

The Profile Policy Management function provides mechanisms by which Mobile Service
Providers are able to reinforce the conditions or policies (operational and business) under
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which services are provided to the Subscriber. In some instances this MAY also include the
enforcement of the policies set by the Subscriber.

Profile Policy Management MAY also be applied with other already existing Policy
Enforcement technologies which are also subject to agreement by the Subscriber.

The realisation of the Profile Policy Management function is based on two key elements. The
first element is the Profile Policy Enabler which is contained within the eUICC. The second
element is a set of defined Profile Policy Rules which are required for the actual enforcement
of specific policies.

4.13.2 Profile Policy Management Requirements

Policy no. ‘ Description ‘

POL1 A Profile Policy Rule SHALL only be configured within a Profile.

POL2 Each Profile MAY have Profile Policy Rules associated to itself.

POL3 A Profile Policy Rule SHALL only apply to the Profile that contains it.

POL4 [Void]

POL5 Profil_e Policy Enforcement SHALL be able to resolve any Profile Policy Rule
conflict.

POL6 The updating of a Profile’s Policy Rules SHALL be restricted to the Profile
Owner.

POL7 The mechanism used for the update of a Profile Policy Rule SHALL be
atomic.

POLS The set of Profile Policy Rules SHALL be extensible for future releases.

POL9 [Void]

POL10 A Profile Policy Rule SHALL be enforced whenever a Profile state change is

attempted.

Downloading and installing a Profile in a non-MEP-capable eUICC with the
POL11 Profile Policy Rule ‘Disabling of this Profile is not allowed’ (POL RULE1)
SHALL only be possible if no other Operational Profile is currently installed.

Downloading and installing a Profile with the POL RULEL1 in an MEP-capable
eUICC SHALL NOT be allowed.

The LPA and the eUICC SHALL prevent the downloading and installation of
POL12 a Profile containing Profile Policy Rules that conflict with the Profile Policy
Rules of the already installed Profiles.

POL11a

A Profile Owner SHALL be able to unset the Profile Policy Rules of its Profile
using the ES6 interface.

If RPM is supported by the Managing SM-DP+, the LPA and the eUICC: a
Profile Owner SHALL be able to unset the Profile Policy Rules of its Profile
via a Managing SM-DP+ using the ES9+ interface.

POL13a Note 1: For details refer to Section 5.4.2 Remote Profile Management
RequirementsFigure 32.

Note 2: The setting of Profile Policy Rules on the ES9+ interface is a
potential feature for a future release.

POL13
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Policy no.

POL14

‘ Description

Before a Profile is installed with Profile Policy Rules, the End User SHALL be
able to be notified if needed about the Profile Policy Rules and if notified, the
installation SHALL thereafter be conditional on End User Strong
Confirmation.

POL15

The request for End User consent for the installation of Profile Policy Rules
and Profile download MAY be combined into a single prompt therefore
requiring a single confirmation by the End User.

POL15a

Where End User consent is required for the download of the Profile which
includes Policy Rules, the Mobile Service Provider SHALL be able to provide
a message for the End User that MAY be displayed by the Device.

Note: Consideration should be made for the display of lengthy text on a
Device with a limited display.

POL16

Profile Policy Rules SHALL be enforced by the Profile Policy Enabler in the
eUICC.

POL17

The Profile Policy Enabler SHALL only support the Profile Policy Rules
defined in this specification.

POL18

The Profile Policy Enabler SHALL be capable of supporting all the Profile
Policy Rules as defined in this specification.

POL19

[Void]

POL20

Allowing the installation of a Profile with Profile Policy Rules SHALL be
subject to compliance with local regulatory requirements.

POL21

Profile Policy Rules MAY be configured for Profiles only if the Profile Owner
can be identified in the Metadata.

NOTE: POLPPE requirements depend on the identification of the Profile
Owner.

Table 30: Profile Policy Management Requirements

4.13.3 Policy Rules

Policy no. Descripton

POL RULEL The Profile Policy Rule ‘Disabling of this Profile is not allowed’ SHALL only
be supported by non MEP-capable eUICCs.

POL RULE2 The Profile Policy Rule ‘Deletion of this Profile is not allowed” SHALL be
supported.

POL RULE3 [Void]

Table 31: Policy Rules Requirements

4.13.4 Profile Policy Enabler Requirements

The Rules Authorisation Table (RAT) contains the description of the Profile Policy Rules

(PPR) that can be set in a Profile to be installed in that eUICC. The RAT is defined at eUICC

platform level and is used by the Profile Policy Enabler (PPE) and the LPA to determine

whether or not a Profile that contains PPRs is authorised and can be installed on the eUICC.
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The RAT is provisioned at eUICC manufacturing time; or during the initial Device setup
provided that there is no installed Operational Profile. The OEM or EUM is responsible for
setting the content of the RAT.

The RAT MAY contain:
o A set of entries permitting the use of specific Profile Policy Rules,

e Operator-specific entries that provide exceptions to the requirement to obtain Strong
Confirmation prior to download and installation of a Profile that contains specific
Profile Policy Rules.

Policy no. Description

POLPPE1L The Rules Authorisation Table (RAT) SHALL be stored in the Profile
Policy Enabler in the eUICC.
POLPPE2 The Profile Policy Enabler SHALL enforce the contents of the installed
RAT at (and only at) Profile installation time.
The RAT SHALL allow multiple Profile Owners to have Profile Policy Rules
POLPPE3 . . .
enabled in their Profiles.
The RAT SHALL be able to support specific configurations which allow a
POLPPE4 ) . .
set of, or all, Profile Policy Rules for any Profile Owner.
The RAT SHALL only be installed at pre-issuance or during the initial
POLPPES5 . . . o
Device setup provided there are no Operational Profiles installed.
POLPPES6 The RAT SHALL NOT be affected by the eUICC Memory Reset function.
To support identifiable regulatory requirement, a RAT SHALL be able to
POLPPEY support a specific configuration which MAY forbid any Profile Owner to set
a specific Profile Policy Rule.
POLPPES [Void]
POLPPEY Where the RAT allows the Profile Policy Rules for the Profile being
installed, installation SHALL proceed as stated in POL14.
The RAT SHALL be able to support a setting to display the consequences
POLPPE10 of the Profile Policy Rules to the End User and require Strong
Confirmation before the download of the Profile.
POLPPE11 The OEM or EUM SHALL be responsible for provisioning the RAT into the
eUICC.
POLPPEL? A RAT MAY be configured in the eUICC. If the RAT is not present, the
eUICC SHALL regard this as a RAT with no entry.

Table 32: Profile Policy Enabler Requirements
4.14 Certification

4.14.1 eUICC Certification Requirements

Req no. Description
CERTEU1 The EUM SHALL be GSMA SAS UP accredited [13].

The EUM SHALL be required to declare eUICC product compliance

CERTEU2 with GSMA SGP.22 [24].
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Req no. Description
The eUICC SHALL be certified according to the Protection Profile
ERTE .
¢ us defined by the GSMA [25].
The EUM compliance to CERTEUL and the eUICC product
CERTEU3a compliance to CERTEU2 and CERTEU3 SHALL be referenced via a
digital identification associated to the eUICC product.
The eUICC SHALL be certified according to the compliance
CERTEU3D programme defined in SGP.24 [27].
The eUICC Protection Profile SHALL at least include the following
CERTEU4 elements: ISD-R, Profile storage, isolation of Profiles, and Telecom
Framework.
CERTEUS The eUICC Protection Profile SHALL be equivalent to the eUICC
Protection Profile defined in SGP.05 [21] .
The Evaluation Assurance Level of the eUICC Protection Profile
CERTEUG6 SHALL be (at least) EAL4 augmented with AVA_VAN.5 and
ALC_DVS.2 (EAL 4+) [44].
CERTEU7 The e.UICC public key Certificate used for authentication SHALL
contain the EID.
The eUICC public key Certificate(s) SHALL contain the technical
CERTEUS reference of the product, for example the Common Criteria certification
[53] report number.
CERTEU9 The EUM Public Key Certificate(s) SHALL chain to eSIM CA(s).
CERTEU10 The eUICC Certificate(s) SHALL be signed by the EUM using its EUM
Private Key corresponding to its Certificate (CERTEU9).
Any eUICC Certificate(s) modification SHALL be end-to-end protected
CERTEU10a between the eUICC and issuing EUM.
CERTEU11 [Void]
If the eUICC private key(s) are modifiable, it SHALL use the
CERTEU12 mechanism defined in the GlobalPlatform specification with a minimum
security level corresponding to the AES algorithm using key length of
128 bits.
CERTEU13 If the eUICC’s EUM Certificate is updatable, then the eUICC SHALL
support a secure mechanism to update its EUM Certificate.
If the digital identification stored on the eUICC as defined in ELG26 is
CERTEU13a updatable, then the eUICC SHALL support a secure mechanism to
update this digital identification.
If the eUICC’s ClI public keys are updatable, then the eUICC SHALL
CERTEU14 . . .
support a secure mechanism to update its CI public keys.
CERTEU15 If the eUICC’s Certificate is updatable, then the eUICC SHALL support
a secure mechanism to update its eUICC Certificate.
CERTEU16 Where approp.rlate, the e.UICC SHOULD be certified according to
EMVCo Security Evaluation process [31].
Field-Test eUICCs SHALL use a certified hardware according to
CERTEULY SGP.24 [27].
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Req no. Description ‘

CERTEU18 An eUICC certified according to SGP.24 [27] SHALL be eligible to be
issued with an eUICC certificate that chains up to GSMA CI.

CERTEU19 The_(_eUI(;C SHALL provide a means to uniquely identify its
certification(s).

Table 33: eUICC Certification Requirements

4.14.2 Device Compliance Requirement

Req no. Description
CERTDEV1 The LPA SHALL comply with SGP.24 [27].

The certification process for Integrated TRE using Remote Memory
residing outside the SoC as per DIE1 SHALL cover the Integrated TRE,

CERTDEV2 . .
internal and external SoC interfaces used for Integrated eUICC
implementation, and Remote Memory residing outside the SoC.
The certification process for Integrated TRE implementions SHALL
CERTDEV3 ensure that software and data stored in Remote Memory residing

outside the SoC as per DIE1 are protected against confidentiality,
integrity, and availability attacks.

The certification process for Integrated TRE implementions SHALL
CERTDEV4 ensure that any interfaces between the Integrated TRE and the SoC are
protected against confidentiality and integrity attacks.

Table 34: Device Compliance Requirement

4.14.3 SM-DP+ Certification Requirements

Req no. Description

The SM-DP+ provider SHALL be required to declare product (SM-DP+)
compliance with GSMA SGP.22 [24].

The SM-DP+ SHALL be accredited according to GSMA FS.08 SAS-SM
Standard [22] and FS.09 SAS-SM Methodology [32].

SM-DP+ elements SHALL use Hardware Security Modules (HSM) for
cryptographic related operations (key storage, derivation, cryptographic
CERTDP3 operations).

Note: This is to be covered by the SAS documents “HSM certified
according to FIPS 140-2 level 3 or higher”

CERTDP1

CERTDP2

The SM-DP+ SHALL implement privileges isolation (Log, Audit,

CERTDP4 Operation, and Administration).

CERTDPS The SMTDP+ SHALL implement operating system hardening
mechanisms.

CERTDP6 The SMDP+ SHALL implement separation of control, user and
administrative planes.

CERTDP7 [Void]

CERTDPS8 [Void]

CERTDP9 The private key of SM-DP+ Certificates used for Profile Binding with

eUICC SHALL be protected and stored in HSM according to CERTDP3.
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Req no. Description

The SM-DP+ SHALL implement rate-limiting mechanisms to mitigate
against Denial of Service attacks.

CERTDP11 [Void]

The SM-DP+ Public Key Certificate(s) for authentication and Profile
binding SHALL chain to eSIM CA(S).

The SM-DP+ SHALL support at least one eSIM CA for the purpose of
the operations listed in CERTDP12.

CERTDP10

CERTDP12

CERTDP13

Table 35: SM-DP+ Certification Requirements

4.14.4 SM-DS Certification Requirements

Req no. Description ‘

CERTDS1 The SM-DS provider SHALL be required to declare product compliance
with GSMA SGP.22 [24].

CERTDS? The SM-DS SHALL be accredited according to GSMA FS.08 SAS-SM
Standard [22] and FS.09 SAS-SM Methodology [32].

CERTDS3 The SM-DS SHALL !mplement isolation of privileges (Log, Audit,
Operation, and Administration).

CERTDS4 The SMtDS SHALL implement operating system hardening
mechanisms.

CERTDS5 The SMDS SHALL implement separation of control, user and
administrative planes.

CERTDS6 [Void]

CERTDS7 [Void]

CERTDSS The SM-DS Public Key Certificate(s) for authentication SHALL chain to
eSIM CA(s).

CERTDSO9 The SM-DS SHALL support at least one eSIM CA for the purpose of the
operations listed in CERTDSS.

Table 36: SM-DS Certification Requirements

4.14.5 LPA Certification Requirements

Req no. Description ‘

b e ot ovson e "

CERTLPA2 [Void]

CERTLPA3 [Void]

CERTLPA4 The LPD SHALL authenticate the SM-DP+ during the TLS session.

CERTLPAS The LDS SHALL authenticate the SM-DS during the TLS session.

CERTLPAG The LPA SHALL accept Certificates signed by a GSMA CI for SM-DP+
and SM-DS authentication used in TLS session.

Table 37: LPA Certification Requirements
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4.14.6 Public Key Certificates Management Requirements

Req no. Description

CERTPK1 The eUICC SHALL verify the Public Key Certificate of the SM-DP+.
CERTPK2 The LPD SHALL verify the Public Key Certificate of the SM-DP+.
CERTPKS3 The LDS SHALL verify the Public Key Certificate of the SM-DS.
The LDS authentication of an SM-DS using an invalid Public Key
CERTPK4 Certificate SHALL fail (see CERTPK11), and on-going communication
SHALL stop.
The LPD authentication of an SM-DP+ using an invalid Public Key
CERTPKS5 Certificate SHALL fail (see CERTPK11), and on-going communication
SHALL stop.
The SM-DP+ authentication of an eUICC using an invalid Public Key
CERTPKG6 Certificate SHALL fail (see CERTPK11), and on-going communication
SHALL stop.
The eUICC Authentication of an SM-DP+ using an invalid Public Key
CERTPKY Certificate SHALL fail (see CERTPK11), and on-going communication
SHALL stop.
CERTPKS The eSIM CA(s) SHALL revoke the Public Key Certificate of any entities
(SM-DP+, SM-DS, EUM) if it is compromised (e.g. private key theft).
CERTPKY The eUICC SHALL support at least one eSIM CA for the purpose of the

operations listed in EUICC62.

A Public Key Certificate SHALL be considered as valid if:
¢ it has a valid signature
e itis signed by a GSMA CI, or by an Independent eSIM CA, or a
trusted chain of Certificates up to a GSMA CI or an Independent
eSIM CA. Certificate Path validation SHALL follow the process
CERTPK10 defined in RFC 5280 [1].

¢ it has not been revoked, and no Certificate in the trust chain has
been revoked

¢ it has not expired
If any of these applicable verifications fail, the Public Key Certificate
SHALL be considered as invalid.
A TLS Public Key Certificate SHALL be considered as valid if:
¢ it has a valid signature
e itis signed by an eSIM CA or a public trusted CA, or a trusted
chain of Certificates up to an eSIM CA or to a public trusted CA.
Certificate path validation SHALL follow the process defined in
CERTPK10a RFC 5280 [1].

¢ it has not been revoked, and no Certificate in its trust chain has
been revoked

¢ it has not expired
If any of these applicable verifications falil, the TLS Public Key
Certificate SHALL be considered as invalid.

The eUICC, LPA, SM-DS and SM-DP+ SHALL have knowledge of
revoked Public Key Certificates.

CERTPK11
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Req no. Description ‘
Note: This requirement also applies to TLS Certificates that chain to
either an eSIM CA or a public trusted CA.

It SHALL be possible for the Profile Owner to ensure that the
Certificates of the SM-DP+ servers used during the Profile Management

CERTPK12 Lifecycle of a Profile (e.g. download of a Profile, RPM) chain to a
specific eSIM CA Certificate.

CERTPK13 The eUICC SHOULD support at least one GSMA CI.
The use of the Independent eSIM CA Certificate SHALL NOT

CERTPK14 compromise any operations that use the Certificate provided by the
GSMA CI.

Table 38: Public Key Certificates Management Requirements

4.15 eUICC OS Update

At the time of writing this specification it is understood that other industry bodies may be
developing standards that will define harmonised and more robust methods of updating
UICC operating system software. Accordingly, readers of this specification are advised that
the publishers reserve the right to explicitly amend features in this specification related to
software update in future versions.

There may need to be some industry procedures to manage eUICC OS Updates that affect
installed Profiles.

Note: Such a mechanism cannot be included in the RSP Test Specification, nor can it be
restricted by the Protection Profile.

Req no. Description ‘

An eUICC SHOULD support a mechanism to allow an eUICC OS Update. This

OSUpdl mechanism SHALL be secure.

If such a mechanism is used, the eSIM Products for which the compliance is

OSUpd2 affected by the eUICC OS update SHALL maintain compliance as specified in
SGP.24 [27].
If such a mechanism is used, after applying an eUICC OS Update, the eUICC
OSUpd3 OS Manager SHALL receive the status of the execution of the eUICC OS
Update.

Table 39: eUICC OS Update Requirements

4.15.1 eUICC OS Update Information

If the eUICC support a mechanism to allow an eUICC OS Update, the Device needs to know
some information in order to properly schedule the eUICC OS Update and to handle the
eUICC services.

To perform the eUICC OS Update and manage the End User interactions according to the
Device Manufacturer’s choice of user experience, the following information are needed:
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e The Device needs to know if an eUICC OS Update is available for its eUICC; and
also which supplier is providing the eUICC OS Update. When and how this detection
is performed is out of scope of this specification.

o Before the eUICC OS Update is applied to the eUICC, the Device needs to know if
the update will impact the eUICC services, and whether eUICC reboot(s) will be
needed.

o At the end of the eUICC OS Update, the Device needs to have a confirmation that
the eUICC OS Update is finished and a status to know if it was successful or not.

These information are provided to the eUICC OS Manager delivered over the ESoem
interface.

The management of the eUICC OS Update itself (including the deployment process, the way
the Device triggers the eUICC OS Update, the retry policy in case of failure (if applicable)
and the internal management inside the eUICC) is out of scope of this specification.

Description

Update information.

INFOOS1

The eUICC OS Update information SHALL include a field for the
identification of the EUM which provides the eUICC OS Update

The eUICC OS Update information SHALL include a field for the the
INFOOS3 version of the GSMA SGP.22 specification [24] supported by the eUICC
after the OS Update.

The eUICC OS Update information SHALL include the impact of the
eUICC OS Update on the eUICC services.

The eUICC OS Update information SHALL indicate if eUICC reboots will
be needed during or after the eUICC OS Update

INFOOS2

INFOOS4

INFOOS5

Table 40: eUICC OS Update Information Requirements

4.16 Enterprise Requirements

The requirements contained in this section are intended to be used solely in support of the
Subscriptions obtained by the Enterprise for its internal use as part of its business
operations.

These requirements are to be considered as complementary to the consumer solution.
The following principles apply to Enterprise:

¢ An Enterprise can request the installation and management of Profiles from more
than one Profile Owner on the eUICC

o The Enterprise can request the Profile Owner to remotely manage (enable, disable,
delete) their own Profiles, on Enterprise Capable Devices.
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Req no.

ENT1

‘Descnpﬂon

Enterprise Capable Device requirements SHALL only apply to Devices
owned by an Enterprise. Implementation and/or related processes are
Device Manufacturer specific.

ENT2

It is Optional for the Device, the eUICC and the SM-DP+ to support the
Enterprise requirements defined in this document.

ENT3

It SHALL NOT be possible to associate more than one Enterprise to a
Device at any point in time.

ENT4

The Enterprise SHALL be able to request that only Enterprise Profiles can
be installed on an Enterprise Capable Device; this has no impact on other
already installed Profiles.

When MEP is supported by both the Device and its eUICC, this
requirement SHALL only be enforced if the number of non-Enterprise
Profiles that can be enabled according to ENT14 is zero.

ENTS

Where both the Enterprise Capable Device and its eUICC support
Multiple Enabled Profiles (MEP), it SHALL be possible to enable more
than one Enterprise Profile on that Device.

ENT6

Only the Profile Owner, acting on behalf of the Enterprise, SHALL be able
to set Enterprise Rules for its Enterprise Profile(s), at the Profile ordering
phase.

ENT7

For an Enterprise Capable Device, it SHALL be possible for the
Enterprise to control whether the End User can locally: enable any Profile,
enable only Enterprise Profiles, or enable only the specific Enterprise
Profile. Strong Confirmation SHALL be enforced.

ENTS8

When receiving a request to:

e restrict the End User to Enterprise Profiles only and a non-
Enterprise Profile is already enabled, or
e restrict the End User to the specific Enterprise Profile and a
different Profile is enabled,
the eUICC SHALL reject the requested restriction.

ENT9

A globally unique identifier and associated Enterprise name SHALL be
provided in the Profile Metadata of the Enterprise Profile.

ENT10

The download and installation of the Enterprise Profile SHALL require
user confirmation in response to a prompt indicating the type of Profile
and the associated consequences of installing this Enterprise Profile.

ENT11

On a Non-Enterprise Capable Device:
e |t SHALL be possible for an Enterprise Profile without Enterprise
Rules to be installed and used.
e |t SHALL NOT be possible to install an Enterprise Profile with
Enterprise Rules
e |t SHALL NOT be possible to update Enterprise Rules of an
installed Enterprise Profile

ENT12

The eUICC SHALL reject the download of an Enterprise Profile when a
Profile with POL RULEL set is already installed.

ENT13

For an Enterprise Capable Device, there SHALL be a mechanism for the
End User to allow or disallow the installation of an Enterprise Profile with
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Enterprise Rules. This mechanism SHALL only be in effect if there is no
Enterprise Profile with Enterprise Rules already installed.

It SHALL be possible for the Enterprise to indicate the number of non-
ENT14 Enterprise Profiles that can be enabled on the Enterprise Capable Device
when MEP is supported by both the Device and its eUICC.

Table 41: Enterprise Requirements
4.17 LPA PRoxy

4.17.1 LPA PRoxy Overview
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Figure 18: LPA PRoxy Architecture (with LPA configuration in the Device)

The LPR is a “LPA PRoxy” acting as an intermediary between a Profile Content
Management Platform hosted by the Profile Owner and the Enabled Profile of the eUICC to
improve performance, in the same way the LPD is used between the SM-DP+ and the
eUICC for Profile download purposes.

While the Profile Content Management Platform of the Profile Owner has the role of
managing the content of the Profile, it might redirect the LPR towards a Delegated Profile
Content Management Platform used by a third party to manage a subset of the Profile that
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has been delegated. This is applicable in Simple Mode, Delegated Management, or
Authorised Management.

The Device Application may be used to trigger the LPR and may receive status regarding
the information exchanged between the Management Platform and the eUICC.

The LPA Proxy MAY be implemented partially outside the LPA.

4.17.2 LPR Procedures

The figure below shows the expected behavior of the LPR and its involvement in the end to
end processes. In addition, it highlights the optional use of a Delegated Platform Identifier
(DPI) during triggering that allows redirection to a Delegated Profile Content Management
Platform. The following management modes SHALL be supported: Simple Mode, Delegated
Management, or Authorised Management.

Three methods may trigger the connection request from the LPA to the Profile Content
Management Platform

e An automatic triggering after the enabling of a Profile (this mode is configured in the
Profile to be activated or not activated)

¢ An RPM command sent from a SM-DP+ to the LPA

¢ A specific APl command sent from a Device Application to the LPA
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Figure 19: LPA Proxy Procedure

Start Conditions:

a. A Profile which requests the automatic trigger of the LPR procedure is enabled;
an optional parameter DPI may be attached to this request to signify an expected

connection to a Delegated PCMP.

OR

b. A RPM Profile update command which triggers the LPR procedure is received
from the SM-DP+; an optional parameter DPI may be attached to this request to
signify an expected connection to a Delegated PCMP.
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OR

A specific APl command sent from a Device Application to the LPA to trigger the
LPR procedure to initiate a Profile content management session (Card Content
Management Session); an optional parameter DPI may be attached to this
request to signify an expected connection to a Delegated PCMP.

Procedure:

1.

The LPR requests the ICCID and the PCMP endpoint URI associated to the
Profile Content Management Platform from the eUICC.

The eUICC sends the ICCID of the Enabled Profile and the PCMP address to the
LPR.

The LPR connects to the PCMP, with the DPI as a parameter if provided during
the initialisation of the LPR Procedure. This step is followed by step 4 (sending
the lists of C-APDU from the PCMP) or 10 (sending the URI of a Delegated
PCMP) or 18 (end of processing).

Note: Steps 4 to 9 MAY be skipped if the PCMP requests a redirection to the DPCMP

The PCMP provides a list of Command APDUs (C-APDUSs) and the AID of the
targeted application of the Enabled Profile.

The LPR opens a logical channel to the AID of the targeted application of the
Enabled Profile.

The LPR transmits the list of C-APDUs to the targeted application of the Enabled
Profile within the MNO-SD.

The targeted application sends back the list of Response APDU (R-APDU) to the
LPR.

The LPR closes the logical channel.

The LPR sends the list of R-APDUs to the PCMP, and in addition, the DPI
parameter if provided during the LPR procedure initialisation request.
Additionally, this step is equivalent to step 3: the LPR connects to the PCMP,
with the DPI as a parameter, if provided during the initialisation of the LPR
procedure.

This step is followed by step 4 (sending a new list of C-APDUs from the PCMP)
or 10 (sending the URI of a Delegated PCMP) or 18 (end of processing).

Note: Steps 10 to 17 MAY be skipped if the DPI parameter is not provided during the LPR
procedure initialisation request.

10.

11.
12.

13.

The PCMP provides the address of the DPCMP to the LPR to initialise the
redirection.

The LPR connects to the DPCMP address.

The DPCMP provides a list of Command APDUs (C-APDUSs) and the AID of the
targeted application of the Enabled Profile.

The LPR opens a logical channel to the AID of the targeted application of the
Enabled Profile.
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14. The LPR transmits the list of C-APDUs to the targeted application of the Enabled
Profile within the MNO-SD

15. The targeted application sends back the list of Response APDUs (R-APDUS) to
the LPR.

16. The LPR closes the logical channel,

17. This step is equivalent to step 3: The LPR connects to the PCMP, with the DPI
as a parameter if provided during the initialisation of the LPR Procedure.
This step is followed by step 4 (sending the lists of C-APDU from the PCMP) or
10 (sending the URI of a Delegated PCMP) or 18 (end of processing).

Note: Step 18 is used by the PCMP to end the processing

18. The PCMP sends an acknowledgement to the LPR about the end of processing.

Note: When initialising the connection between the LPR and the PCMP or the DPCMP, a
HTTPs session SHALL be established between the LPR and respectively the PCMP and
DPCMP based on a public key of the Root Certificate stored in the Device which
includes authentication using the TLS Certificate, and may check for the presence of the
adequate platform identifier in the TLS Certificate used for the TLS session.

End Condition:

a. The contents of the Enabled Profile have been updated according to updates
received from either the PCMP, the DPCMP or both.

The following flow highlights the specific use of Notifications sent from the LPR to a specific
Device Application(s). These Notifications can be used to inform the End User about the
progress of the Profile management process.
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. I . I I I
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Figure 20: Device Application Interaction with a LPA PRoxy
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Start Conditions:

a. One of the triggers to start a connection between a (D)PCMP and the eUICC has
been initiated.

b. A Device Application has been registered to receive Notifications during the Profile
content management session.

Procedure:

1.

The LPR requests the ICCID and the (D)PCMP endpoint URI associated to the
Profile Content Management Platform from the eUICC.

The eUICC sends the ICCID of the Enabled Profile and the (D)PCMP address to
the LPR.

The LPR connects to the (D)PCMP.

The LPR sends a Notification about the operation status to the registered Device
Application.

The (D)PCMP provides a list of Command APDUs (C-APDUSs) and the AID of the
targeted application of the Enabled Profile.

The LPR sends a Notification about the operation status to the registered Device
Application

The LPR opens a logical channel to the AID of the targeted application of the
Enabled Profile.

The LPR transmits the list of C-APDUs to the targeted application of the Enabled
Profile within the MNO-SD.

The LPR sends a Notification about the operation status to the registered Device
Application

The targeted application sends back the list of Response APDU (R-APDU) to the
LPR.

The LPR closes the logical channel.

End Condition:

c. The application of the Enabled Profile has been updated according to updates
received from the (D)PCMP. The Device Application has been notified during the
procedure execution.

4.17.3 LPA PRoxy Requirements

Req no. Description

LPAPR1

It is OPTIONAL for the Device, the eUICC, and the SM-DP+ to support
the LPA Proxy requirements defined in this document.

LPAPR2

The LPR SHALL be able to forward APDUs remotely sent from a Profile
Content Management Platform or from a Delegated Profile Content
Management Platform to any application on the Enabled Profile.

Note: The mechanism cannot address a Disabled Profile

LPAPRS3

A mechanism allowing the LPR to connect to a Profile Content
Management Platform address, each time the Profile is Enabled, SHALL
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Req no. Description

exist. This mechanism SHALL be executed on a best effort basis and
SHALL NOT impact otherwise the pending RSP operations.

LPAPR4

The DPI used for redirection from a PCMP to a DPCMP, SHALL be able
to be included in the Profile.

LPAPRS

The Profile Content Management Platform address and the configuration
(LPAPR3/deactivated) of the mechanism described in LPAPR3 SHALL
be included in the Profile.

LPAPRG6

The mechanism described in LPAPR3 SHALL be activated/deactivated
by the Profile Owner.

LPAPRY

It SHALL be possible for the PCMP to request redirects to some
Delegated Profile Content Management Platform(s).

A redirection MAY happen at any point of time during the data exchange
between the PCMP and the LPR.

The PCMP internal routing logic MAY use the DPI parameter, if
provided, the ICCID and any other contextual data.

LPAPRS8

The identifier parameter for the routing to a Delegated Profile Content
Management Platform, called the DPI, SHALL be globally unique.

LPAPRY

The protocol used between the LPR and its Profile Content Management
Platform SHALL be able to transport all types of SCP designed to
address the Enabled Profile through logical channels. E.g. this may
include SCP03 [29] and SCP11 [30].

LPAPR10

When triggered, the LPR SHALL connect to the PCMP address retrieved
from the Enabled Profile. If the triggering method includes a DPI as a
parameter, this parameter SHALL be added to the PCMP address. If a
DPI parameter is filled in the Enabled Profile, this parameter SHALL also
be added to the PCMP address.

LPAPR11

The capability to use mobile network data for the LPA Proxy MAY be
enabled/disabled by the End User.

The Default state SHALL be ‘enabled’.

LPAPR12

The Device SHALL provide a means to Device Application to interact
with LPA Proxy through this API. The requirements about this API are
detailed in LPAPR13 to LPAPR17.

LPAPR13

The access to the LPA Proxy API by a Device Application SHALL be
authorised by the Profile Owner of the Enabled Profile.

LPAPR14

The Device SHALL offer a means for Device Applications to detect
whether the LPA Proxy is deployed on the Device or not.

LPAPR15

A triggering Device Application SHALL be able to register interest for
receiving Notifications during the triggered session.

LPAPR16

The LPA Proxy SHALL be able to send Notifications to the triggering
Device Application. These Notifications SHALL either
e be contained in the command sequence retrieved from the
Profile Content Management Platform (e.g. for task overview
message, initialisation or end of the process)

e orgenerated locally (e.g. error Notifications)
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Description

The LPA SHOULD provide a mechanism to allow a Device Application
LPAPR17 to get progress or result information about an LPA Proxy operation
which it requested through an API.

Table 42: LPA Proxy Requirements

4.18 Device Change Support
This section describes use cases and requirements for the Device Change support.

4.18.1 Overview

An End User subscribes to a mobile service with a Mobile Service Provider, and installs one
or more Profiles in their Device. After a while when the End User needs to use their
Subscriptions on another Device, they can perform a Device Change process in order to
install one or more Profiles related to their Subscriptions in the new Device.

The underlying mechanism for the Device Change process is based upon the download of
the Profiles from the SM-DP+(s) as in the general Profile download procedure. As such, the
Mobile Service Providers may need to update their backend systems such as HSS/AuC and
BSS with respect to the newly installed Profiles, where the details are out of scope of the
specification.

4.18.2 Device Change Procedure

Old Device New Device SM-DP+ MSP

End Ileer

|
i [1] Uzer Intent 'Device Change'

' {opt. new Device's info)

|
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Figure 21: Device Change Procedure
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Start Conditions:
a) The End User has an old Device containing one or more Profiles. The End User
gets a hew Device
b) The old Device still has connectivity.

Procedure:

1. The End User provides User Intent '‘Device Change’, indicates which Profiles they
intend to move and optionally provides information (e.g. EID) of the new Device to
the old Device.

2. The old Device prepares Device Change of the installed Profiles that the End User
wants to move, and optionally deletes the installed Profiles based upon the Mobile
Service Providers’ configurations. This step can involve SM-DP+(s) and/or Mobile
Service Providers servers. This may include an Eligibility Check for Device Change.

3. The End User provides User Intent '‘Add Profile' to the new Device.

Steps 4 to 5 are repeated for every Profile the End User wants to move in the new
Device. If the installation of one of the Profile fails during the Device Change
operation with more than one Profile, the End User has to confirm to continue the
Device Change procedure with the other Profiles.

4. The new Device downloads and installs a Profile from the SM-DP+.

5. (Optional) The Mobile Service Provider updates the backend system such as
HSS/AuC and BSS.

6. The Profiles can now be enabled using one of the mechanisms described in this
specification.

4.18.3 Device Change Support Requirements

4.18.3.1 General Requirements

Req no. ‘ Description

There SHALL be a means to ensure that the Profile prepared for the Device
DC1 Change is only downloaded to the target Device/eUICC intended by the initiator
(e.g. End User).

With regard to DC1, a Mobile Service Provider SHALL be able to enforce the
means if it wants.

DC2

Table 43: General Device Change Support Requirements

4.18.3.2 LPA Requirements for the old Device

Req no. ‘ Description

Itis OPTIONAL for the LPA to support the Device Change requirements as
DC-LPA-X1 . o .

defined in this section.

The LPA supporting Device Change SHALL support the Local Profile
DC-LPA-X2 Management Operation ‘Device Change'. This operation SHALL allow the End

Y User to initiate Device Change for the selected Profile.

Strong Confirmation SHALL be enforced.
DC-LPA-X3 The LPA supporting Device Change SHALL be able to request the Device

Change to the SM-DP+ specified in the installed Profile.
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Req no. Description

Note: This operation will be performed for every Profile that the End User wants
to move.

With regard to DC-LPA-X3, the Device Change request SHALL identify the

DC-LPA-X4 installed Profiles the End User wants to move.

DCLPAXS The LPA supporting Device Change SHALL be able to process the Device
Change response(s).

DCLPAXG With regard to DC-LPA-X5, the LPA SHALL be able to provide the relevant

information for the new Device to download the prepared Profile Package(s).

With regard to DC-LPA-X6, the LPA SHALL be able to provide the information
DC-LPA-X7 via the LUI (e.g., in a text or QR code format). Additional mechanisms (e.g., via
USB, Bluetooth, etc.) MAY be provided and are Device manufacturer specific.
If indicated by the SM-DP+ as per DC-SMDP-X8, if the deletion of an installed
DC-LPA-X8 Profile is requested, the LPA SHALL delete this Profile.

Strong Confirmation SHALL be enforced in such a case.

With regard to DC-LPA-X8 and DC-SMDP-X4, in consideration of the network
connectivity lost due to the Profile deletion, there SHALL be a means for the LPA

DC-LPA-X9 to deliver the Delete Notification of the deleted Profile to the SM-DP+ via the
information provided to the new Device as per DC-LPA-X6.
DC-LPA-X10 The LPA SHOULD display the Mobile Service Provider Message, if it is included

as per DC-SMDP-X9.

If the Profile has been deleted from the old Device as per DC-LPA-X8 and if it is
DC-LPA-X11 allowed as per DC-SMDP-X10, the End User MAY request, via the LPA, the SM-
DP+ to recover the deleted Profile on the old Device.

The LPA supporting Device Change SHALL be able to allow the End User to

DC-LPA-X12 . . .
C move one or more Profiles installed in the eUICC.

Table 44: LPA Requirements for the old Device

4.18.3.3 LPA Requirements for the new Device

Req no. Description

The LPA supporting Device Change SHALL be able to download the Profile

DC-LPA-Y1 prepared for the Device Change by using the information provided as per DC-
LPA-X6.
With respect to DC-LPA-X9, if the LPA is unable to immediately deliver the
DC-LPA-Y2 Delete Notification to the Notification Receivers, it SHALL be retained and sent

before completing the Device Change procedure.

If the installation of one Profile fails during the movement of more than one
DC-LPA-Y3 Profile from the old Device, the LPA SHOULD ask the End User if they want to
continue the Device Change operation.

Table 45: LPA Requirements for the new Device

4.18.3.4 SM-DP+ Requirements

Description

Itis OPTIONAL for the SM-DP+ to support the Device Change requirements as
defined in this section.

DC-SMDP-X1
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Req no. ‘ Description

The SM-DP+ supporting Device Change SHALL be able to notify the Mobile

DC-SMDP-X2 Service Provider of the progress of the Device Change.
DC-SMDP-X3 On reception of the Device Change reqt_Jest, the S_M-DP+ supporting_Device
Change SHALL be able to prepare a suitable Profile for the new Device.
With regard to DC-SMDP-X3, if a Profile with the same Network Access
DC-SMDP-X4 Credentials is used, the SM-DP+ SHALL be able to ensure that the Profile in the

old Device is deleted before the new Device downloads the prepared Profile
Package.

With regard to DC-SMDP-X3, if a Profile with the same Network Access
DC-SMDP-X5 Credentials is used, the SM-DP+ SHALL be able to ensure that the Profile in the
old Device is deleted before the Profile in the new Device becomes usable.

On reception of the Device Change request, the SM-DP+ SHALL respond with
the processing result of the request on behalf of the Mobile Service Provider.

With regard to DC-SMDP-X6, the response indicating success SHALL be able to
DC-SMDP-X7 provide information for the new Device to download the prepared Profile
Package.

With regard to DC-SMDP-X6, the response indicating success SHALL be able to
DC-SMDP-X8 indicate whether the old Device has to delete the Profile that was identified in the
Device Change request.

With regard to DC-SMDP-X6, the response indicating success SHALL be able to
include a Mobile Service Provider Message to be displayed to the End User.

With regard to DC-SMDP-X8DC-SMDP-X6, the response indicating that the old
Device has to delete the Profile SHALL be able to additionally indicate whether
the old Device is allowed to request the recovery of the deleted Profile, for the
case where the Profile has been deleted but there is a permanent error in
DC-SMDP-X10 | installing the prepared Profile on the new Device.

NOTE: A permanent error indicates that Profile installation failed due to an error
processing the prepared Profile in the eUICC except following temporary errors:

DC-SMDP-X6

DC-SMDP-X9

¢ Insufficient memory for the Profile, or
¢ Interruption during the Profile installation

If the End User requests the recovery of the Profile on the old Device as per DC-
LPA-X1 and if the SM-DP+ received a notification from the new Device indicating
DC-SMDP-X11 | that there was a permanent error in installing the prepared Profile on the new
Device, the SM-DP+ SHALL provide the old Device with a Profile for the
recovery.

Table 46: SM-DP+ Requirements
5 Operational Procedures
5.1 LPA Initiated Download

5.1.1 LPA Initiated Download Requirements

Req no. Description ‘
LID1 [Void]
LID2 [Void]
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Table 47: LPA Initiated Download Requirements

5.1.2 LPA Initiated Download Procedure

This following procedure describes the Events that are part of the Profile Package download
and installation procedure initiated by the LPA.
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a.

Procedure:

1.

3.to 4.
5.to 6.

7.t009.

10.

11.

12.

13.

14.
15. to 16.

17.to 22.
17.

18.

19.

20.

21.to 22.

23. to 25.
26.

The Subscriber has completed the Subscription process to the selected
Mobile Service Provider offer.

The Profile ordering process related to this Subscription has been completed
(i.e. an assigned Protected Profile Package is stored on the SM-DP+).

The LPA initiates Profile Package download and identifies the address of the
SM-DP+ where the Profile is stored and available for download (via e.g. URL,
QR code, manual input, etc.) as well as other information provided (e.g.
Token, SMDPId, Confirmation Code).

The LPA authenticates the SM-DP+ through establishing a TLS connection
with the SM-DP+, and verifying the SMDPid if such information has been
provided.

The LPA gets an eUICC challenge

The LPA sends the eUICC challenge and any other relevant information to the
the SM-DP+.

The SM-DP+ signs the eUICC challenge, and generates a DP_Challenge to
be sent back to the eUICC.

The LPA sends the material received by the SM-DP+ and the AC Token to
the eUICC; the eUICC checks the SMDPid and authenticates the SM-DP+.
The eUICC sends back a signed set of information including the
DP_Challenge, the AC Token, the EID and its Certificate to the LPA.

The End User confirms the download of the Profile, optionally with the display
of the Profile name of the Mobile Service Provider.

The LPA sends the set of information received in Step 11 from the eUICC to
the SM-DP+.

The SM-DP+ verifies the signature; the eUICC is authenticated.

OPTIONAL: The Eligibility Check and Profile binding functions are performed
by the SM-DP+.

OPTIONAL

The Mobile Service Provider and Operator is notified about the Profile
Package that is about to be downloaded.

If the Mobile Service Provider or Operator has been notified, it MAY request to
stop the download process by indicating an error code to the SM-DP+.

If the Mobile Service Provider or Operator sends an error code to the SM-
DP+, the SM-DP+ stops the download process and indicates the error code to
the LPA.

The LPA notifies the End User with an appropriate message.

The SM-DP+ MAY receive information from the Operator to prepare the
appropriate Profile Package.

The Bound Profile Package is sent to the eUICC and installed on the eUICC.
The Profile Package download report is sent from the SM-DP+ to the Mobile
Service Provider and Operator.

End Condition:

a.

SGP.21V3.1

The Profile is installed in the eUICC in a Disabled state
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5.2 Profile Download with Activation Code

5.2.1 Activation Code Requirements

Req no.

AC1

Description

Where used, the Activation Code SHALL trigger the download of a Bound
Profile Package from a specific SM-DP+.

AC2

The Activation Code SHALL comprise of the following parameters:
e SM-DP+ address

o Activation Code Token (Includes OPTIONAL Confirmation Code
Required Flag)

e SMDPid (OPTIONAL)
¢ Reference to eSIM CA Certificate (OPTIONAL)

AC3

The Activation Code Token SHALL be able to include a parameter indicating
whether a Confirmation Code is required or not.

If such a Confirmation Code is required, the LPA SHALL ask the End User
to input a Confirmation Code. The SM-DP+ SHALL verify the Confirmation
Code before delivering the Bound Profile Package.

Note: How the Confirmation Code is created and provided to the End User is
out of scope of this specification.

AC4

The Activation Code SHALL be verified by the SM-DP+ before delivering the
Bound Profile Package.

AC5

The Activation Code input in the LPA by the End User SHALL support at
least manual typing and, if a camera is available on the Device, QR code
scanning.

AC6

[Void]

AC7

[Void]

AC8

Following the Activation Code procedure, the Profile Package download
procedure SHALL be used.

AC9

The Activation Code procedure SHALL preserve eco-system security,
privacy and validation of User Intent.

AC10

The Activation Code procedure SHALL be used for the sole purpose of
downloading a Profile package to the targeted eUICC. The Activation Code
procedure SHALL prevent sending IMEI and EID information to a non-
authenticated SM-DP+.

AC11

The Activation Code SHALL uniquely identify the SM-DP+. It SHALL be
possible for the Activation Code to be uniquely linked to an individual Mobile
Service Provider.

AC12

The Activation Code request to the SM-DP+ SHALL be extended by the
eUICC with the EID after the specific SM-DP+ has been authenticated.

Table 48: Activation Code Requirements

5.2.2 Profile Download with Activation Code Procedure

The Activation Code procedure defines a common functionality which allows the Subscriber
or the End User on behalf of the Subscriber to “activate” a Device by means of requesting
the download of an Operational Profile from the Device itself.

SGP.21V3.1
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Subscriber/End User

Profile Download with Activation Code Procedure

Procedure _/}

et

Subscriber contracts
with a Service Provider

2. Activation Code (AC)

OPTIONAL Confirmation Code

IFj

‘Opera(or specific

S

Profile reservation

1. Activation Code material
exchange (including OPTIONAL
Confirmation Cads) and

1 3. activationCodeProcedure(AC pala}ns) |

Prior to step 9 a HTTPs session
SHALL be established between the
LPA and the SM-DP+ based on a
public key of the Root Certificate
stored in the Device which include
authentication using the TLS certificate
and checking of the presence of
SM-DP ID in the TLS certificate

used for the TLS session.

9. nonceeUICC, eSVN

4. Parse AC params including
at least @SW-DP+, AC token,
and optionally SMDPid

5. (OPTIONAL) User interaction
(Confirmation Code...)

6. Initiate AC download procedure

10. DPsign = [nonceDP, noncesUICC]
signed with SM-DP+ private key

11, cetSMOP, none=DP, DPsign

8. noncesUICC, eUICC Specification
Version Number(s8YH)

12. cetSMDP, nonceDP, DPsign,
AC params, devicelnfa,
OPTIONAL Confirmation Code

7. Generate nonceelICC

3 (OPTIONAL) Verify AC.SMDPid
= SMDPid in SMDP cert;
(OPTIONAL) Verify AC.GEMACI
is the same than SMDP cert

16. eUICCcert, EUMcert, eUICCsign,
nonceSMDP, AC params,
keymaterial, devicelnfo, eUICCinfo,
OPTIONAL Confirmation Code

15. eUICCeert, EUMcert, eUICCsign,
nonceSMDP, AC params,
keymaterial, devicelnfa, eUICCinfo,
OPTIONAL Confirmation Code

17. Check EUMcert with CI PUblic Key,
Check [nonceSMDP)eUICCeart
Jf At this stage the eUICC
J/l is authenticated

18. eligibility Check
(devicelnfo, eUICCinfa)

19. Check AC params and optionally
the Confirmation Code

14. Check [nonceeUICC]cetSMDP,
If At this stage the SM-DP+
If'is authenticated
generation of key material;
eUICCsign = [nonceSMDP, AC
params, key material, devicelnfa,
eUICCinfo, OPTIONAL Confirmation
Coda] with eUICC private key

20. Continue Profile download based on eUICC session key material, AC params, devicelnfo, eUICCinfo, and eSVN

Subscriber/End User

Figure 23: Profile Download with Activation Code Procedure

Start Conditions:

1.

SGP.21V3.1

A Subscription has been established by the Subscriber.
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2. Activation Code material and optionally a Confirmation Code has been provided
to the SM-DP+ (Step 1), and an Activation Code has been provided to the End
User and optionally a Confirmation Code (side channel) (Step 2).

Procedure:

3. The End User inputs the Activation Code to the LPA through the LUI.

4, The LPA parses the Activation Code parameters to recognise the SM-DP+
address, the Activation Code Token, the LPA Mode and optionally the SMDPid.
In addition, the LPA MAY parse in the Activation Token the information that a
Confirmation Code is required.

5. If the Confirmation Code parameter in the Activation Code Token is set to
“require Confirmation Code”, the End User is prompted to input a Confirmation
Code provided to them by the issuing Mobile Service Provider.

6. The Activation Code download procedure is initiated by the LPA. The LPA
requests a nonceeUICC from the eUICC.

7. The eUICC creates a honceeUICC associated with the supported eUICC
Specification Version Number (eSVN).

8. The eUICC transmits the nonceeUICC associated with the supported eSVN to
the LPA.

9. The LPA sends the nonceeUICC associated with the supported eSVN to the SM-

DP+.

Note: Prior to step 9, a HTTPs session SHALL be established between the LPA and the
SM-DP+ based on a public key of the Root Certificate stored in the Device which
includes authentication using the TLS Certificate and checking for the presence of the
SMDPid in the TLS Certificate used for the TLS session.

10.

11.
12.

13.

14.

Upon receiving the nonceeUICC and the associated eSVN, the SM-DP+ creates
nonceSMDP and signs both the nonceSMDP and the nonceeUICC.

The SM-DP+ sends the signed nonceeUICC and nonceSMDP to the LPA.

The LPA collects the Activation Code parameters as well as the Device
information needed for the Eligibility Check procedure and optionally the
Confirmation Code and transmits them with the signed nonceeUICC and
nonceSMDP to the eUICC.

If configured in the Activation Code, the eUICC and the LPA checks whether the
SMDPid configured in the AC and the SMDPid within the SM-DP+ Certificate for
the Profile installation (called CERT.DPauth in SGP.22 [24]) are the same (in
case of failure, the download SHALL NOT proceed). If configured in the
Activation Code, the eUICC and the LPA checks whether the eSIM CA
Certificate, and the eSIM CA Certificate linked with the SM-DP+ for the Profile
installation (called CERT.DPauth in SGP.22 [24]) are the same (in case of
failure, the download SHALL NOT proceed).

The eUICC checks the signature attached to the nonceeUICC. The SM-DP+ is at
this stage authenticated by the eUICC. The eUICC generates key material that
will be used for the session key establishment. The eUICC signs a set of
information with the eUICC private key which includes:

a. The nonceSMDP
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b. Key material created by the eUICC to calculate session keys for the
preparation of the Bound Profile Package

c. Activation Code parameters

d. The Device and eUICC information

e. Optionally the Confirmation Code

15. The eUICC sends the signed set of information to the LPA in addition to:
a. The nonceSMDP
b. Key material created by the eUICC to calculate session keys for the

preparation of the Bound Profile Package

Activation Code parameters

The Device and eUICC information

The eUICC Certificate which includes the EID

The EUM Certificate

. Optionally the Confirmation Code

16. The LPA sends the whole set of information received from the eUICC to the SM-
DP+.

17. The SM-DP+ checks the EUM Certificate with the Cl Public Key. The SM-DP+
checks the signature of the nonceSMDP; the eUICC is at this stage
authenticated by the SM-DP+.

18. The SM-DP+ proceeds with the eligibility check based on the transmitted
information (EID, Device information, eUICC information, eSVN).

19. The SM-DP+ checks the Activation Code parameters and optionally the
Confirmation Code to retrieve the referenced Profile Package.

20. The Profile Package is downloaded to the eUICC:

a. The SM-DP+ establishes session keys with the eUICC.

b. A Bound Profile Package is prepared on the basis of the eUICC session key
material and is downloaded and installed on the eUICC.

c. Successful installation of the Profile on the eUICC is acknowledged and the
Mobile Service Provider and Operator is notified by the SM-DP+.

d. Successful installation of the Profile on the eUICC is acknowledged by the
eUICC to the LPA which notifies the End User of the status.

@~ ao

End Conditions:

a) A Bound Profile Package has been downloaded and installed on the eUICC in a
Disabled state.
b) The LPA MAY offer the Profile for enablement by the End User.

5.3 Local Profile Management
5.3.1 Local Profile Management Procedures

5.3.1.1 Enable Profile

This procedure performs the enabling of a target Profile. The request is given by the End
User to the LPA.
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Enable Profile Procedure

End User LPA, ISD-R SM-DP+s

i1. Profile Enabling Request [

Y

| 2. Werification of User Intent(s) I}]

)
' 3. Profils Enable (1SD-P AID)

nﬂt ) [another Profile is enabled]

JJ\,

Rule Check

: 4. Profile Palicy

5. Profile Policy Rule Conflict Matification |

Profile Paolicy Rule Conflict Matification | X

E. Enabled Profile
is disabled

7. Target Profile
is enabled

J

8. Profile Enable Confirmation

A

10. Generate
Matifications

_ 3. Prafile Enahle Confirmation

11. Deliver Motifications %

End User LPA ISD-R SM-DP+s

Figure 24: Enable Profile Procedure

Start conditions:

a. The target Profile is disabled on the eUICC.

b. The target Profile has been chosen by the End User.

C. The LPA is authenticated to the eUICC as legitimate for performing Local Profile
Management.

Procedure:

1. The End User makes a Profile enable request on the LPA.

2. User Intent is verified.

3. The LPA sends a Profile enable operation for the target Profile to the ISD-R on the
eUICC.

If another Profile is currently enabled, then steps 4 through 6 are performed,;
otherwise, execution of the procedure continues at step 7.
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4.  The ISD-R checks if applied Profile Policy Rules on the currently Enabled Profile
permit the Profile to be disabled

5. If there is a conflict with Profile Policy Rules, the ISD-R aborts the procedure and
informs the End User via the LPA.

6 The currently Enabled Profile is disabled

7.  The target Profile is enabled.

8. The ISD-R informs the LPA of the enabling of the Profile.

9. The End User is informed via the LPA.

10. The ISD-R generates and stores enable Notifications for all Notification Receivers
configured in the Profile Metadata of the target Profile. If this procedure caused
another Profile to be disabled, then the ISD-R also generates and stores disable
Notifications for all Notification Receivers configured in that Profile.

11. All enable and disable Notifications on the eUICC are delivered.

End conditions:

a. The target Profile is enabled.

5.3.1.2 Disable Profile

Profile disabling can be achieved with the following procedure. The request is given by the
End User on the LPA.

Disable Profile Procedure

End User LPA ISD-F SM-DF +s

! 1. Profile Disabling Request i

2. MWerification of User Intent L\]

' 3. Profile Disable (ISD-P AID)

k.
|

4. Profile Policy
Rule Check

5. Profile Policy Rule Conflict Motification

Profile Policy Rule Conflict Motification

is disabled

6. The target Profile IT

__ 7. Profile Disahle Confirmation

-

9. Generate
Motifications

10. Deliver Motifications B]

End User LPA ISD-F SM-DF +s

Figure 25: Disable Profile Procedure
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Start conditions:

a. The target Profile is enabled on the eUICC.
b.  The target Profile has been chosen by the End User.
C. The LPA is authenticated to the eUICC as legitimate for performing Local Profile

Management.
Procedure:

1. The End User makes a Profile disable request on the LPA.

2. User Intent is verified.

3. The LPA sends a Profile disable operation to the ISD-R on the eUICC.

4.  The ISD-R checks if applied Profile Policy Rules on the target Profile permits the
Profile to be disabled.

5. If there is a conflict with Profile Policy Rules, the ISD-R aborts the procedure and
informs the End User via the LPA.

6. The ISD-R disables the target Profile.

7. The ISD-R informs the LPA of the disabling of the Profile.

8. The End User is informed via the LPA.

9. The ISD-R generates and stores disable Notifications for all Notification Receivers

configured in the Profile Metadata.
10. All disable Noaotifications on the eUICC are delivered.

End conditions:

a. The target Profile is disabled.

5.3.1.3 Delete Profile

Profile deletion can be achieved with the following procedure. The request is given by the
End User on the LPA.
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Delete profile procedure

End User

LFA ISD-R SM-DP+s

! 1. Profile Deletion Request i

b
=

2. MWerification of User Intent L\]

'g

Profile Policy Rule Conflict Motification

! 3. Profile Delete {ISD-P AID)

k.
-

4. Profile Palicy
Rule Chack

5. Profile Palicy Rule Conflict Motification

E. The target Profile
and the related
|SD-P is erased

_ 7. Profile Delete Confirmation !

-
|

8. Metadata for the target Profilz is erased B]

Profile Delete Confirmation !

| 10. Generate
| Matifications

11. Deliver Motifications Il\]

End User

LFA ISD-R SM-DP+s

Figure 26: Delete Profile Procedure

Start conditions:

a. The target Profile is disabled.

b.  The target Profile has been chosen by the End User

C. The LPA is authenticated to the eUICC as legitimate for performing Local Profile
Management.

Procedure:

1. The End User makes a Profile deletion request on the LPA.

2. User Intent is verified.

3. The LPA sends a Profile deletion operation for the target Profile to the ISD-R on
the eUICC. The request includes the ISD-P AID of the target Profile.

4.  The ISD-R checks if applied Profile Policy Rules permits the Profile to be deleted.

5. If there is a conflict with Profile Policy Rules, the ISD-R aborts the procedure and
informs the End User via the LPA.

6. The ISD-R erases the target Profile and the related ISD-P.

7.  The ISD-R informs the LPA of the Profile deletion.

8.  The Profile Metadata for the target Profile is erased.
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9. The End User is informed via the LPA.
10. The ISD-R generates and stores delete Notifications for all Notification Receivers
configured in the Profile Metadata.
11. All delete Notifications on the eUICC are delivered.

End conditions:

a. The target Profile is deleted.

5.31.4 Add/Update Profile Nickname

Add/update nickname will allow the Subscriber or End User to attribute a nickname to a
Profile for ease of use. Note that adding or changing a nickname SHALL NOT affect any
other data or other Profile Metadata for that Profile.

Add/Update Profile Nickname Procedure

End User LFA elICC

! 1. Request update of the nickname of the target Profile ,_:

: | 2. Update nickname _

End User LFA elICC

Figure 27: Add/Update Profile Nickname Procedure

Start conditions:

a. User Intent has been verified.

b.  The target Profile has been chosen by the End User.
C. The LPA is authenticated to the eUICC as legitimate for performing Local Profile
Management.
Procedure:

1. The End User requests the update of the nickname on the LPA.
2.  The LPA updates the Profile Metadata of the target Profile with the End User’s
choice of nickname in the eUICC.

End conditions:
a. Profile Metadata of the target Profile has been updated with the End User’s choice
of nickname.
5.3.1.5 Query Profile Metadata

This procedure will allow the End User to query the Profile Metadata of the Profiles
accessible to the End User. The result SHALL display all (or parts of) the Profile Metadata
for the selected Profile on the eUICC at the time of querying. No changes are made to any
data on the eUICC as a result of this procedure.
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Query Profile Metadata

End User LPA, elIcC

| 1. Query request ..

: 2. Read Profile Metadata

! >

| | 3. Retum Profils Metadata for displaying

: 4. Display Profile :

| Metadata |

i i i
End User LFPA elICC

Figure 28: Query Profile Metadata Procedure

Start conditions:

a. The LPA is authenticated to eUICC as legitimate for performing Local Profile
Management.
b. The list of Profiles accessible to the End User is displayed by the LPA (LUI).

Procedure:
1. The End User selects a Profile to query.
2.  The LPA receives a query request from the End User.
3. The LPA requests Profile Metadata from the eUICC.
4.  The LPA displays the Profile Metadata to the End User on the LUI.

End conditions:

a. No change to Profile Metadata.

5.3.1.6 eUICC Memory Reset

This procedure performs the eUICC Memory Reset of the eUICC including its associated
Profile Metadata. The request is given by the End User to the LPA.

Note: A similar procedure will apply to perform the eUICC Test Memory Reset of the eUICC.
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eUICC Memory Reset Procedure

LPA/LUI elicC SM-DP+s

i 1. eUICC Memory Reset request -

i 2. Verify User Intent

|
\ )
< 3. Display message of consequences

\ 4. Confirm conformity with the consequences

=

|
Z-

| B. Delete Profile(s)
and their Metadata

' 5. Send eUICC Memory Reset operation

:( 7. Inform that eUICC Memory Reset has taken place |

| 9. Generate Notifications |

P

| 10. Deliver Motifications

] i
LPA/LUI elicC SM-DP+s

I_l7

Figure 29: eUICC Memory Reset Procedure

Start conditions:

a. The LPA is authenticated to the eUICC as legitimate for performing Local Profile
Management.
b.  The eUICC Memory Reset option is displayed by the LPA (LUI).

Procedure:

1. The End User makes an eUICC Memory Reset request on the LPA (LUI).

User Intent is verified.

3. The LPA (LUI) displays a message of consequences of ‘eUICC Memory Reset’ to
the End User.

4, The End User confirms the conformity with the consequences to the LPA.

5.  The LPA sends an eUICC Memory Reset operation to the eUICC.

6. The eUICC deletes the Profiles on the eUICC even if one is an Enabled Profile
including the Profile Metadata associated with it.

7. The eUICC informs the LPA of the eUICC Memory Reset of the eUICC.

The End User is informed via the LPA (LUI).

9. The eUICC generates and stores delete Notifications for all Notification Receivers
configured in the Profile Metadata of every Profile.

10. All of the delete Notifications on the eUICC are delivered as soon as connectivity
is available.

N

o

End conditions:

a. The Profiles are deleted from the eUICC.
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5.3.1.7 Add Profile with Activation Code

This procedure will allow the Subscriber to add a single Profile. This procedure will not
enable the downloaded Profile, nor disable an Enabled Profile. Network connectivity is
assumed. The download can be initiated by the input of an Activation Code.

Add Profile with Activation Code Procedure

End User LPA

! 1. Add Profile request [

2. Request Activation Code [

- -

ref
Profile Download with Activation Code Procedure (SGP.21; Section 5.2.2)

End User LPA

Figure 30: Add Profile with Activation Code Procedure

Start conditions:

a. User Intent has been verified.

b. The download of a new Profile is allowed on the eUICC.

c.  The LPA is authenticated to the eUICC as legitimate for performing Profile
download.

Procedure:

1. The End User obtains an Activation Code to add a Profile to their Device.

2.  The LPA requests the End User to enter the Activation Code.

3. Profile Download with Activation Code Procedure as described in Section 5.2.2
starts.

End conditions:

a. The Profile has been installed on the End User’s Device.
b. Profile Metadata has been updated from the Profile.
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5.3.1.8 Edit SM-DP+ Address

This procedure will allow the End User to edit a default SM-DP+ address on the eUICC or
Device.

Edit SM-DP+ Address

End User LPA LFA Services Device
| I |
1. Edit SM-DP+ address request > [

2 Werification of User Intent(s) I}]

alt [Address stored in the eUICC]
' 3.a Update SM-DP+ address }:

|

|

1

]

|

|

| S J
: [Addi’ess stored in the Device]
|

1

]

|

|

1

]

| 3.b Update SM-DP+ address |
e [ |

4. Confirmation :

End User LPA, LPA Services Device

Figure 31: Edit SM-DP+ Address

Start conditions:

a. The End User is willing to edit the default SM-DP+ address

Procedure:

1. The End User edits an SM-DP+ Address via the LPA.
2. Simple Confirmation from the End User is required.
3. Depending on the storage location of the selected SM-DP+ Address:
a. If the address is stored in the eUICC, the LPA sends the default SM-DP+
address for storage in the LPA Services.
b. If the address is stored in the Device, the LPA updates the default SM-DP+
address for storage in the Device.
4, The End User is informed via the LPA.

End conditions:

c. The target default SM-DP+ Address is edited in the LPA Services or the Device.

5.4 Remote Profile Management

This section describes the overall mechanisms, requirements and flow diagrams for Remote
Profile Management operations. Remote Profile Management operations are actions
performed by Managing SM-DP+(s) at the request of the Profile Owner. These operations
include enabling, disabling, and deleting Profiles as well as listing Profile information and
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updating specific Profile Metadata. Profile Owners will also be able to update the list of
Managing SM-DP+(s) that are authorised to perform Remote Profile Management
operations.

5.4.1 Overview on RPM commands retrieval
Different mechanisms are defined to retrieve the RPM commands:

Option 1: The Root SM-DS is reached.
Option 2: An Alternative SM-DS is reached.

Option 3: One Managing SM-DP+ configured in the Profile is reached.

Managing
SM-DP+ 2

Managing
SM-DP+ 1

connection to 3 q
the Root DS is Alternative event retrieval
used SM-DsS (through the LDS
if event propagatio interface)
is requested
event push

Root SM-DS

option 2 option 3

Profile 3
* list of authorized managing

Profile 1 Profile 2
+ list of authorized managing = list of authorized managing

SM-DP+
* Managing SM-DP+ (only one)

eUICC

SM-DP+ SM-DP+
* Root DS connection + alternative SM-DS connection

Figure 32: The different options to achieve RPM command retrieval

5.4.2 Remote Profile Management Requirements

Req no. Description ‘

Itis OPTIONAL for the Device, the eUICC, and the SM-DP+ to support

RPM1 the RPM requirements defined in this document.

The Profile SHALL be able to include information of zero, one or several
RPM2 Managing SM-DP+(s) (META19META18) that are authorised to perform
RPM operations on the Profile.

Only the Profile Owner, or another Profile Owner explicitly pre-authorised,
RPM3 SHALL be able to request the SM-DP+ to perform RPM operations for
this specific Profile.

The eUICC SHALL only accept RPM operations on a Profile from a

RPM4 Managing SM-DP+ configured in the Profile.

A Profile Owner SHALL be able to replace, add and remove Managing

RPMS SM-DP+(s) to/from its Profile.
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Req no.

RPM6

‘Descnpﬂon

RPM SHALL support the Profile Management operations ‘enable’,
‘delete’, ‘list Profile information’, ‘disable’, ‘update Metadata’, ‘Contact
PCMP’, and unset Profile Policy Rules.

RPM7

The RPM ‘Enable’ command SHALL only be executed if the Profile can
be enabled without implicitly disabling a currently Enabled Profile.

(See RPM13 for chaining an RPM ‘Disable’ and an RPM ‘Enable’
command.)

RPM8

With regard to RPM7, if an RPM 'Enable' command is issued to an MEP-
Capable Device, the LPA MAY provide the eUICC with information which
of the available Logical Interface(s) to be used for executing the RPM
‘Enable’.

RPM9

RPM operations SHALL be applicable to Enabled as well as Disabled
Profiles, with the exception of RPM operation ‘Delete’ which only applies
to Disabled Profiles and RPM operation ‘Contact PCMP’ which only
applies to Enabled Profiles.

RPM10

The execution of an RPM operation SHALL at least require the following
level of End User confirmation:

o No user confirmation: List Profile Information, Update Metadata,
unset Profile Policy Rules, Contact PCMP

e Simple Confirmation: Disable Profile, Enable Profile
e Strong Confirmation: Delete Profile

Note: It is up to the Device to inform the End User about the consequences
of deleting a Profile.

RPM11

It SHALL be possible to store and configure a Polling Address in each
Profile to check for RPM operations.

The Polling Address, if configured, SHALL be one of the following:
o A reference to a Root SM-DS
¢ A single Managing SM-DP+ configured in this Profile
e An Alternative SM-DS

RPM12

The eUICC SHALL support operations for an Operator to list Profile(s)
information on the eUICC. The following parameter SHALL be returned:

List of own Profiles including state and Profile Metadata

RPM13

A mechanism SHALL be supported to allow the execution of a set of RPM
operations together originating from a single Managing SM-DP+, with a
particular ordering of the RPM operations attached to this set of
operations.

E.g. a set of RPM operations constituted by an RPM disable operation
followed by an RPM delete operation or an RPM disable operation
followed by an RPM enable operation.

RPM14

If the mechanism in RPM13RPM18 is used, the set of RPM operations
SHALL NOT start before the complete reception of the set of RPM
operations.

RPM15

There SHALL be a mechanism to configure the continuation upon the
result of each operation in the set of RPM operations.
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Req no. ‘ Description

Remote Profile Management operations ‘enable’, ‘disable’, and ‘delete’
and ‘unset Profile Policy Rules’ SHALL be able to trigger a Notification to
RPM16 the Notification Receivers of the respective Profile being managed to
indicate that this operation was actioned. These Notifications are sent on
a best effort basis and SHALL NOT impact otherwise the operation

The eUICC SHALL support the operation ‘update Metadata’ to update
Profile Metadata via a Managing SM-DP+ on request of the Profile
Owner.

RPM17 Only the Profile Metadata listed in META13 SHALL be able to be
modified.

The content of the respective Profile SHALL reflect the updated
Metadata.

The Profile Owner SHALL be able to configure, per RPM operation, any
Managing SM-DP+ configured in the Profile as authorised to execute that
operation.

RPM18
Note: e.qg. If the Profile Owner configures an Enterprise SM-DP+ as a
Managing SM-DP+, then the Enterprise can perform the authorised RPM
operations.
The mechanism RPM18 SHALL be able to be configured within the
RPM19 setting of the Profile Package or after the issuance of the Profile through

the ES6 interface (Operator-eUICC interface).

RPM SHALL support a command ‘Contact PCMP’ sent from a Managing
RPM20 SM-DP+ to the LPA to initiate a connection to the Profile Content
Management Platform address configured in the Enabled Profile.

While the LPR is executing an RPM command as identified in RPM20,
RPM21 the LPA SHALL suspend any other RPM commands until the proxy
session is complete.

The RPM command described in RPM20 SHALL be able to configure a
RPM22 DPI to request a redirection to a Delegated Profile Content Management
Platform

RPM SHALL be authorised only by the Profile Owner. This MAY be at the

RPM23 request of another party (e.g., MVNO, enterprise, etc.).

Table 49: Remote Profile Management Requirements
5.4.3 Remote Profile Management Procedures (Informative)

5.4.31 Common RPM Procedure - Command Independent

The following sequence diagram shows the common part of the overall RPM procedure. The
sequence is focused on pure functional requirements and intentionally leaves out technical
aspects like security and authentication. Security measures are assumed for any
communication as required - these should be incorporated during technical elaboration as a
cross-cutting concern.

For the avoidance of doubt, Notifications and Policy rules also apply to Remote Profile
Management operations.
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Common RPM procedure (Independent from specific command)

1. Send RPM command (command, EID) i

ef__/

2. Event Registration

U_i RPM Event Record registered o

alt J/ [User-initidted]
| 4a. Explicitlyinvoke discovery
' (for RPM)

[Automatic]

| b, Trigger discavery
! (for RPM)

5. Get Polling Address

>

i . eUICC linked to specific SM-DP+
B F’DIIIngAdd\ESS ........... L returns the SM_DP+ addless j
i T
°Ft /  [Polling address is SM-DS (€UICC not linked to SM-DP+)]
ref

7. Discovery Semvice - Discovery Request
(results in an SW-DP+ address)

Il . .
T ] ]

8. Retrieve RPM Command Packages from SM-DP+
(Communication Setup as for Profile Download)

| |
loo [For each RPM command package]
—0op __/ i

1 9. User Intent

10. RPM command package

'
L

11. Decrypt and verify package

) )
opt / [RPM Operation is Audit eUICC Statd]
|
| |
' '

reak / [Originating SM-DP+ is nt
1] managing SM-DP+ of target profile]

12, SW-DP+ rejected

ref
13. Cammand-specific Procedure

14: Generate Notifications

\ 16. RPM procedure complete

‘ 17: Deliver Natifications E]

LPA eUICC SM-DS SM-DP+

Figure 33: Common RPM Procedure

Procedure:

1. The Operator sends the RPM command to the connected SM-DP+.
The SM-DP+ registers the Event Record on the SM-DS to be retrieved by the LDS.
3. The SM-DP+ informs the Operator that the RPM Event Record has been registered
on the SM-DS.
4a. With Discovery Service (SM-DS): An End User triggered request via the LPA to
establish if there is an Event Record for RPM waiting on an SM-DS.

N

Without Discovery Service: An End User triggered request via the LPA to establish
if there is an Event for RPM waiting on an SM-DP+.

4b.  Alternatively, it can be started on specific events detected by the Device
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5.
6.
7.

10.
11.
12.
13.
14.
15.

16.

17.

5.4.3.2

The LPA requests a Polling Address for pending operations from the eUICC.

The Polling Address is sent from the eUICC to the LPA.

The LPA sends a query with its EID to the Polling Address. If the contacted peer is
an SM-DS, the SM-DS returns the Event-ID for that EID.

The SM-DP+ looks up the pending operations for the specific EID, and sends them
to the LPA.

For each received package, the LPA SHALL do the following:

Based upon the operation type the LPA obtains the appropriate level of End User
confirmation.

The LPA then sends the received RPM command package to the eUICC.

The package is decrypted and verified by the eUICC.

The eUICC verifies whether the command package originates from one of the target
Profile’s Managing SM-DP+s.

The command is executed according to its operation-specific sequence (see
sections 5.4.3.2, 5.4.3.3,5.4.3.4,5.4.3.5,5.4.3.6, 5.4.3.7).

For each command, the eUICC generates and stores Notifications for all
configured Notification Receivers for the command.

The eUICC informs the LPA that the RPM procedure is complete and if appropriate
the response information.

The LPA informs the SM-DP+ that the RPM procedure is complete and if
appropriate the response information.

All pending Notifications on the eUICC are delivered.

RPM Operation: Enable Profile

The command “Enable Profile” results in an Enabled (active) Profile comparable to the
insertion of a removable SIM card. Prior to execution of this command by the eUICC, a
check is performed to ensure that no Profile from another Mobile Service Provider is
currently enabled.

RPM Operation: Enable

LPA elicc

o

:RPM [ | package = { Operator, ble, ICCID } :
l
hreak [Target Profile from other Operator]
i 1:Reject: Permission denied
i
hreak [a profile is enabled and enabled profile comep from other Operator]
' 2:Reject: Permission denied

| _ 3: Request user confirm to "enable” hy "Operator”
ref__/

Werify user confirmation

il

opt [User confirmed operation]
4: Confirmed
........................................................................ }

5: Disable current profile

6: enable (ICCID)

LPA ellcC

Figure 34: RPM Operation — Enable Profile
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5.4.3.3 RPM Operation: Disable Profile

The command “Disable Profile” results in a Disabled (inactive) Profile comparable to the
removal of a removable SIM card.

RPM Operation: Disable

LPA elICC

1

: [k

= : RPM c 1 package = { Operator, disable, ICCID } :
hreak [Target profile from other Operator]

| 1:Reject: Permissiondenied

hreak [Target profile is not enabled]
' _ 2: Reject: Not enabled

1 3: Request user confirm for "disable” by "Operator”
ref
Verify user confirmation

L

opt [User confirmed operation]
g:Confimed .
5: Disable Profile (ICCID)

T
LFA eUICC

Figure 35: RPM Operation — Disable Profile

5434 RPM Operation: Delete Profile

The command “Delete Profile” results in the deletion/removal of a Disabled Profile
comparable to the destruction of a removable SIM card.

RPM Operation: Delete

LPA elIcc
1 I
| [l
=|| RPM command package = { Operator, delete, ICCID } I.=
hreak [Target profile from other Operatgr]

e 1: Reject: permission denied

hreak [Target profile is enabled]
\oZ:Reject enabled
: 3: Delete profile (ICCID )
i 4: Notify user "Profile Name" deleted
L1

ref

Motify user "Profile Name" deleted

LPA eUICC

Figure 36: RPM Operation — Delete Profile
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5.4.3.5 RPM Operation: List Profile Information

The command "List Profile Information” returns a list of Profiles owned by the

Non-confidential

Operator/Mobile Service Provider including state and Profile Metadata to the Managing SM-
DP+ that issued the command. This command does not require local End User confirmation.

RPM Operation: List Profile Information

Managing SM-DP+

elICC

RPM command package = {Operation, list} |—

hreak [Operator has no Profile on eUICC]

| Reject: Permission denied

Managing SM-DP+

: Ciperator's Profile information :
|

Figure 37: RPM Operation — List Profile Information

5.4.3.6 RPM Operation: Unset Profile Policy Rule

The command “unset Profile Policy Rule” results in the unsetting of a Profile Policy Rule
from a Disabled or Enabled Profile. This command does not require a local End User

confirmation.

SGP.21V3.1

LPA

RPM Operation: Unset Profile Policy Rule

elICC

o

RPM command package = {Operator,unsetProfilePolicyRule,

policy rule, ICCID}

RPM command package
{Operatar,
unsetProfilePalicyRule,
policy rule, ICCID}

r

bhreak

[Target profile from othear Operator]
2: Reject: permission denied

' 4: Acknowledge

LPA

. Unset policy rule fram the profile
“(policy rule, ICCID)

eUICC

Figure 38: RPM Operation — Unset Profile Policy Rule
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5.4.3.7 RPM Operation: Contact PCMP

The command “contact PCMP” results in the initialisation for a connection to the PCMP
server configured in the Enabled Profile. If an optional parameter DPI is provided in the RPM
command and/or configured in the Enabled Profile, they will be attached during the
connection to the PCMP to signify an expected connection to a Delegated PCMP.

RPM Operation: Contact PCMP

LPA, elicc

| |
| h
__| RPM command package = { Operator,contactPCMP,
., ICCID } -

I RPM command package
: .1 Operator,

i contactPCMP,

i ICCID }

o

|
break [Target profile from other Operator]

| 2: Reject: permission denied

|
break / [no PCMP address in the|Enabled Profile]
I

I o, Reject: no PCMP address
i~ “7in the Enabled Profile set

. Trigger connection
“to FCMP[DPIs]

LFA elICC

Figure 39: RPM Operation — Contact PCMP
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Annex A [Void]
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Annex B Profile Production Procedure (Informative)

B.1 Profile Production Procedure

This section describes a generic implementation. It should be regarded as an example only;
specific implementation MAY be required to address specific security concerns.

Within the eUICC, the current functionality of the UICC is represented by a Profile. Just as
with current UICCs, Profiles are the responsibility of the Operator and Profile production is
performed upon their request and permission (if not produced by the Operators themselves).

The same Operator procedures as in the current UICCs SHALL apply.

Profile Production Procedure

Subscriber MSP Operatar SM-DP+

ref

Profile Description Definition
One-time action (per Profile Description)

ref __/
Operator Credentials Generation
Comparable with the output file generation of the SIM card

ref

Protected Profile Package Generation
Batch orders comparable to SIM card orders or real time process

i i
Cperator specific API b}

ref

Contract Conclusion and Link Profile
Individual per Subscriber over different sales channels

Subscriber MSP Operatar SM-DF+

Figure 40: Profile Production Procedure

Profile Production consists of three steps:

e Profile Description definition: The SM-DP+ creates and registers a Profile
Description based on the Operational Profile Description.

e Operator Credentials generation: The Operator asks the SM-DP+ to generate
Operator Credentials that will be used in the next step. This procedure is OPTIONAL
and will not be used if the Operator wants to generate the Operator Credentials
during Protected Profile Package generation.
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e Protected Profile Package generation: The Profile Packages will be created,
protected and stored. This step (batch type of operation or real time process) is only
performed after an order with the respective Operator.

e Contract conclusion and Link Profile: At the end of the contract conclusion, an
Activation Code is delivered to the End User and the Profile MAY be allocated for this
contract.

Note: The generation of the Bound Profile Package is part of the Profile download with
Activation Code procedure in Section 5.2.2.

B.1.1 Profile Description Definition

The Profile Description definition MAY comprise of the following sequence:

Profile Description Procedure

Cperatar SM-DP+

| 1. ES2+: define(ProfileDescription, ProfileDescription|D)

]

i
ko
=

! 2. generateProfileDescription
i (ProfileDescription, ProfileDescriptioniD)
3 ES2+: confirm(ProfileDescriptionlD) |

Operator SM-DP +

Figure 41: Profile Description Procedure

Start Condition:

a.  Contractual relationship between the Operator and the SM-DP+.

Procedure:

1. The Operator defines its different Profile types (identified by a [non-standardised]
Profile Description ID) which contains the Network Access Application like USIM,
file structure, data and applications, etc.

2.  The SM-DP+ creates the Profile Descriptions based on the Operators input with
the corresponding Profile Description ID.

3. The SM-DP+ confirms the Profile Description definition e.g. by sending the
corresponding Profile Description ID.

Note: An Operator can define multiple Profile Descriptions with the SM-DP+

End Condition:

a. The Operator is able to order Protected Profile Packages based on Profile
Description IDs.
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B.1.2 Operator Credentials Generation

This procedure allows the Operator to allocate a set of Operator Credentials on the SM-DP+
without associating them to a specific ProfileDescriptionID.

Operator Credentials generation MAY comprise of the following sequence:

Operator Credentials Generation

Operatar SM-DP+

| 1. ES2+: requestOperatorCredentialsgeneration(IMSI, ICCID, Type)

|
|

—

>

| 2. ES2+: generateOperatorCredentials(Operator Credentials)

i 3:. S22 confirmOperatorCredentials(Operator Credentials) | j

Figure 42: Operator Credentials Generation
Start Condition:

a. IMSI, ICCID and other resources have been allocated by the Operator.

Procedure:

18. The Operator provides the IMSI, ICCID, type of credential to be created (e.g.
Milenage [11][12], TUAK [10] etc.) and other resources that MAY already be
allocated to the SM-DP+. It asks the SM-DP+ to securely generate and store a set
of Operator Credentials.

19. The SM-DP+ securely generates and stores a set of Operator Credentials based
on the Operator’s input with the corresponding IMSI, ICCID and other resources
provided.

20. The SM-DP+ confirms the generation of Operator Credentials and provides them
to the Operator.

B.1.3 Protected Profile Package Generation
The Protected Profile Package Generation MAY comprise of the following sequence:

This procedure MAY apply between the Profile Description definition, and the Contract
conclusion and Link Profile, depending on whether the Protected Profile Package is created
on demand or prepared in advance.
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Protected Profile Package Generation Procedure

Operatar SM-DP+

The Operator Credentials (K/Ki, OTA keys, PIN, PUK, etc.) are either generated by the Operator T

{and provided to the SM-DP+) ar by the SM-DP+ (and provided to the Operatar).
Some Operator Credentials MAY be provided by the SM-DP+ during the Profile download procedure.

1. ES2+: generateProfilePackage
(ProfileDescriptionlD
OPTIOMAL: OperatorCredentials)

T
=

1
' 2. ProfilePackage =
MAY include the generation j i ProfilePackageGeneration

of some Operator Cradentials (ProfileDescription, OperatorCredentials)

3. ProtectedProfilePackage =
ProtectedProfilePackage
(ProfilePackage)

4. ProfilePackageStorage
(ProtectedProfilePackage)

5. ES2+: confirmProtectedProfilePackageGeneration
(OPTIOMAL: OperatorCredentials)

Registration in Opel'atul'j i B. registerProfile(OperatorCredentials)

systems like HLR/AUC :
and BSS

Operatar SM-DP+

Figure 43: Protected Profile Package Generation Procedure

Start Conditions:

a. Profile Description definition

Procedure:

1. The Operator orders the Protected Profile Package generation by providing the

SM-DP+ with the Profile Description ID and some corresponding Operator input

data (credentials e.g. ICCID, IMSI).The Operator input data required for Protected

Profile Package generation (IMSI, ICCID, K/Ki, OTA Keys, PIN, PUK, etc.) is

either created by the Operator (and provided to the SM-DP+) or by the SM-DP+

(and provided to the Operator).

The SM-DP+ creates the Profile Packages.

The SM-DP+ creates the Protected Profile Packages.

The SM-DP+ stores the Protected Profile Packages (securely).

The SM-DP+ confirms the Protected Profile Package generation, and eventually

sends the additional Operator input data created by the SM-DP+.

6. The Operator registers the Operator data in the Operator systems like HLR/AuC
and BSS.

akrwn
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End Condition:

a. The ordered Protected Profile Packages are available at the SM-DP+. The
Operator is able to activate these Subscriptions and a Profile download can be
triggered upon binding to an EID.

B.1.4 Contract Conclusion and Link Profile

The Activation Code has to be provided to the End User in order to achieve the Profile
download procedure. The contract conclusion and Link Profile procedure describes different
scenarios to link a contract with the Activation Code process. The following options are
described below:

e Activation Code with known EID: The EID is given by the Subscriber to the
Mobile Service Provider during the conclusion of the contract.

e Activation Code with unknown EID: The EID is not given by the Subscriber to
the Mobile Service Provider during the conclusion of the contract. The EID is only
provided to the SM-DP+ during the Profile download procedure and is given back
from the SM-DP+ to the Mobile Service Provider.

e Activation Code with EID provided to the Operator: The EID is not
immediately given by the Subscriber during the contract conclusion, but provided
in step two to the Mobile Service Provider.

The contract reference MAY be, but not necessarily, any Activation Code parameter (e.qg.
token), ICCID or the IMSI.

In any case, the SM-DP+ SHALL be able to allocate and link a Profile to the corresponding
eUICC during the Profile download procedure.
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B.1.4.1 Activation Code with Known EID

Activation Code with Known EID

1 1.1 concludeContract(EID)

!
|

| Operator specific AR Iﬁ
T T

1 1.2 ProfileOrdering

alt [ICCID allocation by Operator prior to Profile Download Procedure]
|

| 2. allocateProfile(EID, ICCID, IMSI, ProfileDescriptioniD) |

-

| 3. ES2+: link(EID, ICCID, IMSI, ProfileDescriptionlD)
| 1 4 link(EID, ICCID, IMSI)

1 2ESZerconfirmLink) 5

|
[ICCID allocation by SM-DP+ prior to Profile Download Procedure]
|

| 6. allocateProfile(EID, IMSI, ProfileDescription|D)

' 7. ES2+: allocateProfileAndLink
(EID, IM3I, ProfileDescriptionlD)

|
L

:8 allocateProfile(ICCID)

19, link(EID, ICCID, IMSI)

| Profile Download with Activation Code Procedure (with Bound EID) Iﬁ

Figure 44: Activation Code with Known EID Procedure

Procedure:

Steps 1-12 in Figure 44: Contract conclusion with known EID

1. The Subscriber concludes a contract with the Mobile Service Provider and
provides the EID during this process.

2.t0 5. Alternatively ‘ICCID allocation by Operator prior to Profile download
procedure’: The Operator allocates the Profile and sends the EID, IMSI and
ICCID to the SM-DP+. The SM-DP+ links the different parameters and
confirms this to the Operator.

6.to 10. Alternatively ‘ICCID allocation by SM-DP+ prior to Profile download
procedure’: The Operator sends the EID, the IMSI and the Profile Description
ID to the SM-DP+. The SM-DP+ allocates an ICCID to a corresponding
Profile, links the different parameters and confirms the allocated ICCID and
the link to the Operator.

11.to 12. The Mobile Service Provider confirms the contract conclusion to the
Subscriber with the corresponding information (contract reference).

End Condition:
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a.

B.1.4.2

1 1.1 concludeContract

The Subscriber has concluded a contract and a valid Subscription with the
Mobile Service Provider.
The SM-DP+ is informed about a future Profile download procedure request.

Activation Code with Unknown EID

Activation Code with Unknown EID Procedure

Procedure:

e

Operator specific AP
T

1 1.2 ProfileOrdering

alt [ICCID allocation by Operator]

| 2.allocateProfile(ICCID)

[ICCID allocation by SM-DP+]
|

| 3. ES2+: allocateProfile (ProfileDescriptionlD)

1 4. allocateProfile (ICCID)

5 ES2+: ConfirmAllocation({ICCID)

[On-demand ICCID allocation by SM-DP+]
| 6 ES2+: setOnDemandProfiles([ProfileDescriptionID])

.(..“'...E.S.zf..?ﬁnﬂ!“.”.QV?.D.E.!’.”.?.f.‘.d!:.'.'.”.f.'."r?(['.:.'!.”f eDescriptionlD)) |

Figure 45: Activation Code with Unknown EID Procedure

Steps 1-9 in Figure 45: Contract conclusion without EID

1.

3.to 5.

6.to 7.

8.t0 9.

The Subscriber concludes a contract with the Mobile Service Provider without
knowledge of the target eUICC (EID).

Alternatively ‘ICCID allocation by Operator’: The Operator allocates the
Profile (ICCID)

Alternatively ‘ICCID allocation by SM-DP+’: The Operator sends the Profile
template (ID) to the SM-DP+. The SM-DP+ allocates a corresponding Profile
(ICCID) and sends the allocated ICCID to the Operator.

Alternatively ‘On-demand ICCID allocation by SM-DP+’: The operator sends
the Profile templates (IDs) allowed for this Activation Code. When the LPA
starts the Profile download process, the SM-DP+ will allocate the ICCID of the
most convenient Profile ID type for the Device and eUICC features.

The Mobile Service Provider confirms the contract conclusion to the Subscriber
with the corresponding information (contract reference).

End Condition:
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a. The Subscriber has concluded a contract and a valid Subscription with the
Mobile Service Provider.
b. The SM-DP+ is informed about a future Profile download procedure request.

B.1.4.3 Activation Code with EID Provided to the Mobile Service Provider

Activation Code with EID provided to the Service Provider

| 1. concludeContract(EID)

| Cperator specific API Iﬁ

| 2. ProfileOrdering(EID)

alt [ICCID allocation by Operator]
1 2. allocateProfile(ICCID)

[iccip a:uocatmn by SM-DP+] !
3 ES2+: aIIocateF'|0f|e(F'|oerDescuptmnID)

4 allocateProfile(ICCID)

| | | ¢ 5. ES2+: confimAllocationAndLink(ICCID) |

1 | T
| < 6. confirm(ContractReference) | |

:( 7. confirm({ContractReference) :

Suhscriher provides EID via PoS or digital channel Iﬁ

__8___C__D_n_t_'_aptRe_f_e_'_en_c_e__E_'_D ________ >

9 ContractReference EID
| 10. ES2+: link(EIDICCIDIMS!) >
| _1_1____I!nk(EID ICCID IMSI)
:‘ ........
...1..2.._.5.5.2.7'..F.U..f?ﬁ.'.".f?k'.flk.o......................._........:
.13 confirm(ContractReference) |
| Profile Download with Activation Code Procedure (with Bound EID) Iﬁ

Figure 46: Activation Code with EID Provided to the Mobile Service Provider

Procedure:

Steps 1-14 in Figure 46Figure 46: Activation Code with EID provided to the Mobile
Service Provider

1. The Subscriber concludes a contract with the Mobile Service Provider without
knowledge of the target eUICC (EID).
2. Alternatively ‘ICCID allocation by Operator’: The Operator allocates the

Profile (ICCID)

3.t0 5. Alternatively ‘ICCID allocation by SM-DP+’: The Operator sends the Profile
template (ID) to the SM-DP+. The SM-DP+ allocates a corresponding Profile
(ICCID) and sends the allocated ICCID to the Operator.

6.to 7. The Mobile Service Provider confirms the contract conclusion to the
Subscriber with the corresponding information (contract reference).
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Non-confidential

8.1t0 9. After the Subscriber has chosen the Device/eUICC, the EID is provided
together with the contract reference to the Mobile Service Provider.

10. to 12. The Operator requests the linking of the eUICC (EID) and Profile (ICCID) by
the SM-DP+. The SM-DP+ links the EID and the ICCID and confirms this to
the Operator.

13. to 14. The Mobile Service Provider confirms the linking of the EID to the
corresponding contract to the Subscriber.

End Condition:

a. The Subscriber has concluded a contract and a valid Subscription with the
Mobile Service Provider.
b. The SM-DP+ is informed about a future Profile download procedure request.
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B.2 Profile preparation with dynamic interaction between the SM-DP+ and
the Operator

This section describes a process which might be used to prepare a Profile with dynamic
interaction between the SM-DP+ and the Operator through the ES2+ interface. This function
could be used by the SM-DP+ for activation decisions when conditions are required from the
Operator side.

The dynamic interaction is described in the following procedure:

|
[ par__/J
Publish activation reference (option [EID],
option[matchinglD], option [Confirmation Code - CCJ)

2 Transmit the matchinglD if not provided
during step 1) and CC if required

Generate Activation Code
and give it to Custorner with CC if required

4 Send parameters, EID, Activation Cade, [Confirmation Code]

5 Handle order Notification (EID, TAC, IMEI (if availakle), Eligikility Check Information, and MatchinglD)

6 Download order {option [EID], ICCID and/or Profile type, information element input)

7 Send information element output

8 Selection of the profile

9 Confirm Order (ICCID, MatchinglD)

10 Release Order (ICCID)

11 Initialise the installation of the Profile (ICCID)

Cption [handle Download Progress Info

12 " state 1)] Eligibility check)

13 Option [handle Download Progress Info
(... state 2)] (Confirmation Caode check)

Cption [handle Download Progress Info
(... state 3)] (BPP download)

Cption [handle Download Progress Info

15 (... state 4)] (BPF installation)

Figure 47: Profile preparation with dynamic interaction between the SM-DP+ and the
operator

Procedure:
1. The Operator initialises an activation reference or request for its creation by the

SM-DP+, called MatchingID. This MatchingID may be optionally linked to a
specific EID and associated in addition to a Confirmation Code (CC).

2. The SM-DP+ acknowledges the generate order, and may send back a
MatchingID if not provided by the Operator during the initialisation phase.
3. The Mobile Service Provider is able to generate an Activation Code associated

to the MatchinglD, and communicate it to the End User with in addition a
Confirmation Code if desired.

4. At some point of time, the End User requests the installation of a Profile based
on the Activation Code and eventually the Confirmation Code received from the
Mobile Service Provider.
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5. Handle order Notification is used by the SM-DP+ for activation decisions when
conditions can’t be taken by the SM-DP+. EID, TAC, IMEI (if available), Eligibility
Check Information and MatchingID are transferred to the Operator and Mobile
Service Provider.

6. The Operator is able to select a particular ICCID and/or a Profile type, sent back
to the SM-DP+ through a DownloadOrder. Additional information elements may
be exchanged between the Operator and the SM-DP+ through the
DownloadOrder.

7. The SM-DP+ may respond with information elements to the Operator and Mobile
Service Provider.

8. The SM-DP+ selects the adequate Profile.

9. The Operator confirms the download order by calling the ConfirmOrder function

of the SM-DP+ with its relevant input data. MatchingID and ICCID are provided
back to the SM-DP+.

10. After the Operator performs a relevant operation on its back-end (e.g.
provisioning of HLR), the releaseProfile function is used to release the Profile in
order to allow the End User to start the download and installation procedure.

11. The SM-DP+ initialises the download of the Profile.

12.to 15. Different Notifications to the Operator and Mobile Service Provider of the
progress of a pending Profile download process may be provided at several
points.
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Annex C Local Profile Management Operations implementation
(Informative)

This annex provides an example diagram for the implementation of Local Profile Management
Operations and describes how the different Confirmation Levels MAY be applied.

Example flow for Device & LPA Strong Confirmation
access PIN setup / settings

Unpack Device
(new from factory)

Manual setup

Power on & start setup

No, device ~
K :

B ode / ID First Access to LPA
(no installed profiles)

Yes

e S O
P D
Manual user

Device access 3 setup

Enable & Set LPA
access (SC) for eUICC
management?

Device

Lock separately lock set?

from device
lock?

Enter device PIN /
code to confirm

Enter & confirm
SCPIN/ID

Code

?
LPA lock correct:

restricted / SC set
\ LPA / SC set device

LPA access open lock restricted
(no SC set)
SC required

SC as required on
each LUI operation

on each SC
event?

SC inherited from
prior SC input

Notes:
SC: Strong Confirmation

Device access code (PIN / ID) refers
to device unlock mechanism

Figure 48: Example Flow for Device & LPA Strong Confirmation Access PIN Setup /
Settings
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Annex D [Void]
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Annex E LPA Settings (Informative)

Non-confidential

User Device

LPA in the Device

LPA inthe elICC

Permanent settings I..

| Set LPA > | |
| Cpen LPA >! ! !
alt [Default LPA in Device] i | X
i i OFIEFI i i
i l—)rl i
ref |
Frofile Download i
[Defahit LPA in eUICC] ! : !
| — : >
ref /'
Profile Download
: One-time settings i., : :
| Download Profile > | |
:{ Select Device or eJICC for Download | | |
alt [User selects Device] | | |
! Select Device }: ! !
I I [:lpen I I
| [ ] |
ref |
Frofile Download i
[User selects eUICC] | | |
| Select elICC > | |
| — : =
ref
Profile Download
ser Device LPA in the Device LPA inthe elICC
Figure 49: LPA Settings
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Annex F Certifications Chain and Security Model (Normative)

- : Manufacturing process

: Business process
- : Remote Profile Management
> : Local Profile Management
Cert : Public key Certificate

Cl Cert, e
er
EUM Cert
) SM%EE'E SM-DS Cert
-DP+ Cert
@ o
38 A
o , ' /
Ko = aval
.SVX\:‘\XQ‘)\ ’ ’ [
) ORT \ < / / [
?’s‘b \’b\»)' o ‘(aq'(\' cS:o \ J‘é [e2 g
& © . ’
- BN Pt & N\ )
ESeum: Cl cert, EUM v B%x‘-e\')\\[\c’ Nc?\ ’é’b (&\Q) y e
Cert, eUICC Cert { Thiough™ &0 © ah 2 &£ S
K A Q \ (O P
. LPA al - & S
EANRN & ¢
B AR > S
L Ty
S 8
? \

ES10a: SM-DS Cert auth ; -
I —_— ‘,'Thrb_u_gh,.:—
B —— PA
ES10a: eUICC Cert, EUM Cert S

Figure 50: Certificate Exchange

Security Model

The Security Model defines the trust relationships between all the active components of the
eUICC ecosystem with an LPA in the Device.

The figure below shows only the end-to-end logical links where cryptographic keys and
sensitive data are sent. The different links define the end-to-end trust relationship between
entities. We distinguish a hierarchy of seven trust links with link 1 being the most significant
and link 7 being the least significant.

If trust link 1 is broken, all trust links will be broken as a result. If trust link 2 is broken, trust
link 1 remains intact however all other Trusted Links are compromised or broken.
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Link Protected Profile

Package

. Operator
Profile Data

attestation 7/

Non-confidential

A and B have a logical trust
link (N}, and is isolated
from other trust links

Out of scope
=— Existing interface

O
( )
SCPO3t 0
NAAs, OTA
Out of scope O O ( ke sl <D TLS session
ys, ES11 ESeu
creation)..
SM-DP+
Certificate <3> LPA
:
SM-DS Certificate [ LPD ][ LDS ][ LUI ]
Remote I ]
O attestation I _
(eligibility) LPA Senvice Local Profile
requests (ES10b) Management
(ES10c)

Cl Public Key and
EUM Certificate

EUM
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Figure 51: Trusted Link with LPA in the Device
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©

QOut of scope

Link Protected Profile
Package
. Operator
Profile Data

Remote

SM-DP+

OO

SM-DP+
Certificate

©

SM-DS Certificate

Remote
attestation

(eligibility)

Cl Public Key and
EUM Certificate

EUM

attestation ~/

SCPO3t

(NAAs, OTA
keys, SD
creation)..

O ES12

SM-Ds

Non-confidential

A and B have a logical trust
link (N}, and is isolated
from other trust links

Out of scope
— Existing interface

O' End User |

ES9+ ES11

eUICC
keys

LPAin the
eliCcC |‘“~

©

ESeu

Profile Policy
Rules [write)

| ISD-R |

Profile Pelicy
Rules (read)

Figure 52: Trusted Link with LPA in the eUICC

Description

Interfaces

involved

Possible

Impact of loss of
trust link

compromises

TL1 Trust introduced onto Out of The CI public key, The trust of the entire
the eUICC by the scope the EUM’s security model is
issuing EUM to enable Certificate, breached and all
future remote the EUM’s keyset, eUICCs issued under
management and the eUICC keys, the the model cannot be
authorisation by the 0S, and the Security trusted.

SM-DP+ and possibly Domains.
the EUM: eUICC keys
(EUM & CI keyset
eUICC Certificates).
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Description

Interfaces
involved

Possible
compromises

Non-confidential

Impact of loss of
trust link

Trust placed in the Cl's
verification of the
EUM, SM-DP+, and
the resulting Certificate
issuance.

Out of
scope

The EUM and SM-
DP+ Certificates.

Loss of Operator
trust on the EUM and
SM-DP+

TL3 Trust placed in the
activities for eUICC
eligibility and remote
attestation from the
ISD-R on the target
eUICC to the Operator

via the SM-DP+.

Provides eUICC
Certificate, EID,
reference to its
certification and EUM
to the Operator and
SM-DP+.

ES2+
ES8+

The eUICC
Certificate or
eligibility check
failure.

Loss of Operator
trust on the eUICC
and/or SM-DP+.

TL4 Trust placed in the
activities for Profile
data transfer from the
Operator via the SM-
DP+ to the ISD-R on

the target eUICC.

Protects the Profile
and associated
credentials and keys
(NAAs, OTA keys,
ISD-R access, ISD-P
SD creation ...) with
only the Operator, SM-
DP+ and the eUICC.

ES2+
ES8+

SM-DP+ Certificate
eUICC Certificate or
eligibility check
failure.

Loss of Operator
trust on the SM-DP+
and/or eUICC.

TL5 Trust placed in the
information exchange
between the Operator
and the SM-DP+ for

Link Profile requests.

ES2+

SM-DP+ Certificate

Operator loss of trust
on SM-DP+.

TL6 Trust placed in the
mechanisms provided
by the LPA: Local
Profile Management,
Local Profile
Management

Operations

ESeu

LPA security

eUICC loss of trust
on LPA.
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Description

Interfaces
involved

Possible
compromises

Non-confidential

Impact of loss of
trust link

TL7 Trust placed in the ES9+ LPA security or SM- | SM-DP+ loss of trust
TLS session DP+ security. on LPA (in the
Device or the eUICC)
or LPA loss of trust
on the SM-DP+.
TL8 Trust in the discovery | ES11 LDS security or SM- | LDS loss of trust on
process DS security. the SM-DS and vice
versa.
TL9 Trust in the discovery | ES11 eUICC security or SM-DS loss of trust
process SM-DS security. on the eUICC and
vice versa.
TL10 Trust in the Ul ESeu Device security Loss of trust on the
Device

Table 50: Trusted Link Descriptions

Compromised Impacted Description Impact of loss of Countermeasures
element
eUICC TL1, TL3, The eUICC The eUICC can no Revoke the Certificate
TLA4, TL9, keys and longer be trusted. of the eUICC.
TL10 EUM’s Keyset. | MNO and SM-DP+
loss of trust on eUICC.
Cl TL2 The EUM, SM- | Loss of Operator trust | Repair/Replace ClI.
DS, and SM- in the EUM, SM-DS Generate new ClI
DP+ and SM-DP+. Certificate and new
Certificates. Certificate for the
EUM, SM-DS and SM-
DP+ following the SAS
process.
Remote repair of
already issued
eUICCs: new ClI public
key.
EUM TL1, TL2 Loss of SAS Loss of trust from the New SAS for the
certification. Operator and SM-DP+ | EUM. Remote repair
on the EUM and its of already issued
eUICCs. eUICCs: new EUM
Certificate, new
eUICC Certificate.
SM-DP+ TL3, TL4, Loss of SAS Loss of trust from the New SAS for the SM-
TL5, TL7, certification. Operator, LPA, SM-DS | DP+. New SM-DP+
TL8 and eUICC on the SM- | Certificate.
DP+.
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Compromised

element

Impacted

Description

Impact of loss of

Non-confidential

Countermeasures

SM-DS TL8 Loss of SAS Loss of trust from the New SAS for the SM-
certification. Operator, LPA, SM- DS. New SM-DS
DP+ and eUICC on the | Certificate.
SM-DS.
LPA TL6, TL7, LPA security Loss of trust from the LPA repair by the
TL8 failure. SM-DP+, SM-DS and Device Manufacturer.
eUICC on the LPA.
Device TL11 Device Loss of trust in the LUl in the eUICC self-
security failure | Device Ul protected with User
Intent capture
mechanisms (i.e.
Captcha Code)

Table 51: Impact of Compromising Trusted Links and Countermeasures

The signer is responsible for the revocation of the Certificates it has signed. This section
describes how the new Certificates are pushed to concerned entities according to the
security model.

e SM-DP+ trusts the CI
e EUM trusts the CI
e eUICC trusts the EUM and the CI

Req no. Description ‘
CERT1 The new SM-DP+ Public Key Certificate(s) SHALL be issued to the SM-
DP+ by an eSIM CA upon achievement of the GSMA SAS or Cl repair.
CERT? The new SM-DS Public Key Certificate(s) SHALL be issued to the SM-DS
by an eSIM CA upon achievement of the GSMA SAS or Cl repair.
CERT3 The new EUM Certificate(s) SHALL be issued to the EUM by an eSIM CA
upon achievement of the GSMA SAS or Cl repair.
The EUM Certificate(s) SHALL be loaded securely to the eUICC by the
CERT4 EUM
Note: See details in section 4.1.1.1.
CERTS The CI Certificate(s) SHALL be loaded securely to the eUICC by the EUM
Note: See details in section 4.1.1.1.
CERT6 Certificates SHALL be revocable.
Neither the End User nor any other party SHALL be able to prevent
CERT7 . .
Certificate revocation.
The End User SHALL NOT be allowed to use Remote SIM Provisioning
CERTS8 . . .
functions with revoked Certificates.
The Public Key Certificate of the SM-DP+ SHALL be revoked if required
CERTO (e.g. loses or subsequently fails to achieve the GSMA Remote SIM
Provisioning certification requirements. Refer to ‘SGP.14 Section 5.9.1
Circumstances for Revocation [26] for details).
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Req no. Description ‘

The Public Key Certificate of the SM-DS SHALL be revoked if required (e.g.
loses or subsequently fails to achieve the GSMA Remote SIM Provisioning

CERTILO certification requirements. Refer to ‘SGP.14 Section 5.9.1 Circumstances
for Revocation [26] for details).
The Public Key Certificate of the EUM SHALL be revoked if required (e.g.
CERTI1 loses or subsequently fails to achieve the GSMA Remote SIM Provisioning

certification requirements. Refer to ‘SGP.14 Section 5.9.1 Circumstances
for Revocation [26] for details).

Table 52: Certificate Requirements
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Annex G LPA Integrity (Normative)
The LPA and its interfaces with the eUICC SHALL be protected using industry best security
practices.

For cases where the LPA is in the Device, the LPA integrity SHALL be guided by the
following Device classes:

Device class Description ‘ Example of Devices
Devices with an open operating Smartphones, Tablets, Laptops,
system where mechanisms such as Advanced Wearables
Advanced secure boot and platform signing of

applications are available and used
to protect the LPA.

Devices without possibility to install Connected sensors, Simple
applications. The attack surface of Wearables, Single use case
the LPA is minimal due to the locked | Devices

Basic down nature of these Devices.

Simple mechanisms to ensure that
the LPA is not compromised SHALL
be taken.

Table 53: Device Classes
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Annex H [Void]
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Annex | [Void]
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Annex J [Void]

JA  [Void]
J.2  [Void]
J.3  [Void]
J.4  [Void]
J.5  [Void]
J.6 [Void]

SGP.21V3.1 Page 131 of 138



GSM Association Non-confidential
Official Document SGP.21 - RSP Architecture

Annex K Use Cases (Informative)
K.1 Device Change Support

K.1.1 Use Case 1 — Device Change normal case

The End User has an old Device containing one Profile and wants to install a Profile
pertaining to the same Subscription in a new Device they bought. The old Device is working
correctly and still has connectivity, perhaps through a Wi-Fi connection.

The End User starts the Device Change procedure on the old Device, inserting all the
needed informations to perform the change. After that, the End User configures the new
Device, preparing it for the Profile installation in the context of the Device Change. The
Profile is downloaded and installed in the new Device and the Mobile Service Provider may
perform the update of its backend system such as HSS/AuC and BSS with respect to the
Profile installed in the new Device. The Mobile Service Provider or the End User may delete
the Profile on the old Device.

The Profile downloaded and installed in the new Device can be a new Profile or the same
Profile previously downloaded in the old Device.

At the end of the Device Change procedure the End User has their new Device configured
with the Profile associated to the Subscription, and the old Device is no longer able to
access the mobile service provided by using the old Profile.

K.1.2 Use Case 2 — Device Change normal case multiple Profiles

The End User has an old Device containing several Profiles and wants to install these
Profiles pertaining to different Subscriptions in a new Device they have bought. The old
Device is working correctly and still has connectivity, perhaps through a Wi-Fi connection.

The End User starts the Device Change procedure on the old Device, inserting all the
needed information to perform the change. After that, the End User configures the new
Device, preparing it for the Profile’s installation in the context of the Device Change. The
Profiles are downloaded and installed in the new Device and the Mobile Service Providers
may perform the update of their backend system such as HSS/AuC and BSS with respect to
the Profiles installed in the new Device. The Mobile Service Providers or the End User may
delete the Profiles on the old Device.

The Profiles downloaded and installed in the new Device can be new Profiles or the same
Profiles previously downloaded in the old Device.

At the end of the Device Change procedure, the End User has its new Device configured
with the Profiles associated to their Subscriptions, and the old Device is no longer able to
access the mobile service provided by using the old Profiles.

K.2 Multiple Enabled Profiles

The present section describes use cases wherein the Embedded UICC has a number
profiles which are simultaneously used by the Device to provide connectivity to the End
User.

SGP.21V3.1 Page 132 of 138



GSM Association Non-confidential
Official Document SGP.21 - RSP Architecture

K.2.1 Use Case 1 - Using installed Profiles in Dual-SIM mode

The End User has two mobile subscriptions: one for personal use and one for business use.
Each subscription offers incoming/outgoing voice calls, incoming/outgoing text messages
and mobile data.

The End User owns an eUICC-capable Device supporting two simultaneous device cellular
connections e.g., Dual-SIM Dual Standby or Dual-SIM Dual Active modes. These
Operational Modes are defined in GSMA TS.37 [48].

The End User installs two profiles onto the same eUICC from the LUI:

o Profile #1 is associated with the personal subscription, and
o Profile #2 is associated with the business subscription.

Once successfully installed onto the eUICC, the End User activates from the device settings
menu Profile #1 and Profile #2.

The End User is able to receive voice calls and text messages simultaneously (and within
the limits set by the Operational Modes as defined in GSMA TS.37 [48]) and has chosen
which mobile line will be providing the active mobile data connection to the Device.

Terminal

LPA / Device Settings
/XH
Logical Baseband #A Logical Baseband #B
*{ eUlCC
Profile #1 Profile #2
enabled on LBRA enabled on LEAB

Figure 53: High Level Diagram of Multi-SIM Device with two Enabled Profiles

K.2.2 Use Case 2 — Activating another Profile on an existing logical
baseband

The eUICC comprises three profiles, of which:

¢ Profile #1 and Profile #2 are enabled from the eUICC perspective and active on
respectively logical baseband #A and #B.
o Profile #3 is disabled from the eUICC perspective

The User decides to enable Profile #3. The device interface indicates to the User that
either Profile #1 or Profile #2 has to be disabled to allow this connectivity configuration
change.

The User selects Profile #1 for disabling.
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The Device disables Profile #1. The Device enables Profile #3 on logical baseband A.

| Start Condition ) End Condition
Terminal | Terminal
LPA / Device Settings LPA / Device Settings
Logical Baseband #A Logical Baseband #B Logical Baseband #A Logical Baseband #B
| euicc eUICC \
L ] L 1 NG
Profile #1 Profile #3 Profile #2 Profile #1 Profile #3 Profile #2
enabled on LB#A disabled enabled on LB#B disabled enabled on LB#A enabled on LB#B

Figure 54: High Level Diagram of Multi-SIM Device with two Enabled Profiles

K.3 eUICC OS Update Interface
Device Manufacturers may have several eUICC providers for their Devices.

When an update of an eUICC OS is available and there is a decision to deploy this update
into eUICCs present in the field, the Device Manufacturers obtains the secured eUICC OS
update to be sent to the eUICC, from the relevant EUM.

Different types of update could be available depending on their impacts to the services and
the End User. In some cases there is no impact at all for the services and for the End User,
in some other cases there may be temporary impact on some services which may not be
available during the update process, and finally in some cases the impact may be
permanent.

In all these cases, the Device Manufacturer needs some information about the eUICC OS
update in order to properly schedule the update and to inform the End User about what may
happen during the update.

A typical use case for the eUICC OS Update may consist of several actions that rely on the
information provided to the Device Application (e.g. the LPA or an eUICC OS Update agent)
in charge of the eUICC OS Update.

e The Device needs to know if an eUICC OS update is available (or not) for its eUICC.
In case of the same Device with multisource eUICC supplier, it is important to know
which supplier is providing the eUICC OS Update.

e Before the eUICC OS update is applied to the eUICC, the Device needs to know if
the eUICC OS update will impact or not the services, and whether the eUICC needs
to be rebooted.

e Atthe end of the eUICC OS update, the Device needs to have a confirmation that the
eUICC OS update is finished and a status to know if it was successful or not.

With this information, the Device will be able to schedule the eUICC OS update and to build
a consistent user experience to avoid service issues to the End User.
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In addition to the above field use case, Device Manufacturers may also use the eUICC OS
update mechanism for refurbishment in production line or for repair center use cases. In
such cases, the Device Application will need the same information as those needed for a
field eUICC OS update. However this information may be used in a different way to take into
account the specifics of a production/repair center environment (e.g. no End User involved).

K.4 Multiple Root Discovery Services

K.4.1 Use Case 1 — Resolving the Discovery Server address followed by
Profile download process.

Basic flow:

e The Device is manufactured for a particular region of the world and wherein a
number of Root Discovery Servers are available and supported by these regional
Mobile Service Providers.

e The Device is shipped to this region.

e The Device is sold via a non-operator channel to the End User.

e The End User brings the Device to their Mobile Service Provider for activation (either
physical location or online).

o The End User provides to the Mobile Service Provider the necessary information to
determine the target Root SM-DS(s) to which the Device is connected.

e Upon successful verification of the provided information, the Mobile Service Provider
performs the Profile download preparation and subscription activation process with
their SM-DP+, wherein the Mobile Service Provider will transmit the relevant
information for contacting the target Discovery Server (e.g. SM-DS address, etc.) and
the Device-specific information for the download process (e.g. EID).

K.5 Enhanced SM-DS function SM-DS Event detection

In the SM-DS mechanism defined in version 2, the Device is unaware of when and whether
an Event is registered at the SM-DS, so the Device needs to periodically perform the entire
Event Retrieval procedure with the SM-DS without any advance information. Due to this
situation, the following problems may be incurred.

1. The Device is not notified about the exact timing of an Event Registration. Therefore,
the Device cannot contact the SM-DS right after an Event is registered. This may
lead to a significant delay on the timing between the Event Registration and the
Event Retrieval.

2. Some Root SM-DS may need to support billions of Devices in the field, thus suffering
from a significant computational overhead to perform a lot of mutual authentications
involving HSM. Each Device performs the full mutual authentication with the SM-DS
even if there is no Event that has been registered for that Device.

K.5.1 Use Case 1 — Immediate process of Event with Push Service

If a Mobile Service Provider or SM-DP+ wants to perform a time-critical remote management
(e.g. run-time consumer care service), the SM-DS can notify the LDS of an Event
Registration by sending a push notification to the Device.
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When the LDS receives a push natification, the Device performs the Event Retrieval
procedure with the SM-DS that sent the push notification. In this way, the Event Record can
be delivered to the Device as soon as the the Event is registered at the SM-DS.

K.5.2 Use Case 2 — Reducing unnecessary Event Retrieval transactions by
Event Checking

The Device can perform the Event Checking procedure with the SM-DS to check the
presence of any Event that has been registered for that Device. As a response to the
Device’s inquiry, the SM-DS returns to the Device the response indicating the presence of
any registered Event(s) for the eUICC. If the Device receives the response containing the
presence of registered Event, the eUICC starts to perform the Event Retrieval procedure
with the SM-DS. By doing so, the Device always receives the Event Record(s) as a result of
the Event Retrieval procedure, and hence any unnecessary Event Retrieval procedure can
be avoided.

SGP.21V3.1 Page 136 of 138



GSM Association Non-confidential
Official Document SGP.21 - RSP Architecture

Annex L Document Management

Document History

Version Brief Description of Change | Approval Editor /
Authority Company
First Release with amendments Carmen Kwok,
V1o 03/12/15 from Security review. PSMC GSMA
Carmen Kwok,
V2.0 15/07/16 Includes Phase 2 content PSMC
GSMA
. Carmen Kwok,
V2.1 29/02/17 Phase 2 maintenance release Technology Group GSMA
. Carmen Kwok,
V2.2 31/08/17 Phase 2 maintenance release RSPLEN
GSMA
V2.3 24/03/21 Phase 2 maintenance release ISAG Carmen Kwok,
GSMA
V2.4 03/08/21 Phase 2 maintenance release ISAG Carmen Kwok,
GSMA
V3.0 28/03/22 Includes Phase 3 content ISAG Carmen Kwok,
GSMA
V3.1 01/12/23 Phase 3 maintenance release ISAG g:{:jn Kwok,

Detailed Document History

Version Date Additions

V3.1 04/04/22 eSIMWG1 SGP.21 CR3101r1 Clarify SM-DP+ requirements for Multiple
Draft 1 SM-DS
04/08/22 Corrections to ‘Error! Reference not found’
04/08/22 eSIMWG1 SGP.21 CR3103r3 Adoption of PP0117 _3S
ProtectionProfile_and referencing SGP.08 and SGP.09
V3.1 . .
Draft 2 04/08/22 eSIMWG1 SGP.21 CR3104R01 Duplication of requirement DEV15 —
DEV18
04/08/22 eSIMWG1 SGP.21 CR3105r2 Inappropriate POL4 example
04/08/22 eSIMWG1 SGP.21 CR3107 CERTDP9 alignment with FS.18
Va1 06/09/22 eSIMWG1 SGP.21 CR3108r1 Profile Policy Enabler Cleaning
Draft 3 06/09/22 eSIMWG1 SGP.21 CR3109r1 Edit DIE1 and DIE2, and fix number in ref
[57]
V3.1 .
Draft 4 05/10/22 eSIMWG1 SGP.21 CR3110R0 Note Removal in CERTDP and CERTDS
V3.1 : . .
Draft 5 30/11/22 eSIMWG1 SGP.21 CR3111R02 Align Cl interfaces with SGP.22
eSIMWG1 SGP.21 CR3114R02 Editorial modifications of some
V3.1 03/01/23 .
Draft 6 requirements related to SAS
ra
03/01/23 eSIMWG1 SGP.21 CR3115R00 Align Cl interfaces in 4.11.2 and 4.17.1

SGP.21V3.1 Page 137 of 138



GSM Association

Non-confidential

Official Document SGP.21 - RSP Architecture

eSIMWG1 SGP.21 CR3119R01 Requirement for SM-DP+ in memory
21/02/23 ) .
V3.1 comparison before profile download
Draft 7 21/02/23 eSIMWG1 SGP.21 CR3116R03 Clarify the use of SM-DS
21/02/23 Editorial: Repeated reference corrections
\é::ait 8 02/10/23 eSIMWG1 SGP.21 CR3127R01 PPR on non-IMSI profiles
V3.1
04/10/23 Updated GSMA PRD cover sheet
Draft 9

Other Information

Type
Document Owner

‘ Description ‘
Carmen Kwok

Editor / Company

Carmen Kwok, GSMA

It is our intention to provide a quality product for your use. If you find any errors or omissions,
please contact us with your comments. You may notify us at prd@gsma.com

Your comments or suggestions & questions are always welcome.

SGP.21V3.1

Page 138 of 138



mailto:prd@gsma.com

	1 Introduction
	1.1 Overview
	1.2 Scope
	1.3 Intended Audience
	1.4 Definition of Terms
	1.5 Abbreviations
	1.6 References
	1.7 Conventions

	2 Principles
	2.1 Basic Principles
	2.2 Profile Requirements

	3 Roles
	3.1 eUICC Manufacturer
	3.2 [Void]
	3.3 Operator and Mobile Service Provider
	3.4 [Void]
	3.5 Certificate Issuer

	4 Remote SIM Provisioning System Architecture
	4.1 eUICC Architecture
	4.1.1 eUICC Architecture Overview
	4.1.1.1 ECASD
	4.1.1.2 ISD-R
	4.1.1.3 ISD-P
	4.1.1.4 MNO-SD
	4.1.1.5 Profile Policy Enabler
	4.1.1.6 Telecom Framework
	4.1.1.7 Profile Package Interpreter
	4.1.1.8 LPA Services


	4.2 Interfaces
	4.2.1 Operator – SM-DP+ (ES2+)
	4.2.2 [Void]
	4.2.3 End User - LUI (ESeu)
	4.2.4 Operator – eUICC (ES6)
	4.2.5 SM-DP+ – LPD (ES9+)
	4.2.6 SM-DP+ – eUICC (ES8+)
	4.2.7 SM-DP+ – SM-DS (ES12)
	4.2.8 LDS – SM-DS (ES11)
	4.2.9 EUM – eUICC (ESeum)
	4.2.10 LDS – LPA Services (ES10a)
	4.2.11 LPD – LPA Services (ES10b)
	4.2.12 LUI – LPA Services (ES10c)
	4.2.13 SM-DS – SM-DS (ES15)
	4.2.14 Device – SM-DP+ (Established Connection)
	4.2.15 General Interface Requirements
	4.2.16  (D)PCMP – LPR (ES20)
	4.2.17 LUI in the eUICC – UIMe (ES25)
	4.2.18 Device Application – LPR (ES21)
	4.2.19 Device Application – LPA (ES22)
	4.2.20 LPR – eUICC (ESaa)
	4.2.21 eUICC – eUICC OS Manager (ESosup)
	4.2.22 OEM – eUICC OS Manager (ESoem)
	4.2.23 Device Application – Operator (ESapp)
	4.2.24 CI – SM-DP+/SM-DS/EUM (Esci)

	4.3 eUICC Requirements
	4.4 Eligibility Check
	4.4.1 Eligibility Check Requirements

	4.5 Device Requirements
	4.5.1 Device Capability Requirements
	4.5.2 Devices with Integrated eUICC
	4.5.3 Device Information Code Requirements

	4.6 Device Initialisation
	4.6.1 Device Reset Requirements
	4.6.2 eUICC Memory Reset Requirements
	4.6.3 eUICC Test Memory Reset Requirements

	4.7 Profile Requirements
	4.7.1 Test Profile Requirements
	4.7.2 [Void]

	4.8 Profile Metadata Requirements
	4.9 NFC Requirements
	4.10 Subscription Manager Data Preparation + (SM-DP+)
	4.10.1 SM-DP+ Overview
	4.10.2 SM-DP+ Requirements
	4.10.3 Default SM-DP+ Address on the eUICC Requirements

	4.11 Local Profile Assistant (LPA)
	4.11.1 LPA Overview
	4.11.2 Operational LPA Modes
	4.11.2.1 LPA in the eUICC
	4.11.2.2 LPA in the Device

	4.11.3 LPA Requirements
	4.11.4 LDS Requirements
	4.11.5 LPA API Requirements
	4.11.5.1 LPA API Access Control Requirements

	4.11.6 APDU Access API Requirements

	4.12 Subscription Manager – Discovery Service (SM-DS)
	4.12.1 SM-DS Overview
	4.12.2 SM-DS Implementation
	4.12.3 SM-DS Implementation Guidelines
	4.12.4 SM-DS functions
	4.12.5 SM-DS Requirements
	4.12.6 Event Registration/Deletion Procedure
	4.12.6.1 Event Registration Procedure
	4.12.6.2 Event Deletion Procedure

	4.12.7 Discovery Request Procedure

	4.13 Profile Policy Management
	4.13.1 Introduction
	4.13.2 Profile Policy Management Requirements
	4.13.3 Policy Rules
	4.13.4 Profile Policy Enabler Requirements

	4.14 Certification
	4.14.1 eUICC Certification Requirements
	4.14.2 Device Compliance Requirement
	4.14.3 SM-DP+ Certification Requirements
	4.14.4 SM-DS Certification Requirements
	4.14.5 LPA Certification Requirements
	4.14.6 Public Key Certificates Management Requirements

	4.15 eUICC OS Update
	4.15.1 eUICC OS Update Information

	4.16 Enterprise Requirements
	4.17 LPA PRoxy
	4.17.1 LPA PRoxy Overview
	4.17.2 LPR Procedures
	4.17.3 LPA PRoxy Requirements

	4.18 Device Change Support
	4.18.1 Overview
	4.18.2 Device Change Procedure
	4.18.3 Device Change Support Requirements
	4.18.3.1 General Requirements
	4.18.3.2 LPA Requirements for the old Device
	4.18.3.3 LPA Requirements for the new Device
	4.18.3.4 SM-DP+ Requirements



	5 Operational Procedures
	5.1 LPA Initiated Download
	5.1.1 LPA Initiated Download Requirements
	5.1.2 LPA Initiated Download Procedure

	5.2 Profile Download with Activation Code
	5.2.1 Activation Code Requirements
	5.2.2 Profile Download with Activation Code Procedure

	5.3 Local Profile Management
	5.3.1 Local Profile Management Procedures
	5.3.1.1 Enable Profile
	5.3.1.2 Disable Profile
	5.3.1.3 Delete Profile
	5.3.1.4 Add/Update Profile Nickname
	5.3.1.5 Query Profile Metadata
	5.3.1.6 eUICC Memory Reset
	5.3.1.7 Add Profile with Activation Code
	5.3.1.8 Edit SM-DP+ Address


	5.4 Remote Profile Management
	5.4.1 Overview on RPM commands retrieval
	5.4.2 Remote Profile Management Requirements
	5.4.3 Remote Profile Management Procedures (Informative)
	5.4.3.1 Common RPM Procedure - Command Independent
	5.4.3.2 RPM Operation: Enable Profile
	5.4.3.3 RPM Operation: Disable Profile
	5.4.3.4 RPM Operation: Delete Profile
	5.4.3.5 RPM Operation: List Profile Information
	5.4.3.6 RPM Operation: Unset Profile Policy Rule
	5.4.3.7 RPM Operation: Contact PCMP



	Annex A [Void]
	Annex B Profile Production Procedure (Informative)
	B.1 Profile Production Procedure
	B.1.1 Profile Description Definition
	B.1.2 Operator Credentials Generation
	B.1.3 Protected Profile Package Generation
	B.1.4 Contract Conclusion and Link Profile
	B.1.4.1 Activation Code with Known EID
	B.1.4.2 Activation Code with Unknown EID
	B.1.4.3 Activation Code with EID Provided to the Mobile Service Provider


	B.2 Profile preparation with dynamic interaction between the SM-DP+ and the Operator

	Annex C Local Profile Management Operations implementation (Informative)
	Annex D [Void]
	Annex E LPA Settings (Informative)
	Annex F Certifications Chain and Security Model (Normative)
	Annex G  LPA Integrity (Normative)
	Annex H  [Void]
	Annex I [Void]
	Annex J [Void]
	J.1 [Void]
	J.2 [Void]
	J.3 [Void]
	J.4 [Void]
	J.5 [Void]
	J.6 [Void]

	Annex K Use Cases (Informative)
	K.1 Device Change Support
	K.1.1 Use Case 1 – Device Change normal case
	K.1.2 Use Case 2 – Device Change normal case multiple Profiles

	K.2 Multiple Enabled Profiles
	K.2.1 Use Case 1 – Using installed Profiles in Dual-SIM mode
	K.2.2 Use Case 2 – Activating another Profile on an existing logical baseband

	K.3 eUICC OS Update Interface
	K.4 Multiple Root Discovery Services
	K.4.1 Use Case 1 – Resolving the Discovery Server address followed by Profile download process.

	K.5 Enhanced SM-DS function SM-DS Event detection
	K.5.1 Use Case 1 – Immediate process of Event with Push Service
	K.5.2 Use Case 2 – Reducing unnecessary Event Retrieval transactions by Event Checking


	Annex L Document Management

