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Annex A.3 Details of Declared eUICC
This information is provided under the GSMA mutual non-disclosure agreement. If additional confidentiality is required please mark the appropriate fields as confidential.
A.3.1 General Product Information
	eUICC Product Name
	[Model Name or Number as found on the device or packaging]

	eUICC Marketing Name
	[Product name as known by the customer]

	Software version
	[The initial or updated SW version(s) used for RSP compliance for this declaration]

	eUICC type
	☐  Discrete   
☐  Integrated   

	eUICC Category (optional)
(Refer to SGP.21 Annex D for definitions)
NOTE: As indicated in GSMA SGP.22 section 4.3 only one category is possible/allowed. Please select at most one.
	CAT1, Basic
	☐

	
	CAT2, Medium
	☐

	
	CAT3, Contactless[footnoteRef:1] [1:  According to SGP.22, a contactless eUICC SHALL support all requirements specified in SGP.03. However, SGP.03 was designed for UICCs in ETSI form factors that expose the SWP pin on contact C6, and eUICCs may be implemented in non-ETSI, non-removable form factors that may integrate in a single physical chip including both the eUICC secure microcontroller and the contactless front-end. Such implementations are still considered as a compliant eUICC as long as the NFC requirements considered in SGP.03 do not depend on the implementation of the Single Wire Protocol. ] 

	☐

	
	Other
[Details of “other” eUICC category, if selected]

	Other:
	[Other relevant information]



 

	Product declaration type 

	☐ 
	New Product (as per Table C.2)

	☐ 
	Existing product in the field (e.g: update of an existing product declaration) (as per Table C.2)

	☐
	 Existing Product Variant  (as per Table C.2)

	☐
	Fast Track update (as per section 3.1.1)




	Do you intend to apply for a new EUM CA (PKI) Certificate for this eUICC product?

	Yes ☐
(New EUM CA PKI Certificate)
	No ☐
(reuse existing EUM CA PKICertificate)



	If “No”, please indicate the Digital (PKI) certificate that will be re-used for this Euicc product

	[Details of Digital Certificate to be reused for this model]

	[additional details as needed to explain the Digital Certificate usage]




A.3.1.1 Details of Organisation responsible for eUICC Digital (PKI) Certificate Management
Provide the site name(s) and SAS-UP reference details of the organisation(s) receiving EUM Sub-CA certificates, using them to issue eUICC certificates.  
Indicate the site used for the eUICC Digital (PKI) Certificate Management below:
	Organisation name
	[Organisation name operating as a EUM Sub-CA] 

	Site name
	[Site name intending to be eUICC PKI certificate holder]

	SAS-UP reference
	


This table SHALL be repeated for each site that receives EUM Sub-CA certificate(s) signed by the EUM CA.
A.3.2 General Compliance Information
Refer to the RSP Certification Applicability Table in Annex C for currently valid specifications and means of functional test
Please list the specification versions associated with this eUICC compliance declaration
	SGP.21 version
	

	SGP.22 version
	

	SGP.23 version
	[SGP.23 version used for testing the RSP functionality]

	Trusted Connectivity Alliance (formerly SIMalliance) eUICC Profile Package Interoperable Format Technical Specification version(s)
	[All TCA eUICC Profile Package versions indicated by the eUICC must be listed here] 


A.3.3 Support of Optional and Conditional Features and Profiles
Indicate all optional features in the referenced SGP.21 and SGP.22 specifications that are supported by this eUICC.
Any optional or conditional features / functionality not identified here are assumed as not supported by the declared product.

	Optional and Conditional feature defined by SGP.22
	Optional or Conditional
	Supported?

	LPAe
	O
	[Y/N]

	Revocation Status Management
(Condition: when the additional EUM SubCA is used)
	C
	[Y/N]

	Test Profile / eUICC Test Memory Reset
	O
	[Y/N]

	JavaCard
	O
	[Y/N]

	NFC Features 
	O
	[Y/N]

	MIFARE for mobile (M4M)
	O
	[Y/N]

	APDU API
	O
	[Y/N]

	Remote Profile Management
	O
	[Y/N]

	Enterprise
	O
	[Y/N]

	SM-DS Push Service
	O
	[Y/N]

	Multiple Root SM-DS
	O
	[Y/N]

	LPA Proxy 
	O
	[Y/N]

	eUICC OS Update & Renewal 
	O
	[Y/N]

	Multiple Enabled Profiles
	O
	[Y/N]

	Device Change
	O
	[Y/N]

	Pending Operation Alerting
	O
	[Y/N]

	Estimated Profile Size (part of Profile Metadata)
	O
	[Y/N]

	
	Other: [ please indicate any additionally supported optional features ]



A.3.4 Security Information
A.3.4.1 EUM Site Security (SAS-UP)
	SAS-UP Scope
	SAS-UP site details
(Shall align with the GSMA list of SAS accredited sites)

	
	SAS site name
	SAS Certificate number
	SAS expiry

	Management of PKI certificates
	
	
	

	Generation of data for personalisation
	
	
	

	Personalisation
	
	
	



Additional SAS-UP accredited site details may be added, as needed, to reflect the production arrangements of the declared eUICC. 
	Shall the updates of SAS-UP certificate listed on the GSMA SAS web page found HERE automatically apply to this declaration?  

	☐ YES [any update of the above provided SAS information will be listed on the GSMA SAS web page found HERE]
☐ NO [a new declaration will be provided each time a SAS certificate(s) is updated/renewed] 



A.3.4.2 eUICC Product Security
An evaluation of both the IC platform and eUICC function is required.
(a) Security IC Platform 
For Discrete eUICC 
	Security IC Platform Protection Profile with Augmentation Package Certification

	PP-0084 or PP-0035 Certification report reference(s)
	


 
For Integrated eUICC  
 
	Security IC Platform Protection Profile with Augmentation Packages Certification  

	Certification report reference(s) following the methodology defined in SGP.08 or SGP.18
	  


  

(b) eUICC for Consumer Devices
eUICC security evaluation reflecting the security objectives defined in GSMA PRD SGP.25, with resistance against high level attack potential.  
Three methodologies are available, as detailed below in option 1, option 2 and option 3.  Testing must be performed at a SOG-IS lab, accredited in the Smartcards & similar devices technical domain, irrespective of the selected methodology option.
Note: Option 2 expired for new products on 31st July 2022. The applicability dates and product types of these options are defined in Annex C.

Option 1: Common Criteria methodology
	eUICC for Consumer Device Protection Profile (PP-0100)

	PP-0100 Certification report reference(s)
	


Option 2: Interim methodology – implementation focused security evaluation
A vendor declaration that the eUICC is designed to meet the security objectives defined in SGP.25 together with an implementation based security evaluation of the eUICC functionality:
· Performed at a SOG-IS laboratory, accredited in the Smartcards & similar devices technical domain, 
· With an associated statement of security evaluation completion.

	Implementation focussed security evaluation based on SGP.25 Protection Profile

	Name of SOG-IS Laboratory 
	

	Contact details of responsible person for the statement of security evaluation completion
	


The applicability dates for the interim methodology can be found in Annex C.
Option 3: GSMA eUICC Security Assurance   
The eUICC has been evaluated according to the GSMA eSA (eUICC Security Assurance ) defined in GSMA PRDs SGP.06 [10] and SGP.07 [11]. 
 


	GSMA eUICC Security Assurance (SGP.06 and SGP.07)  

	GSMA eSA  Certification reference   
	  


 
The applicability dates for the GSMA eSA can be found in Annex C. 

A.3.4.3 Other Security Certifications
	Other Common Criteria
	[Certification report reference]

	EMVCo
	[PCN, ICN]

	Other
	[Details of any other security information related to this eUICC]


A.3.5 eUICC Functional Compliance
Functional testing via GlobalPlatform (GP) is required. Please provide details in the tables below
	GlobalPlatform Qualification reference
	

	Global Platform link to Qualified Product
	



GlobalPlatform test suite versions:
	eUICC Consumer SGP.23 Compliance Test Suite
	[eUICC Consumer SGP.23 Test Spec]

	eUICC Consumer - Trusted Connectivity Alliance (formerly  SIMalliance) Interoperable Profile Test Suite 
	[TCA Test Spec.]

	Trusted Connectivity Alliance (formerly  SIMalliance) eUICC Profile Package Interoperable Format Test Spec
	[Specification version used in GP testing]



A.3.6 SGP.24 Declaration Submission
To make an SGP.24 declaration of compliance for this eUICC described in this document, e-mail the following to RSPcompliance@gsma.com
· this completed Annex A.3 product information form,
· a completed and signed Annex A.1 compliance declaration for this product.
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