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1 Introduction

1.1 Overview

The main aim of the GSMA Remote SIM Provisioning specifications [2] & [3] is to provide
solution for the Remote SIM Provisioning of Consumer Devices. The adoption of this
technical solution will provide the basis for global interoperability between different Operator
deployment scenarios, for example network equipment (e.g. Subscription Manager Data
Preparation (SM-DP+)) and various eUICC platforms.

This Test Plan provides a set of test cases to be used for testing the eUICC implementations
related to the provisioning system specifications documents [2] & [3]. This document offers
an unified test strategy for checking the eUICC component.

1.2 Scope
This document is intended for:

e Parties which develop test tools
e Vendors (eUICC Manufacturers)
e Operators

The Test Plan consists of a set of relevant test cases for testing the eUICC. The only
Implementation Under Test (IUT) within this document is the eUICC. The testing scopes
developed in this document are:

¢ Interface compliance testing: Test cases to verify the compliance of the eUICC

¢ Interfaces System behaviour testing: Test cases to verify the functional behaviour of
the eUICC

Each test case specified within this Test Plan refers to one or more requirements.
The Test Plan contains test cases for the following versions of SGP.22:
e GSMA RSP Technical Specification V3.1 [2]

This document includes an applicability table providing an indication whether test cases are
relevant for a specific eUICC.

1.3 Definition of Terms

In addition to the terms which are defined below, the terms defined in SGP.22 [2] also apply.

Term Description

End User The person using the Device.
Integrated eUICC Test An external interface provided by its manufacturer for the purpose
Interface of testing eUICC functionality.

A Device which provides all the capabilities to be able to be used
Standalone Device in an RSP environment and needs no other Device for the
purpose of Remote SIM Provisioning.
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Description

Current document describing the test cases that allow the RSP
ecosystem to be tested.

Test Plan

1.4 Abbreviations

In addition to the abbreviations which are defined below, the abbreviations defined in SGP.22 [2] also

apply.
Abbreviation Description

APDU Application Protocol Data Unit

ATR Answer To Reset

C-APDU Command APDU

CCID (USB) Chip Card Interface Device
CERT.CIL.SIG Certificate of the ClI for its Public ECDSA Key

Certificate of the SM-DP+ for its Public ECDSA key used for
SM-DP+ authentication

Certificate of the SM-DP+ for its Public ECDSA key used for
Profile Package Binding

Certificate of the SM-DS for its Public ECDSA key used for
SM-DS authentication

CERT.DPauth.SIG

CERT.DPpb.SIG

CERT.DSauth.SIG

CERT.EUICC.SIG Certificate of the eUICC for its Public ECDSA key
CERT.EUM.SIG Certificate of the EUM for its Public ECDSA key
DER TLV Distinguished Encoding Rules - Tag Length Value
DPI Delegated Platform Identifier

FCP File Control Parameters

HW Hardware

IuT Implementation Under Test

KVN Key Version Number

OCE Off-Card Entity

(O] Operating System

PCMP Profile Content Management Platform

PIR Profile Installation Result

POR Proof Of Receipt

R-APDU Response APDU

RPR Load RPM Package Result

SK.CL.SIG Private key of the CI for signing certificates

Private Key of the of SM-DP+ for creating signatures for SM-

SK.DPauth.SIG DP+ authentication

SK.EUICC.SIG Private key of the eUICC for creating signatures
SK.EUM.SIG Private key of the EUM for creating signatures
SoC System on a Chip
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Abbreviation
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SP Service Provider
SSD Supplemental Security Domain
USB Universal Serial Bus

1.5 Document Cross-references

Ref Document Number Title

1] SGP.02 GSM_A_\ R.em"ote Provisioning of Embedded UICC Technical
specification” V3.1

[2] SGP.22 RSP Technical Specification V3.1

[3] SGP.21 RSP Architecture V3.1
Trusted Connectivity Alliance (formerly SIMalliance) eUICC

[4] eUICC Profile Package Profile Package: Interoperable Format Technical Specification
V2.3.1 or later

[5] ETSI TS 102 221 Smart Cards; UICC-Terminal interface

[6] GPC_SPE_034 GlobalPlatform Card Specification v.2.3

7] ISO/IEC 7816-4-2013 |dentIfI.CatI.0n cards - Integrated circuit carfjs - Part 4:
Organization, security and commands for interchange

8] REC 5639 Elliptic Curve Cryptggraphy (ECC) Brainpool Standard Curves
and Curve Generation
Avis relatif aux parameétres de courbes elliptiques définis par

[9] ANSSI ECC FRP256V1 I'Etat francais. JORF n°0241 du 16 octobre 2011 page 17533.
texte n° 30. 2011

[10] | ITUE.118 The international telecommunication charge card
NIST Special Publication SP 800-56A: Recommendation for

[11] | NIST SP 800-56A Pair-Wise Key Establishment Schemes Using Discrete
Logarithm Cryptography (Revision 2), May 2013
Digital cellular telecommunications system (Phase 2+);

[12] | 3GPP TS 23.003 Universal Mobile Telecommunications System (UMTS);
Numbering, addressing and identification

[13] | ETSITS 102 225 Secured packet structure for UICC based applications;
Release 12

[14] | ETSITS 102 226 Remote APDU structure for UICC based applications;
Release 9

[15] | TS.26 GSMA NFC Handset Requirements V9.0
ASN.1 Encoding Rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and

[16] | ITU-T X.690 (11/2008) Distinguished Encoding Rules (DER) including Corrigendum 1
and 2
Smart cards; UICC Application Programming Interface (UICC

[17] | ETSITS 102 241 API) for Java Card™

[18] | 3GPP TS 31.102 Characterlst.lcs pf the Universal Subscriber Identity Module
(USIM) application

SGP-23-1V3.1.2
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Ref Document Number Title
[19] | GPC_SPE_095 GlobalPlatform Card - Digital Letter of Approval - Version 1.0
Key words for use in RFCs to Indicate Requirement Levels, S.
[20] | RFC 2119 Bradner
http://lwww.ietf.org/rfc/rfc2119.txt
[22] | 3GPP TS 23.040 Technical realization of the Short Message Service (SMS)
Trusted Connectivity Alliance (TCA) eUICC Profile Package:
[23] | TCA Test Interoperable Format Test Specification. See Annex K for

applicable version.

Elliptic Curve Cryptography (ECC) Cipher Suites for Transport

[24] | RFC 4492 Layer Security (TLS)

[25] | SGP.26 RSP Test Certificates Definition v3.0.X

[26] | Void Void

[27] | Void Void

28] | ccID Rev 1.1 CCIP Specification for Integrated Circuit(s) Cards Interface
Devices

[29] | SM2 algorithm ISO/IEC 14888-3:2018 IT Security techniques — Digital
signatures with appendix — Part 3: Discrete logarithm based
mechanisms

1.6 Conventions

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", and "MAY" in this
document SHALL be interpreted as described in RFC 2119 [20].

2 Testing Rules
2.1 Applicability

2.1.1 Format of the Optional Features Table
The columns in Table 4 have the following meaning:

Column Meaning

Option The optional feature supported or not by the implementation.

Mnemonic The mnemonic column contains mnemonic identifiers for each item.

Table 1: Format of the Optional Features Table

2.1.2 Format of the Applicability Table

The applicability of every test in Table 5 is formally expressed by the use of a Boolean
expression defined in the following clause.

The columns in Table 5have the following meaning:
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Column Meaning

Test case The "Test case" column gives a reference to the test case number detailed in
the present document and is required to validate the implementation of the
corresponding item in the "Name" column.

Name In the "Name" column, a short non-exhaustive description of the test is found.
Version This column indicates which test cases are applicable for the given SGP.22
version.

See clause 2.1.3 'Applicability and Notations'.

Test Env. Test environment used for executing the test case.

Table 2: Format of the Applicability Table

2.1.3 Applicability and Notations
The following notations are used for the Applicability column:

Applicability code Meaning
M mandatory - the capability is required to be supported.

N/A not applicable - in the given context, it is impossible to use the capability.

conditional - the requirement on the capability depends on the support of
other items. "i" is an integer identifying an unique conditional status

Ci expression which is defined immediately following the table. For nested
conditional expressions, the syntax "IF ... THEN (IF ... THEN ... ELSE...)
ELSE ..." is to be used to avoid ambiguities.

Table 3: Applicability and Notations

2.1.4 Optional Features Table
The supplier of the implementation SHALL state the support of possible options in Table 5.

eUICC Options Mnemonic
The eUICC supports NIST P-256 [11] for signing and for verification

(see NOTE 1) O_E_NIST
The eUICC supports brainpoolP256r1 [8] for signing and for O E BRP
verification (see NOTE 1) - -
The eUICC supports FRP256V1 [9] for signing and for verification
O_E FRP
(see NOTE 1) - -
The eUICC supports SM2 [XX] for signing and for verification O_E _SMm2
The eUICC supports the LPAe O_E _LPAe
The eUICC supports LPA Proxy O_E_LPA_PROXY

The eUICC stores the otPK.eUICC.ECKA / otSK.eUICC.ECKA from

previous unsuccessful download attempt for future retry ©_E_REUSE_OTPK

The eUICC can hold two PIR O E 2 PIR
The eUICC supports RPM O_E RPM
The eUICC supports Enterprise Profiles O_E_ENTERPRISE
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The eUICC terminates EnableProfile and DisableProfile with error
"catBusy" when a proactive session is ongoing and the refresh flag is
set

O_E_CATBUSY_EN_DIS_RE
FRESH

The eUICC terminates EnableProfile and DisableProfile with error
"catBusy" when a proactive session is ongoing and the refresh Flag
is not set

O_E_CATBUSY_EN_DIS_NO
REFRESH

The eUICC terminates eUICCMemoryReset with error "catBusy"
when a proactive session is ongoing

O_E_CATBUSY_MR

The eUICC is based on an integrated TRE

O_E_INTEGRATED

The eUICC supports variant O for signing O_VAR_O
The eUICC supports variant Ov3 for signing O_VAR _0OV3
The eUICC supports variant A for signing O VAR A
The eUICC supports variant B for signing O_VAR_B
The eUICC supports variant C for signing O VAR C

The eUICC supports the HRI server address in the Profile Metadata

O_E_HRI_ADDRESS_IN_PM

The eUICC supports the service description in the Profile Metadata

O_E_SERVICE_DESCRIPTI
ON_IN_PM

The eUICC supports the features defined for Device Change and
Profile Recovery

O_E_DEVICE_CHANGE

The eUICC accepts an estimated Profile size in the Profile Metadata

O_E_PROFILE_SIZE_IN_PM

The eUICC provides an estimated Profile size in
ES10c.GetProfilesInfo

O_E_PROFILE_SIZE_IN_PR
OFILE_INFO

The eUICC supports the OS Update capability

O_E_OS_UPDATE

The eUICC supports “catBusy” error code

O_E_CATBUSY

The eUICC supports MEP O_E_MEP
The eUICC supports MEP-A1 O_E_MEP_A1l
The eUICC supports MEP-A2 O_E MEP_A2
The eUICC supports MEP-B O E MEP_B

The eUICC supports Refresh Flag not set for MEP-B

O_E_MEP_B_NO_REFRESH

The eUICC supports profiles with non-IMSI SUPI Type

O_E_NON_IMSI_SUPI_TYPE

The eUICC supports eUICC Profile Package Specification v3.x

O_E_ADD_PP_VERSIONS

The eUICC supports the extensibility in the Devicelnfo

O_E_DEVICE_INFO_EXTEN
SIBILITY_SUPPORT

e NOTE1:

This version of test specification extensively tests an eUICC that supports
O_E NISTorO_E BRP. Any O_E FRP or O_E_SM2 test cases are for further study.

Table 4: Options

SGP-23-1V3.1.2
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2.1.5 Applicability Table

Table 5 specifies the applicability of each test case. See clause 2.1.2 for the format of this

Non-confidential

table.
Test case Name V3.1 Test Env.
eUICC Interfaces Compliance Testing

TC_eUICC_ATR_And_ISDR_Selection

42121 - - - = - C006 |TE_eUICC
Only the test sequence #1 -
TC_eUICC_ATR_And_ISDR_Selection

42121 M TE_eUICC
Only the test sequence #2 -
TC_eUICC_ATR_And_ISDR_Selection

42121 - - - - C325 [TE_eUICC
Only the test sequence #3 -
TC_eUICC_ATR_And_ISDR_Selection

42121 - - - = - C318 [TE_eUICC
Only the test sequences #4 and #7 -
TC_eUICC_ATR_And_ISDR_Selection

42121 C328 [TE_eUICC
Only the test sequences #5 and #8 -
TC_eUICC_ATR_And_ISDR_Selection

42121 C327 |TE_eUICC
Only the test sequences #6 and #9 -

42221 TC_eUICC_ES6.UpdateMetadata C319 [TE_eUICC

42222 TC_eUICC_ES6.UpdateMetadata_EnterpriseProfiles C309 |TE_eUICC

42223 TC_eUICC_ES6.UpdateMetadata_Service_Specific_Data C319 |TE_eUICC

42224 TC_eUICC_ES6.UpdateMetadata_V3NoatificationConfiguration C319 [TE_eUICC

42225 TC_eUICC_ES6.UpdateMetadata_V3RPM C305 |TE_eUICC

42226 TC_eUICC_ES6.UpdateMetadata_V3HRIServerAddress C355 [TE_eUICC

4.2.2.2.7 TC_eUICC_ES6.UpdateMetadata_V3LPRConfiguration C354 [TE_eUICC

4.22.2.8 TC_eUICC_ES6.UpdateMetadata_V3DeviceChange C352 |TE_eUICC

42321 TC_eUICC_ES8+.InitialiseSecureChannel M TE_eUICC

42421 TC_eUICC_ES8+.ConfigurelSDP M TE_eUICC
TC_eUICC_ES8+.StoreMetadata

42521 - - M TE_eUICC
All test sequences except the sequences #1, #5 and #11 -
TC_eUICC_ES8+.StoreMetadata

42521 C319 [TE_eUICC
Only the test sequences #1 and #5 -
TC_eUICC_ES8+.StoreMetadata

42521 C356 [TE_eUICC
Only the test sequence #11 -

42522 TC_eUICC_ES8+.StoreMetadata_Service_Specific_Data M TE_eUICC
TC_eUICC_ES8+.StoreMetadata_EnterpriseProfiles

4.25.2.3 C309 [TE_eUICC
All test sequences except the sequence #4 -
TC_eUICC_ES8+.StoreMetadata_EnterpriseProfiles

42523 C349 [TE_eUICC
Only the test sequence #4 -

426.21 TC_eUICC_ES8+.ReplaceSessionKeys M TE_eUICC

42791 TC_eUICC_ES8+.LoadProfileElements except test sequence #11 M TE eUICC
and #12 -
TC_eUICC_ES8+.LoadProfileElements

42721 - - C346 |TE_eUICC

Only the test sequences #11 and #12

SGP-23-1V3.1.2
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Test case Name V3.1 Test Env.

42821 TC_eUICC_ES10a.GetEuiccConfiguredAddresses M TE_eUICC

429.21 TC_eUICC_ES10a.SetDefaultbpAddress M TE_eUICC

4.2.10.2.1 TC_eUICC_ES10b.PrepareDownloadNIST C001 |TE_eUICC

4.2.10.2.2 TC_eUICC_ES10b.PrepareDownloadBRP C002 |TE_eUICC

4.2.10.2.3 TC_eUICC_ES10b.PrepareDownloadFRP C003 [TE_eUICC

4,2.10.2.4 TC_eUICC_ES10b.PrepareDownloadErrorCases M TE_eUICC

421121 TC_eUICC_ES10b.LoadBoundProfilePackageNIST CO001 |TE_eUICC

4.2.11.2.2 TC_eUICC_ES10b.LoadBoundProfilePackageBRP C002 |TE_eUICC

421123 TC_eUICC_ES10b.LoadBoundProfilePackageFRP C003 |TE_eUICC

421124 TC_eUICC_ES10b.LoadBoundProfilePackage_ErrorCases M TE_eUICC

421221 TC_eUICC_ES10b.GetEUICCChallenge M TE_eUICC
TC_eUICC_ES10b.GetEUICCInfol

4.2.13.2.1 - - M TE_eUICC
Only test sequences #01 and #02 -
TC_eUICC_ES10b.GetEUICCInfol

4.2.13.2.1 C310 [TE_eUICC
Only test sequence #03 -
TC_eUICC_ES10b.GetEUICCInfol

4.2.13.2.1 - - C317 |TE_eUICC
Only test sequence #04 -
TC_eUICC_ES10b.GetEUICCInfol

4.2.13.2.1 C313 [TE_eUICC
Only test sequence #05 -
TC_eUICC_ES10b.GetEUICCInfol

4.2.13.2.1 C314 [TE_eUICC
Only test sequence #06 -

4.2.13.2.2 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V2.1 N/A |TE_eUICC

4.2.13.2.3 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V2.2.x M TE_eUICC

4.2.13.24 TC_eUICC_ES10b.GetEUICCInfo2 C310 [TE_eUICC

4.2.13.2.8 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V3.X M TE_eUICC

4.2.13.2.9 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V3.x_Integrated_eUICC C040 |TE_eUICC
TC_eUICC_ES10b.ListNatification

421421 M TE_eUICC
All test sequences except the sequence #5 -
TC_eUICC_ES10b.ListNatification

421421 C025 [TE_eUICC
Only the test sequence #5 -

4.2.14.2.2 TC_eUICC_ES10b.ListNotification_RPM C301 [TE_eUICC
TC_eUICC_ES10b.RetrieveNotificationsList

4.2.15.2.1 M TE_eUICC
All test sequences except the sequences #5 and #15 -
TC_eUICC_ES10b.RetrieveNotificationsList

4.2.15.2.1 - - C025 [TE_eUICC
Only the test sequences #5 and #15 -
TC_eUICC_ES10b.RemoveNotificationFromList

4.2.16.2.1 M TE_eUICC
All test sequences except the sequence #5 -
TC_eUICC_ES10b.AuthenticateServer_SM-

421821 DP+_NIST_Server_Variant_O C357 |TE_evicC
TC_eUICC_ES10b.AuthenticateServer_SM-

421822 DP+_BRP_Server_Variant_O €358 |TE_evicC

421824 TC_eUICC_ES10b.AuthenticateServer_SM- M TE_eUlCC

DP+_ErrorCases_Server_Variant_O

SGP-23-1V3.1.2
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Test case Name V3.1 Test Env.
TC_eUICC_ES10b.AuthenticateServer_SM-

4.2.18.25 DS_BRP_Server Variant_O C358 [TE_eUICC
TC_eUICC_ES10b.AuthenticateServer_SM-

4.2.18.2.6 DS_NIST_Server Variant O C357 [TE_eUICC

4,2.18.2.8 TC_eUICC_ES10b.AuthenticateServer SM-DS_ErrorCases M TE_eUICC
TC_eUICC_ES10b.AuthenticateServerV3_SM-

42.18.29 DP+_NIST_Server_Variants_V3 €316 |TE evicC
TC_eUICC_ES10b.AuthenticateServerV3_SM-

42.18.2.10 DP+_ErrorCases_V3_Server Variant A C315 |TE_evicC
TC_eUICC_ES10b.AuthenticateServer_SM-

4218211 DP+_ErrorCases_V3_Server Variant B C313 |TE evicC
TC_eUICC_ES10b.AuthenticateServer_SM-

42.182.12 DP+_ErrorCases_V3_Server_Variant C 314 |TE evicc
TC_eUICC_ES10b.AuthenticateServerV3_SM-

42.182.13 DP+_Independently_Of Server_Variant M TE_eUicc
TC_eUICC_ES10b.AuthenticateServerV3_SM-

42.18.2.14 DS_Independently Of Server_ Variant M TE_eUICC

4.2.19.2.1 TC_eUICC_ES10b.CancelSessionNIST C001 [TE_eUICC

4.2.19.2.2 TC_eUICC_ES10b.CancelSessionBRP C002 [TE_eUICC

4.2.19.2.3 TC_eUICC_ES10b.CancelSessionFRP C003 [TE_eUICC

4.2.19.2.4 TC_eUICC_ES10b.CancelSession_ErrorCase M TE_eUICC

4.2.20.2.1 TC_eUICC_ES10c.GetProfilesInfo M TE_eUICC

4.2.20.2.2 TC_eUICC_ES10c.GetProfilesInfo_ErrorCases M TE_eUICC

4.2.20.2.3 TC_eUICC_ES10c.GetProfilesInfo_ MEPA1 C318 |TE_eUICC

4.2.20.2.4 TC_eUICC_ES10c.GetProfilesinfo_ MEPA2 C328 [TE_eUICC

4.2.20.2.5 TC_eUICC_ES10c.GetProfilesinfo_ MEPB C327 |TE_eUICC
TC_eUICC_ES10c.EnableProfile_Case3

4.2.21.21 C319 [TE_eUICC
All test sequences except the sequences #7, #8, #9 and #10 -
TC_eUICC_ES10c.EnableProfile_Case3

42.21.21 - - - C033 [TE_eUICC
Only the test sequences #7 and #9 -
TC_eUICC_ES10c.EnableProfile_Case3

422121 C037 |TE_eUICC
Only the test sequences #8 and #10
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case3

4.2.21.2.2 C319 [TE_eUICC
All test sequences except the sequences #7 and #8 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case3

4.2.21.2.2 - - - - C036 [TE_eUICC
Only the test sequence #7
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case3

4.2.21.2.2 C032 [TE_eUICC
Only the test sequence #8 -
TC_eUICC_ES10c.EnableProfile_Case4

4.2.21.2.3 - - ~ C319 [TE_eUICC
All test sequences except the sequences #7, #8, #9 and #10 -
TC_eUICC_ES10c.EnableProfile_Case4

4.2.21.2.3 - - - C033 [TE_eUICC
Only the test sequences #7 and #9 -

4.2.21.2.3 TC_eUICC_ES10c.EnableProfile_Case4 C037 |TE_eUlCC
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Only the test sequence #8 and #10

Non-confidential

V3.1 Test Env.

TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4

All test sequences except the sequences #5, #6 and #11

422124 C319 [TE_eUICC
All test sequences except the sequences #5, #6, #7 and #8 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4

4.2.21.2.4 C319 [TE_eUICC
Only the test sequences #5 and #6 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4

4221.2.4 —eUICC_ES erToflie_rrorL-ases_L.ase C036 |TE_eUICC
Only the test sequence #7
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4

4.2.21.2.4 C032 [TE_eUICC
Only the test sequence #8 -

422125 'rl;(eid_eUICC_ESlOc.EnableProflle_ErrorCases_Case4_catBusySuppo co32 |TE_eulcc

4.2.21.2.6 TC_eUICC_ES10c.EnableProfile_Case4_catBusyNotSupported C033 |TE_eUICC

429127 'rl;gd_euICC_ESlOc.EnableProflle_ErrorCases_CaseS_catBusySuppo C032 |TE_eulCC
TC_eUICC_ES10c.EnableProfile_Case4 MEPAL1

4221238 All test sequences except the sequences #7, #8, #15, #16, #17 and  |C318 [TE_eUICC
#18
TC_eUICC_ES10c.EnableProfile_Case4 MEPA1

4.2.21.2.8 - - - — C333 [TE_eUICC
Only the test sequences #7, #15, #16, #17 and #18 -
TC_eUICC_ES10c.EnableProfile_Case4 MEPA1

4.2.21.2.8 - - - - C329 [TE_eUICC
Only the test sequence #8 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPAL

4.2.21.2.9 C318 [TE_eUICC
All test sequences except the sequences #5, #6 and #11 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPA1l

4.2.21.2.9 - - - - - C332 [TE_eUICC
Only the test sequences #6 and #11 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPA1

4.2.21.2.9 C336 |TE_eUICC
Only the test sequence #5
TC_eUICC_ES10c.EnableProfile_Case4_MEPA2

4.2.21.2.10 C328 [TE_eUICC
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPA2

4.2.21.2.11 - - - - - C328 [TE_eUICC
All test sequences except the sequences #5 and #10 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPA2

4.2.21.2.11 C330 [TE_eUICC
Only the test sequence #5 and #10 -
TC_eUICC_ES10c.EnableProfile_Case4 MEPB

4.2.21.2.12  |All test sequences except the sequences #5, #6, #7, #8, #13, #14, C327 |TE_eUICC
#15 and #16
TC_eUICC_ES10c.EnableProfile_Case4_MEP_B

4.2.21.2.12 C345 [TE_eUICC
Only the test sequences #5, #6, #13, #14
TC_eUICC_ES10c.EnableProfile_Case4 MEPB

4.2.21.2.12 C335 [TE_eUICC
Only the test sequences #7, #15 and #16
TC_eUICC_ES10c.EnableProfile_Case4_MEPB

4.2.21.2.12 - - - - C337 |TE_eUICC
Only the test sequence #8 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPB

4.2.21.2.13 C327 |TE_eUICC
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Test case Name V3.1 Test Env.
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPB

4.2.21.2.13 - - - - - C334 [TE_eUICC
Only the test sequences #6 and #11 -
TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4 MEPB

4.2.21.2.13 C338 [TE_eUICC
Only the test sequence #5 -
TC_eUICC_ES10c.DisableProfile_Case3

422221 All test sequences except the sequences #7, sequence #8, #9 and C319 [TE_eUICC
#10
TC_eUICC_ES10c.DisableProfile_Case3

422221 C033 [TE_eUICC
Only the test sequences #7 and #9 -
TC_eUICC_ES10c.DisableProfile_Case3

422221 - - - C037 |TE_eUICC
Only the test sequences #8 and #10
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case3

422222 C319 [TE_eUICC
All test sequences except the sequences #7 and #8 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case3

422222 - - - - C036 |TE_eUICC
Only the test sequence #7 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case3

422222 C032 [TE_eUICC
Only the test sequence #8 -
TC_eUICC_ES10c.DisableProfile_Case4

4.2.22.2.3 C319 [TE_eUICC
All test sequences except the sequences #7, #8, #9 and #10 -
TC_eUICC_ES10c.DisableProfile_Case4

4.2.22.2.3 C033 [TE_eUICC
Only the test sequences #7 and #9 -
TC_eUICC_ES10c.DisableProfile_Case4

4.2.22.2.3 C037 |TE_eUICC
Only the test sequences #8 and #10 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4

422224 C319 [TE_eUICC
All test sequences except the sequences #5, #6, #7 and #8 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4

422224 C319 [TE_eUICC
Only the test sequences #5 and #6 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4

422224 C036 |TE_eUICC
Only the test sequence #7 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4

422224 C032 [TE_eUICC
Only the test sequence #8 -
TC_eUICC_ES10c.DisableProfile_Case4_MEPA1

4.2.22.25 All test sequences except the sequences #7, #8, #15, #16, #17 and C318 [TE_eUICC
#18
TC_eUICC_ES10c.DisableProfile_Case4 MEPALl

422225 - - - - C333 [TE_eUICC
Only the test sequences #7, #15, #16, #17 and #18 -
TC_eUICC_ES10c.DisableProfile_Case4 MEPAL

422225 - - - - C329 [TE_eUICC
Only the test sequence #8 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4_MEPA1

4.2.22.2.6 C318 [TE_eUICC
All test sequences except the sequences #5, #6 and #11 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4 MEPAL

4.2.22.2.6 C332 [TE_eUICC
Only the test sequences #6 and #11
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4 MEPAL

4.2.22.2.6 - - - - - C336 |TE_eUICC

Only the test sequence #5
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TC_eUICC_ES10c.DisableProfile_Case4_MEPA2

4.2.22.2.7 - - - - C328 [TE_eUICC
All test sequences except the sequence #3 -
TC_eUICC_ES10c.DisableProfile_Case4_MEPA2

4.2.22.2.7 - - - - C331 [TE_eUICC
Only the test sequence #3 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4 MEPA2

4.2.22.2.8 C328 [TE_eUICC
All test sequences except the sequences #5 and #10 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4 MEPA2

422228 - - - - - C330 [TE_eUICC
Only the test sequences #5 and #10 -
TC_eUICC_ES10c.DisableProfile_Case4 MEPB

4.2.22.2.9 All test sequences except the sequences #5, #6, #7, #8, #13, #14, C327 |TE_eUICC
#15 #16, #17 and #18
TC_eUICC_ES10c.DisableProfile_Case4_MEPB

4.2.22.2.9 - - - - C345 [TE_eUICC
All test sequences except the sequences #5, #6, #13, #14 -
TC_eUICC_ES10c.DisableProfile_Case4 MEPB

4.2.22.2.9 C335 [TE_eUICC
Only the test sequences #7, #15, #16, #17 and #18 -
TC_eUICC_ES10c.DisableProfile_Case4_MEPB

4.2.22.2.9 C337 [TE_eUICC
Only the test sequence #8 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4 MEPB

4.2.22.2.10 C327 |TE_eUICC
All test sequences except the sequences #5, #6 and #11 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4_MEPB

4.2.22.2.10 C334 [TE_eUICC
Only the test sequences #6 and #11 -
TC_eUICC_ES10c.DisableProfile_ErrorCases_Case4_MEPB

4.2.22.2.10 C338 [TE_eUICC
Only the test sequence #5 -

4.2.23.2.1 TC_eUICC_ES10c.DeleteProfile_Case3 M TE_eUICC

4.2.23.2.2 TC_eUICC_ES10c.DeleteProfile_ErrorCases_Case3 M TE_eUICC

4.2.23.2.3 TC_eUICC_ES10c.DeleteProfile_Case4 M TE_eUICC

4.2.23.2.4 TC_eUICC_ES10c.DeleteProfile_ErrorCases_Case4 M TE_eUICC
TC_eUICC_ES10c.eUICCMemoryReset

422421 C319 [TE_eUICC
All test sequences except the sequences #2, #5 and #6 -
TC_eUICC_ES10c.eUICCMemoryReset

422421 C319 [TE_eUICC
Only the test sequence #2 -
TC_eUICC_ES10c.eUICCMemoryReset

422421 C039 [TE_eUICC
Only the test sequences #5 and #6 -
TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases

422422 C038 [TE_eUICC
Only the test sequence #1 -
TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases

422422 C319 [TE_eUICC
Only the test sequence #2 -
TC_eUICC_ES10c.eUICCMemoryReset MEPA1

4.2.24.2.3 - - - C318 [TE_eUICC
All test sequences except the sequences #6, #7, #8 and #9 -
TC_eUICC_ES10c.eUICCMemoryReset MEPA1

4.2.24.2.3 C326 [TE_eUICC
Only the test sequences #6, #7, #8 and #9 -
TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases_MEPA1

422424 C318 [TE_eUICC
All test sequences except the sequence #2 -

4.2.24.2.4 TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases_MEPA1l C324 |TE_eUICC

SGP-23-1V3.1.2

Page 16 of 781




GSM Association Non-confidential
Official Document SGP.23-1 - RSP Test Specification for the eUICC

Test case NETlE V3.1 Test Env.
Only the test sequence #2

TC_eUICC_ES10c.eUICCMemoryReset_ MEPA2
4.2.24.25 - - B C328 [TE_eUICC
All test sequences except the sequences #6, #7, #8 and #9 -

TC_eUICC_ES10c.eUICCMemoryReset_ MEPA2
4.2.24.25 C340 [TE_eUlCC
Only the test sequences #6, #7, #8 and #9 -

TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases_MEPA2
4.2.24.2.6 C328 [TE_eUICC
All test sequences except the sequence #2 -

TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases_ MEPA2
4.2.24.2.6 C339 |TE_eUICC
Only the test sequence #2 -

TC_eUICC_ES10c.eUICCMemoryReset_ MEPB
4.2.24.2.7 - - B C327 |TE_eUICC
All test sequences except the sequences #6, #7, #8 and #9 -

TC_eUICC_ES10c.eUICCMemoryReset MEPB
4.2.24.2.7 C342 [TE_eUICC
Only the test sequences #6, #7, #8 and #9 -

TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases_MEPB
4.2.24.2.8 C327 |TE_eUICC
All test sequences except the sequence #2 -

TC_eUICC_ES10c.eUICCMemoryReset_ErrorCases_ MEPB

4.2.24.2.8 C341 [TE_eUICC
Only the test sequence #2 -

4.2.25.2.1 TC_eUICC_ES10c.GetEID M TE_eUICC

4.2.26.2.1 TC_eUICC_ES10c.SetNickname M TE_eUICC
TC_eUICC_ES10b.GetRAT

4.2.27.2.1 C319 [TE_eUICC

Only the test Sequence #1

TC_eUICC_ES10b.GetRAT
4.2.27.2.1 C319 |TE_eUICC
Only the test Sequence #2 -

TC_eUICC_ES10b.LoadRPMPackage_EnableProfile
422821 C301 [TE_eUICC
All test sequences except the sequences #5 and #7 -

TC_eUICC_ES10b.LoadRPMPackage_EnableProfile
4.2.28.2.1 C305 [TE_eUICC
Only the test sequences #5 and #7

TC_eUICC_ES10b.LoadRPMPackage_DisableProfile
4.2.28.2.2 C301 |TE_eUiCC
All test sequences except the sequence #6 -

TC_eUICC_ES10b.LoadRPMPackage_DisableProfile

422822 C305 [TE_eUlCC
Only the test sequence #6 -

4.2.28.2.3 TC_eUICC_ES10b.LoadRPMPackage_DeleteProfile C301 |TE_eUICC

4.2.28.2.4 TC_eUICC_ES10b.LoadRPMPackage_ListProfileInfo C305 [TE_eUICC
TC_eUICC_ES10b.LoadRPMPackage UpdateMetadata

4.2.28.25 C305 [TE_eUICC

All test sequences except the sequence #9

TC_eUICC_ES10b.LoadRPMPackage UpdateMetadata
4.2.28.25 C301 [TE_eUICC
Only the test sequence #9

TC_eUICC_ES10b.LoadRPMPackage_ContactPCMP
4.2.28.2.6 C303 [TE_eUICC
All test sequences except the sequence #4 -

TC_eUICC_ES10b.LoadRPMPackage_ContactPCMP
4.2.28.2.6 C350 |TE_eUlCC
Only the test sequence #4 -

TC_eUICC_ES10b.LoadRPMPackage_Multiple_RPM
4.2.28.2.7 C301 |TE_eUICC
All test sequences except the sequences #3, #4, #5, and #7 -
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TC_eUICC_ES10b.LoadRPMPackage_Multiple_ RPM

4.2.28.2.7 C350 [TE_eUlCC
Only the test sequences #3, #4 and #5 -
TC_eUICC_ES10b.LoadRPMPackage_Multiple_RPM

4.2.28.2.7 C303 [TE_eUICC
Only the test sequence #7 -

4.2.28.2.8 TC_eUICC_ES10b.LoadRPMPackage_ErrorCases C301 |TE_eUICC
TC_eUICC_ES10b.LoadRPMPackage_Enterprise_Profiles

4.2.28.2.9 C302 [TE_eUICC
All test sequences except the sequence #13 -
TC_eUICC_ES10b.LoadRPMPackage_Enterprise_Profiles

4.2.28.2.9 C351 [TE_eUICC
Only the test sequence #13 -

4.2.28.2.10 |TC_eUICC_ES10b.LoadRPMPackage_CatBusy C304 |TE_eUICC

Procedure - Behaviour Testing

5.21.21 TC_eUICC_PrepareDownload_Retry_ReuseOTKeys C019 [TE_eUICC

5.2.1.2.2 TC_eUICC_PrepareDownload_Retry_NewOTKeys C020 |TE_eUICC

52221 TC_eUICC_ForbiddenPPRs C319 [TE_eUICC

5.2.3.21 TC_eUICC_GetProfilesinfo_GetRAT_RSPSession C319 [TE_eUICC

5.24.2.1 TC_eUICC_Default_FileSystem M TE_eUICC

52521 TC_eUICC_DeleteProfile_ISDP_And_Components M TE_eUICC

5.2.6.2.1 TC_eUICC_EnableProfile_Twice_Noaotifications M TE_eUICC

5.2.7.2.1 TC_eUICC_DisableProfile_ApplicationManagement M TE_eUICC

5.2.8.2.1 TC_eUICC_Enable_Disable_Delete_Notifications M TE_eUICC

Test Specifications
Annex K |TCA eUICC Profile Package Test Specification M |See Annex K

Table 5: Applicability of Tests

Conditional item Condition

Co001 IF (O_E_NIST) THEN M ELSE N/A

C002 IF (O_E_BRP) THEN M ELSE N/A

C006 IF (NOT O_E_LPAe) THEN M ELSE N/A

C019 IF (O_E_REUSE_OTPK) THEN M ELSE N/A

C020 IF (NOT O_E_REUSE_OTPK) THEN M ELSE N/A

C025 IF (O_E_2_PIR) THEN M ELSE N/A

C032 IF (O_E_CATBUSY AND NOT O_E_MEP) THEN M ELSE N/A

C033 IF (NOT O_E_CATBUSY AND NOT O_E_MEP) THEN M ELSE N/A

C036 IF (O_E_CATBUSY_EN_DIS_NOREFRESH AND NOT O_E_MEP) THEN M
ELSE N/A

C037 IF (NOT O_E_CATBUSY_EN_DIS_NOREFRESH AND NOT O_E_MEP)
THEN M ELSE N/A

C038 IF (O_E_CATBUSY_MR AND NOT O_E_MEP) THEN M ELSE N/A

C039 IF (NOT O_E_CATBUSY_MR AND NOT O_E_MEP) THEN M ELSE N/A

C040 IF O_E_INTEGRATED THEN M ELSE N/A

Conditions applicable to SGP.23 v3.1 onwards
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Conditional item Condition

C301 IF (O_E_RPM) THEN M ELSE N/A

C302 IF (O_E_RPM AND O_E_ENTERPRISE) THEN M ELSE N/A
C303 IF (O_E_RPM AND O_E_LPA_PROXY) THEN M ELSE N/A
C304 IF (O_E_RPM AND O_E_CAT_BUSY) THEN M ELSE N/A
C305 IF (O_E_RPM AND NOT O_E_MEP) THEN M ELSE N/A

C306 IF (O_E_LPAe) THEN M ELSE N/A

C309 IF (O_E_ENTERPRISE) THEN M ELSE N/A

C310 IF (O_VAR_O) THEN M ELSE N/A

c311 IF (O_VAR_OV3) THEN M ELSE N/A

C312 IF (O_VAR_A) THEN M ELSE N/A

C313 IF (O_VAR_B) THEN M ELSE N/A

c314 IF (O_VAR_C) THEN M ELSE N/A

C315 IF (O_VAR_AOR O_VAR_B OR O_VAR_C) THEN M ELSE N/A
316 IF (O_VAR_A OR O_VAR_B OR O_VAR_C OR O_VAR_OV3) AND

O_E_NIST) THEN M ELSE N/A
IF (O_VAR_AOR O_VAR_B OR O_VAR_C OR O_VAR_OV3) THEN M

c3tr ELSE N/A

C318 IF (O_E_MEP_A1) THEN M ELSE N/A

C319 IF (NOT O_E_MEP) THEN M ELSE N/A

C320 IF (NOT O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M ELSE N/A

c321 IF (NOT O_E_CATBUSY) THEN M ELSE N/A

C322 IF (O_E_CATBUSY) THEN M ELSE N/A

C323 IF (O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M ELSE N/A

C324 IF (O_E_MEP_A1 AND O_E_CATBUSY_MR) THEN M ELSE N/A

C325 IF O_E_LPAe THEN M ELSE N/A

C326 IF (O_E_MEP_A1 AND NOT O_E_CATBUSY_MR) THEN M ELSE N/A

C327 IF (O_E_MEP_B) THEN M ELSE N/A

C328 IF (O_E_MEP_A2) THEN M ELSE N/A

309 IF (O_E_MEP_A1 AND NOT O_E_CATBUSY_EN_DIS_NOREFRESH)
THEN M ELSE N/A

330 IF (O_E_MEP_A2 AND O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M
ELSE N/A

ca31 IF (O_E_MEP_A2 AND NOT O_E_CATBUSY_EN_DIS_NOREFRESH)
THEN M ELSE N/A

C332 IF (O_E_MEP_A1 AND O_E_CATBUSY) THEN M ELSE N/A

C333 IF (O_E_MEP_A1 AND NOT O_E_CATBUSY) THEN M ELSE N/A

C334 IF (O_E_MEP_B AND O_E_CATBUSY) THEN M ELSE N/A

C335 IF (O_E_MEP_B AND NOT O_E_CATBUSY) THEN M ELSE N/A
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Conditional item Condition

336 IF (O_E_MEP_A1 AND O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M
ELSE N/A

337 IF (O_E_MEP_B_NO_REFRESH AND NOT
O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M ELSE N/A

338 IF (O_E_MEP_B_NO_REFRESH AND
O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M ELSE N/A

C339 IF (O_E_MEP_A2 AND O_E_CATBUSY_MR) THEN M ELSE N/A

C340 IF (O_E_MEP_A2 AND NOT O_E_CATBUSY_MR) THEN M ELSE N/A

c341 IF (O_E_MEP_B AND O_E_CATBUSY_MR) THEN M ELSE N/A

C342 IF (O_E_MEP_B AND NOT O_E_CATBUSY_MR) THEN M ELSE N/A

C345 IF (O_E_MEP_B_NO_REFRESH) THEN M ELSE N/A

346 IF (O_E_NON_IMSI_SUPI_TYPE AND O_E_ADD_PP_VERSIONS AND
O_E_DEVICE_INFO_EXTENSIBILITY_SUPPORT) THEN M ELSE N/A

C347 IF (O_E_DEVICE_CHANGE) THEN M ELSE N/A

C348 IF (O_E_HRI_ADDRESS_IN_PM) THEN M ELSE N/A

C349 IF (O_E_ENTERPRISE AND NOT O_E_MEP) THEN M ELSE N/A

350 IF (O_E_RPM AND O_E_LPA_PROXY AND NOT O_E_MEP) THEN M
ELSE N/A

351 IF (O_E_RPM AND O_E_ENTERPRISE AND NOT_O_E_MEP) THEN M
ELSE N/A

C352 IF (O_E_DEVICE_CHANGE AND NOT O_E_MEP) THEN M ELSE N/A

C353 IF (O_E_LPA_PROXY) THEN M ELSE N/A

C354 IF (O_E_LPA_PROXY AND NOT O_E_MEP) THEN M ELSE N/A

C355 IF (O_E_HRI_ADDRESS_IN_PM AND NOT O_E_MEP) THEN M ELSE N/A

C356 IF (NOT O_E_ENTERPRISE) THEN M ELSE N/A

C357 IF (O_VAR_O and O_E_NIST) THEN M ELSE N/A

C358 IF (O_VAR_O and O_E_BRP) THEN M ELSE N/A

Table 6: Conditional Items Referenced by Table 5

Note: Conditions COXX which are missing in Table 6 are present in an earlier version of
SGP.23 but are not used in the current version. Conditions RFU are for future use in the
next release of this specification.

2.2 General Consideration

This section contains some general considerations about the test cases defined in this
document. Note that some external test specifications are referred to in chapter 7.
Consequently, the following sub sections SHALL only apply for test cases defined in
sections 4 and 5 and 6.

2.2.1 Test Case Definition
Test descriptions are independent.

SGP-23-1V3.1.2 Page 20 of 781



GSM Association Non-confidential
Official Document SGP.23-1 - RSP Test Specification for the eUICC

For each test described in this document, a chapter provides a general description of the
initial conditions applicable for the whole test. This description is completed by specific
configurations to each individual sub-case.

It is implicitly assumed that the IUT SHALL be compliant with the initial states described in
Annex G. An initial state SHALL be considered as a pre-requisite to execute all the test
cases described in this Test Plan.

After completing the test, the configuration is reset before the execution of the following test.

2.2.2 Test Cases Format
Here is an explanation of the way to define the test cases in chapters 4, 5 and 6.

4.X.Y.Z Test Cases

4.X.Y.Z1TC_IUT_TestNamel

General Initial Conditions

Entity Description of the general initial condition
Entityl Test case - general condition 1

Entity2 Test case - general condition 2

Test Sequence #01: Short Description

Description of the aim of the test sequence N°1

Initial Conditions

Entity Description of the initial condition
Entity1l Test sequence N°1 - initial condition 1
Entity2 Test sequence N°1 - initial condition 2
Step Direction Sequence / Description Expected result

Command or Message to send | Expected result N°1.1

IC1 Entity1 — Entity2 from Entityl to Entity2

Command or Message to send | 1- expected result N°1.2

1 Entity1 — Entity2 . .
yi—= y from Entityl to Entity2 2- expected result N°1.3

Command or Message to send

2 Entity2 — Entity3 from Entity2 to Entity3

Test Sequence #02

Description of the aim of the test sequence N°2

Step Direction Sequence / Description Expected result

Command or Message to send
from Entityl to Entity2

1 Entity1 — Entity2
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Command or Message to send |1- expected result N°2.1

2 Entity2 — Entity3 . .
ye— y from Entity2 to Entity3 2- expected result N°2.2

4.X.Y.Z.2 TC_IUT_TestName2

The test cases TC_IUT_TestNamel and TC_IUT_TestName2 are referenced in Table 5 that
allows indicating the applicability of the tests.

In the test case TC_IUT_TestNamel, the requirements REQ1 and REQ2 are respectively
covered by the test sequences #01 and #02.

The test sequence #01 SHALL be executed if and only if these conditions are met:

Test case - general condition 1
Test case - general condition 2
Test sequence N°1 - initial condition 1
Test sequence N°1 - initial condition 2

The test sequence #02 SHALL be executed if and only if these conditions are met:

e Test case - general condition 1
e Test case - general condition 2

The tables defining the different initial conditions are optional.
Initial Conditions are intended to be reached dynamically using the Test Tool when possible.

No additional operation SHALL be done prior to the test sequence besides those indicated in
the Initial Conditions (e.g. no other Profiles SHALL be present on the eUICC besides those
defined in the Initial Conditions).

In the test sequence #01:

o the step IC1 corresponds to an additional Initial Condition
e inthe step N°1, if the expected results N°1 and N°2 are validated, the requirement
REQL1 (or a part of the REQ1) SHALL be considered as implemented

Note that all initial states (described in Annex G) SHALL be implemented by the IUT
whatever the test cases to execute.

In addition, following 2.2.2 sub sections present all information (e.g. Methods, Constants...)
that MAY be referenced in test sequences.

After execution of each test sequence a clean-up procedure (CU) SHALL be executed to
restore the IUT to the Common Initial State as defined in Annex G.

Sections 2.2.2.0 to 2.2.2.6 specify how to factor text among test sequences.
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2.2.2.0 Conditional Execution of Test Sequence Steps

Some steps may be relevant only if the IUT supports the corresponding option, even if the
intent and general script of the enclosing Test Sequence is applicable to several options.

In that case the Test Sequence uses the following construct:

Step Direction Sequence / Description |Expected result

Command or Message to send | Expected result N°1.1

1 Entity1 — Entity2 from Entityl to Entity2

IF (optionsCombination)

Command or Message to send | 1- expected result N°2.1

2 Entity1 — Entity2 . .
yi= 4 from Entity1 to Entity2 2- expected result N°2.2
. . Command or Message to send
3 Entity2 — Entity3 from Entity2 to Entity3
ENDIF
4 Entity1 — Entity2 Command or Message to send

from Entityl to Entity2

The test tool SHALL execute the steps enclosed between keywords IF and ENDIF if and
only if the expression optionsCombination has value ‘true’.

Every IF is closed by the first ENDIF that comes after it. Nesting is not supported.

The expression optionsCombination is a combination of one or more Boolean values
that can be:

e options defined in section 2.1.4,
e comparisons on the value of IUT_SETTINGS
e comparisons on the value of dynamic content defined in see Annex B

and using the boolean operators OR, AND, NOT, with brackets to avoid any ambiguity on
operator precedence.

2.2.21 Methods and Procedures

A method factors the computation of a single value, based on parameters passed by a test
step in a test sequence.

A method is referenced as follow:
e MTD NAME OF THE METHOD (PARAM1, PARAM2..)

The key word “NO_PARAM” SHALL be set in method call if the related optional parameter is
not used.

All methods and their related parameters are described in Annex C.1.
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A procedure factors a generic sub-sequence of test steps. It may take parameters to exert
these test steps on different contexts or with different values.

A procedure is referenced as follow:
e PROC NAME OF THE PROCEDURE if it doesn't take parameters

e PROC NAME OF THE PROCEDURE (PARAMI1, PARAM2..) if it takes parameters. In
that case, the key word “NO_PARAM” SHALL be set if the related optional parameter
is not used.

All procedures are described in Annex C.2.

The implementation of these methods and procedures is under the responsibility of the test
tool providers.

2222 Constants and Dynamic Content

A constant (e.g. text, ASN.1 structure, hexadecimal string, icon, URI, integer, EID, AID...) is
referenced as follow:

e #NAME OF THE CONSTANT
All constants are defined in Annex A.

When provided as an ASN.1 value notation, a constant SHALL be encoded in DER TLV (as
specified in ITU-T X.690 [16]) by the test tool.

A dynamic content (e.g. TLV, ASN.1 structure, signature, integer, AlD, one-time key pair...)
is referenced as follow:

e <NAME OF THE VARIABLE>
All dynamic contents are defined in Annex B.
A dynamic content is either generated by an IUT or by a test tool provider.

2223 Requests and Responses
An ASN.1 or a JSON request is referenced as follow:

e #NAME OF THE REQUEST
An ASN.1 or a JSON response is referenced as follows:
e #R NAME OF THE RESPONSE

Each ASN.1 or JSON request and response MAY refer to a constant or a dynamic content.
All these structures are defined in Annex D.

When provided as an ASN.1 value notation, a request or a response SHALL be encoded in
DER TLV (as specified in ITU-T X.690 [16]) by the test tool.
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When an ASN.1 element definition contains three points (i.e. “...”), it means that fields MAY
be present but SHALL not be checked by the test tool.

In the following example, several fields MAY be part of the ProfileInfoListResponse
but only the profileNickname SHALL be verified.

resp ProfileInfolistResponse ::=
profileInfolListOk :{
{

profileNickname #NICKNAME

}

This rule applies aslo for Constants definition.

Some ASN.1 SEQUENCE components have a DEFAULT value (for example,
profileClass in StoreMetadataRequest). In this specification, when values are
specified in ASN.1 syntax and the DEFAULT value is intended, two different formulations
(both of which are valid) may be used:

¢ the relevant component is specified with the DEFAULT value;
e the relevant component is missing entirely.

These are logically equivalent and lead to the same DER encoding. In both cases, the
following rules apply:

e When the test tool is sending the DER value, it SHALL NOT include the component
(as per DER rules).

¢ When the test tool is checking a received DER value from the entity under test, it
SHALL check that the component is NOT present.

Test tools SHALL consider two BIT STRINGS to be equivalent if the BIT STRINGs have the
same DER encoding. For example, '0101'B shall be considered to be equivalent to
'010100'B.

NOTE: this is equivalent to removing any trailing zero bits from the BIT STRINGS in
"bstring" notation (e.g. '010100'B - '0101'B) and then comparing the strings
textually.

NOTE: according to the DER format, the encoding of transmitted values will remove the
trailing zeroes. The definition above allows for values which are specified using ASN.1 value
notation and are not transmitted, such as values specified in the Annexes of the current
document, including IUT settings which might be specified by a user of the current document
and may contain trailing zeroes in the ASN.1 value notation.

2.2.2.4 APDUs
A C-APDU is referenced as follow:
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e [NAME OF THE CAPDU]

All C-APDUs are defined in Annex D.4, except the APDU STORE DATA which is
constructed by one of the methods MTD_STORE_DATA_ xxx, see annex C.1.

An R-APDU is referenced as follow:

[R_NAME OF THE RAPDU]
All R-APDUs are defined in Annex D.4.

Each APDU MAY refer to a constant or a dynamic content.

The APDU TERMINAL RESPONSE SHALL be dynamically generated by the test tool
according to the related proactive command. Therefore, this particular command is not
referenced with brackets in this specification. If not explicitly defined in the step, the general
result SHALL be set by default to “Command performed successfully” (i.e. 0x83 01 00).

2.2.25 Profiles

In order to execute the test cases described in this document, Operational, Test and
Provisioning Profiles are necessary. All these Profiles are defined in Annex E with the Profile
Metadata content and the corresponding Profile Package as defined in the eUICC Profile
Package Specification [4].

A Profile is referenced as follow:

e PROFILE OPERATIONALx with x the identifier of the Operational Profile
or

e PROFILE TESTx with x the identifier of the Test Profile
or

e PROFILE PROVISIONINGx with X the identifier of the Provisioning Profile

NOTE: Test Profiles and Provisioning Profiles are out of the scope of this version of
test specification.

2.2.2.6 IUT Settings

For the purpose of some test cases, eUICC manufacturers need to give some information
related to their products to the test tools providers (e.g. supported Java Card version).

An IUT setting is referenced as follow:
e #IUT NAME OF SETTING
All these settings are defined in Annex F.

2.2.2.7 Referenced Requirements

All requirements referenced in this document by their identifiers are present and described in
Annex |. These requirements have been extracted from the specifications:
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e GSMA RSP Technical Specification [2]
e GSMA RSP Architecture [3]

2.2.3 General Rules for eUICC Testing

2.2.31 Default Profile Downloading process

By default, when an Operational Profile needs to be downloaded on the eUICC (e.g. as
mentioned in an initial condition), the following rules apply except if it is differently defined in
the Test Case.

In order to execute the Common Mutual Authentication procedure and the Sub-procedure
Profile Download and Installation (End User Confirmation), the following requests SHALL be
sent by the Test Tool:

e #GET EUICC INFO1 and #GET EUICC CHALLENGE
e MTD AUTHENTICATE SMDP

o o with the SM-DP+ address #TEST DP_ ADDRESS1

with #CTX PARAMS1 MATCH ID

If euiccCiPKIdListForSigningV3 is presentin eUICCInfol,
select the eSIM CA RootCA Public Key, following the priority order
given by the eUICC in euiccCIPKIdListForSigningV3. The
paramNewCertVariant SHALL be set to TRUE.

o IfeuiccCiPKIdListForSigningV3 is not presentin
eUICCInfol, select the eSIM CA RootCA Public Key, following the
priority order given by the eUICC in
euiccCIPKIdListForSigning. The paramNewCertVariant
SHALL be set to FALSE.

o withthe #CERT S SM DPauth SIG leading to the same Cl as the one
chosen for signing

o with the #CRL_LIST included

e #PREP DOWNLOAD NO CC

o withthe #CERT S SM DPpb SIG leading to the same Cl as the one
chosen for signing

e Neither ES10b.GetRAT nor ES10b.GetProfilesinfo requests SHALL be executed
During the Profile Installation, the following SCP03t TLVs SHALL be used by default:

e #S INIT SC_PROF1
e #CONF ISDP EMPTY
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e no TLV for "ES8+.ReplaceSessionKeys" function SHALL be used (i.e. the Profile
SHALL be downloaded by using the session keys <S_ENC> and <S_MAC>)

2232 Default Local Profile Management process

By default, when an Operational Profile needs to be enabled, disabled or deleted on the
eUICC (e.g. As mentioned in an initial condition), the following rules apply except if it is
differently defined in the Test Case.

If ‘LS| Support’ is not included in the ATR:

The EnableProfileRequest and the DisableProfileRequest SHALL contain the following
parameters:

e |CCID of the Profile to Enable or to Disable
e RefreshFlag set to TRUE

The eUICC SHALL send the REFRESH command in "UICC Reset" mode (i.e. the

APDU[TERMINAL_PROFILE] indicating the support "UICC Reset" SHALL be used by
the Test Tool).

If ‘LS| Support’ is included in the ATR:

The test tool SHALL confirm ‘LS| Support’ in the PPS2 procedure and SHALL send
MANAGE_LSI(Configure LSI) with the following tags:

e ‘Highest LSI proposed by the terminal’ set to 3.
‘LSI options supported by the terminal’ set to Ox01.
‘MEP mode(s) supported by the S_Device in the order of priority’ set to
(unless otherwise specified by the Test Sequence):
'01": MEP-A1,
‘02’: MEP-A2,
‘03’: MEP-B.
e ‘Maximum number of LSIs for Enabled Profiles of the Device’ set to 2.

Test tool SHALL process the response to MANAGE_LSI(Configure LSI) as follow.
o Accept the ‘LSl options’ returned by the eUICC. If it is absent, consider it
as 0x00.
e Select the MEP mode, <MEP_MODE>, to be used as the ‘Jointly
supported MEP mode’.
Test tool SHALL select eSIM Port=0 as the command port.
Test tool SHALL indicate support of LSI COMMAND with "Proactive Session
Request" and Proactive UICC: LS| COMMAND with "UICC Platform Reset”.
If <MEP_MODE> is MEP-A1:

The EnableProfileRequest and the DisableProfileRequest SHALL contain the
following parameters:

e |CCID of the Profile to Enable or to Disable
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e RefreshFlag set to TRUE
o targetEsimPort setto 1 or 2

The eUICC SHALL send the LS| COMMAND with the action “Proactive
session request” with the targetEsimPort on the eSIM Port 0. The test tool
SHALL FETCH the LS| COMMAND on port 0, send the TERMINAL
RESPONSE on the same port, and then FETCH the REFRESH command on
the targetEsimPort.

The eUICC SHALL send the REFRESH command in "eUICC Profile State
Change" mode or the “UICC Reset” mode (i.e. the
APDU[TERMINAL_PROFILE] indicating the support "eUICC Profile State
Change" or “UICC Reset” SHALL be used by the Test Tool) on the
targetEsimPort.

If the REFRESH mode is "eUICC Profile State Change", the Test Tool SHALL
send the TERMINAL RESPONSE on the targetEsimPort. If the REFRESH
mode is "UICC Reset", Test Tool SHALL send the MANAGE_LSI(Reset LSE)
on the targetEsimPort.

If <MEP_MODE> is MEP-A2:

The EnableProfileRequest and the DisableProfileRequest SHALL contain the
following parameters:

e |CCID of the Profile to Enable or to Disable
o RefreshFlag set to FALSE

The test tool SHALL not send the targetEsimPort, but SHALL extract and
verify the targetEsimPort returned by the eUICC in the
EnableProfileResponse.

If <MEP_MODE> is MEP-B:

The EnableProfileRequest and the DisableProfileRequest SHALL contain the
following parameters:

e |CCID of the Profile to Enable or to Disable
o RefreshFlag set to TRUE

The test tool SHALL not send the targetEsimPort as it is the same as the
command port.

The test tool SHALL FETCH the REFRESH command on the command port.

The eUICC SHALL send the REFRESH command in "eUICC Profile State
Change" mode or the “UICC Reset” mode (i.e. the
APDU[TERMINAL_PROFILE] indicating the support "eUICC Profile State
Change" or “UICC Reset” SHALL be used by the Test Tool) on the command
port.
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If the REFRESH mode is "eUICC Profile State Change"”, the Test Tool SHALL
send the TERMINAL RESPONSE on the same command port. If the
REFRESH mode is "UICC Reset", Test Tool SHALL send the
MANAGE_LSI(Reset LSE) on the same command port.

The DeleteProfileRequest SHALL contain the following parameter:

e |CCID of the Profile to Delete

2.2.3.3 ASN.1 elements verifications

Each time the eUICC returns an ASN.1 structure containing a SEQUENCE OF elements, the
order of elements SHALL be checked by the Test Tool except for the particular responses:

e notificationMetadatalList Of ListNotificationResponse
e profileInfolListOk of ProfileInfolListResponse

e notificationList of RetrieveNotificationsListResponse

2.2.3.4 Default Remote Profile Management process
By default, when an Operational Profile needs to be enabled, disabled or deleted on the

eUICC by using an RPM script (e.g. as mentioned in an initial condition), the following rules
apply except if it is differently defined in the Test Case.

In order to execute the Common Mutual Authentication procedure, the following requests
SHALL be sent by the Test Tool:

e #GET EUICC INFOl and #GET EUICC CHALLENGE
e MTD AUTHENTICATE SMDP

with the SM-DP+ address #TEST DP ADDRESSL
with #CTX_PARAMS1_RPM

o IfeuiccCiPKIdListForSigningV3 is presentin eUICCInfol, select
the eSIM CA RootCA Public Key, following the priority order given by the
eUICC in euiccCIPKIdListForSigningV3. The
paramNewCertVariant SHALL be set to TRUE.

o IfeuiccCiPKIdListForSigningV3 is notpresentin eUICCInfol,
select the eSIM CA RootCA Public Key, following the priority order given
by the eUICC in euiccCIPKIdListForSigning. The
paramNewCertVariant SHALL be set to FALSE.

o withthe #CERT S SM DPauth_ SIG leading to the same CI as the one
chosen for signing

o withthe #CRL_LIST included

No ES10b.GetProfilesinfo request SHALL be executed.

In order to execute the Sub-procedure RPM Execution, the LoadRpmPackageRequest
SHALL contain the following parameters:
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e only one RpmCommand (corresponding to the requested operation)
e the ICCID of the Profile to Enable, to Disable or to Delete
e the parameters continueOnFailure and rpmPending SHALL not be set

In case the RPM script aims to Disable or Enable a Profile, the eUICC SHALL send the
REFRESH command in "UICC Reset" mode (i.e. the APDU [TERMINAL_PROFILE]
indicating the support "UICC Reset" SHALL be used by the Test Tool).

2.2.35 Default Common Mutual Authentication procedure

By default, when Common Mutual Authentication procedure has to be executed only as a
pre-step (e.g. as mentioned in an initial condition for the test cases where only some
particular steps of the Profile Download are verified), the following rules apply except if it is
differently defined in the Test Case.

The following requests SHALL be sent by the Test Tool:

e #GET EUICC INFO1 and #GET EUICC CHALLENGE

e MTD AUTHENTICATE SMDP
o with the SM-DP+ address #TEST DP_ADDRESS1

o with #CTX PARAMS1 MATCH ID

o IfeuiccCiPKIdListForSigningV3is presentin eUICCInfol, select
the eSIM CA RootCA Public Key, following the priority order given by the
eUICC in euiccCIPKIdListForSigningV3. The
paramNewCertVariant SHALL be set to TRUE.

o IfeuiccCiPKIdListForSigningV3 is notpresentin eUICCInfol,
select the eSIM CA RootCA Public Key, following the priority order given
by the eUICC in euiccCIPKIdListForSigning. The
paramNewCertVariant SHALL be set to FALSE.

o withthe #CERT S SM DPauth SIG leading to the same Cl as the one

chosen for signing
o with the #CRL_LIST included

2.2.3.6 Usage of Logical Channels

All ES10 commands are wrapped in a STORE DATA APDU, and sent in a Logical Channel
dedicated to sending commands to the ISD-R.

All other APDus (in particular, APDUSs specified in Annex D.4) are sent in the Basic Logical
Channel.

224 VOID

2.2.5 Pass Criteria

A test execution is considered as successful only if the test procedure was fully carried out
successfully.
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A test execution is considered as failed if the tested feature provides an unexpected
behaviour.

A test execution is considered as inconclusive when the pass criteria cannot be evaluated
due to issues during the setup of the initial conditions (including the ICx steps) or during the
execution of steps in which no requirement is referenced.

2.2.6 Future Study

Some of the test cases or test sequences described in this Test Plan are FFS (For Future
Study). This MAY mean that some clarifications are expected at the requirement level to
conclude on a test method. As consequence, the corresponding test SHALL not be
executed.

3 Testing Architecture

3.1 Testing Scope

All the interfaces, intended to be tested in the scope of this document, are presented
hereafter:

ES8+
Device

o)

€——> |Interface tested in this Block a Architectural block tested in this

specification specification
Interface out of scope Architectural block out of scope
m————— -
\ / Interface tunneled within l Block c : Architectural block resulting from
/ \ otherinterfaces =~ Tmmmm——— the collection of other blocks
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Interface Between Description

ES6 Operator | eUICC Used by the Operator for the management of Operator
services via OTA services.

ES8+ SM-DP+ | eUICC Provides a secure end-to-end channel between the SM-DP+

and the eUICC for the administration of the ISD-P and the
associated Profile during download and installation. It provides
Perfect Forward Secrecy.

ES10a LDSd eulCC Used between the LDSd and the LPA Services to handle a
Profile discovery.

ES10b LPDd eUlCC Used between the LPDd and the LPA services to transfer a
Bound Profile Package to the eUICC. This interface plays no
role in the decryption of Profile Packages.

ES10c LUId eulCC Used between the LUId and the LPA services for Local Profile
Management by the End User.

Table 7: Tested Interfaces Descriptions

3.2 Testing Execution

This chapter aims to describe the different testing environments and equipments to allow the
test cases to be executed.

To permit the execution of the different test cases described in this Test Plan, specifics
simulators SHALL be used. The simulators that have been defined are listed hereafter:

e S Device: the Device Simulator used to send some commands to the eUICC under
test using ISO/IEC 7816-4 [7] on the contact interface

S _SM-DP+: the SM-DP+ Simulator

S SM-DS: the SM-DS Simulator

e S MNO: the MNO Simulator

e S LPAd: the LPAd Simulator

Implementation of these simulators remains under the responsibility of the test tool
providers. The aim of all the test cases is to verify the compliance of an Actor/Component
(i.e. eUICC).

Following notations are used:

e S ComponentName for a simulated component
e ComponentName for the Implementation Under Test (IUT)

The use of "-- optional” in any ASN.1 elements defined within this document indicate that the
test tool SHALL allow for the value either being present with that value, or being absent.

3.2.1 eUICC - Test Environment

The following test environment is used for all eUICC test cases as defined in chapter 4.2 and
5.2 (unless it is specified differently in the specific test case). Following conditions apply:

¢ Removable eUICC is used
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e EUM SHALL provide products with one of the form factors specified in ETSI TS
102 221 [5]

e EUM SHALL provide products compliant with Annex G.2 — eUICC Initial States

e LPAd/MNO /SM-DP+/ SM-DS / Device Simulators SHALL be implemented by the
test tools

e The Device Simulator SHALL support both LSI indication options (MANAGE
LSI(Select LSI) and T=1 using NAD byte) allowed for MEP, and use the one indicated
by the EUM in IUT_EUICC_MULTIPLEXING_LSI_INDICATION.

S_Device, S_LPAd ES6, ES8+, ES10x
€ >

(S_MNO, S_SM-DP+, S_SM-DS) PC/SC reader

The reference of this Test Environment is TE_eUICC.

3.2.2 VOID
3.2.3 VOID
3.24 VOID

3.2.5 Integrated eUICC - Test Environment

The following test environment is used for all eUICC test cases as defined in chapter 4.2 and
5.2 (unless it is specified differently in the specific test case). Following conditions apply:

e EUM SHALL provide products compliant with Annex G.2 — eUICC Initial States
e LPAd/MNO /SM-DP+/ SM-DS / Device Simulators SHALL be implemented by the
test tools

e The Device Simulator SHALL support the same commands, responses, and
functionalities as in section 3.2.1, and differs only by the support of a dedicated
physical interface.

e Integrated eUICC shall provide a test interface which includes one of the following:

e ISO/IEC 7816-4 [7]
e USB CCID [28]

e For Integrated eUICC providing a USB CCID [28] test interface, the provisions of
Annex J SHALL apply

e For Integrated eUICC providing ISO/IEC 7816-4 [7], the requirements of 3.2.1 eUICC
- Test Environment with implementing shall apply
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Device
PC/sC ES6, ES8+, ES10x Integrated eUICC
Test Interface Integrated eUICC
usB PC/SC (e.g. USB/Bluetooth)

CCID UsB

Card Reader Mode

The reference of this [28] USB CCID based Test Environment is TE_Integrated eUICC.

4 Interface Compliance Testing

4.1 General Overview

This section focuses on the implementation of the different interfaces according to the
GSMA RSP Technical Specification [2]. The aim is to verify the compliance of all eUICC
interfaces.

4.2 eUICC Interfaces
421 ATR and ISD-R Selection

4211 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 3.4.1
e Section 5.7
e AnnexD

4.21.2 Test Cases

42121 TC_eUICC_ATR_And_ISDR_Selection

General Initial Conditions

Entity Description of the general initial condition

The PROFILE_OPERATIONALL is loaded on the eUICC and, unless
specified otherwise by the test sequence, is in Disabled state.

euiCcC
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Test Sequence #01 Nominal: ATR and Select ISD-R

Non-confidential

Step  Direction Sequence / Description Expected result
S_Device —~ ATR present with the first tBi (i>2) after
! eUiCcC RESET T = 15 containing b2=1
ice — FCP Template present
2 S_Device [SELECT _MF] patep
eulCcC SW=0x9000
3 | S-Device ~ [TERMINAL_CAPABILITY_LPAd] SW=0x9000
eulCcC - -
4 Saltf(‘;"ce - [TERMINAL_PROFILE] Toolkit initialization THEN SW=0x9000
S LPAd Extract the <CHANNEL_NUMBER>
5 cUICC [MANAGE_CHANNEL_OPEN] from response data
SW=0x9000
The response data:
Ox6F <L>
S_LPAd — 84 <L> #ISD_R_AID
6 eulCcC MTD_SELECT(#SD_R_AID) A5 <L> <PROPRIETARY_DATA>
#R_ISDR_SELECTION
SW=0x9000

Test Sequence #02 Nominal: ATR and Select ISD-R with Enabled Profile

Initial Conditions

Entity

Description of the initial condition

euiCcC

The PROFILE_OPERATIONALL1 is Enabled.

Direction Sequence / Description Expected result
S_Device — ATR present with the first tBi (i>2) after
1 eUiCC RESET T =15 containing b2=1
ice — FCP Template present
o | S Device [SELECT_MF] pratep
eulCcC SW=0x9000
3 | S-DPevice™ | LERMINAL_CAPABILITY LPAd] SW=0x9000
eulCcC
4 Sﬁlchec\:/lce - [TERMINAL_PROFILE] Toolkit initialization THEN SW=0x9000
S LPAd Extract the <CHANNEL_NUMBER>
5 cUICC [MANAGE_CHANNEL_OPEN] from response data
SW=0x9000
The response data:
- Ox6F <L>
6 Sljll_géd MTD_SELECT(#ISD_R_AID) 84 <L> #ISD_R_AID
A5 <L> <PROPRIETARY_DATA>
#R_ISDR_SELECTION_EN_PROF
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| | SW=0x9000

Test Sequence #03 Nominal: ATR and Select ISD-R when LPAe supported

Direction Sequence / Description Expected result
S_Device — RESET ATR present with the first tBi (i>2) after
eUiCC T = 15 containing b2=1
ice — FCP Template present
S_Device [SELECT MF] p p
eulCcC SW=0x9000
S_Device ~ [TERMINAL_CAPABILITY LPAd] SW=0x9000
eulCcC
Saltg‘:"ce - [TERMINAL_PROFILE] Toolkit initialization THEN SW=0x9000
S LPAd Extract the <CHANNEL_NUMBER>
cUICC [MANAGE_CHANNEL_OPEN] from response data
SW=0x9000
The response data:
Ox6F <L>
S_LPAd — 84 <L> #ISD_R_AID
eulCcC MTD_SELECT(#SD_R_AID) A5 <L> <PROPRIETARY_DATA>
#R_ISDR_SELECTION_LPAE
SW=0x9000

Test Sequence #04 Nominal: ATR and Select ISD-R for MEP-A1

Direction Sequence / Description Expected result
Extract <ATR>
S Device . .
S eulcC RESET Verify L_SI Support’ is
present in <ATR>
Verify <MEP_MODE> =
01,
PROC_EUICC_CONFIGURE_LSIS_FOR_MEP ( Verity
) <MEP_LSI|_OPTION> =
S_Device | #IUT_MEP_LSI_OPTIONS, #IUT_MEP_LSI_OPTIONS,
010203, Verify <MEP_MAX_LSIS>
2) <=
#IUT_MEP_MAX_LSIS
PROC_MEP_LSI_MULTIPLEXING(0)
i FCP Template present
S_Device [SELECT MF] p p
— eUICC SW=0x9000
i;gﬁ‘l’gg [TERMINAL_CAPABILITY_LPAd] SW=0x9000
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S_Device Toolkit initialization THEN
6 S eUICC [TERMINAL_PROFILE_LSI_COMMAND] SW=0x9000
Extract the
S _LPAd — <CHANNEL_NUMBER>
7 cUICC [MANAGE_CHANNEL_OPEN] from response data
SW=0x9000
The response data:
Ox6F <L>
84 <L> #ISD_R_AID
8 Sﬁkgéd - MTD_SELECT(#ISD_R_AID) A5 <L>
<PROPRIETARY_DATA>
#R_ISDR_SELECTION
SW=0x9000

Test Sequence #05 Nominal: ATR and Select ISD-R for MEP-A2

Step Direction Sequence / Description Expected result

Extract <ATR>
S_Device
1 S eUICe RESET Verify ‘LS| Support’ is present in
<ATR>
PROC_EUICC_CONFIGURE_LSIS_FOR_MEP | Verify <MEP_MODE> ="02’,
( Verify <MEP_LSI_OPTION> =
_ 2, #IUT_MEP_LSI_OPTIONS,
2 | S_Device | iyt MEP_LSI_OPTIONS, Verify <MEP_MAX_LSIS> <=
“020103”, #IUT_MEP_MAX_LSIS
2)

3 PROC_MEP_LSI_MULTIPLEXING(0)

i FCP Template present
4 | S-DPeviee | isriEcT MA piate p
— evICC SW=0x9000
5 | S-DeVIC® | TERMINAL CAPABILITY LPAd] SW=0x9000
— eviCC
S_Device Toolkit initialization THEN
6 | Teuce | [TERMINAL_PROFILE] SW=OX9000
Extract the <CHANNEL_NUMBER>
S_LPAd — ; q
7| oOiee [MANAGE_CHANNEL_OPEN] rom response data
SW=0x9000
The response data:
Ox6F <L>
S_LPAd — 84 <L> #1SD_R_AID
8 | euicc MTD_SELECT(#SD_R_AID) A5 <L> <PROPRIETARY_DATA>

#R_ISDR_SELECTION
SW=0x9000
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Test Sequence #06 Nominal: ATR and Select ISD-R for MEP-B

Step Direction Sequence /Description Expected result

Extract <ATR>
S_Device
1 S eUICC RESET Verify ‘LS| Support’ is present
in <ATR>
PROC_EUICC_CONFIGURE_LSIS_FOR_MEP | verify <MEP_MODE> =03,
( Verify <MEP_LSI_OPTION> =
2, #lUT_MEP_LSI_OPTIONS,
2 S Device . _
- #IUT_MEP_LSI_OPTIONS, Verify <MEP_MAX_LSIS> <=
“030102”, #IUT_MEP_MAX_LSIS
2)
i FCP Template present
3 | S-Device | iselECT MF piatep
— elUICC SW=0x9000
4 | S-DeVICe | TERMINAL CAPABILITY LPAd] SW=0x9000
— eUICC
S_Device Toolkit initialization THEN
5 S eulCC [TERMINAL_PROFILE] SW=0x9000
Extract the
S LPAd — <CHANNEL_NUMBER> from
6 eUICC [MANAGE_CHANNEL_OPEN] response data
SW=0x9000
The response data:
Ox6F <L>
84 <L> #ISD_R_AID
7 SG'I‘('; éd ~ | MTD_SELECT(#ISD_R_AID) A5 <L>
<PROPRIETARY_DATA>
#R_ISDR_SELECTION
SW=0x9000

Test Sequence #07 Nominal: ATR and Select ISD-R with Enabled Profile for MEP-A1

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled on Port 1.
Step  Direction Sequence / Description Expected result
Extract <ATR>
S_Device
1 cUICC ~ | RESET Verify ‘LS| Support’ is present in
<ATR>
PROC_EUICC_CONFIGURE_LSIS_FOR_M | Verify <MEP_MODE> ="01’,
EP ( Verify <MEP_LSI_OPTION> =
2 S_Device 2, #IUT_MEP_LSI_OPTIONS,
#IUT_MEP_LSI_OPTIONS, Verify <MEP_MAX_LSIS> <=
“010203”, #IUT_MEP_MAX_LSIS
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2)
3 PROC_MEP_LSI_MULTIPLEXING(0)
i FCP Template present
4 S Device — [SELECT MF] p p
euICC SW=0x9000
5 S_Device = | TEpMINAL CAPABILITY LPAd] SW=0x9000
eUICC
S_Device — Toolkit initialization THEN
6 cUICC [TERMINAL_PROFILE_LSI_COMMAND] SW=0%9000
Extract the
S_LPAd — <CHANNEL_NUMBER> from
7 UICC [MANAGE_CHANNEL_OPEN] response dafa
SW=0x9000
The response data:
Ox6F <L>
84 <L> #ISD_R_AID
S LPAd — A5 <L>
8 eyvICC MTD_SELECT(#ISD_R_AID) <PROPRIETARY_DATA>
#R_ISDR_SELECTION_EN_PRO
F
SW=0x9000

Test Sequence #08 Nominal: ATR and Select ISD-R with Enabled Profile for MEP-A2

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL1 is Enabled.

Direction

S Device
— eUICC

Sequence / Description

RESET

Expected result
Extract <ATR>

Verify ‘LS| Support’ is present in
<ATR>

2 S_Device

PROC_EUICC_CONFIGURE_LSIS_FOR_MEP
(

2,

#IUT_MEP_LSI_OPTIONS,

“020103”,

2)

Verify <MEP_MODE> ="02’,
Verify <MEP_LSI_OPTION> =
#IUT_MEP_LSI_OPTIONS,
Verify <MEP_MAX_LSIS> <=
#IUT_MEP_MAX_LSIS

3 | PROC_MEP_

LSI_MULTIPLEXING(0)

. FCP Template present

4 | S-Pevice | iseLECT MA) o
—eUICC SW=0x9000

5 | S-PeVIC® | TERMINAL_CAPABILITY_LPAd] SW=0x9000
—eUICC
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S_Device Toolkit initialization THEN
6 S eUICC [TERMINAL_PROFILE] SW=0x9000
Extract the <CHANNEL_NUMBER>
S_LPAd — " dat
7 aUICC [MANAGE_CHANNEL_OPEN] rom response data
SW=0x9000
The response data:
Ox6F <L>
S_LPAd — 84 <L>#ISD_R_AID
8 eUlCC MTD_SELECT(#SD_R_AID) A5 <> <PROPRIETARY_DATA>
#R_ISDR_SELECTION_EN_PROF
SW=0x9000

Test Sequence #09 Nominal: ATR and Select ISD-R with Enabled Profile for MEP-B

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled on Port 1.

Step Direction Sequence /Description Expected result

Extract <ATR>
S Device
1 S eUICC RESET Verify ‘LS| Support’ is present in
<ATR>
PROC_EUICC_CONFIGURE_LSIS_FOR_MEP | Verify <MEP_MODE> =03,
( Verify <MEP_LSI_OPTION> =
_ 2, #IUT_MEP_LSI_OPTIONS,
2 | S_Device | 4T MEP_LSI OPTIONS, Verify <MEP_MAX_LSIS> <=
“030102”, #IUT_MEP_MAX_LSIS
2)

3 | PROC_MEP_LSI_MULTIPLEXING(1)

i FCP Template present
4 | SDevice | ior i ECT ME] paep
— eUlCC SW=0x9000
5 | S-DeVIC® | I TERMINAL CAPABILITY LPAd] SW=0x9000
S Device Toolkit initialization THEN
6 — eUICC [TERMINAL_PROFILE] SW=0x9000
Extract the <CHANNEL_NUMBER>
S_LPAd — f d
7 cUICC [MANAGE_CHANNEL_OPEN] rom response data
SW=0x9000
The response data:
OX6F <L>
8 Sall‘g é d— MTD_SELECT(#ISD_R_AID) 84 <L> #1SD_R_AID

A5 <L> <PROPRIETARY_DATA>
#R_ISDR_SELECTION_EN_PROF
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| | SW=0x9000

4.2.2 ESG6 (Operator -- eUICC): UpdateMetadata

4.2.21 Conformance Requirements
References

3GPP TS 23.040 - Technical realization of the Short Message Service (SMS) [22]
GSMA RSP Technical Specification [2]:

e Section 2.4.5

e Section 2.9.1, 2.9.3.2
e Section 5.4

e Section 5.7.15

4.2.2.2 Test Cases

42221 TC_eUICC_ES6.UpdateMetadata

Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA
channel.

General Initial Conditions

Entity Description of the general initial condition

The PROFILE_OPERATIONALL1 with

evicc #METADATA_WITH_PPRS_AND_ICON is loaded on the eUICC.

Test Sequence #01 Nominal: Unset PPR1

The purpose of this test is to verify that the MNO can unset PPR1 from a Profile and that the
eUICC can handle an Update Metadata request with only one field present.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled.
Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

MTD_SEND_SMS_PP(

, [INSTALL_PERSO_RES_ISDP];

1 S_Device — eUICC SW=0x91XX
MTD_STORE_DATA_SCRIPT(

#REMOVE_PPR1,
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FALSE))
. MTD_CHECK_SMS_POR(
2 S_Device — eUICC FETCH “XX” " ==
0x9000)
3 S_Device — eUICC TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N1

5 S_LPAd — eUICC

- #GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #02 Nominal: Unset PPR2 and update icon

The purpose of this test is to verify that the MNO can unset PPR2 and update the icon and
icon type values from a Profile.

Initial Conditions

Entity Description of the initial condition

euiCC

The PROFILE_OPERATIONALL1 is Enabled.

Step Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
1 S_Device — eUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_ICON_REM_PPR2,
FALSE))
. MTD_CHECK_SMS_POR(
2 S_Device — eUICC FETCH “XX” ~ - -
0x9000)
3 S_Device — eUICC TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N2
5 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #03 Nominal: Unset PPR1 and PPR2 and update Profile name and

Service Provider name

The purpose of this test is to verify that MNO can unset PPR1 and PPR2 from a Profile and
can update the Service Provider Name and Profile Name values.

Initial Conditions

Entity Description of the initial condition

eUICC

The PROFILE_OPERATIONALL is Enabled.

Step Direction
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Sequence / Description

Expected result
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MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
1 S_Device — eUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_NAMES_REM_PPRS_V3,
FALSE))
_ MTD_CHECK_SMS_POR(
2 S_Device — eUICC FETCH “XX”
0x9000)
3 S_Device — eUICC TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N3
5 S_LPAd — eUICC - - — = -
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #04 Nominal: VOID

Test Sequence #05 Nominal: Delete icon

The purpose of this test is to verify that the MNO can delete the icon and icon type from a

Profile.

Initial Conditions

Entity

Description of the initial condition

euiCcC

The PROFILE_OPERATIONALL1 is Enabled.

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDPJ;
_ MTD_STORE_DATA_SCRIPT(
1 S_Device — SW=0x91XX
euICC #UPD_NAMES_REM_ICON_REM_PP
RS_V3,
FALSE))
S Device gy
2 SeuICe FETCH “XX MTD_CHECK_SMS_POR(0x9000)
3 S_Device = TERMINAL RESPONSE SW=0x9000
eulCC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
5 S_LPAd — MTD_STORE_DATA( #R_GET_UPDATE_N7
eulCC #GET_NEW_METADATA _V3) SW=0x9000

Test Sequence #06 Nominal: Delete Unset PPRs

The purpose of this test is to verify that the MNO can delete already unset PPRs using the
Update Metadata request.

SGP-23-1V3.1.2

Page 44 of 781




GSM Association

Official Document SGP.23-1 - RSP Test Specification for the eUICC

Initial Conditions

Non-confidential

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled.
Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
IC2 S_Device — eUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#REMOVE_ PPRS_V3,
FALSE))
_ MTD_CHECK_SMS_POR(
IC3 S_Device — eUICC FETCH “XX”
0x9000)
IC4 S_Device — eUICC TERMINAL RESPONSE SW=0x9000
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
1 S_Device — eUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_NAMES_REM_PPRS_V3,
FALSE))
_ MTD_CHECK_SMS_POR(
2 S_Device — eUICC FETCH “XX”
0x9000)
3 S_Device — eUICC TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_NG6
5 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #07 Error: Set a pprUpdateControl value to one

The purpose of this test is to verify that the eUICC is correctly handling a pprUpdateControl
value error from the MNO request, and return the expected error code status.

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL is Enabled.

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];

1 S_Device — eUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_PPR_CONTROL,
FALSE))

2 S_Device - eUICC | FETCH “XX MTD_CHECK_SMS_POR(
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#GET_NEW_METADATA_V3)

0X6A81)
3 S Device — eUICC | TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
. S LPAd - eUICC MTD_STORE_DATA( #R_METADATA_UNCHANGED

SW=0x9000

Test Sequence #08 Error: Update Metadata on a Disable Profile

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata

request from the MNO when the targeted Profile is Disabled.

Initial Conditions

Entity

Description of the initial condition

eulCC

The PROFILE_OPERATIONALL1 is Disabled.

Step ‘ Direction

Sequence / Description

‘ Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP( SW=0x91XX
[INSTALL_PERSO_RES_ISDP]; or SW=0x9000 (i.e. envelope
1 S_Device — eUICC MTD_STORE_DATA_SCRIPT( rejected, see NOTE)
#REMOVE_PPR1, or any error SW (i.e. envelope
FALSE)) rejected, see NOTE)
SMS POR received
SCP80 response status code
2 S_Device — eUICC FETCH “XX” equal to 0x06 (Unidentified
security error) or 0x09 (TAR
unknown)
3 S_Device — eUICC TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_METADATA_UNCHANGED
5 S_LPAd — eUICC - - - -
#GET_NEW_METADATA_V3) SW=0x9000
NOTE: Depending on the implementation, the eUICC MAY decide to not send back a POR (i.e.
SW=0x9000 on the ENVELOPE command). Therefore, the steps 2 and 3 SHALL only be executed in case
SW=0x91XX.

Test Sequence #09 Error: Empty request

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when no field is present.

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL is Enabled.
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Sequence / Description
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Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
1 S_Device — eUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_NO_METADATA,
FALSE))
. MTD_CHECK_SMS_POR(
2 S_Device — eUICC FETCH “XX” - -
<ANY_SW_IN_ERROR>)
3 S_Device — eUICC TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_METADATA_UNCHANGED
5 S_LPAd — eUICC
- #GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #10 Error: VOID

Test Sequence #11 Error: VOID

Test Sequence #12 Error: Update Metadata with Enterprise Configuration while the
targeted profile is not an Enterprise profile

The purpose of this test is to verify that a non-Enterprise profile cannot accept Update
Metadata command UPD_WITH_EC with Enterprise Configuration fields.

Initial Conditions

Entity

Description of the initial condition

euiCcC

The PROFILE_OPERATIONALL1 is Enabled.

Step Direction

Sequence / Description

Expected result

Ic1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDPJ;
1 S_Device — eUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_WITH_EC,
FALSE))
, MTD_CHECK_SMS_POR(
2 S_Device — eUICC | FETCH “XX’
0x6985)
3 S_Device — eUICC | TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( #R_METADATA_UNCHANGED
5 S_LPAd — eUICC
- #GET_NEW_METADATA_V3) SW=0x9000
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Test Sequence #13 Error: Delete Service Provider Name

The purpose of this test is to verify that the eUICC is correctly handling the deletion
of a non deletable Metadata from the MNO request and return the expected error
code status.

Initial Conditions

Entity Description of the initial condition
eulCcC The PROFILE_OPERATIONALL is Enabled.

Direction Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 S_Device — SW=0x91XX
euiCC MTD_STORE_DATA_SCRIPT(
#REM_SP_NAME,
FALSE))
S_Device wygy
2 SeUlCe FETCH “XX MTD_CHECK_SMS_POR(0x6A80)
3 S_Device TERMINAL RESPONSE SW=0x9000
euiCC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_METADATA_UNCHANGED
5 S_LPAd — eUICC
#GET_NEW_METADATA_V3) | SW=0x9000

42.2.2.2 TC_eUICC_ES6.UpdateMetadata_EnterpriseProfiles

General Initial Conditions

Entity Description of the general initial condition

eUICC The communication between the S_Device and the eUICC has been
initialized by using the [TERMINAL_CAPABILITY_Enterprise] and the
S _LPAd has selected the ISD-R.

eUICC The PROFILE_OPERATIONAL1 with #METADATA WITH_ER is loaded on
the eUICC.

Test Sequence #01 Nominal: Enterprise Rules present in Metadata

The purpose of this test is to update Metadata of the PROFILE_OPERATIONAL1 with new
Enterprise rules as defined in UPD_ENT_CONFIG1.
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Initial Conditions

Entity Description of the initial condition
eUlCC The PROFILE_OPERATIONALL1 is Enabled.

Step Direction Sequence /Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_Enterprise
MTD_SEND_SMS_PP(
) [INSTALL_PERSO_RES_ISDP];
S_Device
1 MTD_STORE_DATA_SCRIPT( SW=0x91XX
— eUICC
#UPD_ENT_CONFIG1,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device | eron axx - —SMS_POR(
— eUICC 0x9000)
3 S_Device | ERMINAL RESPONSE SW=0x9000
— elICC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #ICCID_OP_PROF1,
5 Sall_gé\d - enterpriseConfiguration
#GET_ENTERPRISE_CONFIG_OP_PROF1) #ENTERPRISE_CONFIG3
}
}
SW=0x9000

Test Sequence #02 Nominal: Switch of Reference Enterprise Rules form one
Enterprise profile to another

The purpose of this test is to update Metadata of the PROFILE_OPERATIONAL1
(configured with METADATA_ WITH_ER) with UPD_ENT_CONFIG1 (Reference Enterprise
Rules bit is set), while PROFILE_OPERATIONALZ2 (configured with

METADATA WITH_RER_PROF2) has already the Reference Enterprise Rules bit set using.

Initial Conditions

Entity Description of the initial condition

eulCC The PROFILE_OPERATIONAL2 with #METADATA_WITH_RER_PROF2 is
loaded on the eUICC.

eulCC The PROFILE_OPERATIONALL1 with #METADATA_WITH_ER is Enabled.

Step Direction Sequence /Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_Enterprise
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MTD_SEND_SMS_PP(
] [INSTALL_PERSO_RES_ISDP];
S_Device
1 - MTD_STORE_DATA_SCRIPT( SW=0x91XX
— elUICC
#UPD_ENT_CONFIG1,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device | et axx - —SMS_POR(
— elICC 0x9000)
S_Device
3 - TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #ICCID_OP_PROF1,
S_LPAd — - - . ) .
5 ICC enterpriseConfiguration
e
#GET_ENTERPRISE_CONFIG_OP_PROF1) #ENTERPRISE_CONFIG3
}
}
SW=0x9000
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #ICCID_OP_PROF2,
6 Sall_géd - enterpriseConfiguration
#GET_ENTERPRISE_CONFIG_OP_PROF2) #ENTERPRISE_CONFIG4
}
}
SW=0x9000

Test Sequence #03 Nominal: Update Metadata with Reference Enterprise Rules while
a non-Enterprise profile is already installed

The purpose of this test is to update Metadata of the PROFILE_OPERATIONAL1 with
Reference Enterprise Rules bit set and Only Enterprise Profiles Installed bit set, while a non-
Enterprise profile PROFILE_OPERATIONAL?2 is already installed. The command shall be
accepted.

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALZ2 is loaded on the eUICC.

eUICC The PROFILE_OPERATIONAL1 with #METADATA_WITH_ER is Enabled.

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_Enterprise
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MTD_SEND_SMS_PP(
] [INSTALL_PERSO_RES_ISDP];
S_Device
1 - MTD_STORE_DATA_SCRIPT( SW=0x91XX
— elUICC
#UPD_ENT_CONFIG1,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device | et axx - —SMS_POR(
— elUICC 0x9000)
S_Device
3 - TERMINAL RESPONSE SW=0x9000
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #ICCID_OP_PROF1,
S_LPAd — - - . ) .
5 ICC enterpriseConfiguration
e
#GET_ENTERPRISE_CONFIG_OP_PROF1) #ENTERPRISE_CONFIG3
}
}
SW=0x9000

Test Sequence #04 Error: Enterprise Rules present in Metadata

The purpose of this test is to verify that update of Metadata with Enterprise Rules using
UPD_ENT_CONFIG1 while the targeted profile with METADATA WITH_EC does not
contain Enterprise rules, will fail.

Initial Conditions

Entity Description of the initial condition

eulCC The PROFILE_OPERATIONAL1 with #METADATA_WITH_EC is loaded on
the eUICC.

eulCC The PROFILE_OPERATIONALL1 is Enabled.

Step Direction Sequence /Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_Enterprise
MTD_SEND_SMS_PP(
, [INSTALL_PERSO_RES_ISDP];
S_Device
1 - MTD_STORE_DATA_SCRIPT( SW=0x91XX
— elICC
#UPD_ENT_CONFIG1,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device | cerop ey - —SMS_POR(
— eUICC 0x6985)
S Device
3 TERMINAL RESPONSE SW=0x9000
— eUICC
4 PROC_OPEN_LOGICAL CHANNEL_AND_ SELECT ISDR

SGP-23-1V3.1.2 Page 51 of 781



GSM Assaociation
Official Document SGP.23-1 - RSP Test Specification for the eUICC

Non-confidential

S_LPAd —
eUICC

resp ProfileInfoListResponse ::=
profileInfoListOk :{

{
MTD_STORE_DATA( iccid #ICCID_OP_PROF1,

enterpriseConfiguration
#GET_ENTERPRISE_CONFIG_OP_PROF1) #ENTERPRISE_CONFIG5

}
SW=0x9000

42223

TC_eUICC_ES6.UpdateMetadata_Service_Specific_Data

Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA

channel.

General Initial Conditions

Entity

Description of the general initial condition

euiCC

The communication between the S_Device and the eUICC has been
initialized by using the [TERMINAL_CAPABILITY_LPA_Alerting] and the
S LPAd has selected the ISD-R.

Test Sequence #01 Nominal: Update Service Specific Data

The purpose of this test is to verify that the MNO can update the Service Specific Data using
the Update Metadata request.

Initial Conditions

Entity Description of the initial condition
The PROFILE_OPERATIONALL1 with

eulcC #METADATA_WITH_PPRS_ICON_AND_SPEC_DATA is loaded on the
eUICC.

eulcC The PROFILE_OPERATIONALL1 is Enabled.

Step Direction Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 Sg.Dfé'Ce - MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_SPEC_DATA,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
—>eUICC 0x9000)
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2 S_Device TERMINAL RESPONSE SW=0x91XX

-eUICC

S_Device oy REFRESH Command (“Application
4 SeuicC FETCH "XX Update”, “BF22")
5 S_Device > TERMINAL RESPONSE SW=0x9000

eUlCC
6 PROC_OPEN_LOGICAL _CHANNEL_AND_SELECT ISDR

MTD_STORE_DATA( #R_GET_UPDATE_N10
7 S LPAd — eUICC
- #GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #02 Nominal: Delete Service Specific Data

The purpose of this test is to verify that the MNO can delete the Service Specific Data Info

using the Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONALL1 with
eUICC #METADATA_WITH_PPRS_ICON_AND_SPEC_DATA is loaded on the
eUICC.
eUICC The PROFILE_OPERATIONALL1 is Enabled.
Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
_ [INSTALL_PERSO_RES_ISDP];
1 Salljcec‘:"ce - MTD_STORE_DATA_SCRIPT( SW=0x91XX
#REM_SPEC_DATA,
FALSE))
- MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
—>eUlCcC 0x9000)
3 S_Device TERMINAL RESPONSE SW=0x91XX
>eulCC
S_Device g REFRESH Command (“Application
4 SeuiCC LA Update’, “BF22”)
5 S_Device = TERMINAL RESPONSE SW=0x9000
euiCcC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N11
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000
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4.2.2.24 TC_eUICC_ES6.UpdateMetadata_V3NotificationConfiguration
Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA channel.

General Initial Conditions

Entity Description of the general initial condition

eUICC The communication between the S_Device and the eUICC has been
initialized by using the [TERMINAL_CAPABILITY_LPA_Alerting] and the
S LPAd has selected the ISD-R.

Test Sequence #01 Nominal: Update Notification Configuration Info

The purpose of this test is to verify that the MNO can update the Notification Configuration
Info using the Update Metadata request.

Initial Conditions

Entity Description of the initial condition

cUICC The PROFILE_OPERATIONAIl_l with
#METADATA_WITH_PPRS_ICON_AND_NOTIF is loaded on the eUICC.

eulCC The PROFILE_OPERATIONALL1 is Enabled.

Direction Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 Saf?gce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_NOTIF_CONFIG_INFO,
FALSE))
- MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
SeuiCcC 0x9000)
3 S_Device TERMINAL RESPONSE SW=0x91XX
SeuiCcC
S_Device PR REFRESH Command (“Application
4 >eUicC FETCH "XX Update”, “B6”")
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
eUICC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_NS
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000
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Test Sequence #02 Nominal: Delete Notification Configuration Info

The purpose of this test is to verify that the MNO can delete elements in the Notification
Configuration Info using the Update Metadata request.

Initial Conditions
Entity Description of the initial condition
cUICC The PROFILE_OPERATIONALL1 with
#METADATA_WITH_PPRS_ICON_AND_NOTIF is loaded on the eUICC.
eUICC The PROFILE_OPERATIONALL1 is Enabled.
Step Direction ‘ Sequence / Description Expected result ‘
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDPJ;
1 SGPceélce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#REM_NOTIF_CONFIG_INFO,
FALSE))
- MTD_CHECK_SMS_POR
2 S_Device FETCH “XX" - —SMS_POR(
>eUlCC 0x9000)
3 S_Device TERMINAL RESPONSE SW=0x91XX
>eulCC
S Device wyryn REFRESH Command (“Application
4 SeuicC FETCH "™XX Update”, “B6”)
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
eulCC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N9
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

42225 TC_eUICC_ES6.UpdateMetadata_V3RPM
Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA channel.

General Initial Conditions

Entity Description of the general initial condition

eUICC The communication between the S_Device and the eUICC has been
initialized by using the [TERMINAL_CAPABILITY_LPA_Alerting] and the
S LPAd has selected the ISD-R.

Test Sequence #01 Nominal: Update RPM Configuration

The purpose of this test is to verify that the MNO can update the RPM Configuration using the
Update Metadata request.
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Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
euICC #METADATA_WITH_PPRS_ICON_AND_RPM_CONFIG is loaded on the
eUICC.
eUlCC The PROFILE_OPERATIONALL1 is Enabled.

Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 Salljce(‘:"ce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_RPM_CONFIG,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
SeuicC 0x9000)
2 S_Device TERMINAL RESPONSE SW=0x91XX
SeuicC
S_Device ey REFRESH Command (“Application
4 S>eulCcC FETCH "XX Update”, “BA”)
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
eUICC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N12
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #02 Nominal: Delete RPM Configuration

The purpose of this test is to verify that the MNO can delete elements in the RPM Configuration
using the Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
eulCcC #METADATA_WITH_PPRS_ICON_AND_RPM_CONFIG is loaded on the
eUICC.
eulcC The PROFILE_OPERATIONALL1 is Enabled.

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
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MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
1 iaffé'ce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#REM_ RPM_CONFIG,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
—>eUlCC 0x9000)
s S_Device TERMINAL RESPONSE SW=0x91XX
>euicc
S Device wyryn REFRESH Command (“Application
3 SeUICC FETCH "XX Update”, “BA”)
4 S_Device 2 | TERMINAL RESPONSE SW=0x9000
euicC
5 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N13
6 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

4.2.2.2.6 TC_eUICC_ES6.UpdateMetadata_V3HRIServerAddress
Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA channel.

General Initial Conditions

Entity Description of the general initial condition

eUICC The communication between the S_Device and the eUICC has been
initialized by using the [TERMINAL_CAPABILITY_LPA_Alerting] and the
S LPAd has selected the ISD-R.

Test Sequence #01 Nominal: Update HRI Server Address

The purpose of this test is to verify that the MNO can update the HRI Server Address using
the Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
eUlCC #METADATA_WITH_PPRS_ICON_AND_HRI_ADDR is loaded on the
eUICC.
eUlCC The PROFILE_OPERATIONALL1 is Enabled.
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Step Direction ‘ Sequence / Description Expected result ‘
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 ja'l:?(‘:"ce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_HRI_ADDR,
FALSE))
i MTD_CHECK_SMS_POR
2 S_bevice FETCH “XX” — —SMS_POR(
SeuicC 0x9000)
3 S_Device TERMINAL RESPONSE SW=0X91XX
—>eUICC
S_Device oy REFRESH Command (“Application
4 SeuIcC FETCH *XX Update”, “9B”)
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
evulcC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N14
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #02 Nominal: Delete HRI Server Address

The purpose of this test is to verify that the MNO can delete the HRI Server Address using the
Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
eulcC #METADATA_WITH_PPRS_ICON_AND_HRI_ADDR is loaded on the
eUICC.
eulcC The PROFILE_OPERATIONALL is Enabled.

Step Direction Sequence / Description Expected result
ICL | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
1 SG'IDC%'CQ ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#REM_HRI_ADDR,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
Seuicc 0x9000)
5 S_Device TERMINAL RESPONSE SW=0x91XX
Seuicc
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S Device gy REFRESH Command (“Application
4 SeuicC FETCH "XX Update”, “98")
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000

eUICC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

MTD_STORE_DATA( #R_GET_UPDATE_N11
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

4.2.2.2.7 TC_eUICC_ES6.UpdateMetadata_V3LPRConfiguration
Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA channel.

General Initial Conditions

Entity Description of the general initial condition

eUICC The communication between the S Device and the eUICC has been
initialized by using the [TERMINAL_CAPABILITY_LPA_Alerting] and the
S LPAd has selected the ISD-R.

Test Sequence #01 Nominal: Update LPR Configuration

The purpose of this test is to verify that the MNO can update the LPR Configuration using the
Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
eulCC #METADATA WITH_PPRS_ICON_AND_LPR_CONFIG is loaded on the
eUICC.
eUICC The PROFILE_OPERATIONALL is Enabled.
Step Direction ‘ Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
S_Device — _
1 SUICC MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_LPR_CONFIG,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
—>eUlCcC 0x9000)
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3 S_Device TERMINAL RESPONSE SW=0x91XX

-eUICC

S_Device oy REFRESH Command (“Application
4 oo FETCH “XX Update’. "BCY)
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000

eUlCC
6 PROC_OPEN_LOGICAL _CHANNEL_AND_SELECT ISDR

MTD_STORE_DATA( #R_GET_UPDATE_N15
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #02 Nominal: Delete LPR Configuration

The purpose of this test is to verify that the MNO can delete elements in the LPR Configuration
using the Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
eUICC #METADATA_WITH_PPRS_ICON_AND_LPR_CONFIG is loaded on the
eUICC.
eUlCC The PROFILE_OPERATIONALL1 is Enabled.
Step Direction ‘ Sequence / Description Expected result ‘
ICL | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 Sg%glce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#REM_LPR_CONFIG,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” " —SMS_POR(
—eUlCC 0x9000)
3 S_Device TERMINAL RESPONSE SW=0x91XX
Seuicc
S_Device gy REFRESH Command (“Application
4 SeulcC FETCH "XX Update’, “BC”)
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
eviCC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N16
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000
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42228 TC_eUICC_ES6.UpdateMetadata_V3DeviceChange
Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA channel.

General Initial Conditions

Entity Description of the general initial condition

eUICC The communication between the S_Device and the eUICC has been
initialized by using the [TERMINAL_CAPABILITY_LPA_Alerting] and the
S LPAd has selected the ISD-R.

Test Sequence #01 Nominal: Update Device Change Configuration with DP

The purpose of this test is to verify that the MNO can update the Device Change Configuration
using the Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
eulCC #METADATA_WITH_PPRS_ICON_AND_DC_CONFIG_DP is loaded on
the eUICC.
eUICC The PROFILE_OPERATIONALL is Enabled.
Step Direction ‘ Sequence / Description Expected result ‘
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDPJ;
1 Sﬁﬁzeélce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_DC_CONFIG_DP,
FALSE))
- MTD_CHECK_SMS_POR
2 S_Device FETCH “XX" - —SMS_POR(
->eUICC 0x9000)
3 S_Device TERMINAL RESPONSE SW=0x91XX
>eulCC
S Device gy REFRESH Command (“Application
4 Seulce FETCH “XX Update”, “BF20")
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
euiCC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N17
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #02 Nominal: Delete Device Change Configuration with DP

The purpose of this test is to verify that the MNO can delete elements in the Device Change
Configuration using the Update Metadata request.
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Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
euICC #METADATA_WITH_PPRS_ICON_AND_DC_CONFIG_DP is loaded on
the eUICC.
eulCC The PROFILE_OPERATIONALL1 is Enabled.

Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 Salljce(‘:"ce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#REM_DC_CONFIG_DP,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
SeuicC 0x9000)
2 S_Device TERMINAL RESPONSE SW=0x91XX
SeuicC
S_Device ey REFRESH Command (“Application
4 S>eulCcC FETCH "XX Update”, “BF20")
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
eUICC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N18
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #03 Nominal: Update Device Change Configuration with AC

The purpose of this test is to verify that the MNO can update the Device Change Configuration
using the Update Metadata request.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with
eUlCC #METADATA_WITH_PPRS_ICON_AND_DC_CONFIG_AC is loaded on
the eUICC.
eUlCC The PROFILE_OPERATIONALL1 is Enabled.

Step Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
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MTD_SEND_SMS_PP(
[INSTALL_PERSO_RES_ISDP];
1 Sﬁﬁfgce ~ | MTD_STORE_DATA_SCRIPT( SW=0x91XX
#UPD_DC_CONFIG_AC,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
—>eUlCcC 0x9000)
s S_Device TERMINAL RESPONSE SW=0x91XX
>euicc
S Device wyryn REFRESH Command (“Application
4 SeulCC FETCH "™XX Update”, “BF20”)
5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
euicC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N19
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

Test Sequence #04 Nominal: Delete Device Change Configuration with AC

The purpose of this test is to verify that the MNO can delete elements in the Device Change
Configuration using the Update Metadata request.

Initial Conditions

Entity

Description of the initial condition

The PROFILE_OPERATIONAL1 with
eulCC #METADATA_WITH_PPRS_ICON_AND_DC_CONFIG_AC is loaded on
the eUICC.
eulCC The PROFILE_OPERATIONALL is Enabled.

Step Direction

Sequence / Description

Expected result ‘

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_LPA_Alerting
MTD_SEND_SMS_PP(
. [INSTALL_PERSO_RES_ISDP];
1 Sa%aé'ce ~ | MTD_STORE_DATA_SCRIPT( SW=0X91XX
#REM_DC_CONFIG_AC,
FALSE))
i MTD_CHECK_SMS_POR
2 S_Device FETCH “XX” - —SMS_POR(
>eUICC 0x9000)
3 S_Device TERMINAL RESPONSE SW=0x91XX
—eUlCC
S_Device s REFRESH Command (“Application
4 >eUICC FETCH "XX Update”, “BF20")
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5 S_Device 2 | TERMINAL RESPONSE SW=0x9000
eUlCC
6 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N20
7 S_LPAd — eUICC
#GET_NEW_METADATA_V3) SW=0x9000

4.2.3 ES8+ (SM-DP+ -- eUICC): InitialiseSecureChannel

4.2.3.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:
e Section 2.5.6
e Section 3.1.3.3
e Section 3.5
e Section5.5.1

4.2.3.2 Test Cases

4.2.3.2.1 TC_eUICC_ESB8+.InitialiseSecureChannel

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+

Sub-procedure Profile Download and Installation — End User
Confirmation has been successfully executed between the eUICC and
the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

eUICC

Test Sequence #01 Error: Invalid Remote Operation

Step  Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_OP_ID,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,

IC2
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NO_PARAM,
#UPP_OP_PROF1)

Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG_Al>

e <BPP SEG A3>

SW=0x9000 without response data for all
STORE DATA commands except the last
one

S_LPAd —~ MTD_STORE_DATA_SCRIPT(

cUICC <BPP_SEG._INIT>) SW=0x9000 with the response data

#R_PIR_INVALID_OP_ID for the last
STORE DATA command

The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

Test Sequence #02 Error: Invalid SM-DP+ Signature

Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_SIGN,
#CONF_ISDP_PROF1,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section

SW=0x9000 without response data all
STORE DATA commands except for the
last one

S_LPAd — MTD_STORE_DATA_SCRIPT(

cUICC <BPP_SEG_INIT>) SW=0x9000 with the response data

#R_PIR_INVALID_SIGN for the last
STORE DATA command

The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

Test Sequence #03 Error: Invalid Transaction ldentifier

Step ‘ Direction  Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP>= MTD_GENERATE_BPP(

#INIT_SC_INVALID_TRANS_ID,
#CONF_ISDP_PROF1,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
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SW=0x9000 without response data for all
STORE DATA commands except the last
one

SW=0x9000 with the response data
S_LPAd —~ MTD_STORE_DATA_SCRIPT( #R_PIR_INVALID_TRANS_ID for the last
eUICC <BPP_SEG_INIT>) STORE DATA command

The transactionld returned in the response
SHALL not be checked (any value SHALL
be accepted)

The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

Test Sequence #04 Error: Invalid CRT Values

Step Direction Sequence / Description ‘ Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_CRT,
#CONF_ISDP_PROF1,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
SW=0x9000 without response data for the
intermediate STORE DATA commands (if any)
1 S LPAd MTD_STORE_DATA_SCRIPT( SW=0x9000 with the response data
— eUICC <BPP_SEG_INIT>) #R_PIR_INVALID CRT
for the last STORE DATA command
The euiccSignPIR SHALL be verified with the
#PK_EUICC_SIG

Test Sequence #05 Error: InitialiseSecureChannel request while Secure Channel
Session is ongoing

The purpose of this test is to ensure that the eUICC rejects an InitialiseSecureChannel
request if a secure channel session is already ongoing.

Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
IC2 #S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,

IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
Ic4 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUlCC <BPP_SEG_INIT>) STORE DATA commands
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S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all

IS eUlCC <BPP_SEG_A0>) STORE DATA commands

SW=0x6A88 or 0x6985

S_LPAd — MTD_STORE_DATA_SCRIPT( or

eulCC <BPP_SEG_INIT>) SW=0x9000 with a
- - ProfileInstallationResult containing an

ErrorResult

4.2.4 ES8+ (SM-DP+ -- eUICC): ConfigurelSDP

4.2.41 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section2.4.4

e Section 2.5.6

e Section 3.1.3.3
e Section 3.5

e Section 5.5.2

4.2.4.2 Test Cases

4.2.4.21 TC_eUICC_ES8+.ConfigurelSDP

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONAL1 is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
eUICC between the eUICC and the S_SM-DP+

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Nominal: Empty Proprietary Data

Step Direction ‘ Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_EMPTY,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Split the <BPP> into several segments arrays named:
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e <BPP_SEG_INIT>
e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
1ca S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euicC <BPP_SEG_INIT>) STORE DATA commands
1 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_A0>) STORE DATA commands
5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except the last
one
S_LPAd —~ MTD_STORE_DATA_SCRIPT( .
3 GICC SW=0x9000 with the response data
e <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified with the
#PK_EUICC_SIG.
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
isdpAid <ISD_P_AID>
S_LPAd —~ MTD_STORE_DATA( )
4 - -- dpProprietaryData SHALL not be
euicC #GET_CONF_OP_PROF1)
-- present
}
}
SW=0x9000

Test Sequence #02 Nominal: Proprietary Data with the maximum length authorized
(i.e. 128 bytes)

Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_MAX_LENGTH,
Ic2 #METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands
1 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_A0>) STORE DATA commands
9 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A1>) STORE DATA commands
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SW=0x9000 without response data for all
STORE DATA commands except the last
one

S_LPAd —~ MTD_STORE_DATA_SCRIPT(

SW=0x9000 with the response data
euicC <BPP_SEG_A3>)

#R_PIR_OK
for the last STORE DATA command

The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG.

S _LPAd — MTD_STORE_DATA( #R_CONF_OP_PROF1
euiCC #GET_CONF_OP_PROF1) SW=0x9000

Test Sequence #03 Error: Proprietary Data with the maximum length exceeded (i.e.
129 bytes)

Step Direction  Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_SIZE_EXCEEDED,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S_LPAd - | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_INIT>) STORE DATA commands

SW=0x9000 without response data for all
STORE DATA commands except the last
one

S LPAd —~ MTD_STORE_DATA_SCRIPT(
eulCC <BPP_SEG_A0>) .
SW=0x9000 with the response data
#R_PIR_INVALID_DATA for the last
STORE DATA command

4.2.5 ES8+ (SM-DP+ -- eUICC): StoreMetadata

4.2.51 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 2.4.5.1
e Section 2.5.6
e Section 2.9.1
e Section 3.1.3.3
e Section 3.2.5
e Section 5.5.3
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4.2.5.2 Test Cases

4.2.5.2.1 TC_eUICC_ES8+.StoreMetadata

General Initial Conditions

Entity Description of the general initial condition

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
eulcC between the eUICC and the S_SM-DP+

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Nominal: All Metadata fields present (PNG icon used and PPR1
set)

The purpose of this test is to download the PROFILE_OPERATIONALL by setting all
Metadata fields. In this sequence, a PNG icon is used and PPRL1 is set.

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.

Step Direction ‘ Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#FULL_METADATA,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_A0>

e <BPP_SEG_Al>

e <BPP_SEG_A3>

ica S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands

IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_A0>) STORE DATA commands

1 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_AL1>) STORE DATA commands
S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all

2 - STORE DATA commands expect the last
eulcC <BPP_SEG_A3>) one
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SW=0x9000 with the response data
#R_PIR_OK
for the last STORE DATA command

The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

S _LPAd —
euicC

MTD_STORE_DATA(
#GET_METADATA_OP_PROF1)

#R_GET_METADATA_OP_PROF1
SW=0x9000

Test Sequence #02 Nominal: With JPG icon

The purpose of this case is to verify the ability to download JPG icon. The icon size does not

allow for the command to fit into one data sequence.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.
Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
IC2 #CONF_ISDP_PROF1,
#METADATA_WITH_JPG,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euUiCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulcC <BPP_SEG_A0>) STORE DATA commands
1 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euICC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except the last
one
S_LPAd — MTD_STORE_DATA_SCRIPT( )
2 GICC BPP SEG A3 SW=0x9000 with the response data
€ <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
MTD_STORE_DATA( resp I.Drofllelr_wfoLlstResponse n=
. S_LPAd — MTD_GET_PROFILE_INFO( profileinfoListOk :{
eUICC #ICCID_OP_PROF1, {
NO_PARAM)) iccid #ICCID_OP_PROF1,
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iconType jpg,
icon #ICON_JPG,

}
SW=0x9000

Test Sequence #03 Nominal: Without providing Profile Class

The purpose of this test is to download the PROFILE_OPERATIONAL1 by not indicating the
Profile Class in the Metadata. In such a case, the default Profile Class 'Operational' SHALL

be set by the eUICC.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC.
Step  Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
1C2 #CONF_ISDP_PROF1,
#METADATA_NO_CLASS,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUlCC <BPP_SEG_INIT>) STORE DATA commands
5 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_A0>) STORE DATA commands
1 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
S _LPAd — MTD_STORE_DATA_SCRIPT( .
2 GICC SEG A3 SW=0x9000 with the response data
e <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
MTD_STORE_DATA( resp ProfllelhfoLlstResponse n=
5 S_LPAd — MTD_GET_PROFILE_INFO( profileinfoListOk :{
eulCC #ICCID_OP_PROF1, {
NO_PARAM)) iccid #/CCID_OP_PROF1,
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profileClass operational

}
SW=0x9000
Test Sequence #04 Nominal: With PPR2 set
Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
co #CONF_ISDP_PROF1,
#METADATA_WITH_PPR2,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUiCC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
euICC <BPP_SEG_A0>) all STORE DATA commands
1 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eulcC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except
for the last one
S LPAd — MTD_STORE_DATA_SCRIPT( )
2 GICC BPP SEG A3 SW=0x9000 with the response data
€ <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
3 S_LPAd — MTD_STORE_DATA( iccid #/CCID_OP_PROF1,
euICC #GET_PPR_OP_PROF1) profilePolicyRules {ppr2}
}
}
SW=0x9000
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Test Sequence #05 Nominal: With PPR1 and PPR2 set

Initial Conditions

Entity Description of the initial condition

eUlCC No Operational Profile is present on the eUICC.

Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
IC2 #CONF_ISDP_PROF1,
#METADATA_WITH_PPR1_PPR2,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands
1 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulcC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
S_LPAd — MTD_STORE_DATA_SCRIPT( )
2 GICC BPP SEG A3 SW=0x9000 with the response data
€ <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
3 S LPAd — MTD_STORE_DATA( iccid #ICCID_OP_PROF1,
euicC #GET_PPR_OP_PROF1) profilePolicyRules {ppr1,ppr2}
}
}
SW=0x9000

Test Sequence #06 Nominal: With several Notification events configured

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.
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Step  Direction Sequence / Description ‘ Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
ic2 #CONF_ISDP_PROF1,
#METADATA_WITH_NOTIFS,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
euicC <BPP_SEG_INIT>) for all STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
euIlCC <BPP_SEG_A0>) for all STORE DATA commands
1 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eUICC <BPP_SEG_A1>) for all STORE DATA commands
SW=0x9000 without response data
for all STORE DATA commands
except for the last one
S_LPAd — MTD_STORE_DATA_SCRIPT( )
2 leCC SEG A3 SW=0x9000 with the response data
€ <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG
3 S _LPAd — MTD_STORE_DATA( #R_GET_PROF_NOTIF_CONF
eulCC #GET_NOTIF_CONF_OP_PROF1) SW=0x9000

Test Sequence #07 Error: ICCID already present in the eUICC

Initial Conditions

Entity Description of the initial condition

eUICC General Initial Conditions do not apply.

eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONALL is Disabled.

Direction  Sequence / Description Expected result

The communication between the S_Device and the eUICC has been initialized and the S_LPAd has
selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed between the eUICC and
IC1 the S_SM-DP+

Sub-procedure Profile Download and Installation — End User Confirmation has been successfully
executed between the eUICC and the S_SM-DP+

#PREP_DOWNLOAD_NO_CC has been sent to the eUICC
IC2 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,

IC3
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#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,

NO_PARAM,
#UPP_OP_PROF1)
IC4 Execute the step IC3 of the Test Sequence #01 defined in this section
IC5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_INIT>) STORE DATA commands
IC6 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euicC <BPP_SEG_A0>) STORE DATA commands

S LPAd —
eUiCC

SW=0x9000 without response data for all
STORE DATA commands except for the last
one

MTD_STORE_DATA_SCRIPT(

SW=0x9000 with the response data
<BPP_SEG_Al>)

#R_PIR_ICCID_ALREADY_EXIST
for the last STORE DATA command

The euiccSignPIR SHALL be verified with the
#PK_EUICC_SIG

Test Sequence #08 Error: Profile Policy Rule is set but Profile Owner is not

Initial Conditions

Entity

Description of the initial condition

euiCcC

The PROFILE_OPERATIONALL is not loaded on the eUICC.

Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
IC2 #CONF_ISDP_PROF1,
#METADATA_PPR_NO_OWNER,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands
5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulcC <BPP_SEG_A0>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
S _LPAd — MTD_STORE_DATA_SCRIPT( .
1 GICC SEG SW=0x9000 with the response data
e <BPP_SEG_AI>) #R_PIR_METADATA_INVALID (See NOTE)
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
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NOTE: The errorReason "pprNotAllowed" or “installFailedDueToUnknownError" MAY be also
returned by the eUICC.

Test Sequence #09 Error: Profile Owner is set with a wildcard ('E') digits

Initial Conditions

Entity

Description of the initial condition

eUlCC

The PROFILE_OPERATIONALL1 is not loaded on the eUICC.

Step Direction

Sequence / Description

Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
2 #CONF_ISDP_PROF1,
#METADATA_WILDCARD,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_INIT>) STORE DATA commands
5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_A0>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
S LPAd — MTD_STORE_DATA_SCRIPT( _
1 GI cc SW=0x9000 with the response data
€ <BPP_SEG_A1>) #R_PIR_METADATA_INVALID (See Note)
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
NOTE: The errorReason "pprNotAllowed" MAY be also returned by the eUICC.

Test Sequence #10 Error: Icon Type is set but icon is not

The purpose of this test is to verify ASN.1 conditional requirement for icon presence. If icon

type is present then icon SHALL also be present.

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL is not loaded on the eUICC.
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Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP>=MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
1C2 #CONF_ISDP_PROF1,
#METADATA_WITHOUT_ICON,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulcC <BPP_SEG_A0>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
S _LPAd — MTD_STORE_DATA_SCRIPT( )
1 - SW=0x9000 with the response data
eulCcC <BPP_SEG_A1>)

#R_PIR_METADATA_INVALID
for the last STORE DATA command

The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

Test Sequence #11 Error: Store Metadata with Enterprise Configuration while the
targeted eUICC is non Enterprise Capable

The purpose of this test is check that a non-Enterprise capable eUICC cannot accept profile
with Enterprise Configuration.

Initial Conditions
Entity Description of the initial condition
The PROFILE_OPERATIONAL1 with #METADATA_WITH_EC is not
eulCcC - - -
loaded on the eUICC.
S_LPA The S_LPA does not perform the Cancel Session procedure.
Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
1c2 #CONF_ISDP_PROF1,
#METADATA_WITH_EC,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
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1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
S_LPAd — MTD_STORE_DATA_SCRIPT( .
1 GICC B;P SEG_Al - SW=0x9000 with the response data
€ <BPP_SEG_A1>) #R_PIR_UNKNOWN_TLV
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

4.2.5.2.2 TC_eUICC_ES8+.StoreMetadata_Service_Specific_Data

General Initial Conditions

Entity Description of the general initial condition

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
eUICC between the eUICC and the S_SM-DP+

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Nominal: Metadata include service-specific data, stored

The purpose of this test is to download the PROFILE_OPERATIONAL1 with service-specific
metadata stored in the eUICC.

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.

Ste Directi
I e
IC1 | Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

Sequence / Description Expected result

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,

IC2
#METADATA_SERVICE_SPECIFIC_STORED,
NO_PARAM,
#UPP_OP_PROF1)

Ic3 Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
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e <BPP_SEG_AO0>
e <BPP_SEG_Al>
. <BPP_SEG_A3>
S_LPAd .
MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
Ica |~ STORE DATA commands
eUICC <BPP_SEG_INIT>)
S_LPAd .
- MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
IC5 | = STORE DATA commands
SUICC <BPP_SEG_A0>)
S_LPAd .
1 N MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euICC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands expect the last
one
S LPAd
- MTD_STORE_DATA_SCRIPT .
2 — - - - ( SW=0x9000 with the response data
euicC <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_ECDSA
S_LPAd MTD_STORE_DATA( #R_GET_METADATA_OP_PROF1_SERVI
3 - #GET_METADATA_OP_PROF1_SERVIC | CE_SPECIFIC
eUICC | E_SPECIFIC) SW=0x9000

Test Sequence #02 Nominal: Metadata include service-specific data, not stored

The purpose of this test is to download the PROFILE_OPERATIONAL1 with service-specific
metadata not stored in the eUICC.

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.

Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_SERVICE_SPECIFIC_NOT_STORED,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

IC3 e <BPP_SEG_INIT>
e <BPP_SEG_A0>
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e <BPP_SEG_A1>
e o <BPP_SEG_A3>
SW=0x9000 without response
Ic4 S LPAd — MTD_STORE_DATA_SCRIPT( data for all STORE DATA
eviCC <BPP_SEG_INIT>) commands
SW=0x9000 without response
s S LPAd > | MTD_STORE_DATA_SCRIPT( gy
euvICC <BPP_SEG_A0>) commands
SW=0x9000 without response
1 S_LPAd —» | MTD_STORE_DATA_SCRIPT( data for all STORE DATA
eUlCC <BPP_SEG_A1l>) commands
SW=0x9000 without response
data for all STORE DATA
commands expect the last one
SW=0x9000 with the response
) Z_Jll_géd — | MTD_STORE_DATA_SCRIPT( data #R_PIR_OK
<BPP_SEG_A3>) for the last STORE DATA
command
The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA
S LPAd » | MTD_STORE_DATA( #R_GET_METADATA_OP_PRO
3 cUICC #GET_METADATA_OP_PROF1_SERVICE_sp | F1_NO_SERVICE_SPECIFIC
ECIFIC) SW=0x9000

Test Sequence #03 Nominal: Metadata include service-specific data, stored and not
stored

The purpose of this test is to download the PROFILE_OPERATIONAL1 with service-specific
metadata stored in the eUICC and other service-specific metadata not stored.

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.

Directi
(o] ]
IC1 | Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

Sequence / Description Expected result

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,

IC2
#METADATA_SERVICE_SPECIFIC_STORED_AND_NOT_STORED,
NO_PARAM,
#UPP_OP_PROF1)

Ic3 Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
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e <BPP_SEG_AO0>
e <BPP_SEG_Al>
. <BPP_SEG_A3>
S_LPAd .
MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
Ic4 1 — STORE DATA commands
eUICC <BPP_SEG_INIT>)
S_LPAd .
- MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
IC5 | = STORE DATA commands
SUICC <BPP_SEG_A0>)
S_LPAd .
1 N MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euICC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands expect the last
one
S LPAd
- MTD_STORE_DATA_SCRIPT .
2 — - - - ( SW=0x9000 with the response data
eulCC <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_ECDSA
S_LPAd MTD_STORE_DATA( #R_GET_METADATA_OP_PROF1_SERVI
3 - #GET_METADATA_OP_PROF1_SERVIC | CE_SPECIFIC
eUICC | E_SPECIFIC) SW=0x9000

4.2.5.2.3 TC_eUICC_ES8+.StoreMetadata_EnterpriseProfiles

General Initial Conditions

Entity Description of the general initial condition

The communication between the S_Device and the eUICC has been initialized by
using the [TERMINAL_CAPABILITY_Enterprise] and the S_LPAd has selected the
ISD-R.

Common Mutual Authentication procedure has been successfully executed

eUlCC between the eUICC and the S_SM-DP+ with enterpriseCapableDevice present in
DeviceInfo (in CtxParamsl)

Sub-procedure Profile Download and Installation — End User Confirmation has been
successfully executed between the eUICC and the S_SM-DP+

e #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Nominal: Enterprise Rules present in Metadata

The purpose of this test is to download the PROFILE_OPERATIONALL1 with Enterprise rules
in Metadata #METADATA_WITH_ER

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.
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Step Direction Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_WITH_ER,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG _Al>

e <BPP_SEG_A3>

1ca S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eulCC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S_LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
1 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands expect
the last one
S LPAd —» | MTD_STORE_DATA_SCRIPT( .
2 eGI cC SEG A3 SW=0x9000 with the response data
<BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
iccid #ICCID_OP_PROF1,
enterpriseConfiguration
3 S_LPAd — | MTD_STORE_DATA(
eulCC #GET_ENTERPRISE_CONFIG_OP_PROF1) HENTERPRISE_CONFIG1_ER
}
}
SW=0x9000

Test Sequence #02 Nominal: Enterprise Profile installation while another profile with
no PPR1 set is installed

The purpose of this test is to download the PROFILE_OPERATIONALZ2 with Enterprise
configuration in Metadata #METADATA_WITH_EC_PROF2, while a non-enterprise profile
PROFILE_OPERATIONAL1 without PPR1 set is installed.
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Initial Conditions

Entity Description of the initial condition

The PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1
is installed on the eUICC

eUICC

Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF2,
#CONF_ISDP_PROF2,
#METADATA_WITH_EC_PROF2,
NO_PARAM,
#UPP_OP_PROF2)

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG _Al>

e <BPP_SEG _A3>

IC2

1ca S_LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
1 S LPAd —» | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUlCC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands expect
the last one
S LPAd —» | MTD_STORE_DATA_SCRIPT( )
2 eGICC BPP SEG A3 SW=0x9000 with the response data
<BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
iccid #ICCID_OP_PROF2,
enterpriseConfiguration
3 S_LPAd —» | MTD_STORE_DATA(
euicC #GET_ENTERPRISE_CONFIG_OP_PROF2) #ENTERPRISE_CONFIG1_EC
}
}
SW=0x9000
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Test Sequence #03 Error: Enterprise Rules with Reference Enterprise Rule set

The purpose of this test is to verify that it is not possible to load the
PROFILE_OPERATIONAL1 with Reference Enterprise Rule set in Metadata
#METADATA_WITH_RER.

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.

Step Direction Sequence /Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_WITH_RER,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG Al>

e <BPP_SEG_A3>

Ica S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands

s S_LPAd —» | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands

SW=0x9000 without response data for
all STORE DATA commands except
for the last one

S LPAd — | MTD_STORE_DATA_SCRIPT(

SW=0x9000 with the response data
eulcC <BPP_SEG_A1>) P

#R_PIR_RER_NOTALLOWED
for the last STORE DATA command

The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG

Test Sequence #04 Error: Enterprise Profile installation while another profile with
PPR1 set is installed

The purpose is to verify that it is not possible to verify that the installation of
PROFILE_OPERATIONAL?Z2 with Enterprise configuration in Metadata
#METADATA_WITH_EC_ PROF2, while a non-enterprise profile
PROFILE_OPERATIONAL1 with PPR1 set is installed.

Initial Conditions
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Entity Description of the initial condition

The PROFILE_OPERATIONALL with #FULL_METADATA is
installed on the eUICC

Step Direction Sequence /Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF?2,
#CONF_ISDP_PROF2,
#METADATA_WITH_EC_PROF2,
NO_PARAM,
#UPP_OP_PROF2)

eUiCC

IC2

Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG_Al>

e <BPP_SEG_A3>

Ic4 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands

IC5 S LPAd —» | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eulcC <BPP_SEG_A0>) all STORE DATA commands

SW=0x9000 without response data for
all STORE DATA commands except
for the last one

S LPAd — | MTD_STORE_DATA_SCRIPT(

SW=0x9000 with the response data
eUICC <BPP_SEG_A1>) P

#R_PIR_EP_NOTALLOWED
for the last STORE DATA command

The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG

Test Sequence #05 Error: non-Enterprise Profile installation while an Enterprise
profile with Enterprise rules that does not allow it is installed

The purpose is to verify that it is not possible to verify that the installation of non-enterprise
profile PROFILE_OPERATIONAL2 with Metadata #METADATA_OP_PROF2, while an
enterprise profile PROFILE_OPERATIONALL is installed with Enterprise rules that does not
allow it.

Initial Conditions

Entity Description of the initial condition
The PROFILE_OPERATIONALL with #METADATA_WITH_RER is installed on the
eUICC eUICC

Step Direction Sequence /Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
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<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF2,
#CONF_ISDP_PROF2,
#METADATA_OP_PROF2,
NO_PARAM,
#UPP_OP_PROF2)

IC2

Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG_Al>

e <BPP _SEG_A3>

ica S LPAd —» | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except
for the last one
S LPAd —» | MTD_STORE_DATA_SCRIPT( )
1 eGI cC SW=0x9000 with the response data
<BPP_SEG_AI>) #R_PIR_EP_ONLY
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG

Test Sequence #06 Nominal: Store Metadata with Enterprise Configuration while the
targeted device is a Non Enterprise Capable device

The purpose of this test is to verify that non-Enterprise capable devices can accept profile
with Enterprise Configuration without Enterprise Rules and with Metadata
#METADATA_WITH_EC.

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONAL1 is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been initialized and
the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed between
eUlCC the eUICC and the S_SM-DP+ with

Sub-procedure Profile Download and Installation — End User Confirmation has been
successfully executed between the eUICC and the S_SM-DP+

#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Step Direction Sequence /Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,

IC2
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#CONF_ISDP_PROF1,
#METADATA_WITH_EC,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
<BPP_SEG_A3>
1ca S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
Ic5 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eulCcC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands expect
the last one
LPA MTD_STORE_DATA_SCRIPT .
2 SGI c Cd - B;P SEG_AS - ( SW=0x9000 with the response data
<BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
iccid #ICCID_OP_PROF1,
enterpriseConfiguration
3 S_LPAd —» | MTD_STORE_DATA(
euicC #GET_ENTERPRISE_CONFIG_OP_PROF1) HENTERPRISE_CONFIG1_EC
}
}
SW=0x9000

Test Sequence #07 Error: Store Metadata with Enterprise Rules while the targeted
device is a Non Enterprise Capable device

The purpose of this test is to verify that only Enterprise capable devices can accept profile
with Enterprise Rules, and with Metadata #METADATA WITH_ER.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONAL1 is not loaded on the eUICC.
eUICC The communication between the S_Device and the eUICC has been initialized and

the S_LPAd has selected the ISD-R.
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Common Mutual Authentication procedure has been successfully executed between
the eUICC and the S_SM-DP+ with

Sub-procedure Profile Download and Installation — End User Confirmation has been
successfully executed between the eUICC and the S_SM-DP+

#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_WITH_ER,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>
e <BPP_SEG_Al>

<BPP_SEG_A3>

1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euUiCC <BPP_SEG_INIT>) STORE DATA commands
15 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_AO0>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
LPA MTD_STORE_DATA_SCRIPT .
1 SGI c Cd - B;P SEG_Al - ( SW=0x9000 with the response data
<BPP_SEG_AL>) #R_PIR_ER_NOTALLOWED
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

Test Sequence #08 Error: Store Metadata with different Enterprise OID

The purpose of this test is to verify that the installation of an Enterprise profile, with an
Enterprise OID in METADATA_WITH_EC_OID2 different from the one defined for an
already installed profile (METADATA_WITH_EC), will fail.

Initial Conditions

Entity Description of the initial condition
The PROFILE_OPERATIONALL1 with #METADATA_ WITH_EC is installed on the
eUICC cUICC

Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF2,

IC2
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#CONF_ISDP_PROF2,
#METADATA_WITH_EC_OID2,
NO_PARAM,
#UPP_OP_PROF2)
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO0>
e <BPP SEG Al>
e <BPP_SEG_A3>
1ca S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
euicC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eulCcC <BPP_SEG_A0>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except
for the last one
S LPAd — | MTD_STORE_DATA_SCRIPT( ,
1 GICC SEG SW=0x9000 with the response data
e <BPP_SEG_AL>) #R_PIR_EOID_MISMATCH
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG
4.2.6 ES8+ (SM-DP+ -- eUICC): ReplaceSessionKeys
4.2.6.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

SGP-23-1V3.1.2

Section 2.5.6
Section 2.6.4, 2.6.5
Section 3.1.3.3
Section 5.5.4
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4.2.6.2

Test Cases

4.2.6.2.1 TC_eUICC_ES8+.ReplaceSessionKeys

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONAL1 is not loaded on the eUICC
The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
eUICC between the eUICC and the S_SM-DP+

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: Incorrect PPK size

The purpose of this test is to verify that the eUICC checks that PPK sizes are the same as
session keys.

Initial Conditions

Entity

Description of the initial condition

euiCC

The PROFILE_OPERATIONALL1 is not loaded on the eUICC.

IC1

Direction  Sequence / Description Expected result

Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

IC2

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
#REPLACE_S_KEYS_REQ_INV_SIZE,
#UPP_OP_PROF1)

MTD_GENERATE_BPP overriding:

For this test sequence, the initial session keys SHALL be used for UPP SCPO03t protection.
Therefore:

Encrypt all <UPP_SEG> with <S_ENC>
Calculate and add a MAC to all tags 0x86 of sequenceOf86 by using <S_MAC>

IC3

Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A2>
e <BPP_SEG_A3>

IC4

S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands
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IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands
IC6 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euIlCC <BPP_SEG_Al>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the
last one
S LPAd — MTD_STORE_DATA_SCRIPT( .
1 GICC BPP SEG A2 SW=0x9000 with the response data
€ <BPP_SEG_A2>) #R_PIR_PPK_INV
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

4.2.7 ES8+ (SM-DP+ -- eUICC): LoadProfileElements

4.2.71 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 2.5.6
e Section 3.1.3.3
e Section 5.5.5

4.2.7.2 Test Cases

4.2.7.21 TC_eUICC_ES8+.LoadProfileElements

General Initial Conditions

Entity Description of the general initial condition

eUlCC The PROFILE_OPERATIONALL is not loaded on the eUICC

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
eUICC between the eUICC and the S_ SM-DP+

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

e #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: EFccip different from the ICCID provided in the Profile
Metadata

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALZ2 is not loaded on the eUICC.
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Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
ic2 #CONF_ISDP_PROF1,
#METADATA_ICCID_MISMATCH,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
ica S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUlCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCcC <BPP_SEG_A0>) STORE DATA commands
Ic6 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_AL1>) STORE DATA commands
SW=0x9000 with the response data
#R_PIR_DATA_MISMATCH
S LPAd — MTD_STORE_DATA_SCRIPT( - -
1 - for one of the STORE DATA commands
eulcC <BPP_SEG_A3>) o - .
- - The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
MTD_STORE_DATA( i .
N - resp ProfileInfoListResponse ::=
S_LPAd —~ MTD_GET_PROFILE_INFO( i .
2 - profileInfoListOk :{}
euicC #ICCID_OP_PROF1,
SW=0x9000
NO_PARAM))
MTD_STORE_DATA( i .
N - resp ProfileInfoListResponse ::=
S_LPAd —~ MTD_GET_PROFILE_INFO( i .
3 - profileInfoListOk :{}
eulcC #ICCID_OP_PROF2,

NO_PARAM))

SW=0x9000

Test Sequence #02 Error: MCC / MNC of EF s different from MCC / MNC of Profile
Owner present in Metadata

Step Direction ‘ Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
co #CONF_ISDP_PROF1,
#METADATA_MCCMNC_MISMATCH,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUiCC <BPP_SEG_INIT>) all STORE DATA commands
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IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
euicC <BPP_SEG_A0>) all STORE DATA commands
IC6 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 with the response data
#R_PIR_DATA_MISMATCH
S LPAd — MTD_STORE_DATA_SCRIPT( - -
1 - for one of the STORE DATA commands
euicC <BPP_SEG_A3>) o »
The euiccSignPIR SHALL be verified
with the #PK_EUICC_SIG
MTD_STORE_DATA( . .
resp ProfileInfoListResponse ::=
S_LPAd — MTD_GET_PROFILE_INFO( i :
2 - profileInfoListOk :{}
euicC #ICCID_OP_PROF1,
SW=0x9000
NO_PARAM))

Test Sequence #03 Error: Session MAC chaining used instead of new Initial MAC

chaining
Step  Direction  Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
P #REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence, <S_MAC_CHAIN> SHALL be used instead of <PPK_INIT_MAC> for UPP
SCPO3t protection.
Split the <BPP> into several segments arrays named:
. <BPP_SEG_INIT>
. <BPP_SEG_A0>
IC3
. <BPP_SEG_A1>
. <BPP_SEG_A2>
. <BPP_SEG_A3>
ica S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulcC <BPP_SEG_INIT>) STORE DATA commands
IC5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_A0>) STORE DATA commands
IC6 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_A1l>) STORE DATA commands
c7 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_A2>) STORE DATA commands
SW=0x9000 with the response data
#R_PIR_SECU_INVALID for one of the
1 SL—Jll'gCAd - MTE;ETOERE—EATA—SCRIPT( STORE DATA commands
€ < _SEG_A3) The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
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S LPAd —
eUiCC

MTD_STORE_DATA(
MTD_GET_PROFILE_INFO(
#ICCID_OP_PROF1,
NO_PARAM))

resp ProfileInfoListResponse ::=
profileInfoListOk :{}
SW=0x9000

Test Sequence #04 Error: S-MAC used instead of PPK-MAC

Step Direction  Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
P #REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence <S_MAC> SHALL be used instead of <PPK_MAC> for UPP SCP03t
protection.
IC3 Execute the step IC3 of the Test Sequence #03 defined in this section
ica S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_A0>) STORE DATA commands
IC6 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_AL1>) STORE DATA commands
Ic7 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulcC <BPP_SEG_A2>) STORE DATA commands
SW=0x9000 with the response data
#R_PIR_SECU_INVALID for one of the
1 SGILCPéd - MTE;ETOEE—ADATA—SCR'PT( STORE DATA commands
< >
€ _SEG_A3) The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
MTD_STORE_DATA( ' .
resp ProfilelnfoListResponse ::=
S_LPAd — MTD_GET_PROFILE_INFO( i )
2 - profileInfoListOk :{}
eUICC #ICCID_OP_PROF1,
SW=0x9000
NO_PARAM))

Test Sequence #05 Error: S-ENC used instead of PPK-ENC

Step
IC1

Direction

Sequence / Description

Expected result

Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

IC2

<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
#REPLACE_S_KEYS_REQ,
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#UPP_OP_PROF1)

MTD_GENERATE_BPP overriding:
For this test sequence <S_ENC> SHALL be used instead of <PPK_ENC> for UPP SCPO03t

NO_PARAM))

protection.
IC3 Execute the step IC3 of the Test Sequence #03 defined in this section
ica S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUiCC <BPP_SEG_A0>) STORE DATA commands
IC6 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euIlCC <BPP_SEG_A1>) STORE DATA commands
Ic7 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euICC <BPP_SEG_A2>) STORE DATA commands
SW=0x9000 with the response data
#R_PIR_SECU_INVALID for one of the
1 Sall'gcAd - MTE;ETO:(S—E:TA—SCRPT( STORE DATA commands
< >
€ _SEG_A3) The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
MTD_STORE_DATA( ) .
resp ProfilelnfoListResponse ::=
S_LPAd —~ MTD_GET_PROFILE_INFO( i .
2 - profileInfoListOk :{}
eulcC #ICCID_OP_PROF1,

SW=0x9000

Test Sequence #06 Error: Profile Downloading stopped by a Reset

Initial Conditions

Entity Description of the initial condition
eUICC No pending Notification is present on the eUICC.
Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC4 GICC <BPP SEG INIT> data for all STORE DATA
€ - - ) commands
S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC5 - data for all STORE DATA
eUICC <BPP_SEG_A0>)
- - commands

SGP-23-1V3.1.2

Page 96 of 781




GSM Association

Non-confidential

Official Document SGP.23-1 - RSP Test Specification for the eUICC

NO_PARAM))

S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC6 - data for all STORE DATA
eulCcC <BPP_SEG_A1>)
- - commands
SW=0x9000 without response
data for all STORE DATA
1 S_LPAd — MTD_STORE_DATA_SCRIPT( commands except the last one.
eUlCC <BPP_SEG_A3>) Step 2 SHALL be triggered
before sending the last STORE
DATA
2 PROC_EUICC_INITIALIZATION_SEQUENCE
3 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( i i
resp ProfileInfoListResponse ::=
S _LPAd — MTD_GET_PROFILE_INFO( . .
4 - profileInfoListOk :{}
eulCC #ICCID_OP_PROF1,

SW=0x9000

Test Sequence #07 Nominal: ICCID in the 'ProfileHeader' PE is ignored by the eUICC

Step Direction  Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1
IC2 NO_PARAM,
#UPP_OP_PROF1)
#UPP_OP_PROF1 overriding:
For this sequence, the iccid field SHALL be set to #/ICCID_OP_PROF2 in the ProfileHeader element
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
ica S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_INIT>) STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_A0>) STORE DATA commands
IC6 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_AL1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 with the response data
! GICC B;P E _A - #R_PIR_OK
€ < _SEG_A3>) for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG. <ISD_P_AID> SHALL
be in the range as defined SGP.02 [1].
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MTD_STORE_DATA(
MTD_GET_PROFILE_INFO(
#ICCID_OP_PROF1,
NO_PARAM))

S _LPAd —
evICC

resp ProfileInfoListResponse ::=
profileInfoListOk :{

{

iccid #/ICCID_OP_PROF1,
isdpAid <ISD_P_AID>,
profileState disabled,

}
SW=0x9000

Test Sequence #08 Nominal: With gid1l and gid2 set

The purpose of this test is to verify that an Operational Profile configured with gid1 and gid2
can be downloaded on the eUICC.

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALS9 is not loaded on the eUICC.

Direction Sequence / Description

Expected result
Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

IC1
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
1c2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF9,
NO_PARAM,
#UPP_OP_PROF9)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
Ica S_LPAd —~ MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_INIT>) STORE DATA commands
5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands
IC6 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the
1 S LPAd — MTD_STORE_DATA_SCRIPT( last one
eulCC <BPP_SEG_A3>) SW=0x9000 with the response data
#R_PIR_OK_PROF9
for the last STORE DATA command
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The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

resp ProfileInfoListResponse ::=
profileInfoListOKk :{
{
profileOwner {
mccMnc #MCC_MNCS9,
gid1 #GID1,
gid2 #GID2
}
}

}
SW=0x9000

S_LPAd — MTD_STORE_DATA(
eUICC #GET_PROFILES_OWNERS)

Test Sequence #09 Error: gid1 and gid2 provided in the Profile Metadata but not in the
Profile Package

The purpose of this test is to verify that if gid1 and gid2 are provided in the Profile Metadata
but ef-gid1 and ef-gid2 are not present and the related services (17 and 18) in ef-ust are not
available, the eUICC returns an error during the LoadProfileElements process.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP1_GID1GID2_PRESENT,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG_Al>

e <BPP SEG A3>

1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands

IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands

IC6 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUlCC <BPP_SEG_A1>) STORE DATA commands
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SW=0x9000 with the response data
#R_PIR_DATA_MISMATCH
for one of the STORE DATA commands

The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG

S LPAd — MTD_STORE_DATA_SCRIPT(
euicC <BPP_SEG_A3>)

MTD_STORE_DATA
- - ( resp ProfileInfoListResponse ::=

S_LPAd —~ MTD_GET_PROFILE_INFO( i }
2 - profileInfoListOk :{}
eUlCC #ICCID_OP_PROF1,
SW=0x9000
NO_PARAM))

Test Sequence #10 Error: gid1 and gid2 not provided in the Profile Metadata but
Service is available in ef-ust

The purpose of this test is to verify that if gid1 and gid2 are not provided in the Profile
Metadata but ef-gid1 and ef-gid2 are present and the related services (17 and 18) in ef-ust
are available, the eUICC returns an error during the LoadProfileElements process.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALDY is not loaded on the eUICC.

Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP9_GID1GID2_MISSING,
NO_PARAM,
#UPP_OP_PROF9)

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>

IC3 e <BPP_SEG_AO0>

e <BPP_SEG Al>

e <BPP SEG _A3>

IC2

1ca S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands
IC5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands
Ic6 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 with the response data
#R_PIR_DATA_MISMATCH for one of the
L SL_Jll_cPcAd - MTE;ETOEE—EATA—SCR'PT( STORE DATA commands
€ < _SEG_A3>) The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG
5 S LPAd — MTD_STORE_DATA( resp ProfileInfoListResponse ::=
eulCC MTD_GET_PROFILE_INFO( profilelnfoListOk :{}
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#ICCID_OP_PROFO, SW=0x9000

NO_PARAM))

Test Sequence #11 Nominal: Profile download is success if profileMetaData does not
contains profileOwner and EFIMSI file is not present

Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALZ1O0 is not loaded on the eUICC.
The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_ SM-DP+
*#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP_WITH_DEVICE_INFO_NAI have been
evicC sent to the eUICC
ethe same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_ SM-DP+
#PREP_DOWNLOAD_NO_CC has been sent to the eUICC
Step Direction Sequence/Description Expected result N=O)

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

IC2

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF10_NO_PROFILE_OWNER
NO_PARAM,
#UPP_OP_PROF10)

Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

Ic4 S_LPAd —» | MTD_STORE_DATA_SCRIPT( | s\w=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands

IC5 S_LPAd —» | MTD_STORE_DATA_SCRIPT( | s\w=0x9000 without response data for
eUiCC <BPP_SEG_A0>) all STORE DATA commands

IC6 S LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
euiCcC <BPP_SEG_Al>) all STORE DATA commands
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SW=0x9000 without response data for
all STORE DATA commands except

NO_PARAM))

profileState disabled,

}
SW=0x9000

for the last one RQ25_023
SW=0x9000 with the response data iQég—gig
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( | #R_PIR_OK_PROF10 Rgss_o 48
eUlCC <BPP_SEG_A3>) for the last STORE DATA command RQ25:025
The euiccSignPIR SHALL be verified RQ25 026
with the #PK_EUICC_ECDSA. RQ55_044
<ISD_P_AID> SHALL be in the range
as defined SGP.02 [1].
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #ICCID_OP_PROF10,
5 S_LPAd — MTD_GET_PROFILE_INFO( isdpAid <ISD_P_AID>, RQ32_071
eulCC #ICCID_OP_PROF10, RQ55_048

Test Sequence #12 Error: Profile download is failed if ProfileMetaData contains
profileOwner but EFIMSI file is not present

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONAL10 is not loaded on the eUICC.

euiCC

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_ SM-DP+
o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP_WITH_DEVICE_INFO_NAI have been
sent to the eUICC
othe same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Step Direction Sequence / Description

‘ Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

REQ

IC2

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
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#CONF_ISDP_PROF1,
#METADATA_OP_PROF10,
NO_PARAM,
#UPP_OP_PROF 10)
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP SEG A3>
ic4 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
euicC <BPP_SEG_INIT>) for all STORE DATA commands
15 S_LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eUlCC <BPP_SEG_A0>) for all STORE DATA commands
IC6 S _LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eUiCC <BPP_SEG_A1>) for all STORE DATA commands
SW=0x9000 with the response data | RQ25_023
#R_PIR_DATA_MISMATCH RQ25_024
RQ55_043
. S LPAd — | MTD_STORE_DATA_SCRIPT( for one o;the STORE DATA RQ55_047
= commands -
eUICC <BPP_SEG_A3>) o RQ55_048
- - The euiccSignPIR SHALL be RQ25 025
verified with the RQ25_026
#PK_EUICC_ECDSA RQ31 173
MTD_STORE_DATA( ProfileinfoListR
resp ProfilelnfoListResponse ::=
S LPAd — | MTD_GET_PROFILE_INFO( P! . P RQ32 071
2 cUICC #CCID OP PROF10 profileInfoListOk :{} RQ55_043
- - ’ SW=0x9000 RQ55_048
NO_PARAM))
4.2.8 ES10a (LPA -- eUICC): GetEuiccConfiguredData
4.2.8.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 3.1.3
e Section 3.3.4
e Section 5.7.3
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4.2.8.2 Test Cases

4.2.8.2.1 TC_eUICC_ES10a.GetEuiccConfiguredAddresses

Test Sequence #01 Nominal: Only Root SM-DS Address

Initial Conditions

Entity Description of the initial condition

Only the Root SM-DS address has been set on the ISD-R (see Annex

evice G.2.1).

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S _LPAd — MTD_STORE_DATA( #R_ES10a_GECA DS
euicC #GET_EUICC_CONFIGURED_DATA) SW = 0x9000

Test Sequence #02 Nominal: Root SM-DS and Default SM-DP+ Addresses

Initial Conditions

Entity Description of the initial condition
The ISD-R is provisioned with the Default SM-DP+ Address

eUlCC #TEST_DP_ADDRESS1 and the Root SM-DS address (see Annex
G.2.1).

Step Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd — MTD_STORE_DATA( #R_ES10a_GECA DS DP_1
eulCC #GET_EUICC_CONFIGURED_DATA) SW = 0x9000

4.2.9 ES10a (LPA -- eUICC): SetDefaultDpAddress

4291 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 3.3.4
e Section 5.7.4
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4.29.2 Test Cases

4.2.9.2.1 TC_eUICC_ES10a.SetDefaultDpAddress

Test Sequence #01 Nominal: Set SM-DP+ Address with Address Empty in eUICC

Initial Conditions

Entity Description of the initial condition

eUICC No value is assigned to the Default SM-DP+ Address field.

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S_LPAd — MTD_STORE_DATA( #R_ES10a_SD_DP_A_OK
evicC #SET_EUICC_CONFIGURED_ADDRESS_1) | SW =0x9000

2 S_LPAd — MTD_STORE_DATA( #R_ES10a_GECA_DS_DP_1
evicC #GET_EUICC_CONFIGURED_DATA) SW = 0x9000

Test Sequence #02 Nominal: Set SM-DP+ Address with SM-DP+ Address already in
eUlCC

Initial Conditions

Entity Description of the initial condition

eUICC The SM-DP+ address #TEST_DP_ADDRESSL1 is provisioned.

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S_LPAd — MTD_STORE_DATA( #R_ES10a_SD_DP_A_OK
eulCC #SET_EUICC_CONFIGURED_ADDRESS_2) | SW =0x9000

5 S_LPAd — MTD_STORE_DATA( #R_ES10a_GECA_DS_DP_2
eulCC #GET_EUICC_CONFIGURED_DATA) SW = 0x9000

Test Sequence #03 Nominal: Set Empty SM-DP+ Address with SM-DP+ Address
already in eUICC

Initial Conditions

Entity Description of the initial condition

eUICC The SM-DP+ address #TEST_DP_ADDRESSL1 is provisioned.
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Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA(
1 S_LPAd #SET_EUICC_CONFIGURED_ADDRESS_EM #R—'fsma—SD—DP—A—OK
eulcC SW = 0x9000
PTY)
: S_LPAd — MTD_STORE_DATA( #R_ES10a_GECA_DS
euiCcC #GET_EUICC_CONFIGURED_DATA) SW = 0x9000

Test Sequence #04 Nominal: Set Empty SM-DP+ Address with Empty SM-DP+
Address in eUICC

Initial Conditions

Entity Description of the initial condition
eUICC No value is assigned to the Default SM-DP+ Address field.

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

MTD_STORE_DATA(
#SET_EUICC_CONFIGURED_ADDRESS_EMP
TY)

S_LPAd —
eUiCC

#R_ES10a_SD_DP_A_OK
SW = 0x9000

S_LPAd — MTD_STORE_DATA( #R_ES10a_GECA_DS
eviCC #GET_EUICC_CONFIGURED_DATA) SW = 0x9000

4.2.10 ES10b (LPA -- eUICC): PrepareDownload

4.2.10.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 2.6.2,2.6.7.1, 2.6.7.2
e Section 3.0.1, 3.1.3.2

e Section4.5.2.1,45.2.2

e Section 5.7.5

4.2.10.2 Test Cases

4.210.21 TC_eUICC_ES10b.PrepareDownloadNIST

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.
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The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+

e the same GSMA CI based on NIST P-256 curve has been chosen
for signing and for verification

eUlCC

Test Sequence #01 Nominal: Without Confirmation Code

Step Direction Sequence / Description Expected result

#R_PREP_DOWNLOAD_NO_CC
SW=0x9000

cUICC #PREP_DOWNLOAD_NO_CC) verified with the #PK_EUICC_SIG.
Verify that the <S_TRANSACTION_ID>
present in the euiccSigned?2 is the same as

in #?REP_DOWNLOAD_NO_CC.

Test Sequence #02 Nominal: With Confirmation Code

Step Direction Sequence / Description ‘ Expected result

<S_HASHED_CC> = MTD_GENERATE_HASHED_CC(#CONFIRMATION_CODEL,

IC1 | S TRANSACTION_ID>)

#R_PREP_DOWNLOAD_WITH_CC
SW=0x9000

The <EUICC_SIGNATURE2>
SHALL be verified with the
#PK_EUICC_SIG.

S_LPAd — MTD_STORE_DATA_SCRIPT( Verify that the

eUICC #PREP_DOWNLOAD_WITH_CC) <S_TRANSACTION_ID> present in
the euiccSigned? is the same as in

#PREP_DOWNLOAD_WITH_CC.
Verify that the <S_HASHED_CC>
present in the euiccSigned? is the
same as in

#PREP_DOWNLOAD_WITH_CC.

Test Sequence #03 Nominal: With an unknown otPK.EUICC.ECKA

The purpose of this test is to verify that the eUICC does not use the one-time key pair given
by the SM-DP+ when its value does not correspond to a stored one-time key pair. In this
case, the eUICC SHALL generate a new set of key.

Step Direction Sequence /Description Expected result

o1 | <S_HASHED_CC>= MTD_GENERATE_HASHED_CC(#CONFIRMATION_CODEL,
<S_TRANSACTION_ID>)

IC2 S_SM-DP+ generates a random <OTPK_EUICC_ECKA>

S_LPAd — | MTD_STORE_DATA_SCRIPT( #R_PREP_DOWNLOAD_WITH_CC
eUlCC #PREP_DOWNLOAD_RETRY_CC) SW=0x9000
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The <EUICC_SIGNATURE2>
SHALL be verified with the
#PK_EUICC_SIG.

Verify that the
<S_TRANSACTION_ID> present in
the euiccSigned? is the same as in
#PREP_DOWNLOAD_RETRY_CC.
Verify that the <S_HASHED_CC>
present in the euiccSigned? is the
same as in
#PREP_DOWNLOAD_RETRY_CC.
Verify that the
<OTPK_EUICC_ECKA> present in
the euiccSigned? is not the same as
in
#PREP_DOWNLOAD_RETRY_CC.

4.210.2.2 TC_eUICC_ES10b.PrepareDownloadBRP

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+
e the same GSMA CI based on BrainpoolP256r1 curve has been
chosen for signing and for verification

eUlCC

Test Sequence #01 Nominal: Without Confirmation Code

This test sequence SHALL be the same as the Test Sequence #01 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #02 Nominal: With Confirmation Code

This test sequence SHALL be the same as the Test Sequence #02 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #03 Nominal: With an unknown otPK.EUICC.ECKA

This test sequence SHALL be the same as the Test Sequence #03 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

4.210.2.3 TC_eUICC_ES10b.PrepareDownloadFRP
This test case is defined as FFS and not applicable for this version of test specification.
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4.2.10.2.4 TC_eUICC_ES10b.PrepareDownloadErrorCases

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+

euiCC

Test Sequence #01 Error: VOID

Test Sequence #02 Error: With incorrect CERT.DPpb.SIG (i.e. invalid signature)

Step Direction Sequence / Description Expected result

#R_PREP_DOWNLOAD_INV_CERT
SW=0x9000

S_LPAd — MTD_STORE_DATA_SCRIPT(

evUICC #PREP_DOWNLOAD_INV_CERT) Verify that the <S_TRANSACTION_ID>

present in the response is the same as
in #PREP_DOWNLOAD_INV_CERT.

Test Sequence #03 Error: CERT.DPpb.SIG and CERT.DPauth.SIG not belonging to the
same entity

Step Direction Sequence / Description Expected result

#R_PREP_DOWNLOAD_INV_CERT

SW=0x9000
S _LPAd — MTD_STORE_DATA_SCRIPT( Verify that the

eulCC #PREP_DOWNLOAD_CERT_SMDP2) <S_TRANSACTION_ID> present in

the response is the same as in
#PREP_DOWNLOAD_CERT_SMDP2.

Test Sequence #04 Error: With invalid SM-DP+ signature

Step Direction  Sequence / Description Expected result

#R_PREP_DOWNLOAD_INV_SIGN
SW=0x9000

S_LPAd —~ MTD_STORE_DATA_SCRIPT(

eUICC #PREP_DOWNLOAD_INV_SIGN) Verify that the <S_TRANSACTION_ID>

present in the response is the same as in
#PREP_DOWNLOAD _INV_SIGN.

Test Sequence #05 Error: With invalid Transaction ID

Step Direction Sequence / Description Expected result
#R_PREP_DOWN_INV_TRANS_ID
. S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 _
eUICC #PREP_DOWNLOAD_INV_TRANS_ID) The transactionld returned in the

response SHALL not be checked
(any value SHALL be accepted)
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Test Sequence #06 Error: SM-DP+ has not been previously authenticated

Initial Conditions

Entity Description of the initial condition

No Common Mutual Authentication procedure has been executed between
the eUICC and the S_SM-DP+

eUICC
(this condition overrides the last general initial condition defined in this test
case)

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO1

SW = 0x9000
o3 S_LPAd — MTD_STORE_DATA( Extract the highest priority CI from
cUICC #GET_EUICC_ INFO1) <EUICC_CI_PK_ID_LIST_FOR_VERIFIC

ATION> and choose
#CERT_S_SM_DPpb_SIG according to
this ClI curve.

#R_PREP_DOWN_NO_SESSION

S_LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000

eUICC #PREP_DOWNLOAD_NO_AUTH) The transactionld returned in the response
SHALL not be checked (any value SHALL

be accepted)

Test Sequence #07 Error: Unsupported curve

Step | Direction Sequence / Description Expected result
#R_PREP_DOWN_INV_CERT
1 S_LPAd — MTD_STORE_DATA_SCRIPT( SW_ZOXQOOO
QUICC #PREP_DOWN_INV_CURVE) Verify that the <S_TRANSACTION_ID>

present in the response is the same as in
#PREP_DOWN_INV_CERT.

Test Sequence #08 Error: Invalid Certificate Role OID

The purpose of this sequence is to make sure that the eUICC refuses any SM-DP+
Certificate for Profile Package Binding that does not indicate “id-rspRole-dp-pb” in its
extension for Certificate Policies.

Step  Direction Sequence / Description Expected result

#R_PREP_DOWNLOAD_INV_CERT
SW=0x9000

S _LPAd — MTD_STORE_DATA_SCRIPT(

sUICC PREP_DOWNLOAD_ INV_OID) Verify that the <S_TRANSACTION_ID>
present in the response Is the same as in

#PREP_DOWNLOAD_INV_OID.
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4.2.11 ES10b (LPA -- eUICC): LoadBoundProfilePackage

42111 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section2.4.32.45.1

e Section 2.5.3,2.5.6

e Section 2.6.4,2.6.5,2.6.7.1,2.6.7.2,2.6.7.3
e Section 3.1.3.2, 3.1.3.3,3.1.5

e Section 3.2.5

e Section 3.5

e Section5.5,5.5.1

e Section 5.7.6

e AnnexD

e Annex G

4.2.11.2 Test Cases

4.211.21 TC_eUICC_ES10b.LoadBoundProfilePackageNIST

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+
e the same GSMA CI based on NIST P-256 curve has been
chosen for signing and for verification

Sub-procedure Profile Download and Installation — End User
Confirmation has been successfully executed between the eUICC and
the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

eUICC

Test Sequence #01 Nominal: By using S-ENC and S-MAC

The purpose of this test is to download the PROFILE_OPERATIONAL1 by using only the
session S-ENC and S-MAC keys resulting from key agreement.

Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,

IC2 #CONF_ISDP_PROF1,

#METADATA_OP_PROF1,

NO_PARAM,
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#UPP_OP_PROF1)
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
NOTE: In this test sequence, the data resulting of this operation SHALL be composed of the
following TLV arrays:
IC3 e <BPP_SEG_INIT> contains the tag and length fields of the BoundProfilePackage TLV
plus the #S_INIT_SC_PROF1 command
e <BPP_SEG_AO0> contains the tag and length fields of the firstSequenceOf87 TLV plus
the first 0x87 TLV containing #CONF_ISDP_PROF1 command
e <BPP_SEG_A1> contains the tag and length fields of the sequenceOf88 TLV and each
of the '88' TLVs containing #METADATA_OP_PROF1 command
e <BPP_SEG_AS3> contains the tag and length fields of the sequenceOf86 TLV and each
of the '86' TLVs containing #UPP_OP_PROF1 protected with <S_ENC> and <S_MAC>
1 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_INIT>) STORE DATA commands
5 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands
3 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUICC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the last
one
4 S_LPAd —~ MTD_STORE_DATA_SCRIPT( SW=0x9000 with the response data
eulcC <BPP_SEG_A3>) #R_PIR_OK
for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG. <ISD_P_AID> SHALL
be in the range as defined SGP.02 [1].
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD—SQORE—DQTA( o iccid #/CCID_OP_PROF1,
5 S_LPAd — MTD_GET_PROFILE_INFO( isdpAid <ISD_P_AID>,
eUlCC #ICCID_OP_PROF1, ' .
profileState disabled,
NO_PARAM)) -
}
}
SW=0x9000

Test Sequence #02 Nominal: By using PPK-ENC and PPK-MAC

The purpose of this test is to download the PROFILE_OPERATIONAL1 by using a new set
of random session keys: PPK-ENC, PPK-MAC and Initial MAC chaining value.
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Step  Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
#REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A2>
e <BPP_SEG_A3>
NOTE: In this test sequence, the data resulting of this operation SHALL be composed of the
following TLV arrays:
IC3 e <BPP_SEG_INIT> contains the tag and length fields of the BoundProfilePackage TLV
plus the #S_INIT_SC_PROF1 command
e <BPP_SEG_AO0> contains the tag and length fields of the firstSequenceOf87 TLV plus
the first 0x87 TLV containing #CONF_ISDP_PROF1 command
e <BPP_SEG_AI1> contains the tag and length fields of the sequenceOf88 TLV and each
of the '88' TLVs containing #METADATA_OP_PROF1 command
e <BPP_SEG_A2> contains the tag and length fields of the secondSequenceOf87 TLV
plus the first '87' TLV, containing the #REPLACE_S_KEYS_REQ command
e <BPP_SEG_AS3> contains the tag and length fields of the sequenceOf86 TLV and each
of the '86' TLVs containing #UPP_OP_PROF1 protected with PPK-ENC and PPK-MAC

1 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euilCC <BPP_SEG_INIT>) STORE DATA commands
5 S_LPAd —~ MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A0>) STORE DATA commands
3 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCcC <BPP_SEG_A1>) STORE DATA commands
4 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
euilCC <BPP_SEG_A2>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the
last one
S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 with the response data
5 = #R_PIR_OK
euiCcC <BPP_SEG_A3>) - =
- - for the last STORE DATA command
The euiccSignPIR SHALL be verified with
the #PK_EUICC_SIG. <ISD_P_AID>
SHALL be in the range as defined SGP.02
(1].
MTD_STORE_DATA(
5 S _LPAd — MTD_GET_PROFILE_INFO( resp ProfileInfoListResponse ::=
eUlCC #ICCID_OP_PROF1, profileInfoListOKk :{
NO_PARAM))
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{

iccid #/CCID_OP_PROF1,
isdpAid <ISD_P_AID>,
profileState disabled,

}
SW=0x9000

4.211.2.2 TC_eUICC_ES10b.LoadBoundProfilePackageBRP

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+

e the same GSMA CI based on BrainpoolP256r1 curve has

been chosen for signing and for verification

Sub-procedure Profile Download and Installation — End User
Confirmation has been successfully executed between the eUICC and
the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

euiCC

Test Sequence #01 Nominal: By using S-ENC and S-MAC

This test sequence SHALL be the same as the Test Sequence #01 defined in section
4.2.11.2.1 - TC_eUICC_ES10b.LoadBoundProfilePackageNIST except that all keys and
certificates SHALL be based on BrainpoolP256r1.

Test Sequence #02 Nominal: By using PPK-ENC and PPK-MAC

This test sequence SHALL be the same as the Test Sequence #02 defined in section
4,2.11.2.1 - TC_eUICC_ES10b. LoadBoundProfilePackageNIST except that all keys and
certificates SHALL be based on BrainpoolP256r1.

42.11.23 VOID

4211.24 TC_eUICC_ES10b.LoadBoundProfilePackage_ ErrorCases

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been

evice initialized and the S_LPAd has selected the ISD-R.
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Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: Unrecognized leading tag in BPP

The purpose of this test is to ensure that the eUICC rejects any BPP segment with an
unrecognized leading tag during Profile download. In such case, the eUICC SHALL return a
SW of 0x6A88 and SHALL not discard the download session state.

Step  Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
1C2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
IC3 e <BPP SEG A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
ica S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_INIT>) STORE DATA commands
5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eUlCC <BPP_SEG_A0>) STORE DATA commands
— MTD_STORE_DATA_SCRIPT
1 S_LPAd - - - ( SW=0x6A88
eUICC #UNKNOWN_BPP_SEGMENT)
5 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for all
eulCC <BPP_SEG_A1>) STORE DATA commands
SW=0x9000 without response data for all
STORE DATA commands except for the
last one
3 S_LPAd — MTD_STORE_DATA_SCRIPT(
eUICC <BPP_SEG_A3>) .
- - SW=0x9000 with the response data
#R_PIR_OK for the last STORE DATA
command
resp ProfileInfoListResponse ::=
profileInfoListOk :{
MTD_STORE_DATA( {
4 S_LPAd — MTD_GET_PROFILE_INFO(
euiCcC #ICCID_OP_PROF1, iccid #/CCID_OP_PROF1,
NO_PARAM)) isdpAid <ISD_P_AID>,
profileState disabled,
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}

}
SW=0x9000

Test Sequence #02 Error: GetEUICCChallenge during BPP loading

The purpose of this test is to ensure that the eUICC accepts an ES10b.GetEUICCChallenge

request indicating the start of a new RSP session while a BPP is loaded.

Initial Conditions

Entity Description of the initial condition
eUlCC No Notification is stored in the eUICC's Pending Notifications List.
Step Direction Sequence / Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
1C2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
Ic4 S _LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
5 S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
IC6 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eulCC <BPP_SEG_A1>) all STORE DATA commands
1 S LPAd — MTD_STORE_DATA( #R_CHALLENGE
eulCC #GET_EUICC_CHALLENGE) SW=0x9000
—- MTD_STORE_DATA_SCRIPT
2 S_LPAd - - - ( SW=0x6A88 or 0x6985
eulCC <BPP_SEG_A3>)
MTD_STORE_DATA( i i
- - resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( . )
3 - profileInfoListOk :{}
eUlCC #ICCID_OP_PROF1,
- - SW=0x9000
NO_PARAM))
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCcC #LIST_NOTIF_ALL) SW = 0x9000
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4.2.12 ES10b (LPA -- eUICC): GetEUICCChallenge

42121 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 3.0.1
e Section 5.7.7

4.212.2 Test Cases

4.212.21 TC_eUICC_ES10b.GetEUICCChallenge

Test Sequence #01 Nominal

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_CHALLENGE

1 S LPAd — eUICC MTD_STORE_DATA _

- (#GET_EUICC_CHALLENGE) SW = 0x9000
#R_CHALLENGE
SW = 0x9000
MTD_STORE_DATA <EUICC_CHALLENGE>

2 S_LPAd — eUICC (#GET_EUICC_CHALLENGE) received in this step is
different to the
<EUICC_CHALLENGE> in
Step 1

4.2.13 ES10b (LPA -- eUICC): GetEUICCInfo

4.2.13.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 4.3
e Section 5.7.8
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4.213.2 Test Cases

4.213.21 TC_eUICC_ES10b.GetEUICCInfo1

Test Sequence #01 Nominal

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

MTD_STORE_DATA #R_EUICC_INFO1

S_LPAd ~ ellicc (#GET_EUICC_INFO1) SW = 0x9000

Test Sequence #02 Nominal: GetEUICCInfo call after GetEUICCChallenge

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA #R_CHALLENGE
L S_LPAd —~ eUICC | ,GET EUICC_CHALLENGE) SW = 0x9000
MTD_STORE_DATA #R_EUICC_INFOL
2 S_LPAd — eUICC - =

(#GET_EUICC_INFO1) SW = 0x9000

Test Sequence #03 Nominal: GetEUICCInfol call after AuthenticateServer using
Server Variant O certificates

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
. S LPAd - sllce MTD_STORE_DATA <EUICC_CI_PK_ID_LIST_FOR_SIG
— (#GET_EUICC_INFO1) NING> and
<EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one
same GSMA CI Key ID
MTD_STORE_DATA #R_CHALLENGE
S_LPAd — eUICC - g =
2 - € (#GET_EUICC_CHALLENGE) SW'= 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
3 e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
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e <S_SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root ClI certificate

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RE
#CTX_PARAMSL, SP(
<S_SMDP_SIGNATURE1>, #TEST_DP_ADDRESS]I,
4 S_LPAd — eUICC - -
#CERT_S_SM_DPauth_SIG, <S_SMDP_CHALLENGE>,
NO_PARAM, #CTX_PARAMSI)
#CRL_LIST, SW = 0x9000
FALSE
)
)
MTD_STORE_DATA #R_EUICC_INFO1
5 S_LPAd =~ eUVICC | .6ET EuicC INFO1) SW = 0x9000

Test Sequence #04 Nominal:GetEUICCInfo1 call after AuthenticateServer using V3
Server certificates — Variant A

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S_LPAd — eUICC MTD_STORE_DATA NG VS o
(#GET_EUICC_INFO1) —

<EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one same
GSMA Cl Key ID

#R_CHALLENGE

SW = 0x9000

Extract the <EUICC_CHALLENGE>

MTD_STORE_DATA

LPAd — eUl
2 S_LPAd —~ eUlCC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>

3 <S_SMDP_SIGNATURE1>

Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root ClI certificate as the one chosen for signing

MTD_STORE_DATA_SCRIPT( MTD_CHECK_AUTH_SERVER_RE
4 S_LPAd — eUICC | MTD_AUTHENTICATE_SMDP( SP(
#TEST_DP_ADDRESSI, #TEST_DP_ADDRESSI,
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<S_SMDP_CHALLENGE>,
#CTX_PARAMS1,
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG,
#CERT_S_SM_DP_SubCA_SIG,
#CRL_LIST,

TRUE

)
)

<S_SMDP_CHALLENGE>,
#CTX_PARAMS1)
SW = 0x9000

5 S_LPAd — eUICC

MTD_STORE_DATA
(#GET_EUICC_INFO1)

#R_EUICC_INFO1
SW = 0x9000

Test Sequence #05 Nominal: GetEUICCInfol call after AuthenticateServer using V3
Server certificates — Variant B

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S_LPAd — eUICC MTD_STORE_DATA NING V3> and
(#GET_EUICC_INFO1) —
<EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one same
GSMA Cl Key ID
MTD_STORE_DATA #R_CHALLENGE
2 S_LPAd — eUICC (#GETF_EUICC__CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>
3 <S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST _FOR_SIGNING V3>
Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B Certificates
chain leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS], MTD_CHECK_AUTH_SERVER_RE
<S_SMDP_CHALLENGE>, SP(
4 s LPAd UICC #CTX_PARAMS1, #TEST_DP_ADDRESS],
- e <S_SMDP_SIGNATURE1>, <S_SMDP_CHALLENGE>,
#CERT_S_SM_DPauth_SIG, #CTX_PARAMS1)
#CERT_CI|_SubCA_SIG, SW = 0x9000
#CRL_LIST,
TRUE
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)
)

MTD_STORE_DATA #R_EUICC_INFO1

LPAd — eUICC
5 S- d—e (#GET_EUICC_INFO1) SW = 0x9000

Test Sequence #06 Nominal: GetEUICCInfol call after AuthenticateServer using V3
Server certificates — Variant C

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
. S LpAd - eUice | MTD_STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIG
— (#GET_EUICC_INFO1) NING_v3> and
<EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one same
GSMA Cl Key ID
MTD_STORE_DATA #R_CHALLENGE
2 S_LPAd — eUICC (GET_EUICC. CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>

3 <S_SMDP_SIGNATURE1>

Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates
chain leading to the same Root CI certificate as the one chosen for signing

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
4CTX_PARAMSL, I\S/I;(D_CHECK_AUTH_SERVER_RE
<S_SMDP_SIGNATURE1>,

#TEST_DP_ADDRESS],
4 S_LPAd — eUICC #CERT_S_SM_DPauth_SIG,

<S_SMDP_CHALLENGE>,

#CERT_S_SM_DP_SubCAList_SIG, #CTX_PARAMSI)

#CRL_LIST, SW = 0x9000
TRUE
)
)
MTD_ STORE DATA #R_EUICC_INFO1
LPAd — eUl — — — —
5 S_LPAd —eUICC (#GET_EUICC_INFO1) SW = 0x9000
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4.2.13.22 VOID

4.213.2.3 VOID

4.2.13.24 TC_eUICC_ES10b.GetEUICCInfo2

Test Sequence #01 Nominal: GetEUICCInfo2 call after AuthenticateServer using
Server Variant O

Step Direction Sequence / Description
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 S_LPAd— MTD_STORE_DATA (#GET_EUICC_INFO1)
euicC
S_LPAd —
IC4 cUICC MTD_STORE_DATA (#GET_EUICC_CHALLENGE)
The following inputs are required for Step IC6 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
5 e <S_SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root ClI certificate
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1,
- #TEST_DP_ADDRESS],
IC6 S_LPAd — <S_SMDP_SIGNATURE1>, S SMDP CHALLENGE
- < >
euiCcC #CERT_S_SM_DPauth_SIG, - - '
NO_PARAM, #CTX_PARAMS1)
FALSE
)
)
same EUICCInfo2 data object as in
S Step IC6 (the extCardResource field
1 _LPAd — MTD_STORE_DATA SHALL be excluded from the
eulCC (#GET_EUICC_INFO2) .
comparison)
SW = 0x9000
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4.213.2.5 VOID
4.213.2.6 VOID
4.213.2.7 VOID
4.213.2.8 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V3.x

Test Sequence #01 Nominal — RSP Version 3.x

. . Sequence /
Step Direction d o Expected result
Description
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
e <EUICC_RSP_CAPABILITY> is present.
#IUT_RSP_VERSION_HIGHEST is equal to 0x030100
#R_EUICC_INFO2
Verify if:
o #IUT_RSP_VERSION_HIGHEST is equal to 0x030100
e #IUT_SIMA_VERSION is equal to 0x020301 or higher
but less than 0x030000
e #IUT_GLOBALPLATFORM_VERSION is equal to
0x020300 or higher
e <EXT_CARD_RESOURCE> contains the "number of
installed application" value field is set to '00'
e <EUICC_RSP_CAPABILITY> contains
o criSupport setto '0'
o rpmSupport setto 'l'if O_E_RPM is supported
(otherwise, it SHALL be set to '0")

o additionalProfile set to '1'

5 S LPAd —» | MTD_STORE_DATA . f ibili v
eUICC (#GET_EUICC_INFO2) o devicelnfoExtensibilitySupport set to '1".

o serviceSpecificDataSupport bit set to '1'

o hriServerAddressSupport bit set to ‘1" if
and only if O_E_HRI_ADDRESS IN_PM s
supported.

o serviceProviderMessageSupport bit set to
"1,

o IpaProxySupport bit set to '1" if and only if
O_E_LPA PROXY is supported.

o enterpriseProfilesSupport bit set to 1" if
and only if O_E_ENTERPRISE is
supported.

o serviceDescriptionSupport bit set to '1' if
and only if
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O_E_SERVICE_DESCRIPTION_IN_PM is
supported.

o deviceChangeSupport bit set to '1' if and
only if O_E_DEVICE_CHANGE.

o estimatedProfileSizelndicationSupport bit
set to '1' if and only if
O_E_PROFILE_SIZE_IN_PM is
supported.

o profileSizelnProfilesInfoSupport bit set to
1" if and only if
O_E_PROFILE_SIZE_IN_PROFILE_INFO
is supported.

o criStaplingvV3Support bit set to '1".

o certChainV3VerificationSupport bit set to
1.

o signedSmdsResponseV3Support bit set to
1.

o euiccRspCaplninfol bit set to '1' and
<EUICC_RSP_CAPABILITY> is the same as
in Step 1.

o osUpdateSupport bit set to '1' if and only if
O_E_OS_UPDATE is supported.

o cancelForEmptySpnPnSupport bit set to
1.

o updateNotificationConfigurationinfoSupport
bit set to '1".

o updateMetadataV3Support bit set to '1".

e #IUT_UICC_CAPABILITY contains
o akaMilenage setto 'l
o Either akaTuak128 or akaTuak256 set to '1'
e #IUT_TRE_PROPERTIES is present and equal to
{isDiscrete }, { isIntegrated } or { isIntegrated,
usesRemoteMemory }
e #IUT_TRE_REFERENCE is not present if
#IUT_TRE_PROPERTIES is equal to { isDiscrete }

SW = 0x9000

4.2.13.2.9

TC_eUICC_ES10b.GetEUICCInfo2_RSP_V3.x_Integrated_eUICC

Test Sequence #01 Nominal

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO2
euicC (#GET_EUICC_INFO2) Verify that:
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The treProperties field contains
o isIntegrated set to ‘1’
and
o isDiscrete setto ‘0’
The treProductReference field is present
and not empty

SW = 0x9000

NOTE: usesRemoteMemory can be set to
either '0' or '1".

4.2.14 ES10b (LPA -- eUICC): ListNotification

4.2.14.

1 Conformance Requirements

References

GSMA RSP Technical Specification [2]:

Section 2.5.6

Section 3.1.3.3

Section 3.5
Section 5.7.9

4.2.14.2 Test Cases

Throughout all the ListNotification test cases the maximum number of Notifications
simultaneously tested has been set as to two as there is hot minimum defined in SGP.21 [3]
or SGP.22 [2] for the number of Notifications that can be stored by the eUICC.

4.2.14.21

TC_eUICC_ES10b.ListNotification

General Initial Conditions

Entity Description of the general initial condition
eUlCC No Operational Profile is installed on the eUICC.
eUlCC No Notifications are stored in the eUICC's Pending Notifications List.

Test Sequence #01 Nominal: Install Notification

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Do not remove both the Notifications.

1 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_IN1_PIR
euicC #LIST_NOTIF_ALL) SW = 0x9000
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) S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_INL_INL_PIR
eviCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
2 S_LPAd — | MTD_STORE_DATA( OR
evicC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ERRO
R
SW = 0x9000
A S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_IN1_PIR
evicC #LIST_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evicC #LIST_NOTIF_ENABLE) SW = 0x9000
6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evicC #LIST_NOTIF_DISABLE) SW = 0x9000
, S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evicC #LIST_NOTIF_DELETE) SW = 0x9000
o S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_IN1_PIR
euICC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000
9 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evuicC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000
10 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evicC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
MTD_STORE_DATA(
S_LPAd — - —~ #R_LIST_NOTIF_IN1_IN1_PIR
11 e T_#IéI)ST_NOTIF_INSTALL_ENABLE_DISAB oW = 03000

Test Sequence #02 Nominal: Enable Notification

Step Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.
1 S LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
5 S LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S_LPAd — | MTD_STORE_DATA( OR
evicc #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ERRO
R
SW = 0x9000
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LE)

4 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST_NOTIF_INSTALL) SW = 0x9000

5 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulCC #LIST_NOTIF_ENABLE) SW = 0x9000

5 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST_NOTIF_DISABLE) SW = 0x9000

; S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_DELETE) SW = 0x9000

g S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
evICC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000

9 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000

10 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
evICC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000

MTD_STORE_DATA(

S _LPAd — = — #R_LIST_NOTIF_EN1

11 Soiee #LIST_NOTIF_INSTALL_ENABLE DISAB | {ro—0 o

Test Sequence #03 Nominal: Disable Notification

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONAL1L. Do not remove the Notification.
1 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
euiCcC #LIST_NOTIF_ALL) SW = 0x9000
5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
eviCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S LPAd — | MTD_STORE_DATA( OR
evicC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ERRO
R
SW = 0x9000
4 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eviCcC #LIST_NOTIF_INSTALL) SW = 0x9000
. S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulcC #LIST_NOTIF_ENABLE) SW = 0x9000
6 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
euiCC #LIST_NOTIF_DISABLE) SW = 0x9000
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LE)

; S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST_NOTIF_DELETE) SW = 0x9000

g S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000

9 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
evICC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000

10 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
eulCC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000

MTD_STORE_DATA(

S_LPAd — = — #R_LIST_NOTIF_DI1

11 g #LIST_NOTIF_INSTALL_ENABLE_DISAB | (oo o oooo

Test Sequence #04 Nominal: Delete Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONALL. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL. Remove the Notification.
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.
1 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
euicC #LIST_NOTIF_ALL) SW = 0x9000
2 S_LPAd —~ MTD_STORE_DATA( #R_LIST_NOTIF_DE1
euicC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S_LPAd — MTD_STORE_DATA( OR
euicC #LIST_NOTIF_NONE)
#R_LIST_NOTIF_UNDEFINED_ERROR
SW = 0x9000
4 S_LPAd —~ MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euicC #LIST_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euicC #LIST_NOTIF_ENABLE) SW = 0x9000
6 S_LPAd —~ MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCcC #LIST_NOTIF_DISABLE) SW = 0x9000
7 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
euicC #LIST_NOTIF_DELETE) SW = 0x9000
8 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCcC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000
9 S_LPAd -~ | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
euilcC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000
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ETE)

10 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
MTD_STORE_DATA(
S_LPAd — - - #R_LIST_NOTIF_DE1
11 SUiee #LIST_NOTIF_ENABLE_DISABLE DEL | ¢\ ooon

Test Sequence #05 Nominal: Two Install Notifications (PIR) with different Notification

Address
Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL with #METADATA_OP_PROF1_NO_INSTALL.
Do not remove the Noatification.
Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_SIG SHALL be setin MTD_ AUTHENTICATE SMDP rather than
c4 #CERT_S_SM_DPauth_SIG
e #TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_SIG SHALL be set in #PREP_ DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_SIG
Do not remove the Notification.
1 S _LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_IN2_PIR
euICC #LIST_NOTIF_ALL) SW = 0x9000
) S_LPAd =~ | MTD_STORE_DATA( #R_LIST NOTIF_IN1 PIR_IN2 PIR
eUICC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S _LPAd — | MTD_STORE_DATA( OR
eulCC #LIST_NOTIF_NONE) #R_LIST _NOTIF_UNDEFINED_ERRO
R
SW = 0x9000
4 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_IN2_PIR
eUICC #LIST_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_ENABLE) SW = 0x9000
6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_DISABLE) SW = 0x9000
; S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_DELETE) SW = 0x9000
8 S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_IN2_PIR
eUlCC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000
9 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000
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10 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
MTD_STORE_DATA(
11 S_LPAd #LIST_NOTIF_INSTALL_ENABLE_DisaB | R-LIST_NOTIF_INL PIR_IN2_PIR
euICC LE) SW = 0x9000

Test Sequence #06 Nominal: Install Notification (PIR) and Enable Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
c3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Natification.
IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Noatification.
1 S _LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1
eUICC #LIST_NOTIF_ALL) SW = 0x9000
5 S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1
eUlCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S_LPAd —~ | MTD_STORE_DATA( OR
evicC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ERRO
R
SW = 0x9000
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
eulCcC #LIST_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eUlCC #LIST_NOTIF_ENABLE) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUlCC #LIST_NOTIF_DISABLE) SW = 0x9000
; S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCC #LIST_NOTIF_DELETE) SW = 0x9000
8 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1
eulCC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000
9 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCcC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000
10 S LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
euiCC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1
11 — #LIST_NOTIF_INSTALL_ENABLE_DISAB
euiCC LE) SW = 0x9000
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Test Sequence #07 Nominal: Disable and Delete Notifications

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONALL. Remove the notification
IC5 Disable PROFILE_OPERATIONALL. Do not remove the notification
IC6 Delete PROFILE_OPERATIONAL1. Do not remove the Notification
1 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1
eUlCC #LIST_NOTIF_ALL) SW = 0x9000
) S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1
eulCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S_LPAd — | MTD_STORE_DATA( OR
evicc #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ERRO
R
SW = 0x9000
4 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_INSTALL) SW = 0x9000
5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_ENABLE) SW = 0x9000
5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
eulCC #LIST_NOTIF_DISABLE) SW = 0x9000
. S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
eulCC #LIST_NOTIF_DELETE) SW = 0x9000
8 S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCcC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000
9 S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1
euiCcC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000
10 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
eulCC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
S LpAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
11 - #LIST_NOTIF_INSTALL_ENABLE_DISAB
eUICC LE) SW = 0x9000

Test Sequence #08 Nominal: Install (OtherSignedNotification) and Enable Notification

Step

Direction

Sequence / Description

Expected result

IC1

PROC_EUICC_INITIALIZATION_SEQUENCE

SGP-23-1V3.1.2

Page 131 of 781




GSM Association Non-confidential
Official Document SGP.23-1 - RSP Test Specification for the eUICC

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Install PROFILE_OPERATIONALL. Remove the PIR notification, but do not remove the

IC3 . g
OtherSignedNoatification.

IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.

1 S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1
eUlCC #LIST_NOTIF_ALL) SW = 0x9000

5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1
eUlCC #LIST_NOTIF_OMITTED) SW = 0x9000

#R_LIST_NOTIF_NONE SW = 0x9000

3 S_LPAd — | MTD_STORE_DATA( OR

eUICC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ERRO
R SW = 0x9000

4 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1
eUlCC #LIST_NOTIF_INSTALL) SW = 0x9000

5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulCC #LIST_NOTIF_ENABLE) SW = 0x9000

6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_DISABLE) SW = 0x9000

. S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euUlCC #LIST_NOTIF_DELETE) SW = 0x9000

8 S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1
euicC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000

g S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000

10 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulCC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
S LpAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1

11 - #LIST_NOTIF_INSTALL_ENABLE_DISAB
eUICC LE) SW = 0x9000

Test Sequence #09 Nominal: Enable and Install (PIR) Notifications

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Remove both notifications.

IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.

Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.

The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the

IC5 following exceptions:

e #CERT_S_SM_DP2auth_SIG SHALL be setin MTD AUTHENTICATE SMDP rather than
#CERT_S_SM_DPauth_SIG
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e #TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_SIG SHALL be setin #PREP DOWNLOAD NO CC rather than
#CERT_S_SM_DPpb_SIG - -

Do not remove the Notification.

LE)

1 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1_IN2_PIR
eUICC #LIST_NOTIF_ALL) SW = 0x9000
) S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1_IN2_PIR
eulCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S_LPAd =~ | MTD_STORE_DATA( OR
eulCC #LIST_NOTIF_NONE) #R_LIST NOTIF_UNDEFINED_ERRO
R
SW = 0x9000
4 S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_IN2_PIR
eulCC #LIST_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
euICC #LIST_NOTIF_ENABLE) SW = 0x9000
6 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_DISABLE) SW = 0x9000
; S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_DELETE) SW = 0x9000
8 S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1_IN2_PIR
eulCcC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000
9 S_LPAd —~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000
10 S_LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eUlCC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
S Lpad — | MTD_STORE DATA( #R_LIST_NOTIF_EN1_IN2_PIR
11 — #LIST_NOTIF_INSTALL_ENABLE_DISAB
eulCC SW = 0x9000

Test Sequence #10 Nominal: No Notifications available

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_ALL) SW = 0x9000
5 S LPAd =~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
S_LPAd — | MTD_STORE_DATA( _
3 eulCC #LIST_NOTIF_NONE) SW = 0x9000
OR
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#R_LIST_NOTIF_UNDEFINED_ERRO
R
SW = 0x9000

A S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eviCcC #LIST_NOTIF_INSTALL) SW = 0x9000

. S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eviCcC #LIST NOTIF_ENABLE) SW = 0x9000

] S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST NOTIF_DISABLE) SW = 0x9000

, S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST_NOTIF_DELETE) SW = 0x9000

o S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST_NOTIF_INSTALL_ENABLE) SW = 0x9000

o S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eviCcC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000

0 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eviCC #LIST_NOTIF_DISABLE_ENABLE) SW = 0x9000
S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE

11 — #LIST NOTIF_INSTALL_ENABLE_DISAB
evICC 6 SW = 0x9000

Test Sequence #11 Nominal: Install Notification, different SM-DP+ Addresses in PIR
and Install Notification

Step Direction ‘ Sequence / Description ‘ Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONALL1 with #METADATA_OP_PROF1_INST_DIFF instead of
#METADATA_OP_PROF1. Do not remove both the Notifications.
. S_LPAd — MTD_STORE_DATA( ZF;T\ILIST_NOTIF_INl_DPl_PIR_INl_DPZ_
eulCC #LIST_NOTIF_ALL) SW = 0x9000
, S LPAd —~ MTD_STORE_DATA( ;éF;T\ILIST_NOTIF_INl_DPl_PIR_INl_DPZ_
eulCC #LIST_NOTIF_OMITTED) SW = 0x9000
#R_LIST_NOTIF_NONE
SW = 0x9000
3 S_LPAd — MTD_STORE_DATA( OR
eulCC #LIST_NOTIF_NONE)
#R_LIST_NOTIF_UNDEFINED_ERROR
SW = 0x9000
. S_LPAd — MTD_STORE_DATA( #SRS_’\ILIST_NOTIF_IN1_DP1_PIR_IN1_DP2_
eulCC #LIST_NOTIF_INSTALL) SW = 0x9000
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5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_ENABLE) SW = 0x9000
6 S LPAd -~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_DISABLE) SW = 0x9000
. S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST_NOTIF_DELETE) SW = 0x9000
. S LPAd— | MTD_STORE. DATA( ZRS_NLIST_NOTIF_INl_DPl_PIR_INl_DPZ_
eUICC #LIST_NOTIF_INSTALL_ENABLE) SW = 0X9000
9 S LPAd -~ | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_DISABLE_DELETE) SW = 0x9000
10 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
evICC #LIST_NOTIF_DISABLE_ENABLE) | SW = 0x9000
S LpAd— | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_DP1_PIR_IN1_DP2_
11 Sice #LIST_NOTIF_INSTALL_ENABLE_DI | OSN
€ SABLE) SW = 0x9000
4.214.2.2 TC_eUICC_ES10b.ListNotification_RPM

General Initial Conditions

Entity Description of the general initial condition
eUICC No Operational Profile is installed on the eUICC.
eUICC No Notification is stored in the eUICC's Pending Notifications List.

Test Sequence #01 Nominal: RPM Enable Notification

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_RPM_CONF.
Remove the PIR Notification.

Ica Enable PROFILE_OPERATIONAL1 via RPM as defined in section 2.2.3.4.
Remove the RPR Notification, but do not remove the OtherSignedNotification.

1 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1_RPM
eUICC #LIST_NOTIF_ALL_RPM) SW = 0x9000

5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1_RPM
eUICC #LIST_NOTIF_OMITTED) SW = 0x9000

5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1_RPM
eUICC #LIST_NOTIF_ENABLE_RPM) SW = 0x9000

6 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_DISABLE_RPM) SW = 0x9000

. S_LPAd — MTD_STORE_DATA( #R_LIST _NOTIF_NONE
eUICC #LIST_NOTIF_DELETE_RPM) SW = 0x9000
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MTD_STORE_DATA(

M)

S_LPAd — #R_LIST_NOTIF_NONE
9 iy i#/lL)IST_NOTIF_DISABLE_DELETE_RP SW = 0x3000
MTD_STORE_DATA(
S_LPAd — - — #R_LIST_NOTIF_EN1_RPM
10 Soiee T\t/ll_)lST_NOTIF_DISABLE_ENABLE_RP SW = 0x9000
MTD_STORE_DATA(
S_LPAd — - — #R_LIST_NOTIF_EN1_RPM
11 Soiee #LIST_NOTIF_DELETE_ENABLE RP | ¢rom' o0

Test Sequence #02 Nominal: RPM Enable Notification — RPR and RemoteEnable OSN

to different SM-DP+

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
c3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_RPM_CONF_OSN_DP2.
Remove the PIR Notification.
ica Enable PROFILE_OPERATIONAL1 via RPM as defined in section 2.2.3.4.
Do not remove the RPR Notification and the OtherSignedNotifications.
. S_LPAd— | MTD_STORE DATA( ﬁl;%_LIST_NOTIF_RPR_ENl_RPM_D
eulcC #LIST_NOTIF_ALL_RPM) SW = 0x9000
, S LPAd— | MTD_STORE DATA( ﬁl;%_LIST_NOTIF_RPR_ENl_RPM_D
eulcC #LIST_NOTIF_OMITTED) SW = 0x9000
3 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1_RPM_DP2
eUICC #LIST_NOTIF_ENABLE_RPM) SW = 0x9000
, S_LPAd— | MTD_STORE DATA( ﬁFz\’_LIST_NOTIF_RPR_ENl_RPM_D
eulcC #LIST_NOTIF_RPR_ENABLE_RPM) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_RPR
eUlCC #LIST_NOTIF_RPR_DISABLE_RPM) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_RPR
eUICC #LIST_NOTIF_RPR_DELETE_RPM) SW = 0x9000
MTD_STORE_DATA(
S_LPAd — = - #R_LIST_NOTIF_RPR
7 SUICC #LIST_NOTIF_RPR_DISABLE_DELETE_R | ¢\~ 0 o000
PM)
S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_RPR_EN1_RPM_D
8 ice #LIST_NOTIF_RPR_DISABLE_ENABLE_R | P2
€ PM) SW = 0x9000
S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_RPR_EN1_RPM_D
9 Dice #LIST_NOTIF_RPR_DELETE_ENABLE_R | P2
€ PM) SW = 0x9000
10 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUICC #LIST_NOTIF_DISABLE_DELETE_RPM) SW = 0x9000
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4.2.15 ES10b (LPA -- eUICC): RetrieveNotificationsList

42151 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 2.5.6

e Section 2.6.7.2
e Section 3.1.3.3
e Section 3.5

e Section 5.7.10

4.2.15.2 Test Cases
Throughout all the RetrieveNoatificationsList test cases the maximum number of Notifications

simultaneously tested has been set to two as there is no minimum defined in SGP.21 [3] or
SGP.22 [2] for the number of Notifications that can be stored by the eUICC.

In some test sequences defined below, it is expected to retrieve especially either a
ProfileInstallationResult or an OtherSignedNotification for installation.
When both are present in the eUICC, the only way to distinguish these two notifications is to
compare their sequence numbers in the ListNotificationResponse. The sequence
number related to the ProfileInstallationResult SHALL be lower than the one linked
to the OtherSignedNotification.

This assumption is based on the requirement defined in section 5.5.5 of SGP.22 [2] stating
that the eUICC SHALL first generate the Profile Installation Result and then as many
Notifications as configured in its metadata in the format of OtherSignedNotification.

4.2.15.2.1 TC_eUICC_ES10b.RetrieveNotificationsList

General Initial Conditions

Entity Description of the general initial condition
eUlCC No Operational Profile is installed on the eUICC.
eUICC No Notifications are stored in the eUICC's Pending Notifications List.

Test Sequence #01 Nominal: Retrieve by Sequence Number for Install Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Do not remove both the notifications.
1ca S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_IN1_PIR
eulcC #LIST_NOTIF_ALL) SW = 0x9000
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#R_RETRIEVE_NOTIF_IN1_V3
MTD_STORE_DATA( SW'= 0x9000
1 :GII_CI? éd | MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_ ;x‘zggott:‘ffca“ong ture
SEQ_NO_IN1>)) 9 ,
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_IN1_PIR
S LPAd_, | MTD_STORE_DATA( SW = 0x9000
2 cUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_ | - Verify the euiccSignPIR
SEQ_NO_IN1_PIR>)) <EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

Test Sequence #02 Nominal: Retrieve by Sequence Number for Enable Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.
e S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_EN
1.Vv3
S LPAd MTD_STORE_DATA( SW = 0x9000
N
1 — MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ | « Verify the
eUICC . I .
_NO_EN1>)) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

Test Sequence #03 Nominal: Retrieve by Sequence Number for Disable Notification

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL. Do not remove the Notification.
IC6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
eUlCC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_DI1
V3
S LPAd MTD_STORE_DATA( SW = 0x9000
1 - MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ | - Verify the
eUlCC . T
_NO_DI1>)) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
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Test Sequence #04 Nominal: Retrieve by Sequence Number for Delete Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL. Remove the Notification.
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.
7 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
eulCC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_DE
1.Vv3
S LPAd MTD_STORE_DATA( SW = 0x9000
N
1 - MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ * Verify the
eUICC . e .
_NO_DE1>)) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

Test Sequence #05 Nominal: Retrieve by Sequence Number for Two Install (PIR)
Notifications with different Notification Addresses

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL.
Do not remove the Notification.
Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_SIG SHALL be set in MTD_ AUTHENTICATE SMDP rather than
ca #CERT_S_SM_DPauth_SIG
o #TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_SIG SHALL be set in #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_SIG
Do not remove the Notification.
Ic5 S_LPAd —» | MTD_STORE_DATA( ZI;_:;IISRT_NOTIF_INl_PIR_I
euicC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_
PIR
S LPAd— | MTD_STORE_DATA( SW = 0x9000
1 eUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ Verifv th iccSianPIR
_NO_INL_PIR>)) erify the euiccSign '
<EUICC_SIGN_PIR> using
the #PK_EUICC_SIG
S LPAd — MTD_STORE_DATA( #R_RETRIEVE_NOTIF_IN2_
2 cUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ | PIR
_NO_IN2_PIR>)) SW = 0x9000
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« Verify the euiccSignPIR
<EUICC_SIGN_PIR> using
the #PK_EUICC_SIG

Test Sequence #06 Nominal: Retrieve by Sequence Number for Install (PIR) and
Enable Notifications

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
c5 S_LPAd — | MTD_STORE_DATA( *EEEL'ST—NOT'F—'NLP'R—
euiCC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1
_PIR
S LPAd— | MTD_STORE DATA( SW = 0x9000
1 oUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ | " "~ SianPIR
_NO_INL_PIR>)) « Verify the euiccSign .
<EUICC_SIGN_PIR> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_EN
1.V3
S LPAd MTD_STORE_DATA( SW = 0x9000
N
2 — MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ | « Verify the
eUlCC . - .
_NO_EN1>)) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

Test Sequence #07 Nominal: Retrieve by Sequence Number for Disable and Delete
Notifications

Step Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the notification
IC5 Disable PROFILE_OPERATIONALL. Do not remove the notification
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification
c7 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1
eUICC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_DI1
V3
S LPAd o MTD_STORE_DATA( SW = 0x9000
1 SUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ | « Verify the

_NO_DI1>))

euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
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#R_RETRIEVE_NOTIF_DE

1.V3
S LPAd MTD_STORE_DATA( SW = 0x9000
=
2 = MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ * Verify the
euiCcC . I .
_NO_DE1>)) euiccNotificationSignature

<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

Test Sequence #08 Nominal: Retrieve by Sequence Number for Install
(OtherSignedNotification) and Enable Notifications

Step Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1. Remove the PIR natification, but do not remove the
OtherSignedNotification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
c5 S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_
V3
S LPAd MTD_STORE_DATA( SW = 0x9000
N
1 - MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SE * Verify the
eUlCC . e .
Q_NO_IN1>)) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_EN1_
V3
S LPAd MTD_STORE_DATA( SW = 0x9000
N
2 — MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SE | « Verify the
eUlCC . - .
Q_NO_EN1>)) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

Test Sequence #09 Nominal: Retrieve by Sequence Number for Enable and Install
(PIR) notifications

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Remove both notifications.

IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.

Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.

The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the

following exceptions:

IC5 e #CERT_S_SM_DP2auth_SIG SHALL be setin MTD AUTHENTICATE SMDP rather than
#CERT_S_SM_DPauth_SIG - -

o #TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST_DP_ADDRESS1
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o #CERT_S_SM_DP2pb_SIG SHALL be setin #PREP_DOWNLOAD NO_CC rather than

#CERT_S_SM_DPpb_SIG
Do not remove the Notification.

IC6

S LPAd — | MTD_STORE_DATA(

#R_LIST_NOTIF_EN1_IN2_P
IR

Q_NO_EN1>))

euicC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_IN2_
PIR
S_LPAd — MTD_STORE_DATA( SW = 0x9000
1 cUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SE Verify th iccSianPIR
Q_NO_IN2_PIR>)) erify the euiccSignPIR
<EUICC_SIGN_PIR> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_EN1_
V3
S LPAd — MTD_STORE_DATA( SW = 0x9000
2 cUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SE * Verify the

euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

Test Sequence #10 Nominal: Retrieve Sequence Numbers that are not present

Step Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
ica S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
eulCC #LIST_NOTIF_ALL) SW = 0x9000
#R_RETRIEVE_NOTIF_IN
MTD_STORE_DATA L_PIR
S_LPAd — - - ( SW = 0x9000
1 sUICC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ_ Verifv the euiccSianPIR
NO_INL_PIR>)) erify the euiccSign .
<EUICC_SIGN_PIR> using
the #PK_EUICC_SIG
S LPAd MTD_STORE_DATA( #R_RETRIEVE_NOTIF_N
=
2 sUIcC MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTIF_SEQ_ | ONE
NO_IN1_PIR> +1)) SW = 0x9000

Test Sequence #11 Nominal: Retrieve by Notification Type for Install Notifications

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Do not remove both the notifications.

#R_RETRIEVE_NOTIF_IN1_IN1_

PIR
S_LPAd — | MTD_STORE_DATA( SW = 0x9000
euicC #RETRIEVE_NOTIF_ALL)

* Verify the

euiccNatificationSignature
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<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

« Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

#R_RETRIEVE_NOTIF_IN1_IN1_
PIR

SW = 0x9000
* Verify the
5 S_LPAd —» | MTD_STORE_DATA( euiccNotificationSignature
euicC #RETRIEVE_NOTIF_OMITTED) <TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
3 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euicC #RETRIEVE_NOTIF_NONE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_IN1_
PIR
SW = 0x9000
* Verify the
4 S _LPAd — MTD_STORE_DATA( euiccNotificationSignature
eulCC #RETRIEVE_NOTIF_INSTALL) <TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
5 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulcC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000
6 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulcC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000
7 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulcC #RETRIEVE_NOTIF_DELETE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_IN1_
PIR
SW = 0x9000
S_LPAd MTD_STORE_DATA( .eL\J/iiEIf\lyottri]f?cationSignature
—
8 eUlCC #EEZE:_EE\;E—NOTIF—INSTALL <TBS_EUICC_NOTIF_SIG> using
- the #PK_EUICC_SIG
« Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
9 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
evlCcC #RETRIEVE_NOTIF_DISABLE_DELETE) SW = 0x9000
10 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
evlCcC #RETRIEVE_NOTIF_DISABLE_ENABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_IN1_
MTD_STORE_DATA( PIR
S_LPAd — - =
11 cUICC #RETRIEVE_NOTIF_INSTALL_ENABLE_DIS | SW = 0x9000
ABLE) « Verify the

euiccNotificationSignature
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<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

Test Sequence #12 Nominal: Retrieve by Notification Type for Enable Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
#R_RETRIEVE_NOTIF_EN1 V3
SW = 0x9000
1 S_LPAd — MTD_STORE_DATA( Verify th iccNotificationSi
euICC #RETRIEVE_NOTIF_ALL) erify the euiccNotification |ghature
<TBS_EUICC_NOTIF_SIG> using the
#PK_EUICC_SIG
) S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_EN1_V3
eUICC #RETRIEVE_NOTIF_OMITTED) SW = 0x9000
3 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_NONE) SW = 0x9000
4 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUlCC #RETRIEVE_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_EN1_V3
eUlCC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000
5 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000
; S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DELETE) SW = 0x9000
8 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_EN1_V3
eUICC #RETRIEVE_NOTIF_INSTALL_ENABLE) | SW =0x9000
9 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE_DELETE) | SW = 0x9000
10 S_LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_EN1_V3
eUICC #RETRIEVE_NOTIF_DISABLE_ENABLE) | SW = 0x9000
MTD_STORE_DATA(
11 Z]Lg CAd | #RETRIEVE_NOTIF_INSTALL_ENABLE_ ZF\;V—?%IQR(')E)XE—NOT'F—ENLVS’
DISABLE) -

Test Sequence #13 Nominal: Retrieve by Notification Type for Disable Notification

Directio
n

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
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IC5 Disable PROFILE_OPERATIONALZL. Do not remove the Notification.
#R_RETRIEVE_NOTIF_DI1_V
3
SW = 0x9000
1 S_LPAd —» | MTD_STORE_DATA(  Verify th
euilCcC #RETRIEVE_NOTIF_ALL) erify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DI1_V
3
SW = 0x9000
5 S_LPAd —» | MTD_STORE_DATA(  Verifv th
euiCC #RETRIEVE_NOTIF_OMITTED) ertythe —
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
3 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulCC #RETRIEVE_NOTIF_NONE) SW = 0x9000
4 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulCC #RETRIEVE_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulCC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_DI1_V
3
SW = 0x9000
6 S_LPAd — | MTD_STORE_DATA( Verify th
euicC #RETRIEVE_NOTIF_DISABLE) ertythe —
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
7 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DELETE) SW = 0x9000
8 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_INSTALL_ENABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_DI1_V
3
SW = 0x9000
S_LPAd — | MTD_STORE_DATA( )
9 « Verify the
euicC #RETRIEVE_NOTIF_DISABLE_DELETE) : e
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DI1_V
3
SW = 0x9000
10 S_LPAd —» | MTD_STORE_DATA( « Verify th
eUICC #RETRIEVE_NOTIF_DISABLE_ENABLE) ertythe
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DI1_V
S LPAd — MTD_STORE_DATA( 3
11 cUICC #RETRIEVE_NOTIF_INSTALL_ENABLE_DISABLE | SW = 0x9000
) « Verify the

euiccNotificationSignature
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<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

Test Sequence #14 Nominal: Retrieve by Notification Type for Delete Notification

Directio

N Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL. Remove the Notification.
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.
#R_RETRIEVE_NOTIF_DE1_V
3
SW = 0x9000
1 S_LPAd —» | MTD_STORE_DATA( Verify th
euilCcC #RETRIEVE_NOTIF_ALL) . .erlfy t.g o
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DE1_V
3
SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( Verifv th
euicC #RETRIEVE_NOTIF_OMITTED) erifythe
- - euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
3 S _LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulcC #RETRIEVE_NOTIF_NONE) SW = 0x9000
4 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_INSTALL) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000
6 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_DE1_V
3
SW = 0x9000
7 S LPAd —» | MTD_STORE_DATA( Verifv th
euICC #RETRIEVE_NOTIF_DELETE) ertythe
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG
8 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euicC #RETRIEVE_NOTIF_INSTALL_ENABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_DE1_V
3
S_LPAd — | MTD_STORE_DATA( _
o euiCcC #RETRIEVE_NOTIF_DISABLE_DELETE) SW'= 0x9000
* Verify the
euiccNotificationSignature
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<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_SIG

E)

10 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euicC #RETRIEVE_NOTIF_DISABLE_ENABLE) SW = 0x9000
MTD_STORE_DATA(
S _LPAd — = — #R_RETRIEVE_NOTIF_NONE
11 CDICO #RETRIEVE_NOTIF_INSTALL_ENABLE_DISABL | o\ o0

Test Sequence #15 Nominal: Retrieve by Notification Type for Two Install (PIR)
Notifications with different Notification Addresses

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL.
Do not remove the Notification.
Install PROFILE_OPERATIONALZ2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_SIG SHALL be setin MTD_ AUTHENTICATE SMDP rather than
ca #CERT_S_SM_DPauth_SIG
e #TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_SIG SHALL be set in #PREP_DOWNLOAD_NO_CC rather than
#CERT_S_SM_DPpb_SIG
e Do not remove the Natification.
#R_RETRIEVE_NOTIF_IN1_PIR_IN2
_PIR
1 S LPAd — | MTD_STORE_DATA( SW = 0x9000
eUlCC #RETRIEVE_NOTIF_ALL) * Verify both the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
#R_RETRIEVE_NOTIF_IN1_PIR_IN2
_PIR
5 S_LPAd — MTD_STORE_DATA( SW = 0x9000
eUiCC #RETRIEVE_NOTIF_OMITTED) * Verify both the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
3 S LPAd - | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUlCC #RETRIEVE_NOTIF_NONE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_PIR_IN2
_PIR
4 S_LPAd — | MTD_STORE_DATA( SW = 0x9000
euUlCC #RETRIEVE_NOTIF_INSTALL) * Verify both the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
5 S_LPAd — MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUlCC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000
6 S_LPAd — MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulCC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000
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ISABLE)

; S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DELETE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_PIR_IN2
_PIR
8 S_LPAd — MTD_STORE_DATA( SW = 0x9000
eUICC #RETRIEVE_NOTIF_INSTALL_ENABLE) * Verify both the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
9 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE_DELETE) SW = 0x9000
10 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE_ENABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_PIR_IN2
_PIR
S LPAd — MTD_STORE_DATA( SW = 0x9000
11 - #RETRIEVE_NOTIF_INSTALL_ENABLE_D . . .
eUICC « Verify both the euiccSignPIR

<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

Test Sequence #16 Nominal: Retrieve by Notification Type for Install (PIR) and Enable
Notifications

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
#R_RETRIEVE_NOTIF_IN1_PIR_EN1
_V3
SW = 0x9000
L | s o srome oama e e
eulCC #RETRIEVE_NOTIF_ALL) #PK_EUI c c_§| s
« Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
#R_RETRIEVE_NOTIF_IN1_PIR_EN1
_V3
SW = 0x9000
;| sema [0 srone oama R
eUICC #RETRIEVE_NOTIF_OMITTED) #PK_EUICC_§IG -
« Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
3 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eulCC #RETRIEVE_NOTIF_NONE) SW = 0x9000
4 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_IN1_PIR
euilCC #RETRIEVE_NOTIF_INSTALL) SW = 0x9000
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* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
#R_RETRIEVE_NOTIF_EN1 V3
SW = 0x9000
5 S_LPAd — MTD_STORE_DATA( . . . L .
cUICC #RETRIEVE_NOTIF_ENABLE) Verify the eu|chot|f|cat|onS|gr_1ature
<TBS_EUICC_NOTIF_SIG> using the
#PK_EUICC_SIG
6 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000
; S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DELETE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_PIR_EN1
_V3
SW = 0x9000
s | summan | uro srone oa e S
eUlCC #RETRIEVE_NOTIF_INSTALL_ENABLE) #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
9 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE_DELETE) | SW = 0x9000
#R_RETRIEVE_NOTIF_EN1 V3
SW = 0x9000
10 S LPAd —» | MTD_STORE_DATA( Veri ) tionSi
eUICC #RETRIEVE_NOTIF_DISABLE_ENABLE) erify the euicoNotificationSignature
<TBS_EUICC_NOTIF_SIG> using the
#PK_EUICC_SIG
#R_RETRIEVE_NOTIF_IN1_PIR_EN1
_V3
SW = 0x9000
S LPAd — MTD_STORE_DATA( * Verify the euichotificationSigpature
11 SUICC #RETRIEVE_NOTIF_INSTALL_ENABLE_ | <TBS_EUICC_NOTIF_SIG> using the
DISABLE) #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

Test Sequence #17 Nominal: Retrieve by Notification Type for Disable and Delete
Notifications

Step Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the notification

IC5 Disable PROFILE_OPERATIONAL1. Do not remove the notification
IC6 Delete PROFILE_OPERATIONAL1. Do not remove the Notification
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#R_RETRIEVE_NOTIF_DI1_DE1

BLE)

V3
SW = 0x9000
L S LPAd — | MTD_STORE_DATA( Verify both th
euICC #RETRIEVE_NOTIF_ALL) eryboth the
euiccNotificationSignatures
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DI1_DE1
V3
SW = 0x9000
) S_LPAd — | MTD_STORE_DATA( Verify both th
euICC #RETRIEVE_NOTIF_OMITTED) eryboth the
euiccNotificationSignatures
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
3 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_NONE) SW = 0x9000
A S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_INSTALL) SW = 0x9000
5 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_DI1_V3
SW = 0x9000
6 S LPAd — | MTD_STORE_DATA(  Verify the
eUICC #RETRIEVE_NOTIF_DISABLE) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DE1_V3
SW = 0x9000
. S LPAd — | MTD_STORE_DATA( « Verify the
eUICC #RETRIEVE_NOTIF_DELETE) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
o S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euiCC #RETRIEVE_NOTIF_INSTALL_ENABLE) SW = 0x9000
#R_RETRIEVE_NOTIF_DI1_DE1
V3
SW = 0x9000
9 S LPAd — | MTD_STORE_DATA( Verify both th
eulCC #RETRIEVE_NOTIF_DISABLE_DELETE) eryboth the
euiccNotificationSignatures
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DI1_V3
SW = 0x9000
10 S LPAd — MTD_STORE_DATA( * Verify the
euICC #RETRIEVE_NOTIF_DISABLE_ENABLE) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_DI1_V3
MTD_STORE_DATA( SW = 0x9000
11 S_LPAd— | o ETRIEVE NOTIF INSTALL ENABLE Disa | * Verifythe
eUICC euiccNotificationSignature

<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
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Test Sequence #18 Nominal: Retrieve by Notification Type for Install
(OtherSignedNotification) and Enable Notifications

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove the PIR notification, but do not remove the
OtherSignedNatification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
#R_RETRIEVE_NOTIF_IN1_EN1
V3
SW = 0x9000
1 S_LPAd — | MTD_STORE_DATA( .
eUICC #RETRIEVE_NOTIF_ALL) * Verify both the
euiccNotificationSignatures
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_IN1_EN1
V3
SW = 0x9000
) S LPAd —» | MTD_STORE_DATA( Verifv both th
euICC #RETRIEVE_NOTIF_OMITTED) ferify both the
euiccNotificationSignatures
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
3 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUiCC #RETRIEVE_NOTIF_NONE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_V3
SW = 0x9000
4 S LPAd — MTD_STORE_DATA( * Verify the
eUICC #RETRIEVE_NOTIF_INSTALL) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_EN1_V3
SW = 0x9000
5 S LPAd — MTD_STORE_DATA( * Verify the
eUICC #RETRIEVE_NOTIF_ENABLE) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
5 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000
7 S LPAd — MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DELETE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_EN1
V3
SW = 0x9000
8 S_LPAd — | MTD_STORE_DATA( "
eulCC #RETRIEVE_NOTIF_INSTALL_ENABLE) * Verify both the
- - - euiccNotificationSignatures
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
9 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE_DELETE) SW = 0x9000
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#R_RETRIEVE_NOTIF_EN1_V3
SW = 0x9000
10 S LPAd — MTD_STORE_DATA( * Verify the
eUICC #RETRIEVE_NOTIF_DISABLE_ENABLE) euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
#R_RETRIEVE_NOTIF_IN1_EN1
V3
S LPAd , | MTD_STORE_DATA( SW = 0x9000
11 eL_JICC #RETRIEVE_NOTIF_INSTALL_ENABLE_DISA | - Verify both the
BLE) euiccNotificationSignatures
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

Test Sequence #19 Nominal: Retrieve by Notification Type for Enable and Install (PIR)

notifications

Step Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both naotifications.
IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.
Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_SIG SHALL be set in MTD AUTHENTICATE SMDP rather than
#CERT_S_SM_DPauth_SIG
Ics e #TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_SIG SHALL be set in #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_SIG
Do not remove the Notification.
#R_RETRIEVE_NOTIF_EN1_IN2_
PIR_V3
SW = 0x9000
* Verify the
1 S LPAd — MTD_STORE_DATA( euiccNotificationSignature
euicC #RETRIEVE_NOTIF_ALL) <TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
#R_RETRIEVE_NOTIF_EN1_IN2_
PIR_V3
SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA( « Verify the
euicC #RETRIEVE_NOTIF_OMITTED) ) e
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG
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* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

S LPAd —
eUICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_NONE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

S_LPAd —
eUICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL)

#R_RETRIEVE_NOTIF_IN2_PIR
SW = 0x9000

* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

S _LPAd —
euICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_ENABLE)

#R_RETRIEVE_NOTIF_EN1_V3
SW = 0x9000

« Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

S_LPAd —
evICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

S_LPAd —
evICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DELETE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

S_LPAd —
euicC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL_ENABLE)

#R_RETRIEVE_NOTIF_EN1_IN2_
PIR_V3

SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

S LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_DELETE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

10

S_LPAd —
euiCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_ENABLE)

#R_RETRIEVE_NOTIF_EN1 V3
SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

11

S_LPAd —
eUICC

MTD_STORE_DATA(

#RETRIEVE_NOTIF_INSTALL_ENABLE_DIS

ABLE)

#R_RETRIEVE_NOTIF_EN1_IN2_
PIR_V3

SW = 0x9000

* Verify the
euiccNatificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
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Test Sequence #20 Nominal: Retrieve by Notification Type for No Notifications
available

Direction

Sequence / Description

Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

L S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_ALL) SW = 0x9000

. S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_OMITTED) SW = 0x9000

3 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_NONE) SW = 0x9000

A S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_INSTALL) SW = 0x9000

5 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000

6 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000

; S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_DELETE) SW = 0x9000

g S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_INSTALL_ENABLE) SW = 0x9000

9 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_DISABLE_DELETE) SW = 0x9000

10 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_DISABLE_ENABLE) SW = 0x9000

1 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
euICC #RETRIEVE_NOTIF_INSTALL_ENABLE_DISABLE) | SW = 0x9000

Test Sequence #21 Nominal: Retrieve by Sequence Number for Install Notification,
different SM-DP+ Addresses in PIR and Install Notification

Step Direction Sequence / Description ‘ Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_INST_DIFF instead of
#METADATA_OP_PROF1. Do not remove both the notifications.
S_LPAd— | MTD_STORE DATA( #R_LIST_NOTIF_IN1_DP1_PIR_IN
ICa uicc #LIST_NOTIF_ALL) 1_DP2_OSN
€ - - SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_DP1_
PIR
S LPAd — | MTD_STORE DATA( SW = 0x9000
1 = MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTI , o
eUlCC * Verify the euiccSignPIR

F_SEQ_NO_IN1_DP1>))

<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
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S_LPAd —
eUlCC

MTD_STORE_DATA(

MTD_RETRIEVE_NOTIF_SEQ_NUM(<NOTI

F_SEQ_NO_IN1_DP2>))

#R_RETRIEVE_NOTIF_IN1 DP2_
OSN_V3

SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG> using
the #PK_EUICC_SIG

Test Sequence #22 Nominal: Retrieve by Notification Type for Install Notifications,
different SM-DP+ Addresses in PIR and Install Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL with #METADATA_OP_PROF1_INST_DIFF instead of
#METADATA_OP_PROF1. Do not remove both the notifications.
#R_RETRIEVE_NOTIF_IN1_DP1_PIR_IN1_
DP2_OSN_V3
SW = 0x9000
S LPAd — MTD_STORE_DATA( * Verify the eu|chot|f|cat|onS|ghature
1 uIce #RE'I?RIEVE NOTIF ALL) <TBS_EUICC_NOTIF_SIG> using the
© - - #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
#R_RETRIEVE_NOTIF_IN1_DP1_PIR_IN1_
DP2_OSN_V3
SW = 0x9000
;| suoma— | urosrore oa A o
eUICC #RETRIEVE_NOTIF_OMITTED) #PK_EUICC_glG -
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
3 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_NONE) SW = 0x9000
#R_RETRIEVE_NOTIF_IN1_DP1_PIR_IN1_
DP2_OSN_V3
SW = 0x9000
o | seras [0 srone oam e
eUICC #RETRIEVE_NOTIF_INSTALL) #PK_EUICC_EIG -
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
5 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_ENABLE) SW = 0x9000
6 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000
. S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE
eUICC #RETRIEVE_NOTIF_DELETE) SW = 0x9000
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#R_RETRIEVE_NOTIF_IN1_DP1_PIR_IN1_
DP2_OSN_V3
SW = 0x9000
S LPAd — MTD_STORE_DATA( * Verify the euiccNotificationSignature
8 - #RETRIEVE_NOTIF_INSTALL <TBS_EUICC_NOTIF_SIG> using the
evicc _ENABLE) #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG
MTD_STORE_DATA
9 S_LPAd= | RETRIEVE NOTIF (DISABLE peL | #R-RETRIEVE_NOTIF_NONE
eUICC - - - SW = 0x9000
ETE)
MTD_STORE_DATA
10 S_LPAd —~ #RE'FRIEVE_NOTIF_(DISABLE_ENA #R_RETRIEVE_NOTIF_NONE
eulcC SW = 0x9000
BLE)
#R_RETRIEVE_NOTIF_IN1_DP1_PIR_IN1_
DP2_OSN_V3
SW = 0x9000
S LPAd — MTD_STORE_DATA( « Verify the euiccNotificationSignature
11 - #RETRIEVE_NOTIF_INSTALL_ENA | <TBS_EUICC_NOTIF_SIG> using the
evicc BLE_DISABLE) #PK_EUICC_SIG
* Verify the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_SIG

4.2.16 ES10b (LPA -- eUICC): RemoveNotificationFromList

4.2.16.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 2.5.6

e Section 3.1.3.3
e Section 3.5

e Section 5.7.11

4.2.16.2 Test Cases

Throughout all the RemoveNoaotificationFromList test cases the maximum number of
Notifications simultaneously tested has been set as to two as there is no minimum defined in
SGP.21 [3] or SGP.22 [2] for the number of Notifications that can be stored by the eUICC.

The rule specified in section 4.2.15.2 explaining the way to distinguish a
ProfileInstallationResult froman OtherSignedNotification forinstallation also
applies for the test cases defined below.

4.2.16.21 TC_eUICC_ES10b.RemoveNotificationFromList

General Initial Conditions

Entity Description of the general initial condition
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eUICC

No Operational Profile is installed on the eUICC.

euiCC

No Notifications are stored in the eUICC's Pending Notifications List.

Test Sequence #01 Nominal: Install Notification

Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Do not remove both the notifications.
ic4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_IN1_PIR
eulcC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
1 Oice MTD_REMOVE_NOTIF( SW = 0x9000
e <NOTIF_SEQ_NO_IN1>)) -
5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
eulCcC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
3 A MTD_REMOVE_NOTIF( SW = 0X9000 -
e <NOTIF_SEQ_NO_IN1_PIR>)) -
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCcC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #02 Nominal: Enable Notification

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.

IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.

5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK

1 Oice MTD_REMOVE_NOTIF( SW = 09000 -
e <NOTIF_SEQ_NO_EN1>)) N

9 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulcC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #03 Nominal: Disable Notification

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.

IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.

IC5 Disable PROFILE_OPERATIONALL. Do not remove the Notification.

IC6 S_LPAd —~ MTD_STORE_DATA( #R_LIST_NOTIF_DI1
euicC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd —~ MTD_STORE_DATA( #R_REMOVE_NOTIF_OK

1 uice MTD_REMOVE_NOTIF( SW = 0x9000
€ <NOTIF_SEQ_NO_DI1>)) -

5 S_LPAd —~ MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulcC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #04 Nominal: Delete Notification

Step Direction ‘ Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.

IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.

IC5 Disable PROFILE_OPERATIONALL1. Remove the Notification.

IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.

Ic7 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_DE1
eUlCC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK

1 ulce MTD_REMOVE_NOTIF( SW = 0x9000
e <NOTIF_SEQ_NO_DE1>)) -

2 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #05 Nominal: Two Install (PIR) Notifications with different Notification
Addresses

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL.

Do not remove the Notification.

Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.

The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the

following exceptions:

IC4 e #CERT_S_SM_DP2auth_SIG SHALL be setin MTD AUTHENTICATE SMDP rather than
#CERT_S_SM_DPauth_SIG - -

e H#TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST DP_ADDRESS1 - -

IC3
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e #CERT_S_SM_DP2pb_SIG SHALL be setin #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_SIG
Do not remove the Naotification.

. S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_IN2_PIR
eUICC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA(
1 SL—J'I‘CPéd MTD_REMOVE_NOTIF( ZFVQV—F_Q %’:(A;)XE—NOT'F—OK
€ <NOTIF_SEQ NO_IN1_PIR>)) -
) S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN2_PIR
euICC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA(
3 Sa'l‘cpéd MTD_REMOVE_NOTIF( zF\jV—F_{%')\("goo\ég—NOT'F—OK
€ <NOTIF_SEQ_NO_IN2_PIR>)) -
A S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #06 Nominal: Install (PIR) and Enable Notifications

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
Ic5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1
euicC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
1 uice MTD_REMOVE_NOTIF( SW = 0x9000
e <NOTIF_SEQ_NO_IN1_PIR>)) -
5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulCC #LIST_NOTIF_ALL) SW = 0x9000
S _LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
3 UIce MTD_REMOVE_NOTIF( SW = 0x9000 -
€ <NOTIF_SEQ_NO_EN1>)) -
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCcC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #07 Nominal: Disable and Delete Notifications

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification
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IC5 Disable PROFILE_OPERATIONALL1. Do not remove the Notification
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification
Ic7 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1
euicC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
1 uice MTD_REMOVE_NOTIF( SW = 0x9000
e <NOTIF_SEQ_NO_DI1>)) -
5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_DE1
euiCcC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
3 UIce MTD_REMOVE_NOTIF( SW = 0x9000
€ <NOTIF_SEQ_NO_DE1>)) -
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euicC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #08 Nominal: Install (OtherSignedNotification) and Enable
Notifications

Step Direction Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Install PROFILE_OPERATIONALL. Remove the PIR notification, but do not remove the
IC3 ) -
OtherSignedNotification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
ics | S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1
euICC #LIST_NOTIF_ALL) SW = 0x9000
S _LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
1 Oice MTD_REMOVE_NOTIF( SW = 0x9000
€ <NOTIF_SEQ_NO_IN1>)) -
2 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulCcC #LIST_NOTIF_ALL) SW = 0x9000
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
3 ice MTD_REMOVE_NOTIF( SW = 0x9000 -
€ <NOTIF_SEQ_NO_EN1>)) N
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eulCC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #09 Nominal: Enable and Install (PIR) notifications

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Remove both notifications.
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IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.
Install PROFILE_OPERATIONAL2 with METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_SIG SHALL be set in MTD AUTHENTICATE SMDP rather than
c5 #CERT_S_SM_DPauth_SIG
e #TEST_DP_ADDRESS2 SHALL be setin MTD AUTHENTICATE SMDP rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_SIG SHALL be setin #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_SIG
Do not remove the Notification.
Ic6 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1_IN2_PIR
euiCcC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA(
1 Sall'gcAd MTD_REMOVE_NOTIF( ?SV—F_{%')\(A;)\(;E—NOTIF—OK
€ <NOTIF_SEQ_NO_IN2_PIR>)) -
5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1
euicC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA(
3 Sall'gcAd MTD_REMOVE_NOTIF( z%?%';ﬂ;\ég—NOTIF—OK
€ <NOTIF_SEQ_NO_EN1>)) -
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euicC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #10 Nominal: Removing Sequence Numbers that are not present

Step Direction Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
ic3 | nstall PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
ica | S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
eulcC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA(
1 S_LPAd — MTD_REMOVE_NOTIF( #R_REMOVE_NOTIF_NOTHING_TO_DELETE
eulcC <NOTIF_SEQ_NO_IN1_PIR> - SW = 0x9000
1))
9 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
eulcC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA(
3 S_LPAd — MTD_REMOVE_NOTIF( #R_REMOVE_NOTIF_NOTHING_TO_DELETE
eulcC <NOTIF_SEQ_NO_IN1_PIR> + SW = 0x9000
1))
4 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
euiccC #LIST_NOTIF_ALL) SW = 0x9000
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S LPAd — | MTD_STORE_DATA( #R_REMOVE_NOTIF_OK
5 Do MTD_REMOVE_NOTIF( SW = 0X9000
e <NOTIF_SEQ_NO_IN1_PIR>)) -
¢ | S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000
S LPAd — | MTD_STORE_DATA( #R_REMOVE_NOTIF_NOTHING_TO_DELETE
7 Sice MTD_REMOVE_NOTIF( W = 0X9000 - -1
e <NOTIF_SEQ_NO_IN1_PIR>)) -
g | S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA(
o | S_LPAd— | MTD_REMOVE_NOTIF( #R_REMOVE_NOTIF_NOTHING_TO_DELETE
eUICC <NOTIF_SEQ_NO_IN1_PIR> + SW = 0x9000
1))
10 | S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000

4.2.17 ES10b (LPA -- eUICC): LoadCRL
This section is defined as FFS.

4.2.18 ES10b (LPA -- eUICC): AuthenticateServer

4.2.18.1
References

Conformance Requirements

GSMA RSP Technical Specification [2]:

e Section 2.4.2

e Section 2.6.2,2.6.7.1, 2.6.7.2
e Section 3.0.1, 3.1.3

e Section 3.6.2

e Section 4.5.2

e Section 5.5

e Section5.6.1

e Section 5.7.13

e Section 5.8.1

4.2.18.2 Test Cases

4.2.18.21 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_NIST_Server_Variant_O

Test Sequence #01 Nominal: Without MatchingID in CtxParams1

Step Direction Sequence / Description ‘Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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#R_EUICC_INFO1

SW = 0x9000
Extract the
S_LPAd — | MTD_STORE_DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNI
! euicC (#GET_EUICC_INFO1) NG> and

<EUICC_CI_PK_ID_LIST_FOR_VERIFI
CATION> from response data and verify
if they contain at least one same GSMA
Cl Key ID based on NIST P-256 curve
#R_CHALLENGE

SW = 0x9000

Extract the <EUICC_CHALLENGE>

S LPAd — | MTD_STORE_DATA
evICC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root ClI certificate
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1,

MTD_CHECK_AUTH_SERVER_RESP(
#TEST_DP_ADDRESSI,

S LPAd — <S_SMDP_SIGNATURE1>,
4 evicc #CERT_S_SM_DPauth_SIG, <S_SMDP_CHALLENGE>,
NO PARAM, #CTX_PARAMSL1)
#CRL_LIST, SW = 0x9000
FALSE

Test Sequence #02 Nominal: With MatchingID in CtxParams1

Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO1

SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNI

1 S_LPAd — | MTD_STORE_DATA NG> and

eulCC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VERIF

ICATION> from response data and
verify if they contain at least one same
GSMA CI Key ID based on NIST P-256
curve

#R_CHALLENGE

SW = 0x9000

Extract the <EUICC_CHALLENGE>

S_LPAd -~ | MTD_STORE_DATA
evICC (#GET_EUICC_CHALLENGE)
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The following inputs are required for Step 4 as described in the InitiateAuthentication function:

<S_TRANSACTION_ID>
<EUICC_CHALLENGE>

3 e <S SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root CI certificate
MTD_STORE_DATA_SCRIPT(MTD_AUT
HENTICATE_SMDP(
#TEST_DP_ADDRESS],
MTD_CHECK_AUTH_SERVER_RESP
<S_SMDP_CHALLENGE>, (
#CTX_PARAMS1_MATCH_ID, #TEST DP_ADDRESSL,
S LPAd — <S_SMDP_SIGNATURE1>,
4 — <S_SMDP_CHALLENGE>,
eulCC #CERT_S_SM_DPauth_SIG,

#CTX_PARAMS1_MATCH_ID

NO_PARAM,
#CRL_LIST, )
FALSE SW = 0x9000

Test Sequence #03 Nominal: With IMEI in Device Capabilities

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO1

SW = 0x9000
Extract the
S_LPAd -~ | MTD_STORE_DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNIN
! euiCC (#HGET_EUICC_INFO1) G>and

<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA ClI
Key ID based on NIST P-256 curve

S LPAd —~ | MTD_STORE_DATA

#R_CHALLENGE

2 euicC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root Cl certificate
MTD_STORE_DATA_SCRIPT(MTD_A | MTD_CHECK_AUTH_SERVER_RESP(
4 S_LPAd — | UTHENTICATE_SMDP( #TEST_DP_ADDRESS],
eUlCC #TEST_DP_ADDRESS], <S SMDP CHALLENGE>,
<S_SMDP_CHALLENGE>, 4CTX PARAMSL IMEI
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#CTX_PARAMS1_IMEI,
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG,
NO_PARAM,

#CRL_LIST,

FALSE

)
SW = 0x9000

4.2.18.2.2

TC_eUICC_ES10b.AuthenticateServer_SM-DP+_BRP_Server_Variant_O

Test Sequence #01 Nominal: Without MatchingID in CtxParams1

Step Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNI
1 S_LPAd — | MTD_STORE_DATA NG> and
eulCC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VERIFI
CATION> from response data and verify
if they contain at least one same GSMA
Cl Key ID based on BrainpoolP256r1
curve
S_LPAd MTD_STORE_DATA #R_CHALLENGE
2 evicC (#GET_EUICC_CHALLENGE) SW'= 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on BrainpoolP256r1
curve
e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root CI certificate
MTD_STORE_DATA_SCRIPT(MTD_AUT
HENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>,
MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMSL, #TEST_DP_ADDRESS1
A S _LPAd — <S_SMDP_SIGNATURE1>, - ’
eUICC #CERT_S_SM_DPauth_SIG, <S_SMDP_CHALLENGE>,
NO_PARAM, #CTX_PARAMS1)
#CRL_LIST, SW = 0x9000
FALSE
)
)
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Test Sequence #02 Nominal: With MatchingID in CtxParams1

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST FOR_SIGNI
1 S_LPAd -~ | MTD_STORE_DATA NG> and
eulCC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VERIF
ICATION> from response data and
verify if they contain at least one same
GSMA CI Key ID based on
BrainpoolP256r1 curve
S_LPAd MTD_STORE_DATA #R_CHALLENGE
2 evlCC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S _TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID based on BrainpoolP256r1
curve
e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root ClI certificate
MTD_STORE_DATA_SCRIPT(MTD_AUT
HENTICATE_SMDP(
#TEST_DP_ADDRESS1,

-~ MTD_CHECK_AUTH_SERVER_RESP
<S_SMDP_CHALLENGE>, « — - -
#CTX_PARAMS1_MATCH_ID, #TEST DP_ADDRESSL,

S LPAd — <S_SMDP_SIGNATURE1>,
4 — <S_SMDP_CHALLENGE>,
eUICC #CERT_S_SM_DPauth_SIG,

NO_PARAM,
#CRL_LIST,
FALSE

#CTX_PARAMS1_MATCH_ID

)
SW = 0x9000

Test Sequence #03 Nominal: With IMEI in Device Capabilities

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S _LPAd —
euicC

MTD_STORE_DATA
(#GET_EUICC_INFO1)

#R_EUICC_INFO1
SW = 0x9000

Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNIN
G> and
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<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA ClI
Key ID based on BrainpoolP256r1 curve

S_LPAd —
eUlCC

MTD_STORE_DATA
(#GET_EUICC_CHALLENGE)

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on BrainpoolP256r1
curve

e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root CI certificate

MTD_STORE_DATA SCRIPT(MTD_A
UTHENTICATE_SMDP(

#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1_IMEI,

MTD_CHECK_AUTH_SERVER_RESP(
#TEST_DP_ADDRESSI,

4 S_LPAd —~ <S_SMDP_SIGNATURE1>, <S_SMDP_CHALLENGE>,
evuICC #CERT_S_SM_DPauth_SIG, #CTX_PARAMS1_IMEI

NO_PARAM, )

#CRL_LIST, SW = 0x9000

FALSE

)
)
4.2.18.2.3 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_FRP

This test case is defined as FFS and not applicable for this version of test specification.

4.218.24 TC_eUICC_ES10b.AuthenticateServer_SM-
DP+_ErrorCases_Server_Variant_O

Test Sequence #01 Error: With Incorrect SM-DPauth certificate (i.e. invalid signature)

Step Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA _
2 eulCC (#GET_EUICC_CHALLENGE) SW = 0x3000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
3 e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
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e <S SMDP_CHALLENGE>
¢ <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e Choose the #CERT_S_SM_DPauth_INV_SIGN leading to the same Root CI certificate apart
from the signature

S_LPAd —
euICC

MTD_STORE_DATA_SCRIPT

(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1,
<S_SMDP_SIGNATURE1>,

#CERT_S_SM_DPauth_INV_SIG,
NO_PARAM,
#CRL_LIST,
FALSE

)

)

#R_AUTH_SERVER_INV_CERT
SW = 0x9000

« Verify that the <S_TRANSACTION_ID>
present in the
AuthenticateResponseError is the
same as <S_TRANSACTION_ID> in
MTD_AUTHENTICATE_SMDP.

Test Sequence #02 Error: With Invalid SM-DP+ Signature

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S LPAd — #R_EUICC_INFO1
1 — MTD_STORE_DATA (#GET_EUICC_INFO1)
eUICC SW = 0x9000
#R_CHALLENGE
) S_LPAd — | MTD_STORE_DATA SW = 0x9000
evlCcC (#GET_EUICC_CHALLENGE) Extract the
<EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S_SMDP_CHALLENGE>
3 e <S SMDP_SIGNATURE1> NOT computed with the #SK_S_SM_DPauth_SIG but SHALL have
the same length as for a valid signature
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root ClI certificate
MTD_STORE_DATA_SCRIPT(MTD_AUTHEN
TICATE_SMDPY( ZR_AUTH_SERVER_INV_SIG
#TEST_DP_ADDRESS]1, SW = 0x9000
<S_SMDP_CHALLENGE>, e
S LPAd —
= #CTX_PARAMS1, .

4 eUlCC - * Verify that the
<S_SMDP_SIGNATURE1>, <S_TRANSACTION_ID>
#CERT_S_SM_DPauth_SIG, present in the
NO PARAM, AuthenticateResponseErr
#CRL_LIST, or is the same as
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FALSE <S_TRANSACTION_ID> in
) MTD_AUTHENTICATE_SMDP

)

Test Sequence #03 Error: Unsupported Curve

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Ic2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd —~ | MTD_STORE_DATA #R_EUICC_INFO1
euicC (#GET_EUICC_INFO1) SW = 0x9000

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

S _LPAd — MTD_STORE_DATA
evICC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S TRANSACTION_ID>

e <EUICC_CHALLENGE>

3 e <S SMDP_CHALLENGE>

e <RANDOM_SM_DP+_SIGN>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e #CERT_S_SM_DPauth_INV_CURVE

MTD_STORE_DATA_SCRIPT
(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,

<S_SMDP_CHALLENGE>, #R_AUTH_SERVER_INV_CURV
#CTX_PARAMS1, SW = 0x9000
S LPAd — <S_SMDP_SIGNATURE1>,
4 evuicC #CERT_S_SM_DPauth_INV_CURVE, | * Verify that the <S_TRANSACTION_ID>
NO PARAM, present in the AuthenticateResponseError

is the same as <S_TRANSACTION_ID> in

#CRL_LIST, MTD_AUTHENTICATE_SMDP.

FALSE
)
)

Test Sequence #04 Error: eUICC Challenge Mismatch

Step ‘ Direction Sequence / Description ‘ Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S _LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFOL1) SW = 0x9000

5 S LPAd — MTD_STORE_DATA #R_CHALLENGE
euICC (#GET_EUICC_CHALLENGE) SW = 0x9000
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e <S_TRANSACTION_ID>

e <S_SMDP_SIGNATURE1>

<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e Change the value of <EUICC_CHALLENGE> (retrieved in step 1) to a random value different
3 from <EUICC_CHALLENGE>e <S_SMDP_CHALLENGE>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the

e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root ClI certificate

MTD_STORE_DATA_SCRIPT

(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1,

S LPAd — <S_SMDP_SIGNATURE1>,
4 el_JICC #CERT_S_SM_DPauth_SIG,
NO_PARAM,
#CRL_LIST,
FALSE

#R_AUTH_SERVER_INV_CHALLENGE
SW = 0x9000

* Verify that the <S_TRANSACTION_ID>
present in the AuthenticateResponseError
is the same as <S_TRANSACTION_ID> in
MTD_AUTHENTICATE_SMDP.

Test Sequence #05 Error: Unknown CI PK

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA _
2 eulCcC (#HGET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>

e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>

e <S_SMDP_CHALLENGE>
3 e <S SMDP_SIGNATURE1>

<EUICC_CI_PK_ID_LIST FOR_VERIFICATION>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to a Cl Key ID not present in the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING> (a random SubjectKeyldentifier can be used)
e Choose the #CERT_S_SM_DPauth_SIG leading to the CI Key ID in highest priority from the

MTD_STORE_DATA_SCRIPT

(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
#CTX_PARAMSI,
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG,

S_LPAd —
euICC

#R_AUTH_SERVER_INV_ClI
SW = 0x9000

« Verify that the <S_TRANSACTION_ID>
present in the AuthenticateResponseError
is the same as <S_TRANSACTION_ID> in
MTD_AUTHENTICATE_SMDP.
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NO_PARAM,
#CRL_LIST,
FALSE

)

)

Test Sequence #06 Error: Invalid Certificate Role OID

The purpose of this sequence is to make sure that the eUICC refuses any SM-DP+
Certificate for authentication that does not indicate “id-rspRole-dp-auth” in its extension for

Certificate Policies.

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA B
2 eulCC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
3 e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST _FOR_SIGNING>
e Choose the #CERT_S_SM_DPpb_SIG (instead of #CERT_S_SM_DPauth_SIG) leading to
the same Root ClI certificate
MTD_STORE_DATA_SCRIPT
(MTD_AUTHENTICATE_SMDP( #R_AUTH_SERVER_INV_OID
#TEST_DP_ADDRESSI, SW = 0x9000
<S_SMDP_CHALLENGE>, oR
#CTX_PARAMSL, #R_AUTH_SERVER_INV_CERT
S LPAd — <S_SMDP_SIGNATURE1>, - - -
4 eUICC #CERT S_SM_DPpb_SIG, SW = 0x9000
NO_PARAM. Verify that the <S_TRANSACTION_ID
* Verify that the <S_ _ID>
#CRL_LIST, present in the AuthenticateResponseError
FALSE is the same as <S_TRANSACTION_ID> in
) MTD_AUTHENTICATE_SMDP.
)
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Test Sequence #07 Error: No RSP session on-going

Initial Conditions

Entity Description of the initial state

No RSP session is on-going (i.e. no ES10b.getEUICCChallenge has been

evice sent to the eUICC).

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulcC (#GET_EUICC_INFO1) SW = 0x9000

The following inputs are required for Step 3 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e Change the value of <EUICC_CHALLENGE> (retrieved in step 1) to a random value different
from <EUICC_CHALLENGE>

2 e <S SMDP_CHALLENGE>

e <S SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DPauth_SIG leading to the same Root ClI certificate

MTD_STORE_DATA_SCRIPT

(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
#CTX_PARAMSI,

#R_AUTH_SERVER_NO_SESSION

SW = 0x9000
S LPAd — <S_SMDP_SIGNATURE1>, et conid returmed in th
3 = e transactionld returned in the response
#CERT_S SM_DPauth_SIG,
evicc - - - - SHALL not be checked (any value SHALL
NO_PARAM, be accepted)
#CRL_LIST,
FALSE

4.2.18.2.5 TC_eUICC_ES10b.AuthenticateServer_SM-DS_BRP_Server_Variant_O

Test Sequence #01 Nominal: With EventID in CtxParams1

Step Direction Sequence / Description ‘Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO1

S LPAd —~ | MTD_STORE_DATA SW = 0x9000

eulcC (#GET_EUICC_INFO1) Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING> and

<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>
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from response data and verify if they contain at
least one same GSMA ClI Key ID based on
BrainpoolP256r1 curve

#R_CHALLENGE

2 :a.fé i ?;If-(rBDETI'S_—IrE?JII?CI:E(;?(?II:LLENGE) SW'=0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDS_CHALLENGE>
e <S SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on BrainpoolP256r1
curve
e Choose the #CERT_S_SM_DSauth_SIG leading to the same Root CI certificate
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDS(
#TEST_ROOT_DS_ADDRESS,
<S_SMDS_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1_EVENT_ID, | #TEST_ROOT_DS_ADDRESS,
4 Sall_géd - <S_SMDS_SIGNATURE1>, <S_SMDS_CHALLENGE>,
© #CERT_S_SM_DSauth_SIG, | 4cTX_PARAMS1_EVENT_ID)
NO_PARAM, SW = 0x9000
#CRL_LIST,
FALSE

Test Sequence #02 Nominal: With IMEI and EventID in Device Capabilities

Directio
n

Sequence / Description

Expected result

e <EUICC_CHALLENGE>
e <S_SMDS_CHALLENGE>

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
1 S_LPAd —~ | MTD_STORE_DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING> and
eUICC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VERIFICATION
> from response data and verify if they contain
at least one same GSMA CI Key ID based on
BrainpoolP256r1 curve
S_LPAd MTD_STORE_DATA #R_CHALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
3 e <S TRANSACTION_ID>

SGP-23-1V3.1.2

Page 173 of 781




GSM Assaociation
Official Document SGP.23-1 - RSP Test Specification for the eUICC

Non-confidential

e <S_SMDS_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID based on BrainpoolP256r1
curve

e Choose the #CERT_S_SM_DSauth_SIG leading to the same Root ClI certificate

MTD_STORE_DATA_SCRIPT(

MTD_AUTHENTICATE_SMDS(
#TEST_ROOT_DS_ADDRESS,
<S_SMDS_CHALLENGE>,

#CTX_PARAMS1_EVENT_ID_IME
l,

MTD_CHECK_AUTH_SERVER_RESP(
#TEST_ROOT_DS_ADDRESS,

4 SG'I‘gCAd - <S_SMDS_SIGNATURE1>, <S SMDS CHALLENGE>,

o _ _
#CERT_S_SM_DSauth_SIG, #CTX_PARAMS1_EVENT_ID_IMEI)
NO_PARAM, SW = 0x9000
#CRL_LIST,
FALSE

)
)
4.2.18.2.6 TC_eUICC_ES10b.AuthenticateServer_SM-DS_NIST_Server_Variant_O

Test Sequence #01 Nominal: With EventID in CtxParams1

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
1 S_LPAd — | MTD_STORE_DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING> and
euICC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>
from response data and verify if they contain at
least one same GSMA CI Key ID based on NIST
P-256 curve
S_LPAd MTD_STORE_DATA #R_CHALLENGE
2 euICC (#GET_EUICC_CHALLENGE) | SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S _TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDS_CHALLENGE>
e <S SMDS SIGNATURE1l>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DSauth_SIG leading to the same Root CI certificate
MTD_STORE_DATA_SCRIPT( | \iTp CHECK_AUTH_SERVER_RESP(
#TEST_ROOT_DS ADDRESS
. S LPAd — | MTD_AUTHENTICATE_SMDS( - - ’
eUICC #TEST ROOT DS_ADDRESS, | <S-SMDS_CHALLENGE>,

<S_SMDS_CHALLENGE>,
#CTX_PARAMS1_EVENT_ID,

#CTX_PARAMS1_EVENT _ID)
SW = 0x9000
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<S_SMDS_SIGNATURE1>,
#CERT_S_SM_DSauth_SIG,
NO_PARAM,

#CRL_LIST,

FALSE

Test Sequence #02 Nominal: With IMEI and EventID in Device Capabilities

Step Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
S LPAd — MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING>
! eUICC (#GET_EUICC_INFO1) and
<EUICC_CI_PK_ID_LIST_FOR_VERIFICA
TION> from response data and verify if they
contain at least one same GSMA CI Key ID
based on NIST P-256 curve
S _LPAd MTD_STORE_DATA #R_CHALLENGE
2 euICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S _TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDS_CHALLENGE>
e <S SMDS SIGNATURE1l>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DSauth_SIG leading to the same Root Cl certificate
MTD_STORE_DATA_SCRIPT(MT
D_AUTHENTICATE_SMDS(
#TEST_ROOT_DS_ADDRESS,
<S SMDS_CHALLENGE>,
#CTX_PARAMS1_EVENT_ID_IMEI | MTD_CHECK_AUTH_SERVER_RESP(
, #TEST_ROOT_DS_ADDRESS,
4 S_LPAd ~ <S_SMDS_SIGNATURE1>, <S SMDS CHALLENGE>
eUiCC - - ’
#CERT_S_SM_DSauth_SIG, #CTX_PARAMS1_EVENT_ID_IMEI)
NO_PARAM, SW = 0x9000
#CRL_LIST,
FALSE
)
)
4.2.18.2.7 TC_eUICC_ES10b.AuthenticateServer_SM-DS_FRP

This test case is defined as FFS and not applicable for this version of test specification.
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4.2.18.2.8 TC_eUICC_ES10b.AuthenticateServer_SM-
DS_ErrorCases_Server_Variant_O

Test Sequence #01 Error: With Incorrect SM-DSauth certificate (i.e. invalid signature)

Step Direction Sequence / Description ‘ Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFOL1) SW = 0x9000

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

S_LPAd — MTD_STORE_DATA
eUlCC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e <EUICC_CHALLENGE>

3 e <S_SMDS_CHALLENGE>

e <S_SMDS_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DSauth_INV_SIGN leading to the same Root ClI certificate

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDS(
#TEST_ROOT_DS_ADDRESS,

#R_AUTH_SERVER_INV_CERT
<S_SMDS_CHALLENGE>,

SW = 0x9000
#CTX_PARAMS1 EVENT_ID,
4 S_LPAd —~ <S_SMDS_SIGNATUREL>, - Verify that the <S_TRANSACTION_ID>
evicC #CERT_S_SM_DSauth_INV_SIG, | present in the
NO_PARAM, AuthenticateResponseError is the
#CRL LIST, same as <S_TRANSACTION_ID> in
EALSE MTD_AUTHENTICATE_SMDS.

Test Sequence #02 Error: With Invalid SM-DS Signhature

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1

eUICC (#GET_EUICC_INFO1) SW = 0x9000

S LPAd — MTD_STORE_DATA #R_CHALLENGE
2 evicC (#GET_EUICC_CHALLENGE) SW = 0x9000

Extract the <EUICC_CHALLENGE>
3 The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>

SGP-23-1V3.1.2 Page 176 of 781



GSM Assaociation
Official Document SGP.23-1 - RSP Test Specification for the eUICC

Non-confidential

e <EUICC_CHALLENGE>
e <S_SMDS_CHALLENGE>

e <S _SMDS_SIGNATURE1> NOT computed with the #SK_S_SM_DSauth_SIG but
SHALL have the same length as for a valid signature

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DSauth_SIG leading to the same Root CI certificate

S _LPAd —
euICC

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDS(
#TEST_ROOT_DS_ADDRESS,
<S_SMDS_CHALLENGE>,
#CTX_PARAMS1_EVENT_ID,
<S_SMDS_SIGNATURE1>,
#CERT_S_SM_DSauth_SIG,
NO_PARAM,
#CRL_LIST,
FALSE

#R_AUTH_SERVER_INV_SIGN
SW = 0x9000

« Verify that the <S_TRANSACTION_ID>
present in the
AuthenticateResponseError is the
same as <S_TRANSACTION_ID> in
MTD_AUTHENTICATE_SMDS

Test Sequence #03 Error: Unsupported Curve

Direction

Sequence / Description

Expected result

<S_SMDS_SIGNATURE1>,

#CERT_S_SM_DSauth_INV_CUR
VE,

NO_PARAM,

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulcC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA _
2 eulcC (#GET_EUICC_CHALLENGE) SW'= 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDS_CHALLENGE>
e <RANDOM_SM_DS_SIGN>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e #CERT_S_SM_DSauth_INV_CURVE
MTD_STORE_DATA_SCRIPT
(MTD_AUTHENTICATE_SMDS( #R_AUTH_SERVER_INV_CURV
#TEST_ROOT_DS_ADDRESS, | SW =0x9000
<S_SMDS_CHALLENGE>,
4 Sall‘géd - #CTX PARAMS1 EVENT ID * Verify that the <S_TRANSACTION_ID>
e _| _ _ID,

present in the
AuthenticateResponseError is the
same as <S_TRANSACTION_ID> in
MTD_AUTHENTICATE_SMDS.
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#CRL_LIST,
FALSE

)
)

Test Sequence #04 Error: eUICC Challenge Mismatch

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

1 S_LPAd —~ MTD_STORE_DATA #R_EUICC_INFO1
eUiCC (#GET_EUICC_INFO1) SW = 0x9000

2 S_LPAd — MTD_STORE_DATA #R_CHALLENGE
eUiCC (#GET_EUICC_CHALLENGE) SW = 0x9000

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>

¢ Change the value of <EUICC_CHALLENGE> (retrieved in step 1) to a random value
different from <EUICC_CHALLENGE>

3 e <S_SMDS_CHALLENGE>
e <S_SMDS_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DSauth_SIG leading to the same Root ClI certificate

MTD_STORE_DATA_SCRIPT (

MTD_AUTHENTICATE_SMDS(
#TEST_ROOT_DS_ADDRESS,
<S_SMDS_CHALLENGE>,

#R_AUTH_SERVER_INV_CHALLENGE

SW = 0x9000
#CTX_PARAMS1_EVENT_ID,
4 S LPAd — <S_SMDS_SIGNATURE1>, « Verify that the
euUiCC #CERT_S_SM_DSauth_SIG, <S_TRANSACTION_ID> present in the
NO_PARAM, AuthenticateResponseError is the
#CRL LIST, same as <S_TRANSACTION_ID> in

FALSE MTD_AUTHENTICATE_SMDS .

Test Sequence #05 Error: Unknown CI PK

Step Direction ‘ Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1

euicC (#GET_EUICC_INFO1) SW = 0x9000

S_LPAd — MTD_STORE_DATA #R_CHALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000

Extract the <EUICC_CHALLENGE>

3 The following inputs are required for Step 4 as described in the InitiateAuthentication function:
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° <E

<E
e Ch

e <S_TRANSACTION_ID>

UICC_CHALLENGE>

e <S SMDS_CHALLENGE>
e <S SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to a Cl Key ID not present in the

UICC_CI_PK_ID_LIST_FOR_SIGNING> (a random SubjectKeyldentifier can be used)
oose the #CERT_S_SM_DSauth_SIG leading to the Cl Key ID in highest priority from

the <EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>

S _LPAd —
euicC

MTD_STORE_DATA_SCRIPT
(MTD_AUTHENTICATE_SMDS(

#TEST_ROOT_DS_ADDRESS,
<S_SMDS_CHALLENGE>,
#CTX_PARAMS1_EVENT_ID,
<S_SMDS_SIGNATURE1>,
#CERT_S_SM_DSauth_SIG,

#R_AUTH_SERVER_INV_ClI
SW = 0x9000

* Verify that the <S_TRANSACTION_ID>
present in the

NO_PARAM, AuthenticateResponseError is the
#CRL_LIST, same as <S_TRANSACTION_ID> in
EALSE MTD_AUTHENTICATE_SMDS .

Test Sequence #06 Error: No RSP session on-going

Initial Conditions
Entity Description of the initial state
No RSP session is on-going (i.e. no ES10b.getEUICCChallenge has been
eUlCC
sent to the eUICC).
Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFOL1) SW = 0x9000
The following inputs are required for Step 3 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e Change the value of <EUICC_CHALLENGE> (retrieved in step 1) to a random value
different from <EUICC_CHALLENGE>
2 e <S_SMDS_CHALLENGE>
e <S SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e Choose the #CERT_S_SM_DSauth_SIG leading to the same Root ClI certificate
MTD_STORE_DATA_SCRIPT( #R_AUTH_SERVER_NO_SESSION
S LPAd MTD_AUTHENTICATE_SMDS( SW = 0x9000
3 cUICC #TEST_ROOT_DS_ADDRESS, The transactionld returned in the
<S_SMDS_CHALLENGE>, response SHALL not be checked
#CTX_PARAMS1_EVENT_ID, (any value SHALL be accepted)
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<S_SMDS_SIGNATURE1>,
#CERT_S_SM_DSauth_SIG,
NO_PARAM,

#CRL_LIST,

FALSE

4.2.18.2.9 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_NIST_Server_Variants_V3

Test Sequence #01 Nominal: Server Variant A without MatchingID in CtxParams1

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1

SW = 0x9000
Extract the
S LPAd — | MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING
! eUICC (#GET_EUICC_INFO1) _Vv3>and

<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA CI
Key ID based on NIST P-256 curve

#R_CHALLENGE

S_LPAd —~ | MTD_STORE_DATA

2 euICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
¢ <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root CI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMPD (
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1, #TEST_DP_ADDRESS],
4 S LPAd — <S_SMDP_SIGNATURE1>, <S_SMDP_CHALLENGE>,
eulCcC #CERT_S_SM_DPauth_SIG, #CTX_PARAMS1)
#CERT_S_SM_DP_SubCA_SIG,
#CRL_LIST, SW = 0x9000
TRUE
)
)

SGP-23-1V3.1.2 Page 180 of 781



GSM Association Non-confidential
Official Document SGP.23-1 - RSP Test Specification for the eUICC

Test Sequence #02 Nominal: Server Variant A with MatchingID in CtxParams1

Step Direction Sequence / Description ‘ Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
S LPAd — | MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING
! evicC (#GET_EUICC_INFO1) _V3>and

<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA ClI
Key ID based on NIST P-256 curve

#R_CHALLENGE
S_LPAd — MTD_STORE_DATA

2 eUlCC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS]1,
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1_MATCH_ID, #TEST_DP_ADDRESS1,
4 S LPAd — <S_SMDP_SIGNATURE1>, <S_SMDP_CHALLENGE>,
eulCC #CERT_S_SM_DPauth_SIG, #CTX_PARAMS1_MATCH_ID)
#CERT_S_SM_DP_SubCA_SIG,
#CRL_LIST, SW = 0x9000
TRUE
)
)

Test Sequence #03 Nominal: Server Variant A with IMEI in Device Capabilities

Step Direction Sequence / Description ‘ Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000

1 S_LPAd — | MTD_STORE_DATA Extract the

euiCcC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_SIGNING

_V3>and
<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
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ATION> from response data and verify if
they contain at least one same GSMA CI
Key ID based on NIST P-256 curve
S_LPAd MTD_STORE_DATA #R_CHALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root Cl certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1_IMEI, #TEST_DP_ADDRESS],
4 S_LPAd — <S_SMDP_SIGNATURE1>, <S_SMDP_CHALLENGE>,
eUICC #CERT_S_SM_DPauth_SIG, #CTX_PARAMS1_IMEI)
#CERT_S_SM_DP_SubCA_SIG,
#CRL_LIST, SW = 0x9000
TRUE
)
)

Test Sequence #04 Nominal: Server Variant B without MatchingID in CtxParams1

Step Direction Sequence / Description

Expected result

eUICC (#GET_EUICC_INFO1)

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
S LPAd — | MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING
1 - - iy _V3>and

<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA ClI
Key ID based on NIST P-256 curve

S_LPAd — MTD_STORE_DATA

#R_CHALLENGE

<S_SMDP_CHALLENGE>
<S_SMDP_SIGNATURE1>

2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
o <S TRANSACTION_ID>
3 e <EUICC_CHALLENGE>
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e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID based on NIST P-256 curve

e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B Certificates
chain leading to the same Root ClI certificate as the one chosen for signing

S_LPAd —
euICC

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
#CTX_PARAMSI,
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG,
#CERT_CI_SubCA_SIG,
#CRL_LIST,
TRUE
)
)

MTD_CHECK_AUTH_SERVER_RESP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1)

SW = 0x9000

Test Sequence #05 Nominal: Server Variant B with MatchingID in CtxParams1

Step Direction Sequence / Description ‘ Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
S LPAd — | MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING
! eulCC (#GET_EUICC_INFOL1) _V3> and
<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA CI
Key ID based on NIST P-256 curve
S_LPAd MTD_STORE_DATA #R_CHALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW'=0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
3 <S_SMDP_CHALLENGE>
<S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID based on NIST P-256 curve
Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B Certificates chain
leading to the same Root Cl certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP( MTD_CHECK_AUTH_SERVER_RESP(
#TEST_DP_ADDRESS]1, #TEST_DP_ADDRESS1,
A S LPAd — <S_SMDP_CHALLENGE>, <S_SMDP_CHALLENGE>,
eulcC #CTX_PARAMS1_MATCH_ID, #CTX_PARAMS1_MATCH_ID)
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG, SW = 0x9000
#CERT_Cl_SubCA_SIG,
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#CRL_LIST,
TRUE

Test Sequence #06 Nominal: Server Variant B with IMEI in Device Capabilities

Step Direction Sequence / Description ‘ Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1

SW = 0x9000
Extract the
s LPAd — | MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING
! eUICC (#GET_EUICC_INFO1) _V3> and

<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA CI
Key ID based on NIST P-256 curve

#R_CHALLENGE
SW = 0x9000

S_LPAd — | MTD_STORE_DATA

eulCC (#GET_EUICC_CHALLENGE)
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
3 <S_SMDP_CHALLENGE>
<S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID based on NIST P-256 curve
Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B Certificates chain
leading to the same Root CI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1_IMEI, #TEST_DP_ADDRESS],
4 S LPAd — <S_SMDP_SIGNATURE1>, <S_SMDP_CHALLENGE>,
eulCC #CERT_S_SM_DPauth_SIG, #CTX_PARAMS1_IMEI)
#CERT_CI_SubCA_SIG,
#CRL_LIST, SW = 0x9000
TRUE
)
)

Test Sequence #07 Nominal: Server Variant C without MatchingID in CtxParams1

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
S LPAd — MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING
1 eUICC (#GET_EUICC_INFO1) _Vv3>and
<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA ClI
Key ID based on NIST P-256 curve
S_LPAd MTD_STORE_DATA #R_CRALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates
chain leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1, #TEST_DP_ADDRESS]1,
4 S_LPAd — <S_SMDP_SIGNATURE1>, <S_SMDP_CHALLENGE>,
euicC #CERT_S_SM_DPauth_SIG, #CTX_PARAMS1)
#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST, SW = 0x9000
TRUE
)
)

Test Sequence #08 Nominal: Server Variant C with MatchingID in CtxParams1

Step Direction Sequence / Description ‘ Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the

S LPAd — | MTD STORE DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING

! eulCcC (#GET_EUICC_INFOL1) _V3> and
<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA CI
Key ID based on NIST P-256 curve
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S_LPAd MTD_STORE_DATA #R_CRALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW'=0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
3 <S_SMDP_CHALLENGE>
<S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the ClI Key ID based on NIST P-256 curve
Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates chain
leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
_ N MTD_CHECK_AUTH_SERVER_RESP(
#CTX_PARAMS1_MATCH_ID, - N - -
- - - #TEST_DP_ADDRESS]1,
<S_SMDP_SIGNATURE1>, - -
S_LPAd — - - <S_SMDP_CHALLENGE>,
4 = #CERT_S_SM_DPauth_SIG, — N
eulCC -~ - #CTX_PARAMS1_MATCH_ID)
#CERT_S_SM_DP_SubCAList_SIG, - - -
#CRL_LIST,
SW = 0x9000
TRUE
)
)

Test Sequence #09 Nominal: Server Variant C with IMEI in Device Capabilities

Step Direction Sequence / Description
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

‘ Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S LPAd — | MTD_STORE_DATA
euICC (#GET_EUICC_INFO1)

#R_EUICC_INFO1

SW = 0x9000

Extract the

<EUICC_CI_PK_ID_LIST_FOR_SIGNING
V3> and

<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify if
they contain at least one same GSMA CI
Key ID based on NIST P-256 curve

S LPAd — | MTD_STORE_DATA

#R_CHALLENGE
SW = 0x9000

<S_SMDP_CHALLENGE>
<S_SMDP_SIGNATURE1>

euicC (#GET_EUICC_CHALLENGE)
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
3 <EUICC_CHALLENGE>

Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID based on NIST P-256 curve
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Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates chain
leading to the same Root Cl certificate as the one chosen for signing

S LPAd —
euICC

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(

#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1_IMEI,
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG,
#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST,
TRUE

MTD_CHECK_AUTH_SERVER_RESP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1_IMEI)

SW = 0x9000

Test Sequence #10 Nominal: Server Variant A without MatchinglID and OperationType
RPM in CtxParams1

Step Direction ‘Sequence/Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
. S LPAd — MTD_STORE_DATA <EUICC_CI_PK_ID_LIST_FOR_SIGNING_V
eulCC (#GET_EUICC_INFOL1) 3> and
<EUICC_CI_PK_ID_LIST_FOR_VERIFICAT
ION> from response data and verify if they
contain at least one same GSMA ClI Key ID
based on NIST P-256 curve
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA _
2 euicC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S _TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT( MTD_CHECK_AUTH_SERVER_RESP(
MTD_AUTHENTICATE_SMDP( #TEST_DP_ADDRESS]1,
A S_LPAd — #TEST_DP_ADDRESS], <S_SMDP_CHALLENGE>,
euicC <S_SMDP_CHALLENGE>, #CTX_PARAMS1_RPM_ICCID1)
#CTX_PARAMS1_RPM_ICCID1,
<S_SMDP_SIGNATURE1>, SW = 0x9000
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#CERT_S_SM_DPauth_SIG,

#CERT_S_SM_DP_SubCA_ECDSA,
#CRL_LIST,

TRUE

)

)

4.2.18.2.10 TC_eUICC_ES10b.AuthenticateServer_SM-

DP+_ErrorCases_V3_Server_Variant A

In order to execute the error cases defined in this section, the variant A of the SM-DP+
Certificates chain is used by default.

Test Sequence #01 Error: With Incorrect SM-DPauth certificate (i.e. invalid sighature)

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFO1) SW = 0x9000
S LPAd — MTD_STORE_DATA #R_CHALLENGE
2 euICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
3 e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
e Choose the #CERT_S_SM_DPauth_INV_SIGN and the remaining part of the Variant A
Certificates chain leading to the same Root Cl certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1, MTD_CHECK_AUTH_ERROR_RESP(
A S _LPAd — <S_SMDP_SIGNATURE1>, invalidCertificate)
eulCC #CERT_S_SM_DPauth_INV_SIGN,
#CERT_S_SM_DP_SubCA_SIG, SW = 0x9000
#CRL_LIST,
TRUE
)
)
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Test Sequence #02 Error: With Invalid SM-DP+ Signature

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUIlCC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE

S_LPAd —~ | MTD_STORE_DATA

evicc (#GET_EUICC_CHALLENGE) SW = 0x9000

Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>

3 e <S_SMDP_SIGNATURE1> NOT computed with the #SK_S_SM_DPauth_SIG but SHALL
have the same length as for a valid signature

e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root CI certificate as the one chosen for signing

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,

#CTX_PARAMSI, MTD_CHECK_AUTH_ERROR_RESP(
4 S_LPAd — <S_SMDP_SIGNATURE1>, invalidSignature)
euICC #CERT_S_SM_DPauth_SIG,
#CERT_S_SM_DP_SubCA_SIG, SW = 0x9000
#CRL_LIST,
TRUE

)
)

Test Sequence #03 Error: Unsupported Curve

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE

S_LPAd —~ | MTD_STORE_DATA

evicc (#GET_EUICC_CHALLENGE) SW = 0x9000

Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>

3 e <EUICC_CHALLENGE>

e <S_SMDP_CHALLENGE>

e <S_SMDP_SIGNATURE1>
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e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the ClI Key ID in highest priority from the

<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

e Use #CERT_S_SM_DPauth_INV_CURVE and the remaining part of the Variant A Certificates
chain leading to the CI Key ID set in highest priority in the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>

S_LPAd —
euICC

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
#CTX_PARAMSI,
<S_SMDP_SIGNATURE1>,

#CRL_LIST,
TRUE
)
)

#CERT_S_SM_DPauth_INV_CURVE,
#CERT_S_SM_DP_SubCA_SIG,

MTD_CHECK_AUTH_ERROR_RESP(

unsupportedCurve)

SW = 0x9000

Test Sequence #04 Error: eUICC Challenge Mismatch

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euicC (#GET_EUICC_INFO1) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA #R_CHALLENGE
eulcC (#GET_EUICC_CHALLENGE) SW = 0x9000
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e Change the value of <EUICC_CHALLENGE> (retrieved in step 1) to a random value different
from <EUICC_CHALLENGE>
3 e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED?> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root Cl certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1, MTD_CHECK_AUTH_ERROR_RESP(
4 S LPAd — <S_SMDP_SIGNATURE1>, euiccChallengeMismatch)
eulCC #CERT_S_SM_DPauth_SIG,
#CERT_S_SM_DP_SubCA_SIG, SW = 0x9000
#CRL_LIST,
TRUE
)
)
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Test Sequence #05 Error: Unknown CI PK

Direction  Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA _
2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x39000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>

e <EUICC_CHALLENGE>

e <S SMDP_CHALLENGE>

e <S_SMDP_SIGNATURE1>

3 e Setthe <EUICC_CI_PK_ID_TO _BE_USED_V3>to a Cl Key ID not present in the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3> (a random SubjectKeyldentifier can
be used)

e Use#CERT_S SM_DPauth_INV_SIG and the remaining part of the Variant A
Certificates chain leading to the Cl Key ID set in highest priority in the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>

MTD_STORE_DATA_SCRIPT

(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS]1,
<S_SMDP_CHALLENGE>, #R_AUTH_SERVER_INV_CI
#CTX_PARAMS1, SW = 0x9000

S LPAd — <S_SMDP_SIGNATURE1>,

4 euicc #CERT_S_SM_DPauth_SIG, * Verify that the <S_TRANSACTION_ID>

#CERT S SM DP SubCA SIG, present in the AuthenticateResponseError
- - = - is the same as <S_TRANSACTION_ID> in
#CRL_LIST, MTD_AUTHENTICATE_SMDP.

TRUE

)
)

Test Sequence #06 Error: Invalid Certificate Role OID

The purpose of this sequence is to make sure that the eUICC refuses any SM-DP+
Certificate for authentication that does not indicate “id-rspRole-dp-auth” in its extension for
Certificate Policies.

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

L S_LPAd— | MTD_STORE_DATA #R_EUICC_INFOL
euICC (#GET_EUICC_INFOL) SW = 0x9000
S_LPAd MTD_STORE_DATA #R_CHALLENGE

? eulcC (#GET_EUICC_CHALLENGE) SW = 0x9000

Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
3 e <S_SMDP_SIGNATURE1>

e Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

e Choose the #CERT_S_SM_DPpb_SIG (instead of #CERT_S_SM_DPauth_SIG) and the
remaining part of the Variant A Certificates chain leading to the same Root CI certificate as
the one chosen for signing

S_LPAd —
euICC

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(

#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
#CTX_PARAMSL,
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPpb_SIG,
#CERT_S_SM_DP_SubCA_SIG,
#CRL_LIST,
TRUE

)
)

MTD_CHECK_AUTH_ERROR_RESP(
invalidoid)

SW = 0x9000

Test Sequence #07 Error: No RSP session on-going

Initial Conditions

Entity

Description of the initial state

euiCcC

No RSP session is on-going (i.e. no ES10b.getEUICCChallenge has been

sent to the eUICC).

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd —
eUlCC

MTD_STORE_DATA
(#GET_EUICC_INFO1)

#R_EUICC_INFO1
SW = 0x9000

The following inputs are required for Step 3 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>
2 e Set <EUICC_CHALLENGE> to a random value
e <S_SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>

SGP-23-1V3.1.2

Page 192 of 781




GSM Association Non-confidential
Official Document SGP.23-1 - RSP Test Specification for the eUICC

e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the same Root ClI certificate as the one chosen for signing

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
4CTX_PARAMSL, #R_AUTH_SERVER_NO_SESSION

S LPAd — <S_SMDP_SIGNATURE1>, SW = 0x9000 _
eUICC #CERT_S_SM_DPauth_SIG, The transactionld returned in the response

SHALL not be checked (any value SHALL

#CERT_S_SM_DP_SubCA_SIG, be accepted)

#CRL_LIST,
TRUE

)

)

Test Sequence #08 Error: With Incorrect SM-DPauth certificate — Variant A (i.e. invalid
signature) — CtxParam1 with OperationType RPM

Step Direction Sequence / Description ‘ Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFOL1) SW = 0x9000
#R_CHALLENGE
S _LPAd — MTD_STORE_DATA _
2 euilcC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S_SMDP_CHALLENGE>
3 e <S _SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
e Choose the #CERT_S_SM_DPauth_INV_SIGN and the remaining part of the Variant A Certificates
chain leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
MTD_CHECK_AUTH_ERROR_RESP(
#TEST_DP_ADDRESS],
invalidCertificate)
<S_SMDP_CHALLENGE>,
4 S_LPAd —~ #CTX_PARAMS1_RPM_ICCID1,
eulcC - - -

<S_SMDP_SIGNATURE1>, SW = 0x9000

#CERT_S_SM_DPauth_INV_SIGN,
#CERT_S_SM_DP_SubCA_SIG,
#CRL_LIST,
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TRUE

)
)

4.2.18.2.11 TC_eUICC_ES10b.AuthenticateServer_SM-

DP+_ErrorCases_V3_Server_Variant_B

In order to execute the error cases defined in this section, the variant B of the SM-DP+
Certificates chain is used by default.

Test Sequence #01 Error: With Incorrect SM-DPauth certificate (i.e. invalid signature)

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euicC (#GET_EUICC_INFO1) SW = 0x9000
S_LPAd — | MTD_STORE_DATA #R_CHALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW'= 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>
3 <S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
Choose the #CERT_S_SM_DPauth_INV_SIGN and the remaining part of the Variant B Certificates
chain leading to the same Root CI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS]1,
<S SMDP_CHALLENGE>,
MTD_CHECK_AUTH_ERROR_RESP(
S LPAd — A#CTX_PARAMS, invalidCertificate)
4 eleCC <S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_INV_SIGN,
#CERT_CI_SubCA_SIG, SW = 0x9000
#CRL_LIST,
TRUE )
)

Test Sequence #02 Error: With Invalid SM-DP+ Signature

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFO1) SW = 0x9000
S LPAd MTD_STORE_DATA #R_CHALLENGE
2 evicC (4GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>
3 <S_SMDP_SIGNATURE1> NOT computed with the #SK_S_SM_DPauth_SIG but SHALL have the
same length as for a valid signature
Set the <EUICC_CI_PK_ID_TO_BE_USED V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B Certificates chain
leading to the same Root CI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>,
MTD_CHECK_AUTH_ERROR_RESP(
S LPAd — HCTX_PARAMSL, invalidSignature)
4 - <S_SMDP_SIGNATURE1>,
eUlCC
#CERT_S_SM_DPauth_SIG,
#CERT_CI_SubCA_SIG, SW'= 0x9000
#CRL_LIST,
TRUE )
)

Test Sequence #03 Error: Unsupported Curve

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

L S_LPAd — | MTD_STORE_DATA #R_EUICC_INFOL
euICC (#GET_EUICC_INFO1) SW = 0x9000
S_LPAd MTD_STORE_DATA #R_CHALLENGE
2 euicC (#GET_EUICC_CHALLENGE) SW = 0x9000

Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>

3 <S_SMDP_SIGNATURE1>

Set the <EUICC_CI_PK_ID_TO _BE_USED_V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

Choose the #CERT_S_SM_DPauth_INV_CURVE and the remaining part of the Variant B
Certificates chain leading to the CI Key ID set in highest priority in the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>
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S_LPAd —
eulCC

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
#CTX_PARAMSI,
<S_SMDP_SIGNATURE1>,

#CERT_S_SM_DPauth_INV_CURVE,
#CERT_CI_SubCA_SIG,
#CRL_LIST,
TRUE
)
)

MTD_CHECK_AUTH_ERROR_RESP(

unsupportedCurve)

SW = 0x9000

Test Sequence #04 Error: eUICC Challenge Mismatch

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eulcC (#GET_EUICC_INFO1) SW = 0x9000
2 S LPAd — | MTD_STORE_DATA #R_CHALLENGE
eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
Change the value of <EUICC_CHALLENGE> (retrieved in step 1) to a random value different from
<EUICC_CHALLENGE>
3 <S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B Certificates chain
leading to the same Root CI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1, MTD_CHECK_AUTH_ERROR_RESP(
4 S LPAd — <S_SMDP_SIGNATURE1>, euiccChallengeMismatch)
eulCC #CERT_S_SM_DPauth_SIG,

#CERT_CI_SubCA_SIG,
#CRL_LIST,
TRUE
)
)

SW = 0x9000
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Test Sequence #05 Error: Unknown CI PK

Step Direction  Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFOL1) SW = 0x9000
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA _
2 eulcC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>

3 e Setthe <EUICC CI_PK_ID_TO BE_USED_V3>to a Cl Key ID not present in
the <EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3> (a random
SubjectKeyldentifier can be used)

e Use #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B
Certificates chain leading to the ClI Key ID set in highest priority in the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>

MTD_STORE_DATA_SCRIPT
(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>, #R_AUTH_SERVER_INV_ClI
#CTX_PARAMSL, SW = 0x9000
, S_LPAd <S_SMDP_SIGNATURE1>,
eUICC #CERT_S_SM_DPauth_SIG, « Verify that the <S_TRANSACTION_ID>
#CERT Cl| SubCA SIG present in the AuthenticateResponseError
- - - is the same as <S_TRANSACTION_ID> in
#CRL_LIST, MTD_AUTHENTICATE_SMDP.
TRUE
)
)

Test Sequence #06 Error: Invalid Certificate Role OID

The purpose of this sequence is to make sure that the eUICC refuses any SM-DP+ Certificate
for authentication that does not indicate “id-rspRole-dp-auth” in its extension for Certificate
Policies.

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFOL1) SW = 0x9000
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S_LPAd — | MTD_STORE_DATA #R_CHALLENGE
2 eUICC (#GET_EUICC_CHALLENGE) SW'=0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>
3 <S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
Choose the #CERT_S_SM_DPpb_SIG (instead of #CERT_S_SM_DPauth_SIG) and the remaining
part of the Variant B Certificates chain leading to the same Root CI certificate as the one chosen
for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_ERROR_RESP(
S LPAd  — #CTX_PARAMS1, i nvalidoid)
4 - <S_SMDP_SIGNATURE1>,
euilcC ~ -
#CERT_S_SM_DPpb_SIG,
#CERT_Cl_SubCA_SIG, SW'=0x9000
#CRL_LIST,
TRUE )
)

Test Sequence #07 Error: No RSP session on-going

Initial Conditions

Entity

Description of the initial state

eUICC

No RSP session is on-going (i.e. no ES10b.getEUICCChallenge has been

sent to the eUICC).

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S LPAd —
euICC

MTD_STORE_DATA
(#GET_EUICC_INFO1)

#R_EUICC_INFO1
SW = 0x9000

The following inputs are required for Step 3 as described in the InitiateAuthentication function:

<S_TRANSACTION_ID>

Set <EUICC_CHALLENGE> to a random value

<S_SMDP_CHALLENGE>

<S_SMDP_SIGNATURE1>

Set the <EUICC_CI_PK_ID_TO_BE_USED V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B Certificates chain
leading to the same Root CI certificate as the one chosen for signing
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S_LPAd
euICC

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(

#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
#CTX_PARAMSI,
<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG,
#CERT_CI_SubCA_SIG,
#CRL_LIST,
TRUE )

#R_AUTH_SERVER_NO_SESSION
SW = 0x9000

The transactionld returned in the response
SHALL not be checked (any value SHALL
be accepted)

Test Sequence #08 Error: With Incorrect SM-DPauth certificate — (i.e. invalid signature)
— CtxParam1 with OperationType RPM

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFOL1) SW = 0x9000
#R_CHALLENGE
S_LPAd — | MTD_STORE_DATA _
2 euicC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S_SMDP_CHALLENGE>
3 e <S_SMDP_SIGNATURE1>
e Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
e Choose the #CERT_S_SM_DPauth_INV_SIGN and the remaining part of the Variant B Certificates
chain leading to the same Root CI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>, MTD_CHECK_AUTH_ERROR_RESP(
#CTX_PARAMS1_RPM_ICCID1, invalidCertificate)
4 SLPAd =~ | .5 SMDP_SIGNATURE1>,
eulCC

#CERT_S_SM_DPauth_INV_SIGN,
#CERT_CI_SubCA_SIG,
#CRL_LIST,

TRUE )

SW = 0x9000
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4.2.18.2.12 TC_eUICC_ES10b.AuthenticateServer_SM-

DP+_ErrorCases_V3_Server_Variant_C

In order to execute the error cases defined in this section, the variant C of the SM-DP+
Certificates chain is used by default.

Test Sequence #01 Error: With Incorrect SM-DPauth certificate (i.e. invalid signature)

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFO1) SW = 0x9000
S LPAd MTD_STORE_DATA #R_CHALLENGE
2 evicC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>
3 <S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
Choose the #CERT_S_SM_DPauth_INV_SIGN and the remaining part of the Variant C Certificates
chain leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,
- N MTD_CHECK_AUTH_ERROR_RESP(
#CTX_PARAMS1,
S LPAd — - invalidCertificate)
4 el_JICC <S_SMDP_SIGNATURE1>,
#CERT_S SM_DPauth_INV_SIGN,
T e o SW = 0x9000
#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST,
TRUE )
)

Test Sequence #02 Error: With Invalid SM-DP+ Signature

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1

eUICC (#GET_EUICC_INFO1) SW = 0x9000

S LPAd — | MTD_STORE_DATA #R_CHALLENGE
2 eviCcC (#GET_EUICC_CHALLENGE) SW = 0x9000

Extract the <EUICC_CHALLENGE>

3 The following inputs are required for Step 4 as described in the InitiateAuthentication function:
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<S_TRANSACTION_ID>

<EUICC_CHALLENGE>

<S_SMDP_CHALLENGE>

<S_SMDP_SIGNATURE1> NOT computed with the #SK_S_SM_DPauth_SIG but SHALL have the
same length as for a valid signature

Set the <EUICC_CI_PK_ID_TO_BE_USED V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates chain
leading to the same Root CI certificate as the one chosen for signing

MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,

MTD_CHECK_AUTH_ERROR_RESP(
#CTX_PARAMS1, B B B -

— invalidSignature
4 S_LPAd <S_SMDP_SIGNATURE1>, g )
eUICC
#CERT_S _SM_DPauth_SIG, SW = 0xG000
= 0x
#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST,
TRUE )
)
Test Sequence #03 Error: Unsupported Curve
Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFO1) SW = 0x9000
S LPAd MTD_STORE_DATA #R_CHALLENGE
2 evicC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>
<S_SMDP_CHALLENGE>
3 <S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO _BE_USED_V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
Choose the #CERT_S_SM_DPauth_INV_CURVE and the remaining part of the Variant C
Certificates chain leading to the ClI Key ID set in highest priority in the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST _DP_ADDRESS], MTD_CHECK_AUTH_ERROR_RESP(
4 S LPAd — <S SMDP_CHALLENGE>, unsupportedCurve)
eUICC #CTX_PARAMS1,
<S_SMDP_SIGNATURE1>, SW = 0x9000
#CERT_S_SM_Dpauth_INV_CURVE,
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#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST,
TRUE
)
)

Test Sequence #04 Error: eUICC Challenge Mismatch

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euiCcC (#GET_EUICC_INFOL1) SW = 0x9000
5 S_LPAd — | MTD_STORE_DATA #R_CHALLENGE
evlcC (#GET_EUICC_CHALLENGE) SW = 0x9000
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
Change the value of <EUICC_CHALLENGE> (retrieved in step 1) to a random value different from
<EUICC_CHALLENGE>
3 <S_SMDP_SIGNATURE1>
Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates chain
leading to the same Root ClI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS1,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1, MTD_CHECK_AUTH_ERROR_RESP(
4 S LPAd — <S_SMDP_SIGNATURE1>, euiccChallengeMismatch)
eUlCC #CERT_S_SM_Dpauth_SIG,
#CERT_S_SM_DP_SubCAList_SIG, | SW = 0x9000
#CRL_LIST,
TRUE
)
)

Test Sequence #05 Error: Unknown CI PK

Step Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S_LPAd — MTD_STORE_DATA _
2 eulCC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
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The following inputs are required for Step 4 as described in the InitiateAuthentication function:
¢ <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1l>

8 e Setthe <EUICC_CI_PK_ID_TO_BE_USED_V3>to a Cl Key ID not present in the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3> (a random SubjectKeyldentifier can be
used)

e Use #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates
chain leading to the CI Key ID set in highest priority in the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>

MTD_STORE_DATA_SCRIPT

(MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1, #R_AUTH_SERVER_INV_CI
<S_SMDP_SIGNATURE1>, SW = 0x9000

S LPAd — #CERT_S_SM_DPauth_SIG,
4 eUICC « Verify that the <S_TRANSACTION_ID>

#CERT S SM DP SubCAList SIG | presentin the AuthenticateResponseError
- - = - is the same as <S_TRANSACTION_ID> in

' MTD_AUTHENTICATE_SMDP.
#CRL_LIST,

TRUE
)

)

Test Sequence #06 Error: Invalid Certificate Role OID

The purpose of this sequence is to make sure that the eUICC refuses any SM-DP+ Certificate
for authentication that does not indicate “id-rspRole-dp-auth” in its extension for Certificate
Policies.

Step Direction ‘ Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE

S LPAd — | MTD_STORE_DATA

euicC (#GET_EUICC_CHALLENGE) SW = 0x3000

Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
<EUICC_CHALLENGE>

3 <S_SMDP_CHALLENGE>

<S_SMDP_SIGNATURE1>

Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>
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Choose the #CERT_S_SM_DPpb_SIG (instead of #CERT_S_SM_DPauth_SIG) and the remaining
part of the Variant C Certificates chain leading to the same Root Cl certificate as the one chosen
for signing

MTD_STORE_DATA_SCRIPT(

MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS],

<S_SMDP_CHALLENGE>,
MTD_CHECK_AUTH_ERROR_RESP(
#CTX_PARAMSL, - = - -

— i 1idoid
S_LPAd <S_SMDP_SIGNATURE1>, invalidoid)
eUICC

#CERT_S_SM_DPpb_SIG,
#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST,

TRUE )

SW = 0x9000

Test Sequence #07 Error: No RSP session on-going

Initial Conditions

Entity Description of the initial state

No RSP session is on-going (i.e. no ES10b.getEUICCChallenge has been

evicc sent to the eUICC).

Direction  Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFO1) SW = 0x9000

The following inputs are required for Step 3 as described in the InitiateAuthentication function:
<S_TRANSACTION_ID>
Set <EUICC_CHALLENGE> to a random value
<S_SMDP_CHALLENGE>

2 <S SMDP_SIGNATURE1>

Set the <EUICC_CI_PK_ID_TO_BE_USED_V3> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C Certificates chain
leading to the same Root CI certificate as the one chosen for signing
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP(
#TEST_DP_ADDRESS]1,

<S_SMDP_CHALLENGE>, #R_AUTH_SERVER_NO_SESSION
d - #CTX_PARAMS1, SW = 0x9000
3 :GII_CPCA <S_SMDP_SIGNATURE1>, The transactionld returned in the response
#CERT_S_SM_DPauth_SIG, SHALL not be checked (any value SHALL
#CERT_S_SM_DP_SubCAList_SIG, | be accepted)
#CRL_LIST,
TRUE )
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Test Sequence #08 Error: With Incorrect SM-DPauth certificate — (i.e. invalid signature)
— CtxParam1 with OperationType RPM

Step Direction Sequence / Description ‘ Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euiCC (#GET_EUICC_INFO1) SW = 0x9000

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

S_LPAd — | MTD_STORE_DATA
evICC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e <EUICC_CHALLENGE>

e <S SMDP_CHALLENGE>

3 e <S_SMDP_SIGNATURE1>

e Set the <EUICC_CI_PK_ID_TO BE_USED_V3> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING_V3>

e Choose the #CERT_S_SM_DPauth_INV_SIGN and the remaining part of the Variant C Certificates
chain leading to the same Root Cl certificate as the one chosen for signing

MTD_STORE_DATA_SCRIPT(

MTD_AUTHENTICATE_SMDP(
#TEST DP_ADDRESSL,
<S_SMDP_CHALLENGE>,
#CTX_PARAMS1_RPM_ICCID1, invalidCertificate)
<S_SMDP_SIGNATUREL>,
#CERT_S_SM_DPauth_INV_SIGN, SW = 0x9000
#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST,
TRUE )

MTD_CHECK_AUTH_ERROR_RESP(

S LPAd —
eUiCC

4.218.2.13 TC_eUICC_ES10b.AuthenticateServerV3_SM-
DP+_Independently_Of Server_Variant

The purpose of the test sequences in this Test Case is to verify that regardless of the Variant
of eUICC Certificate chain configured in the eUICC, the eUICC is able to verify the SM-DP+
Certificates chain, including if the server uses a different Variant.

This Test Case does not aim to test all combinations of options, so a single one is chosen,
using Matchingld and no IMEI in CtxParams1.

Test Sequence #01 Nominal: with server Certificate chain Variant O

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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#R_EUICC_INFO1

SW = 0x9000

Extract the
<EUICC_CI_PK_ID_LIST_FOR_VERIF
ICATION> from response data and
verify that it contains at least

S_LPAd —~ | MTD_STORE_DATA HUT_SERVER_CI_PK_ID

evICC (#GET_EUICC_INFO1) Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNI

NG> and <
EUICC_CI_PK_ID_LIST_FOR_SIGNIN
G_V3> from response data and verify
that at least one of them contains
#IUT_EUICC_CERT_CHAIN_VARIANT
_CI_PK_ID

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

S LPAd — | MTD_STORE_DATA
eulCC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
3 e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> and
<EUICC_CI_PK_ID_TO_BE_USED_V3>to #/IUT_EUICC_CERT_CHAIN_VARIANT
_CI_PK_ID
e Choose the #CERT_S_SM_DPauth_SIG leading to the Root ClI identified by
#IUT_SERVER_CI_PK_ID

MTD_STORE_DATA_SCRIPT(MTD_AUT
HENTICATE_SMDP_USING_IUT_VARIA
NT (
#TEST_DP_ADDRESSI,
<S_SMDP_CHALLENGE>,

MTD_CHECK_AUTH_SERVER_RESP
(
#TEST_DP_ADDRESSI,

S LPAd — #CTX_PARAMS1_MATCH_ID, S NDP CHALLENGE
4 eUICC <S_SMDP_SIGNATURE1>, <o_ _ >,
#CERT S SM DPauth SIG #CTX_PARAMS1_MATCH_ID
NO_PARAM, )
#CRL_LIST SW = 0x9000

Test Sequence #02 Nominal: with server Certificate chain Variant A

Step Direction Sequence / Description ‘Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFO1) SW = 0x9000
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Extract the
<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
ATION> from response data and verify
that it contains at least
#IUT_SERVER_CI_PK_ID

Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING
>and <
EUICC_CI_PK_ID_LIST_FOR_SIGNING_
V3> from response data and verify that at
least one of them contains
#IUT_EUICC_CERT_CHAIN_VARIANT
_CILPK_ID

#R_CHALLENGE

#CERT_S_SM_DPauth_SIG,
#CERT_S_SM_DP_SubCA_SIG,
#CRL_LIST
)
)

2 :a.LcPé\ i X#;IDE}S_TE(EJIIQCEE?(?I-TI:LLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
3 ¢ <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO BE_USED> and
<EUICC_CI_PK_ID_TO_BE_USED_V3>to #lUT_EUICC_CERT_CHAIN_VARIANT
_CILPK_ID
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant A Certificates
chain leading to the Root Cl identified by #IlUT_SERVER_CI_PK_ID
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP_USING
_IUT_VARIANT (
#TEST_DP_ADDRESS]1, MTD_CHECK_AUTH_SERVER_RESP(
<S_SMDP_CHALLENGE>, #TEST_DP_ADDRESS1,
S LPAd — #CTX_PARAMS1 MATCH_ID, <S_SMDP_CHALLENGE>,
4 eUICC <S_SMDP_SIGNATURE1>, #CTX_PARAMS1_MATCH_ID)

SW = 0x9000

Test Sequence #03 Nominal: with Server Certificate chain Variant B

IC1

Directio

Sequence / Description

PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2

PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S LPAd —
euICC

MTD_STORE_DATA
(#GET_EUICC_INFO1)

#R_EUICC_INFO1
SW = 0x9000

Extract the
<EUICC_CI_PK_ID_LIST_FOR_VERIFIC
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ATION> from response data and verify that

it contains at least
#IUT_SERVER_CI_PK_ID

Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING
> and <

EUICC_CI_PK_ID_LIST_FOR_SIGNING_
V3> from response data and verify that at
least one of them contains
#IUT_EUICC_CERT_CHAIN_VARIANT
_CI_PK_ID

#R_CHALLENGE

SW = 0x9000

Extract the <EUICC_CHALLENGE>

S_LPAd — | MTD_STORE_DATA
eulCC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>

3 e <S _SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> and
<EUICC_CI_PK_ID_TO_BE_USED_V3> to #lUT_EUICC_CERT_CHAIN_VARIANT
_CIPK_ID

e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant B
Certificates chain leading to the Root Cl identified by #IlUT_SERVER_CI_PK_ID

MTD_STORE_DATA_SCRIPT(

MTD_AUTHENTICATE_SMDP_USING

_IUT_VARIANT (
4TEST DP ADDRESSL MTD_CHECK_AUTH_SERVER_RESP(

<S_SMDP_CHALLENGE>, #TEST_DP_ADDRESSI,

. SLPAd ~ | 4cTX PARAMSL MATCH ID, <S_SMDP_CHALLENGE>,

euICC <S_SMDP_SIGNATUREL>, #CTX_PARAMS1_MATCH_ID)

#CERT_S_SM_DPauth_SIG,
#CERT_Cl_SubCA_SIG,
#CRL_LIST

)

SW = 0x9000

)

Test Sequence #04 Nominal: with Server Certificate chain Variant C

Directio

Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1

S_LPAd — | MTD_STORE_DATA SW = 0x9000

euICC (#GET_EUICC_INFO1) Extract the
<EUICC_CI_PK_ID_LIST_FOR_VERIFIC

ATION> from response data and verify that
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it contains at least
#IUT_SERVER_CI_PK_ID

Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING
> and <

EUICC_CI_PK_ID_LIST_FOR_SIGNING_
V3> from response data and verify that at
least one of them contains
#IUT_EUICC_CERT_CHAIN_VARIANT
_CI_PK_ID

#R_CHALLENGE

<S_SMDP_SIGNATURE1>,
#CERT_S_SM_DPauth_SIG,
#CERT_S_SM_DP_SubCAList_SIG,
#CRL_LIST
)
)

2 iL_JII_CTCA i ?;A&Isrl)z_TS_TE(L)JTCEC_?gJ:LLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S_SMDP_CHALLENGE>
3 e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO BE_USED> and
<EUICC_CI_PK_ID_TO_BE_USED_V3>to #lUT_EUICC_CERT_CHAIN_VARIANT
_CI_PK_ID
e Choose the #CERT_S_SM_DPauth_SIG and the remaining part of the Variant C
Certificates chain leading to the Root Cl identified by #IlUT_SERVER_CI_PK_ID
MTD_STORE_DATA_SCRIPT(
MTD_AUTHENTICATE_SMDP_USING
_IUT_VARIANT (
#TEST DP_ADDRESSL, MTD_CHECK_AUTH_SERVER_RESP(
<S_SMDP_CHALLENGE>, #TEST_DP_ADDRESS1,
4 S LPAd — #CTX_PARAMS1_MATCH_ID, <S_SMDP_CHALLENGE>,
eUICC #CTX_PARAMS1_MATCH_ID)

SW = 0x9000

SGP-23-1V3.1.2

Page 209 of 781




GSM Association Non-confidential
Official Document SGP.23-1 - RSP Test Specification for the eUICC

4.2.18.2.14 TC_eUICC_ES10b.AuthenticateServerV3_SM-
DS_Independently_Of_Server_Variant

The purpose of the test sequences in this Test Case is to verify that regardless of the Variant
of eUICC Certificate chain configured in the eUICC, the eUICC is able to verify the SM-DS
Certificates chain, including if the server uses a different Variant.

This Test Case does not aim to test all combinations of options, so a single one is chosen,
using Eventld and no IMEI in CtxParamsL1.

Test Sequence #01 Nominal: with server Certificate Chain Variant O

Ste Directi
p on
PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

Sequence / Description Expected result

#R_EUICC_INFO1
SW = 0x9000

Extract the

<EUICC_CI_PK_ID_LIST _FOR_VERIFI
CATION> from response data and verify
that it contains at least

S LPAd #lUT_SERVER_CI_PK_ID
1 . eUlCC | MTD_STORE_DATA (#GET_EUICC_INFO1) | Extract the
<EUICC_CI_PK_ID_LIST _FOR_SIGNIN
G>and <

EUICC_Cl_PK_ID_LIST_FOR_SIGNING
_V3> from response data and verify that
at least one of them contains
#IUT_EUICC_CERT_CHAIN_VARIANT
_CILPK_ID

#R_CHALLENGE

SW = 0x9000

Extract the <EUICC_CHALLENGE>

S_LPAd | MTD_STORE_DATA
— eUICC | (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S_SMDS_CHALLENGE>
3 e <S_SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> and <EUICC_CI_PK_ID_TO_BE_USED_V3>
to #lUT_EUICC_CERT_CHAIN_VARIANT _CI_PK_ID

e Choose the #CERT_S_SM_DPauth_SIG leading to the Root Cl identified by
#IUT_SERVER_CI_PK_ID

MTD_STORE_DATA_SCRIPT( MTD_CHECK_AUTH_SERVER_RESP(

#TEST_ROOT _DS_ADDRESS,
S LPAd | MTD_AUTHENTICATE_SMDS_USING_IUT - —

4 — eUICC | VARIANT ( <S_SMDS_CHALLENGE>,
#TEST_ROOT_DS_ADDRESS, #CTX_PARAMS1_EVENT_ID)
<S_SMDS_CHALLENGE>, SW = 0x9000
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#CTX_PARAMS1_EVENT_ID,
<S_SMDS_SIGNATUREL>,
#CERT_S_SM_DSauth_SIG,
NO_PARAM,

#CRL_LIST

Test Sequence #02 Nominal: with server Certificate Chain Variant A

This test sequence is FFS.

Test Sequence #03 Nominal: with server Certificate Chain Variant B

This test sequence is FFS.

Test Sequence #04 Nominal: with server Certificate Chain Variant C

This test sequence is FFS.

4.2.19 ES10b (LPA -- eUICC): CancelSession

4.2.19.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 2.6.7.2
e Section 3.0.2,3.1.3,3.1.3.2,3.1.3.3
e Section 5.7.14

4.219.2 Test Cases

4.2.19.21 TC_eUICC_ES10b.CancelSessionNIST

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

initialized and the S_LPAd has selected the ISD-R.

The communication between the S_Device and the eUICC has been

eUICC Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+ (i.e. the response
has been sent by the eUICC for ES10b.AuthenticateServer)
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e the same GSMA CI based on NIST P-256 curve has been
chosen for signing and for verification

Test Sequence #01 Nominal: End User Rejection

Step Direction Sequence / Description Expected result
#R_CANCEL_SESSION_REJ
SW = 0x9000

The <EUICC_CS_SIGNATURE>
MTD_STORE_DATA( SHALL be verified with the
#PK_EUICC_SIG.

Verify that the
<S_TRANSACTION_ID> present in the
response is the same as in
#CANCEL_SESSION_REJECT

S LPAd —
evICC #CANCEL_SESSION_REJECT)

2 PROC_VERIFY_SESSION_IS_CANCELLED

Test Sequence #02 Nominal: End User Postponed

Step | Direction Sequence / Description Expected result
#R_CANCEL_SESSION_POSTPONED
SW = 0x9000
The <EUICC_CS_SIGNATURE>
1 S_LPAd — MTD_STORE_DATA( SHALL be verified with the
eulCC #CANCEL_SESSION_POSTPONED) | #PK_EUICC_SIG.

Verify that the <S_TRANSACTION_ID>
present in the response is the same as
in #CANCEL_SESSION_POSTPONED

2 PROC_VERIFY_SESSION_IS_CANCELLED

Test Sequence #03 Nominal: Timeout

The RSP session is delayed because the End User does not confirm the download of the
Profile within the timeout interval defined by the LPAd.

Step Direction Sequence / Description Expected result
#R_CANCEL_SESSION_TIMEOUT
SW = 0x9000
S LPAd — MTD_STORE_DATA( The <EUICC_CS_SIGNATURE> SHALL
1 cUICC be verified with the #PK_EUICC_SIG.

#CANCEL_SESSION_TIMEOUT) | /grify that the <S_TRANSACTION_ID>
present in the response is the same as in
#CANCEL_SESSION_TIMEOUT

2 PROC_VERIFY_SESSION_IS_CANCELLED
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Test Sequence #04 Nominal: PPR not allowed

The RSP session is terminated because the LPAd detected that PPR(s) set in the Profile
Metadata is/are not allowed.

Step ‘ Direction Sequence / Description Expected result

#R_CANCEL_SESSION_PPR
SW = 0x9000

The <EUICC_CS_SIGNATURE>
S_LPAd — MTD_STORE_DATA( SHALL be verified with the

eUICC #CANCEL_SESSION_PPR) #PK_EUICC_SIG.
Verify that the <S_TRANSACTION_ID>

present in the response is the same as
in #CANCEL_SESSION_PPR

2 PROC_VERIFY_SESSION_IS_CANCELLED

Test Sequence #05 Nominal: Metadata Mismatch

The RSP session is terminated because the LPAd detected that the Profile Metadata in the
response to "ES9+.AuthenticateClient" does not match the Profile Metadata in the Bound
Profile Package.

Initial Conditions

Entity Description of the initial condition

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
eulCC (i.e. the response has been sent by the eUICC for
ES10b.PrepareDownload)

o #PREP_DOWNLOAD_ NO_CC has been sent to the eUICC

Step Direction Sequence / Description Expected result

#R_CANCEL_SESSION_METADATA
SW = 0x9000
S_LPAd — MTD_STORE_DATA( The <EUICC_CS_SIGNATURE> SHALL

eUICC #CANCEL_SESSION_METADATA) be verified with the #PK_EUICC_SIG.
Verify that the <S_TRANSACTION_ID>
present in the response is the same as in
#CANCEL_SESSION_METADATA

2 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
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Split the <BPP> into several segments arrays named:

<BPP_SEG_INIT>

4 e <BPP_SEG_A0>
e <BPP_SEG Al>
o <BPP_SEG_A3>
MTD_STORE_DATA_SCRIPT
5 S_LPAd — - - - ( SW=0x6985 or 0x6A88
eulCC <BPP_SEG_INIT>)
6 PROC_VERIFY_SESSION_IS_CANCELLED

Test Sequence #06 Nominal: BPP Parsing Error

The RSP session is terminated because the LPAd has encountered an error while parsing
the Bound Profile Package received from the SM-DP+.

Initial Conditions

Entity Description of the initial condition
Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
eulCC (i.e. the response has been sent by the eUICC for

ES10b.PrepareDownload)
o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Direction Sequence / Description Expected result
#R_CANCEL_SESSION_LOAD _BPP
SW = 0x9000
S LPAd — MTD_STORE_DATA( The <EUICC_CS_SIGNATURE> SHALL
1 —_— - - o .
eUICC H#CANCEL_SESSION_LOAD_BPP) be verified with the #PK_EUICC_SIG.
Verify that the <S_TRANSACTION_ID>
present in the response is the same as in
#CANCEL_SESSION_LOAD_BPP
2 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
3 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
4 e <BPP_SEG_A0>
e <BPP SEG Al>
e <BPP_SEG_A3>
MTD_STORE_DATA_SCRIPT
5 S_LPAd — _ - - ( SW=0x6985 or Ox6A88
eulCC <BPP_SEG_INIT>)
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6 PROC_VERIFY_SESSION_IS_CANCELLED

Test Sequence #07 Nominal: Load BPP Execution Error

The RSP session is terminated because the LPAd has encountered an error while installing
the Bound Profile Package received from the SM-DP+.

Initial Conditions

Entity Description of the initial condition

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
eUlCC (i.e. the response has been sent by the eUICC for
ES10b.PrepareDownload)

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Direction Sequence / Description Expected result

Ic1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+ ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

14 S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
#R_CANCEL_SESSION_LOAD_BPP
SW = 0x9000
The <EUICC_CS_SIGNATURE>
1 §_LPAd— | MTD_STORE_DATA( SHALL be verified with the
eulCC #CANCEL_SESSION_LOAD_BPP) #PK_EUICC_SIG.
Verify that the <S_TRANSACTION_ID>
present in the response is the same as
in #CANCEL_SESSION_LOAD_BPP
MTD_STORE_DATA_SCRIPT
2 S_LPAd — - - - ( SW=0x6985 or 0x6A88
euiCcC <BPP_SEG_A0)
3 PROC_VERIFY_SESSION_IS_CANCELLED
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Test Sequence #08 Nominal: Undefined Reason

Step Direction Sequence / Description Expected result

#R_CANCEL_SESSION_UNDEF
SW = 0x9000
S_LPAd — MTD_STORE_DATA( The <EUICC_CS_SIGNATURE> SHALL be

eUICC #CANCEL_SESSION_UNDEF) verified with the #PK_EUICC_SIG.

Verify that the <S_TRANSACTION_ID>
present in the response is the same as in
#CANCEL_SESSION_UNDEF

2 PROC_VERIFY_SESSION_IS_CANCELLED

4.2.19.2.2 TC_eUICC_ES10b.CancelSessionBRP

In these test sequences, once the RSP session has been cancelled, verifications are
performed in order to check that it is neither possible to execute the Download Confirmation
procedure nor to execute the Common Mutual Authentication procedure by referring to the
cancelled TransactionID.

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+
e the same GSMA CI based on BrainpoolP256r1 curve has
been chosen for signing and for verification

eUICC

Test Sequence #01 Nominal: End User Rejection

This test sequence SHALL be the same as the Test Sequence #01 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #02 Nominal: End User Postponed

This test sequence SHALL be the same as the Test Sequence #02 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #03 Nominal: Timeout

This test sequence SHALL be the same as the Test Sequence #03 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.
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Test Sequence #04 Nominal: PPR not allowed

This test sequence SHALL be the same as the Test Sequence #04 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #05 Nominal: Metadata Mismatch

Initial Conditions

Entity Description of the initial state

Sub-procedure Profile Download and Installation — End User Confirmation
eUlCC has been successfully executed between the eUICC and the S_SM-DP+

e #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

This test sequence SHALL be the same as the Test Sequence #05 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #06 Nominal: BPP Parsing Error

Initial Conditions

Entity Description of the initial state

Sub-procedure Profile Download and Installation — End User Confirmation
evIlCC has been successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

This test sequence SHALL be the same as the Test Sequence #06 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #07 Nominal: Load BPP Execution Error

Initial Conditions

Entity Description of the initial state

Sub-procedure Profile Download and Installation — End User Confirmation
eviCC has been successfully executed between the eUICC and the S_SM-DP+

o #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

This test sequence SHALL be the same as the Test Sequence #07 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #08 Nominal: Undefined Reason

This test sequence SHALL be the same as the Test Sequence #08 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.
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4.2.19.23 VOID

4.2.19.24 TC_eUICC_ES10b.CancelSession_ErrorCase

Test Sequence #01 Error: No on-going RSP session

On receiving a CancelSession request whereas there is no on-going RSP session, the
eUICC SHALL return an error code.

Initial Conditions

Entity

Description of the initial condition

euiCC

No RSP session is on-going (i.e. no Common Mutual Authentication
procedure has been executed).

Step Direction

Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd —
eUlCC

MTD_STORE_DATA( #R_CANCEL_SESSION_INV_TRANS_ID
#CANCEL_SESSION_INV_TRANS_ID) | SW = 0x9000

Test Sequence #02 Error: Invalid Transaction ID

On receiving a CancelSession request with a TransactionID different from the on-going one,
the eUICC SHALL not discard the current RSP session and return an error code.

Initial Conditions

Entity Description of the initial condition
The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

eUICC e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and

MTD_AUTHENTICATE_SMDP have been sent to the eUICC as
defined in section 2.2.3.5

Direction Sequence / Description Expected result
MTD_STORE_DATA( #R_CANCEL_SESSION_INV_TRAN

1 S_LPAd — - - S b

euiCC #CANCEL_SESSION_INV_TRANS_ID) -

SW = 0x9000

S LPAd — MTD_STORE_DATA_SCRIPT( #R_PREP_DOWNLOAD_NO_CC
2 f—

evicc #PREP_DOWNLOAD_NO_CC) SW=0x9000
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4.2.20 ES10c (LPA -- eUICC): GetProfilesinfo

4.2.20.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]:

e Section 2.4.5.2
e Section 3.1.4
e Section 3.2.4
e Section 5.7.15

4.2.20.2 Test Cases

4.2.20.2.1 TC_eUICC_ES10c.GetProfilesinfo

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALS3 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALL is Enabled.

eUICC The Nickname of PROFILE_QPERATIONALl and
PROFILE_OPERATIONALZ is empty.

eUICC The Nickname of the PROFILE_OPERATIONALS is equal to

#NICKNAMES.

Test Sequence #01 Nominal: Get All Profiles

Step  Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response ProfileInfoListResponse::=
profileInfoListOk: {
#PROFILE_INFO1,

1 S_LPAd — MTD_STORE_DATA #PROFILE_INFO2,

euiCC (#GET_PROFILES_INFO_ALL) #PROFILE_INFO3

}
SW = 0x9000

Test Sequence #02 Nominal: Get Profile by ICCID

Step  Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( response ProfileInfoListResponse::=
R ~ profilelnfoListOKk : {
MTD_GET_PROFILE_INFO
. S_LPAd — _GET_ _INFO( #PROFILE_INFO1
euICC #ICCID_OP_PROF1, )
NO_PARAM)) SW = 0x9000

Test Sequence #03 Nominal: Get Profile by AID

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 corresponds to <ISD_P_AID1>.
Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response ProfileInfoListResponse::=
MTD_STORE_DATA( profileInfoListOk : {
L S _LPAd — MTD_GET_PROFILE_INFO( #PROFILE_INFO1
euICC NO_PARAM, }

Test Sequence #04 Nominal: Get All Operational Profiles

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk: {

#PROFILE_INFO1,

L S_LPAd — MTD_STORE_DATA #PROFILE_INFO2,
euicC (#GET_PROFILES_INFO_PROFCLASS) | #PROFILE_INFO3
}
SW = 0x9000

Test Sequence #05 Nominal: Get Profile ICCID list

Step Direction Sequence / Description ‘Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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response ProfileInfoListResponse::=
profileInfoListOk : {

1 S_LPAd — | MTD_STORE_DATA #PROFILES_INFO_TAGLIST ICCID
eUICC (#GET_PROFILES_INFO_TAGLIST_ICCID) }
SW = 0x9000

Test Sequence #06 Nominal: Get Profile AID list

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

S LPAd — | MTD_STORE _DATA #PROFILES_INFO_TAGLIST ISDP
1 — (#GET_PROFILES_INFO_TAGLIST_ISDPAI | z|p
euICC
D)
}
SW = 0x9000

Test Sequence #07 Nominal: Get Profile Nickname list

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

MTD_STORE_DATA #PROFILES_INFO_TAGLIST_PROF
(#GET_PROFILES_INFO_TAGLIST_PROFI | || E NICKNAME

LE_NICKNAME)

S_LPAd —
evICC

}
SW = 0x9000

Test Sequence #08 Nominal: Get Profile SP Name list

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

S LPAd — | MTD_STORE _DATA #PROFILES_INFO_TAGLIST_SP_N
1 — (#GET_PROFILES_INFO_TAGLIST_SP_NA | apmE
euICC
ME)
}
SW = 0x9000
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Test Sequence #09 Nominal: Get Profile Name list

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd —
eUlCC

MTD_STORE_DATA

(#GET_PROFILES_INFO_TAGLIST_PROFI

LE_NAME)

response ProfileInfoListResponse::=
profileInfoListOk : {

#PROFILES_INFO_TAGLIST_PROF
ILE_NAME

}
SW = 0x9000

Test Sequence #10 Nominal: Get Profile Icon list

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

Ic2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd —
eulcC

MTD_STORE_DATA

(#GET_PROFILES_INFO_TAGLIST_ICON)

response ProfileInfoListResponse::=
profilelnfoListOk : {

#PROFILES_INFO_TAGLIST_ICON

}
SW = 0x9000

Test Sequence #11 Nominal: Get Profile Owner list

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S LPAd —
eUICC

MTD_STORE_DATA

(#GET_PROFILES_INFO_TAGLIST_PROFI

LE_OWNER)

response ProfileInfoListResponse::=
profileInfoListOk : {

#PROFILES_INFO_TAGLIST_PRO
FILE_OWNER

}
SW = 0x9000

Test Sequence #12 Nominal: Get Profile SM-DP+ proprietary data list

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL has been installed on the eUICC with
dpProprietaryData #SMDP_PROP_DATAL (i.e. #CONF_ISDP_PROF1 is

used during the Profile downloading).
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Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

S_LPAd— | MTD_STORE_DATA #PROFILES_INFO_TAGLIST_SMD
1 SOICe (#GET_PROFILES_INFO_TAGLIST_SMDP_ | p prop DATA
PROP_DATA)
}
SW = 0x9000

Test Sequence #13 Nominal: Get Profile ICCID and State list

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

1 S_LPAd — MTD_STORE_DATA #PROFILES_INFO_TAGLIST1
euicc (#GET_PROFILES_INFO_TAGLISTL) |

SW = 0x9000

Test Sequence #14 Nominal: Get Profile Nickname and State list

Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profilelnfoListOk : {

1 S_LPAd — MTD_STORE_DATA #PROFILES_INFO_TAGLIST2
eulCC (#GET_PROFILES_INFO_TAGLIST2) }

SW = 0x9000

Test Sequence #15 Nominal: Get Profile Icon and Icon Type list

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response ProfileInfoListResponse::=
L S_LPAd — MTD_STORE_DATA profileinfoListOk : {
evicc (#GET_PROFILES_INFO_TAGLIST3) #PROFILES_INFO_TAGLIST3
}
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| | SW = 0x9000

Test Sequence #16 Nominal: Get Profile Icon and State list

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response ProfileInfoListResponse::=
profileInfoListOK : {
1 S_LPAd — MTD_STORE_DATA #PROFILES_INFO_TAGLIST4
eulcC (#GET_PROFILES_INFO_TAGLIST4) :
SW = 0x9000

Test Sequence #17 Nominal: Get Operational Profile ICCID and State list

Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

S_LPAd — MTD_STORE_DATA #PROFILES_INFO_TAGLIST1
evicc (+GET_PROFILES_INFO_OPTAGLISTI) |

SW = 0x9000

Test Sequence #18 Nominal: Get Operational Profile Nickname and State list

Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

1 S_LPAd — MTD_STORE_DATA #PROFILES_INFO_TAGLIST2
eviCC (#GET_PROFILES_INFO_OPTAGLIST2) }
SW = 0x9000

Test Sequence #19 Nominal: Get Operational Profile Icon and Icon type list

Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response ProfileInfoListResponse::=
1 S_LPAd — MTD_STORE_DATA profilelnfoListOk : {
euicC (#GET_PROFILES_INFO_OPTAGLIST3)

#PROFILES_INFO_TAGLIST3
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}
SW = 0x9000

Test Sequence #20 Nominal: Get Operational Profile Icon and State list

Step | Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profilelnfoListOk : {

1 S_LPAd — MTD_STORE_DATA #PROFILES_INFO_TAGLIST4
eulCC (#GET_PROFILES_INFO_OPTAGLISTA4) }

SW = 0x9000

Test Sequence #21 Nominal: Get Profile State of the defined Profile

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOKk : {

S_LPAd — | MTD_STORE_DATA #PROFILES_INFO_ICCID_TAGLIST
eulcC (#GET_PROFILES_INFO_ICCID_TAGLIST1) 1

}

SW = 0x9000

Test Sequence #22 Nominal: Get Profile Icon Type of the defined Profile

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOKk : {

S LPAd —» | MTD STORE DATA #PROFILES_INFO_ICCID_TAGLIST
! euICC (#GET_PROFILES_INFO_ICCID_TAGLIST?2) | 2
}
SW = 0x9000

Test Sequence #23 Nominal: Get Profile Class of the defined Profile

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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response ProfileInfoListResponse::=
profileInfoListOk : {

S_LPAd— | MTD-STOREDATA #PROFILES_INFO_ICCID_TAGLIST
SOICe (#GET_PROFILES_INFO_ICCID_TAGLISTS | 5

)
}
SW = 0x9000

Test Sequence #24 Nominal: Get Notification Configuration of the defined Profile

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profileInfoListOKk : {

S LPAd— | MTD_STORE DATA #PROFILES_INFO_ICCID_TAGLIST
feyee (#GET_PROFILES_INFO_ICCID_TAGLIST4 | 4

)
}
SW = 0x9000

Test Sequence #25 Nominal: Get Profile Policy Rules of the defined Profile

Direction  Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

response ProfileInfoListResponse::=
profileInfoListOk : {

SLPAd— | Do TOREDATA #PROFILES_INFO_ICCID_TAGLIST
cUICC (#GET_PROFILES_INFO_ICCID_TAGLISTS | ¢

)
}
SW = 0x9000

Test Sequence #26 Nominal: Get empty Profile list. No Profile installed

Initial Conditions

Entity Description of the initial condition
No Profile is loaded on the eUICC

eUICC (this condition overrides the general initial condition defined in this test
case).

Step  Direction ‘ Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S LPAd — MTD_STORE_DATA response ProfileInfoListResponse::=

eulCC (#GET_PROFILES_INFO_ALL) profileInfoListOk: {
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}
SW = 0x9000

4.2.20.2.2

TC_eUICC_ES10c.GetProfilesinfo_ErrorCases

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.
eUICC The Nickname of PROFILE_OPERATIONALL1 is empty.

Test Sequence #01 Error: Get Profiles during a Profile Enabling

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONALL is Disabled on the eUICC.
Step Direction Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE(
No response data is returned
1 S_LPAd — #ICCID_OP_PROF1, P
euiCC SW=0x91XX
NO_PARAM,
TRUE))
MTD_STORE_DATA(
2 S_LPAd — SW = 0x6985
euiCC #GET_PROFILES_INFO_ALL)
S Device — o REFRESH Command (“UICC
3 eulcC FETCH XX Reset”)
4 Repeat IC1 and IC2
response
ProfileInfoListResponse::=
profileInfoListOk: {
MTD_STORE_DATA(
5 S_LPAd — - - #PROFILE_INFO1
euICC #GET_PROFILES_INFO_ALL) }
SW = 0x9000
S_Device — —
6 SUICC [SELECT_ICCID] SW=0x9000
- #ICCID_OP_PROF1
7 | S-PeViCe— | READ BINARY] with <L>=0x0A
euiCC SW=0x9000
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Test Sequence #02 Error: Get Profiles during a Profile Disabling

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled on the eUICC.
Step  Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

MTD_STORE_DATA Case3(
MTD_DISABLE_PROFILE(

No response data is returned
1 S_LPAd — #ICCID_OP_PROF1, P
eUlCC SW=0x91XX
NO_PARAM,
TRUE))
MTD_STORE_DATA(
2 S_LPAd — SW = 0x6985
euiCC #GET_PROFILES_INFO_ALL)
3 S _Device — FETCH 'XX' REFRESH Command (“UICC

eulCC Reset”)

4 Repeat IC1 and IC2

response
ProfileInfoListResponse::=
profileInfoListOk: {

MTD_STORE_DATA
5 S_LPAd — - - ( #PROFILE_INFO1_DISABLED
euiCC #GET_PROFILES_INFO_ALL) }
SW = 0x9000
S_Device — —
6 SOice [SELECT _ICCID] SW=0x6A82

Test Sequence #03 Error: Get Profiles during an eUICC Memory Reset

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.

Step Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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. |S.LPAd— MTD_STORE_DATA( #R_EUICC_MEMORY_RESET_OK
eUICC #EUICC_MEMORY_RESET_OP_PRO) | SW=0x91XX
MTD_STORE_DATA(
2 | SLPAd— SW = 0x6985
euICC #GET_PROFILES_INFO_ALL)
3 Z—ﬁfg'ce - FETCH 'XX' REFRESH Command (“UICC Reset’)

4 Repeat IC1 and IC2

response ProfileInfoListResponse::=
profileInfoListOk: {

S LPAd — MTD_STORE_DATA(
5 u }
euICC #GET_PROFILES_INFO_ALL)
SW = 0x9000
4.2.20.2.3 TC_eUICC_ES10c.GetProfilesinfo_ MEPA1
General Initial Conditions
Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONALZ has been installed on the eUICC.
eUICC The PROFILE_OPERATIONALS3 has been installed on the eUICC.
eulCcC The PROFILE_OPERATIONALL is Enabled.
cUICC The Nickname of PROFILE_OPERATIONALL1 and
PROFILE_OPERATIONAL?Z is empty.
cUICC The Nickname of the PROFILE_OPERATIONALS is equal to

#NICKNAMES.

Test Sequence #01 Nominal: Get Profile ICCID, State and enable on eSIM Port list

Initial Conditions

Entity Description of the initial condition

eUICC eUICC is MEP capable

eUICC The PROFILE_OPERATIONALL is Enabled on Port 1
eUICC The PROFILE_OPERATIONALZ2 is Enabled on Port 2

Directio

N Sequence / Description Expected result
S Devi Extract <ATR>
evice
IC1 | Touice | RESET Verify ‘LS| Support’ is present in
<ATR>
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IC2 S_Device

PROC_EUICC_CONFIGURE_LSIS_FOR_M

EP (

2,
#IUT_MEP_LSI_OPTIONS,
“010203",

2)

Verify
<MEP_MODE> = 01,
Verify

<MEP_LSI|_OPTION> =
#UT_MEP_LSI_OPTIONS

Verify

<MEP_MAX_LSIS> <=
#IUT_MEP_MAX_LSIS

IC3 PROC_EUICC_INITIALIZATION_SEQUENCE_MEP

IC4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd —
euICC

MTD_STORE_DATA(

MTD_GET_PROFILE_INFO_TAGLIST (
‘5A9F709F24"))

response ProfileInfoListResponse::=
profileInfoListOK : {

#PROFILES_INFO_TAGLIST5_MEPA
1

}
SW=0x9000

4.2.20.2.4 TC_eUICC_ES10c.GetProfilesinfo_MEPA2

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALS3 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALL is Enabled.

cUICC The Nickname of PROFILE_QPERATIONALl and
PROFILE_OPERATIONALZ is empty.

cUICC The Nickname of the PROFILE_OPERATIONALS is equal to

#NICKNAMES.

Test Sequence #01 Nominal: Get Profile ICCID, State and enable on eSIM Port list

Initial Conditions

Entity Description of the initial condition
eUICC eUICC is MEP capable

eUICC The PROFILE_OPERATIONALL is Enabled
eUICC The PROFILE_OPERATIONALZ2 is Enabled
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Ste Directio

0 N Sequence / Description Expected result
Extract <ATR>
Devi
IC1 S_Device RESET Verify ‘LS| Support’ is present in <ATR>
— elICC
Verify
PROC_EUICC_CONFIGURE_LSIS_FOR_ | <MEP_MODE> = 02,
MEP ( Verify
2
: ’ <MEP_LSI_OPTION> =
IC2 | S_Device | iyt MEP_LSI_OPTIONS, #IUT_MEP_LSI_OPTIONS
“020103”, Verify
2) <MEP_MAX_LSIS> <=
#IUT_MEP_MAX_LSIS

IC3 | PROC_EUICC_INITIALIZATION_SEQUENCE_MEP

IC4 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response ProfileInfoListResponse::=
profilelnfoListOk : {

#PROFILES_INFO_TAGLIST5_MEPA2

MTD_STORE_DATA( o
L S_LPAd _
“Teulce | MTD_GET_PROFILE_INFO_TAGLIST (| OR
'SAIF709F24Y) PROFILES_INFO_TAGLIST5 _MEPA2_
21;
}
SW=0x9000

4.2.20.2.5 TC_eUICC_ES10c.GetProfilesinfo_MEPB

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONALS3 has been installed on the eUICC.
eUlCC The PROFILE_OPERATIONALL is Enabled.

The Nickname of PROFILE_OPERATIONAL1 and

evicc PROFILE_OPERATIONALZ is empty.

The Nickname of the PROFILE_OPERATIONALS is equal to

evicc #NICKNAMES3.

Test Sequence #01 Nominal: Get Profile ICCID, State and enable on eSIM Port list

The purpose of this test sequence is to verify that the fields profileState and
enabledOnEsimPort properly reflect the Profile’s state depending on the Command Port.
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Initial Conditions

Entity Description of the initial condition

eUICC eUICC is MEP capable

eUICC The PROFILE_OPERATIONALL is Enabled on Port 0
eUICC The PROFILE_OPERATIONALZ2 is Enabled on Port 1

Directio "
N Sequence / Description Expected result
Extract <ATR>
S_Device Verify ‘LS| Support’ is present in
IC1 — eUlICC RESET <ATR>
Verify
PROC_EUICC_CONFIGURE_LSIS_FOR_ME | <MEP_MODE> = 03,
P Verify
2
; ' <MEP_LSI_OPTION> =
IC2 S_Device #IUT_MEP_LSI_OPTIONS, #IUT_MEP_LSI_OPTIONS
“030201", Verify
2) <MEP_MAX_LSIS> =
#IUT_MEP_MAX_LSIS
IC3 PROC_EUICC_INITIALIZATION_SEQUENCE_MEP
IC4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response ProfileInfoListResponse::=
profileInfoListOk : {
#PROFILES_INFO_TAGLIST5_MEP
B
}
SW=0x9000
MTD_STORE_DATA( .
s - - Verify that:
LPAd
1 SOiee - MTD_GET_PROFILE_INFO_TAGLIST_MEP - the Profilelnfo object with
( #ICCID OP PROF1 hasits
‘5A9F709F24)) profileState equal to
enabled and its
enabledOnEsimPort
equalto 0
- the Profilelnfo object with
#ICCID OP PROF2 hasits
enabledOnEsimPort
equalto 1
2 PROC_MEP_LSI_MULTIPLEXING(1)
3 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
. S LPAd — MTD_STORE_DATA( Verify that: ' ' '
eulCcC MTD_GET_PROFILE_INFO_TAGLIST_MEP - the Profileinfo object with
( #ICCID_OP_PROF?2 has its
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profileState equal to
enabled and its
enabledOnEsimPort
equal to 1

‘5A9F709F24"))

- the Profilelnfo object with
#ICCID OP PROF1 hasits
enabledOnEsimPort

equal to O
4.2.21 ES10c (LPA -- eUICC): EnableProfile
4.2.21.1 Conformance Requirements
References
GSMA RSP Technical Specification [2]:
e Section 2.4.3
e Section 2.9.1, 2.9.3.3
e Section 3.2.1
e Section 3.4.3
e Section 5.7.16
4.2.21.2 Test Cases
4.2.21.21 TC_eUICC_ES10c.EnableProfile_Case3
General Initial Conditions
Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL has been installed on the eUICC.

Test Sequence #01 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set when
Device supports “UICC Reset”

Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONALL1 corresponds to <ISD_P_AID1>.
Step  Direction Sequence /Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3(
1 S LPAd — MTD_ENABLE_PROFILE( No response data is returned
eUICC NO_PARAM, SW=0x91XX
<ISD_P_AID1>,
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TRUE))
S_Device o REFRESH Command (“UICC
2 — eUICC FETCH XX Reset”)
3 Repeat IC1 and IC2

MTD_STORE_DATA(

S_LPAd — MTD_GET_PROFILE_INFO(

response
ProfileInfoListResponse::=
profilelnfoListOk : {

evlCC NO_PARAM, #PROFILE_INFO1
<ISD_P_AID1>)) }
SW=0x9000

5 S_Device |\ b EcT IceiD SW=0x9000

~euicc | - ] X

S_Device , #ICCID_OP_PROF1
6 [READ_BINARY] with <L>=0x0A

— euICC SW=0x9000

Test Sequence #02 Nominal: Enable Profile by ICCID and “refreshFlag” set when

Device supports “UICC Reset”

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALL is Disabled on the eUICC.

Step Direction Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE( .
S_LPAd — No response data is returned
1 — #ICCID_OP_PROF1,
eUiCC SW=0x91XX
NO_PARAM,
TRUE))
S_Device o REFRESH Command (“UICC
2 — eUICC FETCH XX Reset”)
3 Repeat IC1 and IC2
response
MTD_STORE_DATA( ProfileInfoListResponse::=
4 S LPAd — MTD_GET_PROFILE_INFO( profilelnfoListOk : {
evlcC #ICCID_OP_PROF1, #PROFILE_INFO1
NO_PARAM)) }
SW=0x9000
5 S_Device SELECT_ICCID SW=0x9000
—~euicc || ~Iccin] =X
S_Device _ #ICCID_OP_PROF1
6 - [READ_BINARY] with <L>=0x0A
— eUICC SW=0x9000
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Test Sequence #03 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set when
Device supports “eUICC Profile State Change”

Initial Conditions
Entity Description of the initial condition
eulCC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONALL1 corresponds to <ISD_P_AID1>.
Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA Case3(
S LPAd MTD_ENABLE_PROFILE( N data is returned
ind O response aata IS returne
1 - NO_PARAM, P
eUICC ~ SW=0x91XX
<ISD_P_AID1>,
TRUE))
S_Device oo REFRESH Command (“eUICC
2 — eUICC FETCH XX Profile State change”)
S_Device
3 - TERMINAL RESPONSE SW=0x9000
— eUICC
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
response
MTD_STORE_DATA( ProfileInfoListResponse::=
S _LPAd — MTD_GET_PROFILE_INFO( profileInfoListOKk : {
6 eUICC NO_PARAM, #PROFILE_INFO1
<ISD_P_AID1>)) }
SW=0x9000
7 S_Device | oriecT Iccip SW=0x9000
—~euicc || ~ICCID] =
S_Device ) #ICCID_OP_PROF1
8 - [READ_BINARY] with <L>=0x0A
— eUICC SW=0x9000

Test Sequence #04 Nominal: Enable Profile by ICCID and “refreshFlag” set when
Device supports “eUICC Profile State Change”

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALL is Disabled on the eUICC.

Step Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE( .
S _LPAd — No response data is returned
1 — #ICCID_OP_PROF1,
eUICC SW=0x91XX
NO_PARAM,
TRUE))
S_Device oo REFRESH Command (“eUICC
2 — eUICC FETCH XX Profile State change”)
S_Device
3 - TERMINAL RESPONSE SW=0x9000
— euiCcC
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
response
MTD_STORE_DATA( ProfileInfoListResponse::=
5 S_LPAd — MTD_GET_PROFILE_INFO( profileInfoListOk : {
eulCC #ICCID_OP_PROF1, #PROFILE_INFO1
NO_PARAM)) }
SW=0x9000
7 S_Device | \ael ecT IcciD SW=0x9000
—~euicc || -ICCID] -
S Device . #ICCID_OP_PROF1
8 - [READ_BINARY] with <L>=0x0A
— eUlCC SW=0x9000

Test Sequence #05 Nominal: Enable Profile by ISD-P AID and “refreshFlag” not set

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONAL1 corresponds to <ISD_P_AID1>.

Step Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE(

<ISD_P_AID1>))

— No response data is returned
1 S_LPAd NO_PARAM, P
eulCC - SW=0x9000
<ISD_P_AID1>,
FALSE))
S_Device Toolkit initialization THEN
2 . eUICC [TERMINAL_PROFILE] SW=0x9000
response
MTD_STORE_DATA( ProfileInfoListResponse::=
3 S_LPAd — MTD_GET_PROFILE_INFO( profilelnfoListOk : {
eUICC NO_PARAM, #PROFILE_INFO1

}
SW=0x9000
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4 S_Device |\ p EeT IcciD SW=0x9000
— eUICC [ - ] X
S_Device _ #ICCID_OP_PROF1
5 - [READ_BINARY] with <L>=0x0A o
- eUICC SW=0x9000

Test Sequence #06 Nominal: Enable Profile by ICCID and “refreshFlag” not set

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Disabled on the eUICC.
Step  Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE( _
S LPAd — No response data is returned
1 - #ICCID_OP_PROF1,
euiCcC SW=0x9000
NO_PARAM,
FALSE))
S Device Toolkit initialization THEN
2 . eUICC [TERMINAL_PROFILE] SW=0x9