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Overview:
The purpose of this Application Note is to provide guidance for the industry in order to avoid the misuse of Remote Application Management (RAM) keys to install, within Profiles, a malicious Java Card Applications in an eUICC supporting Java Card technology.
This Application Note is a first set of recommendations to be used for products based on existing versions of the eSIM specifications. 
Other actions including the update of the eSIM specifications and other GSMA related documents are ongoing.


Details of Issue:
The issue occured when an attacker was able to install a malicious Java Card Application (that was not bytecode verified and therefore able to exploit a potential vulnerability of the underlying platform) via publicly known RAM keys to an enabled Test Profile of a device.  Note that the issue occurred because of the knowledge of the RAM keys, not because the Profile is a Test Profile.


Revealed Security Issue:
GSMA TS.48 v6 (or earlier) Generic Test Profile (GTP) specification has published static RAM keys.
It is possible, through use of these, to install a Java Card Application that is not bytecode verified.  Note that the same issue would have existed with any other Profile where the attacker is aware of the RAM keys. 


Recommendations:
There are several areas that need attention by the various actors within the ecosystem. It should be noted that there is no intention to unnecessarily impact the operation of the test industry.



PART 1: Recommendations to mitigate the Profile-related issue:
Having easily discovered RAM keys within a Profile makes it possible for a non-authorised party to install an Application within a Profile, breaking the chain of trust and potentially allowing malicious actions to take place.

The following are recommendations to avoid misuse of the RAM keys.

Profile Owner responsibilities:
· For eUICC with GSMA Live Certificates, if the RAM keys are enabled, they must be kept confidential in the closed environment of the Profile Owner regardless of the Profile class (Operational, Provisioning, or Test).  Note that, in the Test use case, the closed environment of the Profile Owner could include sharing the RAM keys confidentially with trusted parties.

EUM (eUICC Manufacturer) responsibilities:
· Certificates from a Test Certificate Issuer (CI) as defined in e.g. GSMA SGP.26, should not exist on eUICC products intended for end user use alongside Live Certificates (e.g. GSMA CI).

OEM/Device Vendors
· Any pre-installed Profiles provisioned within eUICCs by the OEM should only contain confidential RAM keys within commercial devices. 
· It should be carefully considered if it is necessary to pre-embed Test Profiles with RAM functionality in commercial devices.
· The GSMA TS.48 GTP v6.0 or lower should be removed from commercial devices.
· Access to Device Test Mode should not be available to the end user.


PART 2: Recommendations to prevent the installation of malicious Java Card Applications :
The recommendation is to apply the Java Card security model, as documented in the Java Card Virtual Machine Specification section 1.3:
· A Java Card Application must pass bytecode verification to ensure that each bytecode is valid at execution time.
· In case the verification is performed off-card, the deployment process must also ensure that after verification a Java Card Application to be executed on an eUICC is not altered in a way that does not satisfy the constraints checked by this verification.

The Oracle off-card verifier may be used for bytecode verification of Java Card Applications.


The following are recommendations to the different actors to ensure the bytecode verification of Java Card applications.

Profile Owner responsibilities:
· Any Java Card Application to be installed on the eUICC (via SM-DP+, Over The Air (OTA) or pre-loaded) must have passed bytecode verification.
· The Profile Owner should cooperate with the Device Manufacturer in case a Java Card Application impacts the security of their product(s).

Application Developer responsibilities:
· Java Card Application developers should comply with “TCA Stepping Stones for Java Card Applet Developers” recommendations, and in particular bytecode verification as stated in section 7.1 and interoperability checklist in section 9 in point 27.

EUM (eUICC Manufacturer) responsibilities:
· Any eUICC supporting Java Card Applications should be protected to mitigate vulnerabilities induced by loading third-party code.
· Java Card Applications developed and/or installed by the EUM should be bytecode verified.

SM-DP+ Vendors
· The entity operating the SM-DP+ should inform the Profile Owner that all Java Card Applications included in the Profile Package must be bytecode verified.
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