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loT Modules

Securing loT — “where’s my data?”



Who IS ?

. CONNECT MANAGE INTEGRATE

things-to-Cloud-to-Cloud ..
k= WISE Cloud-to-cloud F)

asset gateway

BN
0 B0 WISE E
hosted gateway WISE ﬁ

WI s E enterprise gateway

WISE l o =
Management Porta J

on-module API WISE @ =

n http / tr50 API H_
WISE °
mqtt / tr50 API

Multiple Ways to Onboard Multiple Methods of Integration Telit
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where Is my ?

Things

H OB B &
@ Network i -
A Provider I Provider
# & LS

Platform
Q Provider

Telit



Things
Provider

Network Service Application
Provider Provider Provider

Network Service

Operational Security

Responsible Organization

Telit



What does

Use of the
products

;

MODULES CONNECTIVITY
Customer Customer

Customer

Customer

Customer

mean?

PLATFORM

Customer

Security Features Alignment

Telit
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of security? ...

perating system hardening

- Security configuration

- Anti-malware

- General ADDS security

- File system

- Print system

- .NET Framework security

- Internet Information Services
- System redundancy

Layer 2
Physical protection

- Physical environment
- Physical controls
- Communications
- Surveillance

Layer 4
Information access

Layer 1
Critical information

- User identification

- Security policies

- Resource access

- Role-based access control
- Access auditing/monitoring
- Digital rights management

- Data categorization
- Application hardening

Layer 5
External access

- Perimeter networks
- VPN/RRAS

- SSTP
| - PKI
| - Identity federation

-NAP °
@ lelit



or an world?

Postscapes ol
@ Tracking the Internet of Things ""i:%"

LTE Advanced

Cellular 4G / LTE

3G - GPS/ GPRS

2G / GSM / EDGE, CDMA, EVDO
WEIGHTLESS

WIMAX

LICENSE-FREE SPECTRUM
DASH 7

BLUETOOTH
uws
m 2AWAVE
ZIGBEE
6LOWPAN
NFC
0] ANT
RFID WAN

v Wide Area Network - 802.20

POWERLINE

ETHERNET MAN

PRINTED Metropolitan Area Network -802.16

-'802.11
PAN Local Area Network - 802.1

IPv4 IPv6 UDP DTLS RPL Telnet MQTT DDS COAP XMPP HTTP SOCKETS REST API s o
Personal Area Network - 802.15

Telit
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What's ?

7 - Security Best Practices - keep moving —
GSMA guidelines

7 - Help customers understand what they
need to ask from SPs and create a trustable entity to
help them understand the benefits

Ve - Pool of resources at the high level to fight

vulnerabilities ©
Telit
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