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INTRODUCTION

M a l a y s i a  I o T  A s s o c i a t i o n

Founded in 2016, Malaysia IoT Association or  

commonly know as MyIoTA is the largest IoT & 

AI Eco-system & platform in Malaysia consisting 

of the entire IoT & AI value chain from 

semiconductors, sensors, 5G, connectivity,  

cloud, cybersecurity, software, hardware,  

research, funding  & gov agency engagements.  

Find out more at www.my-iot.org
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http://www.my-iot.org



“DID YOU KNOW THAT BY 2025, 
THERE WILL BE OVER 75 
BILLION CONNECTED DEVICES 
WORLDWIDE?”



What the Internet of Things is 

really about is information 

technology that can gather its 

own information. Often what it 

does with that information is 

not tell a human being 

something, it [just] does 

something

Sir  Kevin Ashton ,  Father  o f  IoT ”

“



real-world examples of IoT security breaches
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• Amazon-owned company Ring

• Incident: User data was accidentally revealed 
to Facebook and Google.Cybercriminals 
hacked into families’ connected doorbell and 
home monitoring systems​

• How It Happened: Hackers exploited weak, 
recycled, and default credentials to access live 
camera feeds and even communicate through 
integrated microphones and speakers. Some 
users reported verbal harassment.

• Lesson: Always change admin credentials for 
new smart hardware and follow basic 
cybersecurity practices



https://www.tutorialspoint.com/5-worst-examples-of-iot-hacking-and-vulnerabilities-in-recorded-history#



INCREASED IOT CYBERSECURITY THREATS



IoT 

Middleware

Connectivity End Device/Gateway Sensors/actuators

THE IOT VALUE CHAIN



S E C U R IN G  IN D U S TR IAL IN TE R N E T O F  TH IN G S  ( I IO T )  S YS TE M S  

ISSUES

• Diverse Ecosystems

• Legacy Infrastructure

• Physical Vulnerabilities

• Scalability and Volume

• Interoperability

• Supply Chain Risks

• Lack of Security Awareness:Industrial 
operators may not fully grasp the security 
implications of IIoT adoption 

• Harmonizing security

• Integrating modern security 
measures without disrupting 
existing operations

• Ensuring physical security and 
preventing unauthorized access

• Implementing scalable 
authentication, encryption, and 
monitoring mechanisms

• Establishing secure 
communication channels while 
maintaining compatibility

• Ensuring supply chain integrity 
and verifying device authenticity

• Raising awareness, providing 
training, and fostering a security-
conscious culture

RECOMMENDATIONS



https://www.nist.gov/itl/applied-cybersecurity/nist-

cybersecurity-iot-program

IOT CY BERSECURITY REGULATIONS



PREVALENCE & R ISK OF OPEN -SOURCED LIBRARIES &  OS

G I T HUB HAS FACED REAL -
W O RLD I NCI DENT S W HERE 
M ALI C I O US ACTO RS 
EXPLO I T ED O PEN - SO URCE 
REPO SI TO RI ES



WHERE ARE THE THREATS COMING FROM?

https://media.kaspersky.com/documents/business/brfwn/en/The-Kaspersky-Lab-Global-IT-Risk-

Report_Kaspersky-Endpoint-Security-report.pdf



MQTT, CoAP, AMQP, 
XMPP 
over cellular or 
Ethernet networks

Embedded devices in mixed 
networks

(buildings, energy sector, 
etc.)

Industrial facilities

IoT gateway Cloud service

Automotive electronics

Cameras

(buildings, energy sector, etc.)

Internet

Wireless network

Industrial network

Serial interfaces
(industrial protocols)

Video stream

Devices

PLC

What is IoT Secure Gateway?

! Unauthorized access

! Malware

Tampered Firmware!

!!

!

!
!

!

!!

!

KISG Functions:
- Protects local IoT infrastructure
- Protects itself
- Secure data
- Ensure reliability (availability of data)

Ethernet (industrial 
protocols)



≈ 35 millions
of code lines in the Linux kernel

Microkernel vs 
Monolithic kernel

≈ 100 thousands
of code lines in the 
microkernel in KasperskyOS

• Minimal possible code size allows to
obtain a very high level of security

• Minimizing the probability of
vulnerabilities in a key element of the
information system

• Eliminates the risk of entire classes of
cyberattacks

• Reliability and predictability of operation



Advantages of microkernel approach

Component compromise does not 
compromise the kernel or the entire 
solution

This approach allows you to protect 
against even a compromised driver

Attack spreading is complicated, and 
in some directions impossible

Driver

Security domain

Application 1

Security domain

Security domain

Security domain

Security domain

Service 
(affected)

Application 2

Application N



Cyber 
Immune
Gateway

Device

Web Server

Config Manager

SQL injection

No isolation

Cyber attack

Executing arbitrary code 
with system 

administrator rights

TLS 
Entity

Web 
Server

Config 
Manager

Kernel

Security policy enforcement

Unauthorized 
communication 
prohibited

CVE-2021-42311
(Microsoft Defender for 
IoT)

Internet

Regular gateway

Internet

Isolated 
domain

Regular gateway vs. Kaspersky Cyber Immune gateway under cyberattack
(RCE as an example)

Database

Device

Isolated 
domain

Isolated 
domain

Even in case of exploit of 
vulnerable component, 
system stays secure



MQTT

MQTT over TLS

KISG 1000 with vibration 
data pre-processing

Public or private IoT platform

• Data security and trust

• Protecting equipment from cyber threats

• Blocking network attacks

PLC or
Data converter

PLC

MQTT

Events and 
alarms

Kaspersky
 Security Center (KSC)

• Event analysis

• Gateway fleet management

• Inventory of industrial network devices

OPC-UA
• Data conversion

Gearbox Robotic cell

Vibration sensors

Drive

USE CASE:  INDUSTRIAL IOT



CloudDevice

Edge SIM eliminate the risk

Internet

X

Edge SIM



SECURELY CONNECT ANY DEVICE
TO ANYWHERE, WITHOUT
TOUCHING 
THE PUBLIC INTERNET



Connected 
assets

Mobile networks Console Connect
platform

Edge SIM

To Simplified 
Edge to cloud network

Cloud service providers
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Automated provisioning

Scalability build in 

Secure IoT data transfer 
over private network

Ubiquity with full worldwide 
coverage in one SIM

Seamlessly manage data 
and SIMs via the Console 
Connect portal

Edge SIM
Devices

Applications

Clouds

Console Connect provided services

Edge SIM IoT CMP

sales@consoleconnect.com



REGULATIONS & COMPLIANCE FOR WIRELESS DEVICES

https://cyl.mcmc.gov.my/about#regulation



AI TRENDS
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SUPER HERO VS SUPER VILLAIN
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MYIOTA IOT SENSORHUB:MAKING IOT EASY

PCB-Designed by Cre8IoT
Malaysian embedded design house

Global roaming data SIM
6-month plan from PCCW Global

Firmware Development Training on Customization
IoT Labs 3-day embedded C-programming & 
prototyping for IoT SensorHub

IoT Middleware Dashboarding & Training
Favoriot 

Real-Time Historian & MQTT server
Matrix Invent MSC

AI/ML Prototyping & Development tools
Altair Engineering

Powered-by STMicroelectronics
STM32L475VG, Cortex-M4 MCU 80 MHz with 1 Mbyte 
of Flash memory, 128 KB SRAM
1GB FLASH Onboard memory (20,000 sampling log, 100,000 

activity log)

Bundled with:-

IoT sensors, Edge Computing, Hybrid cloud services, HMI/SCADA, IoT 

Middleware, AI/ML Tools, Wireless, Industrial Rating, Reference 

Applications, Multi-vendor support/components & eco-system etc. Target 

for SME’s & Start-ups deploying IoT solutions out-of-the box



MYIOTA SENSORHUB REFERENCE ARCHITECTURES



MYIOTA SENSORHUB FOR SMART CITY

MikroE board with 
Lora, Wifi, GNSS

Smart rubbish bin

Smart Parking

Smart Street Light



MYIOTA SENSORHUB ARCHITECTURE



J o i n  u s  a t  H o T  2 0 2 4
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SUMMARY

Securing IIoT demands a holistic 

approach—combining technical 

solutions, policy frameworks, and 

collaboration across various 

industries & it’s value chain
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SECURING THE IOT ISN’T AN 
OPTION—IT’S AN 
IMPERATIVE. LET’S WORK 
TOGETHER TO BUILD A 
SAFER, SMARTER 
CONNECTED WORLD

Ts. James Lai

James.lai@my-iot.org

www.my-iot.org
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