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The Quantum Threat IEM

IBM Newsroo m News “ Mediaresources v InsideIBM v Blog v

IBM Sets the Course to Build World's First Large-
Scale, Fault-Tolerant Quantum Computer at New
IBM Quantum Data Center

* Quantum computingis both a

revolutionary opportunity and a Junto.202 Our Ouantum EChoeS algorlthm IS a blg
fundamental threat step toward real-world applications for
« A sufficiently powerful quantum quantum Computlng
computer will be able to compromise - = ,
the public key cryptography that A e o
currently underpins digital security
[+ mm Quantinuum Announces
Commercial Launch of New

Helios Quantum Computer that
Offers Unprecedented Accuracy

to Enable Generative Quantum Al
(GenQAlI)

November 5, 2025




Security in the quantum era

Post Quantum Cryptography

Next generation cryptography
algorithms, resistant to classical and
quantum attacks

PQC standardization process (first set
of NIST algorithms standardized in
August 24)

Runs on classical computers!

Migration-PQC implementation
The migration to Quantum-safe affects:

» Cryptographic protocols, such as TLS
and IPSec

» Software development and code

* Vendor products

« Software as a service

« Infrastructure, network, devices, etc.

and requires new capabilities such as
cryptographic discovery & cryptographic
agility

FIPS 203

ederal Information Processing Standards Publication

Module-Lattice-Based
Key-Encapsulation Mechanism Standard

FIPS 204

Federal g Standards

Module-Lattice-Based Digital
Signature Standard

FIPS 205

Federal Information Processing Standards Publication

Stateless Hash-Based Digital Signature
Standard

ML-KEM: Primary algorithm for Key
encapsulation (to be used for key
exchange)

ML-DSA: Primary algorithm for
digital signatures

SLH-DSA: Stateless hash-based
algorithm for digital signatures

NIST Releases First 3 Finalized Post-Quantum Encryption Standards | NIST



https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards

What does this mean for loT?
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Public key cryptography plays a critical role in
maintaining the confidentiality, integrity and Quantum Threats for loT- What will a cybercriminal do?

authenticity of loT solutions.

Widescale loT adoption acceleration across industry, often involving sensitive data and critical systems, make loT a

valuable target for cybercriminals




PQC implementation in loT-challenges and opportunities

Sectors

weeks

Device/Solution Lifecycle

Months/years
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Decades

Resource Constraints

Memory and Power supply Cost
processing power
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Connectivity




Recommendations

Pro-active preparation
IS essential for
Integrating post-
quantum cryptography
(PQC) into loT systems
to mitigate future
security risks and
reduce costs.




Post Quantum Cryptography in loT

Post Quantum Cryptography in loT
Ecosystem

Collaboration between GSMA Post Quantum Telco Network Task
Force and the 5G loT Strategy Work Group, published in March 2025
(PQ.04 Post Quantum Cryptography in lol Ecosystem —1oT)



https://www.gsma.com/solutions-and-impact/technologies/internet-of-things/gsma_resources/pq-04-post-quantum-cryptography-in-iot-ecosystem/
https://www.gsma.com/solutions-and-impact/technologies/internet-of-things/gsma_resources/pq-04-post-quantum-cryptography-in-iot-ecosystem/
https://www.gsma.com/solutions-and-impact/technologies/internet-of-things/gsma_resources/pq-04-post-quantum-cryptography-in-iot-ecosystem/
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