
Reimagining Digital Trust
Vonage's Vision for Mobile Identity 
and AI-Powered Security

PRESENTED BY:

Kunal Shukla
SVP & General Manager,
Head of Network APIs



22Confidential 2

Global Cybercrime Costs Exceeded $10 Trillion in 2025 – and 
That’s Just the Tip of the Iceberg

Sources: (1) Statista, (2) LexisNexis Risk Solutions, (3) Jumio’s Online Identity Study

Eroded Trust
75% of consumers say they would 

switch banks if they felt fraud 
protection was inadequate.3

4x
Fraud Multiplier

In 2025, for every $1 lost to 
fraud, U.S. financial institutions 

spent on average $5.75 on 
recovery, charge-backs, fines, 

and ops.2

Missed Revenue
Billions in revenue wasted every 
year because of dropped sign-ups 
and abandoned carts caused by 
user experience friction.

$10T
The annual cost of cybercrime

worldwide in 20251

https://www.statista.com/topics/13546/cybercrime-worldwide/#topicOverview
https://risk.lexisnexis.com/insights-resources/research/us-ca-true-cost-of-fraud-study
https://www.jumio.com/about/press-releases/banks-inadequate-fraud-protection-survey/
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Synthetic Identities, Account Takeovers, APP Scams, and AIT 
Attacks Are Fast-Evolving Threats To All Businesses

Synthetic identity fraud2

Synthetic identity fraud cases rose 60%
year-over-year (2024 vs 2023) and now 

comprise ~29% of all identity fraud cases

Account takeovers (ATO)1

There has also been a surge in ‘unauthorised 
SIM Swaps’, up 1055% (nearly 3,000 cases 

from 289 in 2023)

Authorised-push payments 
(APP) scams3

Authorized push payment fraud losses in the 
US could increase to $14.9 billion by 2028 
from an estimated $8.3 billion in 2024

Artificially inflated traffic (AIT)4

AIT fraud is a technique where criminals 
generate large volumes of fake traffic 
through apps or websites to abuse OTPs, 
validate stolen credentials, or throttle rivals.

Sources: (1) Experian, (2) Cifas’s Fraudscape 2025, (3) Deloitte, (4) NCSC

https://www.experianplc.com/newsroom/press-releases/2025/-synthetic-fraud--reaches-record-levels
https://www.fraudscape.co.uk/
https://www.deloitte.com/us/en/insights/industry/financial-services/authorized-push-payment-fraud.html
https://www.ncsc.gov.uk/blog-post/ait-fraud-what-you-need-to-know
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Reimagining Digital Trust in Changing Enterprise Landscape

AI-Driven

Brand 
Experience

Mobility-First

Mobile First is the 
default option

AI Driven is the new 
operating model

Brand Experience is the 
ultimate differentiator

Network 
Intelligence

Network Intelligence : Connective tissue in new enterprise decision engines

Over 50% of customers abandon 
brands after a bad experience 3

80% AI customer 

interactions by 2026 2

82% of CIOs focused on 
driving digital and 

innovation initiatives 1

Sources: (1) Foundryco, (2) Gartner, (3) PwC

https://foundryco.com/research/state-of-the-cio/
https://www.gartner.com/en/newsroom/press-releases/2023-08-30-gartner-reveals-three-technologies-that-will-transform-customer-service-and-support-by-2028
https://www.pwc.com/us/en/services/consulting/business-transformation/library/2025-customer-experience-survey.html#:~:text=In%20PwC's%202025%20Customer%20Experience,because%20they%20had%20a%20bad
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Focus for today’s discussion:

Protection Suite

Leverage advanced mobile 
network and CPaaS 
capabilities for seamless 
authentication and enhanced 
fraud protection

AI Powered No-code, Low-code

Communications
APIs

Network-Powered 
Solutions

Location Services

Connectivity Experience

Fraud Defender

Social Messaging

RCS/SMS/MMS

Video

Voice

Verify

Identity Insights

Network Insights

Coming soon

Part of Ericsson

Vonage, Part of Ericsson
An End-To-End Communications Provider
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Delivering 5G, AI and cloud enabled secure, differentiated, mobile-first enterprise experiences 

Network Powered Solutions are Foundational to Agentic AI

Vonage Network-
Powered Solutions

Enterprise 
Applications

Banking, Financial 
Services, Mobility, 

Social, Gaming, etc

• Passwordless 2FA
• Real-time fraud signals
• Programmable connectivity
• Network insights
• Location services

Advanced mobile network 
capabilities through Network 

APIs and Aduna
Mobile Network 

Operators

AT&T, Verizon, T-
Mobile, Telefónica, 
Vodafone, others.

• Reduce fraud
• Increase conversion rates
• Improve CX
• Lower costs
• Increase revenue streams

Data & 
Insights

Outcomes

N-API’s + 3P Data + Intelligence + AI Agents

MCP

A2A
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Own Your Security and Protect Your Reputation and 
Customers While Reducing Operational Costs

Fraud Defender RCS &
Branded Calling

Verify

Stop costly fraud attacks 
before they strike

Seamless authentication 
that balances strong 
security and enhanced CX

Safeguard your brand from 
negative press and future 

losses

Avoid wasteful spending by 
assessing potential account 
risks

Identity Insights

Creating 
secure and 
trusted 

experiences

WhatsAppSMS Voice EmailRCS

Auto-fallback

Silent 
Authentication

Zero friction, secure user 
verification 

Vonage 
databases

Telco 
networks

Cloud 
services

Powered by

Network 
APIs

Subscriber 
Match (KYC)

Number Format

Current & Original 
Carrier

SIM Swap

Powered by

Network 
APIs

Proactive Monitoring, alering 
and blocking fraudulent and AIT 

traffic

Trusted branded messaging 
and voice communication to 

eliminate spoofing
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Vonage Silent Authentication Increases Conversion, Reduces 
Authentication Time, and Eliminates Unnecessary Costs

100%
Elimination of SMS 
social engineering 
attacks

Higher conversion rate8%

3x-5x

Lower 
TCO

Faster authentication 
time compared to 
SMS OTP

Greater efficiencies, 
more controlled costs, 
and seamless for users

Source: Vonage internal data averages from multiple customers across industries that 
have implement Silent Authentication 

Screenshot 2026-02-09 at 1.23.33 PM.png Screenshot 2026-02-09 at 1.24.53 PM.png

https://www.vonage.com/about-us/newsroom/press-releases/Lydia-Solutions-Partners-with-Vonage-to-Revolutionize-Security-and-User-Experience-Leveraging-Network-Capabilities/b1705e2e-513a-4a91-90f8-d3a6a755523e/
https://www.vonage.com/about-us/newsroom/press-releases/Vonage-Wins-Two-Juniper-Research-Awards-for-Innovation-in-Network-and-Mobile-Identity-Solutions/b1de09c1-cab9-45c6-956b-6ad1a5da49a0/
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Growing Digital Trust with Network-Powered Innovation 

Network 
Intelligenc

e

Already strong roadmap with 
richer value driven network 
insights - Call Forwarding, 

Location, QoD

Network-Powered 
Solutions with Network, 3P 
data, AI/ML and Agentic AI

Delivering vertical specific 
value across enterprise and 

developer ecosystem

Agentic AI 
& Data

Vertical 
Outcomes

NEED FOR 
SPEED

DEVELOPER
SIMPLIFICATION

INDUSTRY 
SCALE
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Key 
Takeaways

• Vonage Network-Powered Solutions deliver 
next-gen mobile identity and fraud protection 
against the largest threats facing enterprises

• Delivering Value Today - Verify, Identity 
Insights and Fraud Defender solutions 
available today to deliver better customer 
experience, improving outcomes and 
reducing fraud

• Innovation through Ecosystem - Inviting 
enterprises, developers and ecosystem 
players to accelerate network-powered 
innovations
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Thank You
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Appendix
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Beyond Traditional Communications APIs
With high performance networks a new broad range of Network APIs is opening up

Horizon 1
from 2025

Horizon 2
from 2026

Horizon 3
from 2027
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