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Introduction
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[bookmark: _Toc327548006][bookmark: _Toc327548206][bookmark: _Toc330993689]The protection of digital mobile communications using cryptographic algorithms contributed enormously to reducing the level of fraud and security vulnerability that plagued first generation analogue mobile networks. A range of algorithms have been designed and introduced to protect the radio communications between mobile devices and the network. GSM, as a second generation technology, and its different successors allow mobile network operators to deploy new algorithms and retire older ones that become compromised. This feature ensures mobile users can be protected by algorithms that are fit for purpose and the security longevity of each technology can be extended.
The progress in cryptanalysis and security protocol analysis continuously challenges the mobile industry and requires monitoring and evaluating the impact of new research. The GSMA has a programme called Coordinated Vulnerability Disclosure (CVD) to review and evaluate the impact of new work performed externally to the GSMA within the academic and research community. Current research in quantum cryptanalysis represents today perhaps the most significant challenge to current security algorithms used in the mobile ecosystem for example for key derivation, confidentiality and integrity protection and identity concealment, see Notes 1 and 2. The GSMA provides guidelines to mobile operators on this topic [20-22] and will continue to update the recommendations contained in this document accordingly.   
New algorithms for the mobile industry are typically designed by the Security Algorithm Group of Experts (SAGE) at ETSI after which they are subject to public and private expert review, where appropriate. The design and choice of new algorithms is commonly based on existing cryptographic algorithms that have been through public scrutiny over many years and once developed they are published and available on the Internet for public scrutiny. Algorithms must be implemented in the mobile device and in the network and licences are usually required to permit export and use of the algorithms. Conformance tests should be used to verify the correct implementation of new algorithms in devices and networks. For device test guidance see GSMA PRD TS.11 [1].
Continuing to support compromised algorithms on devices or networks can, in some cases, lead to vulnerabilities of different types, one of which is to undermine stronger algorithms if they coexist on the same device. This document provides guidance on the removal of compromised algorithms from mobile devices and networks to protect networks and users against exploitation of these vulnerabilities. Conformance tests should be used to verify the removal of compromised algorithms from mobile devices. Mobile devices and networks should always implement a backup algorithm for each mobile technology in case one of the algorithms it has implemented is compromised and no longer considered to provide adequate levels of security protection. Networks without backup algorithms for specific technologies may need to temporarily fall back to a null algorithm thereby reducing their overall security posture if their only currently implemented algorithm is compromised. 
The mobile standards allow operators to define their own proprietary algorithms for authentication and key agreement and subscriber identity concealment. However proprietary algorithms can be insecure due to the lack of operator cryptographic expertise and could have a negative impact on the whole industry image if broken. 
Moreover, the use of proprietary authentication and key agreement algorithms on embedded and integrated UICCs is not recommended for the following two additional reasons. First, proprietary algorithms cannot be generally supported for authentication and key agreement in embedded and integrated UICCs, which will become increasingly common for both IoT devices and smartphones. Second, proprietary authentication and key agreement algorithms tend to lock the device to a specific operator, which is not acceptable from a customer perspective. However, the use of algorithm customisation parameters for authentication and key agreement is recommended to be used as described in GSMA PRD FS.27 [2] to provide protection against subscriber key leakage.  
That said, there is a method to implement proprietary algorithms for subscriber identity concealment that is interoperable and supported by UICCs including embedded and integrated UICCs. This method performs the Subscription Concealed Identifier (SUCI) calculation on the USIM using the standard USIM application programming interface (API) and only requires enabling applet support in the operator profile, see Note 3.
Note 1:	A key derivation function, based on SHA-256 and specified in 3GPP TS 33.220 [3], is used for many standardised key derivation purposes in 3G, LTE and 5G.
Note 2:	A 3GPP study TR 33.841 [4] has concluded on no immediate need to transition to 256-bit key lengths but that new 256-bit algorithms may be needed  linked to quantum computation. 
	ECIES would be much more seriously affected by quantum computation: the Elliptic Curve Diffie-Hellman component of ECIES could be broken very efficiently by a large scale quantum computer running Shor’s algorithm.  Identifying the best quantum safe alternatives for algorithms such as Elliptic Curve Diffie-Hellman is arguably the hottest research topic in cryptography today.
Note 3: 	USIM API is described in 3GPP TS 31.130 [19], see SUCICalculator interface in the uicc.usim.suci package.
[bookmark: _Toc75905320][bookmark: _Toc221082597]Scope
This document describes the GSM, UMTS, LTE and 5G authentication, privacy and integrity protection algorithms that are used in cellular devices and networks. It provides guidance and recommendations on the best deployment options as well as the algorithms not to be used.
The document addresses a wide audience across the operator and vendor communities:
SIM and over the air (OTA) platform vendors, SIM and subscription managers can find the algorithms that can be implemented in the (e)UICC, OTA platforms and Remote SIM Provisioning servers in the tables in section 2 and sections 8 to 12.
Mobile device manufacturers, device managers and engineers can find the algorithms implemented in mobile devices in the tables in sections  3 to 9. 
Radio equipment vendors and radio design and operation engineers can find the algorithms implemented in the radio networks in the tables in sections 3 to 7.  
Core network vendors and core design and operation engineers can find the algorithms implemented in the core networks in the tables in sections 2 and 8 and the algorithms controlled from the core network in the tables in sections 3 to 7.
The recommendations set out in this document can be used to test and maintain an up-to-date configuration of device and network equipment.
In practice, the vast majority of operators may remain unaware of these recommendations and are likely to use the default algorithms provided by their device and network equipment suppliers. These suppliers have a crucial role to play to ensure that no compromised algorithms are supported by default on the equipment they sell and to advise their network operator customers on using the best algorithms recommended in this document.   
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	Term 
	Description

	3GPP
	Third Generation Partnership Project

	AES
	Advanced Encryption Standard

	AKA
	Authentication and Key Agreement

	API
	Application Programming Interface

	BSP
	BPP Security Protocol

	CBC
	Cipher Block Chaining

	COCOM
	Coordinating Committee for Multilateral Export Controls

	DES
	Data Encryption Standard

	EAP
	Extensible Authentication Protocol

	ECDHE
	Elliptic Curve Diffie-Hellman using Ephemeral keys

	ECDSA
	Elliptic Curve Digital Signature Algorithm

	ECIES
	Elliptic Curve Integrated Encryption Scheme

	ECKAEG
	Elliptic Curve Key Agreement using El-Gammal

	EC-GSM
	Extended Coverage GSM

	EEA
	EPS Encryption Algorithm

	EIA
	EPS Integrity Algorithm

	eNB
	Evolved Node B

	EPS
	Evolved Packet System

	eUICC
	Embedded UICC

	GCM
	Galois/Counter Mode

	GEA
	GPRS Encryption Algorithm

	gNB
	5G Node B

	GPRS
	General Packet Radio Service

	GSM
	Global System for Mobile

	iUICC
	Integrated Universal Integrated Circuit Card

	Kc
	Cipher key

	LPA
	Local Profile Assistant

	LTE
	Long Term Evolution

	MME
	Mobility Management Entity

	MSL
	Minimum Security Level

	NEA
	NR Encryption Algorithm

	NIA
	NR Integrity Algorithm

	OTA
	Over The Air

	PLMN
	Public Land Mobile Network

	PNI-NPN
	Public Network Integrated Non-Public Network

	RAM
	Remote Application Management

	RFM
	Remote File Management

	SCP
	Secure Channel Protocol

	SHA
	Secure Hash Algorithm

	SIDF
	Subscription Identifier De-concealing Function

	SIM
	Subscriber Identity Module

	SM-DP
	Subscription Manager Data Preparation

	SM-DP+
	Subscription Manager Data Preparation+

	SM-DS
	Subscription Manager Discovery Service

	SM-SR
	Subscription Manager Secure Routing

	SNPN
	Standalone Non-Public Network

	SUCI
	Subscription Concealed Identifier

	SUPI
	Subscription Permanent Identifier

	TLS
	Transport Layer Security

	UEA
	UMTS Encryption Algorithm

	UIA
	UMTS Integrity Algorithm

	UMTS
	Universal Mobile Telecommunication System

	USIM
	Universal Subscriber Identity Module
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	[bookmark: _Hlk147322614]Algorithm
	Type
	Description
	Comments
	Recommendations

	COMP128 (sometimes referred to as COMP128-1)
	GSM Authentication
	Original example algorithm for authentication.
	This was broken in 1998.
	This must not be used in networks or SIM cards. Operators still using this algorithm must phase it out as soon as possible.

	COMP128-2
	GSM Authentication
	Variation of COMP128-1 to minimise original attack.
	This was developed as a quick fix to COMP128-1.
	Only produces a 54-bit Kc. Should not be used for new deployments. Where already in use, should ideally be phased out and superseded by G-Milenage or COMP128-3.

	COMP128-3
	GSM Authentication
	64-bit Kc generation variant of COMP128-2.
	This is essentially the same algorithm as COMP128-2.
	Acceptable as a 2G-only algorithm, although G-Milenage should be preferred. Operators should have adopted 3G authentication even if still using 2G.

	GSM-MILENAGE (sometimes referred to as G-MILENAGE)
	GSM Authentication
	GSM variant of Milenage, which is based on Advanced Encryption Standard (AES).
	This allows operators to have customised parameters.
	The best current choice for a 2G algorithm, if the operator cannot or does not want to develop their own algorithm. However, operators should have adopted 3G authentication even if still using 2G.

	MILENAGE
	3G, 4G, 5G and 5G Advanced  Authentication
	Original 3G example authentication and key agreement (AKA) algorithm, based on Rijndael/AES.
	This allows operators to have customised parameters (i.e. OP, Ci/Ri).
	Acceptable for deployed products but MILENAGE-256 or TUAK with a 256 bit key should be preferred for new products when available from eSIM vendors.

	MILENAGE-256
	5G Advanced Authentication
	Variation of MILENAGE that uses 256 bit keys, based on a PRFK that accepts 256-bit message input and 256-bit key input.
	This provides a higher level of cryptography, using a 256 bit key, than MILENAGE based on a 128 bit key.
	It is recommended that non-removable UICCs (eUICC and iUICC) support both MILENAGE-256 and TUAK with a 256 bit key to provide resilience.

	TUAK
	3G, 4G, 5G and 5G Advanced Authentication
	Alternative 3G authentication and key agreement algorithm, based on Keccak (which is also the basis of SHA-3).
	This allows operators to have customised parameters (i.e. TOP, number of iterations). TUAK can use 128 or 256 bit keys.
	TUAK is an alternative to MILENAGE and MILENAGE-256. TUAK with a 256 bit key is preferred over TUAK and MILENAGE with 128 bit keys for new deployments. It is recommended that non-removable UICCs (eUICC and iUICC) support both MILENAGE (3G, 4G, 5G AND 5G Advanced) and TUAK with a 256 bit key (3G, 4G, 5G and 5G Advanced) to provide resilience.

	AKA based methods
	Authentication in Public Network Integrated Non-Public Networks (PNI-NPNs) (non-public network deployed with the support of a Public Land Mobile Network (PLMN))

	5G-AKA (3GPP TS 33.501 [9]), EAP-AKA’ (RFC 5448 [5])

	The authentication requirements are similar to PLMN.

	3GPP mandates AKA based authentication (5G-AKA or EAP-AKA’)


	AKA based methods
	Authentication in Standalone Non-Public Network (SNPN) (private networks)
	5G-AKA (3GPP TS 33.501 [9]), EAP-AKA’ (RFC 5448 [5])
	When an AKA-based authentication method is used, the authentication requirements are similar to PLMN.
	

	[bookmark: _Hlk147322603]Additional EAP methods
	Authentication in SNPNs (private networks)
	In addition to above AKA based EAP methods, alternative EAP authentication methods can be used for private networks.
	This allows private networks to interwork with authentication methods used in other industries.
	EAP-TLS (RFC 5216 [7]) with TLS 1.3 (RFC 8446 [8]) default algorithms is recommended.
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	Algorithm
	Type
	Description
	Comments
	Recommendations

	A5/0
	
	No encryption
	
	It is recommended to prohibit A5/0 (no encryption) in networks to protect against impersonation attacks. This recommendation will impact any customers that use non-compliant devices that don’t support any GSM encryption. An exception may be made for SIM-less emergency calls if these need to be supported, or for networks in any countries where encryption is prohibited by local regulation.

	A5/1
	GSM
Privacy
	Original GSM encryption algorithm.
	Low security offering.
	It is recommended to activate A5/1 in devices and networks, for reasons of legacy compatibility, but A5/3 or A5/4 should always be preferred when available.

	A5/2
	GSM
Privacy
	Variant encryption algorithm produced for COCOM export control compliance.
	A5/2 was broken in 2003 and provides no protection at all. The industry agreed to remove the algorithm in 2006; in particular, A5/2 support is prohibited in devices.
	A5/2 should not be activated in networks or enabled in devices.

	A5/3
	GSM
Privacy
	Encryption algorithm constructed from Kasumi. 
	3GPP mandated support for A5/3 in devices in 2004. Security is limited by the 64-bit key length.
	A5/3 should be activated in devices and networks and set to a higher preference than A5/1 in networks.

	A5/4
	GSM
Privacy
	Variant of A5/3 with 128 bit key.
	3GPP mandated support for A5/4 in devices and base stations in 2011.
	Requires USIM authentication for key support. A5/4 should be activated in devices and networks and set to a higher preference than A5/1 and A5/3 in networks.


1. [bookmark: _Toc75905324][bookmark: _Toc221082602]GPRS Security Algorithms
	Algorithm
	Type
	Description
	Comments
	Recommendations

	GEA0
	
	No encryption.
	
	It is recommended to prohibit GEA0 (no encryption) in networks to protect against impersonation attacks. This recommendation will impact any customers that use non-compliant devices that don’t support any GPRS encryption. An exception may be made for SIM-less emergency calls if these need to be supported, or for networks in any countries where encryption is prohibited by local regulation.

	GEA1
	GPRS Privacy
	Original GPRS encryption algorithm.
	Least secure GPRS algorithm. 3GPP agreed to remove the algorithm from devices in 2013.
	It is recommended to activate GEA1 in networks for compatibility with old devices, but GEA2, GEA3 or GEA4 should always be preferred when available. GEA1 should be removed from devices and should not be supported in new devices. 

	GEA2
	GPRS Privacy
	Additional GPRS encryption algorithm.
	Low security offering. 3GPP strongly discourages support for GEA2 in devices from Release 11 and prohibits it in devices from Release 16.
	It is recommended to activate GEA2 in devices and networks, for reasons of legacy compatibility, but GEA3 or GEA4 should always be preferred when available. GEA2 should be supported in devices and networks and set to a higher preference than GEA1 in networks.
It is recommended to activate GEA2 in networks, for compatibility with old devices, but GEA3 or GEA4 should always be preferred when available. GEA2 should be removed from devices and should not be supported in new devices.

	GEA3
	GPRS Privacy
	Additional GPRS encryption algorithm, based on UEA1 (and hence on Kasumi).
	 3GPP mandated support for GEA3 in devices in 2004. Security is limited by the 64-bit key length.
	GEA3 should be activated in devices and networks and set to a higher preference than GEA1 and GEA2 in networks.

	GEA4
	GPRS
Privacy
	Variant of GEA3 with 128 bit key.
	 3GPP introduced optional support for GEA4 in devices in 2009. 
	Requires USIM authentication for key support. Infrastructure suppliers and device manufacturers are encouraged to implement GEA4.  When activated in networks, GEA4 should be set to a higher preference than GEA1, GEA2 and GEA3.

	GEA5
	GPRS Privacy
	Additional GPRS encryption algorithm with 128-bit key, based on UEA2 (and hence on SNOW 3G).
	This algorithm was introduced to make two 128-bit encryption algorithms (this and GEA4) available for EC-GSM.
	

	GIA4
	GPRS Integrity
	GPRS integrity algorithm with 128-bit key, based on UIA1 (and hence on Kasumi).
	This and GIA5 were introduced for EC-GSM.
	

	GIA5
	GPRS Integrity
	GPRS integrity algorithm with 128-bit key, based on UIA2 (and hence on SNOW 3G).
	This and GIA4 were introduced for EC-GSM.
	


1. [bookmark: _Toc75905325][bookmark: _Toc221082603]UMTS Security Algorithms
	Algorithm
	Type
	Description
	Comments
	Recommendations

	UEA0[footnoteRef:2] [2:  There is no explicitly defined UIA0 (null integrity) algorithm in UMTS. Integrity protection protects UMTS signalling by default, except for SIM-less emergency calls.] 

	
	No encryption.
	
	It is recommended to prohibit UEA0 (no encryption) in networks. This recommendation will impact any customers that use non-compliant devices that don’t support any UMTS encryption. An exception may be made for SIM‑less emergency calls if these need to be supported, or for networks in any countries where encryption is prohibited by local regulation.

	UEA1 / UIA1 (Kasumi)
	3G Privacy (UEA1) and Integrity (UIA1)
	Original 3G encryption and integrity algorithms, derived from MISTY.
	Still strong. (Related key attack on Kasumi is not significant for UEA1 / UIA1.)
	It is recommended to activate UEA1/UIA1 in networks.

	UEA2 / UIA2 (SNOW 3G)
	3G Privacy (UEA2) and Integrity (UIA2)
	Additional 3G encryption and integrity algorithms, derived from SNOW 2.0.
	Still strong
	Devices should support both UEA1/UIA1 and UEA2/UIA2. This provides resilience against possible future cryptanalysis.
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	Algorithm
	Type
	Description
	Comments
	Recommendations

	EEA0/EIA0
	
	No encryption.
	
	It is recommended to prohibit EEA0/EIA0 (no encryption / integrity) in networks. This recommendation will impact any customers that use non-compliant devices that don’t support any LTE encryption/integrity. An exception may be made for SIM-less emergency calls if these need to be supported, or for networks in any countries where encryption is prohibited by local regulation.

	128-EEA1 / 128-EIA1 (Snow 3G)
	LTE Privacy (EEA1) and Integrity (EIA1)
	One of the original LTE algorithms, with 128-bit keys.
	Still strong 
	Mandatory to support in devices, eNBs and MMEs. It is recommended to activate EEA1/EIA1 in networks for both AS and NAS layer security. The order of preference between EEA1/EIA1 and EEA2/EIA2 is not important.

	128-EEA2 / 128-EIA2 (AES)
	LTE Privacy (EEA2) and Integrity (EIA2)
	One of the original LTE algorithms, with 128-bit keys.
	Still strong
	Mandatory to support in devices, eNBs and MMEs. It is recommended to activate EEA2/EIA2 in networks for both AS and NAS layer security. The order of preference between EEA1/EIA1 and EEA2/EIA2 is not important.

	128-EEA3 / 128-EIA3 (ZUC)
	LTE Privacy (EEA3) and Integrity (EIA3)
	LTE algorithms with 128-bit keys, added at the request of Chinese operators.
	Still strong 
	Optional to support in devices, eNBs and MMEs and optional to activate in networks.
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	Algorithm
	Type
	Description
	Comments
	Recommendations

	NEA0/NIA0
	
	No encryption designation for 5G.
	
	It is recommended to prohibit NEA0/NIA0 (no encryption / integrity) in networks. This recommendation will impact any customers that use non-compliant devices that don’t support any LTE encryption/integrity. An exception may be made for SIM-less emergency calls if these need to be supported, or for networks in any countries where encryption is prohibited by local regulation.

	128-NEA1 / 128-NIA1 (Snow 3G)
	Privacy (NEA1) and Integrity (NIA1)
	Identical to the corresponding LTE algorithms.
	Still strong 
	Mandatory to support in devices, gNBs and AMFs. It is recommended to activate NEA1/NIA1 in networks for both AS and NAS layer security. The order of preference between NEA1/NIA1 and NEA2/NIA2 is not important.

	128-NEA2 / 128-NIA2 (AES)
	Privacy (NEA2) and Integrity (NIA2)
	Identical to the corresponding LTE algorithms.
	Still strong
	Mandatory to support in devices, gNBs and AMFs. It is recommended to activate NEA2/NIA2 in networks for both AS and NAS layer security. The order of preference between NEA1/NIA1 and NEA2/NIA2 is not important.

	128-NEA3 / 128-NIA3 (ZUC)
	Privacy (NEA3) and Integrity (NIA3)
	Identical to the corresponding LTE algorithms.
	Still strong 
	Optional to support in devices, gNBs and AMFs and optional to activate in networks.


1. [bookmark: _Ref34385144][bookmark: _Toc75905328][bookmark: _Ref174367072][bookmark: _Ref174367220][bookmark: _Toc221082606]5G Algorithms for SUPI (Subscriber Identity) Encryption 
	These are profiles of the Elliptic Curve Integrated Encryption Scheme (ECIES)

	Profile
	Description
	Comments
	Recommendations

	NULL-scheme
	No SUPI encryption
	Specified in 3GPP TS 33.501 [9], section C.2
SUPI will be in clear on the network.
	Not recommended

	Profile A
	ECIES profile using the 256-bit elliptic curve Curve25519, with SHA-256 and 128-bit AES
	Specified in 3GPP TS 33.501 [9], section C.3.4.1.  Provides a 128-bit security level.
	Mandatory to support in devices and SIDFs.
Recommended to support in (e)UICCs, if SUCI calculation on the USIM is desired and the operator does not want to specify its own algorithm.

	Profile B
	ECIES profile using the 256-bit elliptic curve secp256r1, with SHA-256 and 128-bit AES
	Specified in 3GPP TS 33.501 [9], section C.3.4.2.  Provides a 128-bit security level.
	Mandatory to support in devices and SIDFs.
Recommended to support in (e)UICCs, if SUCI calculation on the USIM is desired and the operator does not want to specify their own algorithm.

	Operators may also implement their own profiles in the UICC and SIDF.


1. [bookmark: _Ref174367124][bookmark: _Toc221082607]Remote SIM Provisioning for Consumer Devices 
	Profile
	Description
	Comments
	Recommendations

	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 with value 23
	ECDHE_ECDSA profile using the 256‑bit elliptic curve secp256r1, with SHA‑256 and 128‑bit AES in GCM mode
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 4492 [11] and NIST SP 800-56A [12]. Provides a 128-bit security level
	Mandatory to support in SM-DP+, SM-DS and LPA implementing TLS 1.2  

	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 with value 23
	ECDHE_ECDSA profile using the 256‑bit elliptic curve secp256r1, with SHA‑384 and 256‑bit AES in GCM mode
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 4492 [11] and NIST SP 800-56A [12]. Provides a 256-bit security level
	Mandatory to support in SM-DP+, SM-DS and recommended in new LPA implementing TLS 1.2  

	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 with value 23
	ECDHE_RSA profile using the 256-bit elliptic curve secp256r1, with SHA‑384 and 256‑bit AES in GCM mode
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 4492 [11] and NIST SP 800-56A [12]. Provides a 256-bit security level
	Recommended to support in SM-DP+, SM-DS and in LPA implementing TLS 1.2  

	TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 with value 23
	ECDHE_ECDSA profile using the 256‑bit elliptic curve secp256r1, with SHA‑256 and 256‑bit ChaCha20-Poly1305
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 4492 [11] and NIST SP 800-56A [12]. Provides a 256-bit security level
	Recommended to support in SM-DP+, SM-DS and in new LPA implementing TLS 1.2  

	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 with value 23
	ECDHE_ECDSA profile using the 256‑bit elliptic curve secp256r1, with SHA‑256 and 128‑bit AES in CBC mode
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 4492 [11] and NIST SP 800-56A [12]. Provides a 128-bit security level
	Recommended to support in SM-DP+, SM-DS but not recommended for new LPA implementing TLS 1.2

	TLS_AES_128_GCM_ SHA256 with ECDHE ECDSA with value 23
	ECDHE_ECDSA profile using the 256‑bit elliptic curve secp256r1, with SHA‑256 and 128‑bit AES in GCM mode 
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 8446 [8] and NIST SP 800-56A [12]. Provides a 128-bit security level.
	Mandatory to support in SM-DP+, SM-DS and LPA implementing TLS 1.3

	TLS_AES_256_GCM_ SHA384 with ECDHE ECDSA with value 23
	ECDHE_ECDSA profile using the 256-bit elliptic curve secp256r1, with SHA‑384 and 256‑bit AES in GCM mode 
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 8446 [8] and NIST SP 800-56A [12]. Provides a 256-bit security level.
	Mandatory to support in SM-DP+, SM-DS and recommended in new LPA implementing TLS 1.3

	TLS_CHACHA20_POLY1305_SHA256 with ECDHE ECDSA with value 23
	ECDHE_ECDSA profile using the 256-bit elliptic curve secp256r1, with SHA‑256 and 256‑bit ChaCha20-Poly1305 
	Specified in GSMA SGP.22 [10], section 2.6.6, IETF RFC 8446 [8] and NIST SP 800-56A [12]. Provides a 256-bit security level.
	Recommended to support in SM-DP+, SM-DS and in new LPA implementing TLS 1.3

	BSP_ECKAEG_ECDSA_WITH_AES_128_CBC_SHA256 withparameters set to "iso(1) member-body(2) us(840) ansi-X9-62(10045) curves(3) prime(1) prime256v1(7)"
	ECKAEG_ECDSA profile using the 256‑bit elliptic curve secp256r1, with SHA‑256 and 128‑bit AES in CBC mode
	Specified in GSMA SGP.22 [10], section 2.6.4, IETF RFC 4492 [11] and NIST SP 800-56A [12]. Provides a 128-bit security level
	Mandatory to support in SM-DP+ and non-removable UICCs (eUICC and iUICC) implementing BSP  



Note 1:	These recommendations are aligned with SGP.22 [10] v3.0
Note 2:	The SM-DP+, SM-DS and LPA implementing TLS 1.2 and TLS 1.3 may support in addition to secp256r1 other elliptic curves including brainpoolP256r1 with value 26.
1. [bookmark: _Toc221082608]Remote SIM Provisioning for Machine to Machine 
	Profile
	Description
	Comments
	Recommendations

	TLS_PSK_WITH_AES_128_GCM_SHA256
	SHA‑256 and 128‑bit AES in GCM mode using pre‑shared keys
	Specified in GSMA SGP.02 [13], section 2.4.4, IETF RFC 8446 [8]. Provides a 128‑bit security level.
	Mandatory to support in SM-SR and non-removable UICCs (eUICC and iUICC) implementing TLS 1.2

	TLS_PSK_WITH_AES_128_CBC_SHA256
	SHA‑256 and 128‑bit AES in CBC mode using pre‑shared keys
	Specified in GSMA SGP.02 [13], section 2.4.4, IETF RFC 8446 [8]. Provides a 128‑bit security level.
	Recommended to support in SM-SR and not recommended for new non-removable UICCs (eUICC and iUICC) implementing TLS 1.2

	SCP_ECKAEG_ECDSA_WITH_AES_128_CBC_SHA256 with value 00
	ECKAEG ECDSA profile using the 256‑bit elliptic curve secp256r1, with SHA‑256 and 128‑bit AES in CBC mode
	Specified in GSMA SGP.02 [13], section 2.5, Global Platform Secure Channel Protocol ‘03’. Provides a 128‑bit security level.
	Mandatory to support in SM-DP and non-removable UICCs (eUICC and iUICC) implementing SCP03 and SCP03t



Note 1:	These recommendations are aligned with SGP.02 [13] v4.2.1
Note 2:	The SM-DP and the non-removable UICCs (eUICC and iUICC) implementing SCP03 and SCP03t may support in addition to secp256r1 other elliptic curves including brainpoolP256r1 with value 03.
Note 3:	The SM-DP+ and non-removable UICCs (eUICC and iUICC) implementing BSP may support in addition to secp256r1 other elliptic curves including brainpoolP256r1 with parameters set to "iso(1) identified-organization(3) teletrust(36) algorithm(3) signatureAlgorithm(3) ecSign(2) ecStdCurvesAndGeneration(8) ellipticCurve(1) versionOne(1) brainpoolP256r1(7)".
1. [bookmark: _Toc221082609]Over The Air (OTA) - CAT-TP/SMS (SCP80) Security Algorithms
[bookmark: _Toc221082610]Integrity/authenticity algorithms
Referring to ETSI TS 102 225 [14], integrity/authenticity algorithm is selected: 
for Command Packet (card incoming message) from SPI (bits b2.b1 of first byte) and algorithm defined on KID key
for Response Packet (card outgoing response) from SPI (bits b4.b3 of second byte) and algorithm defined on KID key
	Algorithm
	Comments
	Recommendations

	No integrity check
	SPI1.b2b1 equals '00' for Command Packet
SPI2.b4b3 equals '00' for Response Packet


	No integrity/authenticity.
It is recommended to prohibit usage of this configuration for OTA services or SIM cards (proper minimum security level (MSL) set on associated card applications).

	Redundancy Checksum
CRC-16
	SPI1.b2b1 equals '01' for Command Packet
SPI2.b4b3 equals '01' for Response Packet 
KID.b2b1 equals '01'
KID.b4b3 equals '00'
CRC algorithm is specified in ISO/IEC 13239 [15]
	No authenticity.
It is recommended to prohibit usage of this configuration for OTA services or SIM cards (proper MSL set on associated card applications).

	Redundancy Checksum
CRC-32
	SPI1.b2b1 equals '01' for Command Packet
SPI2.b4b3 equals '01' for Response Packet 
KID.b2b1 equals '01'
KID.b4b3 equals '01'
CRC algorithm is specified in ISO/IEC 13239 [15]
	No authenticity.
It is recommended to prohibit usage of this configuration for OTA services or SIM cards (proper MSL set on associated card application).

	Redundancy Checksum
Algorithm known implicitly by both entities
	SPI1.b2b1 equals '01' for Command Packet
SPI2.b4b3 equals '01' for Response Packet 
KID.b2b1 equals '00'
	No authenticity.
It is recommended to prohibit usage of this configuration for OTA services or SIM cards (proper MSL set on associated card application).

	Cryptographic Checksum
Single DES in outer-CBC
	SPI1.b2b1 equals '10' for Command Packet
SPI2.b4b3 equals '10' for Response Packet 
KID.b2b1 equals '01'
KID.b4b3 equals '00'
Deprecated from ETSI TS 102 225 [14] since Release 8.1.0.
	Not recommended on OTA services or SIM cards.

	Cryptographic Checksum
Triple DES in outer-CBC mode using two different keys
	SPI1.b2b1 equals '10' for Command Packet
SPI2.b4b3 equals '10' for Response Packet 
KID.b2b1 equals '01'
KID.b4b3 equals '01'
	This configuration is restricted to remote application management (RAM) legacy scenario as specified in ETSI TS 102 226 [16] since Release 18.1.0, new deployment shall use AES.

	Cryptographic Checksum
Triple DES in outer-CBC mode using three different keys
	SPI1.b2b1 equals '10' for Command Packet
SPI2.b4b3 equals '10' for Response Packet 
KID.b2b1 equals '01'
KID.b4b3 equals '10'
	This configuration is restricted to RAM legacy scenario as specified in ETSI TS 102 226 [16] since Release 18.1.0, new deployment shall use AES.

	Cryptographic Checksum
Algorithm known implicitly by both entities
	SPI1.b2b1 equals '10' for Command Packet
SPI2.b4b3 equals '10' for Response Packet 
KID.b2b1 equals '00'
	Not recommended on OTA services or SIM cards.

	Cryptographic Checksum
AES in CMAC as defined in NIST SP 800-38B [17]
	SPI1.b2b1 equals '10' for Command Packet
SPI2.b4b3 equals '10' for Response Packet 
KID.b2b1 equals '10'
KID.b4b3 equals '00'
The key length shall be known implicitly by both entities and shall be 128, 192 or 256 bits.
	Recommended.
The key length shall be known implicitly by both entities and shall be 128, 192 or 256 bits.
AES shall
be used together with anti-reply configuration as specified in TS 102 225 [14].



Note 1:	These recommendations are aligned with GSMA PRD FS.27 [2].
[bookmark: _Toc221082611]Confidentiality algorithms
Referring to ETSI TS 102 225 [14], confidentiality algorithm is selected: 
for Command Packet (card incoming message) from SPI (bit b3 of first byte) and algorithm defined on KIC key
for Response Packet (card outgoing response) from SPI (bit b5 of second byte) and algorithm defined on KIC key
	Algorithm
	Comments
	Recommendations

	No encryption
	SPI1.b3 equals '0' for Command Packet
SPI2.b5 equals '0' for Response Packet

	No confidentiality.
It is recommended to prohibit usage of this configuration for RAM/remote file management (RFM) OTA services or SIM cards (proper MSL set on associated card application).

	Single DES (8 Bytes) 

	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '01'
KIC.b4b3 equals '00'
This was broken in 1999.
Deprecated from ETSI TS 102 225 [14] since Release 8.1.0.
	Not recommended on OTA services or SIM cards.

	3DES (16 bytes) with twice the same 8 bytes value 

	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '01'
KIC.b4b3 equals '01'
Equivalent to Single DES which was broken in 1999.
	Not recommended on OTA services or SIM cards. Use of 3DES should be phased out.

	3DES (24 bytes) with twice the same 8 bytes value 

	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '01'
KIC.b4b3 equals '10'
Equivalent to Single DES which was broken in 1999.
	Not recommended on OTA services or SIM cards. Use of 3DES should be phased out.

	3DES (16 bytes) with two different 8 bytes value

	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '01'
KIC.b4b3 equals '01'
	Recommended only for OTA services or SIM cards which does not support AES. Use of 3DES should be phased out.

	3DES (24 bytes) with three different one by one 8 bytes value

	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '01'
KIC.b4b3 equals '10'
	Recommended only for OTA services or SIM cards which does not support AES. Use of 3DES should be phased out.

	AES-128 in CBC mode as defined in NIST SP 800-38A
	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '10'
KIC.b4b3 equals '00'
Supported from ETSI TS 102 225 [14] since Release 8.1.0 
	Recommended.
The key length shall be known implicitly by both entities and shall be 128, 192 or 256 bits.

	AES-192 in CBC mode as defined in NIST SP 800-38A
	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '10'
KIC.b4b3 equals '00'
Supported from ETSI TS 102 225 [14] since Release 8.1.0 
	Recommended.
The key length shall be known implicitly by both entities and shall be 128, 192 or 256 bits

	AES-256 in CMC mode as defined in NIST SP 800-38A
	SPI1.b3 equals '1' for Command Packet
SPI2.b5 equals '1' for Response Packet
KIC.b2b1 equals '10'
KIC.b4b3 equals '00'
Supported from ETSI TS 102 225 [14] since Release 8.1.0 
	Recommended.
The key length shall be known implicitly by both entities and shall be 128, 192 or 256 bits



Note 1:	These recommendations are aligned with GSMA PRD FS.27 [2].
[bookmark: _Toc221082612]Anti-reply mechanism
Anti-reply mode, refer to ETSI TS 102 225 [14] for details, is selected from SPI (bit b5.b4 of first byte).
	Configuration
	Comments
	Recommendations

	No counter available
	SPI1.b5b4 equals '00'
SIM card does not verify the incoming counter.
	Not recommended on OTA services or SIM cards.

	Counter available; no replay or sequence
checking
	SPI1.b5b4 equals '01'
SIM card does not verify the incoming counter.
	Not recommended on OTA services or SIM cards.

	Process if and only if counter value is higher
than the value in the RE
	SPI1.b5b4 equals '10'
SIM card verifies the incoming counter.
	Recommended.

	Process if and only if counter value is one
higher than the value in the RE
	SPI1.b5b4 equals '11'
SIM card verifies the incoming counter.
	Not recommended.
Any counter desynchronisation could cause a service disruption.



Note 1:	These recommendations are aligned with GSMA PRD FS.27 [2].
1. [bookmark: _Ref174367073][bookmark: _Toc221082613]Over The Air (OTA) - HTTPs (SCP81) Security Algorithms
	Profile
	Description
	Comments
	Recommendations

	TLS_PSK_WITH_NULL_SHA
	SHA-1, no authentication, and no confidentiality
	Deprecated in GlobalPlatform Amendt B [18] since version 1.2
	Not recommended on OTA services or SIM cards

	TLS_PSK_WITH_3DES_EDE_CBC_SHA
	SHA-1 and 54‑bit Triple DES in CBC mode using pre-shared keys
	Deprecated in GlobalPlatform Amendt B [18] since version 1.2
	Not recommended on OTA services or SIM cards

	TLS_PSK_WITH_AES_128_CBC_SHA
	SHA-1 and 128‑bit AES in CBC mode using pre-shared keys
	Deprecated in GlobalPlatform Amendt B [18] since version 1.2
	Not recommended on OTA services or SIM cards

	TLS_PSK_WITH_AES_128_GCM_SHA256
	SHA‑256 and 128‑bit AES in GCM mode using pre-shared keys
	Specified in GlobalPlatform Amendt B [18], IETF RFC 8446 [8]. Provides a 128-bit security level.
	Recommended to support on OTA service and for legacy UICCs implementing TLS 1.2

	TLS_AES_128_GCM_SHA256
	SHA‑256 and 128‑bit AES in CBC mode using pre-shared keys
	Specified in GlobalPlatform Amendt  B [18] since version 1.2, IETF RFC 8446 [8].
Provides a 128-bit security level.
	Recommended to support on OTA service and for new UICCs implementing TLS 1.3

	TLS_AES_128_CCM_SHA256
	SHA‑256 and 128‑bit AES in CBC mode using pre-shared keys
	Specified in GlobalPlatform Amendt B [18] since version 1.2, IETF RFC 8446 [8].
Provides a 128-bit security level.
	Recommended to support on OTA service and for new UICCs implementing TLS 1.3



Note 1:		These recommendations are aligned with GSMA PRD FS.27 [2].


1. [bookmark: _Toc221082614]RCS End-to-End Encryption Algorithms
Referring to RFC 9420 [9] and RCC.16 [15], the algorithms for E2EE message encryption, and TLS communication.  
[bookmark: _Toc221082615]E2EE Encryption Algorithms
[bookmark: _Toc221082616]Message encryption
	Profile
	Description
	Comments
	Recommendations

	MLS_128_DHKEMP256_AES128GCM_SHA256_P256
	DHKEM P-256, AES-128-GCM, SHA-256, and ECDSA P-256, offering 128 bits of security
	Specified in IETF RFC 9420 [9] and required in GSMA RCC.16 [15]
	Recommended for all new implementations of RCC.16 [15]


[bookmark: _Toc221082617]File transfer encryption
	Profile
	Description
	Comments
	Recommendations

	AES256_CTR_HMAC_SHA256_256TAG
	AES-256-CTR with HMAC SHA-256 tag
	Follow RCC.16 [15] implementation specification.
	Mandatory for MLS implementations.


[bookmark: _Toc221082618]TLS Encryption Algorithms
Recommended encryption algorithms for TLS sessions to KDS.
[bookmark: _Toc221082619]Symmetric encryption cipher suites
Recommended symmetric encryption for TLS sessions.
	Profile
	Description
	Comments
	Recommendations

	TLS_AES_128_GCM_SHA256

	TLS 1.3 symmetric encryption cipher as per IETF RFC 8446 [8]
	Specified in section B.4 of IETF RFC 8446 [8]
	Recommended symmetric encryption for Client-to-KDS and inter-KDS communication for TLS

	TLS_AES_256_GCM_SHA384
	TLS 1.3 symmetric encryption cipher as per IETF RFC 8446 [8]
	Specified in section B.4 of IETF RFC 8446 [8]
	Recommended symmetric encryption for Client-to-KDS and inter-KDS communication for TLS


[bookmark: _Toc221082620]Signature
	Profile
	Description
	Comments
	Recommendations

	ecdsa_secp256r1_sha256
	TLS 1.3 digital signature algorithms
	Specified in section 4.2.3 of IETF RFC 8446 [8]
	Recommended for certificates and CertificateVerify operations for TLS


[bookmark: _Toc221082621]Key exchange
	Profile
	Description
	Comments
	Recommendations

	ECDHE secp256r1
	TLS 1.3 key exchange algorithms
	Specified in section 4.2.7 of IETF RFC 8446 [8]
	Recommended for key exchange for TLS
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