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[bookmark: _Toc218823306]Scope
This document provides MNOs with security guidelines on how to store UE credentials within their networks. UE credentials include any credential that is provisioned or generated in the UICC, ME or network to either:
· provide network or service access to the ME, referred to as 3GPP credentials, or to
· remotely provision or manage the (e)UICC, referred to as GSMA credentials. GSMA credentials include credentials for Remote SIM Provisioning and OTA. 
The 3GPP network credentials associated with UICC credentials include any:
· key derived from a UICC credential, e.g. the session keys used to protect the mobile communication;
· key used to derive a UICC credential, e.g. the values used to customise cryptographic algorithms; 
· key paired with a UICC credential, e.g. the private key used for deconcealing the mobile network identity
· key used to protect a UICC credential during transport and storage.
· Certificate, for example for Remote SIM Provisionning or to protect inter network function communication.  
Some credentials are both a UICC credential and an associated 3GPP network credential and are called “shared credentials”, e.g. the subscriber secret key (Ki/OPc) which is provisioned both in the UICC and the network. UICC credentials and their associated network credentials are stored by different network functions and can be either:
· provisioned within the network function, e.g. the subscriber secret key;
· derived within the network function, e.g. the session keys used to protect the mobile communication;
· received from another network function , e.g. the credentials within an authentication vector received by the visited network; 
While some credentials are valid during one session, other credentials are valid over multiple sessions.  
These guidelines do not address the security of the UICC profile itself as these are defined in FS.27 – Security Guidelines for UICC Profiles. Neither do these guidelines address the protection of UICC credentials exchanged between MNO and UICC vendor as these are defined in FS.28 – Security Guidelines for UICC Credential Protection. 
A range of network functions store UICC credentials and network credentials across a number of technologies, as illustrated in the Annexes to this document.
UICC and network credentials can be generated either using software or inside a Hardware Security Module (HSM), which is a device that performs cryptographic functions inside a tamper proof compute capability using keys that are provisioned inside the tamper proof device in a way that makes it impossible for them to be extracted.
This document contains a number of recommendations and these are highlighted using the colour conventions described below: 
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported


[bookmark: _Toc218823307]Credential protection principles
Staff-proof measures are measures to mitigate insider threat and accidental damage. For example, using both process and technical measures described below.
Process measures: 
· Have an incident response plan in place to deal with insider and trusted partner threats.
· Mandate dual authorisation, requiring two independent individuals to authenticate and approve operations.
· Use automated approval workflows that notify multiple individuals of upcoming actions.
· Enforce separation of duties, with no single individual having complete control over a critical function. For HSM or Key managers, configuration creation and review/submit can be separated between two staff members.
· Use multi-party key management where a minimum number of authorised personnel (e.g., 2 of 3) are required to approve key operations.
· Require delayed execution for critical operations to allow for secondary review. In emergency situations the secondary review should be performed at the earliest possible opportunity but no longer than a maximum period fixed per policy.  
· Conduct periodic key management audits to ensure compliance with security policies.
Technical measures: 
· Use HSMs with quorum-based policies to enforce multi-person approvals at a hardware level. 
· If trusted partners are involved, then ensure that the final approval is within the operator.
· Use Shamir’s Secret Sharing (SSS) to split a key into multiple parts, preventing a single person from reconstructing it.
· Implement biometric authentication and time-based lockout policies to prevent unauthorised use.
· All activities should be logged and audited and all actions requiring two-person authentication should be logged and auditable to prevent collusion.
· Ensure visibility and tracability of actions of trusted partners that relate to credential storage, management, generation and usage.
[bookmark: _Toc218823308]Definitions
This section lists the different credentials within the scope of this document. Each credential is defined with the network function(s) and associated technologies where the credential is either provisionned or generated. 
Section 2 provides guidelines for the provisionning of credentials. 
Section 3 provides guidelines for the generation or computation of credentials. 
Section 4 provides guidelines for the storage of credentials. 
Annex A indicates the network functions where each credential is stored for each technology.
	Term 
	Description

	ABBA
	Anti-Bidding-down Architecture that is configured in the (5G)

	AUTN
	Authentication token that is computed in the AuC (3G, 4G) and ARPF (5G)

	AUTS
	Re-synchronisation token that is computed in the (e)UICC (3G – 5G), and verified in the AuC (3G, 4G) and ARPF (5G)

	Ci/Ri
	C1 - C5 and R1- R5 are constants to personalise MILENAGE that are provisioned in the (e)UICC (3G – 5G), AuC (3G, 4G), ARPF (5G) and SMDP(+) (4G, 5G)

	CK
	Confidentiality Key that is computed in the (e)UICC (3G – 5G), AuC (3G, 4G) and ARPF (5G)

	Δ
	Maximum allowed difference between expected and received sequence number SQN that is provisioned in the (e)UICC (3G – 5G), the AuC (3G, 4G), ARPF (5G) and SMDP(+) (4G, 5G) 

	EMSK
	Extended Master Session Key computed by ME (4G) and AAA server (4G) for non 3GPP access

	FRESH
	Random anti-replay value generated by RNC (3G)

	HN Private Key
	Home Network Private Key. The private key stored in the SIDF in a public-private key pair (5G)

	HN Public Key
	Home Network Public Key. The public key stored in the UICC or the ME in a public-private key pair (5G)

	HN Public Key ID
	Home Network Public Key Identifier. A unique identifier that tells the mobile device (UE) which public key of the home network (HN) it should use to encrypt sensitive information stored in the UICC or the ME (5G)

	HRES*
	Home Network Response computed by AMF (5G)

	HXRES*
	Home Network Expected Response Star computed by AUSF (5G)

	IMSI
	International Mobile Subscriber Identity provisioned in the (e)UICC (2G – 5G), HLR (2G, 3G), HSS (4G) and UDM (5G)

	IK 
	Integrity Key that is computed in the (e)UICC (3G – 5G), AuC (3G, 4G) and ARPF (5G)

	K
	Subscriber Authentication Key that can be generated in the SMDP(+) (4G, 5G) and is provisioned in the (e)UICC (3G – 5G), AuC (3G, 4G) and ARPF (5G) 

	KASME
	Key Access Security Management Entity computed by ME (4G) and HSS (4G)

	Kc
	Ciphering Key computed by UICC (2G) and AuC (2G)

	KeNB
	Key eNB that is computed by the ME (4G) and MME (4G)

	KeNB*
	Key eNB that is computed by the ME (4G) and eNB (4G)

	Ki
	Subscriber Authentication Key provisioned in the UICC (2G) and AuC (2G)

	KNASenc
	Key Non-Access-Stratum Encryption that is computed by the ME (4G) and MME (4G)

	KNASint
	Key Non-Access-Stratum Integrity that is computed by the ME (4G) and MME (4G)

	KNG-RAN*
	A cryptographic key used in 5G handover security procedures computed in the gNB (5G)

	KRRCenc
	Key Radio-Resource-Control Encryption that is computed by the ME (4G) and eNB (4G)

	KRRCint
	Key Radio-Resource-Control Integrity that is computed by the ME (4G) and eNB (4G)

	KUPenc
	Key User-Plane Encryption that is computed by the ME (4G) and eNB (4G)

	KUPint
	Key User-Plane Integrity that is computed by the ME (4G) and eNB (4G)

	MSK
	Master Session Key computed by ME (4G) and AAA server (4G) for non 3GPP access

	NH
	Next Hop parameter that is computed by the ME (4G) and MME (4G) to provide forward secrecy

	OP
	Operator Variant Algorithm Configuration Field for MILENAGE that can be provisioned in the (e)UICC (3G – 5G), AuC (3G, 4G), ARPF (5G) and SMDP(+) (4G, 5G), see note in Section A.11

	OPc
	MILENAGE value derived from OP and K that can be provisioned or computed in the (e)UICC (3G – 5G) and that is computed in the AuC (3G, 4G), ARPF (5G) and SMDP(+) (4G, 5G) 

	Protection Scheme ID
	An identifier that indicates the specific cryptographic protection method or algorithm used to protect the SUCI stored in the UICC or the ME (5G)

	RAND
	Random challenge generated by the AuC (2G - 4G) and ARPF (5G)

	RES 
	Response computed by the AuC (2G) and (e)UICC (3G – 5G) 

	RES*
	Response computed by the UE (5G) 

	SCG
	Secondary Cell Group counter generated by eNB (4G) for anti-replay protection  

	SNid
	Serving Network identity provisioned in the HSS (4G)

	SQN
	Sequence Number that is provisioned in the (e)UICC (3G – 5G) and generated in the AuC (3G, 4G) and ARPF (5G)

	SRES
	Signed Response computed by the UICC (2G)

	SUCI
	Subscription Concealed Identifier computed by the (e)UICC/ME (5G) and the SIDF (5G)

	SUPI
	Subscription Permanent Identifier provisioned in the (e)UICC (5G) and UDM (5G) 

	TOP
	Operator Variant Algorithm Configuration Field for TUAK that can be provisioned in the (e)UICC (3G – 5G), AuC (3G, 4G), ARPF (5G) and SMDP(+) (4G, 5G), see note in Section A.11

	TOPc
	TUAK value derived from TOP and K that can be provisioned or computed in the (e)UICC (3G – 5G) and that is computed in the AuC (3G, 4G), ARPF (5G) and SMDP(+) (4G, 5G) 

	XRES 
	Expected Signed Response computed by the AuC (3G, 4G) and ARPF (5G)

	XRES*
	Response computed by the UDM/ARPF (5G) 
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	Term 
	Description

	3DES
	Triple Data Encryption Standard

	AAA
	Authentication, Authorization, and Accounting

	AES
	Advanced Encryption Standard

	AMF
	Access and Mobility Management Function

	ARPF
	Authentication Response Processing Function

	AuC
	Authentication Unit Center

	AUSF
	Authentication Server Function

	BTS
	Base Transceiver Station 

	DES
	Data Encryption Standard

	eNB
	Evolved Node B

	ePDG
	Evolved Packet Data Gateway

	eUICC
	Embedded Universal Integrated Circuit Card

	FW
	Firewall

	gNB
	gNodeB

	HLR
	Home Location Register

	HSM
	Hardware Security Module

	HSS
	Home Subscriber Server

	LPAd
	Local Profile Assistant device

	LPAe
	Local Profile Assistant eUICC

	ME
	Mobile Equipment

	MME
	Mobility Management Entity

	MNO
	Mobile Network MNO

	MSC
	Mobile Switching Center 

	N3IWF
	Non-3GPP Interworking Function

	NIST
	National Institute of Standards and Technology

	OTA
	Over The Air

	RNC
	Radio Network Controller

	SEAF
	Security Anchor Function

	SEPP
	Security Edge Protection Proxy

	SGSN
	Support GPRS Serving Node

	SIDF
	Subscription Identifier De-concealing Function

	SM-DP
	Subscription Manager Data Preparation

	SM-DP+
	Subscription Manager Data Preparation Plus

	SM-DS
	Subscription Management – Discovery Service

	SM-SR
	Subscription Manager – Secure Routing 

	SSS
	Shamir Secret Sharing

	UE
	User Equipment

	UICC
	Universal Integrated Circuit Card

	UDM
	Unified Data Management

	VLR
	Visiting Location Register
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The key words “must”, “must not”, “required”, “shall”, “shall not”, “should”, “should not”, recommended”, “may”, and “optional” in this document are to be interpreted as described in RFC2119.”
[bookmark: _Toc218823312]Credential Provisioning
This section provides recommendations for MNOs pertaining to the provisioning of UICC and network credentials within their networks. Annex A lists the credentials used during provisioning which are affected by the recommendations in this chapter.
[bookmark: _Toc218823313]Provisioning Platform
This section provides recommendations regarding the platform to provision UICC and network credentials within network elements. The provisioning platform can also be used to provision the transport and storage keys in the HSM of the different network elements. 
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	[bookmark: _Hlk117068339]
	Network operation staff handling provisioning files and data on their work PCs 
	Dedicated provisioning platform operated by network security staff not from the network operation team
	Dedicated provisioning platform from a vendor different from the network elements vendor and operated by network security staff using staff-proof measures 


[bookmark: _Toc218823314]UICC Credential Provisioning 
This section provides recommendations regarding UICC credentials received from a vendor and provisioned within a network element. This section does not cover the protection of the UICC credential while in transit between the vendor and the operator as this is covered in FS.28 [11]. Not all UICC credentials need to be provisioned in the network, e.g. the OPc values do not need to be stored in the network.  
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	[bookmark: _Hlk117068471]UICC credential either received in the clear or decrypted outside the network element and re-encrypted within the network element
	 UICC credential stored encrypted with the transport key within a network element instead of using a new storage key
	 UICC credential decrypted with the transport key and immediately re-encrypted with a storage key, both steps, within the network element
	UICC credential decrypted with the transport key and immediately re-encrypted with a storage key, both steps, within a HSM


[bookmark: _Toc218823315]Network Credential Generation and Provisioning
This section provides recommendations regarding the generation and provisioning of network credentials within a network element. Not all network credentials need to be provisioned in the network, e.g. the session keys are computed by the network element on demand. This section does not cover the generation of the network credentials when delegated to a third party (e.g UICC provider), as this is covered in FS.28 [11].
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	
	Network credential generated outside a HSM or stored non- encrypted
	Network credential generated and encrypted within a HSM
	Network credential generated within a HSM and encrypted with a storage key


[bookmark: _Toc218823316]Network Credential Computation
This section provides recommendations for MNOs to compute network credentials. Annex A lists the credentials affected by the recommendations in this chapter as well as the components/network functions that process these credentials.
[bookmark: _Toc218823317]Algorithm Customisation
This section provides recommendations pertaining to the customisation of security algorithms used to compute network credentials.
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	
	Customisation parameters are stored in the clear in the network element.
	Customisation parameters are stored in the network element in encrypted form or customisation parameters are stored by a third-party security agency.
	Customisation parameters are stored in the HSM, so that only a set identifier per subscriber needs to be stored within network equipment.


[bookmark: _Toc218823318]Computation On Demand
This section provides recommendations pertaining to the computation of network credentials on demand.
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	Network credentials are computed without any transport or storage protection.
	Network credentials are computed without the involvement of a HSM.
	Network credentials are computed in the network element from inputs decrypted by the HSM.
	Network credentials are computed in the HSM from inputs decrypted in the HSM.



[bookmark: _Toc218823319]Pre-Computation
This section provides recommendations pertaining to the pre-computation of network credentials.
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	Network credentials computed and stored in the network element without storage protection.
	Network credentials computed and stored protected in the network element.
	Network credentials computed in the HSM and stored protected in the network element.
	Network credentials computed in the HSM and stored in the HSM.


[bookmark: _Toc218823320]Credential Storage
This section provides recommendations for MNOs pertaining the storage of UICC and network credentials. The recommendations in this chapter are to be interpreted in the context of different storage periods as they apply to different credentials and a range of different components/network functions, as listed in Annex A.
[bookmark: _Toc218823321]Security Algorithms
This section provides recommendations regarding the security algorithms used to protect the storage of UICC credentials and network credentials. The algorithms to protect the UICC credentials in transit or in storage should be consistent. As such, these recommendations should be aligned with Section 3.2.1 of FS.28 [11].
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	Single DES(1) 
3DES – 2 keys, with same value for both(2) 
3DES – 3 keys, with same value for the three(2) 
3DES – 3 keys, but first and second keys equal, or second and third keys equal(2) 
	3DES – 2 keys(3) 
3DES – 3 keys 
Each key shall have a different value 
	AES 128, 192 
	AES 256 


(1) Single DES is deprecated by ETSI standard TS 102 225 since release 8. 
(2) Equivalent to Single DES. 
(3) 2-key 3DES is the same as 3-key 3DES where the first and third keys are identical.
[bookmark: _Toc218823322]Storage Key Generation
This section provides recommendations regarding the management of storage keys.
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	
	Generate storage key using an insecure random number generator.
	Generate storage key using a secure random number generator, such as the one provided by the HSM. See the recommendations from NIST [4], BSI [2] and ANSII [3].
	Generate storage key using a secure random number generator, such as the one provided by the HSM. See the recommendations from NIST [4], BSI [2] and ANSII [3]. Once generated, the key is stored encrypted, e.g. in the HSM.   

	
	Support requests, in 4G or earlier, for a large number of authentication vectors
	Limit the number of authentication vectors that can be requested to 5 or less in 4G or earlier (5G only allows one per specification).
	Limit the number of authentication vectors that can be requested to 5 or less in 4G or earlier (5G only allows one per specification).
Limit the number of Authentication Vector requests from a certain source within a defined time window to an expected level.


[bookmark: _Toc218823323]Storage Key Life Cycle
This section provides recommendations regarding the revocation of storage keys.
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	The stored keys are permanently valid.
	Manual periodical renewal of the stored keys.
	Update the keys periodically.
Create a disallowed list of keys, e.g. weak or compromised keys.
Regularly release the list of invalid keys.
	Fully automated key life cycle management backed by the HSM.
 


[bookmark: _Toc218823324]Credential Backups
This section provides recommendations regarding the backups of UICC and network credentials.
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	Do not Backup credentials.
	Backup credentials without encryption.
	Backup credentials and encrypt them.
The backup data is  permanently valid and there is a correct data erasure mechanism.
	Business continuity management in place with credentials backed up and encrypted using the HSM storage key   
The storage keys are also backed up and stored securely, e.g. in a safe or backup HSM.
The backup data is  permanently valid and there is a correct data erasure mechanism.


[bookmark: _Toc218823325]Credential Restoration
This section provides recommendations regarding the restoration of UICC or network credentials from backups in the event of a credential database corruption. 
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	
	Credential database sent to supplier to be restored.
	Credential database restored on site or remotely by supplier.
	Credential database restored on site using supplier guidance and staff-proof measures.


[bookmark: _Toc218823326]Credential Lifecycle Management
[bookmark: _Hlk121142125]This section provides recommendations for MNOs to renew, revoke and delete UICC and network credentials.
[bookmark: _Toc218823327]Credential Renewal Process
This section provides recommendations regarding the security of the credential renewal process in network elements. 
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	No renewal management, expired certificate remains on the system.
	Wait until certificate expiration takes place to renew expired certificate.
	Define a policy that specifies how many days before expiry a certificate is generated to replace the one that expires.
Implement a process to manually issue and deploy a certificate according to the policy.  
Implement a process that manually migrates to the appropriate new certificate.
	Define a policy that specifies how many days before expiry a certificate is generated to replace the one that expires.
Implement a system that automatically issues and deploys a certificate according to the policy.  
Implement a system that automatically migrates to the appropriate new certificate.


[bookmark: _Toc218823328]Credential Revocation Process
This section provides recommendations regarding the security of the credential revocation process in network elements. 
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	No revocation process actioned.
	Trigger revocations on an ad-hoc basis.
	Define a policy that specifies under which conditions a certificate is to be revoked. 
Implement a process that manually monitors for the conditions outlined in the policy and manage revocations accordingly.
Implement a manual process to propagate the revocation.
	Define a policy that specifies under which conditions a certificate is to be revoked.
Implement a system that continuously monitors for the conditions outlined in the policy and trigger revocations accordingly.
Utilise an automated system e.g a CRL in order to propagate the revocation. 


[bookmark: _Toc218823329]Credential Deletion Process
This section provides recommendations regarding the security of the credential deletion process in network elements. A rigorous procedure for destruction of decommissioned media needs to be adopted to ensure that all materials and credentials are properly disposed of and deleted.
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	No end-of-life management.
	Delete credentials in non-volatile memory using a batch process.
	Document procedure for erasure of data, both volatile and non-volatile. Erasure of each credential immediately after expiration.
	Erasure of each credential both in volatile and non-volatile memory immediately after expiration.
The non-volatile storage media cannot be reused for other purposes.


[bookmark: _Toc218823330]UICC Credential Lifecycle Management
This section provides recommendations regarding the deletion of UICC credentials from network elements. A process needs to be implemented that defines how to verifiably delete keys. Since there is no verification, keys may not be deleted in all cases.  
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	No end-of-life management
	All UICC credentials derived, e.g. OPc, from a deleted UICC credential, e.g. K, are deleted in batches from the home network.
	All UICC
credentialsderived,e.g. OPc, from a deleted UICC credential, e.g. K, are immediately deleted from the home network.
	All UICC 
credentials derived, e.g. OPc, from a deleted UICC credential, e.g. K, are immediately deleted from all network elements in the home network. These actions should be performed using the different principles outlined in Section 1.1.


[bookmark: _Toc218823331]Network Credential Lifecycle Management
This section provides recommendations regarding the deletion of network credentials from network elements. A process needs to be implemented that defines how to deterministically delete network credentials. Since there is no verification, network credentials may not be deleted in all cases. 
	Deprecated
	Not recommended – vulnerable to known attacks
	Acceptable
	Recommended - if supported

	No end-of-life management.
	All network credentials derived, e.g. CK, IK, from a deleted UICC credential, e.g. K, are deleted in batches from the network elements.
	All network
credentials derived, e.g. CK, IK, from a deleted UICC credential, e.g. K, are immediately deleted from network elements in the home network.
	All network
credentials, e.g. CK, IK, derived from a deleted UICC credential, e.g. K, are deleted from all network elements in the home and visited networks.
These actions should be performed using separation of duties, see Section 1.1.



 

[bookmark: _Toc218823332][bookmark: _Ref329687100][bookmark: _Toc327548013][bookmark: _Toc327548213][bookmark: _Toc53992445]3GPP and GSMA Credentials
This section describes the different 3GPP and GSMA credentials for the different 3GPP and GSMA mobile technologies. Each technology is described by a table indicating the network functions where each credential is either:
· Generated denoted by the letter “G”: where the credential is generated, for example using a cryptographically secure pseudo-random number generator, by the network function and required to be stored until it is successfully transmitted to another network function.  
· Derived denoted by the letter “D”: where the credential is computed from other credentials by the network function and required to be stored until it is either used to derive another credential or successfully transmitted to another network function.  
· In transit denoted by the letter “T”: where the credential is required to be stored by the network function until it is successfully transmitted to another network function.  
· Stored only for the session duration denoted by the letter “S”: where the credential is required to be stored by the network function at most until the end of the current session.  
· Stored for multiple sessions denoted by the letter “M”: where the credential is required to be stored by the network function until a new authentication takes place. 
· Stored during the lifetime of the (e)UICC profile denoted by the letter “P”: where the credential is required to be stored by the network function while the (e)UICC profile using this credential is considered valid.
· Stored during the lifetime of the serving network denoted by the letter “N”: where the credential is required to be stored by the network function while the serving network international identity is valid.            
A credential can be optionally stored by a network function and is denoted by brackets around one of the above letters, for example [M] denotes that the corresponding credential may be optionally stored during multiple sessions within the network function.


[bookmark: _Toc218823333]2G
This section describes the different (e)UICC and associated 3GPP network credentials for challenge-response authentication in a GSM and GPRS network. 
	[bookmark: _Toc511598686][bookmark: _Toc511666171][bookmark: _Toc511666174][bookmark: _Toc511666172][bookmark: _Toc511598684][bookmark: _Toc511598687][bookmark: _Toc511666175][bookmark: _Toc511598683]Functions     


Credentials
	(e)UICC
	ME
	BTS
	BSC
	MSC
	VLR
	SGSN
	HLR
	AuC
	FW

	Ki
	P
	
	
	
	
	
	
	
	P
	

	IMSI
	P
	P
	T
	T
	T
	M
	M
	P
	P
	T

	RAND
	S
	T
	T
	T
	T
	M
	M
	M
	G
	T

	SRES
	D
	
	T
	T
	T
	S
	S
	
	
	

	RES
	
	
	
	
	
	M
	M
	M
	D
	T

	Kc
	D
	M
	M
	T
	T
	M
	M
	M
	D
	T





[bookmark: _Ref192087224][bookmark: _Toc218823334]3G
This section describes the different (e)UICC and associated 3GPP network credentials for AKA in a UMTS network.
	[bookmark: _Hlk191991550]Functions     


Credentials
	(e)UICC
	ME
	NodeB
	RNC
	MSC
	VLR
	SGSN
	HLR
	AuC
	FW

	K
	P
	
	
	
	
	
	
	
	P
	

	OP
	[P](1)
	
	
	
	
	
	
	
	P
	

	OPc
	P
	
	
	
	
	
	
	
	D
	

	Ci/Ri
	P
	
	
	
	
	
	
	
	P
	

	IMSI
	P
	P
	T
	T
	T
	M
	M
	P
	
	T

	RAND
	S
	T
	T
	T
	T
	M
	M
	M
	G
	T

	RES
	D
	T
	T
	T
	T
	S
	S
	
	
	

	XRES
	
	
	
	
	
	M
	M
	M
	D
	T

	CK
	D
	M
	
	M
	T
	M
	M
	M
	D
	T

	IK
	D
	M
	
	M
	T
	M
	M
	M
	D
	T

	AUTN
	S
	T
	T
	T
	T
	M
	M
	M
	G
	T

	SQN
	P
	
	
	
	
	
	
	
	G
	

	Δ
	P
	
	
	
	
	
	
	
	P
	

	AUTS
	G
	T
	T
	T
	T
	T
	T
	T
	G
	T

	FRESH
	
	M
	T
	G
	
	
	
	
	
	





[bookmark: _Ref192087240][bookmark: _Toc218823335]4G AKA
This section describes the different (e)UICC and associated 3GPP network credentials for AKA in a LTE/SAE network.
	Functions     


Credentials
	SM-DP(+)
	(e)UICC
	ME
	eNB
	MME
	HSS
	AuC
	FW

	K
	G
	P
	
	
	
	
	P
	

	OP
	P
	[P](1)
	
	
	
	
	P
	

	OPc
	D
	P
	
	
	
	
	D
	

	Ci/Ri
	P
	P
	
	
	
	
	P
	

	IMSI
	P
	P
	P
	T
	T
	P
	P
	T

	RAND
	
	S
	T
	T
	M
	M
	G
	T

	RES
	
	D
	T
	T
	S
	
	
	

	XRES
	
	
	
	
	M
	M
	D
	T

	CK
	
	D
	M
	
	
	M
	D
	T

	IK
	
	D
	M
	
	
	M
	D
	T

	AUTN
	
	S
	T
	T
	M
	M
	G
	T

	SQN
	
	P
	
	
	
	
	G
	

	Δ
	P
	P
	
	
	
	
	P
	

	AUTS
	
	G
	T
	T
	T
	T
	G
	T

	SCG
	
	
	M
	G
	
	
	
	

	SNid
	
	
	M
	
	M
	N
	
	T

	KASME
	
	
	D
	
	M
	D
	
	T

	KNAS enc
	
	
	D
	
	D
	
	
	

	KNAS int
	
	
	D
	
	D
	
	
	

	KeNB
	
	
	D
	
	D
	
	
	

	NH
	
	
	D
	
	D
	
	
	

	KeNB*
	
	
	D
	D
	
	
	
	

	KUP int
	
	
	D
	D
	
	
	
	

	KUP enc
	
	
	D
	D
	
	
	
	

	KRRC enc
	
	
	D
	D
	
	
	
	

	KRRC int
	
	
	D
	D
	
	
	
	





[bookmark: _Ref192087262][bookmark: _Toc218823336]4G EAP-AKA
This section describes the different (e)UICC and associated 3GPP network credentials for EAP-AKA in a SAE network with non-3GPP access.
	Functions     


Credentials
	SM-DP(+)
	(e)UICC
	ME
	ePDG
	AAA
	HSS
	AuC
	FW

	K
	G
	P
	
	
	
	
	P
	

	OP
	P
	[P](1)
	
	
	
	
	P
	

	OPc
	D
	P
	
	
	
	
	D
	

	Ci/Ri
	P
	P
	
	
	
	
	P
	

	IMSI
	P
	P
	P
	T
	T
	P
	P
	T

	RAND
	
	S
	T
	T
	M
	M
	G
	T

	RES
	
	D
	T
	T
	S
	
	
	

	XRES
	
	
	
	
	M
	M
	D
	T

	CK
	
	D
	M
	
	
	M
	D
	T

	IK
	
	D
	M
	
	
	M
	D
	T

	AUTN
	
	S
	T
	T
	M
	M
	G
	T

	SQN
	
	P
	
	
	
	
	G
	

	Δ
	P
	P
	
	
	
	
	P
	

	AUTS
	
	G
	T
	T
	T
	T
	G
	T

	EMSK
	
	
	M
	G
	
	
	
	

	MSK
	
	
	M
	
	M
	M
	
	T





[bookmark: _Ref192087278][bookmark: _Toc218823337]5G AKA
This section describes the different (e)UICC and associated 3GPP network credentials for AKA in a 5G SA network.
	Functions     


Credentials
	SM-DP(+)
	(e)UICC
	ME
	gNB
	AMF SEAF
	AUSF
	SIDF UDM ARPF
	SEPPFW

	K
	G
	P
	
	
	
	
	P
	

	(T)OP 
	P
	[P](1)
	
	
	
	
	P
	

	(T)OPc
	D
	P
	
	
	
	
	D
	

	Ci/Ri
	P
	P
	
	
	
	
	P
	

	SUPI
	P
	P
	S
	
	S
	S
	P
	T

	SUCI
	
	[D](2)
	[D](2)
	T
	T
	T
	S
	T

	HN Private Key
	
	
	
	
	
	
	P
	

	HN Public Key
	
	P
	[S](2)
	
	
	
	
	

	HN Public Key ID
	
	P
	[S](2)
	
	
	
	P
	

	Protection Scheme ID
	
	P
	[S](2)
	T
	T
	T
	P
	T

	RAND
	
	S
	S
	T
	S
	T
	G
	T

	RES
	
	D
	S
	
	
	
	
	

	RES*
	
	
	D
	T
	S
	S
	
	T

	HRES*
	
	
	
	
	D
	
	
	

	XRES
	
	
	
	
	
	
	D
	

	XRES*
	
	
	
	
	
	S
	D
	

	HXRES*
	
	
	
	
	S
	D
	
	T

	CK
	
	D
	S
	
	
	
	D
	

	IK
	
	D
	S
	
	
	
	D
	

	AUTN
	
	S
	T
	T
	T
	T
	D
	T

	SQN
	
	P
	
	
	
	
	G
	

	Δ
	P
	P
	
	
	
	
	P
	

	AUTS
	
	D
	T
	T
	T
	T
	S
	T

	SNN
	
	
	S
	T
	N
	S
	S
	T

	KAUSF
	
	
	D
	
	
	S
	D
	

	KSEAF
	
	
	D
	
	S
	D
	
	T

	ABBA
	
	
	S
	T
	N
	
	
	

	KAMF
	
	
	D
	
	D
	
	
	

	NH
	
	
	D
	S
	D
	
	
	

	K’AMF
	
	
	D
	
	D
	
	
	

	KNAS enc
	
	
	D
	
	D
	
	
	

	KNAS int
	
	
	D
	
	D
	
	
	

	KgNB
	
	
	D
	S
	D
	
	
	

	KUP enc
	
	
	D
	D
	
	
	
	

	KUP int
	
	
	D
	D
	
	
	
	

	KRRC enc
	
	
	D
	D
	
	
	
	

	KRRC int
	
	
	D
	D
	
	
	
	

	KNG-RAN*
	
	
	D
	D
	
	
	
	





[bookmark: _Ref192087295][bookmark: _Toc218823338]5G EAP-AKA’
This section describes the different (e)UICC and associated 3GPP network credentials for EAP-AKA’ in a 5G SA network with non-3GPP access.
	Functions     


Credentials
	SM-DP(+)
	(e)UICC
	ME
	N3IWF
	AMF SEAF
	AUSF
	SIDF UDM ARPF
	SEPP
FW

	K
	G
	P
	
	
	
	
	P
	

	(T)OP 
	P
	[P](1)
	
	
	
	
	P
	

	(T)OPc
	D
	P
	
	
	
	
	D
	

	Ci/Ri
	P
	P
	
	
	
	
	P
	

	SUPI
	P
	P
	S
	
	S
	S
	P
	T

	SUCI
	
	[D](2)
	[D](2)
	T
	T
	T
	S
	T

	HN Private Key
	
	
	
	
	
	
	P
	

	HN Public Key
	
	P
	[S](2)
	
	
	
	
	

	HN Public Key ID
	
	P
	[S](2)
	
	
	
	P
	

	Protection Scheme ID
	
	P
	[S](2)
	T
	T
	T
	P
	T

	RAND
	
	S
	S
	T
	S
	T
	G
	T

	RES
	
	D
	T
	T
	T
	S
	
	

	XRES
	
	
	
	
	
	S
	D
	

	CK
	
	D
	S
	
	
	
	D
	

	IK
	
	D
	S
	
	
	
	D
	

	CK’
	
	
	D
	
	
	S
	D
	

	IK’
	
	
	D
	
	
	S
	D
	

	AUTN
	
	S
	T
	T
	T
	T
	D
	T

	SQN
	
	P
	
	
	
	
	G
	

	Δ
	P
	P
	
	
	
	
	P
	

	AUTS
	
	D
	T
	T
	T
	T
	S
	T

	SNN
	
	
	S
	T
	N
	S
	S
	T

	KAUSF
	
	
	D
	
	
	D
	
	

	KSEAF
	
	
	D
	
	S
	D
	
	T

	ABBA
	
	
	S
	T
	N
	
	
	

	KAMF
	
	
	D
	
	D
	
	
	

	K’AMF
	
	
	D
	
	D
	
	
	

	KNAS enc
	
	
	D
	
	D
	
	
	

	KNAS int
	
	
	D
	
	D
	
	
	

	KN3IWF
	
	
	D
	S
	D
	
	
	




[bookmark: _Toc218823339]OTA
This section describes the different (e)UICC and associated 3GPP network credentials to manage (e)UICC remotely OTA, For eUICC this is also defined as ES6 interface from GSMA SGP.02 [5], SGP.22 [6] and SGP.32 [7]. 
	[bookmark: _Hlk191992352]Functions     


Credentials
	(e)UICC
	ME
	OTA Platform

	SCP80 - KIC, KID, KIK
	P
	
	P

	SCP81 - PSK-Id
	P
	
	P

	SCP81 - PSK-TLS
	P
	
	P

	SCP81 - PSK-DEK
	P
	
	P




[bookmark: _Toc218823340]RSP for Consumer Devices
This section describes the different (e)UICC and associated credentials to remotely provision eUICC profiles within consumer devices, refer to GSMA SGP.22 [6] for details. 
	Functions     


Credentials
	SM-DP+
	SM-DS
	ME
(LPAd)
	eUICC
(LPAe)
	eUICC
	OTA Platform

	ES6 – SCP80 and/or SCP81 credentials
	see Annex A.7

	ES8+ session key
	S
	
	
	
	S
	

	ES9+ TLS credentials
	S
	
	[S]
(ES9+)
	[S]
(ES9+)
	
	



Note: SM-DS flows are not detailed in this version of the document.


[bookmark: _Ref192086862][bookmark: _Toc218823341]RSP for M2M
This section describes the different (e)UICC and associated credentials to remotely provision eUICC profiles within M2M devices, refer to GSMA SGP.02 [5] for details. 
	Functions     


Credentials
	SM-SR
	SM-DP
	eUICC
	OTA Platform

	ES1 – ISD-R keysets
	P
	
	P
	

	ES5 SCP80 - KIC, KID, KIK
	P / G(3)
	
	P / G(3)
	

	ES5 SCP81 - PSK-Id
	P
	
	P
	

	ES5 SCP81 - PSK-TLS
	P / G(3)
	
	P / G(3)
	

	ES6– SCP80 and/or SCP81 credentials
	see Annex A.7

	ES8 – SCP03/SCP03t credentials
	
	G
	G
	





[bookmark: _Ref192086771][bookmark: _Toc218823342]RSP for IoT
This section describes the different (e)UICC and associated credentials to remotely provision eUICC profiles within IoT devices, refer to GSMA SGP.32 [6] for details.
	Functions     


Credentials
	SM-DS
	SM-DP+
	eIM
	ME
(IPAd)
	eUICC
(IPAe)
	eUICC
	OTA Platform

	ES6– SCP80 and/or SCP81 credentials
	see Annex A.7

	ES8+ session key
	
	S
	
	
	
	S
	

	ES9 / ES9+ TLS credentials
	
	S
	
	S(4)
(ES9)
	S(4)
(ES9+)
	
	

	ES9+’ TLS credentials
	
	S
	S
	
	
	
	



Note: SM-DS flows are not detailed in this version of the document.




[bookmark: _Toc218823343]Notes
This section provides the different notes of the different sections from Annex A.  
	Note
	Details

	[bookmark: NOTE1](1)
	From A.2 3G, A.3 4G AKA, A.4 4G EAP-AKA, A.5 5G AKA, A.6 5G EAP-AKA’
3GPP TR 35.909 [8] recommends to avoid storing (T)OP on the (e)UICC by computing the (T)OPc off the (e)UICC.

	[bookmark: NOTE2](2)
	From A.5 5G AKA, A.6 5G EAP-AKA’
3GPP TS 31.102 [9] specifies two alternative modes for SUCI calculation either by the USIM or the ME.

	[bookmark: NOTE3](3)
	From A.9 RSP for M2M
The credential is generated only in case of SM-SR Change procedure.

	[bookmark: NOTE4](4)
	From A.10 RSP for IoT
Possible conbinaison are:
a. ‘P’ for ME (IPAd) only
b. ‘P’ for eUICC (IPAe) only
c. ‘P’ for both ME (IPAd) and eUICC (IPAe)
But both ME (IPAd) and eUICC (IPAe) cannot be let empty together.
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