
Incident Reporting
If at any time the Reporter names specific GSMA Members against which the reported vulnerability is being actively exploited then the CVD process will define this as an Incident.

The CVD Director will contact the named GSMA Members to provide information about the incident. If feasible, GSMA may also attempt to identify other (not already named) members that may also be impacted.

Reporter completes submission form and 
provides any supporting documents

CVD Director shares information 
with Submission Consideration 
Group (SCG) and considers 
additional SCG members to add

GSMA shares information 
about submitted research with 
members (e.g. submission 
form, Briefing Paper, webinar, 
Indicators of Compromise)

Consider any 
new information 
from Reporter

GSMA CVD Director reviews the form for 
completeness and initial scope check. 
Request additional information if needed

SCG review the material (by 
email/call), request further 
information if needed from 
Reporter (email/call)

Draft LS shared to relevant 
Working Group (WG), 
send to other Standards 
Development Organisations

Further preparation 
e.g. making additional 
GSMA members or 
external organisations 
aware of the research

Reporter provides additional 
information if needed

Decision on whether 
GSMA CVD scope is met

Draft media statement 
(5-10 working days 
prior to public release)

Tracking of inbound LSs 
or Change Requests to 
GSMA/ other documents

Check report for active exploitation 
– disseminate to Submission 
Consideration Group

Decision on actions and  
possible outputs (Briefing 
Paper, Liaison Statement 
(LS), Media Statement)

Provide to relevant WG 
information on GSMA  
documents and/or 
specifications that may 
need to be updated

Monitoring roll-out/ 
uptake of updates

Feedback to reporter – 
possible further discussion

Opportunity for 
Researcher to present 
at GSMA WG

Reviewing media 
coverage once released

Drafting of outputs 
e.g.: Inclusion on 
Mobile Security 
Acknowledgements Page

Stop timer for 
‘consideration’ 
(90 days)

Possible update 
of outputs

Assess if additions/changes 
to Fraud Manual, Security 
Manual or Baseline Security 
Controls are necessary 
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4. Post-consideration work

1. Submission & Validation


