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[bookmark: _Toc101946531][bookmark: _Toc74460299][bookmark: _Toc108528103][bookmark: _Toc327547998][bookmark: _Toc327548198]
Introduction
[bookmark: _Toc108528104]Overview
The growth and development of subscription management (SM) deployments has led to the use of cloud service providers (CSPs) services for SM solution hosting. In such deployments, both the SM service provider and the CSP need to be SAS-SM certified for the activities within scope of SAS-SM that they are responsible for. 
To assist SM service providers and CSPs in preparing for an SAS audit of such deployments, this document provides guidance on what is likely to be in scope for SAS-SM audits of the CSP and of the SM service provider. The final scope of such audits will depend on the activities performed by each auditee type, and shall be agreed between the auditee, the audit team and the GSMA in advance of an audit.
The contents of this document are based on SAS-SM audit team experience in applying the requirements to different auditee activities and environments, and discussions with SM service provider and CSP stakeholders to date. 
As the use of CSPs for SM deployments grows and develops, the SAS auditors, with the support of the GSMA SAS subgroup will continue to work with the SM service provider and CSP community to enhance these guidelines and consider incorporating them into the official SAS documentation as needed. 
[bookmark: _Toc67313660][bookmark: _Toc108528105][bookmark: _Toc327447332][bookmark: _Toc327547999][bookmark: _Toc327548199][bookmark: _Toc327548004][bookmark: _Toc327548204]Scope
The guidance in this document assumes that the CSP is providing data centre operations and management (DCOM) services to the SM service provider. As specified in [3], DCOM does not include management of the SM application or SM application data. 
If a CSP is seeking to obtain SAS-SM certification for services that include management of the SM application or SM application data, then it would need to be audited with scope SM-SR, SM-DP, SM-DP+ and/or SM-DS as applicable.
[bookmark: _Toc327447334][bookmark: _Toc327548002][bookmark: _Toc327548202][bookmark: _Toc67313662][bookmark: _Toc108528106]Abbreviations
	Term 
	Description

	CSP
	Cloud Service Provider

	CSRG
	Consolidated Security Requirements and Guidelines (i.e. FS.18)

	DCOM
	Data Centre Operations and Management

	HSM
	Hardware Security Module

	IaaS
	Infrastructure as a service

	PaaS
	Platform as a service

	SaaS
	Software as a service

	SAS
	Security Accreditation Scheme

	SM
	Subscription Management


[bookmark: _Toc108528107]References 
	Ref
	Doc Number
	Title

	[bookmark: _Ref325119390]
	PRD FS.09
	GSMA SAS Methodology for Subscription Manager Roles, latest version available at www.gsma.com/sas 

	[bookmark: _Ref100224721]
	PRD FS.18
	GSMA SAS Consolidated Security Requirements and Guidelines, latest version available at www.gsma.com/sas   

	[bookmark: _Ref72406086]
	SAS-SM Scope Definitions
	SAS for Subscription Management (SAS-SM) Scope Definitions,
latest version available at www.gsma.com/sas


[bookmark: _Toc68615699][bookmark: _Toc108528108][bookmark: _Toc456439989][bookmark: _Toc474820240][bookmark: _Toc209512943]Responsibilities for Compliance with SAS Requirements
[bookmark: _Toc68615700][bookmark: _Toc108528109]Defining Responsibilities
For all cloud deployments, it is important for both the SM service provider and CSP in a relationship to understand their own responsibilities, and each other’s responsibilities, for compliance with the GSMA SAS Consolidated Security Requirements and Guidelines [2] across the cloud service model. This understanding will help each party to effectively scope, prepare for and undergo their SAS-SM audits and to use their certification, as described in section 3. 
[image: ]
1. [bookmark: _Ref72322910]: Traditional split of responsibilities for services
Figure 1 shows a typical split of responsibilities for the different types of cloud services with a comparison to a traditional on-premises model. A SM service provider using a CSP for DCOM services would normally use a hybrid of the IaaS or PaaS models. However, the exact services to be used and the associated division of responsibilities will be agreed between the parties.
[bookmark: _Toc68615701][bookmark: _Ref72323347][bookmark: _Toc108528110]Scoping the SAS-SM Certification and Audits
[bookmark: _Toc68615702][bookmark: _Toc108528111]Defining the Scope
The GSMA and SAS-SM auditing companies have provided guidance in section 4 of this document on the sections of the GSMA SAS Consolidated Security Requirements and Guidelines [2] that would normally fall within the scope of SAS-SM audits of: 
a CSP providing DCOM services to an SM service provider, and 
an SM service provider that is hosting its SM solution on a CSP’s infrastructure..
The intention of this guidance is to enable a CSP or an SM service provider, together with the SAS auditors, to effectively scope a planned SAS-SM audit.
The CSP services used by the SM service provider, and the division of responsibilities between a CSP and a SM service provider will vary for different parties and deployments, so the audit scope will be agreed between the auditee (CSP or SM service provider), GSMA, and the audit team as part of the audit planning process.
[bookmark: _Toc68615704][bookmark: _Toc108528112]CSPs
CSP Options For Certification
There are two options available to CSPs seeking to host SAS-SM certified services, as defined in FS.09 SAS-SM Methodology [1].
1. Independent CSP SAS-SM Certification: The CSP can seek its own independent SAS-SM certification (with scope DCOM) to allow multiple SM service providers to use its services.
1. Non-Independent CSP SAS-SM Certification: The CSP can be included within a SM service provider’s certification as a subcontractor.  
Independent CSP SAS-SM Certification
Where the CSP chooses to pursue independent SAS-SM certification, the audit will be planned to cover:
Cloud services, including the core infrastructure supporting the cloud services;
Remote access and management of cloud services operated by CSP staff;
Data centres.
The applicable sections of FS.18 for this audit type are specified in Table 1 below.
	FS.18 Section
	Cloud Services
	CSP Remote Access
	Data Centres

	1 – Policy, Strategy, and Documentation
	In Scope
	In Scope
	In Scope

	2 – Organisation and Responsibility
	In Scope
	In Scope
	In Scope

	3 – Information
	In Scope
	In Scope
	In Scope

	4 – Personnel Security
	In Scope
	In Scope
	In Scope

	5 – Physical Security
	N/A
	In Scope
	In Scope

	6 – Certificate and Key Management
	Note 1

	7 – Sensitive Process Data Management
	N/A
	N/A
	N/A

	8 – SM-DP, SM-SR, SM-DP+, and SM-DS Service Management
	N/A
	N/A
	N/A

	9 – Logistics and Production Management
	N/A
	N/A
	N/A

	10 – Computer and Network Management
	In Scope
	In Scope
	In Scope

	11 – Two-Step Personalisation Process
	N/A
	N/A
	N/A


1. [bookmark: _Ref72329657]: Overview of CSP Audit Scope
Note 1	If the CSP offers hardware security modules (HSM) as a managed service, then this service and associated hardware assets will be within the CSP audit scope.
Where CSP policies and procedures are shared (e.g. global) across all services and locations, for remote access and data centres, the audit will review these as part of a centralised audit as described in  FS.09.
For these audit types, separate audit reports will normally be provided for the following:
· Central policies and cloud services;
· Data centre cloud regions (as necessary).
[bookmark: _Ref72338810]Non-Independent CSP SAS-SM Certification
If a CSP is seeking to be included within the scope of a client SM service provider’s certification as a subcontractor, the same control areas under the responsibility of the CSP (as per Table 1 above) will be included as part of the SM service provider’s audit, but the scope of auditing of the CSP activities is limited to the services provided by the CSP to that SM service provider client only. The SM service provider is ultimately responsible for compliance with the SAS-SM requirements by its subcontractor (the CSP). The same audit will also cover all in-scope activities performed directly by the SM service provider.
For these audits, a single overall assessment of compliance by the SM service provider and its CSP subcontractor will be made.
[bookmark: _Toc68615705][bookmark: _Toc108528113]SM Service Providers
There are two options available to SM service providers seeking to use SAS-SM certified cloud hosting services:
1. Independent CSP SAS-SM Certification: The SM service provider can deploy its SM application within a CSP cloud region that holds independent SAS-SM certification.
2. Non-Independent CSP SAS-SM Certification: The SM service provider can seek SAS-SM auditing and certification with a scope that includes both its own management of the SM application and cloud hosting services provided to it by the CSP (considered as its subcontractor).
Independent CSP SAS-SM Certification
In this scenario, the security controls related to the services and facilities offered by a CSP to SM service providers are subject to independent SAS-SM auditing and certification. Auditing of those security controls (e.g. physical security controls at the CSP site(s) hosting the SM application, logical controls of the CSP service offerings) are therefore excluded from the SM service provider’s audit. 
The SM service provider’s audit shall include assessment of the SM service provider’s activities under all relevant sections of FS.18 related to local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and its management of the cloud-hosted SM application (and management of a CSP-hosted HSM, if applicable). 
The applicable sections of FS.18 for this audit type are specified in Table 2, below:
	CSRG Section
	HSM /Key Mgmt. Location
	SM Service Provider Management of Cloud Deployment

	1 – Policy, Strategy, and Documentation
	In Scope
	In Scope

	2 – Organisation and Responsibility
	In Scope
	In Scope

	3 – Information
	In Scope
	In Scope

	4 – Personnel Security
	In Scope
	In Scope

	5 – Physical Security
	In Scope
	In Scope

	6 – Certificate and Key Management
	In Scope
	In scope if using CSP-hosted HSM

	7 – Sensitive Process Data Management
	N/A
	In Scope

	8 – SM-DP, SM-SR, SM-DP+, and SM-DS Service Management
	N/A
	In Scope

	9 – Logistics and Production Management
	N/A
	N/A

	10 – Computer and Network Management
	In Scope
	In Scope

	11 – Two-Step Personalisation Process
	N/A
	N/A


1. [bookmark: _Ref72337776]: Overview of SM Service Provider Audit Coverage
[bookmark: _Toc327548008][bookmark: _Toc327548208]For these audits, the SM service provider audit report will cover the in-scope activities performed by the SM service provider only. However, the CSP’s SAS-SM certified cloud region will be specified as a supporting site on the audit report and SAS-SM certificate granted to the SM service provider.
Non-Independent CSP SAS-SM Certification
As per section 3.1.1.3.
[bookmark: _Toc108528114]Extending SAS-SM Certification for New Cloud Region Deployments
When an SM service provider wishes to extend its existing SAS-SM certification to include either a first cloud region deployment or to add new cloud regions, some of the already certified controls will normally apply also to the new deployment. The scope and duration of the SAS-SM audit required to extend the certification to include the new deployment will vary, depending on the extent of reuse of the certified controls. For the addition of new cloud regions to an already existing and certified cloud-based solution, the extent of controls overlap may be high. However, as with all new deployments, there will be a need to review, as a minimum, the following:
New assets deployed into the new cloud region in order to confirm the build and hardening, patching, anti-virus, access management and password policy, vulnerability scanning and penetration testing, etc.;
New firewall rules that have been implemented;
New cryptographic keys that have been generated/imported;
Risk assessments and business continuity planning for the new region;
Configuration of logging and monitoring for the new assets;
Coverage of internal audit reviews.
There would also be a need to verify information for the Consumer/M2M platforms, such as:
Customer onboarding (including cryptographic key sharing) and contracts;
Data transfers from 3rd parties into the environment (e.g. EUM and MNO data).
Existing certified sites seeking to extend certification for first cloud deployments and additional cloud regions do not need to host dry and wet audits to extend the scope of their SAS-SM certification. A single audit of the controls for the extended scope of activities in live production is sufficient. As required by section 7 “Maintaining SAS Compliance” of the SAS-SM Methodology (FS.09), an existing certified site planning a first or additional cloud deployment must notify the GSMA of this planned activity in advance of starting live production and normally host an audit of the activity within three months of starting live production. Evidence of live production using GSMA or customer (non-GSMA) PKI certificates for a minimum period of four to six weeks should be available during the audit.
In order to assist already certified SM service providers with planning for a scope extension audit of a first or additional cloud deployment, a set of typical scenarios have been identified, together with the analysis of audit coverage, requirement scope, and estimated audit duration. This is provided in the embedded file below.
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[bookmark: _Ref72319217][bookmark: _Toc108528115]GSMA SAS-SM Scope of Audit & Certification when using Cloud Service Provider
[bookmark: _Toc108528116][bookmark: _Toc476317686][bookmark: _Toc57115773]Key
	Term 
	Description

	
	Requirement is applicable

	
	Requirement is not applicable

	
	Applicability of requirement depends on deployment details. 


[bookmark: _Toc108528117]Presentation of Information
In some cases below where the same applicability category and/or comment applies to multiple sequential requirements within a section or subsection, the rows have been merged and lower requirement statements have been removed to reduce duplication and improve readability. Unless otherwise indicated, the applicability category and comment apply to all requirement statements of lower depth in the numbering scheme. Refer to FS.18 [2] for the complete contents of the CSRG.
[bookmark: _Toc108528118]Details
	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	1 [bookmark: _Toc450473759][bookmark: _Toc452377332][bookmark: _Toc476317687][bookmark: _Toc57115774][bookmark: _Toc108528119]Policy, strategy and documentation
	
	
	
	
	
	

	All

	The security policy and strategy provides the business and its employees with a direction and framework to support and guide security decisions within the company and at the location where the SP takes place.
	
	
	
	
	
	

	
	1.1 
	Policy
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets.
	
	
	Applies to the CSP's data centre operations and management (DCOM) services and facilities provided by the CSP to one or more SM service providers to host SM assets.

	
	1.2 
	Strategy
	
	
	
	
	
	

	
	1.3 
	Business Continuity Planning
	
	
	
	
	
	

	
	1.4 
	Internal audit and control
	
	
	
	
	
	



	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	2 [bookmark: _Toc450473761][bookmark: _Toc452377333][bookmark: _Toc476317688][bookmark: _Toc57115775][bookmark: _Toc108528120]Organisation and responsibility
	
	
	
	
	
	

	All

	A defined organisation shall be responsible for ownership and operation of the security management system.
	
	
	
	
	
	

	
	2.1 
	Organisation
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets.
	
	
	Applies to the CSP's data centre operations and management (DCOM) services and facilities provided by the CSP to one or more SM service providers to host SM assets.

	
	2.2 
	Responsibility
	
	
	
	
	
	

	
	2.3 
	Incident response and reporting
	
	
	
	
	
	

	
	2.4 
	Contracts and liabilities
	
	
	
	
	
	

	
	2.4.1 
	[bookmark: _Toc340498064]In terms of contractual liability, responsibility for loss shall be documented. Appropriate controls and insurance shall be in place. 
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets. 
	
	
	Applies to the CSP's data centre operations and management (DCOM) services and facilities provided by the CSP to one or more SM service providers to host SM assets.

	
	2.4.2 
	Where activities within scope of SAS certification are outsourced or sub-contracted, partners providing or operating these services shall be contractually responsible to ensure an appropriate level of compliance with the SAS requirements.
	
	
	
	
	
	

	
	(i)
	Responsibilities that fall within the scope of the auditee’s SAS certification shall be clearly documented and agreed.
	
	
	
	
	
	

	
	(ii)
	Contracts shall include a "right-to-audit" clause (or equivalent mechanism) to:
· Enable auditees to confirm that contractual responsibilities and obligations are maintained at the required level by the outsourcing partner / sub-contractor.
· Include the right of the auditee to require the outsourcing partner / sub-contractor to participate in the SAS audit process, where applicable.  
	
	
	
	
	
	

	[image: UP] [image: CM]
	2.4.3
	For eUICC production, transfer of class 1 assets between sites must enforce integrity of SAS-UP certification throughout the production chain.
	
	
	Not applicable to SAS-SM.
	
	
	Not applicable to SAS-SM.



	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	3 [bookmark: _Toc450473763][bookmark: _Toc452377334][bookmark: _Toc476317689][bookmark: _Toc57115776][bookmark: _Toc108528121][bookmark: _Toc532893156][bookmark: _Toc209512971][bookmark: _Toc340498065]Information
	
	
	
	
	
	

	All

	The management of sensitive information, including its storage, archiving, destruction and transmission, can vary depending on the classification of the asset involved. 
	
	
	
	
	
	

	
	3.1 
	Classification
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets.
	
	
	Applies to the CSP's data centre operations and management (DCOM) services and facilities provided by the CSP to one or more SM service providers to host SM assets.

	
	3.2 
	Data and media handling
	
	
	
	
	
	



	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	4 [bookmark: _Toc450473765][bookmark: _Toc452377335][bookmark: _Ref465346632][bookmark: _Toc476317690][bookmark: _Toc57115777][bookmark: _Toc108528122]Personnel security
	
	
	
	
	
	

	All

	A number of security requirements shall pertain to all personnel working within the SP and those with trusted positions.
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	4.1 
	Security in job description
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets.
	
	
	Applies to the CSP's data centre operations and management (DCOM) services and facilities provided by the CSP to one or more SM service providers to host SM assets.

	
	4.2 
	Recruitment screening
	
	
	
	
	
	

	
	4.3 
	Acceptance of security rules
	
	
	
	
	
	

	
	4.4 
	Incident response and reporting
	
	
	
	
	
	

	
	4.5 
	Contract termination
	
	
	
	
	
	



	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	5 [bookmark: _Toc450473767][bookmark: _Toc452377336][bookmark: _Ref465346646][bookmark: _Toc476317691][bookmark: _Toc57115778][bookmark: _Toc108528123][bookmark: _Toc474820270][bookmark: _Toc532893158][bookmark: _Toc209512973][bookmark: _Toc340498084]Physical Security
	
	
	
	
	
	

	All

	Physical security controls are required at all sites where SPs are carried out, to consider the location and protection of the sensitive assets (both physical and information) wherever they are stored or processed. Buildings in which sensitive assets are processed or stored shall be of appropriate construction; robust and resistant to outside attack. Sensitive assets must be controlled within high security and restricted areas by using recognised security control devices, staff access procedures and audit control logs.
	
	
	
	
	
	

	
	5.1 
	Security plan
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets. 
Physical security of remote access endpoints will be considered as may be required under FS.18 section 10.4. 

	
	
	Applies to data centres within the cloud region seeking certification.

	
	5.2 
	[bookmark: _Toc340498087]Physical protection
	
	
	
	
	
	

	
	5.3 
	Access control
	
	
	
	
	
	

	
	5.4 
	Security staff
	
	
	
	
	
	

	
	5.4.1 
	[bookmark: _Toc340498095]Security staff are commonly employed by suppliers. Where this is the case the duties shall be clearly documented and the necessary tools and training shall be supplied.
	
	
	Applies when physical security staff are employed by SM service provider as a security control for local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management, and remote access locations).
	
	
	Applies to the security staff (in-house or outsourced / sub-contracted) deployed at data centres.

	
	5.5 
	Internal audit and control
	
	
	
	
	
	

	
	5.5.1 
	[bookmark: _Toc340498097]Physical security controls shall be subject to a rigorous programme of internal monitoring, audit and maintenance to ensure their continued correct operation.
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets. 
Physical security of remote access endpoints will be considered as may be required under FS.18 section 10.4. 

	
	
	Applies to data centres within the cloud region seeking certification.


[bookmark: _Toc340498094]
	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	6 [bookmark: _Toc450473769][bookmark: _Toc452377337][bookmark: _Toc476317692][bookmark: _Toc57115779][bookmark: _Toc108528124][bookmark: _Toc209512974][bookmark: _Toc340498098][bookmark: _Toc532893159]Certificate and key management
	
	
	
	
	
	

	All

	Technical and procedural controls shall be applied to cryptographic keys and certificates related to the SP at the site.
Applicable requirements will vary according to the level of SP. Specific requirements applying to Root CA(s) are highlighted where applicable.
	
	
	
	
	
	

	
	6.1 
	Classification
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets.
	
	
	Applies to the infrastructure management activities performed by CSPs offering HSM as a managed service.

	
	6.1.1 
	Keys and certificates shall be classified as sensitive information. Logical, physical, personnel and procedural controls shall be applied to ensure that appropriate levels of confidentiality, integrity and availability are applied.
	
	
	
	
	
	

	
	6.2 
	Roles and responsibilities
	
	
	
	
	
	

	
	6.2.1 
	Responsibilities and procedures for the management of certificates and cryptographic keys shall be clearly defined.
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets.
	
	
	Applies to the infrastructure management activities performed by CSPs offering HSM as a managed service.

	   UP
SM
CM
I

	6.2.2 
	Auditable dual control shall be applied to sensitive steps of key management.
	
	
	
	
	
	Not applicable to CSP

	   UP
SM
CM
I

	6.3 
	Cryptographic key specification
	
	
	
	
	
	Not applicable to CSP

	
	6.4 
	Cryptographic key management
	
	
	
	
	
	

	
	6.4.1 
	Cryptographic keys, certificates and activation data shall be generated, exchanged, stored, backed-up and destroyed securely.
	
	
	
	
	
	Not applicable to CSP

	
	6.4.2 
	The cryptographic key management process shall be documented and cover the full lifecycle of keys & certificates.
	
	
	
	
	
	

	  CM
SM
DC

	6.4.3 
	The storage and cryptographic computation for keys and certificate generation (derivations, random generations) involved in the protection of the sensitive data (i.e., Class 1 data) shall rely on hardware security modules (HSM) that are FIPS 140-2 level 3 certified.
	
	
	
	
	
	Applies to CSPs offering HSM as a managed service.

	
	6.5 
	Auditability and accountability
	
	
	
	
	
	Not applicable to CSP

	 CM
SM

	6.6 
	GSMA Public Key Infrastructure (PKI) Certificates
	
	
	
	
	
	

	
	6.6.1 
	Supplier certificates used as part of any GSMA PKI shall be signed by a CA authorized by and acting on behalf of the GSMA
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. locally-hosted HSM, key management) and the SM provider’s management of the cloud-hosted SM assets.
	
	
	Not applicable to CSP

	
	6.6.2
	PKI certificate private keys shall only ever be installed and used for signing at sites:
	
	
	
	
	
	

	
	(i)
	That are agreed with the GSMA.
	
	
	
	
	
	

	
	(ii)
	That are SAS certified with the appropriate scope.
	
	
	
	
	
	

	
	(iii)
	In accordance with the certificate policy.
	
	
	
	
	
	

	
	6.6.3
	PKI certificate key pairs shall only ever be transferred and installed to a different operational site:
	
	
	
	
	
	

	
	(i)
	With the prior agreement of the GSMA.
	
	
	
	
	
	

	
	(ii)
	Where the new operational site is SAS certified with the appropriate scope.
	
	
	
	
	
	

	
	(iii)
	In accordance with the certificate policy.
	
	
	
	
	
	

	
	(iv)
	By a mechanism that ensures an appropriate level of security for the transfer of the sensitive assets.
	
	
	
	
	
	

	
	6.6.4
	Where auditees make use of the same PKI certificate private key at multiple sites, in addition to the requirements of 6.6.2 and 6.6.3:
	
	
	
	
	
	

	
	(i)
	A single, nominated, site within the auditee organization shall be responsible for control and issue of the certificate key pair.
	
	
	
	
	
	

	
	(ii)
	All transfer of certificate private keys shall originate from the nominated site.
	
	
	
	
	
	

	
	(iii)
	Controls shall be in place to prevent certificate private keys being transferred except under the control of the nominated site.
	
	
	
	
	
	

	
	(iv)
	All transfer of certificate private keys shall be recorded and auditable.
	
	
	
	
	
	

	UP

	6.6.5
	Where auditees make use of the same EUM PKI certificate private key at multiple sites, in addition to the requirements of 6.6.4:
	
	
	Not applicable to SAS-SM.
	
	
	Not applicable to SAS-SM.

	
	(i)
	Auditees shall ensure that all generation and signing of eUICC device certificates shall be traceable to the site where data generation was carried out, based on EID.
	
	
	
	
	
	

	
	(ii)
	Controls shall be in place to ensure the confidentiality, integrity and availability of the traceability data.
	
	
	
	
	
	

	SM
DC

	6.7 
	HSM as a managed service
	
	
	Applies to the SM provider’s management of cloud-hosted HSM(s) (if used).
	
	
	Applies to the infrastructure management activities performed by CSPs offering HSM as a managed service.



	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	7 [bookmark: _Toc452377338][bookmark: _Toc476317693][bookmark: _Ref12549070][bookmark: _Toc57115780][bookmark: _Toc108528125]Sensitive Process data management
	
	
	
	
	
	

	 UP
SM

	The site shall be responsible for lifecycle management of Class 1 data used within the SP. Information and IT security controls must be appropriately applied to all aspects of lifecycle management to ensure that data is adequately protected. The overall principle shall be that all data is appropriately protected from the point of receipt through storage, internal transfer, processing and through to secure deletion of the data.
	
	
	
	
	
	

	
	7.1 
	Data transfer
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application.
	
	
	Not applicable to CSP.

	
	7.2 [bookmark: SensitiveDataAccess72]
	Sensitive data access, storage and retention
	
	
	
	
	
	

	UP

	7.3 [bookmark: _Ref465349127][bookmark: _Ref453065419]  
	Data generation
	
	
	Not applicable to SAS-SM.
	
	
	Not applicable to SAS-SM.

	 UP
SM

	7.4 [bookmark: _Ref465338846][bookmark: _Ref465338337] 
	Auditability and accountability
	
	
	
	
	
	

	
	7.4.1 [bookmark: Auditability741][bookmark: _Ref476317472]
	[bookmark: _Toc340498107]The sensitive process shall be controlled by an audit trail that provides a complete record of, and individual accountability for the lifecycle of information assets to ensure that:
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application.
	
	
	Not applicable to CSP.

	
	(i) 
	all assets created, processed and deleted are completely accounted for
	
	
	
	
	
	

	
	(ii) 
	access to sensitive data is auditable
	
	
	
	
	
	

	
	(iii) 
	responsible individuals are traceable and can be held accountable
	
	
	
	
	
	

	
	7.4.2 
	The audit trail shall be protected in terms of integrity and the retention period must be defined. The audit trail shall not contain sensitive data.
	
	
	
	
	
	

	
	7.4.3 
	Auditable dual-control and 4-eyes principle shall be applied to sensitive steps of data processing.
	
	
	
	
	
	

	[bookmark: _Toc340498106]UP

	7.4.4 
	For UICC production the audit trail shall include:
	
	
	Not applicable to SAS-SM.
	
	
	Not applicable to SAS-SM.

	
	(i) 
	data generation and processing
	
	
	
	
	
	

	
	(ii) 
	personalisation
	
	
	
	
	
	

	
	(iii) 
	re-personalisation
	
	
	
	
	
	

	
	(iv) 
	access to sensitive data
	
	
	
	
	
	

	
	(v) 
	Production of customer output files
	
	
	
	
	
	

	
	7.5 
	Duplicate production
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application.
	
	
	Not applicable to CSP.

	 UP
SM

	7.6 
	Data integrity
	
	
	
	
	
	

	
	7.7 
	Internal audit and control
	
	
	
	
	
	


[bookmark: _Toc340498109]
	Requirement Statements from CSRG
	
	SM Provider
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	CSP
	Comment

	8 [bookmark: _Toc476317694][bookmark: _Toc57115781][bookmark: _Toc108528126]SM-DP, SM-SR, SM-DP+ and SM-DS Service Management
	
	
	
	
	
	

	SM

	8.1 
	SM-DP, SM-SR, SM-DP+ and SM-SR Service
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application.
	
	
	Not applicable to CSP.

	
	8.2 
	Remote Entity Authentication
	
	
	
	
	
	

	
	8.3 
	Audit trails
	
	
	
	
	
	

	Requirement Statements from CSRG
	
	

	9 [bookmark: _Toc450473771][bookmark: _Toc452377339][bookmark: _Ref465346664][bookmark: _Toc476317695][bookmark: _Toc57115782][bookmark: _Toc108528127]Logistics and production management
	
	
	Not applicable to SAS-SM.
	
	
	Not applicable to SAS-SM.



	Requirement Statements from CSRG
	
	SM Provider
	Comment
	
	CSP
	Comment

	10 [bookmark: _Toc450473773][bookmark: _Toc452377340][bookmark: _Ref465346783][bookmark: _Toc476317696][bookmark: _Toc57115783][bookmark: _Toc108528128]Computer and network management
	
	
	
	
	
	

	All

	The secure operation of computer and network facilities is paramount to the security of data. In particular, the processing, storage and transfer of Class 1 information, which if compromised, could have serious consequences, must be considered. Operation of computer systems and networks must ensure that comprehensive mechanisms are in place to preserve the confidentiality, integrity and availability of data.
	
	
	
	
	
	

	
	10.1 
	Policy
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application.
	
	
	Applies to the CSP's data centre operations and management (DCOM) services and facilities provided by the CSP to one or more SM service providers to host SM applications.

	
	10.2 
	Segregation of roles and responsibilities
	
	
	
	
	
	

	
	10.3 
	Access control
	
	
	
	
	
	

	
	10.3.1 
	[bookmark: _Toc340498147]Physical access to sensitive computer facilities shall be controlled.
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application. 
Physical security of remote access endpoints will be considered as may be required under FS.18 section 10.4. 

	
	
	Applies to data centres within the cloud region seeking certification.

	
	10.3.2 
	[bookmark: _Toc340498148]An access control policy shall be in place and procedures shall govern the granting of access rights with a limit placed on the use of special privilege users. Logical access to IT services shall be via a secure logon procedure.
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application. 
	
	
	Applies to the CSP's data centre operations and management (DCOM) services and facilities provided by the CSP to one or more SM service providers to host SM applications.

	
	10.3.3 
	[bookmark: _Toc340498149]Passwords shall be used and managed effectively. 
	
	
	
	
	
	

	
	10.4 
	Remote Access
Remote access for a user to connect to a network, system or service from a location other than as part of the certified secure area(s) at the site shall only be permitted in accordance with the requirements of 10.4.
Remote access requirements shall be applied to any environment containing assets (networks, systems or information) within the scope of SAS certification.
The remote access requirements describe connection from a remote endpoint via a secure channel to the target environment.
	
	
	Applies to the controls over remote access to the cloud-hosted SM application.
	
	
	Applies to the controls over remote access to core services and infrastructure.

	
	10.5 
	[bookmark: _Toc340498150]Network security
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application. 
	
	
	Applies to the service offerings and core infrastructure provided by the CSP to one or more SM service providers to host SM applications.

	
	10.6 
	Systems security
	
	
	
	
	
	

	
	10.7 
	Audit and monitoring
	
	
	
	
	
	

	
	10.8 
	External facilities management
	
	
	
	
	
	

	
	10.9 
	Internal audit and control
	
	
	
	
	
	

	SM

	10.10 
	Software Development
	
	
	
	
	
	

	
	10.10.1 
	The software development processes for the SM-DP, SM-SR, SM-DP+ or SM-DS shall follow industry best practices for development of secure systems.
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application.
	
	
	Not applicable to CSP.

	DC

	10.10.2 
	The software development processes for applications and bespoke software deployed within the SM environment shall follow industry best practices for development of secure systems.
	
	
	
	
	
	Applies to the service offerings and core infrastructure provided by the CSP to one or more SM service providers to host SM applications.

	DC

	10.11 
	Multi-Tenancy Environments
	
	
	
	
	
	

	
	10.11.1 
	Multi-tenant solutions must prevent cross-contamination of assets between different customers.
	
	
	Not applicable to SM service provider deploying SM application in cloud environment
	
	
	Applies to the service offerings and core infrastructure provided by the CSP to one or more SM service providers to host SM applications.

	
	10.11.2 
	Multi-tenant solutions on the same physical hardware shall ensure customer data is logically segregated between different customers.
	
	
	
	
	
	

	
	10.11.3 
	Each customer running their own applications must use a unique ID for that customer for the running of these application processes
	
	
	
	
	
	

	
	10.11.4 
	Restrictions shall be put in place for all customers on shared infrastructure by restricting use of shared system resources.
	
	
	
	
	
	

	 DC
SM

	10.11.5 
	The auditee shall ensure that customer data is only stored within SAS certified physical locations, including any Sites where data may be replicated to as part of business continuity plans, meeting all requirements detailed in section 5 of this document.
	
	
	Applies to the SM environment including local hosting of sensitive assets and processes (e.g. HSM, key management) and the SM provider’s management of the cloud-hosted SM application.
	
	
	



	Requirement Statements from CSRG
	
	

	11 [bookmark: _Toc108528129]Two-step personalisation process
	
	
	Not applicable to SAS-SM.
	
	
	Not applicable to SAS-SM.
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Cloud Extension Audit Durations1_6.xlsx
Typical Dry Audit Timings

		GSMA FS.18 SAS Consolidated Security Requirements and Guidelines (CSRG) version 8.1										Review Of								Typical Agenda Allocation
(minutes)*				Key

		Section		Sub-Sect		Sub-Sect Desc		Req.		Description		Policy/ Procedure		Evidence		Observation		Sample Testing								Reviewed in conjunction with another requirement (specific time not required)



																										Not applicable for SAS-SM Service Provider audits. Only in scope for CSP audits.

																								*		Assumption that the SAS-SM Service Provider has all evidence available. If evidences aren't readily availble then additional time could be required and/or could result in an NC observation.

		1 -  Policy, Strategy, and Documentation		1.1		Policy		1.1.1		A clear direction shall be set and supported by a documented security policy which defines the security objectives and the rules and procedures relating to the security of the SP, sensitive information and asset management.		X								10

		1 -  Policy, Strategy, and Documentation		1.1		Policy		1.1.2		Employees shall understand and have access to the policy and its application should be checked periodically.								X		10

		1 -  Policy, Strategy, and Documentation		1.2		Strategy		1.2.1		A coherent security strategy must be defined based on a clear understanding of the risks. The strategy shall use periodic risk assessment as the basis for defining, implementing and updating the site security system. The strategy shall be reviewed regularly to ensure that it reflects the changing security environment through ongoing re-assessment of risks.		X		X				X		20

		1 -  Policy, Strategy, and Documentation		1.3		Business Continuity Planning		1.3.1		Business continuity measures must be in place: 
to ensure an appropriate level of availability
to enable response and recovery in the event of a disaster.		X		X				X		20

		1 -  Policy, Strategy, and Documentation		1.4		Internal audit and control		1.4.1		The overall security management system shall be subject to a rigorous programme of internal monitoring, audit and maintenance to ensure its continued correct operation.		X		X				X		30

		2 - Organisation and Responsibility		2.1		Organisation		2.1.1		To successfully manage security, a defined organisation structure shall be established with appropriate allocation of security responsibilities.				X						5

		2 - Organisation and Responsibility		2.1		Organisation		2.1.2		The management structure shall maintain and control security through a cross-functional team that co-ordinates identification, collation, and resolution, of security issues, independent of the business structure.								X		10

		2 - Organisation and Responsibility		2.2		Responsibilities		2.2.1		A security manager shall be appointed with overall responsibility for the issues relating to security in the SP.				X						5

		2 - Organisation and Responsibility		2.2		Responsibilities		2.2.2		Clear responsibility for all aspects of security, whether operational, supervisory or strategic, must be defined within the business as part of the overall security organization.		X		X						10

		2 - Organisation and Responsibility		2.2		Responsibilities		2.2.3		Asset protection procedures and responsibilities shall be documented throughout the SP.		X								10

		2 - Organisation and Responsibility		2.2		Responsibilities		2.2.4		Clear security rules shall govern the manner in which employees engaged in such activities shall operate within the SP. Relevant guidelines should be in place and communicated to all relevant staff.		X		X						10

		2 - Organisation and Responsibility		2.3		Incident response and reporting		2.3.1		An incident response mechanism shall be maintained that includes a process for the investigation and mitigation of:
  (i)    accidental or deliberate breach of internal
           regulations and procedures
  (ii)   suspected or detected compromise of systems, or 
           receipt of notification of system vulnerabilities
  (iii) physical or logical penetration of the site
  (iv)  denial of service attacks on components (where
           applicable)		X						X		20

		2 - Organisation and Responsibility		2.4		Contracts and liabilities		2.4.1		In terms of contractual liability, responsibility for loss shall be documented. Appropriate controls and insurance shall be in place.		X						X		10

		2 - Organisation and Responsibility		2.4		Contracts and liabilities		2.4.2		Where activities within scope of SAS certification are outsourced or sub-contracted, partners providing or operating these services shall be contractually responsible to ensure an appropriate level of compliance with the SAS requirements.

(i) Responsibilities that fall within the scope of the auditee’s SAS certification shall be clearly documented and agreed.

(ii) Contracts shall include a “right-to-audit” clause (or equivalent mechanism) to:
- Enable auditees to confirm that contractual responsibilities and obligations are maintained at the required level by the outsourcing partner / subcontractor.
- Include the right of the auditee to require the outsourcing partner / sub-contractor to participate in the SAS audit process, where applicable. 								X		10

		3 - Information		3.1		Classification		3.1.1		A clear structure for classification of information and other assets shall be in place with accompanying guidelines to ensure that assets are appropriately classified and treated throughout their lifecycle.		X								20

		3 - Information		3.2		Data and media handling		3.2.1		Access to sensitive information and assets must always be governed by an overall ‘need to know’ principle.		X								20

								3.2.2		Guidelines shall be in place governing the handling of data and other media, including a clear desk policy. Guidelines should describe the end-to-end ‘lifecycle management’ for sensitive assets, considering creation, classification, processing, storage, transmission and disposal.		X								20

		4 - Personnel Security		4.1		Security in job description		4.1.1		Security responsibilities shall be clearly defined in job descriptions.		X						X		20

		4 - Personnel Security		4.2		Recruitment screening		4.2.1		An applicant, and employee, screening policy shall be in place where local laws allow.		X								10

		4 - Personnel Security		4.3		Acceptance of security rules		4.3.1		All recruits shall sign a confidentiality agreement.		X						X		10

		4 - Personnel Security		4.3		Acceptance of security rules		4.3.2		Employees shall read the security policy and record their understanding of the contents and the conditions they impose.		X						X		10

		4 - Personnel Security		4.3		Acceptance of security rules		4.3.3		Adequate training in relevant aspects of the security management system shall be provided on an ongoing basis.		X						X		20

		4 - Personnel Security		4.4		Incident response and reporting 		4.4.1		Reporting procedures shall be in place where a breach of the security policy has been revealed.		X								10

		4 - Personnel Security		4.4		Incident response and reporting 		4.4.2		A clear disciplinary procedure shall be in place in the event that a staff member breaches the security policy.		X								10

		4 - Personnel Security		4.5		Contract termination		4.5.1		Clear exit procedures shall be in place and observed with the departure of each Employee.		X						X		30

		5 - Physical Security		5.1		Security plan		5.1.1		Layers of physical security control shall be used to protect the SP according to a clearly defined and understood strategy. The strategy shall apply controls relevant to the assets and risks identified through risk assessment.

The strategy shall be encapsulated in a security plan that:
  - defines a clear site perimeter / boundary
  - defines one or more levels of secure area within the
    boundary of the site perimeter
  - maps the creation, storage and processing of sensitive 
    assets to the secure areas
  - defines physical security protection standards for each
    level of secure area		X		X						30

		5 - Physical Security		5.2		Physical protection		5.2.1		The protection standards defined in the security plan shall be appropriately deployed throughout the site, to include:
  - physical protection of the building and secure areas 
    capable of resisting attack for an appropriate period
  - deterrent to attack or unauthorized entry
  - mechanisms for early detection of attempted attack
    against, or unauthorized entry into, the secure areas at 
    vulnerable points
  - control of access through normal entry / exit points into
    the building and SP to prevent unauthorized access
  - effective controls to manage security during times of 
    emergency egress from the secure area and building 
  - mechanisms for identifying attempted, or successful, 
    unauthorized access to, or within the site 
  - mechanisms for monitoring and providing auditability 
    of, authorised and unauthorised activities within the SP.						X		X		90

		5 - Physical Security		5.2		Physical protection		5.2.2		Controls deployed shall be clearly documented and up-to-date.				X		X				10

		5 - Physical Security		5.3		Access control		5.3.1		Clear entry procedures and policies shall exist which cater for the rights of Employees, visitors and deliveries to enter the SP. These considerations shall include the use of identity cards, procedures governing the movement of visitors within the SP, delivery/dispatch checking procedures and record maintenance.		X		X						20

		5 - Physical Security		5.3		Access control		5.3.2		Access to each secure area shall be controlled on a ‘need to be there’ basis. Appropriate procedures shall be in place to control, authorise, and monitor access to each secure area and within secure areas.						X				20

		5 - Physical Security		5.4		Security Staff		5.4.1		Security staff are commonly employed by suppliers. Where this is the case the duties shall be clearly documented and the necessary tools and training shall be supplied.		X				X		X		20

		5 - Physical Security		5.5		Internal audit and control		5.5.1		Physical security controls shall be subject to a rigorous programme of internal monitoring, audit and maintenance to ensure their continued correct operation.		X		X				X		20

		6 - Certificate and key management		6.1		Classification		6.1.1		Keys and certificates shall be classified as sensitive information. Logical, physical, personnel and procedural controls shall be applied to ensure that appropriate levels of confidentiality, integrity and availability are applied.		X								5

		6 - Certificate and key management		6.2		Roles and responsibilities		6.2.1		Responsibilities and procedures for the management of certificates and cryptographic shall be clearly defined.		X						X		20

		6 - Certificate and key management		6.2		Roles and responsibilities		6.2.2		Auditable dual-control shall be applied to sensitive steps of key management.								X		10

		6 - Certificate and key management		6.3		Cryptographic key specification		6.3.1		Technical specifications for cryptographic keys and certificates shall be selected that are:
• compliant with relevant or applicable standards
or
• of an appropriate level to the asset(s) protected, based on risk and lifespan.		X		X						5

		6 - Certificate and key management		6.4		Cryptographic key management		6.4.1		Cryptographic keys, certificates and activation data shall be generated, exchanged, stored, backed-up and destroyed securely.		X						X		10

		6 - Certificate and key management		6.4		Cryptographic key management		6.4.2		The cryptographic key management process shall be documented and cover the full lifecycle of keys & certificates.		X						X		90

		6 - Certificate and key management		6.4		Cryptographic key management		6.4.3		The cryptographic computation for certificate generation (derivations, random generations) and storage of keys involved in the protection of the sensitive data (i.e. Class 1 data) shall rely on hardware security modules (HSM) that are FIPS 140-2 level 3 certified.		X		X						15

		6 - Certificate and key management		6.5		Auditability and accountability		6.5.1		Key management activities shall be controlled by an audit trail that provides a complete record of, and individual accountability for, all actions.		X						X		10

		6 - Certificate and key management		6.6		GSMA Public Key Infrastructure (PKI) Certificates		6.6.1		Supplier certificates used as part of any GSMA PKI shall be signed by a CA authorized by and acting on behalf of the GSMA		X								10

		6 - Certificate and key management		6.6		GSMA Public Key Infrastructure (PKI) Certificates		6.6.2		PKI certificate private keys shall only ever be installed and used for signing at sites:
  (i) That are agreed with the GSMA.
  (ii) That are SAS certified with the appropriate scope. 
  (iii) In accordance with the certificate policy. 
				X				X

		6 - Certificate and key management		6.6		GSMA Public Key Infrastructure (PKI) Certificates		6.6.3		PKI certificate key pairs shall only ever be transferred and installed to a different operational site:
  (i) With the prior agreement of the GSMA. 
  (ii) Where the new operational site is SAS certified with the appropriate scope.
  (iii) In accordance with the certificate policy.
  (iv) By a mechanism that ensures an appropriate level of security for the transfer of the sensitive assets.				X				X

		6 - Certificate and key management		6.6		GSMA Public Key Infrastructure (PKI) Certificates		6.6.4		Where auditees make use of the same PKI certificate private key at multiple sites, in addition to the requirements of 6.6.2 and 6.6.3:
(i) A single, nominated, site within the auditee organization shall be responsible for control and issue of the certificate key pair. 
(ii) All transfer of certificate private keys shall originate from the nominated site. 
(iii) Controls shall be in place to prevent certificate private keys being transferred except under the control of the nominated site. 
(iv) All transfer of certificate private keys shall be recorded and auditable.				X				X

		6 - Certificate and key management		6.7		HSM as a managed service		6.7.1		The auditee shall only use an HSM that is managed by an SAS certified data centre or cloud region.
In addition to the requirements of 2.4.2, the specific responsibilities assignment shall be documented and agreed between the auditee and the CSP managing the HSM.				X						5

		6 - Certificate and key management		6.7		HSM as a managed service		6.7.2		Design, implementation and controls must ensure that cryptographic keys and certificates are only accessible to the SM service provider.		X		X				X

		6 - Certificate and key management		6.7		HSM as a managed service		6.7.3		Remote key management activities shall be possible only upon demonstrating a trusted path.
(i) Remote key management activities shall be performed from a certified environment in accordance with the requirements of section 6.4.1 and 10.4.
(ii) Remote key management activities shall be performed through a point-to-point secure channel from the SM service provider’s key management system to the HSM. The channel shall provide confidentiality, integrity, authenticity, replay protection and forward secrecy.
(iii) The SM service provider shall have controls in place restricting management remote access to trusted sources and authorised personnel only.		X						X

		6 - Certificate and key management		6.7		HSM as a managed service		6.7.4		An HSM supporting partitions must have all its partitions allocated to a single SM service provider.		X		X

		7 - Sensitive Process data management		7.1		Data transfer		7.1.1		Sites shall take responsibility to ensure that electronic data transfer between themselves and other third parties is appropriately secured.		X		X						30

		7 - Sensitive Process data management		7.2		Sensitive data access, storage and retention		7.2.1		Sites shall prevent direct access to sensitive process data where it is stored and processed.
User access to sensitive data shall be possible only where absolutely necessary. All access must be auditable to identify the date, time, activity and person responsible.
System and database administrators may have privileged access to sensitive data. Administrator access to data must be strictly controlled and managed. Administrative access to data shall only take place where explicitly authorized and shall always be irreversibly logged.		X		X						30

		7 - Sensitive Process data management		7.2		Sensitive data access, storage and retention		7.2.2		Data shall be stored protected appropriate to its classification.		X		X						20

		7 - Sensitive Process data management		7.2		Sensitive data access, storage and retention		7.2.3		Data retention policies shall be defined, monitored and enforced.		X		X						10

		7 - Sensitive Process data management		7.4		Auditability and accountability		7.4.1		The sensitive process shall be controlled by an audit trail that provides a complete record of, and individual accountability for the lifecycle of information assets to ensure that: all assets created, processed and deleted are completely accounted for access to sensitive data is auditable responsible individuals are traceable and can be held accountable		X						X		30

		7 - Sensitive Process data management		7.4		Auditability and accountability		7.4.2		The audit trail shall be protected in terms of integrity and the retention period must be defined. The audit trail shall not contain sensitive data.		X						X		10

		7 - Sensitive Process data management		7.4		Auditability and accountability		7.4.3		Auditable dual-control and 4-eyes principle shall be applied to sensitive steps of data processing.		X						X		10

		7 - Sensitive Process data management		7.5		Duplicate production		7.5.1		Controls shall be in place to prevent duplicate production.		X		X						20

		7 - Sensitive Process data management		7.6		Data integrity		7.6.1		Controls shall be in place to ensure that the same, authorized, data from the correct source is used for the sensitive process and supplied to the customer.		X		X				X		30

		7 - Sensitive Process data management		7.7		 Internal audit and control		7.7.1		Sensitive data controls shall be subject to a rigorous programme of internal monitoring, audit and maintenance to ensure their continued correct operation.		X		X						20

		8 - SM-DP, SM-SR, SM-DP+ and SM-DS Service Management		8.1		SM-DP, SM-SR, SM-DP+ and SM-SR Service		8.1.1		Systems used for the remote provisioning, management of eUICCs and management of Profiles shall support the secure interfaces as defined in SGP.01 [6], SGP.02 [7], SGP.21 [8] and/or SGP.22 [9] as applicable.		X				X				140

		8 - SM-DP, SM-SR, SM-DP+ and SM-DS Service Management		8.1		SM-DP, SM-SR, SM-DP+ and SM-SR Service		8.1.2		Exchange of data within the SM-DP, SM-SR, SM-DP+ or the SM-DS IT system shall be secured to the level required by its asset classification.		X		X						10

		8 - SM-DP, SM-SR, SM-DP+ and SM-DS Service Management		8.1		SM-DP, SM-SR, SM-DP+ and SM-SR Service		8.1.3		The SM-DP, SM-SR, SM-DP+ and SM-DS must prevent cross-contamination of assets between different customers.		X						X		10

		8 - SM-DP, SM-SR, SM-DP+ and SM-DS Service Management		8.1		SM-DP, SM-SR, SM-DP+ and SM-SR Service		8.1.4		Multi-tenant SM-DP, SM-SR, SM-DP+ and SM-DS solutions on the same physical hardware shall ensure customer data is logically segregated between different customers.		X						X		10

		8 - SM-DP, SM-SR, SM-DP+ and SM-DS Service Management		8.2		 Remote Entity Authentication		8.2.1		All authorized entities in the SM-DP, SM-SR, SM-DP+ and SM-DS processes shall be authenticated by appropriate authentication protocols for example, SM-SR, SM-DP, SM-DP+, SM-DS, MNO.		X		X						10

		8 - SM-DP, SM-SR, SM-DP+ and SM-DS Service Management		8.3		Audit trails		8.3.1		The SP shall be logged in an audit trail that provides a complete record of, and individual accountability for:
Profile Management, Platform Management, IT system and eUICC Management procedures, events management, and communication with other entities through the secure interfaces. Access to sensitive data 		X						X

		8 - SM-DP, SM-SR, SM-DP+ and SM-DS Service Management		8.3		Audit trails		8.3.2		The audit trail shall be managed in accordance with the requirements of 7.4.		X		X				X

		10 - Computer and network management		10.1		Policy		10.1.1		A documented IT security policy shall exist which shall be well understood by employees.		X		X						10

		10 - Computer and network management		10.2		Segregation of duties		10.2.1		Roles and responsibilities for administration of computer systems shall be clearly defined.
Administration of systems storing or processing sensitive data shall not normally be carried out by users with regular operational responsibilities in these areas.
Roles for review of audit logs for sensitive systems should be separated from privileged users (e.g. administrators).		X		X				X		10

		10 - Computer and network management		10.3		Access control		10.3.1		Physical access to sensitive computer facilities shall be controlled.		X		X

		10 - Computer and network management		10.3		Access control		10.3.2		An access control policy shall be in place and procedures shall govern the granting of access rights with a limit placed on the use of special privilege users. Logical access to IT services shall be via a secure logon procedure.		X		X				X		20

		10 - Computer and network management		10.3		Access control		10.3.3		Passwords shall be used and managed effectively.		X						X		20

		10 - Computer and network management		10.4		Remote Access		10.4.1		Where remote access is implemented it shall:
• Enforce appropriate protection of sensitive systems, networks and information.
• Be implemented based on strict principles of minimum access.
• Be fully auditable.
• Be subject to a clear, documented risk assessment.
• Be governed by a defined remote access policy and procedure.		X		X						20

		10 - Computer and network management		10.4		Remote Access		10.4.2		Remote access controls secure the connection from the remote user to the target environment. All operations carried out across the remote access connection shall enforce an equivalent security level to corresponding activities conducted locally on-site.		X		X

		10 - Computer and network management		10.4		Remote Access		10.4.3		Where remote access for operational read-only monitoring of systems is granted, such connections shall take place with/via systems on a DMZ rather than directly into a high security network.
Access to view sensitive data shall not be possible.		X		X

		10 - Computer and network management		10.4		Remote Access		10.4.4		Where remote access for connection to pre-defined services is granted, such connections shall take place with/via systems on a DMZ rather than directly into a high security network.
Access to view sensitive data shall not be possible.		X		X

		10 - Computer and network management		10.4		Remote Access		10.4.5		Where remote interactive access to sensitive systems and networks within SAS certified sites is granted for administration or operational reasons, such access shall take place from clearly designated, physically controlled environments. The originating system shall have at least the same level of physical and logical security controls as the target systems, up to the level required for SAS compliance.		X		X

		10 - Computer and network management		10.4		Remote Access		10.4.6		Remote access carried out other than according to 10.4.3, 10.4.4 and 10.4.5 shall not normally be accepted at SAS certified sites.
Where auditees wish to utilise other solutions as exceptions to those normally accepted they shall provide evidence that either:
• The remote access does not allow access to networks, systems or information within the scope of SAS certification.
Or, for SAS-SM only:
• A full and appropriate risk assessment, accepted by the audit team prior to implementation, has been conducted
that considers both the access to systems and the visibility of sensitive information.
And
• The site containing the endpoint systems is owned by the auditee or its contracted supplier(s).
And
• The remote access is temporary, monitored and controlled in real-time from a SAS-SM certified environment, with no ability to export data.
In all cases, controls described in 10.4.7 shall apply.		X		X

		10 - Computer and network management		10.4		Remote Access		10.4.7 (i)		Endpoint security
The security of the endpoint from which remote access originates shall enforce appropriate logical and physical security controls to ensure a level of protection equivalent to those applied to direct access to the target system. Specifically, endpoints shall be:
• Positively identified, with access strictly limited to pre-authorised devices that are:
  o Owned and controlled by the auditee organisation;
  o Subject to appropriate hardening controls;
  o Configured according to a defined security policy;
  o Up-to-date with the latest security patches at the time of the connection.
• Only located in clearly designated physically secure environments to which access is controlled on strict-need-to-be-there principles.
• Connected to a local network dedicated to the purpose of remote access to sensitive network systems that can only be accessed from within the designated physically secure environments.		X		X				X		10

		10 - Computer and network management		10.4		Remote Access		10.4.7 (ii)		Security of the channel
The channel used to connect from the endpoint network to the target network environment shall be secured:
• End-to-end between devices that are configured and managed under physical and logical security controls within the scope of the SAS certification process.
• Using appropriate technologies to ensure the required level of security.
  o Keys and credentials used for authentication and encryption of the channel should be generated, stored and exchanged according to secure processes.		X		X				X

		10 - Computer and network management		10.4		Remote Access		10.4.7 (iii)		Security of the target network
The remote access channel used for user access shall terminate in a dedicated remote access network containing one or more jump hosts configured to control and monitor access for authorized endpoints and end users to connect to pre-determined target systems.
The remote access network shall be configured to permit access:
• Inbound only via the secure channel.
• Outbound:
  o Via one or more firewalls.
  o Only to those target systems to which remote access is specifically required.
  o Only using pre-determined methods of connection (e.g. RDP, SSH) for each system.
Jump hosts shall be used within the frontend/DMZ zone to connect to devices or servers in that zone.
Additional jump hosts shall be used within the backend zone to connect to devices or servers in that zone.
A jump host shall be used within the relevant network security zone in which the targeted servers are logically and physically located.		X		X				X		10

		10 - Computer and network management		10.4		Remote Access		10.4.7 (iv)		Authentication
Remote user access mechanisms must employ enhanced authentication mechanisms (e.g. multi-factor authentication), whenever remote access is granted:
• across networks of lower security level than that being connected to
• from off-site locations.		X		X				X

		10 - Computer and network management		10.4		Remote Access		10.4.7 (v)		Audit trails and logs
Monitoring and full logging shall be in place to ensure full traceability of all access sessions.
Integrity of these logs and logging mechanisms shall be protected to prevent modification, deletion or disabling.		X		X				X

		10 - Computer and network management		10.5		Network Security		10.5.1		Systems and data networks used for the processing and storage of sensitive data shall be housed in an appropriate environment and logically or physically separated from insecure networks.		X		X						45

		10 - Computer and network management		10.5		Network Security		10.5.2		Data transfer between secure and insecure networks must be strictly controlled according to a documented policy defined on a principle of minimum access.		X		X

		10 - Computer and network management		10.5		Network Security		10.5.3		The system shall be implemented using appropriately configured and managed firewalls incorporating appropriate intrusion detection systems.		X		X				X

		10 - Computer and network management		10.5		Network Security		10.5.4		Controls shall be in place to proactively identify security weaknesses and vulnerabilities and ensure that these are addressed in appropriate timescales.		X		X				X

		10 - Computer and network management		10.5		Network Security		10.5.5		Systems providing on-line, real-time services shall be protected by mechanisms that ensure appropriate levels of availability (e.g. by protecting against denial-of-service attacks).		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.1 (i)		Systems configuration and maintenance: Security requirements of systems shall be identified at the outset of their procurement and these factors shall be taken into account when sourcing them.		X		X				X		40

		10 - Computer and network management		10.6		System Security		10.6.1 (ii)		Systems configuration and maintenance: System components and software shall be protected from known vulnerabilities by having the latest vendor-supplied security patches installed.		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.1 (iii)		Systems configuration and maintenance: System components configuration shall be hardened in accordance with industry best practice.		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.1 (iv)		Systems configuration and maintenance: Change control processes and procedures for all changes to system components shall be in place.		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.1 (v)		Systems configuration and maintenance: Processes shall be in place to identify security vulnerabilities and ensure the associated risks are mitigated.		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.1 (vi)		Systems configuration and maintenance: Comprehensive measures for prevention and detection of malware and viruses shall be deployed across all vulnerable systems.		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.1 (vii)		Systems configuration and maintenance: Unattended terminals shall timeout to prevent unauthorised use and appropriate time limits should be in place.		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.1 (viii)		Systems configuration and maintenance: Decertification/decommissioning of assets (such as IT systems) used as part of the SP shall be documented and performed in a secure manner.		X		X				X

		10 - Computer and network management		10.6		System Security		10.6.2		Back-up copies of critical business data shall be taken regularly. Back-ups shall be stored appropriately to ensure confidentiality and availability.		X		X				X		20

		10 - Computer and network management		10.7		Audit and monitoring		10.7.1		Audit trails of security events shall be maintained and procedures established for monitoring use.		X		X				X		20

		10 - Computer and network management		10.8		External facilities management		10.8.1		If any sub-contracted external facilities or management services are used, appropriate security controls shall be in place. Such facilities and services shall be subject to the requirements stated in this document.		X		X

		10 - Computer and network management		10.9		Internal audit and control		10.9.1		IT security controls shall be subject to a rigorous programme of internal monitoring, audit and maintenance to ensure their continued correct operation.		X		X				X		20

		10 - Computer and network management		10.10		Software Development		10.10.1		The software development processes for the SM-DP, SM-SR, SM-DP+ or SM-DS shall follow industry best practices for development of secure systems.		X		X				X		10

		10 - Computer and network management		10.10		Software Development		10.10.2		The software development processes for applications and bespoke software deployed within the SM environment shall follow industry best practices for development of secure
systems.		X		X				X		10

		10 - Computer and network management		10.11		Multi-Tenancy Environments		10.11.1		Multi-tenant solutions must prevent cross-contamination of assets between different customers.

		10 - Computer and network management		10.11		Multi-Tenancy Environments		10.11.2		Multi-tenant solutions on the same physical hardware shall ensure customer data is logically segregated between different customers

		10 - Computer and network management		10.11		Multi-Tenancy Environments		10.11.3		Each customer running their own applications must use a unique ID for that customer for the running of these application processes

		10 - Computer and network management		10.11		Multi-Tenancy Environments		10.11.4		Restrictions shall be put in place for all customers on shared infrastructure by restricting use of shared system resources.

		10 - Computer and network management		10.11		Multi-Tenancy Environments		10.11.5		The auditee shall ensure that customer data is only stored within SAS certified physical locations, including any Sites where data may be replicated to as part of business continuity
plans, meeting all requirements detailed in section 5 of this document.		X		X				X		5





Scope Extension Scenarios

						PLANNED AS PART OF EXISTING SITE'S AUDIT																SCOPE EXTENSION AUDIT

						Scenario 1								Scenario 2								Scenario 3						Scenario 4						Scenario 5

						Cloud hosting added, where the SM services, network architecture, system build and software are identical to the primary on-premises site. 								Cloud hosting added, where the SM services, network architecture, system build and software are different from the primary on-premises site. 								Cloud hosting added, where the SM services, network architecture, system build and software are identical to  the primary on-premises site. 						Cloud hosting added, where the SM services, network architecture, system build and software are different from the primary on-premises site. 						Expansion of cloud deployment into a new region, where the SM services, network architecture, system build and sofware are identical to the already certified cloud region.

						1A		1B		1C		1D		2A		2B		2C		2D		3A		3B		3C		4A		4B		4C		5A		5B		5C		5D		5E

		Variable Elements

		Audited at time of Wet/Renewal Audit of Existing Site?				Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		No		No		No		No		No		No		Yes		Yes		No		No		No

		Reported in Combined Audit Report to GSMA?				Yes		No		No		No		Yes		No		No		No		No		No		No		No		No		No		Yes		No		No		No		No

		Existing Remote Room?				Yes		Yes		No		No		Yes		Yes		No		No		Yes		No		No		Yes		No		No		Yes		Yes		Yes		No		No

		Same Personnel?				Yes		Yes		Yes		No		Yes		Yes		Yes		No		Yes		Yes		No		Yes		Yes		No		Yes		Yes		Yes		Yes		No

		Same SM Service?				Yes		Yes		Yes		Yes		No		No		No		No		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		Yes		Yes

		Same Network Architecture?				Yes		Yes		Yes		Yes		No		No		No		No		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		Yes		Yes

		Same System Build and Hardening Standards?				Yes		Yes		Yes		Yes		No		No		No		No		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		Yes		Yes

		Same Software O/S?				Yes		Yes		Yes		Yes		No		No		No		No		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		Yes		Yes

		Same HSMs?				Yes		Yes		Yes		Yes		No		No		No		No		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		Yes		Yes

		Unique Elements (Always in Scope for new deployment)

		Same Keys?				No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No

		Same Assets?				No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No

		Same Firewall Rules?				No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No

		Same Logging?				No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No

		Same Internal Audit Coverage?				No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No		No





		Scope Coverage				1A		1B		1C		1D		2A		2B		2C		2D		3A		3B		3C		4A		4B		4C		5A		5B		5C		5D		5E

		Keys				Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		Assets				Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		Configuration				Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		Firewall Rules/ACLs				Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		Logging				Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		Internal Audit Coverage				Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		Personnel				No		No		No		Yes		No		No		No		Yes		No		No		Yes		No		No		No		No		No		No		No		Yes

		SM Platform : M2M				Data Transfer		Data Transfer		Data Transfer		Data Transfer		Yes		Yes		Yes		Yes		Data Transfer		Data Transfer		Data Transfer		Yes		Yes		Yes		Data Transfer		Data Transfer		Data Transfer		Data Transfer		Data Transfer

		SM Platform : Consumer				Data Transfer		Data Transfer		Data Transfer		Data Transfer		Yes		Yes		Yes		Yes		Data Transfer		Data Transfer		Data Transfer		Yes		Yes		Yes		Data Transfer		Data Transfer		Data Transfer		Data Transfer		Data Transfer

		Network Architecture				No		No		No		No		Yes		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		No		No		No		No		No

		Systems				No		No		No		No		Yes		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		No		No		No		No		No

		Software				No		No		No		No		Yes		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		No		No		No		No		No

		Key Management				No		No		No		No		Yes		Yes		Yes		Yes		No		No		No		Yes		Yes		Yes		No		No		No		No		No

		Remote Room				No		No		Yes		Yes		No		No		Yes		Yes		No		Yes		Yes		No		Yes		Yes		No		No		No		Yes		Yes





						1A		1B		1C		1D		2A		2B		2C		2D		3A		3B		3C		4A		4B		4C		5A		5B		5C		5D		5E

		Reporting				Combined		Separate		Separate		Separate		Combined		Separate		Separate		Separate		Separate		Separate		Separate		Separate		Separate		Separate		Combined		Separate		Separate		Separate		Separate

		Days Required				1		1.5		2		2.5		2		2.5		3		3.5		1.5		2		2.5		2.5		3		3.5		1		1.5		1.5		2		2.5

		Mapping to FS.18 (version 8.0)

		Sub-Section		Description

		1.1		Policy

		1.2		Strategy		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		1.3		Business Continuity		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		1.4		Internal Audit		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		2.1		Organisation								Yes								Yes						Yes						Yes

		2.2		Responsibilities		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		2.3		Incident Management		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		2.4		Contracts and Liabilities		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		3.1		Information Classification

		3.2		Handling

		4.1		Job Descriptions								Yes								Yes						Yes						Yes										Yes

		4.2		Recruitment Screening								Yes								Yes						Yes						Yes										Yes

		4.3		Acceptance of Security Rules								Yes								Yes						Yes						Yes										Yes

		4.4		Whistleblowing and Discplinary

		4.5		Terminaions of Employment								Yes								Yes						Yes						Yes										Yes

		5.1		Security Plan						Yes		Yes						Yes		Yes				Yes		Yes				Yes		Yes								Yes		Yes

		5.2		Physical Protection						Yes		Yes						Yes		Yes				Yes		Yes				Yes		Yes								Yes		Yes

		5.3		Access Control						Yes		Yes						Yes		Yes				Yes		Yes				Yes		Yes								Yes		Yes

		5.4		Security Staff						Yes/No		Yes/No						Yes/No		Yes/No				Yes/No		Yes/No				Yes/No		Yes/No								Yes/No		Yes/No

		5.5		Internal Audit						Yes		Yes						Yes		Yes				Yes		Yes				Yes		Yes								Yes		Yes

		6.1		Clasificaiton

		6.2		Roles and Responsibilities

		6.3		Cryptographic Key Specifications										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		6.4		Key Management		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		6.5		Audit and Accountability										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		6.6		GSMA PKI Certificates		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		6.7		HSMs as a Managed-Service

		7.1		Data Transfers		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		7.2		Sensitive Data Management										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		7.4		Audit and Accountability		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		7.5		Duplicate Production										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		7.6		Data Integrity										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		7.7		Internal Audit		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		8.1		Platform Interfaces										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		8.2		Remote Entity Authentication										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		8.3		Audit Trails										Yes		Yes		Yes		Yes				Yes		Yes		Yes		Yes		Yes

		10.1		Policy

		10.2		Roles and Responsibilities		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		10.3		Access Control

		10.4		Remote Access		Targets		Targets		Yes		Yes		Targets		Targets		Yes		Yes		Targets		Yes		Yes		Targets		Yes		Yes		Targets		Targets		Targets		Targets		Targets

		10.5		Network Security		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		10.6		System Security		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		10.7		Audit and Monitoring		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		10.8		External Facilities Management

		10.9		Internal Audit		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes

		10.10		Software Development										Yes		Yes		Yes		Yes								Yes		Yes		Yes

		10.11		Multi-Tenancy Environments		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes		Yes
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