T-ISAC Summit: Prevention through collaboration

Day 1 - Monday 9" September 2024

Welcome coffee 09:00

Session 1 - Uniting against threats: a collaborative approach
09:30-10:30

In this session, we’ll focus on collaboration and Threat Intelligence sharing; exploring our response to threats as an industry,
intelligence gaps we need to address, future threats to prepare for, and how working across sectors and boundaries
through T-ISAC can facilitate this.

Introduction Leonie Lewis, Senior T-ISAC Manager, GSMA
Opening Mats Granryd, Director General, GSMA
Presentation Emma Smith, Cyber Security, Technology Assurance and Strategy Director, Vodafone
Fireside chat Samantha Kight, Head of Industry Security, GSMA
Emma Smith, Cyber Security, Technology Assurance and Strategy Director, Vodafone
Ollie Whitehouse, Chief Technology Officer, UK’s National Cyber Security Centre

Session 2 - Threats from within: reviewing insider risks in telcos
10:30-11:15

This session will examine the wider issue of insider threats in the telecommunication industry. We’ll focus on how attackers
use SimSwapping to hack into corporations for different goals and how intelligence sharing and other methods can
strengthen defences. An interactive fireside chat will enable our audience the opportunity to ask questions from an expert

on this topic.
Opening Leonie Lewis, Senior T-ISAC Manager, GSMA
Presentation Khalid Halloumi, Cyber Threat Analyst, Flashpoint
Fireside chat Leonie Lewis, Senior T-ISAC Manager, GSMA
Khalid Halloumi, Cyber Threat Analyst, Flashpoint
Break

Session 3 - Lightning talks with a telco twist
11:45-13:00

A diverse and interesting range of topics, including signalling vulnerabilities and GTPDoor Malware v2 are brought to you in
bitesize chunks, just before the lunchtime networking break, where you can ask questions and continue the discussion.

Opening Leonie Lewis, Senior T-ISAC Manager GSMA
Presentation Jeremy Schmidt, Cyber Security and Incident Response Specialist, Proximus
Presentation Lukas Benninger, Senior Security Analyst, Swisscom
Presentation Nauman Khan, Telecom Threat Management Lead Consultant, stc & GSMA Middle East Fraud
and Security Group, Deputy Chair
Quickfire Q&A With the above lightning talk speakers
Lunch

Session 4 - Global mobile threats: insights from the experts
14:00 - 15:15

In this session, we’ll discuss fraud topics including smishing and mobile malware, and an overview of the advanced and
evolving abuse and spam reporting in the UK. An expert panel will explore a range of fraud topics and questions from the
audience.




Opening Leonie Lewis, Senior T-ISAC Manager, GSMA
Presentation Kasra Farhadpour, Senior Solutions Architect, Proofpoint
Panel

David Rogers, Chief Executive Officer, Copper Horse & GSMA Fraud and Security Group Chair
Nauman Khan, Telecom Threat Management Lead Consultant, stc & GSMA Middle East
Fraud and Security Group Deputy Chair

Morgan Ramsey, Fraud Manager, Vodafone & GSMA Fraud and Security Group Deputy Chair
Jonathan Hayes, Product Owner for Fraud Detection & Intelligence systems, Telia

Break

Session 5— Shaping the cyber frontier: Al's impact on threats and defences

15:30-16:30

In this session, we will explore how Al is impacting the cyber threat landscape for attackers and defenders and how the T-

ISAC tool suite is evolving to enhance its analytical and sharing capabilities.

GSMA Presentation

Leonie Lewis, Senior T-ISAC Manager, GSMA
Nandini Lakhanpal, Cyber Threat Analyst, GSMA

Presentation

Tom Curry, Senior Security Consultant, Google
Vincent Courson, Trust & Safety Partnerships, Google

Summit close

Leonie Lewis, Senior T-ISAC Manager, GSMA

Networking drinks




